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Cisco Unity Connection
Windows Authorization Access Exchange 2007
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72 b 7R H—/\T Windows Authorization Access 7' JL— 7D *
VIN—TH5H DR (Exchange 2007 D #)

ATFvFT 2

ATFvFT 3

AFvT 4

ATv7 5

ATy 6
AFvFT 7T

ATFvFT 8
AFv7 9
2F7Fv7 10

AFv7T 1
ATFyvF 12

ATFvF 13
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Windows Authorization Access
Connection Exchange 2007

O—AJ) aYEa—42 7h kA Cisco Unity Connection DY 5472 b 7O R Y—/\T
Windows Authorization Access JIL—TD* V/I\—TH 5D L DFEREAE (Exchange 2007 @
#H)

Active Directory Users and Computers

Windows [ Start ] [ Administrative Tools ] > [Active
Directory Active Directory Users and Computers |

Connection Exchange 2007

[Builtin]

[Windows Authorization Access Group Windows Authorization Access
Group ] [ Properties |
[Windows Authorization Access Group Windows Authorization Access Group
Properties | [ Members |
[ Add ]
[ Select Users, Contacts, Computers, or
Groups | [ Object Types |
[ Computers ]
[OK] [ Object Types ]
[ Select Users, Contacts, Computers, or
Groups | 3 Exchange 2007
[ Check Names ]
[OK] [ Select Users, Contacts,

Computers, or Groups ]

[OK] [Windows Authorization Access Group Windows Authorization Access
Group Properties ]
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X797 1 Exchange Management Shell Enterprise
Admins
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AT7w7 2 Exchange Management Shell Exchange 2010

Applicationlmpersonation

new-ManagementRoleAssignment -Name:RoleName -Role:Applicationlmpersonation
-User:'Account’

e RoleName ConnectionUMServicesAcct
get-ManagementRoleAssignment RoleName
e Account domain\alias
ATvF 3
2 RoleName

Cisco Unity Connection Dfz=6D1=_TJ74(4 F A v&—P U5 H—EX
Thor b~DtERFTE (Exchange 2007 D#A)
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Add-ADPermission -ldentity (PermissionLevel).DistinguishedName -User (Get-User -ldentity
Account | select-object).identity -ExtendedRight ms-Exch-EPI-May-Impersonate

Add-ADPermission -ldentity (PermissionLevel).DistinguishedName -User (Get-User -ldentity
Account | select-object).identity -ExtendedRights Receive-As

e PermissionLevel
Exchange 2007

- Exchange
PermissionLevel

Get-ExchangeServer -ldentity ServerName

ServerName
Exchange 2007

- Exchange Exchange
2007 PermissionLevel

Get-OrganizationConfig
Add-ADPermission Identity Exchange 2007

e Account domain\alias

2 Exchange Exchange 2007
1 3

¢ Connection Exchange 2007
e Connection Exchange 2007
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Connection Exchange 2007
Windows [ Start ] [ Administrative Tools ]>[
Local Security Policy ]
[ Local Policies ] [ User

Rights Assignment ]

[ Allow Log on Locally ] [
Properties |
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Local Security Setting | [

Add User or Group |

ATFvyT 6 | Select Users, Computers, or Groups |
Cisco Unity Connection
P.2-27 1.
Exchange 2007
Connection
ATY [ Check Names ]
A7y [OK] [ Select Users, Computers, or
Groups |

A7TvF 9 [OK] [ Allow Log on Locally Properties ]
AFvFT 10 | Local Security Setting ]
AFv7T 1 1 10

¢ Connection Exchange 2007

e Connection Exchange 2007

Cisco Unity Connection Dfz=6D1=—TJ 74 F A v&—P U H—EX
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Connection  Exchange 2003

Cisco Unity Connection Df=6D1=7 74 K Ay2—Y 5 $—ERX 7hHo o FADOERRFE
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Exchange System Manager Enterprise Admins
Exchange
Windows [ Start ] [ Programs ] > [Microsoft Exchange] > [
System Manager ]
[ Servers |
Cisco Unity Connection Exchange
[ Properties |
[< > <Server name> Properties | [
Security ]
[ Add ]
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[ Enter the Object Names to Select ]
ATFvyFT 8 | Check Names |
ATFv7T 9 [OK]
ATFyF 10 [< > <Server name> Properties ] [

Group or User Names ]

ATFvT 11 [< > Permissions For <Account name> | [
Allow ]

¢ Send As
* Receive As
¢ Administer Information Store

ATv7 12 [0OK] [< > <Server name> Properties |

ATv7 13 Exchange 4 12
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Connection Exchange 2010

Exchange 2010 EWS EWS
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Service Pack 1
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New-ThrottlingPolicy -Name "<ConnectionUnifiedMessagingServicesPolicy>""
-EWSMaxConcurrency $null -EWSMaxSubscriptions $null -EWSPercentTimelnCAS $null
-EWSPercentTimelnMailboxRPC $null

ConnectionUnifiedMessagingServicesPolicy

ATv7 3
Set-ThrottlingPolicyAssociation -ldentity ""<ConnectionUnifiedMessagingServicesAccount>""
-ThrottlingPolicy ""<ConnectionUnifiedMessagingServicesPolicy>""
e ConnectionUnifiedMessagingServicesAccount Cisco Unity Connection  Active Directory
P.2-26
e ConnectionUnifiedMessagingServicesPolicy 2
N
(3¥)  Set-ThrottlingPolicyAssociation Exchange 2010 14.00.0639.021
Exchange 2010 14.00.0639.021
ATv7 4
Get-ThrottlingPolicyAssociation -ldentity ""<ConnectionUnifiedMessagingServicesAccount>""|
findstr " ThrottlingPolicy"
AT97 5
3 4
A7Tv7 6 CAS Exchange 2010 Microsoft Exchange RPC Client Access

Cisco Unity Connection ®1-=$® WebDav —E XD
Exchange 2003 H—/\[Zx§ 5 B3k

Connection  Exchange 2003 Internet Information
Services  WebDav

Cisco Unity Connection M1=&%IZ Exchange 2003 T WebDav 4—EX #H#I-9 %%

X797 1 Connection Exchange 2003
ATv7 2 Windows [ Start ] [ Programs ]> [
Administrative Tools ]>[ 11S
Internet Information Services (IIS) Manager ]
AT9T 3 Exchange 2003 [< >] [Web
Web Service Extensions |
ATFvT 4 WebDAV [ Status ]
. [ Allowed ] 5
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Cisco Unity Connection 55 Exchange 277X ¥ %
EODAI=ZT7A K Ayve—D0T H—EXDERK
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HY—EXDERF

AT7v7 1 Cisco Unity Connection [ Unified Messaging | [
Unified Messaging Services |
AFvFT 2 | Search Unified Messaging Services | [
Add New ]
AT97 3 [ Message Action for Email ] [
Message Action for Fax ]
[ Help ] [ This Page ]
[ Relay the Message | [
Accept and Relay the Message | [ System Settings | >
[SMTP SMTP Configuration ]>[ Smart Host | SMTP
Connection SMTP
ATvF 4 | New Unified Messaging Service ] [
Type | [Exchange/BPOS -D]
ATvF 5 | Enabled |
Connection
Exchange P.2-10
ATFyFT 6 | Display Name ]
Exchange
[ Users ]>|[

Unified Messaging Accounts |

ATvF T [Web Web-Based Authentication Mode ] Cisco Unity Connection
Exchange SSL P.2-20
ATy7T 8 [Web Web-Based Protocol ] Cisco Unity Connection Exchange
SSL P.2-20 Web
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ATw7 9 Connection Exchange SSL [Exchange
Validate Certificates for Exchange Servers ]
[Web Web-Based Protocol ]
[HTTPS] [Exchange

Validate Certificates for Exchange Servers |
Connection  Exchange

AFv7 10 Exchange Connection Exchange
11
Connection Exchange 2010 Exchange 2007
Exchange 2003
a. [Exchange Search for Exchange Servers ]
b. [Active Directory DNS Active Directory DNS Domain Name ]
Connection  Exchange Active Directory DNS
cC. Active Directory Exchange Connection Exchange
[Active Directory Active Directory Site Name |
d. [Exchange Exchange Versions ] Connection
Exchange
e. [ Protocol Used to Communicate with
Domain Controllers ] Connection  Exchange Active Directory
LDAP Secure LDAP LDAPS

A

EE  [Exchange Search for Exchange Servers ] Connection
[Web Web-Based Authentication Mode |
Active Directory
Connection
Active Directory

[ Protocol Used
to Communicate with Domain Controllers ] [ LDAP LDAPS Secure
LDAP (LDAPS) ] Active Directory tomcat-trust
Connection-trust SSL

Cisco Unity
Connection  Exchange P.2-12 15.
f. Connection Active Directory SSL
[Active Directory Validate Certificates for Active

Directory Domain Controllers ]

[

Protocol Used to Communicate with Domain Controllers ] [LDAPS]
[Active Directory
Validate Certificates for Active Directory Domain Controllers ]
Exchange Connection
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AT7w7 11 Connection Exchange

a. [Exchange

Specify an Exchange Server ]

b. [Exchange Exchange Server | Connection Exchange
IP Exchange 2010 Exchange 2007
c. [Exchange Exchange Server Type | b.
Exchange
AFyvFT 12 | Username | [ Password ] Cisco Unity Connection
Active Directory
P.2-26 Active Directory
domain\username FQDN

ATvF 13 | Service Capabilities ]

N

(3¥)  Connection

Connection
Exchange P.2-10

AT97 14 [Connection Exchange Synchronize

Connection and Exchange Mailboxes (Single Inbox) ]

[ Help ] [
This Page ]

ATvF 15 | Save ]

Y

GE) [Web Web-Based Protocol ] [HTTPS]

[

Domain Controllers |

P.2-12

Protocol Used to Communicate with
LDAP LDAPS Secure LDAP (LDAPS) ]
Cisco Unity Connection  Exchange
15. SSL

AF79 7 16 Connection Exchange

Cisco Unity Connection

Exchange P.2-18
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Exchange
1. Exchange

— Exchange 2010

— Exchange 2007
Exchange 2007

— Connection

Active Directory

Exchange

CA

Connection  Exchange

Connection

Active Directory
Exchange

DC

SSL

Exchange 2003

SSL DC

2, 1 SSL CA
CA4 .pem
Connection
6.
3. Microsoft Active Directory SSL
c4 Cc4 .pem
OpenSSL .pem
Connection
4. Microsoft SSL Microsoft
Active Directory P.2-37

5. Microsoft Active Directory CA4

.pem 3.

.pem Connection
6. Connection Connection
P.2-38
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e Exchange 2007 Connection
Exchange 2007
¢ Connection Exchange 2003
* Connection Active Directory
ATvF 2 Windows [ Start ] [ Programs ]>[
Administrative Tools ]>][ Certification Authority |
2797 3 MMC [ Properties ]
ATvFT 4 | General ] [< > <servername> Properties ]
[ View Certificate |
ATvF 5 | Certificate | [ Details ]
AFvT 6 | Details ] [ Copy to File ]
& A | Welcome to the Certificate Export Wizard | [
Next ]
ATFyFT 8 | Export File Format ] [ Next ]
[DER Encoded Binary X.509 (.CER)]
AFv7 9 | File to Export ] Connection
ATvF7 10 | Next ]
ATFyT 11 | Completing the Certificate Export Wizard | [
Finish ]
AFvF 12 [OK] 3 2
ATv7T 13 MMC
ATv7 14 1 SSL Microsoft
1 SSL Microsoft
1 13 Microsoft

INT )y HEIAZED Connection H—/A~AD 7 v 70— KAk

A7wF 1 Connection Cisco Unified

ATvF 2 | Security ] [ Certificate Management
AFvT 3 | Upload Certificate ]

ATFyFT 4 | Certificate Name ] [tomcat-trust]

AFyT 5 [ Description ]

ATy7T 6 | Browse ]

ATYvF 7T .pem 1
ATFvT 8 | Upload File ]

]
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ATv7 9 3 8 [ Certificate Name |
[Connection-trust]

AFv7F 10
3 9
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X797 1 Cisco Unity Connection [ Unified Messaging | [
Unified Messaging Services |
ATvF 2 | Search Unified Messaging Services ]
AFvyFT 3 | Edit Unified Messaging Service | [
Test ]
A7Fv7 4
AT97 5 1 4

Cisco Unity Connection 11—H® Exchange *—JL R
DAAD) O D=0ODAL=_T 74 K Ay2—PU5 7hH
) MERK

. Cisco Unity Connection
P.2-39

e Cisco Unity Connection P.2-40

AZTF7A R AvE—OVT FhoV - THOU A
Cisco Unity Connection RIZEE} T ondAHE

Connection
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1
Exchange /
2

TTS
TTS
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Connection Connection

User Moves, Adds, and
Changes Guide for Cisco Unity Connection  Release 9.x Using the Cisco Unity Connection
9.x Bulk Administration Tool
http://www.cisco.com/en/US/docs/voice ip comm/connection/9x/user mac/guide/9xcucmacx.html

G¥)
Connection

Cisco Unity Connection 1.—%'#% Exchange *—/LARy Y RICY 29 FTH51=T74 F Avt—
SV Thor FOEEEE

AT7w7 1 Cisco Unity Connection [ Users | [ Users ]

ATvF 2 | Search Users |
Y
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[ Search |
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AFvFT 3 | Edit User Basics ] [ Edit ] [
Unified Messaging Accounts |
ATvF 4 | Unified Messaging Accounts | [
Add New ]
AFvT 5 | New Unified Messaging Account ] [
Unified Messaging Service |
Cisco Unity Connection Exchange
P.2-34
[ Service Type ] Exchange
ATv7T 6 | Account Information | Exchange
e [ Use This Email Address ]
Exchange
Active Directory 1 SMTP
e [ Use Corporate Email Address ]
[ Corporate Email
Address ] [ Edit User Basics |

N

() 5 Exchange
Exchange Exchange 2003
TTS [ Account
Information ] Exchange 2003 TTS
[ ID UserID ]
AFyFT T | Account Information | Exchange 2003 TTS 2
. Exchange 2003 TTS
. 5 Exchange
Exchange
¢ [Connection Use Connection Alias | Active
Directory Connection
Connection Connection Exchange
e [ ID Use User ID Provided Below ] Active Directory
ID Connection
Connection Exchange
ATy7T 8 | Use This Email Address |
6 SMTP
a. [ Edit ] [SMTP SMTP Proxy Address ]
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b. [SMTP SMTP Proxy Address | 6
9
8c
c. [ Add New ]
d. 6
e. | Save ]
ATFvFT 9 | Service Capabilities ] 5
1
Exchange MeetingPlace 1 Exchange
MeetingPlace
Connection
Exchange P.2-10
ATFvFT 10 | Save |
2ATv7 11 [ Test | [ Task
Execution Results ]
Exchange Active Directory Cisco Unity Connection
Connection
AT97 12 2 11

A

Cisco Unity Connection 1 =774 K Avt—L2 T
THIOVMDTRE

Cisco Unity Connection Exchange
P.2-39 1

fE31® Cisco Unity Connection —#'® Exchange ~NDa—Y% 7V XD T X b Ak

AT7w7 1 Cisco Unity Connection [ Users | [ Users ]
ATvF 2 | Search Users | Exchange 1
Y
(GE)
[ Search ]
ATFyFT 3 | Edit User Basics ] [ Edit ] [

Unified Messaging Accounts |
X797 4 Exchange
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AFyFT 5 | Edit Unified Messaging Account ] [

Cisco Unity Connection 1= 74A4 K Avt&—2 25
THhor FOBREDHERT

Connection
. Connection

Connection

[

Unified Messaging Account ]
[ Unified Messaging Account ] [
Test Connectivity |
[ Edit Unified Messaging

Account ]

Unified Messaging Services |

Cisco Unity Connection 1= 74 F A yt&—Y 25 7Ho L FOBREOBREDORTRE X

AFw7F 1 Cisco Unity Connection [ Unified Messaging ] [
Unified Messaging Account Status |

AFvT 2
AT9F 3 [ Unified Messaging Accounts ]
[ Alias ]
ATv7 4 [ Unified Messaging Services |
[UM UM Services |
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2AFvT 2

AFyvFT 3
2AFyv7 4
AFvT 5

Connection

Cisco Unity Connection D1=7 74 F A v &—C UV BREEZEL VAT LREDOHRE S X

Cisco Unity Connection [ Tools ] [ Task Management |
[ Task Definitions | [ Check System Configuration |
[ Run Now ]
[ Refresh ]

[ Check

System Configuration ]

Cisco Unity Connection ® Exchange TEZX~ADT7 7t
ADTA K

27y T 1
ATFvT 2
ATFvFT 3

ATFvT 4

AFvT 5
&

AFyvFT 7

Connection  Exchange

Cisco Unity Connection @ Exchange $ERADF YV LADTR b Ak

Outlook
[ Go ] [ Calendar |
[ File ] [ New ]>] Meeting Request |
Cisco Unity Connection
[ Send ]
4 Outlook Cisco Unity Connection
Play Meetings
6
Connection Exchange
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ATFvFT 3
AFvT 4

AFyFT 7
ATFv7T 8

AFv7 9

Cisco Unity

Connection Microsoft Exchange
userid@CUC-hostname Connection Microsoft Outlook
IBM Lotus Notes Cisco Unity Connection

recent contacts
Cisco Unity Connection
NDR
Connection Exchange
userid@corp-hostname

Cisco Unity Connection [ System Settings ]> [SMTP SMTP
Configuration ] [ Smart Host ]
[ Smart Host | [ Smart Host ] SMTP
P
DNS

N

(G¥)  Microsoft Exchange

[ Save ]
SMTP userid@corp-hostname
User Moves, Adds, and Changes Guide for Cisco Unity Connection Setting Up Features and

Functionality That Are Controlled by User Account Settings in Cisco Unity Connection 9.x
SMTP Proxy Addresses in Cisco Unity Connection 9.x

Cisco Unity Connection [ System Settings | [ General
Configuration |
[ General Configuration | [ When a Recipient
Cannot Be Found ] [ Relay message to smart host
]
[ Save ]
Cisco Unity Connection [ Users > Edit 1>

Message Actions ] [ Voicemail ] [

Accept the message ] [ Email ] [ Fax ]
[ Receipt ] [ Relay the Message

]
Cisco Unity Connection ID

— Exchange 2010
http://technet.microsoft.com/en-us/library/bb232171.aspx

— Exchange 2007
http://technet.microsoft.com/en-us/library/bb232171(v=exchg.80).aspx

— Exchange 2003
http://support.microsoft.com/kb/822447
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. Connection [ Deleted Items |
Connection
. Connection [ Deleted Items |
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2. Cisco Unified Communications Manager Business Edition Connection

Cisco Unity Connection
Application Impersonation
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Import-PSSession $Session
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C. Exchange Active Directory Connection
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Active Directory
SSL
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N
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[ Search |
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