CHAPTER

YATL A ytE—U AXUTERAR—FAF
> J DERGE

Z OETIL, Catalyst 3750-E £ 7= 13560 EAA 9FICVAT A Ay —Y uX o 72 ET Dk
WWOWTHHLES, ZAA v FiE, RESNTHD MY T—IZESNWTRTy b 7e—%F vy I Fy
THEODARA<— |k D?‘/ﬁ‘%*ﬂ‘ﬂ‘i’v— MLET,

ZOETHEMT S a3~ RO XOMEHFEOFEMIZOW T, [Cisco I0S Configuration
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o (VAT A AvtE—y aXrZoRE] (P32-2)
o [A~—F X roEE] (P32-14)

o X rEnFr] (P32-17)

(E)

FML—FTary Y= ~DRA =V %ETDE,. CPUDHEHRNELS 2D, AL v FOEEIC
TEBE B 2 DAREMADH D 9,

Ayt—L OF T OBE

AA Y FIFT 74NV R T, VAT A Ay =TI debug Fi#E EXEC 2~ > Folihzax v 7
DERCERELET, RE V7 ALUNCEY, VAT A A=V P H—TEET, VAT A

Ay —VEERTHIRAZ v T AL, KA MNAE hostname-n DI THML X1 ~9 DA
AvTFEKT), MhEAX v ~2AF—puXrF 7av A VXA L7 NLET, AF VT <R
H—lFZ AR T AUNTTR, FORARNIZIVAT A AvE—VOKRBICENSAFEAL, 2XF
7 FuktRiEn s Ave—VE&s0 GREICGLT, B Ny 77 REIRE, UNIX Syslog ¥ —
N E) ICEETANEARELET, eX S FukRE, arY—ilb AvE—UEEELE
R

Syslog 7 #—~ v k% 4.3 Berkeley Standard Distribution (BSD) UNIX & H#MERNH 0 F9,
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|
\

ATFL AyvE—L AXVTDERE

QX7 FavARNT 4= DS, AvE—idar Y — OB EEENET, AvE—

IEAERFFCEFE EINAT2D, AvE—YBLUOT ANy FHOICE T e v 7 b a~y KO- TIRE
DAk ET, Catalyst 3750-E AA v T TlE, Ave—URT 7T 47 72ary— IR REND DI,
A=V ERAER LT B EARKET LT 5 TY, Catalyst 3560-E 21 v FTiX, AvkE—URT

TTA4T2ay =R RENDLIDIE, Ave—YEARLETe 2 ARNKTLTHHLLTY,

AvE—VOEREZHELT, a2 Y VBILOKFERICERINDIA v E—VOF A T HFHIHITE
T, 8BS RAvb—VICH A L AL LT EFZELED . Syslog EETXET KL AZRZELEZY LT, Y
TNEADLOT Ny JHERER L OEHBEELZ ML TE T, BREINDA v =V TE, 20DV
V=G T DY AT L A vt — A REBRLTLLEES N,

BX T EINTEVAT A AvE—VIIT 7 ERATHITIE, A v TFDoav s R, A2 —TxA
A (CLD ZfERT 20, FIX@UICERE SN Syslog = NIZZNBEDV AT A A v —T%F
FLET, AAMvF VY7 b7 =TL, Syslog A v —V&AZ L KTy AL v F EORNENY 7 7
WRFELET, A v TF AZ v 7 OREIE, A¥ v ) v AX— EIZBRFELET, AF L RTrY X
AYTFERIFAZ v v AZ—ICWENBETHE, RV 2T T v va AEVIRIFELTNRBST
Bh. v ixkbnEd,

VAT A AyvE—U% UE— FTERTHICIE, Syslog = LETrIZEZRRZTLN, HDHWT
Telnet, 2> Y —/)L K— b, FEA =32y MEEA—MRETAS v FIZT 7 EBALET, RS v
F ALy TIE, TRTORE 7 AN aryy— ko, Abaryy—VvHOPRAESNET,

VATL A ytE—D OX T DRE
e [RFL vl AyvE—YDT74—~vv | (P32-2)
o (VAT A A=Y aXr 707740 Mi%El (P32-4)
s Ayt —vaXrro7rt—70b) (P32-4) ((LE)
o Ayt —YFRRHET NA ZADFHE] (P32-5) (EE)
e m7/ 2vt—UoRM (P.32-6) ((LE)
s BT Ryt —=VDHA L AZ LT DA F—TNLB LT 4 =704k (P32-8) (1)
e BT Ryt—VDV—l U ABFOA =T MLEBLOT 42— (k) (P.32-8) (EE)
o Ayt —VHEKEDOEH] (P32-9) (EE)
o [BIET—7 /8 L0 SNMP (2[5 &5 Syslog A vE—V O] (P.32-10) ((LE)
o RELHEvH—DAF—7 4k (P.32-11) ((EE)
e [UNIX Syslog #— 0% & (P.32-12) ({E&)

DRTL O AvtE—DDT7A—TvY b
VATFA BT AvE—URERKS0 XELE N~ FEE (%), BLXOZORICEBENE AT 1
VDY AR TRLA L AL TER (RESNTWAEA) THEESNTWET, Avk—V
X, WO7+—~< v P TERINET,

Catalyst 3750-E A A v F DA seq no:timestamp: %facility-severity-MNEMONIC:description
(hostname-n)

Catalyst 3560-E A A v F DA seq no:timestamp: %facility-severity-MNEMONIC:description
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Y2F4L Ave—Y nxvione B

= MNFLBDORID A v —E451%, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 72—/ N)L 27 4 XFal—Tay avy RORKEILELSTEDLY £7°,

#* 3241 SRTA BT AvE—VDER

EE 3 H L)

seq no: service sequence-numbers 72—/ Nl 27 4 X2 b — a3y avy RRREINTWIEE

P, vl A== U ABEEAX LT LET,

FEHNZHOWTIE, 87 A vt —VDY— v ARZOA X —T B I OT 4 E—7 114k
(P.32-8) =&ML T E&EW,

timestamp D7 F—<
ko

mm/dd hh:mm:ss
EJES

hh:mm:ss (FERFR)
EJAES

dh (&Wrf)

Ay —VFEREFA N O HKETT, service timestamps log [datetime | log] 7' 2 —/ 3L =2
T4 X2l —valy avy RRRESNTVDLHATET . ZOHERPIFERINET,
FEHZOWTIE, BT A=V DFA L RAEZTDOA X =T LB LT 4 B—7 11k
(P.32-8) ML T EEWY,

facility Ay E—UNBHRT HHAE (SNMP, SYS 2¥) TF, ¥HR— b SNIWED—EICOVTIE,
# 32-4 (P32-14) #BEL TS0,

severity AvbE—VOEREZFRT0~T DO I HiOa— RFTT, EREOFMICOWNTIE, £ 32-3
(P.32-10) ZBL T EEL,

MNEMONIC R Dh EHCRT T E AR AU oA

description VA= FENTODEA RS FOFMERTTIEA R XA YT T,

hostname-n (2 4%
-n)

AR T AUNDIFANGBEOAZ v IVNDODAAL v FFEH, ALy T S AF—FAF v 7 R
URTETIN, FOFRAMGITT AT A Av—VOKRRBISENEAELA,

WORNT, AX v I v AFX—BIORAK v 7 AN (A ML Switch-2) (CHIRT DAL vTF A
Th A=V O—EGTT,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed

state to down 2

(Switch-2)
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W L2574 Avt—9 AX T ORE
Iz, Catalyst 3560-E A1 v FITE
00:00:46: SLINK-3-UPDOWN: Interface
00:00:47: SLINK-3-UPDOWN: Interface
00:00:47: SLINK-3-UPDOWN: Interface
00:00:48: $SLINEPROTO-5-UPDOWN: Line
00:00:48: SLINEPROTO-5-UPDOWN :
state to down 2
*Mar 1 18:46:11: %SYS-5-CONFIG TI:
18:47:02: %SYS-5-CONFIG I:
*Mar 1 18:48:50.483 UTC:

N

DARTL AyvtE—

FTAHAAL F VAT AvE—VOBO—EE R LET,

Port-channell, changed state to up
GigabitEthernet0/1, changed state to up
GigabitEthernet0/2, changed state to up
protocol on Interface Vlanl, changed state to down
Line protocol on Interface GigabitEthernet0/1, changed
Configured from console by vty2 (10.34.195.36)
(10.34.195.36)
Configured from console by vty2

Configured from console by vty2

%SYS-5-CONFIG I: (10.34.195.36)

AX 5D T 740 MEE

& 32-2 SRTL A ytE— OXITDTIAIL FRE
HgE FI+I FERE
I ANDYVAT A Avk—Y axX s A X =T

o — )LD EKE

debugging (& X OEEAIZ L VKWL~
# 32-3 (P.32-10) &)

a7 7y A IVEKE

Ty ANVHDREER L

07 Ry Ty YA R 4096 /A |

o IR A R 1| Avb—2

BA DAL T TA4E—=T N

EE:R=E TA4E=T

aXo 7 = FA4E—T

Syslog =D IP 7 KL % N

P il Local7 (3% 32-4 (P.32-14) %)

P SO informational (3 X OHUEIIZ & D KV L~UL,

# 32-3 (P.32-10) & &)

Avwvbe— aX 505«

=Y a R IR

-t;_

Ay —Y uX AT 740 T, X—
FIZA v —VEEETIHRT. AvkE—Y auXo 7% 1 %—

I

=L

TMICEEEINTWET, vV —A U0 N5

T THRBERHY ¥, Ay

TVOEE,. 0/ Ayvk—FnX s FakvRcEkHHEEhET, vxX s

FatR|I, AvE—UERERT e R LR LW TEEERICESELET,

A= X7 =TT DI, ¥ EXEC E— R CTROFIEEZETLET,

JEIZAER T,

ZDOF

avUF iy
A79y71  configure terminal Ju—s L arr7 4 Xalb—vary T REEHBLET,
Z7972 no logging console AyE—U aX o TET 4 =TV LET,
27y73  end Fi#E EXEC £— FIZE D £7,
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YRFL Ayb— nxvione B

avyk BE
A7974  show running-config REAERLET,
EJES
show logging
27975  copy running-config startup-config (L) av 7 4F¥al—ay 77 A MIRELRGELET,

Ayte—TFK

nX s T RAET 4= NI TDE, AvE—URar Y- IEEAENDIETT AT

BT 2R T O ERH D12, AA v F OUNH %TWMEET?“%) k?ﬁ!&)@i?‘ n¥r Fa

TANRT 4 =T VDG, A yE—VIEERETCIC @FIZa~y A VATLET) a2

V=R EINET,

logging synchronous Ja—N\)arvZ 4 FXal—varavr Ry, ary— oA vt—U%K
TRICKHEBLET, Z0avwr REAX—7MITDHE, Return IR T IEA v E—VUNRERIN

ih‘/uo FERZOWTIE, Tr 7 A vE—U ok (P32-6) ML T E30,

A= aX T hkT 4 =T M LIERIZHEOAS X2 —7 T 510X, logging on 7/ 2 — 3L =2

V74 Fal—gravry FEEHALET,

RIBET/INM ADERTE

Ave—y aXr InA X —7NVORE, 2 Y —VIEFTRIUEFEDEFNICH A v E—U%E[EFET
EET, Avt—VOREHHEHEET OICIE, Fi EXEC E— FTRO=a <> & 1 DEITEK
FEHLEY, ZOFIHIEETT,

=1 B
27971  configure terminal Jua—rg ar7 4 F¥al—ar - ReBBLET,
27972 logging buffered [size] AL v FERIFAZ L RTRY 2L vF (AA vF RAZ v 7 ODBFEHITA

By AL —=) ONENRY 771 A v —Y2uaX o/ LES, BT
TX HHPHIT 4096 ~ 2147483647 /XA R T4, T 74Dy T ¥
P4 XIE 4096 A R T,

ABRTOY AL v FERIZAZ v 7 v AF—|[IRENEET L L,
7T via ARVIREESR WA We STkbhEd, AT v 74 %
ZHRLTL7EE,

G Ny 77 PARXERESTILEICHRELRNTLI S, Lo
FEIMEHTDIATRYRNARRETDZENDVET, A vF LD
HExTutyt AEYEFFTHICIEL, show memory FitE
EXEC 2wy REHEMALET, 2L, ERESnrEIEEHCTE
LHEIKMETHHIZO, Ny 77 A XE ZOEICHEE L2 T
CTEENY,

27973  logging host

UNIX Syslog #— 3 FFA MZA vE—V ik LET,

host 121X, Syslog #— & LTHEMAT LR A FOARTEILIP 7 L
AEBELET,

0y Avw—U%%ET 5 Syslog =D VY A N EERT DI, =
Davy FeEERIATLET,

Syslog Y — SO E FNEIZ DWW TIE, [UNIX Syslog — SO a% i |
(P.32-12) ML TLEE,
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W S xFLAvE—Y aX TOBRE

AT97 4

ATv75
27976

ATy7 71
ATv7 8

avwyFk

B&

logging file flash:filename
[max-file-size [min-file-size]]
[severity-level-number | type]

AR RTRY AL v TF B, FE. AL v F AZ v T OBEITA
By wAH—FET, 7992 AEVITHDTrA0Mcad Ay
t—TERGFLET,

o filename \Zi¥, BT AvE—VDT A NLEATILET,

o (EE) max-file-size \2i%, v 77 A VORKYA XAEfHELE
9, FEE TE DHIBHIT 4096 ~ 2147483647 T3 7 7 /L ik 4096
A4 BT

o (EE) min-file-size \21X, 727 77 ANDER/MNI A XEFELE
9, FEETX HHFIT 1024 ~ 2147483647 T3 7 7 #+ /L b i 2048
NARTT,

o (ERE) severity-level-number | type IZI%, v ¥ VT OERKEE 1T
XTI TREELET, HEAEICHEETE H#AIT0~7 T
T BX LT XA T F—U—RO—EIZONTE, £ 32-3
(P32-10) ZZWL TSV, 774/ BT, 70T Ay
=Y BIOHEMNIZEVEWLXLDA vy E2—URr s 77 A
MK SNET,

end

b EXEC E— NIZED 77,

terminal monitor

BEOE Yy a iz, aryy—LUNORIZA vyE—V 2308 L E
‘d—o

MR NRFGA—F a7 4 Fal—Tary avy RIr—hLUTHRES
N, By oa O THRIZENC/RY 9, TR0 T XAy —V52ER
THEEGIT, By arTLItioRT v FEETTALENH Y £,

show running-config

BEEMRLET,

copy running-config startup-config

(EB) av 74 ¥al—var 77 A MCRERRIELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNK

Ny Z7ilabt—shEd,

BENY T 72D T, Ny 77BN b e, Ayt —U08H

LWAyE—UTEEMIONET, Ny 77 TSN A vy =V EEKRT 5T, show logging
it EXEC a~ > FEMEMLET, Ny 7 7HOROEWNWA v —VRRAICFERINET, Ny
77 ONEE 27 U T+ 5I21E, clear logging ###% EXEC =~ F&HHA L £,

FEE D PoE 1Tk L7z A — b T Power over Ethernet (PoE) 4 X houa¥r 7% A4 x—7 LT
DT 4 E—7WIC LY T 5I2IL, logging event power-inline-status 1 > % —7 = A 27 4 ¥ =a
L—Yvay avwr ReEALET, 26O FR—bh~0uaXo 7, 57440 8 TA X—T7 L TT,

ALY = ~DUX T BT =T T HITIE, no logging console 7 v — 3L 2T ¢ ¥ o b —
varvavwry REFRLET, 77 A ~ORF U T ET 4 B—T7LICT HITIE. no logging file
[severity-level-number | type] 77—/ 3L a7 4 Falb—vay avy FEERLET,

Oy Avyte—o0NRAEE

REED 2 v Y — )b F— b ERE 72 RS R BRI LT, FEREEFER A v & — U8 X O debug FiHE
EXEC a~> RO EEEHERT AL Z2OHNBIOT o 7 NEeRBIEELZEnTEET, &
KEISUCHRBPICHNDEND A v =YX A TEEETCEET, T2, MEROIERHAA vE—
DHIBRENDETHRIFLTBLI Ay 7 7 ORKEEBRET D L TEET,
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YRFL Ayb— nxvione B

HEEEFHRA v E—TYEBLWdebug 2~ FHOOREa X2 7B A X—T NVOHE, EIEFHERT A

AAMNR 2 Y = VKRR EITHR SN BIS, FEREFERT S 2020 O 0 F R E I i3 FI]
ENFET, FEEHERAvE—VBIWdebug 2~ FOEAIE, =2—FANATn 7 FRESN

TeRIC, a Y= MIIERREINET, LER-> T, EFEHRA vy -V LW debug =~ FOH

N, EEFERT AL ARNDBLOT e 7 MIEIVIAENDZ E13H D A, EEEFHRA v E—
UREFRENTRKIC, 2y —Ea—Y Ter T N EFFRRLET,

FIHio X 7 2R ET DL, $## EXEC T— R TROFIEZETLET, ZOFIEIEETT,

avv Rk B
27971  configure terminal Jua—r ar7 4 X¥al—vary B— REEEBELET,
A7972 line [console | vty] line-number Ao —VORBO XL AT X0, B ERELET,

[ending-line-number]

o AAvTFOary—)LKR—bEZEFA Ry NVEHEKR— &
L TITbR DR EICIE, console ¥— T — RAEMAL T,

o XL 7% A F—TNMIT D vty FRERET H121F
line vty line-number =~ > FZafEH L £9, Telnet v 3

ZNLTITORDREICIE, vty BRiA2 A LE 4, FRES
WZHE T H#HIZ0 ~ 15 TT,

16 A0 vty BB OBRE 2T =T —EICEET 510013, KO L HIZA
HLET,

line vty 0 15

Tz, BEOERICHEA SN TS 1 DD vty [BIFROFH E%Wﬁﬁ“
HEHTEET, HERE, vty B2 OREELE T HIC
WDE SN LET,

line vty 2

ZDavwry REANTILE, T4y a7 4 Fal—Tay T—
KiZ72 0 £,

7973  logging synchronous [level [severity-level |
all] | limit number-of-buffers]

AvE—VORBeX T EA R—T I LET,

o ({EE) level severity-level 1213, A v —YOEKEEZIEE L
F3, BERENZOMELUETHS A vE—1%, EFBICHN
SNET, ERNSWIEEEREFRE S, ERRESWIFLE
KREZNSLRVES, 7740 ME2 T,

e ({EE) levelall 25 E T 5 &, EREICEHHRZRL, T
Av—UnIERBICHDEINET,

o ({EE) limit number-of-buffers (2%, ¥ = —A > 7 SN DR
DRy 77 BEB/ELET, ZNEBADIH LA vy E—VIF
BEFEINFE T, IBETE HHIFHIL 0 ~ 2147483647 T3, T
7 4V MiE 20 TH,

A7974 end

HebE EXEC E— RIZED £,

A7975 show running-config

REETRBLET,

A7976 copy running-config startup-config

(fEE) a7 Xab—vay 77 AMCREERFLET,

FEREFFHRA v E—VBLOT Ny ZHHAHORM AT & —7 1127 5121%. no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74 > a7 4 Xalb—rary avy NEEHL

iﬁ—o
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T oXyJUnME

AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

= S B
A79y71  configure terminal sa—sy a7 4 F¥alb—va s E— RelBLET,
27972 service timestamps log uptime 0T DEALNARE T A F—T VI LET,

EJ/ s RHIDA~Y REFE[TTLERn T Ayt —VDF AN A

service timestamps log datetime [msec] [localtime]
[show-timezone]

VITWA R =TI VAT A EFHIEE) L% ORIE
AR REINET,

2/EDODaT L REFEITTHE, B AvE—UDF A A
AP TNA X =T N ET, BIRLIZAT Va3 1
JEUT, B—H)L AL — UL U B, R

(RUR), FAL =V BEFA L AX T ELTERT
xFET,

27973 end Rt EXEC £— FIZRE Y £,
A7974  show running-config REAERLET,
27975 copy running-config startup-config UEE) 274 Falb—rvaly 77 A NVICREEZHRFLE

‘j‘o

Ay Ayvt—

ATy71
A7y72
27973

TRy T Ay—=2bual Avg—VOMFOEA L AZ L TET 4 2—TWIZT HIZIE. no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

KIZ, service timestamps log datetime 7' 72—/ )L 2> 7 4 Xa b —vay avwy Ref x—T7LC
LB EeEon FRRO—HERLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

&IZ, service timestamps log uptime 72—/ 3L 2> 7 4 Fal—v gy avy REAf x—7LCL
Tehaon FRRO—FMERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

SOV—TRABEDA F—ITNEEEIUTFT 1 —T L

oo Avb—DH AL AR UTRREICICRDZZENRDDTZHD, 1 DO X vE—% FEREICHR
BTELXHICT, AvE—VWCov—F AFFEFERTEET, 774V T, v Avt—VIC
V= U AFBFIIEREINERA,

BT A=V DU U AFGEAF =TT HITIE, B EXEC £— FTRO FIRZ FET L&
T ZOFHEFIEETT,

avwUFk B

configure terminal sa—sar 4 Xal—var T—NElBLET,
service sequence-numbers =TV AEFE G EARX =TI LET,

end 5t EXEC E— RNICRE D £,
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YRFL Ayb— nxvione B

avwyk B
Z7974 show running-config REZMRLET,
A7975  copy running-config startup-config (BE) av74FXal—vay 77 A VICEEEZRTFL
£7,

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=TV AFEGEAR—T NI LESEOR X U IV RRO—HE R LET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36) (Switch-2)

Ayt —CEREDES

BIRLET A ZCRTEND A v E—VZHIRT210E, AvE—VOEREZRELET
(& 32-3%ZM),

A=V OEREZERT DL, HE EXEC E— FTROFIEAZFEITLEST, ZOFIEIIEET

R
avv kR =)
27971 configure terminal sua—n)Lar 74 ¥al— gy F— FEABEBLEST,
A7972 logging console level LY RSN A v E— U EHIR L ET,

FTITANET, A= VET Ay T Ayv—y, BILOKMEMIZ X
DKWL R_ALDRA v —U%ELET (F 32-3 (P.32-10) 25H),

27973  logging monitor level RERICEE SN D A v —VH IR L E T,

FI7 I RNT, BRIFT ANy T A vtw— BIOKMEMIC L&D
LV DRA =V EZELET (F 32-3 (P.32-10) 2&#),

27974 logging trap level Syslog ¥y — N ZFigk SN D A v E—TZHIR L ET,

7 7 #/V b T, Syslog — NTEIA v =T BIOHMERICZ LY
BN~ A v e—T2ZELET (£ 32-3 (P.32-10) &),
Syslog ¥ —3OFEFIHIZ SV TiE, TUNIX Syslog % —/ DF%IE |

(P.32-12) #&HL T &,

A7975 end ¥ike EXEC £— FIZED £,
A7976 show running-config HE MR LET,
EJels
show logging
A7977 copy running-config startup-config (FE) avr74F¥al—vary 77 A NVICEREEZRELET,
>
GE)  level ZIEET DL, 2OV LD A vy =Y BILUOHEMIZE VRN L~LD A vt — V035051
FoRENET,

Catalyst 3750-E/3560-E R/ vF Y I Fx7 avF4F¥al—>av A4 F
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T oXyJUnME

A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
var avyFEEALETS, ar Y =AM KR~OR X T E2T 4B =T T HITIE, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 32-3 1T level ¥— VU —FRZRLET, £/, 57T 5 UNIX Syslog £ 4, EREOR S HEWH D
MBJEICR LET,

#* 32-3 Avt—T AXUY level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 B BER LB 23 4 B8 LOG_ALERT
critical 2 VAR Y %ISIN - LOG CRIT
errors 3 = —JfRHE LOG_ERR
warnings 4 L e N E LOG_WARNING
notifications 5 EFEENEREE TS HR0E LOG NOTICE
informational 6 [ERA v =720 LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications D EKE TERINFE T, TORA v E—VFHERZAERTHD., 2, v FOD
REBICIT BN DH Y TR A,

o Jun—KRERLETa kR ZAZ v 7 A vE— : informational DEKRETCEREINET, 2D
AvE—VIHERIBERTHY, A v T OERBIITEENDH Y THA,

BET—JILELY SNMP [iE{ESh % Syslog # v t—COHlR

[l Catalyst 3750-E/3560-E RA v F VI k97 av214F¥al—av i1 F

snmp-server enable trap 72—/ 3L 227 4 ¥ a2 b— 3 a~vr &M LT, SNMP Network
Management Station (NMS; x> bV — 27 FBHRAT —3 3 ) IZEEFEEND X 512 Syslog A vtE—
NI Y TPA R =T NMCRESN TV DHEIE. A v FORET =T VITEEBIOEHENLD A Y
- VOEKEEZERTEXET, £/, BET T VICENEINDA v E—VOKEERETLIZ LT
TET,

SNMP k7 v FFSEE~DRIZENRIEI N TRV D, A v =3 BET —7 Vg ESnE T,
T 7 4 b T, Syslog b7 v 7 WA X —T N TRWVES S, EAED warnings D A v & — BX
OB I VRN A v E— (FF 32-3 (P.32-10) 2 23, BET—7 I 1 oM ET,

OL-26576-01-J |
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YRFL Ayb— nxvione B

EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLET, ZOFIRIFEETT,

avwyFk B&

A7971  configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 logging history level' JBIEZ 7 A T E ., SNMP #— Z3%(E S5 Syslog 4 v —
DT T AN FOERELZERELET,
level ¥—U— KDY A MZOWTIE, F 32-3 (P32-10) #BWLTL 7
S,
7 7 4/ h TiL, warnings, errors, critical, alerts, IO
emergencies O A vt —UNEEEINET,

A7973  logging history size number JBRET — 7 NAHEHNITE D Syslog A vE—VUHERELET,
T7HNVETIEL DDA v E—URRMHENE T IBETE 28X 0 ~
500 T3,

27974 end FrtE EXEC £— FIZR D 7,

A7975 show running-config LEAERLET,

A7976 copy running-config startup-config | ({L%) =L 74X al—Sar T A NMCRERREFELET,

1. # 32312

. level ¥ —U— %kJ:U\E)\VZET LEd, SNMP 2 L TV o HAIE. EREDMEDN 1 ETHAET, 2L 23,

emergenczev £ 0 TiEAe< 11T, critical 1X2 TiX73< 312220 £7,

BRET —7 A0 X 0054 (logging history size 70—/ 27 4 Fal—y 3y avw KT
BELERKA v E—Y = VBB ENTVEEE) I, FiLnAyE—Y 2 MY 2T
L0, B EWZ U MU BRT =T ANLHIBRISNET,

Syslog A v =Y Ou*¥ o 7 %T 740 FOEKREICETIZIE, no logging history 7 m— 3L 2
Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC
i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

A RIA o A B =Tz A (CLD) T @ELEE b T v R 7T 51 0ICBER T —&A
X =TT H T N TEET, logging enable FFELAEr /— a7 4 Falb—rvay avy Kz
ANTHE, BRELFMCANENZE Yy Y ay, a—FBIWa~y Fan Sl shEd, ®iE
27O A XFE1~1000 =2 MO THRET DI ENTEET (F7 44 ME100), =27, no
logging enable =~ R TCR¥> 7 %7 1 E—7/LIZ LT b, logging enable =~ > K CTHE A 1 —
TMZTDHZETVOTHLZ U T TEET,

show archive log config {all | number [end-number] | user username [session number| number
[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
TR TGA—Fou s 2R RLET,

TITAN R TRERX T IET 4 E—T WMo TOET,

a< v ROFEMIZOWTIX, kD URL IZT 27 A LT [Cisco I0S Configuration Fundamentals and
Network Management Command Reference, Release 12.3 T) %ML T E &,

| oL-26576-01-J
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27971
A7y7 2
A7973
A7y7 4
7975

ATy7 6
ATy7 71

UNIX Syslog H—/\DxE

Iz, UNIX %—/30 Syslog 7 —F v %
T LET,

UNIX Syslog T—E>~ADAQY A vt&—o

[l Catalyst 3750-E/3560-E RA v F VI k97 av214F¥al—av i1 F

Y

ATFL AyvE—L AXVTDERE

BERX L T oA R—TNMZT HIZE, ¥ EXEC E— R CROFIHZEITLET,

avwy kR

E[:3)

configure terminal

Jua—)L arZ 4 Fal—iary EB— RRelBLET,

archive T—=HNAT ar74¥al—varyT—FE0BLET,
log config RELFoH— a7 4F¥alb—rar ET—FEBBLET,

logging enable

WMELEEuX L T oA X—TMILET,

logging size entries

(EE

GE)

1~

WERZ TRGT 2= P EERELET, FHETE HHM
1000 T¥, 774 /L FiE 100 TY,

RER TR FX IR & FHRT FPUNAT ST
WikbdivweZ = MU BHIBRESET,

end

¥t EXEC E— RIZEY £,

show archive log config

BERTERRTHIET U N 2R LET,

wiz,

A==

Ax A

EHREah—%A x—7 )

Switch (config)# archive

LT, rZoxy MU H%E 500 ICRET D02 RLET,

Switch (config-archive)# log config

Switch (config-archive-log-cfg)# logging size 500

(
(
Switch (config-archive-log-cfg)# logging enable
(
(

Switch (config-archive-log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx
38
39
40

radius
41
42
43
44
45
46
47

sSess

11
12
12

13
14
14
14
16
16
16

unknown
unknown
unknown

unknown

user@line
user@vty3
user@vty3
user@vty3

user@vty3
temi@vty4d
temi@vty4
temi@vty4
temi@vty5
temi@vty5
temi@vty5

Logged command

Ino aaa authorization config-commands

|Ino aaa authorization network default group radius
Ino aaa accounting dotlx default start-stop group

|no aaa accounting system default
|interface GigabitEthernet4/0/1

| switchport mode trunk

| exit

|interface GigabitEthernet5/0/1

| switchport mode trunk

| exit

HEL., UNIX AT L o X JHELEZRT 2 FIH IO

VAT A mY AyE—U% UNIX Syslog #— MZEET 2 Ai1C, UNIX #—/3 | C Syslog 7 —E€
ERETOLENRDHY £9, ZOFIRIFMEETT,

OL-26576-01-J
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YRFL Ayb— nxvione B

root L CurT AL, WDAT v T HEITLET,

()  EHi/N— a2 @ UNIX Syslog 7 —E > OHITIE, 774/ F TRy MU =250 Syslog /37 v |k
EZTANBZNLORBVET, ZOXI VAT LOHEI, Syslog A vE—YDUVE—F BFX
Tl A F—7NWICT HIZIiE, Syslog 2w B T4 VGBMEITHIBRT 20ERH LA TV a &,
UNIX @ man syslogd =~ > FZEH L THBILET,

ATYvF 1 Jete/syslog.conf 7 7 A MZIRD X 5 7247 % 14T BIML £ T,
local7.debug /usr/adm/logs/(iSCCklOg
local7 ¥ —7 — RiZ, AT X FEREEHEEL T, BEOFEMZOWTIZ, £ 324
(P.32-14) &ML TL 72 &V, debug ¥— U — Rix, Syslog DEKE LT LET, EREOEM
ICOVWTH, # 32-3 (P32-10) #ZBWLTL &L, Syslog F—E . ZhEl EOBEKEDOEHE

W, ROT7 4=V RTHRESINTZ T 7ANMCA =V EEFELET, 207 74 /10%, Syslog 77—
FUNCEZABIMERN D DEF7 7 A L TRIFIER Y £ A,

RAFwFT 2 UNIX vz FurFMNMikoavwry REANLT, a2 77 A NVEEKRLET,

$ touch /var/log/CiSCO.log'
$ chmod 666 /var/log/cisco.log

AFw 7T 3 Syslog T—TH LWVRELZBHSEET,
$ kill -HUP ‘cat /etc/syslog.pid’

FEHZ W TIE, A UNIX ¥ 27 4@ man syslog.conf 35 5 U man syslogd =~ > K& 5L
TLIEEN,

UNIX X TL OXF D THBEEDERE
VAT L BT AyE—URINET AL REET DAL, A v B—U% UNIX Syslog #8275 5 %#1E
ENFEAYE—VELTHETLLII /XTA%%*T%if

UNIX v 27 ABREA v B —Y B X V2% ET 5121, $t EXEC T— R TROFIEEZ EITLET,
ZOFIRIMEETT,

avyv Rk B
A7971  configure terminal Jua—rL ar 7 4 Xal—vay T— REEELET,
A7y72  logging host IP 7 KL 2% A/ LT, UNIX Syslog #—/% R & Mz A v & — D% fodk
LET,

07 AytE—T%%(EFET D Syslog h— "D VU A N EAEKT HIZIE, 20
o<y REEERIASLET,

27y73  logging trap level Syslog — NZFEk SN D A v E—VEHIRL £ T,

T 7 4V FTiX, Syslog — NTEHA v E—VBLOER LY TOL
NADA e —VEZELET, level ¥—U— RIZHOWNTIE, £ 32-3
(P.32-10) ML T 7ZEW,

A7974  logging facility facility-type Syslog #éHEZ % E L £ ¥, facility-type ¥ — 7 — RIZDOWTiL, #& 32-4
(P.32-14) &ML T EEW,

57 4V Mi% local? T,

Catalyst 3750-E/3560-E R/ vF Y I Fx7 avF4F¥al—>av A4 F
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P aFLYERR—F XV TOEE |

WM zxv—roXosonE

avw vk B/
27975 end e EXEC E— RIZREY £,
A7976 show running-config RELAHERLET,
A7977 copy running-config startup-config (EE) av74Xalb—vay 77 A NVICEREEHRELET,

Syslog #— 3% HIFR 9 5 ZiX. no logging host 70— )L 27 4 Fal— a3y avr REFEHL

T, Syslog =D 1P 7 KL A ZEELE T, Syslog h—"~0oaF o 7 %7 1 8—TMZTHIC
(%, mnologging trap 72— )L 27 4 Fal—v a3y avr FEANLET,

#* 32-4

2. Y7 b =T THFR—FEN TS UNIX v AT L#HE

ALET, ZNHOHERED

B

WZHOWTIE, MO UNIX X —F 4 7 VAT ADOERE~= a7 VESZRL T EE N,

* 32-4 AX> Y facility-type ¥—7—F
facility-type ¥—7— §RBA

auth FE[ AT A

cron cron HHE

daemon VAT A T
kern H—FIv

local0 ~ local7

O—NWVICERINT-A v E—Y

Ipr FAY TV UH VAT A
mail A=) VAT A

news USENET =2 —X

sys9 ~ sysl4 VAT N

syslog SAFH Uy

user a—Y ok R

uucp UNIX 7»%5 UNIX ~Da v’ — 27 A

AT—hk AX VT DETE

%

Zv—F BELIE, HOPUHERINTND Y H—F 32— FIC Lo TRES N R Y H—
WZESWT Ry b 7 —%2H0 AR, =7 AR— b T H5A =A% 4 L F9, Cisco I0S
Release 12.2(58)SE LIED R A » FTiX, ROA XL MIKLTAw—F 2 X IR HFR— T
l/\ivé—o

e DHCP ZX—V L V&K

o X A4F Iy 7 ARP A VAT Vg ViEN

e IPY—RANH—RTHERTEINTZINT T 4T

o ACL CHRIELIMEREINTZ N T T 4 v 7

A~v—h BX T EERATHICE, A~v— b BX T E A X =TT HEICH

AR —H ZHICHE L TE LS LENH Y F9, Cisco Flexible NetFlow D% E H1EIZ

10S Flexible NetFlow Configuration Guide, Release 12.4T)] % ZM L T 7Z &0,
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/12_4t/fnf 12 4t book.html

E9 5 NetFlow =7
2\ T, [Cisco

Catalyst 3750-E/3560-E R/ v F YI b7 avF4F¥al—>a>v Hq4F
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27—+ oxvsoie B

A~v—h BX U TRBICLY . FESNT-A X2 MR LT NetFlow 737 > F2MERR S, A0
NetFlow [UEHEEICZE DTy PRREINET, Av— b BX o7 AUy 2%, BRIniory
FOBAERLET, AA v F L NetFlow [UEEEDH T Xy AR 1 28 Fry7Iikidiud, Z
OFE, WHEEBEICEFE SNy hOERLIZARY £,

Av—h X IF, ALy TFETTa—"NZAX—T NI LET, TDOF%, Av—haFrr &
NHMWBNOA R FERETEET,

AYX—hk OX 504 32— )L

Av— b aX T %7 a =)l X =TT HITIE, Rt EXEC E— R CTIROFIHEEZETLET,

o>k B
27971  configure terminal Ja—L Ay T 4 X al—ay T RERBLES,
A7972 logging smartlog Avw—h X L I LET,
A7973 logging smartlog exporter A~v—h vy =7 AR—F%fEELET, Flexible NetFlow CLI %
exporter_name LT, 60 LTI/ AR —FaRELTHEBIMERHY ET, =7 R
N— &%#fﬁbﬁw%9\17*%/? URERINET, T4
VR TIE, AL vy TFNR 60T L —Z HNAEEIEE LET,
A7974 logging packet capture size (EE) =7 AR—Z|ZEE é;héz\/y v OV A XERELET, FBE
packet_size TX DHPHIT 64 ~ 1024 XA k (4 A MNHfAL) TT, T 740 DY

A X% 64 14 FTY,

GE) Uy b Xx7 Ty P4 XWOT L 1 Ty bbizvo7
n— b a— FERED LET,

A7y75  end FibE EXEC £ — RICRD £,

27976 show logging smartlog BEAERLET,

279717 copy running-config startup-config (EE) 2o 74 Fal—ay 77 A NVICERERRTELET,

DHCP X X—FE VI ERNDAI—F AFX5DA4 2—TIL{E

DHCP A X—E> 7%, EETERVWA— FT%[F L7z DHCP X7 v M ERITZELTHRAL,

MEEGEEEZII ey 7 LET, Ry 7 Eni/r y FORNE % NetFlow INEEEICEET D
7292, DHCP AX—VE v Av—hk a¥ o V%A Xx—7MITEET, DHCP AX—E v/ Av—
b RXUTEARX—TIZT HIZIE, F5HE EXEC E— FTIRO FIEEZFEITLE T,

avv kR E:)

27971 configure terminal Ju—rL a7 4 F¥al—gy T— REBEBLET,

27972 ip dhcp snooping vlan vian-range DHCP AX—bE> 7 A~w—h uX 7 %A X —7NMZFT5H VLANID F
smartlog 721X VLAN &z HEE L £

27973 end Kk EXEC £— FIZRY £1°,

A7974 show ip dhcp snooping AR LET,

27975 copy running-config startup-config EE) av 74 Xal—vary 774 VICREERELET,

Catalyst 3750-E/3560-E R/ vF Y I Fx7 avF4F¥al—>av A4 F
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P aFLYERR—F XV TOEE |

WM zxv—roXosonE

A4+ =

Y9 ARP A VAR a3 VERDAIT— b OF T DA 1—

7

Uit

AT Iv 7 ARP A VAR a3 v, BETEXZ2VWEA—F LD ARP Y7y hE2RITZEL, £
DEEIRT HANIMHIEL 9, ZOMRRIZ. ARP X7y MR TH D Z L LSME DHCP AX—E
TERIUTT, AT I v 7 ARP A VA7 v 3 v aX 7%, ip arp inspection log-buffer 7 = —
SN a7 4 Xalb—vay av s REFALTCRETEET, 7740 NTIE, Fry 7 Ehicd
RTONTy IR ESNET, SHIZ, B X ITHGELR>TWBREEART Y MZAY—k B¥
THHEHAT DL AA v TFEREL T, ZNHDNRT v FDONE % NetFlow [UELEEIZEET 52
L TEET,

HAFIvZ ARPA VARV ay A<w— b X T oA F—TNWIT 5I121%. i EXEC £— F
TIROFNEEZFITLET,

avwy R

=]:5)

A7971  configure terminal

Jua—)) ar7 4 F¥al—ay ®— R LET,

A7972 ip arp inspection smartlog

BIEOX U IR G Lo TWLETRTONTr Yy b (F7 4/ MITRT
DRy Rry ) BA—h aX o 7OBTHLHDLI L EBEL
9,

A7973  end

Fite EXEC £ — FIZR D £,

A7974 show ip arp inspection

REEMRLET,

A7975 copy running-config startup-config

(EE) av 74 Xalb—vary 77 A MCREEZRTELET,

IPv—2R #i—

FERDRAI—F AX2TDA 1—

Ik

IP V—A #— K&, DHCP AX—vE > 7 \ZB# L7zt F 2 V7 4 HETT, [P V—RX F—FKEFHL
T, b7 74907 % IPHEETLT RUAERIIMAC 7 RLRIZESDNWTC T4 NZ Y 7 TEET, §5
EINZT FUARL DHCP AX—E V72 Lo THEEEINTZT RV ALUANDOREETLT KL AEEFD IP
Ny MITR_RTHESRSNET, IPV—RA F—FRRAw—haX o 024 3x—7 NI LT, EGEENT-
Ry hOWNE % NetFlow INERE ICIEETE £,

IPV/V—RA H—F A~v—hF X 7% A x—T T 5I21%. Kt EXEC E— FCTROFIELY F

£7,

avwy kR

B

A7971  configure terminal

Jua—r ) ar7 4 X¥al—ary B— REBLET,

7972 interface interface-id

A B =T 2 A AE/EL, A F—T A A AL T4 X2l — g
— F&EBBLET,

27973 ip verify source smartlog

IPY—AH—FRIZEoTHEEINDITXTONRTy MZxLTIP Y — &
H—=KA~v—h aX o 7% 2= M LET,

A7y74  end

F#e EXEC £— RIZR Y £7,

A7975 show ip verify source

BEFHRLET, HAIKIFE, Av~—h aXo VRO F—T A
A FETAR—T NI RS> TWNENE I RENET,

A7976 copy running-config startup-config

EE) arv74FXalb—rvay 77 A VICREZRELET,

[l Catalyst 3750-E/3560-E RA v F VI k97 av214F¥al—av i1 F
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nxv/gEnss M

R— b~ ACL DEEBFEHRAITI L avDRAT—F OXTDA r—T

Uit

AA v F T, A—F ACL, +—% ACL, B LU VLAN ACL %A — b S E7,

e KR—FACLIZ, LAY 2FRA—MI#MAEN5 IP £7/21X MAC ACL T9, A—h ACL TiEr¥
YRV R P SNFEEAR, LAY 2R MCEA S5 IPACL TIEA~Y— F r ¥ 734
A—hIhET,

e L—X ACLIE, LA/ ¥ 3A—hMI@HIh5d ACL T3, +—% ACL TiEr ¥ /R34 AR —h I
NETH, 2Av—h aXo 73V R—FahEHA,

e VLAN ACL F721% VLAN v v 713, VLAN [Zi#flsh 5 ACL T3, VLAN v v 7 Clir ¥
ThHBETEETN, Av—F XUV EIRETETER A,

FFAIEIITEAS ACL 2R ETH L&, nX oV EFA~— b aX o ra27 782 YR FO—{L

LTRETEET, ZNICKY, £DO ACL THAELIFEESNDITXTO T 7 4 v 71Tk LT

HENET, aXr 7044 71%, ACLZMMTH5R—bOX A T IZLoTREV £, Av—b

TIRERE STz ACL Vv — 2 F£7213 VLAN I 2 &0 ACL IIffmanE428, Av—h a¥

TIXEMCRY FE A, LAY 2R = MIMIMENTZ ACLIZR X 7E2RETDHE, 20X 7

F—U— NIEH S ET,

ACL OFF ARG M AR T DB, A~—F v REA TV a v 2BMLET, RIT, FH

7 27EA VANCAY—h BX T2 X—TMIT 0 ZRLET,

Switch (config)# access-list 199 permit ip any any smartlog

WIZ, ZEINET 78R VAR TAS— b X 7oA F—T VT B0 %2RLET,

Switch(config)# ip access-list extended testl
Switch (config-ext-nacl)# deny ip host 10.1.1.3 any smartlog

OFX 2 JREDRT

X IHREBIOR ST Ny Ty ONFERFT 5IZ1E. show logging Kk EXEC =~ REfEH L
FT, TOBBICRTREND T 4 —/V FOFEMITOWTIE, Cisco.com IZH 5 [Cisco 10S
Configuration Fundamentals Command Reference, Release 12.4] #Z L T 72 &0,

A<— | B X 7EREETT HI2IE, show logging smartlog =~ > REFHLET, Zoa~w
DFFMICONTIE, 2OV V=R TH2a~vr F I 77 L ZAE22RLTIESN,

| oL-26576-01-J
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