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Cisco ISE

1 Cisco ISE URL https://<ise hostname or ip
address>/admin/
2 Cisco ISE
3 [ Login ] Enter
[ Problem logging in? ]
Cisco ISE HTTPS
* Mozilla Firefox 31.xESR 32.x 33.x
* Microsoft Internet Explorer 10.x 11.x

Adobe Flash Player 11.2.0.0

1280*800

Server Administrator Logins ] ID
ID
& LV FRH QAMHLILAN LG HWDE Z BlU
,QVWD ®OIDIBMRIPD V H Performing Post-Installation Tasks

Active Directory
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| ciscolse

Cisco ISE B
Cisco ISE
Cisco ISE
Cisco ISE
* CRL
Cisco ISE NTLAN Manager NTLM
(O | Administration ]>[ System 1> Settings ]>[ Proxy ]
2 IP DNS Cisco ISE
[ Proxy host server : port ]
3 [ Password required ]
4 [ UserName ] [ Password ]
5 Bypass proxy for these hosts and domain ]
IP
6 [ Save ]
HTTP 80 HTTPS 443
Cisco ISE

Cisco ldentity Services Engine 13 10




Cisco ISE |

B NTP
Cisco ISE Network Time Protocol NTP 3 NTP
NTP Cisco ISE
Cisco ISE UTC
Cisco ISE
Cisco ISE
Cisco ISE NTP

(O | Administration 1> [ System ]>][ Settings ]>[ System

Time ]
2 NTP IP
3 NTP Cisco ISE

[ NTP Only allow authenticated NTP servers ]

4 [NTP NTP

Authentication Keys ] 1

a [ Add ]

b) [ ID KeylID ] [ Key Value ]

[ Trusted Key ] [OK]
[ ID KeylID ] 1 65535 [ Key Value ]
15

¢) NTP [NTP NTP Server Configuration ]

5 Save ]

Cisco Identity Services Engine 13
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Cisco ISE

Cisco ISE CLI

clock timezone WLPH]RQH

Cisco ISE ISE
ISE
ISE
ISE UTC
clock timezone &LV FRH QMWL T H\/H5 H IHQ EXIL G H
Simple Mail Transfer
Protocol SMTP
[ Administration ]>[ System > Settings ] > [SMTP SMTP
Server ]
[SMTP SMTP Server ] SMTP
SMTP Cisco ISE
60
* [
Use email address from Sponsor ] [
Enable Notifications ]
* [
Use Default email address ] [

Default email address ]

Cisco ldentity Services Engine




B svs

4 [ Save ]
[
ise@<hostname>
SMS
SMS
SMS
Cisco ISE SMS
Cisco ISE
TMobile \erizon
SMS
Click-A-Tell SMS
SMS
SMS
SMS
SMS
Cisco ISE

i Cisco Identity Services Engine 13

Cisco ISE |

Include systemalarmsinemails ]

ATT Orange Sprint

Cisco ISE
SMS
SMS
SMS
SMS
SMS
SMS
SMS
SMS
SMS
SMS



Cisco ISE

N
. SMS
[USERNAME] [PASSWORD] [PROVIDER_ID] [1
SMS
[SMS SMS Email Gateway ] SMTP
[ Administration 1> [ System 1> Settings ]>[SMS SMS
Gateway ]
[ Add ]
[SMS SMS Gateway Provider Name ]
[ Provider Interface Type ]
* [SMS SMS Email Gateway ] SMS
* [SMSHTTP API] HTTP API GET POST
[ Break up long message into multiple parts ] Cisco
ISE 140
SMS MMS
SMS
[ Submit ]
Cisco ISE
Cisco.com
Cisco ISE
CLI

Cisco ldentity Services Engine 13 10




Cisco ISE |

B ciscolse
CLlI &LV FRH QMW LTFH /B HIHQFXLGH OHDVH
1 [ Administration ]>[ System ]>][ Maintenance ]>[
Patch Management ]>[ Install ]
2 [ Browse ] Cisco.com
3 0 Install ]
Cisco ISE
[ Patch Management ]
[ Show Node Status ]
4
[ Administration ]>[ System ]>][ Maintenance ]>[
Patch Management ] [ Patch Installation ]
6 [
Show Node Status ]
1
Cisco ISE
CiscoISE
5($'0¢( Cisco ISE
CLI GUI
CiscoISE
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Cisco ISE

Cisco ISE
2
ISE
ISE
[ Administration ]>[

Patch Management ]

Rollback ]

|
Cisco ISE
Cisco ISE
Cisco ISE
3 Cisco ISE 1
1 2
Cisco
Cisco ISE
Cisco ISE
Cisco
System ]>][ Maintenance ]>][
[
[ Patch Management ]
[ Show Node Status ]
Cisco ISE
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Cisco ISE

3 [ Alarms ]
4 [ Administration ]>[ System ]>][ Maintenance ]>[
Patch Management ]
5 [ Patch Management ]
[ Show Node Status ]
6 [

Show Node Status ]

Cisco ISE
Cisco ISE
Cisco ISE
GUI
Cisco ISE
Cisco ISE
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| ciscolse

FIPS B
1 [ Operations  ]>[ Reports ]1>[ Catalog 1>[ Server
Instance ]
2 [ Server Operations Audit ] [ Run ]
3 [Interactive Viewer Launch Interactive Viewer ]

FIPS

Cisco ISE Release 1.3

CAC

* Cisco ISE

* Active Directory

Cisco ISE

* Active Directory

Cisco ISE

Active Directory

CA

Cisco ISE

DNS Active Directory

CAC

Active Directory

Cisco ISE RBAC

Common Access Card CAC

Cisco ldentity Services Engine




Cisco ISE |
B CAC Cisco ISE

1 CiscoISE Active Directory ID Active Directory Cisco ISE

[ X.509 Principal Name X.509 Attribute ]
CAC
Active Directory

Subject Alternative Name Other Name
Subject Alternative Name - Other

Name
AD
AD [ Binary Certificate Comparison ]
Active Directory

3 admin Active Directory Cisco ISE
Active Directory

4 Active Directory [
Administration ]>[ System > Admin Access ]>[
Administrators  ]>[ Admin Groups ]

5 RBAC

Active Directory

Active Directory 1
1
Cisco ISE
6 [ Administration ]>[ System ]>[ Certificates ]>[ Certificate
Store ] Cisco ISE
Cisco ISE
CA Cisco ISE Cisco ISE
CA
a [ Browse ]
b) [ Trust for client authentication ]
) [ Submit ]
Cisco ISE
Cisco ISE

Cisco Identity Services Engine 13
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Cisco ISE

Common Access Card .
a) [ Administration ]>[ System ]>[ Certificates ]>[OSCP
OSCP Services ]
b) oscp URL
o) [ Administration ]>[ System ]>][ Certificates 1>
Certificate Store ]
d) CA CA
CA [ Edit ]
OCspP CRL
OCsP CA OCsP CRL
CRL Distribution URL
[ Administration ]>[ System ]
>[ Admin Access ]>[ Authentication ]
a [ Authentication Method ] [ Client Certificate
Based ]
b)
C) Active Directory
d) [ Save ]
ID Active Directory
Active Directory
Cisco ISE CAC
Common Access Card
Cisco ISE Common Access Card CAC
CAC X.509
CAC PIN
Windows Windows
Cisco ISE
Windows Internet Explorer 8 9  Windows 7
Activeldentity  ActivClient 6.2.0.133
Cisco ISE CAC
Activeldentity http://mww.actividentity.com/

products/securityclients/ActivClient/

Cisco ldentity Services Engine
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B ciscolse

Cisco ISE

Cisco ISE

Cisco ISE Cisco ISE

Cisco ISE Monitoring and Troubleshooting ]

Diffie-Hellman

Diffie-Hellman-Group14-SHA1 SSH

Cisco ISE

Cisco ISE
CAC PIN
URL
[CiscoISE

RBAC

SSH

Cisco ISE

CiscoISE  Command-Line Interface CLI

service sshd key-exchange-algorithm diffie-hellman-group14-shal

LVH DG Pcorpt

LVH DGPLARQIL Jservice sshd key-exchange-algorithm diffie-hellman-group14-shal

Cisco ISE

CcC
TLS syslog
Cisco ISE
Cisco ISE

* Cisco ISE

i Cisco Identity Services Engine 13
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Cisco ISE
Cisco ISE
TLS syslog

SSL



| ciscolse

syslog .
1 syslog TLS
1 syslog
2 syslog
3  TCPsyslog UDP syslog TLS syslog
syslog
Cisco ISE
syslog Cisco ISE
1
2 1 Administration ]>[ System ]1>][ Logging 1>][
Remote Logging Targets ]
3 0 Add ]
4 syslog
5 [ Target Type ] syslog
6 [ Status ] [ Enabled ]
7 Cisco ISE IP
8 6514 syslog TCP 6514
9  syslog LOCALSG
10 [ Buffer Messages When Server is Down ]
Cisco ISE syslog
syslog syslog
a)

Cisco ldentity Services Engine




Cisco ISE

. syslog

b) syslog Cisco ISE
11  Cisco ISE syslog CA
12 [ Ignore Server Certificate validation ]
13 1 Submit ]
syslog

Cisco ISE syslog
1
2 [ Administration ]>[ System ]>[ Logging 1>

Logging Categories ]
3 AAA [ Edit ]
4 [ Log Severity Level ] [ WARN ]
5 syslog
6 [ Save ]
7
. Administrative and Operational Audit
* Posture and Client Provisioning Audit
TCP syslog UDP syslog
TCP UDP syslog
syslog
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TCP syslog UDP syslog .

1
2R | Administration ]>[ System ]1>][ Logging 1>][

Remote Logging Targets ]
3 TCP UDP syslog
4 0 Edit ]
5 [ Status ] [ Disabled ]
6 [ Save ]
7 TCP UDP syslog

Cisco ldentity Services Engine 13
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Cisco ISE
. TCP syslog UDP syslog
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