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Y3:UK"Ouxz§u»U” +U"AtSEMUdXirMeE P22Ww®A«CSEc +U”
AT >E°E {

+ E¢A&"« -0axAY Uea3'{
. gz8¢CiA¢ Windows£ $ hx¢” A Z78¢TA¢  Unix £

¢«£ Oracle>—;b"Ouxz Oracle A”» 0" u>"Rb”"2AUK"“1Db{ Oracle A" » 0"
wf MOtmMoxz]—;w OraclewUCAZc>€° oXirM{
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OéA ¢cqU”A

NCM xziwOéA ¢cqU"AwE " ud>—; 0Al pgweéd>aeMitb{t wOéA

¢>—;b"0Ouz NCM x0 b”U”AewZ«-pu>2Aq th{>tzNe 2¢¥"¢

t'lo-¢reoM”Al pg NCM Uéob"Ouxz \o'wU"AU%Te0oM”2AUK

“Ib{

O6Ac /U"A i /€&

NCM +"1¢ Mgmt Engine z Syslogz TFTP >Teeb”£qE ¢ Aé”« Al n

Telnet¢ U” A 23£ NCM "I T'E¢ A&7« Al pe{

SSHEU” A 22f NCM £"IT'E¢ A&« Al pef

TFTP¢U”A  69/udpf EcAe"« Al uT’ NCM +"1+{

Syslogt U” A 514/udpf =~ E¢Aé”« Al uT'  NCM £”i+{

SNMP¢ U” A 161/udpE NCM £"IT'E¢ Aé"« Al pe{

NCM £7iq NMS

SNMP A&, O¢CU”A NCM £”"1 T’ NMS -« {

162/udpE

NCM £7iq AAA 7]

IJNDI¢U”A 1099£ AAA £71T' NMS t7ie{\exz NCM f Ne ¢>$B
‘o!EpVib{AltmMoxz§u»U”~ +U”AtSoMU
dXirM{

RMI ¢ U” A 4444£ AAA £71T'  NMS £7ie{\exz NCM f Ne ¢>$B
"o!EpVib{AltmMoxz8§u»U"~ +U"AtSoMuU
dXirM{

NCM £”1q NMS «& ZiA

HTTPSCU” A  443f NCM «& 2iAT’ NMS 2" 1e{\exz NCM f Ne ¢
>$B 0o!EpVib{AItmMoxz§u»U"~ +U"AtS
SMUdXi~AM/{

Telnet¢ Windows w O 01 x NCM «& ZiAT’ NMS +”1+{ \exz Administrative Settings

U"A 23zSolariswOu 'O38IT 1EpVib{

xU”A 8023f

SSH¢ Windows w O U x NCM «& ZiAT’ NMS £71«{ \exz Administrative Settings

U"A 22zSolariswOu 'O328IT 'EpVib{

xU”A 8022f
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Windows w3pAUAE

iw™xz WindowsO&¢;AN¥"Ut NCM> inA"¢cb”Ouw* AE>O oM1b{z

Oee-"341 +"1gA"»0"p £"b°ytthxx tf pv'\gty™ oXin
M{

z0ax-"34i 71

(O} Windows Server 2003 Enterprise Edition

CPU Intel Xeont hx % swOé.¢+z 3.0GHzZI
Ybeae 2 GB RAM

AV« 10 GBz Fast SCSI

EcAé« 100 MbpsN «” u A "+tE¢AzTEO

A'»O0"p  z71

tU"AreoM"A"» Oracle 9.2z Oracle 10.2.0.1 Enterpri¢e82 T ¢ A £ zMicrosoft SQL Server
O"u 2000¢ SP2£S*| 2005z MySQL Max 3.23¢ E~ teoM” £
CPU Intel Xeonthx%oswOé-¢+z 3.0GHzZI
Ybeae 2 GB RAM

AY p« 18 GBz3i-¢ % RBEc¢ RAIDzFast SCSI
EohAé”« 100 MbpsN " pA "+ E AzTEO
720x-"33iS'|A”»0" 7]

(OS] Windows Server 2003 Enterprise Edition

A7 »0"p MySQL Max 3.23¢ E~ f+oM"£

CPU Adzc Oé-¢+ Intel Xeonz3.0GHzZi
Ybe 4 GB RAM

AY p« 28GBzA4az7¢ % REc¢ RAIDzFast SCSI

E¢cAé”« 100 MbpsN «” u A "+E;AzTEO
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¢«£ Windows 04, AN¥"Ut NCM> inA’¢b”Ouz Detect Network Devices [ «>1
@b”’gVw Nmapu©Rit Nmap 3.81q WinPcapt Windows Packet Capture Librafji ” " & 3.1
UZAts“ftb{

iwzOa-"381<2Ats“tb{
«  Microsoft Internet Explored ”~ & 55Zithx Mozilla Firefox 1" &i 1.0Zi¢ P.38w
®O0Aaczw TpArg” yE°E
+  Microsoft Excel 2000Z i ¢ Summary Reportsv € ° ; £
+  Adobe® Acrobat® Reader™” " &7 40Zi¢UCAaZcWE® £
¢«E£ NCM > TpA”¢cb"2tz% a3pAUp """ oM” WE Aé"« gz0e&-"
387z Webz"1zA"»0"pnzs‘| syslog/TFTP+"1> -b"ZAUK“tb{z0 &

-"3ETtXxzZ2i%C cut-cAZOIW E£S”| WWW Publishing Servez O & -~
SATU tetb{
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Linux w3pAUAE

iw™xz Linux O4,AN¥"0Ut NCM> ipA"¢cb”Ouw*AE>O oMtb{z0

®-"33%7 i"iqA"»O”u

M{

¢«£Linuxt NCM > TpA”¢cb”Ouz

£7>°ytthxx tf pv’\qty™ oXin

Detect Network Devices p«>Taeb”’qVw Nmap pn

©Ritz NCM tC w Nmap¢Nmap3.8EUZAts“tb{

20&-"34i £71

(ON) RedHat Linux AS 3.0 UpdateZRHAS 3/RHAS 4 Update 2S ‘|  SUSE
Enterprise Server @32 | ¢ A£

CPU Intel Xeonthx % swOé.¢+z 3.0GHzZI

Yba 2 GB RAM

Wé ¢ O— 4GB

AY p« 14 GBz Fast SCSI

EoAé« 100 MbpsN «” u A "+tE¢ AzTEO

A'»0"p  z71

tU"AreoM” A» Oracle 9.20racle 10.2.0.1 Enterpri¢®2 | ¢, A£ zMySQL Max 3.23 E

ol “ teoM"£

CpPU Intel Xeonthx % swOé.¢+z 30GHzZI

Yba 2 GB RAM

pneé¢O—- 4GB pé¢ O

AY p« 22GBz3i-¢ % REc¢ RAIDz Fast SCSI

EoAem« 100 MbpsR «"pA  "+E¢AzTEO
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202-"34iS'|[A"»0"p 7]

(OR) RedHat Linux AS 3.0 UpdateZRHAS 3/RHAS 4 Update 25| SUSE

Enterprise Server 32 1¢ A £

A"»8"p MySOL Max 3.23¢ E~ t+0M"£

CpPU Adzc Oé-¢+ Intel Xeonz3.0GHzZi
Ybeae 4 GB RAM

T-PAO 8GB ué¢ O

AY p« 36GBzA4%c W%REC RAIDzFast SCSI
EcAé« 100 MbpsN «” u A "+tE¢ AzTEO

iwzOe-"38i<2ZAts“1Db{

+ KDE Desktop Managérk Desktop Environmenk z Linux pTaeb”Ap«A¢s O ¥pb{ KDE
> THA"¢cb"qzx"$th,ow X114 OdaeU ipArgretb{ X Window
3pAUc¢eéxz X11£txz Linux p-&NY8&¢c 4a”2 i»"NE£ pu>i™p”h$s
wWajA"c©¢ AqOéA ¢cU feoMIbE

+ Mozilla Firefox 1.0Z1¢ P38w®O&¢2w ipA”¢™ >E€°E
+  Adobe® Acrobat® Reader™”” &7 407Z1¢UCazZcwE’; £

¢«E NCM > ipA’cb”2tz%aspAUp """ oM” WE¢A&"« gz0a-"

347z Web+"IzA"»0"pzS‘| syslog/TFTP+"1> -b"2AUK“tb{20 &
-"3ETtxzZ2T% ¢ cue - AZOIW ES| WWW Publishing Servezz O & -~
3ETU fetbf

Summary Reports ¢ Linux £

Summaryé U” Ax  Microsoft Excel XLS Up\R"e1b{ Linux px Excel>TaepVidaoe/{]

—;w NCM +"1t€ ~eh Windows « & Z7iA TiPbat»T’ Summary Reports Tee b
"\qUpVib{K"Mxz Linux ip~~b"iwMceTwaYi>—; 0 Excel N+ ¢> %o
X\g«pVib{

¢ Open Office¢ www.openoffice.orgE
*  GNUmeric¢ www.gnumeric.orge

*  Star Office¢ wwws.sun.com/software/star/staroffiEe
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Solaris w3pAUAE

iw ™ xz SolaisO&¢cAN¥"Ut NCM> ipA"¢cb”Ouw* AE>O oM$b{z0
®-"34ai +"1qgA"»0"p £7>°ytthxx tf pv’\qty™ oXin
M{t-6"l¢c ©°"i>f oM” Solaris 10 x pAt NCM > ipA"¢b”OuUxz
° Installing NCM on Solaris 10 User’s Guide €° "0 Xi*M{

¢ «£ Solarist NCM > ipA"¢b”Ouz Detect Network Devicess p«>Taeb”"qVw Nmap
HORBiTtz NCMtC w Nmap¢Nmap3.8lEUZAts“Fb{

20&-"24i £71

oS Solaris 9S ‘| Solaris 10

CPU Adzc¢ UltraSPARCIIIi Ziz 1.3GHzZIi¢ SunFire V24E
Ybea 2 GB RAM

pHé¢O—- 4GB pés 0

AV« 14 GBz Fast SCSI

EcAé”« 100 MbpsN «” u A "+tE¢sAzTEO

A'»0"p  z71

+U"AreoM"A"»

Oracle 9.20Oracle 10.2.0.1 Enterpri¢®2 1 ¢ A £ zMySQL Max 3.23 E

Oru " feoM”E

CPU Razc UltraSPARCIIi Ziz 1.3GHzZi¢ SunFire V24
Ybeae 2 GB RAM

péeO—n 4GB ué¢ O

AY p« 22GBz3i-¢ % REc RAIDzFast SCSI

EoAé”« 100 MbpsN «” u A "+tE¢AzTEO




37
H1l .« ipA”g

720x-"33iS'|A"»0" 71

(OR) Solaris 9S ‘| Solaris 10

A”»0"p MySQL Max 3.23¢E~ t+o0M"£

CPU Adzc¢ UltraSPARCIIIi Ziz 1.3GHzZIi¢ SunFire V24E
Ybe 4 GB RAM

pHéeO—n 8GB ué¢ O

AY p« 36 GBzA4a7¢ Y% REc¢ RAIDzFast SCSI

E¢Ag”« 100 MbpsN«”pA  "+E¢ AzTEO

fwzOee-"381<2Ats“tb{
+ XWindow3uAUz X11¢ Ez OpenWindows
+  Mozilla Firefox 1.0Z1¢ P38w®O0&¢2w TpArg™ »E°E
« Adobe Acrobat Reader” " &7 40721¢UCaZcwWE°; £
¢«£ NCM > TpA”¢b”2tz% a3pAUp " oM” w Web £71zA"» 0"z

S| Syslog/TFTP+"1> -b"2AUK“$b{ thz EcAé"« gz 2i%¢ ¢p  ¢-¢
Az¢;Olw E£S"| WWW Publishing Servez O ae-"347¢ -b”"2ZAUK"“$Db{

Summary Reports ¢ Solaris £

Summaryé U” Ax  Microsoft Excel XLS Up\R"e1b{ Solarispx Excel>TaepVidae{ ]

—;w NCM +"1t€ ~eh Windows « & Z7iA TiPbat»T’ Summary Reports Tae b
"\qUpVib{K"Mxz Solarisip™~b"iwMceTwaYs>—; 0 Excel N ¢> %o
X\g«pVib{

e Open Office¢ www.openoffice.orgE

e GNUmeric¢ www.gnumeric.orge

Star Office¢ wwws.sun.com/software/star/staroffifEe
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Oac¢z2w ipArg

NCM txO&¢2UZApb{

Microsoft Internet Explorer w iuA”¢

NCM p x z Microsoft Internet Explorerl ” ~ & 1 55ZAUZApb{7yi” aiw Microsoft
Internet Explorers ipA”¢b”txzO&¢2piw URL >€° fb{

http://www.microsoft.com/windows/ie/default.asp

qtHlo7yl1” &i>¥c¢ié”A z TuA”¢ tb{

Linux ew Mozilla Firefox w TuA”¢

NCM pxz Mozilla Firefox 1”7~ &1 1.0ZAUZApb{7yl" &iw Mozilla Firefox > T
A"cb"txzOac¢z2piw URL >€° 1 b{

http://www.mozilla.org/releases

qtHlo7yl" &i>¥c¢ié”A z TuA”¢ tb{

Solaris *w Mozilla Firefox w TpA”g

NCM pxz Mozilla Firefox 1" a7 1.0ZAUZApb{
1. 7yl &aiw Mozilla Firefox > THA”¢b”tx z O&c¢2piw URL>€° tb{
http://www.mozilla.org/releases/#1.4
2. Mozilaw_Z tp<Mz2tu«é”¢ zit Solaris SPARCtpu«é€”¢ b Solaris
9>%¢ié”Ab"\q>S¢S tb{ qtHlo7yl”" di>%u¢ié”"A z
THA”c £b{

3. Mozilla Firefox > SolarispY xt ~Ad”txziw il ¢cA~8 O8daUZApb{
NCM ipA’g AYeé«AaeT'z IwNe ¢> Mozilla Firefox AY @« Aeet D"
Tb{
Jmozilla/libglib

Jmozilla/libgtk
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Mt wxU"A
NCM w ipArcrezy M MS-SQL ServerA”» O"pu>f b"qVtzeu» O>-Rb
" OtA{r+tb{°U» O>-Rb"&$xzE AYOt z E.%zS‘| =$6
6>8"cz NCM>—;pV" Otb”"\qtK*“tb{
MS-SQL Serverw° i» OxzA"» O "t 0r«” E-¢ A>O tb{hqQyz°u»
Ot Chinese>s-R hOuze w E-¢Aiz>O0—pVib{OS + xO—pV
tdoe{hi’za-R h°u» OtTT ’czaAi ExxtO—pVib{
t >-Rb"\qt'“zfwt piw@C> NCM tO —pVib{

e "YiAwRY"cA

« TIwNY"cA

« 8&u»U A’»walc¢

e ,qoerwE2qgAOpuAwWNY”"¢cA¢Al p 6-"381z071Y%"sr£E

¢ «*qOzA"2ES | xuAEXO —pVidcef

UgOARNY”"¢AU3i-¢l A E-¢AS‘|Uc%Il A E-¢A>1ZCZz"0uz
\e'w E-¢ApUgpVib{thz3i-acl A E-¢AS‘|Uc%i A E-¢
A> % f Ueses3”> TU"AS‘|oa«pU”ApViEib{°u» OWAItmMoxz]
—;w MS-SQLServewUCazg>€° 0oXirM{

Oraclep NCMw M=+U"A>—;b"Ouxzy M OracleA"»O"u>~"Rb"qVtz&
~sA"»0"u E-¢A>! b"2AUK“tb{hqQyza w E>O—pV"'O
th”"txzA"»0"p E-¢Aq o ZHS16CGB231280srz—;D6sa  E-¢Aw

MceT>-Rb”2AUK“tb{fhz-Rb”t U%Oc¢l A E¢ChqQyzo z

z0S £wluxz NLS_LENGTH_SEMANTICSs8=18Y"»t CHAR>f b”"2AU
K“tb{y M OracleA”»O”u>~Rb”"qVtiaY"»>f b"MOtmMoxz]—
iw OraclewUCazcg>€° 0XirM{
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iHA” ¢ CD

gOz3 mw ipArg CD UK*“%$b{
*  Windows Edition
»  Solaris Edition

* Linux Edition

Windows ew TpHA”G

Windowst TpA"¢cb”Olxz TuA”¢ CD> CD-ROM A& Otabbrqz THA”
¢ 20@-"38iUx"$tTiaeretb{ Admin >Vp TpArg CDT' ipA”¢cpV
sMOuxziw g>fe o NCM > "p TpuA”¢ tb{

1. Windowsw» p«l”p Start >« ¢« 'z Runs>«aeé« Fh{

2. <A& O >:)\setup.exe qO0—"1tb{ <A& O >xzCD-ROM A& OwA4 O E
pb{

3. OK»r«aee¢« Fb{

¢ «£ PC Anywherep x SetupU~"~ " tdce{ PC Anywherep Setup>Ta ‘Oqgb”"qz ip

A'c>a@0hSweYiAcU Oretdee{\exz NCM wZi TpA"¢tmMOo <%0 7
pb{

Linux sw THA”¢
Linux £”1t  NCM > ipA’¢b”Ouxziw UiA>O—"0 CDAa O>UC¢iA”
th{x"$txUcCiAretdoe{ rootq o0é- ib"ZAUK“tb{

1. #> mount /mnt/cdrom

2. #>cd /mnt/cdrom

3. #>cd linux

4. #> ./setup.bin
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Solaris ew TpHA”¢

Solarist NCM > TpA"¢b”txz7stiw SunWeb+ AT’ Solarisw7yi¢ ¥%>%c¢
ié”A tb{

http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/J2SE

fw UiA>O—"0z "p NCM > TpA”¢ $b{ NCM > TuA”¢cb”Ad Ot
IEb"\gq>hesMpXi*M{3£¢ OéiOApiw OtO—"1fb{

1. suroot ¢OéiIOAU OrehOuxzipe”A>O—"1bE
2. cd /cdrom/rendition_4_0O/solaris
3. sh setup.bin fhx ./setup.bin

h@t Ore”!OtHMtb{

C«f ®P"AT’é-!i"0-¢AZ2¢0>Taeb"qz ®Warning: Cannot convert

string.... WOsY¢e " UTOMe"\qUK“Tb{ rootwz« -pVUK”Ouxz\
wY¢ " >A1 0 & oXirM{ ®It appears port 443 is in use... qMOVY¢
U O0rehOuxz root 7§ ¢iApé- i"oMtdoe{ Setup>4f zé-2¢A"
h™zroot 78§¢CiApé- i"U oXi*M{ rootq oé- i"h’'z NCM Setup>iee”
th{

NCM wxpA "iDa’»pxzpéeO—-t RAM w2 wz* fUZApb{ UNIX 3£¢>
—-:"oM”Ouxz swap-l qO—b’qzqOwpésOf U Oretbe 1k blocks w * O
t ONetbE {péeO-->yebMOtmMoxz]—;w SolariswUCaz¢>€° 0X
iAM{

C«E t-€é7"1¢ ©°"i>f “oM” Solaris 10x pAt NCM > ipnA"¢b”Ouxz

° Installing NCM on Solaris 10 User’s Guide> € ° "o X i *M{
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THAe”3ai ¢Y2"A

fw tHloz TuA~g Oé priee tb{
¢«fl¢g«niA A"»0"upq o Oracle>—;b”0Ouxz NCM > ipuA”¢h”2t Oracle
A"»8"u>~"Rb"2AUK“$b{ Oracle A”»O"UWARMOS‘|f MOtmMoxz

]-;w OraclewUGCa&z¢>€° oXi*M{xU"A0Axz Oracle Enterprise 9.2.0.p b {
Oracle A”»O"u>bpt*R oM”"Oulp«z NCM w TpA”city M Oracle A” »
O W Rb™ Ot{S «"\qty ™ 0Xi*M{ NCM ipA”ap  OracleA"»0"
LY Xf b"ZAUK"wpzZzc® Create a new databaspO3ai>-R 0 Xi*M{

pA¢O |Install Wizard wO”” an

1 Introduction NCM A”»O0"uwWAE@C>-Y z Next > « @ ¢ « ¥
b{

2 System Requirements b,ow3pAUAE>-h oM"\gq>-Y z Next > «
® ¢« b{

3 License Agreement —:;+Z y>aY 'z ®l accept the terms of the License
Agreement ! O%&i>«a¢ « 02z Next >«ae ¢ « tb{

4 Product License Folder avsd -ip Ne ¢¢ licEU- "eoM"N¥c¥uwO

twip>0—"1b{ Choose@ »i>«ee ¢ « 03pAU
>08¢T zN¥cwuwOt>s tb{™palsd -i

u Ne ¢> CiscoWorks Network Compliance Manager i
A’¢ N¥cwut™®’b"Ouxz Next >« @ ¢ « fb{

Linux +”1fhx Solarisx”it ipA”’¢b”0Ouxz
+"1{wAYe«Aetad -ip Ne ¢> D™
by
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Install Wizard wO ™"

al\

Choose Install Set

NCM xz MySQL z Oraclez hx SQL Server 2000g E "
b{!03aixiwgS“pb{

«®Client and Server using SQL Server 2080—;wWE ¢ A&”
«p SQL Server2000bptTf oM”"Ouxz\w!O
38Trweee« Z Next>«ee ¢ « th{uA¢ O 8t
“tb ¢Microsoft SQL Servetw—;+Z y>!Z20«"*0
t{S'«tbf {

*®Client and Server using MySQL Max NCM t‘lofex.,

w MySQLMax A”» O "p> TpA"¢b”Ouzthx
]-sWE ¢ Ag «t MySQLMax A”» O "uUbpt
TpAcreoM”Ouxz\w!O34di>«ee ¢« 2
Next>«ae ¢« tb{pA¢O 6t "fb{

«®Client and Server using Oracle] —;WE ¢ A&" «p
Oraclex”1UbptTt oM”Ouxz\w!O34ai>
«ae« 'z Nextrwag« th{pAsO 6t "Fb{

inA"cb”Ouxz\w!O3dir«ae s« Th{
HA¢O 55t “fb{ «\w!0O3aixz LMS =
t iHA ¢ etb{

7 wA"»0"q +"1>—;"oM”Ouxzy MA”
»0”uthx7 wA”»O0"pu>~"Rb"qVtzA"»
O"n x"lwxpAEzU"Aza"2EzS |ipé”
AwO—>{S «"\qty ™ oXiAM{

SQL Server> ipA”cb O

« Authentication> ® mixed modetf “fb{

« Collation > ®SQL_Latin1_General CP1_ClI ABANY¥cAE£
f ~Fb{

¢« A”»0"uxG Eq- EUA "etdoe{thzA"
»O"uxé”"8cYA>—;b"ZAUK“tb{

*NCM pxzy Ma’2S‘|y "MA"»O"us>~Rp
V'q:w Admin ipé"AUZAts“tb{

«*NCM xz20e&-"3aiUTae «"+"1t0 ol

tA”»0"pU TpA"greoM”OuxzA”»0D”
Hwt TqAYp« pO”p> tftdee{ wH
+"1tA"»>0"u> THA'¢b”OuxzAY pu«
O"UsA"»O"uWiVO"UE “oVhqVt/ >
Cb"bpC»a&i~ NACEZ>Zc;™ 0oXi*M{

«®Client and Connectorr«a 2iAq LMS Connectori Z »

t

N¥"Uin PC»> ™ tb{hi‘z wH 2 w1

2w
Tl
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(@)

Install Wizard wO ™"

al\

o

10

11

12

CiscoWorks Install Folder

MySQL Max Installation
I hx Oracle Installation

Important: MySQL Version

Previous Admin Settings

Choose Install Folder

Database Settings

Configure Email

Configure ACL Parsing

CiscoWorksU TpA”"¢reoM”"N¥c¥%>Y-tO—b
"Tzthx O”rehN¥¢%>1Z0ez Next > « & ¢ «
“th{

MySQLMax > TuA”¢b”Ouxz ®MySQL Max"! O
3dirwae«’z Next >«a¢ « tb{ MySQLMax A"
»O0"pu>bpt TpA"¢c oM”"Ouxz ®Use existing
MySQL Max™ | O3&i>«ee ¢ « 2 Next > «a ¢ « fb{
HA¢O 8t “fb{

«eOracle>—;b”Ouxz ®Oracle ! O38i>«ee¢ «
“z Next>«a¢« thb{ OracleA”»O"pu>bpt i
HA"c oM”Ouxz ®Use existing Oracle! 034815 «
@i« z Nextraeae« Th{uAsO 8t "Fb{

MySQL A”»®"pux  3.23.55-MAX¢ InnoDB » O £pK "%
AUK“tb{ Nextr«a i« tb{ «*y M MySQL
iu»ipw THA”¢>=aR hOuz\wiEgx 0O
Netdoe

Z2w Admin f >—:b”"Ouxz Yes>«a¢ « th{

inA"¢cOt>O—b"Tzthx Next>«a ¢ « 0A
N¥cAwOt¢ c)\RenditionfE>!ZOe«1b{

Linux +”1+hx Solarisx”it ipA”’¢b”0Ouxz
NCM > ipA"cb”AYeé«Aamt!E tbt«e fusr/
local/rendition£{

A"»0"p *NACEZU ipA”¢greoM”Ot>

NCM té & "t b{ ®The database software is installed on this
computer ' O38TThx® The database software is installed on
another computer! O3 &8i>« e ¢ « 2 Next >« & ¢ «

tb{ «+MySQL> ipA”’¢c oM”Ouzthx«&

ZiAe:w TpA"¢c>Tee oM”Ouz\wiEc¢x

“ONetdoe{

OiAeEwhStz SMTP+"IwE2>0—"z2 Next >
«ae¢« Th{AN¥cAw SMTP +"Ixz ®mail pb{

auEeO3a¢ At ACL f wrs> E"Oc¢tb
"OUXVE L« @ «p>lit z Next>«eae ¢ « £b{
«e ACL @Cwrst'“zAl pwpE¢O3a¢Aw

El UGityCb"OuUK“tb{thzap&LE¢O
35, AtzZAsA"» pAe” w0"«<yC fb{
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Install Wizard wO ™"

al\

14

15

16

Choose Shortcut Folder

Pre-Installation Summary

Database Admin Login

Configure Database

Next >«ae ¢« 0oa¥%wz 1>O«"AN¥cAwOt
CyFOé-8U -¢"0£120«"Tzthx wOt>
-R0 Next>«ee« fb{

FCUY M\g>=-Y' 'z Install >«ee ¢« th{ ipn
A’ctx:0TT"OuUK"“tb{

xUAEZA"»O "1 +"1 U"AzS |A"»0"u

g wé- igC>0—"z Next >« & ¢ « th{iw«
SERL OXiAM{

« xuAEe MySQL1.cisco.com

« U”A« 3306

«a”2E« admin

e fue”A+ password

«*MySQL > ipA"¢c oM"Ouzthx«ad ziA
o:w ipArgr T oM"Ouz\wiEgx O~
efdoe{

7 WA”»0"u>—;"oMsMOuUxz  ®Create New
Database! O3aiU!itsloM”\q>-Y z Next >
«eee« tb{ 7w NCMA"»0"u>—;"oM"0Ou

x z®Use existing Network Compliance Manager databh€es &
haaee« z Next>«ae ¢ « Tb{

«e7 w NCMA"»O"pu>—;"oMozz¢;O0-e"A
b”Ouxz ®Use existing Network Compliance Manager database
038>« « 2 Next >« ae ¢« Th{
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pA¢O |Install Wizard wO”” an

17 New Database/Existing |NCM UA"»O"pew€ t—;b"a”2Eqipe”
Database AzS'|"Rb"A"»0"pwE2,0—"z2 Next > « & ¢
« tb{
« * MS-SQL ServerA"» 0" pwOuxzAés, 0wt Y

Ca’T’°u» O>-RpViIb{°u» OtmMoxz
]-:w MS-SQL ServerwUCaz72¢>€° 0Xi*M{

®Create Network Compliance Manager user with this username and
password 2 £ ¢ « D ¢ « > !Nt hOuxz NCM g
wa"2Eqipe"AwO —>{S ' eftb{\W¥E ¢«
DBe«pUlicAN¥cALEtsloM”OuxzA"»0”

utO —"ha"2gqipe”Au NCM g wa"2Eg
qipe”At—;netb{

«e7 WA"»O"p>-;"oM"Ouz! b"E2x
AROAWA"»O"pwE2pxsXz7 wA"»0"p

WE?2pb{

18 Confirm Database Settings A”» " p@C>-Y z Next>«ae ¢ « Tb{

19 Configure Admin NCM g wOEQq? Y'¢ ZAep>0—"z Next>«
@¢« Tb{A”»0"pwf tx:0TT"O0QUK*"
ib{

20 Install Complete NCM >1"b”"2tzc 30Zi4; 0XirM{ Install

Wizard > a”txz Done>«ae ¢ « th{
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Solaris *w Nmap w ipA”¢

Nmaptxz TpuA”’¢w2 UEUMXmTK“tb{ Nmap> TpA”¢cb”2tziwcw
U TpA"¢reoM”\g>=Y 0oXi*M{ \e'wi¢g-""xz NCM w ipA’g CD
T hx http://sunfreeware.comK “ $ b {

. glib

e gtk

e openssl-0.9.7g
e pcre

e libgcc-3.31 hx gce-3.3. 2 libgcc-3.3wMUIE " ME

1. cd RENDITION_HOMFEserver/ext/nmap
2. Iw UiA>—;0zi¢-"">rZ2 z&C £b{
gunzip<Ne ¢cE >
pkgadd-d<Ne ¢E >

K« e

cd /rendition/server/ext/nmap

gunzip nmap-3.81-sol9-sparc-local.gz
pkgadd -d nmap-3.81-sol9-sparc-local

3. RENDITION_HOMEHserver/extinmapA Y @ « Asetz nmapiaeNe cewai«>~ R 1
b{

cd RENDITION_HOMHESserver/ext/nmap
In -s /usr/local/bin/nmap nmap

Linux ew Nmap w TuA”¢
Linux t Nmap> TpA"¢cb”txziw g>Tae fb{
1. cd /Rendition/server/ext/nmap
2. fwUiA>-;"0z RPMi¢-""> iuA”¢ b{
rom-i<rpmNe ¢ >

KL e
cd /Rendition/server/ext/nmap
rpm -i nmap-3.81-1.i386.rpm

3. Rendition/server/extinmap Y é «Aaetz nmapiaeNe cowai«> "R 1b{

cd /Rendition/server/ext/nmap
In -s /usr/bin/nmap nmap
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Adobe Acrobat Reader w '|'uA”g

PDF A©A&aYiA>€°b"hStz Adobe Acrobat Readel” " &1 407f> ipA"cb”\
q>S¢S tb{7yl” aiw Adobe Acrobat Reader iuA”"¢cb”txzO&ac¢2piw
URL >€° $b{

http://www.adobe.com/products/acrobat/readstep.html

qtHlo Acrobat Reades ¥4 ¢ié”" A~z TuA"¢ tb{

¢«f \wUCaz¢tGLANsoM”+"Ai”AVavsixz3p gqxA wOi%”Ua
oMib{\e'wa¥ZswQothx0TQtmMo0z%c$TIO$T>8 " cz3u x°~-
A tde{3p pxzA«C8c+U"A>sbhSthgqm‘Oz+"AI"AYWEWE D
C> ™M tb{hi'z+"AI”"AYWEWEBCxz' s t!EA«"DOQUK"“$b{
fwhSZ\WEWEBCwY-"tmMoz3p x°~-A tdae{

Al pwf
Al p{ wf @CtmMoxz ° Device Driver Reference for Network Compliance Manage4.2
°ToXir*M{

« AN¥cApxzAIl p>8C hqVtz NCM U Syslog> f b"»p«>x"$tiee

“tb{ Syslog>—;b”Ouz\+Uy MAI pu>f b”7< osMOpb{

”

e+ Syslog>—;z NCMt‘” SyslogYe¢-""wx"f >a@”"sMOuxzb,owAl

Wy “pf "z Syslog!E@E> NCM Syslog+”"1t80 b
« Syslogaeeé”>—:b"Ouxzb,ow Syslogé E> NCM t8ub”" Otaeée”>f
“1b{

+ TACACS+ thx RADIUS >—;b”Ouxz NCM pAl pT ' u&E¢O034¢A>)Bp
V" Otzy Ma"2ES [ipé"A>f b"\q>ScS th{
+ Telnetfhx SSH>Mvb” OtAl upz«-p a@pAUf "eoM"Ouxz+D
xpAweae pAt NCM wlIP ZAep>8C tb{
Al pthxEgcAé"«f.te1>)Q"8JUsMTzqOw Zeae’u E"A >-Y oX
iAM {
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NCM wzi TuA”’¢

NCM >21 TpA’¢cb " txzMXmTwuAs; OUZApb{7<OAspuAsOxz NCM x
wzi iuA’cqz Microsoft Windowsz Solariszhx Linux T'w E TU"EiAw_t

pb{ NCM g7t MySQLMaxA"»O"u> TpA"¢ hOuz% ItA"»O"p<zi
THA”¢pVEbUZA"»O > _tb"qd°A"»Ui tae ~+b{

¢«f \WuA;OpxzAN¥cAwN¥¢c%S |E2>—;0 NCM > ipA"¢ hew
q tb{ wN¥c%t ipA’¢ hOuzthx wE2>—;"hOuxzfet ao
PTb”2AUK“$b{

Windows T'wZi TpA”¢
1. Starta Programsa CWNCM a Uninstall CWNCM»>«ae ¢ « fb{
2. Uninstall>«ee ¢ « 1 b{
3. 0é-aUwzi ipA"¢U4f h'z Finish > « e ¢, « £ b {
4. _tpVsTIhNe ¢cthxN¥¢%UK"qMOY¢-""U O"etb{N¥c¥
c:\rendition ¢ TpA”¢ N¥CYEXZ TDa"»>61" hqVt_t7etb{
5 NCM5>6 ipA”¢b”2tzb,owzO0a-"381>3R¢A%¢i z iDa&”

»>61° Fb{
6. NCM>6 ipA"cb”Out<Qozf zé-zp«aOA>- b"Ne cU w
Ott’“tb{3puAUT’ NCM >ift«"b"txziwNe ¢> T fb{

c:\WINNT\Temp\Rendition
c:\WINNT\site_options.rcx

Linux S‘| Solaris T'wzi TpA”g
rootq oziwrA>aeMib{

1. InstallDirectory/UninstallerDatd Y & « A z
¢ «» /usr/local/rendition/UninstallerData £t " tb{
2. #.JUninstall_NCM qO—"tb{

3. NCM>6 TpA"¢cb”O0t<Qozf zé-zpu«aOA>- b"Ne ¢cU w

Ott’“tb{fuAUT’ NCM >ift«"b”txzb,owRNe ¢> "p_1°
fb¢«e #rm-rf/usr/local/rendition £{
¢«f \WpA;OpxzAN¥¢cAwAYe«AaeS'|E2>—; 0 NCM > igA”¢ h

«<wqg 'tb{ wAYeé«Aat iuA”¢ hOuzthx wE2>—;"hOQuxzfs
t aoBTb"ZAUK“1tb/{
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Windows T'w MySQL Max wzi TpA”¢

« MySQL MaxA "» O "us>Zi iuA’¢b”qzd A »Uift_tretb{ *

MySQL >

del

« 'xpVidoe{!

1. Windows w Control Panelp z Add/Remove Programs¥: O ¢ « & ¢, « “ 1 b { MySQL Servers and
Clients>- Rz Remove>«a ¢« fb{

2. Starta Settingsa Control Panela Administrative Toolsa Services> « e ¢ « ~ $b{
E«ee¢« 'z Stop>-Rtb{
Startda Run>«a@ ¢« z cmd qO—"%b{
c:\mysql\bin\mysgld-max-nt.exe --remove qO—"tb{\\pxzN¥c¥%
c\mysgl  t MySQL> ipA"¢ hewqg tb{

5. Services¢t YiA¢pz MySQL #"TuUsXslh\g>=Y tb{a@pAtAY."0
cwY6p OreoM”OUxzb,owOé-8aU> ao iDa"»>61" "z«
0°S Services¢ YiA¢>-Y tb{

6. Starta Run>«ae ¢« 0 UiA ¢YiAe>z|Z2 z cde\ qO—"zit

c\mysgl gqO—"tb{
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iwH>—:b"qz@Cs>bYt_mzZ”"\qUpViEb{

AD ¢ «

€°E

xaSt
Configuration Management
Device Access
Server
Workflow
User Interface
Telnet/SSH
Reporting
User Authentication
Active Directory Y Aw f
Server Monitoring
PC»ALw O
£ Tuw%oeq -

éajaw E"O¢=

xaSt¢ P.53E

Configuration ManagemetP.54£

Device AccessO” " wNY”¢cA¢  P.6AE

Servert P.72£

Workflow ¢ P.78£

User Interface P.80£

Telnet/SSHt P.85£

Reporting¢ P.89£

User Authenticatiog P.95£

Active DirectoryZae YAw f ¢ P.100£
Server Monitoringt P.103£
PC»ALw O¢ P.107£
+"Tuw%oeq -¢ P.113£

éai-w E"Oc¢=¢ P.115£
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gf *WEIT®”A

Cisco Systems : —
Mggg%yggggugrgggr [ Devices | [ Tasks || Policies | [ Reports || Adrlnin |

Y

Users
User Groups
New User

New User Group
Logged on Users

User Roles & Permissions

Device Views

Device Password Rules

Py

Event Notification & Response Rule

Custom Data Setup
Active Directory Setup
Workflow Setup

Administrative Settings »

Configuration Mgmt
Device Access
Server

Workflow

User Interface
Telnet/SSH
Reporting

User Authentication
Server Monitoring

Task Load
System Status

Start/Stop Services
Troubleshooting

About CiscoWorks Network
Compliance Manager

New System Task »
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xaSt
3pAU g xz CiscoWorks Network Compliance ManagedCM £w a~tétb”"z!EDOGsf
weo> [pVEb{\e'Wwf tx THA"cIts8<UO—"etbUzfwoIE
"0;6>8u»U Tb"\qUpVib{hqQyze wart ECZ’+h "WARNY¥
CAGIE h“zu«ee OAt wxU”A>f “h*b"\qUpVib{thz wO”
"w0+°0>8u»U Tb”\q«pVib{
f '024i>-Y 0!E>CQ"txz YCa&a”i”w  Admin w < p z Administrative Settings
~R tb{iw!03&ai>~-RpVib{

e Configuration Management

* Device Access

e Server

e Workflow

e User Interface

e Telnet/SSH

e Reporting

e User Authentication

e Server Monitoring
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Configuration Management
Configuration MgmtO” " pxziwf UDGpb{
. fI1EwWUZ
. a’z ID
e u»"Az,0 TiNVYaaersaiqte iNYaaersai
* ACL s
* f Uzx*"wUA
o »U«2S' | »u«™wpAE 038 A
« AUé A"»S'|EOA"»w)B

« N&¢32a pAée” pdrp
+ 0O’AUZz
Configuration MgmtO "> " Ob"txz YC&”I"w  Admin w<p Administrative Settings = R

*z Configuration Mgmt> «ae ¢ «~ 1 b{ Configuration MgmtO” U % Vib{ Save>«ae¢ «"
0z!E>- ToXi*M{

Configuration Mgmt O” " wNY”"¢cA

NY"cA t1 / zZ«3&i

Change Detection

Change Detection fwWMceTw!O341>-R $b{

*Enabled NCM xz! EUUZ"«"h|tzAl pf wp/&E¢
O3a¢A> ""tb¢AN¥CAE {

* Polling Onlys NCM xz Al p 2¢"OWNEO3d¢ Awl
eotAl pf wpE¢O034a¢A> " ftbUz!EUU
ZhehgVitx ""fdoe(

* Disableds 'EUUZ"ehqV<zAl p A¢"Owp&E¢ O
3¢ Awieoczf WHE L O38¢Ax ""efdeoe|

IEwWUZwWAItmMoxz P60W®!'EwUZ™ »>€° oXi
/\M{

Change Detection Interval TEUUZAoT ' PAE(O2Ea¢AU% b "tpw—
>O—"tb{AN¥c¢cAx 10 ipb{ NCM U!E>UZ hO
UzATl pwuZEO03%4a¢Axz\\p! ~"eh "»iZo
— “ftb{— ™MwpLE; 038, Axzfw “atud”eh
IEeE>b,0S¢é¢ 1h{
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NY"cA ti 1 2«34a7

Syslog Detection Patterns NCM t; ™MAeoM”"ANY¥cA i»"it wi»"i>acC
b”OuUxzE wW@¢«pti»”i>O0—"z Add Pattern <<>
e« th{( W «pupi»”i>aR 0 Delete Pattern
s «b”qzi»”i>_tpVib{ NCM xz Syslog +”
Ip\e’wi»”ig®eb”cw>Ug b iGwRY ¢
Ap Enabled>s =R hOuz°+b”«wU_mT"qz NCM x

Syslog Patterns to Ignore

Use IP Address of sender of
Syslog Messages

Users to Ignore for Change
Detection

Change User Identification

Auto-Create Users

Auto-Create User Suffix

Syslog User Identification

Syslog User Patterns

Resolve Workstation IP
Address from Syslog

f WIE>O zAl pf wuE038¢A> " tb

¢ «e3u"px Syslog+”1> ™M oM%$b{ NCM w ipA”
cltqOw Syslogx”i>’ " hOQup«z SyslogY¢ -" >
NCM Syslog + "1ta'b”"hSw NCM Syslog + " 1> 1p
A"cb”2AUK“ftbE  {

> Wi»”i>Atp”Ouxz E w@¢«utin»”i>O0—
“z Add Pattern <<> « e ¢ « “th{( W@ ¢ «ppli»"is
-R 0 Delete Pattern «a@ ¢ «b”qzi»"i>_tpVib{

'iwOuz SyslogY¢-""wubd w IPzAepU—;"et
b{

Syslogthx AAA w!E OiA>rgb"qVtAib~ar2

>O tb{a"2>4Cb"txzE W@ ¢ «puta”2€>0

— "z Add Username << « e ¢ « tb{a”2>_tb"txz
(wW@¢«ppa’2E>-R z Delete Username « & ¢, « " t
b{

'iwOuz NCM xzf !'E>aelha”2UYY~resMqV
tzy Ma"2>"R tb{

NCM U Auto-Create; 6py " Ma”2taCb”"+NY ¢ « >
O—"tb{AN¥¢cAx® _auto pb{

'iwOuz NCM x SyslogY¢ -" " T'a”2>> ~'0q’
tb{

E wW@g¢«puti»”ixO0—"z Add Pattern <<> « & ¢, « *
b{( wW@¢«upi»”i>aR 0 Delete Pattern « & ¢, « b
"qzi»”i>_tpVib{ NCM xz Syslogp\e'wWYF™
ggq°sb”<w>Ug fb{°*b”<cwU_mT"qz NCM

xfwA@O©uAs>a“2q o “ “th{éxz\e'wi»"
ixzAl A& Tt'loO—"etb{

'iwOuz NCM x SyslogY¢ -" T’ IPzAep>r>"zf
wAY i>p wf 'E>aelha”2wE2q org t
b{\WMOxz SyslogY¢-""ZZWMOPpPAa”"2E>> pV
sMOUtiz—;~etb{
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NY"cA

t1 / Z«3a7

Store Unresolved IP
Addresses

Auto-Create Users from
Syslog

'iwOuz NCM X DNS>—; oxuAE>r>pVsMqV
tzIPzAep>a’2Eq org tb{Pae!Ax¥¢3ap
"V6Q'+tb{hgqQyz 10.10.1.1x user 10-10-1-1gs“fb{

\w!034&iq Auto-Create UserdJ ' iw Otz NCM xz Syslog
Ve T'> ~eha”2>7 wavzq°u b 7
Wé”zUSMOUXZ)'I\Mé"ZU"R"'ib{

Startup/Running Configurations

Capture Startup Config

Snapshot after Sync

ACL Parsing

Parse ACL Data with each
Snapshot

fwWMceTw!O341>-R $b{
+Offe NCM xapu»"Az;0  TiNY24aersai> “ °
fdee{
* Detect Onlys NCM xapu»”AZ¢ 0 TINYa4aersais
““zlee iINY24eé 3aiqz+ tb{hi zp
»"Az.0  TINVaae sAix oretdoef
cONCANY¥CAE «NCM xopu»"Az¢s 0 TINY2aer3a
i>»“ "Zle iNY24aeé 3aiqz+ th{fw™z
U»"A7.0  TINY2ae"3a1> 0 th{O1%"s
Al pwatxzu»"Azs,0 TINYe2aersaiw“a
>xU"A sM«wUK”\gty ™ o Xi*M{

liwOuz NCM xpu»”Az¢s0  TiNYaaerzaiqiee
TiINY24é7381>%8 0T’z HE¢O38cA> -
Ib{

fwWMceTw!O341>-R $b{
* Enablecs NCM xopu/E ¢ O38¢Ap ACL A"»>rs°z70
“th{

* Disableds NCM xop/E ¢ O3a¢Ap ACL A”»>rs td
oe{

\w!O3&aipf "e"wxz y MAT p>&cb”Ouw
\w;0wWANY¥cAY6iZpK"\gty ™ oXi*M{ ° A
$B>—:b"qzAl -¢”Ow ACLrsw!ig!N>~

“8Q"\qUpVibe «\w O03&dixzAl plqti
{VPVEbE |
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NY"cA t1 /1 2«3a0

ACL Editing

Show pre-edit application 'iwOuz ACL>$Bthx” Rb”qVxz2rg ACL 20 &

script -738iwpu«ae OAU  ONretb{2rgz0ea-"341
H«aeOAxzAl piw7 w ACL 70 e&-"3a1>A®t

“tb{ YyFthxEy™w ACL p«aeOAt'“z $BA"w ACL
UA] HtACAetb{

Show edit preparation script  'fwO 0z ACL >$Btfhx” Rb"qVxz$Bjcp«aeO

AU O"Netb{$Bjcnu«aeOAXxz$BA W ACL »!1Z
O«"*OtAl prj<b”"hSwp«aeOAs>b,olae"
Fb{

Show application script 'fwOUuz ACL>$BIhx"Rb"qVxz ACL 70 &-"3a
i pn«eeOAU Oretb{ 20&-"34i n«ae OAxz ACL
> VIY € srt&;b"qVt—;*«"p«aOApb{z0
®-"387 p«@OAt'“z ACLUG6S&:;~etb{

Configuration Policy Verification

Verify Before Deploy by 'iwOuz NCM x$BA Wf >2%b"2tz [A"wf
Default Uzes3"q°0 tb{
Pattern Timeout i»"iqf >°Ub”"l WeO7G>poepO—"1b{

AN¥cAx 30upb{
Pre-Task and Post-Task Snapshots

User Override Pre/Post Task  'iw QU za”2xx w» p«>Tab”qVtz»p«2S"

Snapshot [»p«™MwpE 038 AWANYCAF >I{VpVEb{
i{V>eD hOuxz New TaskO” " w pb”Ottz»p
«2S | »Uu«™MwuLE ;038 Aw!038TU ONet
b{i{V>D sMOuxzAN¥¢cAf U—;7eth¢A
[tmMoxz P62W®»p«2S‘|»p«™wuE,O034a¢ A
wf =~ >€°0oXi"ME {
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Allow Per-Script Pre/Post liwOuzx wpe«ae OAt loz»p«2S | »p«™w

Task Snapshot Setting Hints  p & O03a¢Awf >i{VpVib{

o p«?WHEO38¢ Awf >I{Vb"Ouz»u«?
WHAE¢O38¢ A>A{b"qVXx® tc_pre_snapshot=trueg M O
AOuAsz»u«2wpE s 038, A>A{ sMqVx
®tc_pre_snapshot=falsSgf MO A© uA>z YiAq op«e O

At SoXi*M{ »U«™MWHEO3a¢cAwf >iI{VDb
"OUz »u«™MwWu/EO%8¢As»u«waq oA{b”
qVx® tc_post_snapshot=trigf M OA© HA>z» p« ™Mw A ¢
038¢A> xwrpu«q oA{b"qVx
®tc_post_snapshot=tasSi MOA© pA>z »p«™MwpE ¢ O3
A>A{"sMqgVx® tc_post_snapshot=falsgM O A© uA >z~
YiAgq op«ae OAt SoXirM{

AltmMoxz PB2W®»U«2S |»p«™MwuE O34,
Awf = >€° oXirM{

Snapshot Before Run fwWMceTw!O34i>-R $b{
Command Script « None

* As part of task

Snapshot After Run Command {fwMceTw!O38i>-R tb{

Script « None

* As part of task

» Scheduled as separate task
Snapshot Before fwMceTw!O341>-R $b{

Configuration Deployment « None

* As part of task

Snapshot After Configuration [wMceTw!O38i>-R tb{

Deployment « None

« As part of task

» Scheduled as separate task
Snapshot Before Run fwWMceTw!O341>-R $b{
Diagnostic

* None

* As part of task
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NY"cA

t1 / Z«3a7

Snapshot After Run
Diagnostic

Snapshot Before Delete ACL

Snapshot After Delete ACL

Snapshot After Synchronize
Startup/Running

Post-Task Snapshot Delay

Diagnostics

Topology Data Gathering
Frequency

Stored Topology Data

iwMceTw!O34i>-R th{
* None
« As part of task

 Scheduled as separate task

iwMceTw!O34i>-R th{
* None

« As part of task

iwMceTw!O34i>-R th{
* None
« As part of task

 Scheduled as separate task

fwMceTw!O341>-R $b{
* None
* As part of task

» Scheduled as separate task

PUC™MWHAEO38¢A> xwuE e O3a A »U«q’
ofeb”Ouxzfw— 1 >O—"tb{AN¥cAX 30
pb{

AUé” A"»xzE Aé"« iN¥"Uipu>iEb"hSw
Hé¢Aesei->2Aqb”zy M ...«&pt fetb{E¢

Ae"« Y 7-80>"0Ob"MtzAUé¢"’ A"»U=:Ne
tb{AUé" A"»w)B"Axz NCM +”71toMUOY>TZ
"hSz pV"iZ »>iZoeOZAUK"“fb{ Avueé A
»)Bb” "we07—<>1 oepO—"1b{ AN¥cA
x 1681 pb{

A’»0"utqO " 0reoM”"AUE" A”»>we0 8

>1 oepO—"1b{ "0NeoM”A"»U\wc “yMO

UzAl uT'UEA"»> "“tb{fOpsMOuz o~
coM”"A"»>—; Tb{AN¥cAx 721 pb{



60

Network Compliance Manager 4”2 ~ A 1.2

NY"cA t1 /1 2«3a0

Duplex Data Gathering EO=wOpU¢¥% A"»xzE¢;Aé"« iIN¥"Uip>iE

Frequency b"hSwpé¢sAaei->2Aqb”z Y°M ... «aut fe
tb{oiAA"aiA iN¥"Uipwe® $s8J>> b”
Mtz EO=wOuU¢% A"»U—;retb{ EOo=wUOuU¢
BLUA tC\b"wxz°MwU3TUTEOLf AezcO°®
MwUSTUREOtf "eoM”Oupb{ EOo=wOpU¢%
A”»w)BAAxz NCM z”itoMUY>TZ hSzpV”
iZ >iZo@eOZAUK*“tb{ EOA"»>)Bb” "w
*07-1 0epO—"tb{AN¥¢Ax 1681 pb{

Stored Duplex Data A"»0"utqO " 0"*oM”EOA"»we0 8 >I

0epO—"fb{" 07+ 0M"A"»U\w<' “yMOuz
Al uT'U€A”"»> ~ tb{fOpsMOUzZ 0”0

M"A”»>—; b {AN¥cAXx 721 pb{

Flash Storage Space

Flash Low Event liwOuzUZAhN&¢34 LAe” wWivpO pU £
‘oM”qz OiAU\R”«tb{

Flash Low Threshold nO"p&E OiAwW\R,jgs"zN&¢3a pnAer’
O"pw—;p>O0—"1tb{AN¥cAx 90% p b {

Boot Detection

Error Margin Factor Al p O"A>UZb"qVw«ég « AeNAwe0"¢ 61

Kh*wp:£>0—"3b{Al p>-Yb”"7-ASxz
i ]qt 1sgb”"\g>S¢S th{

6

IEwUZ
NCM xz Al pf wl!E>UZb"qVtziw‘OsMO>—; $b{
e« SyslogYyg¢ - "~
o AAA é-wi” "
+ 20603
NCM xz\e'WMOT “’e"~t tsO—@C>—; 0zAl pw!E>TMteelh

4"2>> "tb{\W@Ct' “z!E>@lhD6QU7<OMA"2U> Aeth{ E
Sqtziw@CU—;retb{

« Al ppierehipé”AlE>p-"4"¢c har?

. Al pplaer+hiNACEZ 3.O0A"A>p-"a"c har?
« Al utf >2% ha’?

e Al ppp«aeOA>ie har?
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« NCM wOé®3>p 0Al pute€ “ha"?

« AAA é-T')B"eha"2@C

+ syslogY¢ " T'rs”eha”2@C
NCM xz ESapApietK"Al u i»8«3&it!E Q>A“potb{hqQ
yzK"a"2Uipé"AlE>pu-"4"¢ z wa"2U%a8 tAl ptOéo©3"

hOuz!EUUZ~shqVxzfw!Exipé”AlE>u-"4"¢ ha”2tA“po
TETY

Al pwf 'E>"Ob"txziw g>Tae tb{

1. DeviceSWfWYC;é”i”pz Inventory >« & ¢ « £b{qO g”*oM”b,owAl
pwa pAU% Vib{
2. f 1E>"Ob”"Al preae« b Device DetailsO” " U% Vib{
3. ViewAé,Ovw¢i YCA"T’'z Configuration Changes« e ¢ « b {
4, UserName§aUpzAlei« «a¢« th{ User Attribution DetailsO "~ U %0 V 1 b {

User Attribution Details O wNY”¢A

NY"cA t1 / Z«3&i

Change Event Detail

User IE>eelha”2wE2U OMet b

Date IEUe " «hOCU O7etb{

Device Interaction IE>UZb"qVt—;b"MOUO”etbthqQyz Syslog£{
Additional Details IEt b"AIU O7retbthqQyzlEU i1 cT "

hTroTE {
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»U«2S | »Ua«™MWUE,O38s AW

»U«2S | »u«™MwuEO%8¢cA>f b'qziwarUDo6ts“th{

. Nt o Es»yp«w» Ot ahz»u«ZS‘|»p«TMWpﬁE<‘,O3é¢AWA">
[b"{

e SU«™MWUAEO38,A> xwrp«qg oleb”{

. > WrH«>Teeb’qVitz»u«2S [ »u«™wpEe 038, AwANY¥YcA

A T{VbT{
»U«2S | »Uu«™wpE 038 Aw!028ixziw»u«t0 o OpVib{
+  Deploy Config¢ P.172 w ®Deploy Config TaskO” " wWNY”"¢cA™  >€°£
*  Run Diagnosticg P.254 w ®Run Diagnostics Tas®” " wWNY”"¢cA~™ >€°£
+ Delete ACLC P.589w ®Delete ACLs» p«w Q" ~ >E°E
«  Synchronized Startup and Runnié.261 w ®Synchronize Startup and Running Ta®K' " w N Y ”
CAT s€°f
«  Run Command Script P.249 w ®Run Command Script Tas® " " wN Y "¢ A~ >E°E
TUTA p«aOActpLE s O03a,AwiiAs S"Ouxz UiA pe«ae OAt> s»

->8C o0zfwp«aOA>Tae hqVwz»u«2S [»p«™MwuE s O2aAw”
Ast Y tb{hqQyzAl pew€ Fhx.Y>IMtxae"sMz6Ssu«aeOAU

K'g tb{\wdoSspu«ae OAxz NCMAPI iZ>—; 0Al put b"@C>"2"z
eU"A>\R tbh{\wOuxz»u«wiaa™tpuLE;O03%3a¢A> "b"2AUK"“$d

e {fwhSz\woSsu«aeOAtxzrp«™wpuE s O03a¢AULEAPK"\q>Ob»
-> S"\qUpVib{

Al p -¢"0t0"ola@b’u«aeOAUG6:-R"oM"OluzfwOjwo:wu«ae
OAtTiAU teoM”qVxz! "eh ™ Awop7¢ts AU—;re"\qty ™
“oXirM{
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Device Access
Device AccesD” pxziwa~>TaepVib{
« Al pe MU>! b"{
« Detect Network Devices p«w f >TRb"{
e A9xpAwf >iRb"{
e SecurlDAl p  Z«-p>f b7{
e Al pewZ«-put—;b"«@Ai3Rcrz»p«]qt! b”{
»  Nortel BayRS MIB/OSI” " &i>! b"{
« ®"ACE  Vi*Aaw@dCrO—b7{
XwOUzZE¢ Aé"« ¥XEg A8« Ne 2¢¥"¢cp-¢~reoMiIb{ NCM txz
Ne 2¢¥"¢>p 0Al putz«-ub”M0Oq oziw 3mU;™MAeogM1tDb{
e Ne Z¢¥"¢cop hYs &«A Z«-U>% b’ {

e Ne Ze¢¥rglt Network Address TranslatiohNAT; E¢ Aé”« ZAeéu!6£>~R
Yz NAT >—; 0Al ptZz«-pb” Ot NCM>f b”{ NAT zAéuxz NAT
>s— i b”AT pwAl pf tx OresM\qty™ o XirM{

e Ne Z¢¥"¢cwZ tK”7 wA9xpuA>—; 0 gA{>0¢é©3b"' 0Otz
NCM >f b"{A9xpuApxzNe 2¢¥"¢c>p hZ«-pUbpteD”re0M
"hSzA9xpAwf >—;:b"qzA9xuAwOéO©3€ >p 0Al P> g

pPVib{

Titrg t”Ipxzieig ®i«>—;"hzAl pewlg€ U-Enre"\qty™
oXirM{\waei«xz Telnet>p oz it"¢ +"hxpAg h> w IP U"A]j
gt€ "eoMitb{ il"¢ +"1w€ xzE¢gAé"« Al HUE¢GAB «T ~ ...

rnehOup<—:;pVib{

Device AccessO” > Ob"txzYCA”"I"w Admin w < p Administrative Settings - R " z
Device Access « @ ¢ « 1 b { Device AccessO” U% Vib{
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Device Access 0" wNY”cA

NY"¢cA

Device Connection Methods

Password Selection

Default Connection Methods

iwMceTw!O34i>-R th{

« Always try last successful passwords firstw O U¢ AN ¥ cA£ z
NCM xzAl pew2swZ?«-up7 ™MtR-"hipé”

As7stae tb{\wipe”AxA"»O ut on
coMibUZAI pewiswZ« -ppx7st¥aane
SMDO6Q<K"\qty ™ oXi"M{fwOuxz ®7 ™t
—;~ehF W!E~ OiAU"' $t\R” «tb{ h

UlozAl pUt wipé”AF >—;"oM”TrO

T>-YpVib{

« Always try passwords in defined oraeriw O 0 z NCM xz [
Nehqg,pipé”Asxt¥aee tb{ NCM pxzAl u
qwisweod;tz7™t—;"ehYA«@Ai3R¢cUG
anre"\qty ™ oXi*M{\whSzAIl p fpe”
AF >b;"sU’zZAl pew€ w¥%aes:>7-vt
HQ"\qUpVib{AltmMoxz P131w®AI p  ip
8"AF wrR™ >E°ToXiMM{

Al pew€ txziwMUU—;”etb{ New Device O ”
“S‘| Add Device Wizardpxz \e’WMUxXxARN¥¢cAp!i
tsloMtb{iw!O3&i> 1mZilit $b{

* Telnet

*« SSH

* SNMP

*« SCP

“FTP

. TFTP

«*NCM xwi TFTP+"1><QoM"hSzéxxz SNMP %

hx CLI >p 0Al putz«-p z\w+"igw w8u

sf Tib{ xw TFTP +£”1><QhAl pt0 oxz

NCM x TFTP «& ZiAq o™~ ftb{° tz SCP x CLI

p—:b”ZAUK"“fb{ scPwOuxzAl pU SSH>—;

pV'\qUUEQgs“thb{ Al pU SSHz"i>Tae oM

sMOuz SCPxTaepVidoe{
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NY"cA t1 /| Z«3&7

Bad Login Attempt Delay E&~sé- iUY%a h™pzAl pUsTpV”'Ot
b"hSw— 1 >poepO—"1b{ AN¥cAx 5upb{

SNMP Timeout °Ew SNMP UiA¢f wé"Asrer>Al pu rb”
tpd;b"— 1 >puoepO—"Fb{AN¥cAX 40 p
pb{

Detect Network Devices Task Settings

Path to Nmap utility E¢Aé”« Al p>poORib”hSw Nmap & " AY &
AYewip>O0—"tbe¢ «+*Nmap>—;b"qzE;Aé&”
«GOUORT oz hawxpAgzfwxpAU ™Mpre”

Tu>> b"\qUpVib{ NmapwAItmMoxz
www.Insecure.Orgp €° 0 Xi*"ME£ {
Max Addresses to Discover Per Uzb” IP zAéuw:>O—"tbh{E¢sA&"« AaNY¢
Task «>0nb"hSz7cz Detect Network Devices p«p H© R i
b zAepu:>zzAepw7G:¢ 1,024£tptMv 0o Xi
AM{
Max SNMP Scanner Threads SNMP un© BiMU>—;: hAl pUZwient Detect

Network Devices» p« U\Rb” SNMP HORAE pe¢Aw7G
H>O0O—"tb{AN¥¢cAx 79 pb{geaeiz SNMP uOR A
He s Aw7G:>GVXb"gqz»p«wia SxiU“t

b{hi z SNMP O R A pe AU bw qza SNMP u

OREUe ApzZAts” CPU!"I"O AS |E¢A
6"« A&NY¢ ;«UYyQ"hSz3uAU iIN¥"Uipte
Lt..bOUUK“tb¢ « * Detect Network Devices [ «> f
b qVxz SNMP>—:"0Al pbUZb"!O3%a1>
—;pViIb{ALq oz»pu«>iaeb’"qz SNMP>p o
Al pgeéodb” SNMP HOR/E pé¢AU :\RAetb{
WHORTMUtmMoxz P.272w® Detect Network Devices Task
O wRNY"cA~™ >€° oXi*ME |

Network Discovery IPorCIDR  t+7b” IP zAépthx Classless Inter-Domain RouthGIDR; «
Range Exclusions dpueépn AY i ¢"AYi-£c“¢thqQyz 192.168.1.0-
192.168.2.0t hx 192.168.31.0/28>E W@ ¢ «utO—"z Add
Pattern <<@»i>«a ¢ « Tb{c“xztzw<«> "tb{
i»"i>_th”txz( W@ ¢«ppli»”i>aR z
Delete Patterd » i>«ae ¢ « 1 b{

SNMP Timeout o SNMP SysOIDOé"Ow SNMP» UZ¢AoUapoep
O—"1tb{AN¥cAx 500msp b {
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NY"cA t1 /| Z«3&7

Bastion Host Settings

Use Bastion Host by Default ~ 'iwOuzy MAT pxz TelnetS‘| SSHZ«-u;tA
9xpuAs>—; tbe¢ «*A9xuAwf xzAIl plqgt
i{VpVibe {

Default Bastion Host TelnetZ«-pgq SSHZ«-ut—;b"A9xpAwxpAET

hx IPzZAep>O0—"1b{

Default Bastion Host Username TelnetZ « - uq SSHZ«-pt—;b”"A9xpAwa”2E>

O—"1b{

Default Bastion Host Password TelnetZ«-uq SSHZ«-pt—;b”A9xpAwipé”A
»O—"tb{

SecurlD Device Access

SecurlD License Usage fwMceTw!O38i>-R b{
« Use Unique Tokens Per Useriw O U ¢ AN ¥ cA£E za Al
M Z« -puxz»p«ihx Telnet/SSHO € ©2€ > %o+ h
472t0 b"3"A¢6:DEIZ>—: tb{
« Use Software Token Poo|iwOuzZ :wiNAC¢CE?Z A«
i 3"AwO "cU—;retb{fwMxziN¥"UipU
7Gts"'0OzpV”iZ®p$t—;~etb{ SecurlD* N
ACE? A «iwO"c> ECZ"a"2E>O—"1b{
a"2]qte™mwiNACE? A"«i>—:b"qz ey
WA”«iUZAts"hSzA"«iwYTiAEiur"AUYQ
tb{ 728472t ECZ'+hO"¢T 1NACE? A«

i>—;b"qzZAsA"«iw:U—sXs"hSz»pu«w
ne”’O¢AU2ib”"DOQUK“tb{

Max Software Tokens NCM >Teeb”U3it iU"Ab"*NACE?Z A"«i &
uw7G: >0 —"tb{AN¥¢Ax 1,024pb{
Passcode Lifetime INA¢EZ A"«i fpAwéd N» U>O0—"1%b{

b

N¥cAx 60upb{
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NY"cA

Task Credentials

Allow Standard Device
Credentials

iw»pu«wOj 1mZi>-R tb{AN¥¢cApxzb,o
w» p«U-R"e0oM%b{

« Configure Syslog

* Delete ACLs

 Deploy Configuration File
« Discover Driver

« Deploy Passwords

* Reload Device

* Run Command Script

« Run Diagnostics

* Run ICMP Test
 Synchronize Startup and Running
» Take Snapshot

 Update Device Software

iGw»p«>—:b"qza"2xzAl p{ wipé”A
qE A& "« . wipé"AF t b ajrg>-Rp

Vib{»p«]lgw«eAisR¢tmMoxz P70W® » p«
lgw«eAi3R¢™ >E° oXirM{ipé”AF tm
Moxz P131w®Al p ipé”AF wrR™ »E° 0 X

iAM{
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NY"cA

t1 / z«3ai

Allow Per-Task Device
Credentials

fW» p«wOj 1mZi>-R $b{
« Configure Syslog
* Delete ACLs
« Deploy Configuration File
* Discover Driver
 Deploy Passwords
* Reload Device
* Run Command Script
* Run Diagnostics
* Run ICMP Test
« Synchronize Startup and Running
 Take Snapshot
» Update Device Software
liwOuziGw»p«>—;b"gza"2xfwr»p«{
wéi» U Al p «eAiZR¢>O—Db"'Ot{S"~

tbh{»p«]qw«eAi3R¢tmMoxz P70W® » p«]
qw«eAi3R¢ ™ >E° o XiMM{
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NY"cA

t1 / z«3ai

Allow User AAA Credentials

Nortel Discovery

Nortel BayRS MIB/OS Versions

Gateway Mesh

Local Gateway Hostname

Local Gateway Proxy Port

Local Gateway Admin Port

fW» p«wOj 1mZi>-R $b{
« Configure Syslog

* Delete ACLs

« Deploy Configuration File

* Discover Driver

 Deploy Passwords

* Reload Device

* Run Command Script

* Run Diagnostics

* Run ICMP Test

« Synchronize Startup and Running
 Take Snapshot

» Update Device Software

liwOuziGw»p«>—;b"gza"2xz»p«wiee

It—;b"»p« E'w AAA «@Ai3R¢>-RpVi
bt «+a"2x ®s AAA «&Ai3Rc> [COSXZA
UK“tbf {»p«]gw«eAi3R¢ctmMoxz P.70w®»
Helqwe@AisRe™ >€° 0o XiMNM{

BayRSA& 1>UZb"aCw BayRSMIBi” a7 /ei’a
iwe pnAU O7retb{Nnpa~"'+h°Ew <MIB 1~

"1 >l<el &7 >>-;"fb ¢hqQyz 14.00/1D12|14.20¢

NCM Coreq%caéc¢cUtK"®"A¢E SUAUwxpAET
hxIPzZAepzsS'|U”A>O—"1tb¢hqgQyz gw-
vlan10:3001 £{ ®"ACE Ye3atmMoxz  P145w® |
178¢0b” IPE¢AE "« >€° 0XirM{

NCM Coreq%caéc¢cUtK"®"A¢£E SUAUWUAE>
O—"1tb¢thqQyz gw-vian10:3001 £AN¥¢cAx 3002p
b{

€"8¢ ecUtK"®"ACE w Admin U"Ajg>0—"
tb{\wjexz® AC¢E Y¢3aT écUE> "b”
qVt—;"etb{AN¥¢Ax 9090 p b {
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NY"cA t1 /| Z«3&7

Gateway Admin Private Key ~ Admin U”A+w€ tZAs®"ACE wepdwRNe ¢

Filename E>O—"tb{\wNe cExz " OippciOipp«T
tMtdee{i0iuw,jxz NCM iupA’g Ae"wc”

Apb ¢eéxx C:\RenditionfE{ ® "A¢E£ wepdxz ®"ACE
W THAGItARMNe"\qty ™ 0 XirM{

Gateway Mesh Delay ®"ACE Y¢3a>p oeb”A e¢cUtxab"gVw
— T >poepO—"1%b{ AN¥cAx 5S5ppb{ \wcxz
a@b”A Al pgweédit—;~«"» UZ¢Atac,
etb{

Save>«a ¢ « 0zZ!E>- “oXirM{

»H«]gw«@AisR¢

»U«]qW«@AT3R¢>f b"qzAl UtZ«-pub"»p«t0 "h°™Mw«eA
T3R¢>! b"\qpzAl pewZ«-pt—;re"«@Ai3R¢>! pVib{l
wrA>TeepVib{

e »p« "AE"W AAA «@Ai3R¢r—; 0z»p«>iaeb’{

e »U«WARIt! “heéi» U «@Ai3Rcr—;"0z»p«>iaeb”{

e »p«w» O]qtA{b"«eAi3Rcw» O>f b"{

° tz-©47s ¥pxz CiscoSecure ACS TACACS+"Isrw  AAA +"[Ui+"reoM”
OuUK“tb{\wx"Ixzoa”2UcAl ppiaepV” UiA>Mv tb{

hgQyza”? Aga”2 BwtMUzVvwK”> w UiA>—;"0 UTA n«ae OA
>feepV”’q tb{ NCM >71+ h’z4a”?2 Aga’2 BwIMU UIA p«aelA>i
@pV " Otb"2AUK“tb{hi za"? Aga"s BwiMUVvwK” UiAiz
>Teeb"hSw«eAi3R¢>-E oM"\gq>-Yb"2AUK“tb{
“hUloz»pu«]qw«eAi3R¢>—;b"qza”? Aga’2 Bwy Mpu»AY¢«
NCM 28¢iAt UiA H«aeOAwieVv>f b"2AUsXs“tb{oa”2xzfe
gewgOwVvp UiA n«aeOA>taepVib{ar? Aga”2 Bwrj'’TUVvws
M UiA>—:"hbuz NCM xod&”>& b

AAA «@Ai3R¢>—;b"0Ouz NCM xiwrg>aMtb{

e 7™MtR-"h«eAi3R¢zAl p{ w«eéAi3R¢zipé”AF zS'|A
I pwz"8 OA"fué”Asrzajw«eAi3R¢rg>b,0%eae th{

« Yiaeb’h|tz NCM xa"2Eqipé”Asz»p« I"/E'w AAA A"2Eqip
6"At"V6Qib{%eaeUsx "hOuz NCM xza”2w  AAA [pé”Astaip
6"Aq E"Oc¢ ing”AwtMq o-; z6S¥%a tb{ AAA é- Tw¥iaeU

b,ose "hOuz»u«xae “tb{
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¢«f .RCXNe ¢cpf pVv” proxy/auth_fallback_for_aaa taskM O+ Owf UK“tb{ true
tf "hOuz NCM xN¥"ci¢« oz2jwipé”Arg>¥ie tb{

8i» U  «eAi3Rc>f b"Ouz NCM xz! “eh» Ow«eAi3R¢rg»zf

wrpa« » Ot,nMo—; tb{hqQyzp&E O34, A »H«t AAA «@ATi3R¢
iZUeD”eoM"Ouxzb,owu&E s O38¢ A »U«lU AAA «@AT3R¢>—; &
b{> w»p« » Oto:w«eAi3R¢ » OUsD"eoM”Olxza"2Urw»
O>—;b"T>-R $b{

> wrp«Ueéi» U «@Ai3R¢>—;b"'Ot-R"*0M”Olz NCM xzfw»p
«WARIta"2U! "h«eAi3B¢>fwit—; tbh{éi» U «@Ai3R¢U

@ "hOuz»p«xeae “fb{

t«f 8i» U «e@Ai3R¢gUR-"0¢z NCM xzAl pt b”7™tR-"h«&Ai
SReW@CHEY Fdoe{
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Server
ServerO” pxziwar>TepVib{
e CiscoWorks="1té- ib”{
e TFTPS‘| SMTPx”I>! b"{
e NCM »p«wMv>f b"{
e Syslog>f b"{
e Al u TU"Aw ">f b7{
e AY iwE2r>>f b"{
e 0O8 Ueaxe IPzAepwb6A“pogqEO=wf >IRb"{
* Resolve FDON» [ « {
e« *é-> E"Octb"{
« A"»0"u Og¢"Ci->f b"{
e Advanced Scripting 6> f b"{
« 71 IN¥"UipwbT>f b"{

ServerO” > Ob”txzYC&”l"w Admin w < p Administrative Settings =R~z Server>
«e¢« Th{ ServerO” U% Vib{

Server O”"WNY”"¢cA

NY"cA t1 / 2«3&7

Servers

CiscoWorks Server URL CiscoWorks+=”1w URL¢hqQyz hitp:/ciscoworks:174E> O —
't b¢ « e CiscoWorks Device Centet O341q CiscoView ! O
347> Device Details ViewY Ca”"t " Ob"¢fw™pz My

Workspace » O w @My Favorites - « 3 4it O b"£0 U xz
CiscoWorks+”Tw URL>O—b”"2AUK"“3bf {

TFTP Server IP NCM U—:b" TFTPz"lw P 2Aep>O0—"1tbe¢ANY¥¢
Apxz NCM £"1fwcwUO—"eoMitb£ {

TFTP File Path TFTP£"1Uf Ne ¢>{V % ipuS‘|N¥¢c¥%>0—"
tb{ NCM pxz\wN ¥¢%t0b”j" * /I {V "VvUZz
Ats“tb{AN¥¢cAxz cC\< iuA’¢ AVe«Asa

>\server\ext\tftp\tftpdrootp b {
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NY"cA

t1 /1 2«3&7

SMTP Server

SMTP From Address
Tasks

Max Concurrent Tasks

Max Concurrent Group Tasks

Max Task Length

Syslog Configuration

Configure Syslog by Default

Default Syslog Relay

NCM U? Y"¢ceEwudt—;b” SMTP +”1wx pAE ¢
hx IPzAep>O—"1b{

NCM U? Y ct—; b udizAep>O—"1b{

%o ltTeeDOsS»pU«wW7G:>O—"1Db{ NCM Xz %ol »
«>Mvb”"\qpz EcAe"« IN¥"Uipwy<s>w-"%
b{AN¥cAx 20pb{A"»0"p€ O"¢cowA”»0"

HE WitXxMVUK"\gty™ oXi*M{% I»p«w?7

G:xz72c 50Z<tf “sZeys“tdoe{

% itTaeD6s-¢”0 »U«WTG:>O—"1b{-¢"0

»U«txzAT iOiAet0 oTaere"uLEsO
38¢AsrUK*“tb{-¢"0 »U«pXzZ »p«t-¢” 0O
owAl plqt Imw» u«EUP-"4d"¢ et b{ Max

Concurrent Group Taskf xz%oitTeeD6s »p«w:>Mv

“tb{ NCM Xxz% i »p«w:>Mvb”"\qpz3pAUS

‘|E¢ A8« IN¥"Uipwy<>w-"fb{ %ol » U«
w:wAN¥cAx 15pb{

Cu

« * Max Concurrent Group Tasks <> Max Concurrent Tasksv <
«—"Xf b"qzGFUs-¢"0arwientz NCM Ul
“ w g h»p«>=itiepV” ' Ots“tb{hg
QyzGFUs-¢"OT.wipé”AlE»p«wieaopcz

NCM xzeZ¢» UIEUZtloAa " "re"ukE O

3¢ A »pu«>hijtiee tbh{

»u«U -0 FaileduA"»pts”tpfw»p«s>iap

V'7Gl >O—"tb{AN¥cAx 3,600u¢c 11 £pb{

'iwOuz NCM xy MAIT ptob” Syslog! EwU Z > x
“$tf “tb{

Yy MAI ptObaeeé” xuAwAN¥YcAwxuAE+Lh
x IPzA&>O— 1b{
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Device Import

Overwrite Existing Devices [wMceTw!O34i>-R tb{
«Yese NCM x NCM A"»®"ut 02+oM”7 wAl p
A”»5z TU”A hA”»pi{V tb¢AN¥cAE {

iU”At feoMsMAI puxet>!Ztdae({

*Noes NCM x NCM A"»O"ut"0”reoM”7 WAl p
A"»>z TU"A hA"»pi{V tdae{

Missing Device Interval TUAIT'=X"0oM”8 U\w >OQhAIl p>z
tb"Tz12«AYOWU"«>CZ"Tzthx!E sMp
fwiit ftb¢ Missing/lnaccessible Device Actionw f t, n
XE{AN¥cAx 450pb{

Inaccessible Device Interval \w "ot NCM T’ Z«-pupVsTIhAl p>z_th”
Tzt2«AYOtb”"Tzthx!E sMpfwitt b
¢ Missing/Inaccessible Device Actiow f t,nX£ {AN¥¢Ax 45
Opb{

Missing/Inaccessible Device jwMceTw!O38i>-R tb{

Action * Delete devicee X "0oM”z  fhxZ«-pAEOWAI p>z A»
»é"l.lT’_T‘ib{

« Mark device inactive= X" oM”zthxZ«-uE6wAl p
tzf7«AYOWU"«>CZ3ib¢AN¥CcAE {exxzAl
WA uT’ _th”’wpxsXztz«AYOt!E
“of d°>-Eb"\q>Sc¢cS 1b{

*No actionn=X"0M”"zthxz«-pE6wAIl pt0- oz
?wz«3diceMidee{

Primary IP Reassignment and Deduplication Settings

Primary IP Address liwOuz NCM xz0& Uae IPzAéusrzAl pt E
Reassignment CZ’'+hb,ow IPZAep ¢S |Al put ECZ’+h
wb,ow i»"NE peE>D,z RegExfhx wF ¢!
AehOUEL +b 08 Use PzAep>f “th{
Interface Name Reassignment E w@ ¢ « ut  Regular ExpressidnRegEXx; Y F g £i»"i>0
RegEx Patterns — >z Add Pattern <<@ » i>«a@ ¢ « " Fb{YF qxz P zA
EHUjEDb"2AWK” i»"NE pEChqQyz
Loopback*£>! b”> sSAOUA E»pb{i»"i>_t
b txz( W@ ¢ «pupi»”i>-R z Delete Patternd » i

>« Th{
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IP Address Reassignment
RegEx Patterns

IP Reassignment Order

Duplication Detection

Domain Name Resolution

Overwrite Existing Domain
Names

Audit Log

Audit Logging

Database Pruning

Configurations

Diagnostics

Events

E W@ ¢«ptYF ¢ RegEXEi»"i>O —"z Add Pattern
<< @rir«ame« tb{YF gqxz—;D6s i»"N£

piw IPzAéug°«b”> sA©uA E»pbthqQyz
LOVIFE{I» "> _Th"txz( W@ ¢ «pupli»”is-

Rz Delete Patterrd »i>«a ¢ « 1hb{
6:w IPzAepU i»"NE pEfhx IPzAepwi»”
ig°s hOuwrgqgq oziwrj’T>-R tb{

« Lowest IP address to assign as the primary IP addrAds ¥ ¢ A £

« Highest IP address to assign as the primary IP address

O6UUZ~~hOuwAl ptob"!'O34iq oziwM
ceT>-R fb{ «*O0: WAl pU%°w i»"NE p
S| IPzAepw@CsEloM”Ouz fo'wAl ux06
g_s”™*F¥b{

* Leave Duplicates

« Deactivate Duplicate6 AN ¥ ¢ A £
* Delete Duplicates

Resolve FQDN» p«>Taeb”’qz "w FQDN o i

liwOuz
FQDNoiAaepi{V~retb{

A UzDNS pr>~eh

fwMceTw!O34i>-R $b{

* Enablec» NCM x&"2 Z«3aiw *é->"0"tb{é~

> Ob”txz View Audit Log >« @ ¢ « 1 b{
 Disableds NCM x&”2 Z«3aiw *é->"0 fde¢A
N¥cAE {

f >A”»07"ut- b"0:>O0—"tb{AN¥c¢Ax 365
Opb{
OA»>O " ut- b0 H>O—"1tb{AN¥cAx 45
Opb{

OiA>A"»0"ut- b"0:>0—"tb{AN¥¢cAX
45 0pb{
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Tasks »U«>A"» 07 ut- b”0:>O0—"tb{AN¥cAx

Sessions

Log files

Diagram files

Advanced Scripting

Scripting Language 1

Path to Interpreter 1

3650 pb{

Oé©3 TelnetSSH- ¢ 3&T>A"» O " ut- b"O:>0
—tb{AN¥¢cAx 450pb{

+"1 é- Ne ¢g>- b’0:>O0—"1tb{AN¥cAx 30
Opb{
Y% 72-40 Ne ¢>- b"0:>0—"tb{AN¥cAXx 1
Opb{

Advanced Scripting —; b " qz E¢Aé"«p—;"e0M"p«
@O0At pG\ hgu»U n«aeOA>ieepVib{ t]q
tai®"’ i»Oae»> TpHA"¢ z Advanced Scriptingf
spofwips>t 'O%aTt ECZ"2AUK“tb{

\W\p! "hu«aeOAt xz Advanced Scripting O34 U
E"Oc¢wqgVtz NewCommandScripd” w-RaepAt 0"
+tb{AN¥cApxz\wf x ExpecttA2f ~eoMt

b{\wt w i»Oa@»ewip>z\wO” iw0 b~
Path to Interpreter [#f p| b”"ZAUK“$b{

Advanced Scripting; 6 x7G 5 mwt t0O'of pVib{t
hzA2f "ehAN¥cAt >—;"sMOuxzfwAN¥
CA>I{VpVib{+tU"Are"t xz UiR& iT’
Teenre”«wiZpbthqQyz JScripte Python£{

«é A 1S‘| 2x ExpectS‘| Perl;tA2f reoMt
b{hi>z NCMp TpA"¢re” i»Oa@»x Expecte;
pb{\\p! b"t Jqt i»Oee»> TuA”¢ zf

wig>f “oT’zfwt pG\rehu«ae OAsTaeb”

FAUK“tb{

Scripting Language ! “ht >Taeb” i»Oa&»ewip
>O—"1b{
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NY"cA t1 / 2«3&7
Scripting Language [2-5] H«ae OAt >O—"Fb{\\p! “ht xz Advanced
Scripting ! 03&87iU E"O¢cwqVtz New Command Scrip®© ”

“w Language-Ra& pAt O7retb{\wt w i»Oa»

ewip>z 0 b” PathtoInterpreter[#f p! b"ZAUK"

Fb{

«*AN¥cApxz Scripting Language X Perl ;tA2f ~e0
Mib{hi z\wf >;6"d"txz Perl i»Oa»>

iuA"ch"2AUK“tb]{

Path to Interpreter [2-5] Eb” Scripting Language [#2 ¢ «up! “ht >Taeb”
i»Oa»ewip>O—"1b{

« +»Windows ¥wOUuzAN¥cApxz Path to Interpreter X Perl
;tf ~eoMib{hi 'z NCM px Perl i»Oeae»x i
HA”cretdoe{\wf >;67d"txz Perl> TpuA”

¢ zipu>f b”"ZAUK*“1tDb{
Performance Tuning
OiAwaepAtmMo NYgraei-b”a OTAWWE,«D¢«pr«cae « i

xz P345w®xaSt™ > b{\wart*“z3pAUwiN¥"Uip>DPTpVib{
€° 0XirM{

Save>«a ¢ « 0zZ!E>- “oXirM{
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Workflow

Workflow O” pxziwar>TepVib{
- 8 «Neén ErOcth{
. OiAeES*| tF >f b"{
e Device Reservation Systemf b”{
e Telnet/SSHOE©3wWAIl p'y>f b”{

Workflow O " > " Ob"txzYCa"l"w Admin w < p Administrative Settings> = R ~ z
Workflow >«ee ¢ « tb{  Workflow O”" U% Vib{

Workflow O” " wRNY”¢A

NY"cA t1 / Z«3&i
Workflow
Enable Workflow liwOuzeYF > ["hop«tO 0oeYUA{ eFb{
Priority Values *Y>ZAqb"»pu«tf pV” ESwe> [Ttb{ANY¥
cActxziw«wUK*“$b{
* Low
* Medium
* High

w< ¢Urgente Normalsrf >aCb”txz fwexO—"0  Add
Value<< @»i>«ae ¢« th{«>_tTb"txz«>=aR 0
Delete Value@ » i>«a ¢ « £b{

« « NCM Schedulerx zZ\w<>€° fdae{\w«x,S$tze
Y>bYtzZAgqb"»p«>Q...b"hSwi®$s©a"pb{

Event Notification & Response Rules

Run Task liwOUutAN¥cA£z OTAF t'lop-"4"¢”eh
»H«xb,0eYre” Ots“tb{hqQyzf Uee3"t
§S h OIAUC\ hALz&~s0 fw»p«UAa """
chOUuzfw»p«x2%2teY retb{
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Device Reservation System

Device Reservation System jwMceTw!O34i>-R fb{

« Enabled Device Reservation System E"Oc¢t tb¢AN¥¢
A £{ Device Reservation Systetm Mo xz P.183w®Al pw'y ™
>€° 0 XiMM{

« Disableds Device Reservation SystemAY -"Oc¢t 1 b{

Default Duration Al pqAi -¢"O0>'yY6tpV"l >tioepO—
"tb{AN¥¢Ax 60 Upb{

Max Number of Columnsin Activity Calendarcw 8 aUw7G:>f “tb{ANY¥¢A«x

Activity Calendar 1,024 pb{ Activity CalendartmMoxz P.183w® Activity Calendar >
€° 0XirM{

Minimum Overlap for Half-  Activity Calendaripz> wi w'y> 30io.w¥,¢T” O

Hour "0 0b”"7-1 >toepf "tb{AN¥¢gAcx 5Up
b{

Telnet/SSH Proxy Reservation

Device Reservations for ~ NCM Telnet/SSHO é ©3xz Al pewz«-pS‘|Al pw

Telnet/SSH Proxy f t—pVib{\wOé®©3txzZ« p TTAé’c;06z
©"pAé"« co AT éai-;6zS"‘| T4 i TYTA
;OUK“tb{iwMceTw!O34i>-R fh{
« Ignores Telnet/'SSHO é©3>p 0Al ptz« -pb”qVxz
Al Wy>At tb¢cAN¥GAE( Device Reservation System
tmMoxz P183W®AI pw'y~ >E° 0XiIMM{

« Warne Telnet/SHHO é ©3>p 0 Al ut€ b qVtzeY
AehAl p'yU O sMOuxzar2t/ “tb{

ePrevents Y2«hAl p'yuU O sMOuxz a'2u Telnet/
SHH Oé©3%>p 0Al pte€ pVsM 'Ot tb{a"?
UA®=VV>EloM”"OuxzAl pewZ«-ub->A®
tb"TrOT> v'efb{

Warn thx PreventU-R”2eoM”Ol0z NCM xza”"2zAl
uthxAl p 2¢"0zeYreoM"TrOTzS |Ug¥%e»
pn« Oé E«A;w'yl srz UEt°eb”Al p'y>U
g Fb{

No Device Reservation eYAehAl u'yuU O sMqVt Ob"/ Y¢-"~

Warning Message >O—"1b{AN¥¢cAw/ Y¢- " xz WARNING: You do not
have an approved reservatifor this device at this timpb { AN ¥ ¢ Aw
I Y¢ "> _tb"1O2AT>—;pVib{
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User Interface

User Interface®” pxziwa~r>TepVib{

. é-71 -©amAVY>f b"{

e b,owO"t7Or"OCw U>f b"{

+ NCMYGCa’>8u»U fb"{

+  View/Edit ModulesO” wpé¢A>aCh"{

+  New/Edit TemplateD” " wé”¢>aCS‘|_tb"{

« Edit Command Scrip®©”" q Edit DiagnosticsO” " WA© uA @¢«puwz 1>8u»U

ib™{

» Device Selectonv O>8§pu»U Tb"{

. LAreh§u»U

NY”"cA> E"Oc¢th”{

User Interface®” "> " Ob"txzYCAa”"i"w Admin w < p Administrative Settings - R " z

User Interface> « @ ¢ « "1 b{

&« oXirNM{

User Interfaced” " U% Vib{*AU4f h'zZc Save» «

User Interface O” " wRNY”¢cA

NY"cA t1 1 Z«34&i

Security

Session Timeout t72«AYOs Web- -¢34ai>4fb"%p NCM U4 ;b
>po-’p0—‘¢b{AN¥gAx 1800 upb{!EU ®ts”

Check Device Permissions
for View Device
Configuration

Auto-complete user name
and password

Cross site scripting check

wxzlswé- T™MpK"\qty ™ oXi*"M{

liwOuza"2UAI puf > OpV'wxz&~sAl p
VVv>EloM"Outv' +tb{1E> ®tb"txz NCM >
61"b"ZAUK"tb{

'iwOuz NCM é=- 7 O”" pz O&c¢2wx"41;6U E”
Octs“thb{
'iwO0uz NCM xa’20—>-Y oz <script>z<object>z<img> z

<input>srze 0$s«ép + A p«aeOAYIi-wAE>tT™
tb{mt“z\w!03&i>—;b"qzu«aeOAT eOS$t

q™wK” Javascript "A>_tpVib{g™MwK” Javascript "
AU_mTIhOuxze&”U&" ethbh{
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Date/Time Display

Date Format

Menu Customization

Show Summary Reports

Show Custom Menu Link

Custom Menu Title

Custom Menu Page

Configuration Comparison

Lines of Context for Visual
Comparison

Lines of Context for Email
Comparison

Software Center

Slots

\Wf xz Web i»"NE£ pf.t " 0"«"0OCw U>M3
"tb{AN¥¢Aw Uxz MMM-dd-yy HH:mm:sspb {O Cql
WAEwq,>'Eb"\qzOCql >0+8Q"\qz 4 ;wa
¢ yyywyE>O—b"\qzS*|D> 2:w:<¢ MMELtIEDb”
\qUDOpPb{AEXG Eq—- EUA& ~e"\qty™ 0X
i*M{hqQyz HHx 241 M>""z hhx 121 M>"1b{

lTwOUCANY¥cAEZ Excel Uw SummaryéU”Aewaei«
U Oretb{ SummaryeU”Atxz3pAUw—-;Y "t b”
“2A"»q0O8A"»U Microsoft Excel Up t<oM1tb{

liwOuz About|Ozaiwita”2 [wWE2U O7etb{
Yo-i A 720@-"381Twx"0 O" " srz> w HTML O
wYGCA&” » Agqeei«>O—"1%b{

“Ob"E2>0—"tb{

Show Custom Menu Link—=R hOuxza”2uUYCa” » Ag
seae« hqVt Ob” HTML 0w URL>O—"%b{\
wO” ' xz w HTML 20 & -"3&ai°wO” p«<TtMitd

oe {

2mwf >z+xb’qVtelEwi<t ™ Ob"a&:>0—"1%
b{AN¥cAx 3pb{

2mwf >? Y'¢cwAOpuAq oztb’qVtalEwi<
t 7 Ob"e:>O0—"1tb{AN¥¢Ax 3pb{

View/Edit ModulesO " "t " Ore"pé s A¢§”A /| 0e”A I b
“a"g;w3R"3 HELAEACS | _t tb{ué¢As
ACh"txzE W@ ¢ «ptpé o A>O0—"z Add Slot << > «

@« Th{péeAs_th txz( Wi «pupués As
- Rz Delete Slot>«eae ¢ « 1 b{
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Templates

Template Roles

Scripts

Script Text Height

Script Text Width

Device Selector

Device Selector Maximum
Count

Device Selector Maximum
Devices Per Page

Device Selector Initial View

Enhanced Custom Fields

Enable Enhanced Custom
Fields

Miscellaneous

AiOe”Aw~rR U New/Edit Template® " " p-Rb”"é"¢>
ACS‘|_t tb{é”¢xzAl pUE A& «pLhbp
A>"b\qUpVib ¢ Bordere Coresrf {é”"¢>8Ch"txz

E w@¢«uté’cgr>0—"z AddRole <<>«e ¢« th{ &~
¢>_Thb"txz( w@¢i«upé”c>-R™z Delete Role> «
& ¢« Fb{

Edit Command Scrip) ” " q Edit DiagnosticsO” " WAO© pA @ ¢ «
pw T¢62£>0—"1tb{AN¥cAx 12pb{

Edit Command ScripQ ” " q Edit DiagnosticsO” " wWA©O uA @ ¢ «
uwx TCi£>0—"1tb{AN¥¢Ax 60 Epb{

Device Selectort é ”Ab” Al uyw7G:>0—"tb{AN¥¢
Ax 10,000p b {

Device Selectowa O" t " Ob"dew:>O0—"tb{AN¥c

Ax 100pb{\w:>ysbqz Device Selectow 0 Stélst ...
bOUUK“tb{

fwWMceTw!O3ai>-R $b{

« All Device Groupst AN ¥ cA£

« All Devices
liwOuz> wA”» oA tIANehEu» U Ny~ cA
> f pVib{§U»U A > NY"QA)—;b"qz> wA

I pzf zS*|a”2srt ;sA”»>A“po”"\qUp
Vib{AltmMoxz P.430 w ®Custom Data Setud ” " w N Y ”
cA7 >€° 0 XirM{

Task Page Refresh Interval Task List O > Neée¢3ab” >poepO—"tb{ANY¥

cAx 60pupb{



83
H2 -« gf WiR

NY"cA t1 / Z«3ai

Config Size Threshold for  f > Up Ob"0uwf £ fwW VMO —"%Db{
Displaying as Plain Text ~ AN¥¢Ax 1,000,0000 Apb{°aewf x+ fUGVbW"”
hSzaewjsCZsrw> srg>ae0qz+"iqO&ct2wee
1> Gt b \qty ™ o XiAM{f + JUARNY¥
¢cAc>O0QoM”Ouz fwf x <pre>»-q </pre>»->—;°
o Up O7retfb{

Mask Community Strings  'iwOuz U4CAY HAaei-xUp«retb

Disable hidden stack trace 'iwO Uz  Owu» ¢ « Ae"uUAY -"Oc¢ts“tb{

output NwOuz+”"l ®©d”UC\ hqVxz NCM xzx"1 é-iZ
psX HTML O" p<zu»¢ « Ae u>t " OwAopuAq®
0Z—"%b{
«*ifs Javap» ¢« Aée"uxzAN¥cApi Ow HTML g
0Z—ne"hSz+ U A ~cpptgjtb{t OUceOS$
s-©a®eAYwl Qts"q¥ +"Ouxz\w!O34ai>!
it oXirM{

NCM é- 7 O wgu»U ¢

NCM é-~ i O" >8u»U Y oz I Y¢-" " «'A{ w@Csr>"Ob”"\qUp

Vib{

CiscoLoginO” >8u»U fb txziw g>Tae tb{
1. $NCM_install_dirfresourceA Y & « Asepz customer_bannerhtmile ¢>% Vib{Ne ¢

U O 'sMOuUxz\wWE2wNe+ ¢>~"R tb¢«e resourceAYeé«A&>~"Rb”
SAK“tbE {

2. \wNe+ ¢c>AOpA aAY»¢ HTML O £p%Vz CiscolLogin®O” t " Ob”"A©u
A>O— thb{

3. Ne ¢>- "z NCM té- i"tb{AOpAU Login @ ¢ «pw<t O7etb{

“OpV é’A:tMvxK“tdee{hi'zZAOpAUO" ip&~t OreoM
"\q>-Yb"ZAUK“tb{itz+iOcweé~ i 6" >0 fb{
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Cisco Systems

CiscoWorks Network
Compliance Manager

serName ]
L —

This product is licensed t€isco

§u»UlE”



H2 -« gf WiR

85

Telnet/SSH

Telnet/SSHO " "pxziwf UDG6pb{

e Telnet/SSHé 27 =
o Telnet/SSHO é ©3

e Telnet«d ziA

+  Telnetx”l]

e SSH=x"I

e Al pwsi-g £ 0l
Telnet/SSHO ” "> " O b txzYCa”l"w Admin w < p Administrative Settingss - R * z
Telnet/SSH> «ae ¢, « " fb{  Telnet/SSHO " U % V b {
Al pgOéb”"b,ow»p«xz-¢3ai é2i-> E"Oc¢t ofepV”\qty
™ ogXi"M{\whSz»p«pa~*hAl pqwoOéwAlsé->0O b"\qUpV
tb{Al p{ wdJl>Al¢-b"qVz7swpAsOqg o-¢2ai é->€° 1Db{
S 3AaT é-txz»pu«piaeneh CLIZSNMPzS‘|b,ow8UO0OéA ¢cwrgwAl
U teoMib{
Telnet/SSH 0" wNY”¢A

NY"cA t1 / Z«3ai

Telnet/SSH Session Logging

Log Commands 'iwOuz Telnetthx SSH-¢3aiwlaent UiAU- »

*tb{ UiA>"Ob"txz Device Information® ” " pz View

Telnet/SSH Sessions« & ¢, «~z  View Commands Only « & ¢, « ~
b{\wO” w Convert to Scriptee i «>—;b"qz-¢3aiw
“UiA>pu«aeOAtbyeX “ "zMp—:b"\qUpVHt

b{
Log Responses 'iwOuz Telnetthx SSH.-¢3diwieseatifs-¢3ai
é-U- "etb{é-> Ob"txz Device InformationO ”

p z View Telnet/SSH Sessions« & ¢, « ~z  View Full Session> « & ¢,

« tb{ \wO” w Convertto Scriptei«>—;b"qz AL
iw UiA>p«ee OAtbyeX “ “zMp—:b”"\qUp
Vib{



86

Network Compliance Manager 4”2 ~ A 1.2

NY"cA

Telnet/SSH Proxy

Enable Telnet/SSH Server

Server Inactivity Timeout

Default Connection Method

Device Inactivity Timeout

SSH Login Timeout

Alert for Concurrent
Session

Telnet/SSHO é ©3x zAl pewZ«-uS*|AT pwf t

—pVib{\wOéo3txzZ« TiAé"¢;6z0"
Aé"« -¢3a70 €2i-;6zS"*| T4 i “YiA;6U
Ktb{!iwOucANY¥cAE zNCM x Telnet/SSH+"1q" o
“ApVib{

NCM Telnet/SSH+ " 1t€ ~eoM”2 AgY6Ww Telnet f h x
SSH ¢ 28i>~...b"tpw7Gi »O—"$b{ NCM t€
NeoM” Telnet/'SSH«& ZiAU\w8 t"hlotZz«AY
OpKIhOUz ¢3aix» Uz¢A +b{AN¥cAx 30
Upb{

3ja¢  + i'i>—:"sMpAl pt€ b"qvVwMUq

‘oz Telnetthx SSHwrj'T>-R tb{\w€ MUxz
Telnet/SSHO é ©3w connect” UTAp -method!O3aiu! ~
soMsMOUt—;*stb{\wMUxz Use Single Sign-orJ = R
NeoMsMOUthx EditDeviceO” w Supportsee pAt% a€
MUU teoMsMOUtxAiretb{

«sZa&YAt SecurlD>—;b” Ot NCM>f “hOuz NCM
0éoO3t€ b qVt3i-g £ ili;6x E"Og¢ts
“tdee{ SecurlDiu™A>6b;pVsMhSz SecurlD « & A
3R¢>—; 0<0O°SYAb"ZAUK“tb{

NCM UZ AcY6wAIl p ¢ 38i>~...b"fp% MhY6
t'oSXI >tioepO—"tb{AN¥¢cAx 30Upb{

NCM Oé©3p® -login i ¢ %>—; h SSHé- Tw» UZ
¢CAT >poepO—"tb{AN¥cAx 15upb{

fwMceTw!O34i>-R $b{

« Warn of Concurrent SessionsiwOU¢ANY¥cA£z NCM x z
wa”2UAl pewe€ >%ee hqVt/ >Ca ftb{\
w!O3ai>—;b"qzK”a”2Ujlo wa’2wlE®°
0>i{Vb"\gq>w-pVib{ | SA®tpV"wxz Admin
Vv>Emar2iZpb{\+xAN¥cApb{

« Prevent Concurrent Sessionsiw O 0 z NCM xzb,owa”2w
%ol-¢38T>wW-"1b{

«No Actions ! iwOuz NCM x%1-¢38i>A1 $b{
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NY"cA
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Concurrent Session
Handling for Distributed
System

Connect to Unknown
Devices

Max Device Connection
List

Device Single Sign-On

Use Single Sign-on

Sign-On To Limited Access
Mode When No Modify
Device Permission

Display Sign-on Banner

Use AAA Login for Single
Sign-on

Use CiscoWorks Network
Compliance Manager Login
When AAA Login Fails

iwMceTw!O24i>-R fb{
« Allow sessions to non-local devices

» Prevent sessions to non-local devices

E 20 &leAVYi,rg3uAUtmMoxz ° High Availability
Distributed System Configuration Guide on Oracle for Network Compliance
Managert>€° 0o Xi*M{

'iwWOUCANY¥GcAE zNCM xza”’2U g0AZwAl pt
€ pV' Ot th{

¢ cAg”AUgt,nMoAl ut€ b”Ouz°+b”Al
pUs6: mTlhgVt Ob"Al pw7G:>0—"1tb{
N¥¢cAx 20pb{7G:>OQ”Al pu&"«hOuxzeé
cA§"ATg>Mvb" Ot{S *tb{

iwOUCAN¥CAE  ZNCM xzx"$ta”2» 1sYA'oT
"zAl PTEVVWK”AT pté- irdib{

«sZa&YAt SecurlD>—;b” Ot NCM>f “hOuz NCM
0é©3tE€ b"qVt3iag + ili;6x E"Og¢ts
“tdee{ SecurlDipn™A>6b;pVsMhSz SecurlD« & A

3R¢>—; 0<0O°SYAb"ZAUK“tb{

'iwOuz NCM xza”2UAl plEVvs>EloMsXo«<z
MvAehz«-p b"A¢hqQyz I10StOb” Execb”AEft
x"$té- irdEb{

'TWOUCANY¥GAE  zZNCM xAl pewé- iltzs i
i 1E"U OAtb]
'iwOuz NCM x AAA é- i@Cs>—; ftb{\w!O34ai

x zNew/Edit UserO ”"w Use AAA Login for Proxy Interface « 3 &
>E€° Db

'iwOUeANY¥cAE zAAA a"2Eqiué”AwW@CUA®s
gVxz NCM é- 1@CU—;"etb{
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Telnet Client

Telnet Client fwMceTw|O2%*&di>-R $Db{

» Use NCM's integrated telnet cliechdA N ¥ ¢ A £
« Use standard browser telnet:// URL to NCM'’s Telnet proxy

« Use standard browser telnet:// URL directly to the indicated device

Telnet Server (changing these setting restarts the Telnet/SHH server)
Enable Telnet lTwWOUCAN¥GcAE zNCM x Telnetx”1q 0"~ 1tb{

Telnet Server Port NCM U«8 ZiA€ >1ZCZ"U"A>O—"$b{

Windows
wAN¥cAx 23pb{ Unix wWAN¥cAx 8023pb{

Max Telnet Connections  NCM U % it!ZCZ”

Telnet«8 Z2i1A€ w7G:>0—"1%
b{AN¥cAx 50pb{

SSH Server (changing these setting restarts the Telnet/SHH server)

Enable SSH 'iwOUCANY¥GcAE zNCM x SSHx"Iq 0" 1b{

SHH Server Port NCM U«& 77A€ »1ZCZ"U"A>O—"1tb{AN¥¢

Ax 22 pb{

Max SSH Connections NCM U% It!ZGCZ” SSH«& 2iA€ w7G:>0—"1¢
b{AN¥cAx 50pb{

SSH Fallback Option

SSH Fallback Order Al uewe€ 1t%eaeb” SSHI1" &iwqg,>} b”}0
35ig oziwMceT>-R tb{
*SSHv2thenvEANY¥CAE
e SSH vl then v2

Saver«a ¢« 0z!E>- ToXirM{
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Reporting
Reporting®” pxz Network Statuse U”A>Eét ao§pu»U TpVib{eU"A §A°
@txziw 6mUK“tb{

* Policy Rule Violations

e Software Compliance Violations

e Startup vs. Running Config Mismatch

» Device Access Failure

e Configuration Change

e Email Report

eU”A 8A°a]qtzx Al p¢S‘|Al A¢"OEWpHA"» P7-"»> f
pVib{f b"Mxzep« edcwiuzZzqidyY"»wE ud>—; 0z 7104
Zipt§S hAl pwi”-TA” "W VM "S t! “tb{hqQyzZ&®E,

Aé"« Z?«-pqaeb”A INYuU>M3b"¥,¢"» -¢”0Otxz ‘“6Mup z>A“p

0z LAN Al pxAN¥cA«wittb”\qUpVib{

EcAe"«°wo OTAWOGS»>7<'XSéb” Otf b”qzdJl>> “«bXs
“zf "ehb,owUa®*" tjE hY6tEsA&"«>iEb"\qUpVib{

thz ReportingO” txza”2 [w? Y"¢eE»pu«>p o0d"re"? Y'¢ e
U"Aw US‘|°0t b"!O3%ai+zeU"Aw- Ot>! b"!O3aTUK*"t

b{~r'tz Diagrammingi &Y " »>f b"\q«pVib{ DiagrammingtmMoxz P.471w
®Diagramming®” " wNY”"¢cA™  >€° oXir"M{

¢«f 8§8S hAl pwpuA'»ptep« eOcEt'lozAl p ~¢"OwpA »puU
>t“tb{hqQyz 1 mw8SAT pwee p« @OcU+itf "ehOuz-¢"0O°w 1
mwAl pU8S z8§SAIl pw:U VM<cta hqVxzAIl p ~¢"OwpA”»
LU+its“tb{

Reporting O ” "> " Ob"txzYCa”"l"w Admin w < p Administrative Settings> = R " z

Reporting> « & ¢, « “ 1 b { ReportingO®”” U % V tb{
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Reporting O” " wWNY”¢A

NY"cA t1 / Z«3ai

Policy Rule Violations

Device Status Color Al p =-¢"0°w 1mwAl pUf Uees"F t§S'h
Out Ob"i>»=R fb{ 103%aitxz IwcwUK*“tb{
*Red¢ AN¥CAE
* Yellow
» Green

Category Status Color iwAl u HA”»puwito b”z f Ues3”"t§S hAl

HW VM7 1A” >0 —"1b{
*Yellows AN¥cAx 1% pb{
*Rede AN¥¢cAXx 2% phb{
Software Compliance Violations
Device Status Color Al p -¢”’0°w 1mwAl pwNA¢E£zZU 04 2
int§S hOut Ob”i>-R tb{!O3%aitxziw
<WwUK*"“tb({
*Red¢ AN¥CAE
* Yellow

e Green

iweepAT 27104 2ip ¢0c8S>-R 1hb{
* Security Risk
* Pre-production
* Obsolete
* Bronze
* Silver
» Gold
* Platinum
Category Status Color 1flA¢fZ _'l'Oég 2'|'pt§$‘hAi HW VM.
TA" >O0—"ftb{|O03&TtxzIw«wUK"“$b{
eYellows AN¥cAx 1% pb{
*Red* AN¥cAx 2%phb{
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Startup vs. Running Config Mismatch

Device Status Color

Category Status Color

Device Access Failure

Device Status Color

Category Status Color

Configuration Change

Device Status Color

Category Status Color

Al p =¢”’0°w 1 mwAl pwu»"Az¢0 TiNY24
@¢"3a7UTae iNY24aer3aiqg°s oMsMOuUt™
Ob”i>-R tb{!03%&itxziw«wUK*“tb{

* Red

*Yellow¢ AN¥GAE

* Green

u»"Azs0 TiNYe2aer3aiqie iNY24ae"33
iUe oMsMAT pw VM<i”"-iA"" >0 —"1b{
103&aitxziwcwUK“tb{

eYellows AN¥cAx 1% pb{

*Rede AN¥¢cAXx 2% phb{

Al p =¢”0°w 1mwAl pUAT p Z«-uEe>C

"hOut Ob”i>-R tb{lO3&itxziwcwUK*"
1b{

* Red

*Yellow¢ AN¥GAE

* Green

2«-p'E-UC\"hA\I HW VM- iA" >0 —"
tb{lO3aitxziw«wUK“tb{

eYellows AN¥cAx 1% pb{

*Rede AN¥¢cAXx 2% phb{

Al p =¢”0°w 1 mwAl uwf UIE~rhOut 0

b”i>-R ib{l0%&itxziw«wUK*“fb{

* Red

*Yellow¢ AN¥GAE

* Green

f UIEA<hAT pw VMi"-TA"">0—"1b{]
O3aitxzlw«cwUK*“thb{

*Yellows AN¥cAx 1% pb{

*Rede AN¥¢cAXx 2% phb{
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NY"cA t1 / Z«3ai
Email Report
Email Report Format UgAL>? Y’g¢ eU"Ag oudbb”qVt—;b”?
Y’¢ U>aR tb{ Network Statuseé U” Atx & ;"ssM\

qty™ oXir*M{!O3&aitxziwcwUK"“tb{
*HTML mail tAN¥cAE£E

* CSV file attachment

* Plain text

* HTML mail (without links)

Include Task Results in liwOuz Comma Separated Valo€SV; §iUa~"<£EN« ¢

Email Reports Uw» p«UgwWAL> %ifs»u«wAlUz ? Y"g eu”
At S’e1b{ Network Statuse U” Atx & ;" ssM\qty
™o XiAM{

Email Links ? Y'¢ eU"At S~ HTML sei«wzAeéep Us>-R £

b{!0zaitxziw«wUK“tb{
» Hostname (if resolvable)

* IP Address
« Canonical Name (FQDN, if resolvableA N ¥ ¢ A £
* User Defined? Y”¢ ®i«p—;b7a”2 [wx"l zA
e O—"1b{
SingleView
Device Change Eventsto  4{b”Al pu!'E OiA>-R tb{\wf xz SingleView
Track O" t7Ob”AN¥cAw OiA o A>T Eb{ P.422 w
®SingleView 0" wNY"¢cA™ >€° oXi*M{ OiAtxz
fwcwUK“tb{

« Device Configuration Change
* Device Booted

« Device Diagnostic Changed

« Device Password Change

* Module Added

* Module Changed

* Module Removed

« Software Change

* User Message
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NY"cA t1 / Z«3ai

Diagnostics to Track a{b” ..>=aRfb{\wf xz SingleView O " " p Device
Diagnostic Changed O i A » O>-R hOutzrw Device
Diagnostic Changed O i A> " Ob”"T>! “tb{ P.422 w
®SingleView O” " wNY"¢cA™ >€° oXi*M{AN¥cAw

Diagramming

Maximum Nodes

Label Font Size

Maximum Layout Duration

.» OtxziwcwUK*“fb{
» Hardware Information
« Memory Troubleshooting
* CWNCM Detect Device Boot
* CWNCM Device File System
« CWNCM Flash Storage Space
* CWNCM Interfaces
* CWNCM Module Status
« CWNCM OSPF Neighbors
« CWNCM Routing Table

«* ..WAItmMoxz P.188w®View YC 4" !03%ai~ >€
°© o XiAM{

Y, 7-80t Ob"E"Aw7G:>O0—"tb{AN¥¢cAx

250 E"Apb{¥% Z2-&4U>\Rb"q® Out of Memory © 4" U
C\b"Ouxz\w«>—=~AX"tb{% z-840t :wE”A

> S"qz Y" wx JUGVXs“tb{ Y" xztyV
UpYba@&°t\R" 0T’z JPEG UpZ—"efb{¥ 2
a0t XwgE"A> S"Ouxz\wo>ye tb{hi

“zYPa®ULE b"D6QUK”\qty ™ oXirM{

Yy 7-4U0°wa&OcwN¥iA UiA + 90— "1b{A
N¥cAx 8pb{\wo>§+bqzE"Awx Tt Eb"a0

cwt JUGVXs"h8za0cU;" “sbXs"OUUK*

fb{

& 7¢A 2c°@TU>Te@eb’7G8 >O—"1b{ AN¥cA
X 30 upb{\w7G8 U&ab”qzé z¢A 7zc°aeTUx
“tb{\wMvta hOup<«zY-s% 2-4UU\R"

"\gqty™ oXi*M{hi zfw¥ z-8U0Uxzeé Z¢
AUGt7&="+0MsMOUUK“$b{
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Diagram Compactness

Quality-Time Ratio

Preferred Edge Length

Preferred Minimal Node
Distance

fw

Use Excel CSV Format

Save report to file location

E"A wpd p> 0 ™100wc“pO—"tb{ AN¥¢Ax 90
pb{\wcxz¥% 7z-80>"Ob"MwpBS>MS tbh{¥%
7-80wpuBS>yXb"qzE"AU|" “ebXs“th{

Yo 2-8a0wWpBS>0Xb"qz—;pO"p"U_nnretfb

Uz% 2-80U;" “tXXs"OUUK“tb{thzuBS

WOMY 2-aU0xziel U —OXs"OUUK "\qty™
“oXiAM{\exz& ZCAtTT"I UOXs” 2UK”

hSpb{

Eb"e 2¢Az> 0 ™M100wc“pO—"tb{AN¥c¢Ax
100 pb{<>GVXb"qz “ETwqeh¥ 2-40U\RA
etb{hi‘zé 2¢AtTT"] UOXs“z CPU+ «cw
—-;"UyQib{

Eb"%wOrwe> 0 ™100wc“pO—"+b{AN¥cAx
100pb{ °"tz %>OXb”qz ¥ 2-&aU°wE"A wud”
pUyQtb{hiz\wf xzé z¢A Zzc°aeTUUZAL
aol{V' tb{«>GVXb"qz¥% 2-4UwpBSUVyX
s“tbUzYbPaw«.."UyQib{thz:xGVXb"qz%
UE"R+80cqOs“tXXs"hSzv 2-80U;" “»
bXs“th{

Eb"7yE"A'mw> 0 ™100wc“pO—"tb{AN¥¢
Ax 50 pb{\w<xz€ "eoMsMYB6pwWE"A w'm>
M$ tb{ <-~Xb"qz Ya 2-AU0UwWuBSUBXs“Tb{

liwOUutAN¥cA£zUgAL>§iUA~"“<¢C CSVEN .
cto«pU”Ab"qVxz Microsoft Excel CSV U U —; "« t

b{

b,oweU”A N« cw- Eqs” NCM £”1iwOtew
ip>O—"tb{ 4a”2U Email Report» p«> [b"qVt ®Save
this report to file ' O34i>-R hOuxzb,owNe+ ¢cU\
wOttx"$t- "etb{AN¥cAwOtx C\< JTuA”

¢ AYeé«Aa >laddins pb{
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User Authentication

User Authenticatior —;b”qza”2wYA> 1TttBe=pV"hSz6:wA"»0" >
- b"7AUsXs“tb{iwa’2YA!O3%&i>—:pVib{

e Active Directory

e SecurlD
« TACACS+
« RADIUS

e Server Automation System
ZeYAte “zit"pb"Ouxz NCM Ué"8¢ a2 «eAisRBcewN¥"clg
«<>Yaeb’\qty ™ o Xi*"M{

e Z®YAr IpU%Ci'oM"zthxz« pES6pK OU

e Za@YAMUs>—;"0Yxté- ifesTlhu»AY « a2z 78¢iAwolu

« E~"w Admina’z 28¢iAwlOu
t hz User Authentication —;b”qz NCM °pE"~ "wa”"2t0 oiw-©4aaAY Uea
3">f b"\g«pVib{

. ipe"Aw7-0> [b"{

e [ue”"AwovQF > [b7{

e é- iY%eaeUt ws:E “oae "hOutza"2>é¢«z¢Ab”{

User AuthenticationO” > Ob”txzYCa”i”w Admin w < p Administrative Settings = R
* z User Authenticatior « & ¢, «“ b {  User Authenticationd” U% Vib{AltmMoxz P.97
w ®User Authenticationd” " wNY”"¢A™  >€° 0oXir*M{

Active Directory Y A

E &p Microsoft Active Directory>—; oM”"Ouxz-¢"Oqa”2wtM> NCM t iU
ApVib{ NCM x Active Directory A”» O " uqwz«AYOs!6>iE 220 -"34i
eWé- i>Db"a"2q+D SMAa"2t b"@C>7ywY6t-jib{

Zaea"2YAU E"OcwqVtzEsAé"«wdJt'lo Active Directory + "1 U x a &
6tslhOup«z NCM ewé- TUDOpb{ NCM U! w Active Directory+"1t€ p
VsMOUzZ2t NCMté- i*h\qwK”a"2xz NCM 4”2 fué”As>—:o
NCM té- ib"\qUpVib{ NCM ipé"Awf x  MyProfle " paeMib{Alt
mMoxz P.219w®My Profile O” " wNY”"¢cA™ >yE°ToXirM{

Active Directory 4”2t NCM 3uAU g g% aad”2EUA“po’+oMsM\qg>-Y"
oXi"M{AN¥¢cAw3pAU g wa"2Ex® adminpb{hi z!ExD6pb{A
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N¥cAw g q w Active Directorya”2qw pE2U<0 oM”qzAN¥cAw g
UNCM té- TpVsXs”"\qUK“fb{

NCM p~AR”Aeha”2U Active Directoryp _t~ehQOup<zfwa”2xxiw NCM i p
& A¢ Active Directoryipé”ApxsM£>—; o0z NCM t6Sé- ib"\qUpVib{
Active DirectorytOb”Zs&e YAwf tmMoxz P.100 w ®Active DirectoryZee YAwf ~ >€
S o XiAM{

SecurlD YA

RSA SecurlD®1 e 4"341xzE&>-¢b"hStzeD"eha”"2iZtE¢; A8« &
L HewZ«-pVUGC)Ae"\q>-ApV" Otf-reoMtb{° tz SecurlD x 2
mwYAp© "UpiR"ezA"«iqztine”A IPIN>ZAq tb{A"«ixz 60 u]
qt!E~retb{AltmMoxz P492w®SecurlDINACEZ A"«iwdC~ >€° 0X
iAM{

TACACS+ YA

CiscolOS1NACEZpxzqOz TACACS+> % 6:wl” aiw Terminal Access Controller
Access Control SystefiTACACSE-© 4@ AY OéA ¢cUxzU”AreoMib({ TACACS+ x zA
Is28§¢71AYi-@C>—;"0zYAS‘|+DOé -p>JEt gM3b"\qUpVt

b{

TACACS+ £"1¢ & x x CiscoSecure ACS>—:;"0a"2>YAb qziwb:U " e%Db{
« NCM Aa"2UG1b"2AwWK"a"2ES‘|ip&"AU 1EIiZpA%{
« NCMa"2w g>Ba=pV"{
« TACACS+ ipué"AMv> ot&:pV"{

TACACS+ +”1>—;"0z4&a”"2> NCM t0 oYAb"qziw\qUDo6ts“$h{
+ TACACS+ +”"1>—; 04”2 é- i>YAb"¢tmit“za”2U ®sa"2Eq
ineg”Aw0z>0—"h\g>-Yb"£ 0t NCM > f b"{
+ Telnet/SSHO € ©3w TACACS+ YA>xU”Ab”{
+ NCMpx a"2tN¥"¢l¢ « ine”A>A“po”{
« TACACS+a”"2>Y "z TACACS+ +"1UZ2« -pE6wOUtvlioa”2wN¥"¢
l¢« Tpe”"AUu—;2e"*0Otbh”¢hi >z Admin a”72727Zwa”’2UA®s
TACACS+ ipe"A>0—"hOu>tXE {
« NE"¢!"I";woé:w TACACS+ +"I>f b"{
¢ «£ TACACS+ xzeDeVvVtx—;"efde{mit“z TACACS+>p-0a”2>YAb”2
tza’2» NCMt "p&C - z&~sVv>A“pooSXZAUK“tb{ NCM pa”2u

TACACS+ a”2q oY ~«hOuz\w! >_tb"\gxpVidae{
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RADIUS YA
RADIUSCa&bP"AYAY, acg i +"TuE>—;b"qziw\quUDots“tb{
e E¢A8"« Z«-p £"l> RADIUS «& Z21Aq 0" ~nrd”{ RADIUS «& Zi
Axz! ~eh RADIUS =" 1t@C>1"h™z&"eh tt0 0" $b{
« RADIUS +"1p€ A{>!16°za"2>YA 0zY M€ tZAs«& ZiAf
FC>b,0&b{
+ RADIUS +"1>z w RADIUS +"1thx wYAz"it0b"0é©?3 «8 ZiA
q‘o“/\/\d"{
¢ «£ RADIUS xzeDeVvix—;"efdae{mi“z RADIUS >p 0a”2>YAb"2tz
a”2> NCMt "padC z&~sVV>A“po0oSXZAUK*"“th{ NCM pa”2Uu

RADIUS 472g oY ~+hOuz\w! >_tb"\qxpVidee]

TACAC+ thx RADIUS YA> E"Oc¢tb”txziw g>Tae fb{

1. YCa’i”w  Admin w<pz Administrative Settings =R~z  Configuration Mgmt> « &e ¢, «
"+ b{ Configuration MgmtO " U % V fb{

2. User Authentication» O > «ae ¢ « 1 b{ User Authenticationd” U % Vib{*AU4f"
h’'zZc Saver«aei« 0Xir"M{

User Authentication O” wNY”¢A

NY"cA t1 / Z«3&i

User Password Security

Minimum User Password  [pué”At S” E:w7-O0—"tb{\w E:t-hs

Length Mipe”AxA®q_sretb]{

User Password Must liwOuza”"2xG Eq— EWTMWOE> % ipé”As
Contain Upper and Lower —-Rb"ZAUK*“$b{

Case

Additional User Password  {wMceTw!O3&i>-R tb{

Restricti . _ ~ .
estriction  No additional restriction6 AN¥ ¢ A£
* Must contain at least one non-alphabetic digit or special character
« Must contain both at least one digit and at least one special character
Maximum Consecutive a"2YAtE “o@ pV's:w7GoH0O—"tb{\ws:
Login Failures >0Q"qza"2xAY -"O¢ts“tb{«U 0¢, é£wOuz

\W-YXxp©,Onethe « \wf U&;"e"wxzE"
"Wa2YAiZpzZaeYAMUtx&;Netdoe £ {
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External Authentication Type
External Authentication —b"ZaeYAw» O>-R tb{lO3&itxziwcwU
Type K“tb{

« None (Local Auth)

 Server Automation System

* TACACS+

* RADIUS

* SecurlD

« Active Directory

TACACS+ $hx RADIUS >-R hOuxz<w: «3&ipAl>

f pVib{ Active Directory>~R hOuxz Active Directory Setup
Ei«r«ei« thb{AltmMoxz P.100 w ®Active Directory
ZeYAwf ~ >€° oXirM{ SecurlDtxz&CwZa YA
103aixK*“tdee{

TACACS+ / RADIUS Authentication

Primary TACACS+ or O0& Uese TACACS+thx RADIUS +"iwxpAEThx P zA
RADIUS Server epw>O0—"1b{

Secondary TACACS+or  .§i%a TACACS+1thx RADIUS +”TwxpAEfhx P zA
RADIUS Server ew>O0—"tb{\wNY"¢cAx!O3aiphb{

TACACS+ or RADIUS TACACS+ $hx RADIUS +”itf ~soM” NCM x pAw ?
Secret epu>O—"tb{ TACACS+ thx RADIUS ? +puxz TACACS+

thx RADIUS «& Z2iA ¢NCMEU TACACS+ $thx RADIUS =~
lqweo>%e=b"qVt—;b"d¢ipe”AEpb{z”i
ped>Tg=b"txz«d ZTAq£"l pZ spU°eh

"7AUK“$b{
TACACS+ or RADIUS NCM g TACACS+ fhx RADIUS +7] webd>%o=b"qVt
Authentication Method —:b"YAMUQ oziwMceT>-aR tb{

* PAD (Password Authentication Protocol)
« CHAP (Challenge Handshake Authentication Protocol)
« MSCHAP (Microsoft Challenge Handshake Authentication Protocol)

Server Automation System Authentication
Twist Server Twist +"Twx uAE + hx IPzAeu>O—"1tb{

Twist Port Number Twist +"1t€ b” Twist U"Aja¢ e xx 1032£>0 —"tb{
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NY"cA t1 / Z«3ai

Twist Username € A"x"l>Ugb”"qVt—;b” Twist 472E>O0 — " ¢
b{

Twist Password € A"x"1>Ugb"qVt—;b” Twist fpe”"A>0—"1%
b{

OCC Server € A"+’lqeaei«hb” OCC+"IwxpAE>O—"FDb{\
Wanrt' “z NCM ServerO” T’ OCCServerO” t BiOp
V" Ots“tb{ AltmMoxz P.198w®ServersO” wNY”

Default User Group

¢cAT s€° o XirM{

YAar2>4Chb a"? -¢"OwE2Aés0wmcei Y
CA"T'-R tb{
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Active Directory ZeseYAwf
Active DirectoryZae YA> E”Oc¢tb”txziw g>fe tb{
1. YCa"l"w  Admin w<pz Administrative Settings ~R "z User Authenticatior « & ¢, «
“tb{ Administrative Settings - User Authenticatiah” " U %o V 1 b {
External Authentication Typ&l Y ¢cAtpu«é g Y¢i tb{
External Authentication Typ&8 Y”"¢Apz Active Directory> - Rz Save>«e ¢ « Tb{

Active Directory Setuppe i«>«a ¢ « fh{ Active Directory Setup Wizard) %oV 3 b {Z2
t Active DirectoryYA>f “oMeyziw@CU O"etb{

»  Active Directory Y AwWpA”» p
« Active Directory YA£"1  xuA
e U"Ajg
e £ a"2wE?
« € avzwipe”A
« Ug0Orp
. -©4z€ >—; oM”"TrOT
fw tHlozf Oé-p>tae 1b{

pHALO  Z«3aEd

1 Welcome to the Active Directory Setup Wiza@l” "pz Next>«a¢ « ftb{iw@C>
O—"zNext>«ae« f£b{
« Server Name Active Directory + " Twx uAE¢m$“z AD/ AY i TiAé aw
xpuAEthx IPZAepueE>O—"1b{
* Porte LDAP A{wU”Ajg>O—"1tb{ Windows 2000 ADAY i "iAé”ax

b,oz LDAP A{>U”A 389p!db \qty™ oXi*M{o°wAY if
pxzU"A  3891thxU”A 636¢SSL>—;b"OuE>—; tbh{hi zU
c%AY i AD ¥pxzU”A 3268thxU”A 3269¢SSL>—;b"OU£>—
‘b"7AUK“1b{
« Connection Type Regular Connection AN¥¢A£+hx  Secure Connection (SSk)- R

"th{AYeé«Ae +"1t€ b"qVxzzc Secure Connection—~ R "0 Xi
AMC «s\w!O3di> E"Oc¢tb”OuzAYeé«Aa +"13hxAY
i TTAéra +"TwAI{UY A" CAt'lozE~reoMsMqVxz NCM
U A oM”"2"1tAT{> "p TU"Ab"2AUK®“tbE({ Active

Directory w SSL f wAltmMoxz P.101w® Active Directoryw SSL f =~ »>€°°
o Xir"M{
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pHALO  Z«3aEd
2 iwgC>O0—"z Next>«a¢« b{
« Connection User Namé& a"2wE2>0—"1b{ AD £”1t0°04"2@C>
«oge”"b"txzAY i a"2 78¢iA¢ DNE>—; 0 NCM > AD +"Iit
I TAb"2AUK"\qty ™ 0oXirM{ DN x z Windows 2000 LDAP U % h
x Windows 2000 User Principal Nad&PN; 4”72 O ei3i¢cE£ Uwrj'Tpb{
Windows 2000 UPN Uxz Active Directory Ase”p DN >°™tY b” (s GO
pb{ UPNtxza"?2 78CiTAqfet0 b”AY TWtMU Fe1b{
Windows 2000 UPN DNw «tx z  jsmith@cisco.conlJ K*“ b {
« Connection User Passwor€ a”2wipé”A>O— "1b{
» Search BaseUgO"p>0—"1tb{UgO "uxz LDAP Ug>e 000w LDAP
AYeé«Amow%:pb{pV"izzUgO "uxz AD N¥epuAT.wg”A
AY itf “oXi*M{\w‘Otf b"qz NCM U Windows 2000 ADK ¥ &
HAY .>«oa@”pV”'Ots“tb{Ugd "pu>> w ouelbctf b~
gz«oeae"0Axzfw> w OUw !O £«Atvy "etb{%7tzUg
O p>> wAY i e0ctf b'qz«oae"0Axzfw> WAY iw
'O £«Atv "etb{\whSzUgO "uxpV”iZZ;tbh"2AUK
“tb{
3 NCM tZ«-upV”-©aaeAY -¢"0>) “1Db{ Find !03&i>—; 0
Active Directory°wa”2 -¢"0O>Ug’z Next>«ae ¢ « tb{
4 ZaeYAwf >-Y tb{-Yb"txza"2Eqipe"A>0—"z Test Login
O»ircae¢« tbh{Zcz Save@»ir«aeé« of BCr»- "0oXi*"M{
g8 "UsZeyziwY¢ " U ONez External Authentication Setup Summagy”
“UEyAretb{

Successfully updated External Authentication settings.

Active Directory w SSL f

Active Directoryw SSL>f b”txziw g>Tae tb{

1.

I e

Windows 2000t h x Windows 2003 Servetai»”0&a fAIl; > TpA”¢ tb{
N¥epAowAy i TiAé”8Ub,ox"$tJaNez&~sAI{U ipA”
¢hetb{

Group Policy Editor —; " 0 Default Domain Controller Policy %o V 1 b {
Computer Configurationv < p z Windows Settings « & ¢, « ~ $ b {
Security Settings « & ¢ « ~z  Public Key Policies> «ae ¢, « “ T b {
Automatic Certificate Request Settings & ¢, « ~ 1 b {

¢Y2"A>—;"0AY i TTAé7&4;wUa3">4C fb{

AltmMoxz Microsoft +tU”AU[@CWGA Q247078>€° 0Xi*M{
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Al{> TU"Ab"txziw g>Tae tb{

1.

© N o 0o b~ ®

Certificate Authority g " i1”¢¢ & x x Active Directory =" TTtK”£>1" £ b/{l
“brtxz Start a Programsa Administrative Toolsa Certification Authorityw qt«ee ¢ «°

th{
Certificate Authority Locaw <pz—;b”AY i TiAé”awAl{>Ceaeb”YAA>

Ug th{

fWYAA>E«ae ¢« z Properties> - R~ 1 b {

General» O pz View Certificate> « @ ¢ « T b{

Details» O>- Rz Copytofile>-R fb{

¢Y2"A>—; 0zAI]> Base64 Encodedlls ¢cto«pU”A tb{

\wR+ ¢> NCM "It ®" $b{

Windows ~U 1 A ~Qé'|'QAsz'WOtt " ib{

< TuA”"¢ AY e «Aeae > Root\jre\bin

keytool -import -file PATH_TO_THE_CERT_FILfalias ADSCert -keystore ..\lib\security\cacerd —
by

PATH_TO_THE_CERT FILEwee ixzpA¢O 7p~ R hNe ¢cw 0ipt"VvéQo
XirM{
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Server Monitoring
Server Monitoring>—;b”qz  NCM £”1.wY >-YpVib{e&d”UUZ*r«hOuxz

s&"AeEq OTA  é3i-UAae "Aetb{z"] bC»xb,0z NCMtK'Ta$
% NeoMtb

PC»Urd">16 hOuxz NCM Monitor Error OiTAUA@ "~eza 8 eEU3uA
Ugtudretb{fwPC»>™p-aY hqVt¥%V Vod”’Y6tKlocz

Error OTAwuox a”esM\qty™ oXi*M{PC»Urd"VY6ts“zALQ"

o OTAUAa@ " ""ehqVxzY6U okay t!E~ehOl0tv“z
ud”etb({

Monitor

Monitor Okay OiAU

¢«£ 3pAU>61""hOuz%V Ved"Y6tslhqVxzy M

UAze "netb{Al pUZ« - pnE6wOuUxzfwATU g t? Y cpuod~e
tb{

Monitor Error O 1A

Server Monitoring® " " pxz+ "1 PC»>f pVib{thzb,othx> wx"l bC
»> E"Oc¢tbh”!034i>—;pVib{7ywbPC» " "wWALXzZ Monitor € = N« ¢
t"onNefb{thz\wALX System Statu) " " p " OpViEb{ System Statugd ”“tm M
oxz P.103w ®Server Monitoringd” " wN Y "¢cA™ >€° 0 XirM{

¢«f PCr»a@i-~ »pu«wf >IEb”"Vv>EloM”wxz g iZpb{b,owa"?2
xzbC»eaei-AL> OpVib{

Server Monitoring®” > Ob"txzYCa”i"w Admin w < p Administrative Settings - R

*z Server Monitoring> «a ¢, « T hb{ Server Monitoring® "~ U %o V £ b {

Server Monitoring O” " wWNY”¢A

NY"cA t1 / 2«3&7

Server Monitoring

Enable Server Monitoring liwWOUCAN¥GAE?Z Server Monitoringl E”Og¢ts*“t

b{ NCM 8 4"UC\ " hOUuxz? Y"GeEU\RA+$b{
7ywALxz Monitor é= Ne ¢t 0retb{thz\wA
Lx System Statu®” p OpVib{

Delay on Startup Before Server Monitoring> | "~ 0T % *b”tpw— [ >liloep
Starting Monitoring O— " 1tb{AN¥cAx 2i0pb{

Delay Between Monitoring b C»ai-""w >ioepO—"fb{AN¥cAx 360 i
Runs pb{
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NY"cA

t1 /1 2«3&7

Enable the ConfigMonitor

Enable the
DatabaseDataMonitor

Enable the DatabaseMonitor

Enable the DiskMonitor

Enable the HTTPMonitor

Enable the LDAPMonitor

Enable the LicenseMonitor

Enable the MemoryMonitor

Enable the RMIMonitor

Enable the
RunExternalTaskMonitor

'iwOuz ConfigbPC»U E"Octs“tb{\wbC»xz
TiHA"creoM” aex Ne coefw wf Ne cUY
xpK”"\g>-Y tb{\wPC»pxz7st ipA"¢”

eh rex Ne cwleg«zg OUARMezY xt THA A
ch7yw rexNe cwlg«ZegOU-ENetb{

'iwOuz Database Dat® C»U E"Oc¢ts“tb{\wbC

»xz OAs3uAU TiU’EiAUDb,0A"»0"u°t O
b’\gq>-Y tb{hqQyz admina”2U Ob”\qz%
gdU 1 miZ Ob”"\qzS"‘|°l -fhx-yY6tsl

oM” iOiAe HAE:,O3%a¢A »p«U 1m Ob"\gs
r>aY tb{\wbPC»pxz¥%odgq g wW? Y"¢ ZA
epwleg«ze O ¢A"»0p +"1U%¢i hOut—;»
"EUARNMeED{

'iwOuz Databaseb C»U E"Oc¢ts“fb{ \WbC»xz
A’»0"uw€ QtmMo-Y tb{hqQyzA®s«eA

IBR¢U O'sMTrOTzthx€ Ua tsloMsMT
rOTsr>=Y $b{

'iwOuz Disk PC»U E"Oc¢ts“tb{ \wbCx»xz AY
He pO"uwAE Y tmMo-Y fb{

'iwOuz HTTPPGC»U E"O¢ts“tb{\wbPC»xz
NCMWeb +”TUY xt "~ oM”"\q>=Y tb{

'iwOuz LDAP PC»U E”Oc¢ts“tb{\wPC»xz
Active Directory +”1U—;D6pK”"\g>-Y tb{

'iwOuz LicenseMonitorU E"Oc¢ts“tb{\wbPC»xz
—-;D6sé& -ipU gOAATl puwi”-1A” " ><
sIoM”TrOTqMO\qezit-fb"& -ipw ®8

vU! wO:H»~IhTrOTgMO\g>-~Y tb{Altm

Mo xz <w®Monitor Configuration- «3871>€° 0 Xi*"M({

liwOuz Memory PC»U E"Octs“tb{\wbPC»xz
YPpawA Y tmMo-Y fb{

'iwOuz RMI PC»U E"Octs“tb{\wbC»xz
NCMEJBew RMI Z«-pU A 0oM”"\q>-Y $b{ thz
w EJB TAEC¢ JavazOee-"34i +"1£U RMI U"A>
Z "oMsM\gcaY b{

'iwOuz RunExternalTaskkC»U E”Oc¢ts“fb{\w
PC»xz NCM +”1UZesew .batthx .shNe ¢>leepV”
\gq>-~Y $b{



105
H2 -« gf WiR

NY"cA t1 / 2«3&7

Enable the SMTPMonitor liwOuz SMTPPC»U E"Oc¢ts“tb{\wbC»xz
f "ehY"¢ +"1IwU”A 25t0b” Telnet€ >-gq
“z SMTPQUIT "UiA>06"0z&~s 221 tT"AU&N
*"ip4d; tb{

Enable the SSHMonitor 'iwOuz SSHPC»U E"Oc¢ts“tb{\whPC»xz
NCM tE~ feoM” SSH+"lew€ >ApA tb{

Enable the SyslogMonitor 'iwOuz SyslogbhC»U E"Oc¢ts“tb{\wbC»xz
NCM t SyslogY¢-"">06 zY¢ " U NCM Management
Enginet‘lo!6”2eh\g>-Y $b{

Enable the TelnetMonitor 'iwOuz TelnetPGC»U E"O¢ts“tb{\wPC»xz
NCM tE~ fe0M” Telnet+”1UYxt "~ oM”\q>
Y 1b{

Enable the TFTPMonitor liwOuz TFTPPC»U E"O¢ts“tb{\wbC»xz»
Upu»iOs> % Ne ¢>67"8¢ U3it TFTP U6 zNe
¢ 3pAU>DP,0z Ne cUY X{V feh\g>-Y"

Ib{

Monitor Configuration

Check the Inventory Snapshot | iw O 0z Database Dat®® C»p iOiAee WAE:;O3%a:; AU
in the DatabaseDataMonitor Y ~etb{

Warning Threshold for Free  {VAYp« pO"pw/ Y¢ " >Aae " "b" VMo
Disk Space O—"tb{AN¥¢cAx 20MBphb{

Error Threshold for Free Disk i VAYp« pO”pwed”  Y¢-"">Aae""b”" VM«
Space >O—"tb{AN¥cAx 10 MB pb{

Drives To Monitor for Disk E w@¢«uthd 0>0—"2 Add Drive << >« g ¢ « "1 b{
Space Aad O>_tb"txz (w@¢i«pupha O0>-R 2 Delete
Drive r«a@ ¢ « 1th{

Warning Threshold for & -ipT.wi”-iA”">O0—"1tb{-;D6s8 i
Managed Devices Count pU\wi” - iA" ><slhOuxz/ UCae”*tb{A

I pm:w VM«xzAN¥cAp 10%tf ~soMitb{
Warning Threshold for O0:H>O—"fb{it-fb"& -ipw ®8vU! wO:
License Expiration >~IlhOuxz/ UCe”etb{ ®8vw VMcxzA

N¥cAp 300tf "eoMtb{

Warning Threshold for Free Free RAM/ Y¢ " >Aa@ " "b" VMO —"tb{A
RAM N¥cAx 20MB pb{
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NY"cA t1 / 2«3&7

Error Threshold for Free FreeRAMB&” Y¢-" " >Aa " "b" VMO —"1b{

RAM AN¥cAx 10MBpb{

Delay for SSH Thread Check SSH ué ¢ A %Es«w— 1 >O— "$b{AN¥cAx 15000
Uzeupb{

Delay for TFTP File Check TFTP N+ ¢ %f£¢«w— 1 >O—"$b{AN¥cAx 5000
Ueseupb{

Delay for Syslog messageto SyslogY ¢ -" > Ob"Mw— | >O—"tb{AN¥cA

show up x 450000 s pupb{

Save>«a ¢« 0zZ!E>- “oXirM{
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PC»ALw O

System Statu®) " txz7ywbC» " A"wALU O”etb{ System Statu®) "> " Ob"t
xzYCa’l"w Admin w<pz System Status «ae ¢, « Fb{  System Statu)” U % V b {

System Status O”"WNY”"¢A

NY"cA t1 / Z«3&v
Run All & « °a O"eoM"PC»>b,0Tae tb{
Configure Server Monitoring  Configuration Managemer®” U % Vib{AltmMoxz P.54 w
@i« ®Configuration MgmtO "  wN Y "¢cA™ >E€° 0 XirM{
Monitor Name PC»EU OMetb{obC»xzPCr»aei-ow+0O3pA
Ut b"~t_$sYe¢-"">& tb{ P.108W® P C»w Y ¢
T € 0XiMM{
Status iw'OszbC»wWuA"»uU ONetb{
» Okay
» Warning
* Error
* Disabled
Last Checked PC»U7™tia”rehOIU OMetb{
Result ALt b"@CU O7etb{
Actions iw!02&ai>~-RpVib{

eRunNoweP C»>hijtiae fb{

« View Detailss Monitor DetailsO” " U% VIb{\wO " pxzb
C»t b"Alg ozbPC»wtizpA”"»pzALzAC
w ...@Csr> OpVib{

« Start/Stop Service Start/Stop Service®” " U% Vib{AltmM
0xz P113Ww®z%"ipw%+q - »€° 0XiAM{
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PC»WYy¢ "~

abC»xzbC»a@i-aw+O03pAUt b" "t _FsY¢-" >& th{\wopxz
\W'OsY¢ " weae>0 zRQ’«"0 ftmMoti tb{

bC» t1 /r>f

BaseServerMonitor <pe AE >isnotrunningg NCM wY x"~AtZAspeée ¢ AUz?
"Twg peae " f h{ NCM Management Engine6 1"~ $ b {

ConfigMonitor + Missing file < N+ ¢E  >rcxe NCM wz"f Ne gwMceT

U=X"oMtb{+U"Arp tSaMUdXi*M{

« Error getting required config from e ¢E  >.rcxe NCM wf Ko
¢cWMceTU “oMIb{+U"Arp tSoMudXi

/\M{

« Exception parsing rex file: Nle ¢E >« NCM wf Ne ¢cwMc
*TU "oMitb{xU”"Arp tSOMUdXi*M{

DatabaseMonitor on « Cannot connect to the MySQL server o<1 E  >:3306.« NCM U €

MySQL sYae oM”Ottz “Aaw MySQL #"TUK*“3dee{ MySQL
+"Tu>61"b"Tzthx NCM € GCUY M\g>-Y
"Ib{

« Communication link failure: java.io.|OExceptioMySQL =" Tew €
Use~«t h{ NCM Management Enging hx MySQL =" Tu>
61" fb{

« Access denied for user:&”2E  >todatabase A" »O"HE >NCM
UE >Y%ae oM"A”»0"utij“UK"Tzthx7 w
A"»O"ut0b”VvtdJUK“$b{ NCM € GCUY M
TrOT)—!Y\:tb{

« Invalid authorization specification: Access denied for usera ¥2E >
(Using password: YES)NCM U€ w¥%aet—;"oM”a"2E ¢
hxipée”Ati“UK“$b{ NCM A”»O "pwa”2Eql
HeE"A>Y Mctae-¢ A tb{

* General error: TabISCM.RN_CRYPTO_KEYdoesn't exist NCM xt w «
eAi3Bc>—;"0A"»O"ut€ pVibUzA"»0O”

MU NCM A"»O"upsMTzthx ‘oMitb

¢ RN_CRYPTO KEYA”O¢cU=X"0oM"hS£{ NCM € gCUY
“MTrOT>-Y tb{
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bC» t1 /r>f

DatabaseMonitor on Oracle ¢ Error establishing socket.Connection refused: comBl&M U € >%iae
“oM"Ottz raw Oraclex”TUK*“tdae{ Oracle =" 1
H>61°b"Tzthx NCM € @GCUY M\g>-Y $b{

« Connection reset by peer: socket write ewddracle = 1w € Uee
et h{ NCM Management Enging hx Oracle>61"" 1 b {

» ORA-12505 Connection refused, the specified SIB (< O"pE >)was
not recognized by the Oracle serveNCM U€ >% & oM”A”»
O"uwE2tj“UK*“1b{ NCM € GCUY MTrOT»>~
Y fb{

* ORA-01017: invalid username/password; logon deniBieCM U € w %
%t_;‘OM”é”ZEihXiué"Ati“UK“ib{ NCM
A”»é”uWé”quiUé"A)Y\M(t%.(.’A\:tb{

« ORA-00942: table or view does not eXsiiCM xt w«eAi3R¢

>—; 0A"» 0 "ut€ pVibUzA"»0"puU NCM
A’»O”upsMTzihx “oMib¢ RN_CRYPTO_KEY
A’O¢cU=X"0M"hSE {NCM € GCUY MTrOT>~
Y tb{
DatabaseMonitor on « Error establishing socketNCM U€ >% e oM”Ottz " a
SQLServer w SQLServerUK “fdoe{ SQLServer+”iu>61"b"Tzt

hx NCM € @CUY M\q>-Y $b{

» Connection reset by peer: socket write erf8QLServerew€ Uae ™~
¥ h{ NCM Management Engind hx SQLServer>61~"$b{

« Cannot open database requested in logiA%» O " uE  >.Login fails.e
NCM U€ >%ae oM"A"»O"uwE?2tj“UK" Tz ih
X7 WA”»O"utob”"VvtdJUK“$tb{ NCM € @C
UY MTroT>=-Y tb{

« Login failed for user<a”"2E >.«NCM U€ w¥%aet—; oM”
a"2Ethxipé”Atj“UK“1tb{ NCM A”»O"pw
a"2Eqipé”A>Y Mctee-¢ A tb{

« Invalid object name RN_CRYPTO_KE¥.NCM xt w«&Ai3R¢
>—; 0A"» 0 "ut€ pVibUzA"»0"pU NCM
A”»0"upsMTzithx “oMitbe¢ RN_CRYPTO_KEY
A”O¢U=X"0o0M"hSE {NCM € gCUY MTrOT»>~
Y ib{
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PC»

t1 /r>f

DatabaseDataMonitor

DiskMonitor

HTTPMonitor

LDAPMonitor

* Could not find an administrative use™NCM p ga”2Uf ~eo0
Midoe{+U"Arp tSaMudXir*M{

* Multiple crypto keys exist NCM WA”» 0" uté:w%h odU it
coMitb{xU"Arp tSdMuUdXi*M{

« Current key does not match saved keMCM xzY s % g d>—;"
oMIb{xU"Arp tS8MUdXi*M{

» More than one crypto key.NCM xzYs”% @d>—; oMtb{
+U”Arp tSaMudXirM{

« Could not find an Inventory group snapshoiiCM tz3pAU°wb,
owAl uT'f »>)Bb"»pu«U teoMidae{
Inventory ~¢”Ot0b " pAE ¢ 038 ¢ A »U«> R Eb{

« Could not find a reporting task NCM tz Summaryé U” A>\Rb”
»p«U FeoMEdee{ Generate Summary Reporispl « >R "
Fb{

« Could not find a pruner task NCM tzA"» O "uT'yMA”»>
O0¢"Ci-b"»p«U feoMidee{ Prune Database i « >
"R tb{

Disk/Filesystem Ne ¢ 3uAU >hasonly<u®”p > bytes free.Error
threshold is <M v > bytess NCM =" TwAYpu« A& Owivo”
UE "mmK*tb{AVp« A& OT EAsNe« ¢>_ 1

“ib{

Did not get NCM login page.f ~+h  HTTPHTTPSU”"Apz 0 &

-"387U" " oMibUzfwzOa@-"34ix NCM Web
+"IpxsM‘Opb{ NCM £”1ip "~ oM” w Web +”
IthqQyz IISEUKeyb,0 -z NCM Management Engine
61" fb{

« ActiveDirectory is not in us€\exz NCM +”1U Active Directory >
—:b”"'Otf "eoMsM\g>eEDb"@CY¢-""p
b{

« Exception in LDAPMonitor: javax.naming. CommunicationException: |
AE >389 xpA < xpAE >U O tdoe{ZaeYAw  Server
Namef >.Y ib{

» Exception in LDAPMonitor: javax.naming. CommunicationException: |
AE >38%xpuA < xpAE >x O fbUz LDAP U”A¢ 389£
ip€ >1ZCZtdoe{ Server Namef UY M\qg>-Y %

b{Y MOuxzfwxpuAip LDAP =”1U" "~ 0oM"\q
>~ Y 1b{
« Exception in LDAPMonitor: javax.naming.AuthenticationExceptidree Y

Aw Connection User Nam¢g thx  Connection User Password t
i“UK“tb{\e’wf UY M\g>-Y tb{
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bC» t1 /r>f

LicenseMonitor Results § & U t z ®License about to expiree ® Device count exceeds the
current threshold of available licensesw/ U~ O7«tb{/ U
TOresMOuUxz—;DO6sSAT p & -ipw:U One

fbe¢hqQyz ®3454 of 3600 device licenses remaini View Details
@i «aee«b”qza -iuwAlg oz—;aS*|°—

(W8 -ipuez& -Tpw ®8vsrU O”etbe «b
‘w8 -ipU—;7reoM”"0Olz ®8vxzit-fb"a
Tuw<e<w> ] TbhE {

MemoryMonitor <1 A: >bytesfrees\ex3pAUp-:D6sYPa&0"pb{

s&d"YBUC\ hOuxz\w«Uz3uAUwY x""tzAs
0"><s*“mmK“tb{+U"Arp tSOMudXir*M{

RMIMonitor Could not connect to RMI port 109ONCM w« & ZiAS"| APl w
Yx"AtzAsU”A 109Uz wzOeae-"34it'lo—;
NeoMiEb{ U”A 1099>—: 0oM"20a&-"341> -z
NCM Management Engine6 1"~ 1 b { \wWMOpdoJ>r>pVs
MOuxz+xU"Arp tSMUdXirM{

RunExternalTask « CreateProcess: €1 >\tc_test.bat error=6NCM tzApA p«aeOA
Monitor ¢ wpu«aeOAWDOQ<«K“tbE tZ«-ub”VVvUK*“fd

e {NCM wAYe«Azetob”N. ¢ SHAUVV>-Y £

b{

« CreateProcess: € >\tc_test.bat error=2NCM UA A p«ae OA>
_mZzZ"\qUpVide{zU"Arp tSOMuUdXi*M{
e Running < >\tc_test.bat from directory €u > Got result code: 0 Got
output: <AOuA >«ApA p«aeOAU “oMib{xU"A
rp tSoMudXi*M{

SMTPMonitor « SMTP Server name is blankNCM p SMTP +"1Ew gf UOA&
f«tsloM$b{ Administrative SettingsO” " pY”¢+”"1U
f feoM”\g>-Y Eb{

« Can't open Telnet connection toxxu AE > 25 NCM U < x puAE >t

€ pVsMTzthxxpAU SMTPU"A¢ 25£ip€ »>!Z

C Z 1 doe{ Administrative SettingsO” " pY MY ¢c+"1Uf
neoM™\gq>-Y tb{ NCM £ TUfw£"TiwU"A
25tZ«-ppV \g>-Y th{

« Timeout waiting Expected: 220 Received. ~«hY "¢ £"1iw
U'A 25p20e&-"3a81U " oMtbUzfwzOa-"
3ATX&~s SMTP ""At t'sMhSz SMTP 20 & -"

BaTpxsM‘Ophb{ Administrative SettingsO” pY " MY”
¢x”IUf MeoM”\g>-Y tb{
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bC» t1 /r>f
SSHMonitor Unknown problem connecting to SSH sereellCM SSH+"TU Y xt~
ANoMtide{ NCMU-;"oM” SSHU"AU wzOea&-"
3dit‘'loa@eppi"eoMsMAqgs>=Y  tb{ NCM
Management Engine 61"~ 1 b {
SyslogMonitor Test syslog message did not get procegsBiCM wE~ =~ Syslog+ "1

TelnetMonitor

TFTPMonitor

U oMsMTzthxfw+"IpdJUC\ ' oMtb{z*
U”Arp tSaMudXi~*M{

« Can't open Telnet connection toxu A E > 25.« NCM Telnet+”1U Y
xt""oMidee{ NCM Management Engine6 1~ 1 b {\
WwMOPpdJ>r>pVsMOuxz+xU"Arp tSdMudX
iAM{

 Timeout waiting Expected: Cisco Login: Receiwgd.” ¢ h Telnet U ”
ApzOa-"3aiU "~ oMtbUzfwzOea-"34ix
NCM Telnet+"TpxsM‘Opb{ NCM Telnet+ " Twae pCi-
U"A>.Y $b{

« Connection timed out to the TFTP serseFFTP +”1U " o MsM
Tzithx€ >1ZCZidoe{ TFTP £71>61" % b{

e Test TFTP file was written but could not be read successfully.Check TFTP
path settings TFTP N ¢U TFTP£"itYxt{V tef h
UzfwNe ¢>Ne ¢3pAUT’{” "\qUpVidoe{

NCM Management Enginev TFTP iuw f UY M\qg>-Y &
b {

« Found checkpoint file but timestamp is out of defe™ t %2 a2 “h N »
¢{V "Uee "t h{thzZ2w%Ef;«U iAwYze U
_mT*“t h{\exza"wK”l:p"*"oMh TFTP £”
TUgOx" " oMsM\g>™ " fhb{ TFTP +71>61""
¥b{
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" lHuW%oeq -
NCM txzitOb 4mw As;04AC¢AUK“1b{

« Management Engine

s TFTP "I
o Syslog+"l
» Cisco Connection Onliné CCO£
egxz8u»U” +U”AQE b "qVtae0arxz+"Tuyw -z2%e*z3hx617iZ
pb{
+"TuUW%eq -zthxA& TecOwaeé”A>x0txzYCa’l"w Admin w<pz

Start/Stop Services« ae ¢, « T b{ Start/Stop Service® " U %o V 1 b {

¢«fE Weba”2 i»"NE p>—; 0 NCM £"Tpu>%+S‘| -b"qzz2wO"’
t "b”";6Uae " «"\qUK"“$tb{ Back @»i>«ee¢ «b”qz nul gMOA©uA>
% O” U O etb{fwOuxzE " “tO&¢2w Back @»i>«a ¢ « 0XirM{

Start/Stop Services O” wNY~"¢cA

NY"cA t1 / Z2«3&71

Management Engine iWMc-TW:O3é'|'>—|R‘ib{
* Stope Management Enginé Ez NCM =”1£> - fb{\exz
NCM °wY i +"Tupb{

 Restart Management Engine6 1~ f b {

TFTP Server fwMceTw!O38i>-R $Db{

 Starte TFTP +” 151" £b{ NCM xz tz\w+"1>—;"

Of W "q2%>&Mib ¢ «TFTP>—;b"qz 7&siN¥”
UipU~etb{ TFTP>—;pVsMOUz NCM x Telnet £ hx
SSH>—;of >rg ftbE {

e Stope TFTP +71> - 1 b{

e Restare TFTP £”1561" " fb{
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NY"cA t1 / Z2«3&71
Syslog Server fwMceTw!O38i>-R $Db{
* Starte Syslog+"1>1""1b{ NCM > °w  Syslog+"1th”\

qUpVib{thxz w Syslog+”1T’ NCMtY¢-"">8
Ub”"\q«pVib{ NCM x SyslogY ¢ - >—; 0zaez¢»
Uw!E OiA>Uz zfw OiA>a"2t ECZthb{

* Stope Syslog+"1> - 1b{
* Restart Syslog+"1>61""1b{

cco fw!O2ai>~R $b{

» Reload Driversa¥stA& 1> é”ApVib{ Reload Drivers@ »
ipxzA& TxUZresM\gty™ oXi*M{

* Reload ContemOAqs"OOxz3u T'0O D6s°Ew NCM
lAwOjzavawz;,0-&"A>2Aq sM«wpb{hqQyz

NCM pxz NCMAIertCenter¢CAO£>p 0z'NACE?Z 104
Zipn Uaes3"w°0> TU"ApVib{ CACw;06>-;"0
tNA¢cEz "i104& zip Uae3”>1/4¢‘|'é”Ab”qug,A

8"«wTUuQ> g *bXs“th{
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eaqrt-w E"Oc¢=

é6-e0c¢>!'Eb"Ouxz A2tgu»U” +U"AtEWDb”"\q>Sc¢cS 1b{ tNACE
7z TU"EiAxb6vpzeew TUETAXG"WA"»>\R b{

éai-> E"O¢tbh”txzYCa"1"w Admin w < p z Troubleshooting> « & ¢, « b {
Troubleshootingd” " U% Vib{~*AU4f h’'zZc Submit>«ae ¢ « 0 Xi"M{

Troubleshooting O” wNY”"cA

NY"cA t1 [/ Z«3a0

Send Troubleshooting Information Send Troubleshooting INf®” U % Vb {\wO” pxz?

2« Y"¢>" "R 0z SpUAUw@CS |é->8u»U” *
U”Atadb"\qUpVib{ AltmMoxz P.23w®Send
Troubleshootingd " " wNY”¢A™  >€° 0oXi*"M{

Send Test Email to AdminUser  spAU g t? Y"¢>u6 $b{

Enable logging for éai-> E"Oc¢th” TU"EiA> 1mZi-R"
tb{gOwé-eOcUzatNACEZ TTUTETAw™
—t8¢ p teo ONetb{it T TUEiAwW«>
O th{

« auth [Error]

« changedectection [Error]
« Config [Error]

« deploy [Error]

« user [Error]

and for ®UAtsMINACEZ TTU"EiTA>8Cbh"0Ouxz \
\tO—"fb{
at level <> and above é-e0¢>-R 1b{ 103aitxz fwcwUK“$b{

* Fatal (fewest messages)
+Ermor¢ AN¥cAE

* Warning

* Info

« Debug

 Trace (most messages)
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NY"cA t1 [/ Z«3a0

Keep < > days worth of logs é- A’»w-E8 >O—"1fb{ AN¥cAx 20pbe «-
é- A"»xzAYp« pod"u>G"tzAgqb”OuUK
“tbf {

Reset 'liwOuz Submit@»i>«aes«b”qzb,owé-UA

N¥cA é-e0c¢ Errorftae ¢ Aretb{




H3 -«Al pS‘|Al

OwacC

iwH>—:b"qz@Cs>bYt_mzZ”"\qUpViEb{

AD ¢ « €°E
xaSt xaSt¢ P.119f
Al pwéac Al pnwac¢ P.120E

Add Device Wizardw —; M O
Al pw TU”A

Al p ipe”AF wrR
Al p =-¢”Owac
-¢”Owac

Device Selector

Al p =—¢’Ow O
Al pw--YiA=

Al u =-¢"OwsB
Al pw°AsB

Al p Ad iwuz

Telnet/SSH- ¢ 3aTw™ O

A9xpuAw—;MO

New Device Wizardw —; MO ¢ P.126£
Al pw TU"A¢ P.128£

Al p Tpée”AF wrR¢ P.131£
Al p -¢"Owace¢ P.134f
-¢”OwacC¢ P.136E

Device Selecto¢ P.138£

Al p -¢"Ow O¢ PI139E
Al pw--VYiA=¢ P.143£

Al p -¢"Ow$B¢ P.154E
Al pw°A$B¢ P.155£

Al p Aad ilwuze PI156E
Telnet/'SSH- ¢ 3daiw O ¢ P.159£

A9xpAw-;MO¢ P.162E
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Al pACWwWAEI®"A

Cisco Systems
Mgfn%‘{gggpgyaggr Devllces || Tasks || Policies | [ Reports |[ Admin |
Inventory
Groups
Sites
New Device

New Device Group

New Device Wizard

Configuration Changes

Device Tools »
CiscoWorks Home
Command Scripts
Diagnostics
Templates
Software Images
Device Password Rules
Policies

New Device Task >

Check Policy Compliance
Configure Syslog

Deploy Passwords
Discover Driver

Reload Device

Run ICMP Test

Run Command Script
Run Diagnostics

Take Snapshot
Synchronize Startup and Running
Update Device Software
Import

Detect Network Devices
Deduplication

Delete ACLs

Batch Insert ALC Line
Batch Remove ACL Line
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H3 -«Al uS*'|Al p -¢"Owac
xaSt
Al prach”duz CiscoWorks Network Compliance ManageNCM £ xiwrg>ae M fb{
1. Al pqweéd>D6tbh"&~sAl p Ad 1>x"UZ ozA“po"{\wO

é-uxzA4& TUZqzyetb{
2. Al pwuZE03a¢A> " o0z3puAU@GCqs8f >)Bb"{
3. ®CWNCM Interfaces*® CWNCM Routing Tablésrwo©$s°Ew ...>Taeb”¢

wifseepyAtmMoxz P.188w®View YC&” '0O3%&i~ >€° 0oXi"ME {
Al pwUZqu&E:;O3a¢Aw ">YxteeOtxz NCM pAl pewNg¢ Z«-puVvu
Ats“tb{thzAl pew SNMP |~ “Z«-uVUZAts"Ou<K“tb{
IPEcAé"«ipgOxaZotsloM”Al pwOjzAl pwTit"g U"Alws
®%CE >—;beyxapV'DOQWK"Al ptz«-pb”qVxz il’g +7]
U—:nhe"\qty™ oXi"M{\w'OsAl ptxzE"ACEZE-UC\ hAl
HZ-CE¢Aé"«°tK”Al uzthx IPOéA ¢t IPX e+ ATM sre>iee sMA
I usrUK*“thb{

A9xpAgxzfeZZwxpuAw,qeerUz«-upVsM-CE;A8 " «wW—-tZ«-

upV  Otz>Vs>e ' rdhxpAw\lgpb{ g3pAUpxzA9xpuA>®x¢ 0

00— 0ZA9XUAUSV>EmM-CE A8 "«IpAE> gb"\qUpVib{°"

tzA9xpAxz i»"E¢Aq DMZ W¢”» [ ¢%zo«pA&E: A i"TAE”zS"

|- ©azsEsAé"«08 O"A EcAB «t—;Netb]{

Mcet 0<z NCM x z TeInetzSSHzFTP/TFTPzSNMPsrwi«-pMUU—;ﬁEDWOL‘sz

Al pewZ«-pu "q-07il7%¢ £"IgA9XpA>—; Ceéxx CLI »—; £ zéx
w g;6>Tae tb{

¢«f Z«-pMUUDb,0 E"Oc¢cwOuz NCM x z SSHz Telnetz SNMPzS ‘| il"¢q
MOQ,pAl ptz«-p tb{thz NCM xzp«eae”i H«e”Ow2tNe ¢8>
fee b ¢hqQyz SSH+SCPRSSH+TFTPSSH+Screen ScrafZéelnet+SCPTelnet+TFTPZelnet+Screen
Scrapez SNMP+TFTPz Console+Screen Scragg
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X 3 o]

Al pwacC

Yy MAI p>&Cb txzYCAa’i"w Devicesw <p z New Device>«a ¢ « tb{ New

Device O" " U%Vib{ Al pw@C>$Bb"Ouz Edit DeviceO” " w°0x  New Device®”
"% apbUzqOwAl p@CU OreoM"\qty™ oXi*M{*AU4f h'z

Save Deviced » 11 h x

Save And Add Anothefd » 1>« & ¢ « b {

¢ « £ Detect Network Devices p«>—;b"qz NCM w g<t"XE¢ A& "«iwAl p>
> pVib{ IPZAéuwc“>! b"qz NCM xE¢ Aé"«>p@©Ri oAl p>Ug

“tb{AltmMoxz
/\M{

P.272 w ® Detect Network Devices Tas® " " wN Y "¢ A~ >€° o Xi

New Device O” " wRNY”"¢A

NY"cA

t1 / 2«3a7

Use Wizardee T «

IP Address (or DNS
name)

Host Name

Site

Belongs to Groups

Add Device WizardU % Vi bt¢« «Al pU O sMOuz Add
Device Wizardx x " $t% Vi b £ { New Device Wizardw —; MOtm
Mo xz P.126w® New Device Wizardw—; MO~ >€° o Xi*"M{

Al pw IPZAépthx DNSxUAE>O—"1b{

Al pwxpuAE>O—"tb¢ " pb”"Ouf {

Ré¢Owei YCAa'T't A>-Ribe « \WRY”"¢A
U Ore"wxzt AU 1mZif "eoM"OUiZpb{t
Awf tmMoxz P.146W®MvVv~rehAl p Tar= »€°°
OXiI"ME{° tz+ Axz°™w IPzAep>EmAIT po>
-¢”’0O="h«wpb{é:wx A> 1 mwNCM Corep gpV
tb{NCM +"Iw TuA"¢gpxz NCM Core x z1 m w Management
Enginez Eb”+"TpzS"| 1mwA"» O "upiR"etb{
Al puUYil”"qs"-¢"O0¢6:DEU ONetb{x w
-¢”0>-Rthx-Rrtb”txz Ctrl ©">1"sU’ «ae ¢ «
“z° ¢c*wa¢”0>aRb"txz Shift ©”">1 " sU «a&e ¢

« tb{Al WI'EVvVWK”Al p —2¢"0izU O

\gty ™ o Xi*"M{
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NY"cA

t1 / 2«3a7

Change Detection &
Polling

Management Status

Device Driver

Comments
Password Information

Use network-wide
password rules

fwMceTw!O34i>-R $b{

«Enabledt ' T wWOUC¢ANY¥CAE ZNCM xz 8$sU” i~ »
H«wielS|'E OTAwUZItz Al WU i
O!E)—!Y\ib{

«Polling Onlys'iwOuz NCM xz 8%sU"ai- »H«wiee

TtvezAl p>U"&i-"0!E>-Y 1b{
Disablec!iwOuz NCM xAl ut Eb”!E OiA>A:

“tb{thz NCMxz 8%sU"&i- »u«wielpczA
I pw!E>-Y fdoe{\w!O34dixz 8$sYiAEI
urAwiaelitz\wAT pu> 8$sU”ai- »U«T T

Zb"’qVt-Rb"\q>S¢S 1b{
fwMceTw!O34i>-R $b{
«Activee! iwO U ¢AN¥cAE ANCM xAl uw!E>G& fb{

e lnactives 'iwOuz NCM xAl uw!E>G& tdoe{\w!
03&aixzAl pUxU"AreoMsMOU*zZ«AY Ot
sloMsMOUt-Rb”\g>S¢S tb{Al urtz«
AYOtb"qzE¢Aé"« AaNY¢«UONrezaet” U
%oLNeth{

fwMceTw!O34i>-R 1b{
« Auto Discover Drives ' iwO U¢ AN¥cAE zZNCM x SNMP F h x

Telnet>—; 0Al pr«oa” z 7&sAl p Aa 1>A
“poFb{

« Specify Driver ' iwO 0 zAl ptqOA“po’soM”A&
TUTONetb{thzAé,O0vci YCa'pz-;DO6sA

& Twee pyAT'A8 1>-Rb"\q«pVib{

Al pt b" YTA>O—"1b{

lTwOUeAN¥CcAE  zZNCM xzAT pt&;~e"zE¢ Ag”
«T.wAl p fue”AF >—; ftb{E A& "«T.wi
He”AF >—:b"\gxzAIl p «@AiRe>f bi
pz6Stu-"40¢sMOqgs“th{

«*GFUSE¢Aé"«po6:wAl 2¢"OU% °w«eAi
3R¢>7 b"Ouxz Al p Tpe”AF >»—; oXir"M{

\w‘Oth"qz Al p «eéAi3Rc¢» 1TttwapV”hSz
gUO>ts*“tb{Al u ine”AF wWARtmMoxz

P131w®Al p [pué”AF wAR™ >E° 0XirM{
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NY"cA

t1 / 2«3a7

Use device-specific
password information

'iwOuz NCM xAl p{ wYA«eAizR¢>—; th{

Al p{ wipe”AF >1+b"txziw@C>O—"$b{
«Usernamez At aozAl pewZz«-put—;b”a”"2g>

O—"tb{Al pU TACACS++ RADIUS srw AAA 1z 4"

3471>—;b" ' Otf ~eoM”"Olxz AAA 472 78¢i
A>AR zfw AAA «@AT3RG>AT «@Ai3R¢q’
0—; +b{

s Password NCM UA] pewZ«-pt—:b"ipée”"A>0—
“Ib{
» Confirm Password [ ué”A>6 SO —"1Db{

« Enable PasswordNCM U>Vb”"AtZ«-ub”qVtZAqQgs”

E"O¢ ipné"A>0—"1b{ .qerwf 1Etxz E”
O¢ ipe"AUuzApbe « » Nortel ASN/ARN sr°awAil u
pxzipé”As p>Vb"Atz«-upVib{cawAl

uxz >Vb"A;wipée”"A>AY.-"Oc¢th” Otf pV

tb{x A{ wf tmMoxzE;A&"« g tdMudo

Xi"ME {

« Confirm Enable Password E” O ¢ ine"A>6s0—"1tb{

* SNMP Read-Only Community StringNCM U~ SNMP <o W 7 «
‘Ht—:;b” SNMP ipé”A>O—"%b{

* SNMP Read/Write Community StrirgNCM U i~ “ [ {V = SNMP
<w.Yt—;b" SNMP ipué”A>O0—"1b{

Show Device Access Settings (device-specific settings) Link

Device Access Settings

NCM xz,qeerwE¢ ;A8 "«S'|E¢ A6 "« Al pp;6b
"tOtf-reoMtb{hi‘z xwAl pf >—; 02>

wAl pu> gb” NCM w:;6>!EpVib{Al u 7«
uf >—; oz E¢Aé"«f tudo NCM >8§u»U fpV
tb{Al p 7« -uf xzAI1 ine”A@cCctA|Ccz’
¢31b{O—"hAl p{ wf U&;""wxzAIl p{
wipé”A>—;b”* 0t-R hOuizpb{ipe”AF

txzE¢ A&« . WAl puf >4CpVib{ TACACS+ Y A
tmMoxz P.96w®TACACS+ YA™ >€° o XirM{ SecurlD w
—MOtmMoxz P493w®SecurlD>—; hé- 1 >€°°
oXi"M{

«e Al p Z«-Uf w—;MOwWAItmMoxz ®How To Use

Device Access Settingse i «>«a ¢ « 0 Xi"M{y " MOA4a¢?
¢YiA¢p access.variable®¢O Ne ¢U% ViEb{
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NY"cA t1 / 2«3a7

NAT Information

NAT IP Address Al putoaf ~soM” IPzAépUz NCM pAl pew?z
« - pt—:;b"0& Uee IP2AépqYs"Ouxz fw IPzAe
H>O—"1b¢ «*NAT >—;b"OluxzZcz NCM UAT pe
WZ«-ut—:b” IPzAeépu>z O wiaew DevicelP@¢ «p
tO—"0oXi"ME {

TFTP Server IP Address Al pwé”§¢ tK” NCM £”iwz NAT A«h IP 2Aép>
O—"tb{

Connection Information

Connection Method

Transfer Protocol

Bastion Host

NCM pxzE¢ Aé”« Al pgéob qVvizitObOéA™
cwU™MwE " 0d>—;pVib{-;b"0éA¢> 1mZi-
R tb{ NCM xz-R"shOéA ¢cwaT'zU™w» Ui-
p—;pV"7<®p$sOEéA ¢>-R $h{

* SNMP

* Telnet

« SSHE SSH1 or SSHE AN ¥ cA£ zSSH1Onlzthx SSH2 Onlys -
RDOE
« Console Server (via Telnety2 £ ¢ «@ ¢ «pe NCM xz23jwE ¢ A
8"«€ tCQz it"¢ +"1>p 0Al put€ pv”
‘Ots“tb{thza”2>Al pt€ b "qVtajwe
Use "hOuz Telnet’'SSHO é®©3xz it "¢cf tx"$t
NE¢!"1” #b{!it"hOuxz il"¢ £"lw P
ZARepthxxpAEzS |U"Aja>O—"1tb{
iwguOéA¢» 1mZi-R tb{
* SCP
- FTP
- TFTP
®Use a Unix or Linux Bastion Host for Telnet & SSH acCegsE ¢, « @ ¢, «
w>lit hOuxziw@C>0—"1b{
« A9xuAw IPzAeputhxxpAE
e AOxUAewZ« -ut—;b"a"2E¢ & xx root£
e AOxUAewZ« -ut—;b"ipne”A
e =Y ;wipé”A
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NY"cA

t1 / 2«3a7

Syslog Configuration

Configure Syslog on
Device for Configuration
Change Detection

ACL Parsing

Additional Information

liwOueAN¥cAE zA& TUZihx “t'lomAl
tA& TUA“po’shqVxz NCM xAl plqtiw g»
fee $b{
1. f wpAE¢Oa¢A> " 1b{
2. Syslog V¢ -"">  NCM tudb” Otf >z, OA"A"
Ib{
3. 1EUZ> E"Octb" OtAl pUx"f ~+h\qg
»Ob YiA>f t{V "tb{
4, T4$spEs03%8¢As " 1b{

fwMceTw!O34i>-RpVib{

* Set Device to Log to NCM Syslog Serve€onfigure Syslog on Device for
Configuration Change Detectiovt £ ¢, « @ ¢ «pU!'iwO uxz AN ¥
cAplits“tb{

« Device Logs to a Syslog Relay, Set the Correct Logging kasvél” x pA
wxuAEthx IPzZAep>O—"tb{Z2txe” xpuAs>0
—hOuxzAN¥¢cAp\\t O7retb{

fwMceTw!O34i>-R 1b{

«Enabledd E"OcwOUCANYCcAE ZU/EO3%8¢ AU "A
*"h|tzAl pw ACL A”»U"0"etDb{ ACL xzp &£ ¢
O28¢ AU "Ne"tpé”AresM\qty™ 0XirM{

«Disablede AY - "OcwOuzpuLE s O038¢ AU "NeoczA
I pw ACL A”»x"07etdoe{

iwNY"cAwetxzAIi p HAEGO3EcA O&é-uT'A”»Ux"$tO—"e"«
wUK"\gty™ oXi*M{\« ' wWNY"cAtA"»> "pO—"o0czfwA”»
XAl pUU”ai=re"h|tiI{VAsth{

Device Description
Model

Domain Name

Serial Number

Vendor

Al pwY t—;b"ti>O—"1Db{
Al pt0o b"a iw j>O—"1b{

Al pU b”AY 1>0—"1b{ Resolve FQDN Administratior
O347U-RA0M”OUuxzAY TUXx"$tUZ etb]

Al pt0o b”a iw3aezcjog>O—"1b{

Al pwOi%">0—"1tb¢hqQyz Cisco * Nortel£{



125
H3 -«Al uS*'|Al p -¢"Owac

NV~ ¢A 1/ 2«3a0
Asset Tag Al pt0o b gpwe " »-jg>0—"1b{
Location E¢Ae"«°WAl pwig$thxegssOt>O—"1b{

Hierarchy Layer

SUeé axzAl u Qw 1mpb{Al pwSUe& axzA

I y»b4Cthx$Bb"qVtf pVib{ \whSz E¢sAé”
« Y4 2-84U>f b"MtxzNY¢g»aei-b”SUe& a>-
RpVib{hgQyzE;A& " «T.¢ InventoryEw % z-8U0
"R>-R>z ®Core >NY¢»aei-"0 Core Al peSue
auU Coretf ~+hAl p£iZ> “b"\qUpVIb{E¢

Ae’«w¥ z-4U RtmMoxz P.465 w ®Diagramming > €
S o XirM{

«e<Gw!033ixzAN¥cAwSUe apb{gu»USU

e awaCtmMoxz P.475w ®appserver.rcxNe ¢cw$B~ €
°ToXir"M{

Aé,O0wei YCa"T'SUé a>-R 1b{ 103aitxz
fwcwUK*“$b{

* Layer not yet set
» Core

* Distribution

* Access

» Edge
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New Device Wizard w—; MO

New Device Wizard>—; "0 Al p>8Cb"txzYCa”i"w Devicesw < p z New Device
Wizard >« ae ¢ « $hb{ New Device WizardU %o V 1 b {

New Device Wizard 0" wNY”¢A

nAgs o t1 1 Z«3&7

uA¢ O 1eCreate Device Iw@C>O—"tb{
* Hostname or IRAT pwxpAE$hx IPzAepu>O0—"1b{
« Commenta Al put b”U™w YiA>O—"1b{

AAAfb "OuxziwMceTr«ae e « fth{
» Nexte Authenticate®” U% Vib¢i>€°£ {

e Finishe Al pUYXxtaC"e"qz Add Device Wizard
CongratulationsO” " U% Vib{\wO" txzUZwadJU™
Onretb{

uA¢ O 2« Authenticate [TwMceTw!O34i>-R tb{

Device « Use network-wide password rulesiw Ou¢ AN¥cAE  zZNCM xz

Al pt&;"re"zE Ae"«T.wAl p ine”AF
s— " tb{E¢Aé"«.winé”AF >~Rb"txz
Create OneseT«>«a ¢ « 1 h{ P131W®AI p ipé”AF
WAR >€° o Xir"M{
+ Use device-specific passworflit hOuxzAl ut b”@
Cq oza"2Ezipe”Az E"O¢ ipg”A¢ pb”
OufzSNMP |~ “"U4acCAY HAzi~zS"| SNMP {V
""U4CAY HAzi->O—"1b{

AAAfb"OuxziwMceTr«ae e « fh{
* Backe Create DeviceuA ¢ Oti“tb{
» Nexte Configure 0" U% VIb¢i>€°£ {

e Finishe Al pUYxtaC"e"qz Add Device Wizard
CongratulationsO” " U% Vib{\wO”" txzUZwdJU"~
Onretb{
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pnA¢ O

t1 / 2«3a7

uA ¢ O 3. Configure
Device

NCM xzAl pwOivu"S |pPAcwUZ>%ee tb{UZ
tR-b”qz NCM xAl uf > "o "0 tb{itzA
I uW!EUZUf ~etb{Al pw!EUZ>f “sMO

U x z Update Syslog Configuration on Devi&@ ¢, « u>' Nt > fb{ \
W@ «prlitthOuxziw!O3aiwMceT>=R &
b{

 Log to NCM’s Syslog Server Update Syslog Configuration on Devié@ ¢,
«pUliwOuxzAN¥cAplits“tb{

« Log to existing Syslog Relay Hose &” xpAwxpAEthx Pz
Aep>O0—"1tb¢ «+NCM UZz!EUZt& hé-e0¢>f
"fbE {

Finish>«a ¢ « " Tb{Al pUYxtaC"re"qz Add Device
Wizard Congratulation® " U % Vib{\wO " txzUZwdJ
U Onretb{
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~

Al pw TU”A

Al p>8iva~“« ¢CSVENe ¢T' iU"Ab"txz iw6:wMO>—;pVib{
e Al p ipe”AF ¢exx-¢"OtA“po’+"£q CSVNe ¢>—;b"{
e« Al p A"»S‘|Al p ine”AgC> TU”Ab"MtzfegeVYs” Csv
Ne ¢>—:b"{

CSV Ne ¢>—;"0Al p> TU”Ab"txzYCAa”"I"w Devicesw < p z New Device

Task>-=R "z Import Devices> « @ ¢« fb{ Import TaskO” " U% Vib{ P.269w® Import Task
0" wNY"¢cA™ >€° 0 XirM{

NCM pxzAl p> CSVNe ¢T’ 8%t iU”Ab"'Otf pVib{ sSoAl
u> TU”Ab"qVxziwar> e OZAUK“$b{
e« Al p Ipe”AF o >f "z Inventory =¢”O¢b,owAl uet&;b”{ P.131
WOAT u [pe”AF wrR™ >E° T 0XiIMM{
e AN¥cAwWeE MU>f b"{ P.64 w ®Device AccessO” " wWNY”"¢cA™ >€° 0 X
iAM{
« Al iU”A N« ¢¢ Device.cs\Es>j<b”{ P.269w ®Import TaskO " w N Y ”

cA7 >€° 0 XirM{

Device.csvNe ¢xz$B«0é-4&U0¢

Excel srEewé”AUDOPK”\qty ™ o Xi
"M {

¢ « £ Detect Network Devicess p«>—;b"qz NCM w g<t"XE¢ A& «IwAl p>
> pVib{ IPzAeéuwc“>! b’qz NCM xE ¢ Aé"«>p©Ri"0Al p>Ug

“th{AltmMoxz P.272 w ® Detect Network Devices Tas0 " " wWNY "¢ A~ >E€° o Xi
/\M{
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CSV Al pusS‘|ipe”A A”» Ne ¢W”R
CSVAI u A”» Ne ¢¢ devicecsew 1 @etxz iU"Ab”A”»t0 “h NCM

A"»O0"uw8AUEU ONeftb{7¢ X—;7«"84UE>ItO tb{8AUEX
G Egq- EUA "efb{

84U E t1 / Z«3&v

primarylPAddress Al pwO& Uese IPzAep{\ex *wz"NY"¢cApb{
deviceGroupName Al pU te"a¢c”OwE?{

hostName Al pwxpAE({

consolelPAddress Al pt ECZ'+h7it"cw IPzAep{
accessMethods Al pwz«-pMU{ accessMethodsv i x z

access_methods[+connect_methods[+cons@dfl{ it «>O 1 b {
* CLE:TFTP+ssh+console

e CLI:FTP+ssh:telnet

* SNMP:TFTP

access_methodzz CLI zSNMPzTFTPzthx FTPwMceTts"z
O:WZ«-pMUU+xU"AreoM”Oux éipa~'«"\
gty™ oXin M ¢ «e connect_methodsz CLI U+ U”A7s0

M"OUtw " &; ez SSHihx Telnetwrj' Tts“tb{6
wMUU+xU"AreoM”"Oux éipa~'+tbf {

consolePort TTtrewU Aje{\WNY "¢cAxzAl p Z« ptTi
17¢  £715—:b"TrOT>! “tbht«e il7g +7]
CeWZ«-Ut—;Ne"WX TelnetiZpb£ {

assetTag \WAT pwe ™ »a E»{

managementStatus NCM UAT p>2«AVYOt gb”"TrOT{ owoOuzAl p
x Active tf ~etb{ 1wOuzAl ux Inactivetf ~efb{

comments Al pt b"t1 {

deviceCustom1l Custom Data® ”"w Devices: «34it7G 6mwsgu»U NY”¢

A>s"RpVib{NY"¢cAwrRxzZczA"»> TU"AD
"2teeloXirM{
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IwWNY”¢cAtxzAl pf T'A"»Ux"$t0O—"+"\qty ™ oXi*M{Al
H A’»w TU"ATt\e wNY"¢cAtA"»> "pO—"o0<«zfwA”"»xAl
LUU”@i~Ae"h|ti{Vretb{

* Host Name

e Serial Number

* Location
*  Vendor
*  Model

e Operating System

¢«f A"»>0—"sM8AUUK"Ouxzfw8&AUE>_t oXi*M{iw«U Ob”
qzAl pUbpt Ob”Outziwcp7 WA”»UI{V~retDb{

-¢”OS'|Al p ine”AF >—;"0Al pu> TU”Ab"txzZciwan
Tae tb{
1. TU"Ab”Al pw-¢”0O> [b"{ P14OW®AT p  -¢"OwAl> Ob”
txziw g>Tae tb{ € oXirM{
2. —¢"OJqtEcAé "« . wipé”AF > [b"{ P131w®Al p  fue”A
FwrR »>€° 0Xir"M{
3. Al p> TU"Ab"¢oAl pU b"-¢" 0> % £{ P128w®AIl pw i
U"A™ >€° oXi*"M{
4. fU"ArehAl pwAa 1>Uzb"{ P156w® Al u A& 1wuz~ >€°
“oXi"M{A& IEtmMoxz ° Device Driver Reference for Network Compliance Manager

1.2+>€° 0Xi*M{
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~ N

Al p ipe”AF w~rR

Al u ipé”AF >—:b"qzAI1 nz IPzAeuc“zthxxpAEw-¢"Otz
%°wWa"2Eziue"AzSs| SNMP 0&4CAY pAzi->&;pVib{

Al pté- ib”0Ouz NCM x z Device Password Ruleee yA°w&;D6sF >qjt&
;7zé- itR-b"qzfwF >Al p é- iqg of "tb{fwF UZ™wé

- ivseepae "hOuz NCM x6Sz&;D6SF >qjt&; 0zy M ®sé- i
>_mZ;tb{

Al p Tpé”AF >ARb"txzYCa’l"w Devices w < p z Device Tools> = R~ z
Device Password Rules« & ¢ « ~ 1 b { Device Password Rule® " U %oV 1 b {

Device Password Rules O” " wNY”¢A

NY"cA t1 / 2«3a0

New Password Rule  Device Password Rul® " U% Vib{ \wO” pxz Al u finue”

&« AF >A"RS*|$BpVib{ AltmMoxz P.132w®Device Password
Rue 0" wNY"cA™ >€° oXi*"M{

Yo ¢ «@ ¢« (WWE «D¢«u>—;b"qz Al p Tpue”AF >_tpvVv
tb{F >»-R h’z Actions Aé; O%i¢i YCa " r«ae¢« 2
Delete>«ee ¢ « tb{j€b” SelectAé, Ovti YCAa’>—:b
"gzb,owF >=aRfhx-RrtpVib{

Change Date FU7™MtIEAhOIU ONetb{

Rule Name F wWE2U O7Metb{

Type Fw» OUOMetb{» OxiwMce+Tpb{
* IP Range
* Host Name

* Device Group
Devices F wxpuAEz IPzAepuzthx-¢"OEU O”etDb{

Create By F>.Y ha"2wé- iEU O"etb{ NA xz"pb”E?2
UsM\g>™ " 1b{
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NY"cA t1 / 2«3a0
Actions F lqtziwZz«3ai>-RpVib{

» Edite Device Password Rul® " U % Vib{\wO " pxzF >$
BpVib{AltmMoxz P.132w®Device Password Rule& "~ w
NY"¢A™ >€° oXirM¢ «s Rl p ipe”AF x ES
qt Onetb{eeuA°pF >i<t "b"txzil>—;"
fbE{

¢«E F wq,xOApb{ NCM x z Device Password Rule®” "t " O”re«oM”q,pF >&
D tb{uEs 038 Aw TTtiN¥"UipwdJU “& C\b”OuxzF wq

DIE 27" X=;7e"F 571+t "b"\q>R€ 0Xi*"M{thzF >&

ib”~¢”Othx IPc“> nb”"2A<K“tb{

Device Password Rule O” " wNY”¢A

NY"cA t1 / Z«3&v

Rule Definition

Network-Wide Password 'iwOU¢AN¥cA£z NCM xzF °wb,owAl pt&;

Rule Nerz E¢A8"«T.wAl p ipne”AF >—; tb{ E¢
Ae"«T.wipé”AF >—:b"\gxzAIl p «eAi
3R¢>f b"ipz6Stpu-"a0¢sMOqgs“tb{

Rule Name FE>O—"1b{

Insert Before \WF waOe"w< tK"7 WF E>AésOUti Y
Ca'"T'-R fb{

IP Range 'it"hOuxz F W&;c“w%oe IPzAeéuq4df IPzAeyp
>O—"1tb{é cA§"A¢ * thx ?E£>—: "0z Eb”Al
pUw-¢ At\WF >&;pViEb{

Hostname 'it"hOuxz\wF >&;b"xpAE>O—"tb{é ¢
Ag”A¢ * thx ?£>—; 0z Eb”Al pw-¢ At\wF
>&;pVib{

Device Group it*hOuxz\wF >&;b” 1mZiw-¢”OwE?2>-

R tb{F >b,owAl ut&;b"txz Inventory > = R "
tb{

Device-Specific Password 'fwO &z NCM x> w 1 mwAl pt{ wYA«eAi3Rg¢
information >=i #b{F >&;b"Al pw IP2Aep>O—"tb{
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NY"cA

t1 / 2«3a7

Password Information

Username

Password
Confirm Password

Enable Password

Confirm Enable Password

SNMP Read-Only
Community String

SNMP Read/Write
Community String

Show Device Access
Settings

NCM UAT pewz« -pt—;b”a"2E>0—"1b{Al

HU TACACS+ srw AAA 1x4"3a8i>—;b"" ' Otf "o
oM”Ouxz NCM ;w AAA a”"2 78¢iA>~"R zfw AAA
«@AT3RCIAT «eAi3R¢cqg o—; b{

NCM UAT pewZe« -pt—;b”ipé”A>O—"1b{
ine”A>6S0—"1tb{

NCM U>VP"AtZ«-pb”qVtzAqs” E"Ocg¢ ip
6"A>0—"tb{,qerwf 'Etxz E"O¢ fpe”A
UZApb¢ « e« Nortel ASN/ARNsr°aewAl ppxzipé”A
s'p>Vb"AtZ« -pupVib{°aewAl puxz>Vb"A
iwipeg”A>AY - "Octb” Otf pVEib{x A{

Wf tmMoxzE¢Aé"« g tdMuUdoXi~"ME {

E"O¢ ipé”"A>6SO—"1b{

SNMP i~ “«;"0&4CAY HAzi->O0—"1b{

SNMP i~ “ /{V ~"0O4acAY HAzei->O—"1b{

NCM xz,qeerwE¢sAé"«S'|E¢ Aé"« Al pp;6b
"tOtf-~eoMtb{hi‘z xwAl pf >—; 02>

wAl pu> gb” NCM w;6>!EpVib{Al 7«
uf >—; oz E¢Aé"«f tudo NCM >8§u»U fpV
tb{Al p Z«-uf xzAI p ine”A@CtA|CZ’

¢31b{O—"hAl p{ wf U&;""wxzAIl p{
Win&"A@Cr—:b" Ot-R hOuizpb{ipe”A
F txzE¢Aé «T.WwAl puf >aCpVEb{it«s
O tby{

eExechb”A OéiOA
«Config b”A O&éiOA
« Admin Oéi0OA

Al p Z«-pf w—;MOwAItmMoxz ®How To Use Device
Access Settingsee T«>«ae ¢ « 0 Xi*"M{

4f h'z Save@»ir«@e« 0Xi*M{y MF U Device Password Rules p At~ 0O

Aetb{
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Al p -¢"Owac

Al p -¢”0O>~"Rb"qzE&t& hMOPpPAI u>0>ti"pVib{ Xwbuz

Al pxziwMceTwpu®©"U>—; obpt$RA"*oMIb{

+ e«g$thxug$sOte Seattles New York st £

+ AAocfthxse6t®Azé za srf

. E¢cAé"« 2"©A«%RtSZ7é"¢e corez edgez distributionz accesssr £

p sz Device GroupsO " " tx Inventory -¢”OqMO3uAU -¢”0izZU teoMiEb{
Inventory = ¢”Otxz NCM tdC”ehb,owAl pU teoMtb{hi’z\wO"’
txz "R ha”2 [w-¢" O« ONetb{

NCM wAT u  -¢"0SUxz ~-¢"Oqeae”N ~¢"OpiR"etb{
. -¢”’0Otxz 1mw iZU OpVib{-¢"0>y'M ~¢”Ow -¢"0Oq

04Cb"qzfetpw ECZUb,0i{VAretb{thz -¢”OtxAl
m=-¢"0izZ> S"\qUpVzAIl pu> S"\gxpVidoe{

e @&"N -~¢”"OtxAl piz> S"\qUpVz wAi p -¢"0> S$"\gx
pVidoe({
AN¥cAw Inventory-¢”"Ox> trghez -¢”Oqeae”N -¢"OwtMt pb”\
qty ™ oXirM{ Inventory - ¢” Otxz3pAU°wb,owAl pU fetb{ -
¢"Ot "sMa”N -¢”Oxb,o0 Inventory -~ ¢” Ot tetb{
Al p =¢"OSU>"Rb"qz°EWAI p -¢"O0t0 o»p«qeU”A> otl
@pV”'Ots“tb{Al pu 2¢"O0SUw«>itO fb{
Inventory s b,owAl p> %o
Geographical Organization
Europe - -¢”0
Asia - -¢”0
China e 2" N-¢c”0
Japan - e " N-¢”0O
Departmental Organization
Finance
Engineering
Sales
Branch Offices
Main Sales Office
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\WAT -¢"0SUwbOuzhqQyz JapanAl pthx  AsiaAl p¢ ChinaAl pgq
JapanAl p>b,0 %£t0 oz»p«gqeU”A>TaepVib{

New Group 0" wNY”"cA

y MAIT -¢"0>8Cb"txz YCa”l”w  Devicesw < p z New Device Group « & ¢,
« tb{ NewGroupO” U% VIb{

NY"cA

1 / 2«3ai

Group Name
Description
Owner

Sharing

Parent Device Group

Devices

ﬂ(}"OE)O—\ib{

A¢"Owti>O—"1b{

Aé,O0wei YCA"T' E2>-R Fb{ AN¥cAxz Admin pb{
Public thx Private>- R fb{ Public-¢”Oxb,owa”2U£€"
pVibUz Private-¢”"Ox-¢" 0 "Erq3uAU g iZUE
°pVib{

«ePrivateAl p -¢”Owluz 6:wa”2uU xwAi p ¢
O>f pVib{a zx NCM té- ib"qzfwa zwAl

u-¢"Ogb,ow Public Al p  =-¢”0iZ>€°pVib{AL
g o0za’2xz NCM >—Mebrqu-"alaeAYt "o8u»
U fpV"Ots“tb{

AésOvici YCAa”tx Inventory-¢”OU O~retbUz wo

¢"O>-aRb"\q<pVib{fw-¢c"O> Privatetb” gz~ R x
Aire"\qty ™ o XirM{ Private-¢”O>-¢"0SUt S
"\gxpVidoe{

Device Selectow ( W@ ¢ «putzqOwAl p -¢”OUb,0 0
Netb{°jitxz Inventory Al p =¢”OU O”etb{ Device

Selectorw—;MOtmMoxz P.138 w®Device Selector >€°b" Tz
Device Selectow EitK"Y3O0¢ ?f£>«a¢« 0XirM{
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=4 o
-¢"’OwacC
y°M -¢”"0>&Cb"txziw g>ie tb{
1. Yca'i’w Devicesw<pz Groups>«a¢ « fh{ Device GroupO”" U% Vib{

P.139 w ®Device GroupsO” WNY"¢cA™ >€° oXi*M{
2. 0" wietKkK” New Parent Groume i « >« @ ¢« $b{ New Parent Groug) ” " U %o V
Tb{
¢t«fE -¢"O>~"Rb"txz&~sSVV>EIoM”2AUK“sb{thzAl p -¢"0
SUxz ~+"hSz -¢"Oxb,o0 Publictb”ZAUK*“$b{

New Parent Group O” wNY”¢A

NY"cA t1 / 2«3a0

Group Name -¢"OwWE2>0—"%b{

Description A¢”Owti>O—"tb{éxxz\w-¢"0> w-¢”Oqa
b"°0t tb{

Sharing —-¢"Oxzxt Publicgs“fb{

Parent Device Group Aé;O0w%¢i YCa"txzAN¥cAp Inventory U O "efb{

Child Device Groups * All de\(ice groups g ONV\‘IﬂAi U ﬂg"Qwae HAU O7retb{
-¢"0Ow g o S"Al p -¢"0>-Rz Copy >>>« e ¢
« tb{ 1mw-¢"0> g0 S"\qUpV"” =¢"Ox 1m

iZpK"\qty ™ oXiAM{ACb"-¢"OUbpt -¢”
Ot "oM”Ouzfw-¢"Oxzfetpw =-¢”"OT'_17
etb{
« Children of this group - ¢”Ot q oA“po’soM"Al p
-¢’OwapAU Oretb{\w =¢”OT’_tb” -¢”
0>-R 'z <<Remove>«a ¢« fb{

r"A>4fb"Ouxz Save@ »ir«a¢ « fb{ New Parent GroupJ %o V 1 b {
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Parent Group O” " wNY”"c¢cA
NY”¢A t1 / 2«3a7
Groups & 1 « Device GroupsO” U% Vib{\wO " pxzAl p -¢"0>
b,o T OpVib{AltmMoxz P.139w® Device GroupsO” " w

NY"cA™ >€° oXirM{

New Groupae i « New Device GroupO” U% Vib{AltmMoxz P134w® Al
H-¢”OWAC™ »>€° oXir*M{

New Parent Grouge i «  Add Parent GroupO " " U% Vib{ AltmMoxz P.136w®New Parent

Group O " wNY”"¢cA™ >€° oXir"M{

Group Name Al p -¢"0Owa”2 [EU O etb{-¢"OE>«ay
«b”qz Device Group Detail®O” " U%Vib{ AltmMoxz P.140
w ®Device Group Detaild” " wN Y "¢c A~ >E€° 0 XirM{

Description —¢"OwTtiU Oretb{exxz\w-¢" 0> wa¢”0
ga b"°0tsloMib{

Number of devices A¢"O°WAT pw:U O”etb{

Owner Al p =¢”0>~"Rha"2EU O"etb{

Sharing -¢”OU PublicpK”T PrivatepK”TU O”etb{ Public =
¢"Oxb,owa”2U€°pVibUz Private ~¢”Ox-¢" 0
ETqIUAU g iZUE PV ib{

Actions iw!02ai>~-RpVib{
« Edite Edit GroupO” " U% Vib{\wO” pxza”2 [-¢”
OWE?2S'|"YiA>IEpVib{ ~-¢"Ot0b"Al pw
aCS‘|_t«pVib{AltmMoxz P.154w® Edit Group O "

"WRNY”"¢cA™ >€° 0oXirM{
eDeletee = ¢c”O>17t_tT 1b{

« Make Public/PrivateAl p -¢”O> Publicbp”Aq Privatep”A
W p~“8Q1b{
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Device Selector

Device Selector —;b"qz-¢” O Az”> ot "ozt _tsz0a&-"34i;wA

i HS"A] u ﬂ(}"O)ﬂRb”\quVib{

AN¥¢Apxz Device Selectow ( W@ ¢ «utzqgOwAl ~¢"OUb,0 O7et
b{°jitxz Inventory Al g =¢”OU O”etb{Al p ~¢"OwaepAwitk”
eCVw—-txz AlGroups!O2aiU " O"etb{ Al p -¢"O0°wAil pub,owa

pA>"Ob"txz Group Name§ &Upz Al ~¢"OWE2>%Oc«aee « th{

¢«f Al p -¢"0>.Yb"Ouz Device Selectorw Added Devicesd ¢ « utxz-¢”0°
wqOWAT puU Oretb{

s8w Device Selectof 8”xzAN¥cAp AllGroupstf ~"eoMz*b{hi z7 wAl
ua&pA>.Yb"Ou>tVib{( wB¢«pup-¢c”OwWAIl p AU 100AT p»
OQhOuUzAT px6:wO”" t 7 0Metb{0”" :xz( WO ¢ «pw<t ONe
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NY"cA t1 / Z«3&i

Group Name + AWE2U Oreth{

Description Al p Ta’wtiu O7retb{

Sharing Al p -¢”OU PublicpK”T PrivatepK”TU OA”etbt¢p

b"OuE {I"AVY3ai —-¢"Oxzxt Publicgs”\qty ™ o
XirM{
Parent Group Device Aé;Ov¢i YCa'T' -¢”0>-R tb¢ pb”"OUE {
Devices Device Selectow Added Devicesd ¢, «ptz Al pwepAU Ot

b¢"pb”OUE {Device Selectow—; MOtmMoxz P.138w® Device
Selector »€°b”"Tz  Device Selectow E{tK"Y8O¢ 28>« @«
"o XirM{

4f h'z Save@»ir«a¢« 0Xi*"M{
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i"AYysaiAlw~ 0O
["AY3&aiqgxzAl Ta”t feoM”Al p ¢Aw\gpb{Al puU Op
V"i"AY3aixz 1mwAil p Ta”°p 1mizZpb{Al u fa"ué: ob"0
uzaAl uxzeAl p Ta”ow 1 mwi”AY3aiizt O tb{

i"AY3aigCcw Oq$BraeOtxziw g>Tae b{

1. YCAa”l”w  Admin w<pzDevice Views>« e ¢ « fb{ Device ViewsO” U% V b {

2. @C> 0Ob”"Al u Ta"wWE2>«a¢« Tb{ The Partitions for that Device View page
opens.
NY"cA t1 / Z«3&i
Name i"AY3aiwE2U O~efhe¢ «s["AY34iE>«ae¢«b
"qz Device DetailsO” U%VibE {
Description i"AY3aiwtiu Oretb¢i”"AY3aTwAItmMoxz
P143w®AIl pw--YiA=" >E° O XINME {
Number of Devices i"AV3aiowAl pw:U O~retb{
Actions fwz«38i>-RpVib{

« Edite Edit PartitionsO” " U% Vib{\wO” pxzi”AY34ait
0"0Al uywdCthx_t>a20\qUpVib{

eDeletee ["AY 347> _tpVib{

Edit Site O”"wWNY”"¢A
+ ACthxi”AY3ai£>$Bb"txziw g>Tae $b{

1. YCA”i”w  Admin w<pzDevice Views>«a ¢ « fb{ Device ViewsO” U% V b {

2. $Bb”Al fa"t0 “hz Actions 84 Uw Edit |O3&di>«a¢ « tb{ Edit
Site¢ $hx Edit PartitionfEO” U% Vib{iw xzAN¥¢cAw Site Al p Ta”
$Bb"gVWNY"¢cA>O oMitb{

NY"cA t1 / Z«3&i

View Name Default Siteq O« fb{

Description i"AY2aiwtiU O”etDb{
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NY"cA t1 / 2«3a0

Core \WwNY"cAxz [("AVY3aiUAN¥cAw Site Al p  Ta"tkK
"Outw " O”etb{ E 20 &leAVYiu,rg3pAUw i
nHA"citz\w+ ApAl uw gt—;b” NCM Core>! °
$b¢ NCMCorewAltmMoxz Pl45w®!"1"&¢0b” IPE¢

Realm Name

Ae"«” >€° 0Xi"ME {

Aée;O0Owei YCA"T' Ream>-R ib{ \wNY"¢cAxz I”
AY2:aiUAN¥¢cAw SiteAl p Ta’tk’Outw " O~7e
tb{\\pxz\w+ A°wAl uU Ob”eéc¢U>! "fb{

NCM Core U% aécUt O sMOuz NCM x®"A¢ £ Y¢da
>s—; o0z\wzx A°wWAIT pt€ “tb{

Devices Device Selectow Added Devicesd ¢, « utz Al pweaepAU O/t

b { Device Selectorw—; MOtmMoxz P.138w ®Device Selector > €
°hb”Tz Device SelectowEitK"Y80OC ?fr«a¢« 0XirM{
D6saxzi”AY3aiswAl pwadCizZpK”"¢fwAl

uxfetp "oMhi”AY3&iT ' x"$t_tr"£\qty

™ oXi*M{thzi"AY3ai>_tb"Ouxz_t>feb”
2tz{"AVY3ai°wAl pb,o> wi”AY3&it ~"o

SX2AUK“tb{

Al

uW-—IYTA=W«

iw«paeOarxziwgS“pb{

2

Corporateq MO E2wy MAT fa">"Rb"{
CorporateAl p  T4”t RedmondgMOE2wi”AY3&ai>4C z fwi”AYs3a
it S"AT w» 2m! b"{

4”20 Redmondi”AV3aiowAl pr>€°pV " OtzAl peevvUY"
Xf Aeh\g>-Yb"{

NCMt Adming o0é- i 1b{

YCa”1”w  Admin w<pz Device Views>«a ¢ « th{ Device ViewO”" U%V tb
C«sSteMOE2wWAN¥¢cAWAIl p T&4”U 1m teoMIb{ Site Al u
Ta"xzE¢gAé"«wAl prag$ti”"AY38i="h«cwpzEcAé"«p
UZA«hb,owAl p> "tbf {

O wiaetK” New View eei«>« @ ¢ « 1t b{ New Device ViewO " U % V b {
View Namet® Corporate qO — 1 b{

DescriptionN Y "¢ At®  Partitions devices by locatiorg O — 1 b {

Save Device Viewd » 1>« ae ¢ « 1 b{ Device Views O” " U%Vib{ Name §aUt
®Corporate q O e tb{AN¥cApxzi”AY34aiU 1m O'oMib{\w
("AY3aitxzE¢sAé"«°wAl pUb,o fefb{
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7. Corporateia”t0 “hz Actions 8aUw Edit>«ae¢ « b Edit Device View O "~
U% V1b{
O wieetK” New Corporateze T «>«a ¢, « 1 b{ New Corporated " U %o V b {
Corporate NaméN Y”¢cAt® RedmondqO— %b{

10. DescriptionN Y”¢cAt® Partitions devices by locatiorg O — * b {

11. Device Selectos—; 0z Inventory > V4O g« ae ¢« b{

12. ( WAl p @puApz Shit ©”>1"sU’z7sw 2mwAl p>-R tb{

13. E}jl¢ >>>E£@»ire@« tb{\¢'wAl pUE w Added Devicesd ¢, « 't
“Onretb(

14. Save@»i>«ae ¢ « ) iib{ Partitions In The Corporate Vie®d ” " U %0 V z Redmondi” A 'Y
BEATOWAIL pw:U ONMNefb{

15. YCAa”l”w  Admin w<pz UserGroups «a& ¢ « $b{  UserGroupsO” U% V tb{

16. GroupName8dUpz AllUsers>«a¢« th{ AlUsersO” U% VIb{

17. O "wietK” User Roles & Permissione i«>«ae ¢ « 1 b{ User Roles & Permissions
A" U%Vib{

18. 0" " wiaetK” New User Roleze i «>«a ¢ « 1 b{ New User RoleO " U %o V b {

19. TypeAé s O%ei YCA”T'  View Device Permission =R fb{

20. NameNY”¢cAt® Redmondq® —"z DescriptonNY”¢cAt® RedmondRoleq® —"
th{

21. ViewByAé,Ov¢i YCAa"pz Corporatex=R tb{

22. Ta"wa AT’ Redmond>-R 1 b {

23. Save@»ir«ae ¢« £b{ User Role Informationd”” U %oV zy "M a2 é”"ct b

"AIUTO"etb{
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~ N

Al p -¢”Ow$B

7 w
1. Yca’i’w
2. $Bb”Al p

Al ~-¢"0>%$Bb"txziw g>fae 1tb{

Devicesw<pz Groups>«ae ¢ « 1b{ Device GroupsO " U %oV £ b{

-¢”0t0 “hz Actions §aUw Edit r«ae¢ « 1b{ Edit Group

0" U%Vib{"AU4f h'zic Save>«a ¢ « 0 XiMM{

Edit Group O”"wWNY”"¢cA

NY"¢cA T1 / Z«2&T

Group Name Al p -¢"OwE2UO”etb{

Description Al g —¢’OwtiuU O etb]

Sharing $Bb"Al p -¢”OU Publicthx PrivatepK”\qzK”"MxA

Parent Device Group

Devices

Child Device Groups

I p =-¢”0OU -¢”OpK”"\quUO etb{ee”"N -¢”0>
$Bb"OuxzAl p -¢”0t U Ob"\qUO"etb{

Aés,O0wcei YCa“tz Al p ~¢”OwWE2U " O7etb{

@"N -¢”0°wAil puUu O7etbe «\WNY”"cAxz A

Il u =¢"0>$Bb”0Outx O etdoef {Device Selectow —;
MOtmMoxz P.138w® Device Selector >€°b" Tz Device Selectow
EitK"Y30¢ ?f>«a¢« 0Xit*M{

« All device groupaq Ow TAT A¢"OwapAU Oretb{
-¢”Ow g0 S”Al u -¢”0>-Rz Copy>>s«aey¢
« tb{

« Children of this group =¢”Ot q oA“po’soM”"Al p
~c"OwepAU Ortb{\w ~¢"OT'_tb” ¢~
O>-R>z <<Remove>«@&@¢ « b
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Al pw°A$B
°A$B:6>—:"0zAl pf >!'Eb"\qUpVib{iwrA>TaepVib{
« A& 1>bA“po{
« € MUC¢ SNMPzTelnetz SSHE>f b"{
« 8uUOéA ¢¢ SCPzTFTPZFTPE>f b"{
e A9IxUAW@Csf b"{
e 7™t_:Aehipé Are-¢Ab"{
e ACLTrs>f b"{
1. Devicesw<wYCa”l"pz Inventory>«a ¢ « £b{qO g~r*oM”"b,owAl

pHwae pAU% Vib{
cRarp$Bb"Al pt0 "h%Es«@¢«p>lit b

ActionsAé ¢ Owei YCA"pz Batch Edit Device> «ae ¢ « 1 b{
"U%Vib{"AU4f h'zzc Save@»ir«aeé « 0Xi"M{

Batch Edit Device O” wNY”¢A

Batch Edit DeviceO ”

NY"cA t1 / Z«3&v

Devices ~RAshAl pwaepAU Oretb{

Assign Driver 'it"hOuxzAIl pt°ApA“po”A8d 1>-R %
b{

Set Connection Methods 'it"hOuxziwe MUS‘|8u0éA¢cT z°AS%

B;wZz« -pMU>-R fb{

Connection Methods AN¥cAp!i£
* SNMP

* Telnet

* SSHe SSH1 or SSHZE AN¥¢cA£z SSH1Onlyzthx SSH2 Only

>R $b{

Transfer Protocols AN¥GcAplif
* SCP

«FTP
« TFTP
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NY"cA t1 / 2«3&7

Set Bastion Host Information !'it hOuxziw@C>O—"1b{
e uses Unjx or Linux bastion host for Telnet & SSH accesstb”
¢"pb”"OUE
c A9xuAw IPZAeuthxxpAE
« A9xuAwarz2E
c AOxpAwipe”A
e fue”Aw-y

Reset Last Used Passwords 'fwQuz7 ™t—;~rehipé”AUa ¢ Aretb{

Set ACL Parsing it"hOuxziwMceTw!O34i>-R tb{
» Enable ACL parsing and storage with each snapshot
« Disable ACL parsing and storage with each snapshot

~ N\ o ~

Al p Aa ilwuz

UZpxzAl pto b”"&~sAl p Ad 1>_mztb{Al p A& TxzaAl
ut{ w UiA>z NCM UY E¢Aé"«w gt—;b”Z; Ut!6 $b{

UZpxz SNMP fhx Telnet/SSH>—; oy MAI pr«oae” z&~sAl p A&
I>A“potb{\wOé -pUax "hOuxzfwALU Recent Task€) "t O~ s fb{
&~sA& TUA“po’esMv“z NCM xzAl puf >2«AYOt gb”"\qUpV

tde{A&d TUZU=a= "hOuxz "pA& 1>A“po”\qUpVib{xU"A~

coM”A8 IwaeepAtmMoxz ° Device Driver Reference for Network Compliance Manage 1.2
€° 0XirM{

Al p A3 TUzOé-u>I"b"txzYCa"i"w Devicesw < pz New Device Task
-~ R " z Discover Driver> « & ¢ « ~ ¥ b{ New Task - Discover Driverd ” " U % V £ b { P.239 w
®Discover Driver TaskO " " wNY”"¢cA™ »>€° oXi*M{Al p A& TuzZxz Deploy
Software» p«p<l™Ae”\qty ™ 0 XirM{ INACEZUYXtZ2¢OQé"Aren™
pthi>zAl p>ae0”Ab”!024aiU-R"~o0M”"OuxaeO”"A " h™p£ zAl
HA& TUZ»u«U% e etb{
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Telnet >—; " hAl pewZ«:-|
NCM T’ TelnetS*‘| SSH-¢38i>1"b"qziw'Osb:U~"«tb{

e &4 iw E= ed”"2xmxw NCM 28¢CiA>—; 0é- i 1b{ NCM U&”
2wVv>-Y tb{azx NCMCLI “UiA>O—b"TzthxAl ptU€e
b’\qUpVib{thz 1mw-¢;3aipzAIl uqwe€ >~...°z wAl pt
€ b’\qUpVib{a’2xzAl pwOi%”e» Osrt sXz 1 mwé-
i>G1b"iZpA“tb{A{rehé- iMUU A" sMOuz NCM xzx"$
tle «z2¢e 0O é- iMU>Yeae fb{

. a¢"OS|VVt'"$R Al p>-¢"Ot$R z~¢"O]qtVVv>A“p
0"gzAa"2t'"Z«-pEUVVWK”> wAT ptMvAe"\qU-Anret
b{

e f w'O¢t AAAt' "sME . Telnet/SSHOE©3>—;b"qz. Y ehf z 74
i TYTAzS‘|!E>elha”2>"opVib{ Telnet/SSHO € ©3xzx " $tz
S, 38Tw *é->f t ECZtb{

e ACL W_n *7AsZ«- | TiAérg @uACACLEUZAT plqt 1 mpxsXz
NCM +71]qt  1miZpA% Ots“th{

+ ©4dxAYwWE= <E;Aé’«IipAl p>!'Eb”a”2>Y b"\qpzeD”"
cOMsSMa"2wUZzS‘|+D"eoMsM!EWA{UA t0>ts“tb{thz
NCM pxzeD"eoMsM!EU&& +"2t"0"shzt "oM”f > 0t2%o
"z O$sEe>. Y 0zE¢ A&7« £7Tp> tlib"\qUpVib{

Atz NCM>p o Telnet/SSH« & 2iA>Al pt€ “z-o3a71>a{b"\q<p
Vib{ NCM pxziw«d ZiAT'WE tmMoApAA pbthi z\e'ZZw«
& 2iIAp<""b"D6QxXxK“tb£ {

e SecureCRT

* Windows Telnet

e Putty
Telnet/SSHOé©3 i»"N£ pt Eb” Admin f U;™”reoMtb{AlItmMoxz
P.85w ®Telnet/SSH >€° 0 Xi*"M{
NCM >—; 0 Telnet-¢347>1"b"txz YCa”l"w  Devicesw<pzInventory >« a ¢
« tb{gqO g”r*oM”b,owAl pwaepAU%VIb{Al puto “hz Actions
§4Uw Telnet' 03&i>-R tb{ Al pté- ib"qz Telnet¢ YiACtAl p o]

6TOAU O th{

t«E TDa"»t Java Runtime EnvironmetitRE; Javadi» U ¥£Uti TpuA”’¢c”e0
MsMOuzTelnetfthx SSH>sSo-;b”qVxz 0O&8¢2U SunWeb+x AT w¥¢ié”
A>%oe tb{\ext W ApK*“z JREwWY4¢ié”Aq iuA"greYb"ZAUK*"

Fb{
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NCM T’ Telnetthx SSH:-¢%&di>sSofaeb”’qVxz-©aaeAY ¢YiAcu O~
23 T ALY Cié"Ab " Ot{S +"OUUK*“tb{ Grant always» « & ¢, «
‘o e Fb{\wart' “z3p T 'w TATA>6Tb"\qU-Y " etb{

U™MwAl u "UiA>O—pVEb{*"A>4fb"qVxz quit >O—"fb{\wanrt’

“z Telnet-¢341T ' é-~2¢Aretb{hi z NCM Telnet/SSHO é ©3 - ¢ 38ix;E
Netp{0O€O3 - 38ipxz NCM>0éiOAU—; etb{

Telnet/SSHO é ©3 - 38ipxz WAIT Pt€ b’Tzthx NCMCLI "UiA>O0—b
"\qUpVib{O” wietK” Connect>«a ¢ «b"qz0é©3 381> U€%0
pVib{ TelnetOé©®3 -g3aipxz wAl put€ b"Tzthx NCM CLI “UiA>

O—b"\qUpVib{

SSH >—:;"hAl pewZ«-p

SSH -¢3&a7>1"b"txzYCa"l"w Devicesw < p z Inventory>«a ¢ « “1b{qO
ghreoM”b,owAl pwe uAU%VIb{Al uto “hz Actions §4Uw SSH!O
34i>aR Fb{U™wWAI p “UTA>O—pVib{*A>4fb"qVxz quit > O —
"fb{\wanrt'“z SSH.¢38iT'é-2¢Aretb{hi z NCM Telnet/SSHO é ©
3 . 3&8IXiENED{

¢t«fE O wiaetK” Connect>«ae ¢ «b"qz0é©3 38> U€% pVib{ SSH
0éo3 -s3aipxz WAl Ut€ b”Tzthx NCMCLI "UiA>O—b"\qUp
Vib{
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Telnet/SSH -¢3aiw O

TelnetS‘| SSH:-¢34i> Ob”txzYCA”I"w Devicesw < p z Inventory > « & ¢, « "
tb{qO g”*oM”b,owAl pwaepAU%VIib{Al pr«es« th{fw

Al pw Device DetailsO” " U% Vib{ View Aé;O%¢i YCA"T’ Telnet/SSH Sessions
«@¢« Th{ Telnet/'SSH Sessio®” U% VzietAl pwxpAELhx IPzAepu~
Onretb{

Telnet/SSH Session List O” " wNY”¢A

NY"cA t1 / 2«3a7

User Name ¢3ai>fe ha”2wE2U 0 etb{

Start Date ¢ 3ATW% e OTU ONetb{

End Date ¢ 3ETW4fOITU ONetDb{

Status o 38iwuAT»uqg o Openfihx ClosedU O7«fb{
Type ¢ 38iw» O0q o Telnetfhx SSHU O7etfb{

<§u»U NY"¢A > Telnet/SSH-¢34i;t [*«hb,ow§u»U NY"¢cAUz

\WO" t Ot b

Actions fwMceTw!O3&i>-RpVib{

+ View Full Session Telnet/SSH Sessio®” " U% Vib{\wO" p
xz\w-¢g38iatO—reh UiAgqfwAi p >0

pVib{

+ View Commands Only Telnet/SSH Sessio®” U% Vib{\wO"”
“pxz\w-3aiatO—2reh UTAiIZ>"OpVib{
\w!O34ixz \WAT pe wAl put0 06taeb’p
«eOA>Gab"Outpqgjtb{ UM™Mw UiA>«ae¢«b”
qzfw UiAtOb”Al p tU O"etb{

¢« Utpuw(D»i>!"sU’AOpA>-Rb"qzfwWAOPAUS8 O etb{itz
Enter©”">!bqzAOuAU«ee OB "At7“CZ +1b{ Telnet/SSHz O & ¢ Awe >
UtuwE@»ip«ae«b’qze«aec OB AT 208 AtAOUAUT“CZ +1b{
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connect>—;b”"Mw (sMOq oz xpAEthx IPzAeptée ¢cAg”"A>aCb”\
qUpVib¢hqQyz  connect *.sfo £{\w'Otb"qzAl pweuAc¢thxUgo

A>U“ % Ot{8"V¢-""EU&MN$b{€ b"Al pwje>O0—"1b{ Shell
i»NE pupxziwMs EUxU"AreoMib{

M§ E 1

AA §"1¢>0—awE&E,t " fb{

ABzA §"1¢> 1 Edi“tb{

AC O—a> “«‘OZ)'/\M(’)é'I'OAH&\:tb{
D §"tcw<w E>« fb{

AE7Z A §"1¢> 1 Ei Stb{

AH z Backspace Delete  §"icw(w E>«” 1b{

AJz "M T<~e>0“th{

K §"1¢T'aetp> Tz _trehA@pA>_ ti¢Net
" fb{

ALz R Yy M UTAA it UTAUR " OAetbech@w62h
UsOae Aretbe |

"Nza “UiAdeowiw UiTAt " tb{

"Pza “UiAdeowew T UTAL "~ EDb{

AT §"icw<w E>zZ2w EqO«8Qithb{

AU z AX §"1¢T'a,fp>_ T z_t7reh E>_tigNet ”
“ib{

"W §"1¢T'6"AWE ,,tp>_t z_t7reh E>_tlg¢
Net " $b{

Y _t1¢NeT ' qOwe"t E>7“CZ1hb{

A qOWA] pe »4f tbe¢ it ¢ +">p hza-p
t(bE {

ESC-b §"1¢> 1&"Aui fb{

ESC-f §"1¢> 1&"Au Sib{
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Telnet/SSH O é©3>—; hf IE
Telnet/SSHO é©3>p of >!Eb”"txziw g>Tae tb{

NCM £”1t  Telnetthx SSHE€ “z NCM «@Ai3R¢>—; 0é- i Fb{

2. connect UiA>—; 0zAl pt€ “1b{ connectr qO—Db”"qz NCM T'€
D6sAl pu> OpVib{ O”«”Al pU bW”Ouxz0A>U" %h
SzxuAEw7sw: E¢thx IPzAepw7sw:;£>0—"z ZoZu»ap
«>O0—"1tb¢thqQyz connect bor* £

3. Telnet’/SSHO é©3t O ehjoaepAT z € b"Al pwjg>0—"1b{ NCM
XzZAa"2wZ«- -y «@Ai3Rc>a Y h™pzx"$ta”2>Al uté- i
Adtb{

4. \wAl w> Cisco IOSAT ug> b"qzAIl pip Config T pP"AtO*z!
E>CQoz Eb” YiA>4C tb{

5. Configure Terminalb "A>4 f > z Exit qO—"1b{

6. NCM Telnet/SSHO é©3>4 fb"txz0éiOAp Exit qO—"1b{

Telnet/SSHO € ©3>—;b"OuzAl puté- ib"qz 74 i TYTAUTONe

\gty ™o Xir"M{
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A9xpuAw—-; MO

A9xpAxz0a O7A EcAe " «qiOa¢ « EcAe”« WO®"ACE pb{A9x
pA>.©4=AY "q'o-;b"qz04& O"A EcAé"«qiOeae¢ « EcAé«
wlezq o0;6"dozE;8"t'""E8>wY\qUpVib{

A9xpA> NCM g ;b”qz Telnetthx SSHZ« pt0 06¢«¥ati;és—;pV”
‘Ots“tb{iwrA>TaepVib{

e Al plqtA9xpA> 1m! b”{

e A9xpAweé- i «e&Ai3R¢q oz a"2E ¢!03ai£ qipée”As>! b7 {

e A9xuAt Telnetthx SSH€ "z Telnetfthx SSH>p o0»"®¢ A Al pte
b”{

¢«f A9xpA>—;b"Oulzb,ow CLI Z«-uxzAl ptU€€ ~eczA9IXUA

>p 0G¢"AYi-retb{A9xuA>—;b" Otf ~«hAl ptz Telnet/SSHO é
©3>p 0€ b"Ouz NCM xA9xpA>p 0€ "h™za"z2w AAA «@Ai3R¢
U! "eoMeyzfw«@Ai3Rc>AIXUAQg»"®¢ A Al pwtMt&; tb{

A9XpAewZ« -upxz NCM weéxwipué”AF rgxa~ssM\gqty™ oXin
M{A9xpuA «eAiSBRCUA®WOUZNY¥"¢l¢axae etde{AIxuAté-
TTh™wzAIXPUAT Al pewZ«-uxz NCM weéxwipué”ArgtHloa "~
Tb{

¢«<E > WAI pt0 06:WwWA9xuA>! b”’\gxpVide{hi z\w304a
@7337q 0z DNSE>Z b"6:wWA9xpA pé”A 1473i->20\qUpVt
b{

TelnetS‘| SSHZ«-u;w  Unix thx Linux A9xpuAs! b"txz fw g>Tee tb{
1. Devicesw<wYCa”l"pz Inventory>«a ¢ « £b{qO g~r*oM”"b,owAl
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