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�”�q�z�ç�”�»�z�µ� �¿�½�z�Ñ�•� �ž�¢�¥�”�ç�z�é�”�Å  �Ì�å�ï�±�z�S�‘�|�Á
¢�ž�«�·�µ  �Ù� �ï�Ä
¶�.�t
�˜�h�l�o�z
ƒ���S�‘�|�¹�Ñ�Ä�¢�£�ž�w�!�Ë�›�å
{�`�z�Ð
T�b�”�\�q�U�p�V�‡�b�{ NCM �p�x�z�É�¿�Ä
�ë�”�«�w�!�Ë�›�¹�®�$�t�€	°�p�V�”�h�Š�z IT �r�p	��x�z�ð�J�t
C�2�b�”�D�ó
Q�w�K�”	Ý�¯�›�›���`�o
	.
Y�b�”�q�‰�Ì�t�z�¯�ï�Ó�å� �ž�ï�µ�w�ð�J�z�·�©�á�æ�Â�Ÿ	Í�w�)�e
Q�z�S�‘�|	Ë�•�s
î�w�æ�µ�«�›
�0�n�b�”�\�q�U�p�V�‡�b�{�‡�h�z NCM �p�x�z�Ã�Ì� �µ�w�¤�!�Ë�t���b�”���*	Â
{�w	Ø�C�U�b�‚�o	��“
���‡�•�‡�b�{

�É�¿�Ä�ë�”�«  �¤�ï�´�Ç�ž�x  NCM �›�–�;�b�”�q�z�Í�w�Ä�ò�›�›���p�V�‡�b�{

• �!�Ë�^�•�h�Ã�Ì� �µ
ƒ��

• 
ƒ���!�Ë�w
Y�¬�s�º�0

• �!�Ë�w�r�p	�

• �!�Ë�w�g��

�‡�h�z NCM �p�x�z
ƒ���U���[�A�ˆ�w
ª	j�t	j�Œ�`�o�M�”�\�q�›�¬�Ý�b�”�M�O�p�z�·�©�á�æ�Â�Ÿ  �Ù�æ
�³�”�q�F
M�Ù�æ�³�”�›�É�¿�Ä�ë�”�«  �è�Õ�ç�p�&�;�p�V�‡�b�{�7	4�$�t�x�z�¤	��w
ª	j�•�F
M�t	j�Œ�`
�h�z
î�i�—�w�K�”�z�-	��D�ó�s�É�¿�Ä�ë�”�«�U�î�q�`�‡�b�{

NCM �p�x�z�³�µ�¯�z Nortel�z F5 Networks�z�S�‘�|  Extreme �q�M�l�h	��A�Õ�ï�¼�”�w
:���X�w�Ã�Ì� �µ
�›�z�É�¿�Ä�ë�”�«�!�Ë�Ó�é�·�µ�w���¹�0	Å�q�`�o�±�Ù�”�Ä�p�V�‡�b�{ NCM �U�Ë�m�µ�­�”�å�Ò�ç�s�ž�”
�©�Â�«�½�ß�›�–�;�b�”�\�q�p�z	��A�Õ�ï�¼�”�U���™�b�”�7�&�s�Ã�Ì� �µ�›
Ê�ˆ���ˆ�z�b�‚�o�w�Ã�Ì� 
�µ�›  1 �m�w�À�”�ç�p�±�Ù�”�Ä�b�”�\�q�U�p�V�‡�b�{
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�Ý� �ï  �Ý�Ç�á�”�Ì�”

Devices Tasks Policies Reports Admin

Inventory

Groups

New Device

Configuration Changes

Device Tools

New Device Task

My Tasks

Approval Requests

New Multi-Task Project

New Task
Configure Syslog

Deduplication

Discover Driver
Reload Device
Run ICMP Test

Run Diagnostics
Take Snapshot
Sync Startup and Running
Update Device Software

Policy List

New Policy

Import/Export Policies

Policy Activity

Software Compliance

SingleSearch

User & System Reports

Search For

ACLs

SingleView Users

User Groups

User Roles & Permissions

Logged on Users

Device Password Rules
Event Notification &/

Workflow Setup

Administrative Settings
Configuration Mgmt
Device Access

User Interface

Reporting
Telnet/SSH

Check Policy Compliance
Configure Syslog
Deploy Passwords
Discover Driver
Reload Device
Run ICMP Test
Run Command Script
Run Diagnostics
Take Snapshot
Synchronize Startup/

and Running
Update Device Software
Import

Run Command Script

Check Policy Compliance

Generate Summary Reports
Email Report

Resolve FQDN
Prune Data
Run External Application

New Policy Task
Check Policy/

Compliance

Configurations

Devices

Diagnostics

Events

Modules

Compliance Center

Best Practices

Device Status

Device Software

Network Status

New Reporting Task
Generate Summary/

Reports
Email Report

User Authentication
Server Monitoring

System Status

Troubleshooting

New System Task
Import

Resolve FQDN
Prune Data
Run External Application

About CiscoWorks Network/

Server

Command Scripts
Diagnostics
Templates
Software Images
Device Password Rules
Policies

Scheduled Tasks

Running Tasks

Recent Tasks

Policy Compliance

Tasks
Telnet/SSH Sessions

Users

Summary Reports

System & Network Events

Response Rules

Custom Data Setup

Start/Stop Services

New User

New Device Group

New User Group

Import

Active Directory Setup

Delete ACLs
Batch Insert ACL Line
Batch Remove ACL Line

Compliance Manager

Activity Calendar

Workflow

Statistics Dashboard

Test Configuration
Compliance

Software Vulnerabilities

Detect Network Devices

Detect Network Devices

Detect Network Devices

Deploy Passwords

Deduplication

Deduplication

Advanced Search

Diagramming

Sites

Task Load

MAC addresses
IP addresses
VLANs

New Parent Group

Task Load

New Device Wizard Device Views

Cisco Systems
CiscoWorks Network
Compliance Manager

CiscoWorks Home
Enhanced Custom Data Setup
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�Ý�Ç�á�”�Ì�”  �¦�Ó�³�ã�ï
�Ý�Ç�á�”�Ì�”�p�x�z�Í�w�¦�Ó�³�ã�ï�›	×�Ì�–�;�p�V�‡�b�{

• Support�• Cisco Customer Support �Ö�”�´�U�‰�V�‡�b�{�\�w�±� �Ä�p�x�z�³�µ�¯�w�S�l�7�x�z�7	ý
�w�Í�¿�½  �æ�æ�”�µ�S�‘�|�Å�©�á�Ý�ï�Ä�›�Ö	��p�V�‡�b�{ �‡�h�z �ð�J�w�r�>�S�‘�|�Ä�å�Ò�ç�³�á�”
�Â�Ÿ�ï�¬�t���È�b�”�Ñ�•� �ç�›�ž�¿�Ó�é�”�Å�b�”�\�q�‹�p�V�‡�b�{

• Docs�• CiscoWorks Network Compliance Manager Documentation �Ö�”�´�U�‰�V�‡�b�{�Ö	��D�ó�s
NCM �w�Å�©�á�Ý�ï�Ä�t�m�M�o�x�z P.21 �w�®NCM �w�Å�©�á�Ý�ï�Ä�•�w�ž�«�·�µ�¯ �›�€	°�`�o�X
�i�^�M�{

• NCM Alert Center�• Cisco Systems �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z NCM Alert Center�¢ CAC�£
�Ã�”�»�•�f�w���w  NCM Content Service �¿�‰�›�¼�¢�ï�é�”�Å�p�V�‡�b�{

• Logout�• NCM �T�’�é�¬�ž�¢�Ä�`�‡�b�{
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�â�”�²  �¨� �Å
�° Network Compliance Manager �â�”�²  �¨� �Å  1.2�±�t�x�z�Í�w	Ø�C�U�G�L�^�•�o�M�‡�b�{

• �³�µ�Â�Ü�w�·�¿�Ä�ž�¿�Ó�q
ƒ��

• �Ã�Ì� �µ�S�‘�|�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C�q
ƒ��

• �â�”�²�z�¬�ç�”�Ó�z�S�‘�|�é�”�ç�w�å�C

• �ë�”�«�Ñ�é�”�w�^
R

• �É�¿�Ä�ë�”�«  �Ã�Ì� �µ�t�ž�«�·�µ�b�”�h�Š�w�z SecurID�zTACACS+�z�S�‘�|  RADIUS �w�–�;�M�O

• Active Directory �T�’�w�â�”�²�S�‘�|�â�”�²  �¬�ç�”�Ó�w� �ï�Ù�”�Ä

• �ž�«�·�µ  �¯�ï�Ä�é�”�ç  �æ�µ�Ä�¢ ACL�£�w���g

• Compliance Center �w�–�;�M�O

• 	Ø�C�w�U�g�z�§�µ�»�Ü  �è�Ù�”�Ä�w�^
R�z�S�‘�|�±�Ú�æ�”  �è�Ù�”�Ä�w�î�æ

• 
ƒ���w�2�‰

• � �Õ�ï�Ä�F���S�‘�|� �Õ�ï�Ä�è�Œ�w�^
R

• �Ã�Ñ�¥�ç�Ä

�…�w
¯�Ô

• 

�…�S�‘�|�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä�w�^
R�q�î�æ

• 
Æ
T�ù�›�w�Y�h�Š�w�z�'�À
¶�.�w�Ù�æ�³�”�F���w�^
R

• �¤���æ�Ù�´�Ä�æ�T�’�w�Ã�Ì� �µ  �¹�Ñ�Ä�¢�£�ž�w�2�‰

• Telnet �S�‘�|  SSH �›�–�;�`�h�z�Ã�Ì� �µ�•�w
€��

• �¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�¢ CLI�£�w�î�æ

• Java �S�‘�|  PERL API �›�–�;�`�h�z���w  IT �ž�Ó�æ�­�”�³�ã�ï�q�w�Ã�”�»�¦�õ

• �¦�ï�å� �ï  �Ô�ç�Ó�w�–�;�z�§�µ�»�Ú�”  �±�Ù�”�Ä�•�w�È�W�z�S�‘�|�¹�Ñ�Ä�¢�£�ž  �å� �·�ï�µ�w�Ë
	ý

�¢�«�£�° Network Compliance Manager �â�”�²  �¨� �Å  1.2�±�t�x�z NCM �³�µ�Â�Ü���g	��U�–�;�p�V�”�b�‚�o
�w�¦�Ó�³�ã�ï�t���b�”	Ø�C�U�G�L�^�•�o�M�‡�b�{ NCM �Ý�Ç�á�”  �¦�Ó�³�ã�ï�w�°
æ�x�z�â�”�²�w�V�v�t
� �a�o�¬�è� �ž�¢�Ä�^�•�”	Ô�ù�U�K�“�‡�b�{
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¯�G�O

�Í�w
¯�x�z �° Network Compliance Manager �â�”�²  �¨� �Å  1.2�±�p�–�;�^�•�o�M�”
¯�G�O�›�Ô�`�o�M�‡�b�{

NCM �w�Å�©�á�Ý�ï�Ä�•�w�ž�«�·�µ

�â�”�²  �Ú�Ç�á�ž�ç�t�ž�«�·�µ�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

• �° Network Compliance Manager �â�”�²  �¨� �Å  1.2�±�• PDF 
[�›
¯�Ô�b�”�t�x�z�é�¬� �ï�™�t�z�Ý
�Ç�á�”�Ì�”�w  Docs �›�«�æ�¿�«�`�‡�b�{ CiscoWorks Network Compliance Manager Documentation
�Ö�”�´�U�‰�V�‡�b�{

• �¦�ï�å� �ï  �Ô�ç�Ó  �Ñ�•� �ç�•�¦�ï�å� �ï  �Ô�ç�Ó  �Ñ�•� �ç�›
¯�Ô�b�”�t�x�z�é�¬� �ï�™�t�z�Ú
�™�w NCM �Ö�”�´�w	Í
æ�t�K�”  Help �ž� �¯�ï�›�«�æ�¿�«�`�‡�b�{

• �° Device Drive Reference for Network Compliance Manager 1.2�±�• PDF 
[�›
¯�Ô�b�”�t�x�z�é�¬� �ï
�™�t�z�Ý�Ç�á�”�Ì�”�w  Docs �›�«�æ�¿�«�`�‡�b�{ CiscoWorks Network Compliance Manager 
Documentation �Ö�”�´�U�‰�V�‡�b�{

• �w�ù  API�• PDF 
[�w�° Java, PERL, and SOAP API Reference Guides for Network Compliance Manager 
1.2�±�›
¯�Ô�b�”�t�x�z�é�¬� �ï�™�t�z�Ý�Ç�á�”�Ì�”�w  Docs �›�«�æ�¿�«�`�‡�b�{ CiscoWorks 
Network Compliance Manager Documentation �Ö�”�´�U�‰�V�‡�b�{  

• CLI �Ô�ç�Ó�•�±�”�Ì  �¯�ï�Ð�á�”�»	Í�p�¯�Ú�ï�Å�å� �ï  �Ô�ç�Ó�›
¯�Ô�b�”�t�x�z Start �à  Programs
�à  CWNCM �à  CWNCM Client �w	q�t�«�æ�¿�«�`�o�z �é�¬� �ï�`�‡�b�{ CLI �¯�Ú�ï�Å�w�Ô�ç�Ó�x�z
�Í�w�r�j�’�T�w�M�O�p
¯�Ô�p�V�‡�b�{�b�‚�o�w�¯�Ú�ï�Å�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z help  �q�Ö�—
�`�‡�b�{�›���w�¯�Ú�ï�Å�w	Ä�I�s�Ô�ç�Ó�›
¯�Ô�b�”�t�x�z help < �¯�Ú�ï�Å�Ê > �q�Ö�—�`�‡�b�{


¯�G�O 
†�Ì / �ž�«�³�ã�ï

� �»�æ�¿�«�. �³�µ�Â�Ü  �Ý�¿�·�”�´�z�Í�µ�z�Ñ�•� �ç�Ê�z�S�‘�|  Web URL �t�–�;�^�•�o�M�‡�b�{
�h�q�Q�y�z C:\cisco\client\docs �q�s�“�‡�b�{

�æ�ï�« �Å�©�á�Ý�ï�Ä�º�w���w	Ô	t�t� �ˆ�`�‡�b�{�‡�h�x�z Web �Ö�”�´�•	ý�`�M�?� �Ý�”�ç
�Ý�¿�·�”�´�U�‰�X	Ô�ù�‹�K�“�‡�b�{
ì�“�€	°�x�z�Ö�”�´
j�ø�›���œ�i	Ý�6�p�¾�;
Ö
�p�“�‡�•�‡�b�{�°�M�z URL �•�?� �Ý�”�ç  �ž�Å�è�µ�•�w�æ�ï�«�x�z�<
¢
Ç�V�Â�©�µ
�Ä�q�`�o
¯�Ô�^�•�‡�b�{  

�Ö�— �™���w�Â�©�µ�Ä�‡�h�x�¯�Ú�ï�Å�›�Ö�—�`�o�T�’�z�©�”�Ø�”�Å�w  Enter �©�”�›�!�b
ž
�A�U�K�”�\�q�›�Ô�`�‡�b�{

< > �Ö�—�b�”
ž�A�U�K�”�Ê
²�•�Ñ�¥�ç�¼�s�r�w�!
:	Ø�C�›�Ô�`�‡�b�{ �Ó�è�”�µ�×�ç�¼�”
�›�”�V�õ�Q�”�M�x�z�•�§�¿�¯�›�’�^�s�M�p�X�i�^�M�{
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�Â�«�Ç�§�ç  �±�Ù�”�Ä
Cisco Technical Support �p �x�z 24 � Ì � � �Â�«�Ç�§ �ç  �±�Ù�” �Ä�› � � �™�` �o�M�‡�b�{ Cisco.com �w Cisco
Technical Support & Documentation Web �±� �Ä�p�x�z��
:�w�±�Ù�”�Ä  �æ�¹�”�µ�›�¦�ï�å� �ï�p���™�`�o
�M�‡�b�{ �‡�h�z �³�µ�¯�q
Y�Ü�s�±�”�Ï�µ���ÿ�›�¦�˜�`�o�M�”�S�l�7�t�x�z Cisco Technical Assistance Center

�¢ TAC�£�w�¤�ï�´�Ç�ž�U�?�é�p�w�±�Ù�”�Ä�t�‹�0� �`�‡�b�{�³�µ�¯�q
Y�Ü�s�±�”�Ï�µ���ÿ�›�¦�˜�`�o�M
�s�M	Ô�ù�x�z�E�g�3�t�S�ð�M�ù�d�X�i�^�M�{

Cisco Technical Support & Documentation Web �±� �Ä

Cisco Technical Support & Documentation Web �±� �Ä�p�x�z�³�µ�¯
a
¼�•�³�µ�¯�w�U	[�t���b�”�Ä�å�Ò�ç
�³�á�”�Â�Ÿ�ï�¬�t�S�þ�q�o�M�h�i�Z�”�‘�O�t�z �¦�ï�å� �ï�p�Ú�Ç�á�ž�ç�•�À�”�ç�›���™�`�o�M�‡�b�{ �\
�w Web �±� �Ä�x�z 24 �Ì���z�M�m�p�‹�b�;�D�ó�p�b�{ URL �x�Í�w�q�S�“�p�b�{

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web �±� �Ä�w�À�”�ç�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w�â�”�²
ID �q�Í�µ�ë�”�Å�U
ž�A�p�b�{�±�”�Ï�µ���ÿ�U���®�p�z�â�”�²  ID �‡�h�x�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô
�ù�x�z�Í�w  URL �t�ž�«�·�µ�`�o�J�å	����V�›�æ�l�o�X�i�^�M�{

http://tools.cisco.com/RPF/register/register.do

Japan TAC Web �±� �Ä

Japan TAC Web �±� �Ä�p�x�z�b�;
Ã�S�w�ô�M  TAC Web �±� �Ä�¢ http://www.cisco.com/tac�£�w�Å�©�á�Ý�ï
�Ä�›�Ô�Š� �p���™�`�o�M�‡�b�{ Japan TAC Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/jp/go/tac

�±�Ù�”�Ä���ÿ�›�A�œ�p�M�s�M�M�x�z �®�®�µ�Ä�¯�q�`�o�]�J�å�M�h�i�X�i�Z�p�z Japan TAC Web �±� �Ä�w
�Å�©�á�Ý�ï�Ä�t�ž�«�·�µ�p�V�‡�b�{ Japan TAC Web �±� �Ä�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w�é�¬� �ï
ID �q�Í�µ�ë�”�Å�U
ž�A�p�b�{�é�¬� �ï  ID �q�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô�ù�x�z�Í�w  URL �t�ž�«�·
�µ�`�o�J�å	����V�›�æ�l�o�X�i�^�M�{

http://www.cisco.com/jp/register
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Send Troubleshooting �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬	Ø�C�›�§�µ�»�Ú�”  �±�Ù�”�Ä�t
ù	ô�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Troubleshooting �›�«�æ�¿�«�`�‡�b�{ Troubleshooting �Ö�”�´�U�‰�V
�‡�b�{

2. �Ö�”�´�w	Í
æ�t�K�”  Send Troubleshooting Information �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ Send 
Troubleshooting Info �Ö�”�´�U�‰�V�‡�b�{

�^�À�U	4�ƒ�`�h�’�z
ž�c  Send �›�«�æ�¿�«�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

To �Ã�Ñ�¥�ç�Ä�p�x�z�§�µ�»�Ú�”  �±�Ù�”�Ä�w�?� �Ý�”�ç  �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{

Subject �Ã�Ñ�¥�ç�Ä�p�x�z �®Cisco System Info�¯�q�M�O�E�Ê�U
¯�Ô�^�•�‡�b�{

Problem Number 
ž�A�t� �a�o�z�¦�”�Ó�ï  �½�­�¿�Ä�t���È�b�”�ð�J
j�ø�›�Ö�—�`�‡�b�{

Comments �ð�J�t���È�b�”�¯�Ý�ï�Ä�›�Ö�—�`�‡�b�{
ž�c�z�&	ô
Œ�q�s�”�?� �Ý�”�ç  �ž�Å�è
�µ�q�Ú�è�?�é�¢�‡�h�x���3�?�é�£
j�ø�›�Ö�—�`�o�X�i�^�M�{�Ñ�•� �ç	Í�w�È�W
Œ
	Ø�C�x�z
Y�¬�p�s�M	Ô�ù�•�z�ð�J�›�C���`�h�â�”�²�{���w�‹�w�p�s�M	Ô�ù�U�K�”
�h�Š�p�b�{

Include �Í�w�¦�Ó�³�ã�ï�›  1 �m�Ž	Í
¬�R�`�‡�b�{

• Server logs for the last < > hours�•�¨�ò�^�•�o�M�”�é�¬�w�O�j�z�?�Ì��
ü�›
ù	ô�b
�”�T�›�Ì���o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  4 �p�b�{

• Administrative settings�• Administrative Settings �Ö�”�´	Í�w	Ø�C�›�b�‚�o���Š�‡
�b�{

• Wrapper Log�•
¬�R�^�•�h	Ô�ù�z Jboss_Wrapper �é�¬  �Ñ�•� �ç�U
ù	ô�^�•�‡�b�{

• System Status File�•
¬�R�^�•�h	Ô�ù�z System Status �Ö�”�´�t�z�7	ý�w�Þ�Ç�»�ˆ�^
�w�A�L�U
¯�Ô�^�•�‡�b�{
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�7	ý�w�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�w
¯�Ô
�q�æ�w NCM �¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�t���b�”	Ä�I	Ø�C�›
¯�Ô�p�V�‡�b�{�‡�h�z�\�w�Ö�”�´�t�x�z��
�w	O�A�s�Ö�”�´�•�w�æ�ï�«�U���‡�•�o�M�‡�b�{�h�q�Q�y�z�Í�w�æ�ï�«�U�K�“�‡�b�{

• Downloading Driver Update Packages�•�³�µ�¯�w�¼�¢�ï�é�”�Å  �Ö�”�´�U�‰�V�‡�b�{

• Viewing the latest Release Notes�• Cisco Knowledge Base �Ö�”�´�U�‰�V�‡�b�{

• Viewing License Information�• License Information �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.27 �w�®�å
� �·�ï�µ	Ø�C�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

• Viewing System Configuration�• View System Configuration �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z
P.28 �w�®View System Configuration�¯ �›�€	°�`�o�X�i�^�M�{

• Creating a Customer Support ticket�• support@cisco.com �?� �Ý�”�ç  �Ö�”�´�U�‰�V�‡�b�{

• Emailing Customer Support�• support@cisco.com �?� �Ý�”�ç  �Ö�”�´�U�‰�V�‡�b�{

• Requesting new driver support�• support@cisco.com �?� �Ý�”�ç  �Ö�”�´�U�‰�V�‡�b�{

• List of device drivers installed on your system�•�³�µ�Â�Ü�p�–�;�^�•�o�M�”� �ï�µ�Ä�”�ç�A�ˆ�w�Å�å
� �Ì�U�b�‚�o
¯�Ô�^�•�‡�b�{�±�Ù�”�Ä�^�•�o�M�”�Ã�Ì� �µ�w	Ä�I�t�m�M�o�x�z �° Device Driver
Reference for Network Compliance Manager 1.2�±�›�€	°�`�o�X�i�^�M�{

About CiscoWorks Network Compliance Manager �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z
About CiscoWorks Network Compliance Manager �›�«�æ�¿�«�`�‡�b�{ About CiscoWorks Network Compliance
Manager �Ö�”�´�U�‰�V�‡�b�{  
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a
¼�å� �·�ï�µ
CiscoWorks Network Compliance Manager�¢ NCM�£�w�å� �·�ï�µ�x�z�³�µ�¯�T�’	��˜�`�‡�b�{
a
¼�å� �·
�ï�µ�w	��˜�M�O�t�m�M�o�x�z �° Quick Start Guide for CiscoWorks Network Compliance Manager 1.2�±�›�€	°
�`�o�X�i�^�M�{

�å� �·�ï�µ�x�z NCM Core�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�z�S�‘�|  Cisco �±�Â�å� �Ä�¢�‡�h
�x�®�”�Ä�¢�£� �£�s�r�z�›���w  NCM 
a
¼�t�0�`�o
C�æ�^�•�‡�b�{
°�A�å� �·�ï�µ�w���®�8�v�x�z� �ï
�µ�Ä�”�ç�`�h�Ô�T�’  90 �Ô�™�p�b�{
°�A�å� �·�ï�µ  �Ñ�•� �ç�w�Ô
Ç�x�–�;�^�•�‡�d�œ�{ NCM �±�”�Ì	Í
�t�‰�°
a
¼�w
°�A�å� �·�ï�µ�q�ì�q�å� �·�ï�µ�w�†�M�U���O�b�”	Ô�ù�z
°�A�å� �·�ï�µ�x�Á�¹�^�•�‡
�b�{

�¢�«�£ 
a
¼�å� �·�ï�µ�›	��˜�b�”�t�x�z NCM 1.2 �›�î�æ�`�o�M�”
ž�A�U�K�“�‡�b�{

�×�µ�Ä  ID

NCM �w�ì�q�å� �·�ï�µ�›
\
R�b�”�t�x�z�×�µ�Ä  ID �U
ž�A�p�b�{�×�µ�Ä  ID �›	��˜�b�”�t�x�z
\CWNCM_INSTALL_DIR\server\ext\ wrapper\bin �Ã�Ÿ�è�«�Ä�æ�t�K�”  lmutil �Ó�é�¬�å�Ü�›�î�æ�`�‡�b�{
lmutil lmhostid �q�Ö�—�`�‡�b�{

�¢�«�£ 
ó
:�w�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ  �§�”�Å�U� �ï�µ�Ä�”�ç�^�•�o�M�”	Ô�ù�z lmutil lmhostid �¯
�Ú�ï�Å�x
ó
:�w �®hostid�¯ �›�&�`�‡�b�{ �h�i�`�z �å� �·�ï�µ�w
\
R�t�–�;�^�•�” �®hostid�¯ �x  1 �m�i�Z�p�b�{

NCM �å� �·�ï�µ  �Ñ�•� �ç�w� �ï�µ�Ä�”�ç�¢ Windows �£

NCM �å� �·�ï�µ  �Ñ�•� �ç�›� �ï�µ�Ä�”�ç�b�”�t�x�z�Í�w�r�j�’�T�w	�	q�t	H�M�‡�b�{

1. �å� �·�ï�µ  �Ñ�•� �ç�›  \CWNCM_INSTALL_DIR �ç�”�Ä  �Ã�Ÿ�è�«�Ä�æ�t�¯�Ð�”�`�‡�b�¢�å� �·
�ï�µ  �Â�©�µ�Ä�x�z�¦�Á� �U  .lic �w�Ñ�•� �ç�t���‡�•�o�M�”
ž�A�U�K�“�‡�b�£ �{

2. NCM �t�é�¬� �ï�`�‡�b�{

3. �Ý� �ï  �Ý�Ç�á�”�Ì�”�p  Admin �›�«�æ�¿�«�`�z Start/Stop Services �›�«�æ�¿�«�`�‡�b�{ Start/Stop
Services �Ö�”�´�U�‰�V�‡�b�{

4. Management Engine �w�<�p�z Restart �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{

— �‡�h�x  —

1. NCM �t�é�¬� �ï�`�‡�b�{

2. �Ý� �ï  �Ý�Ç�á�”�Ì�”�p  Admin �›�«�æ�¿�«�`�z About CiscoWorks Network Compliance Manager �›
�«�æ�¿�«�`�‡�b�{ About CiscoWorks Network Compliance Manager �Ö�”�´�U�‰�V�‡�b�{

3. View License Information �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ License Information �Ö�”�´�U�‰�V�‡�b�{

4. �å� �·�ï�µ  �Ñ�•� �ç�º�w�Â�©�µ�Ä�›�Â�©�µ�Ä�–�¬�t�7�“
Ç�Z�‡�b�{
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5. Update License �Ø�»�ï�›�«�æ�¿�«�`�‡�b�¢ �« �• Update License �Ø�»�ï�›�«�æ�¿�«�b�”�q�z�°�™�w
�Ê
²�›�Ë�m	ý�`�M�å� �·�ï�µ  �Ñ�•� �ç�U�^
R�^�•�‡�b�{�å� �·�ï�µ  �Ñ�•� �ç�›�¯�Ð�”�b�”	Ô�ù
�x�z
ž�c�z�Ö�—�b�”�Ñ�•� �ç�Ê�U���O�`�o�M�s�M�\�q�›�¬�Ý�`�o�X�i�^�M�{���O�`�o�M�”�q�z�7
���w�å� �·�ï�µ  �Ñ�•� �ç�U	Í	{�V�^�•�‡�b�{ �å� �·�ï�µ  �Ñ�•� �ç�x�b�‚�o�z �¦�Á� �U  .lic �t�s�l
�o�M�”
ž�A�U�K�”�\�q�t�y�™�`�o�X�i�^�M�£ �{ 

6. �Ý� �ï  �Ý�Ç�á�”�Ì�”�p  Admin �›�«�æ�¿�«�`�z Start/Stop Services �›�«�æ�¿�«�`�‡�b�{ Start/Stop
Services �Ö�”�´�U�‰�V�‡�b�{

7. Management Engine �w�<�p�z Restart �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{

�¢�«�£ NCM �U�I�ˆ�b�”�q�z�å� �·�ï�µ  �±�”�Ì�U�å� �·�ï�µ  �Ñ�•� �ç�›�r
s�`�z�f�w	Ø�C�›�©�ß�¿�³�á
�`�‡�b�{�`�h�U�l�o�z	ý�`�M�å� �·�ï�µ  �Ñ�•� �ç�›�å�C�`�h�q�V�x�z License Information �Ö�”�´�›�–�;
�`�h	Ô�ù�p�‹�z�å� �·�ï�µ  �Ñ�•� �ç�›�å� �·�ï�µ  �Ã�Ÿ�è�«�Ä�æ�t�¯�Ð�”�`�h	Ô�ù�p�‹�z NCM �›�6�I
�ˆ�b�”
ž�A�U�K�“�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�w�å� �·�ï�µ

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�Ï
R�›� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„
	r�g�³�µ�Â�Ü�q  NCM Core �w�†�M�w�å� �·�ï�µ�U
ž�A�t�s�“�‡�b�{ �‡�h�z 
ž�A�s�å� �·�ï�µ
:�x�z NCM
�Ý�¿�³�á�º�w�Ã�Ì� �µ  � �ï�Õ�ï�Ä�æ
¶�.�q�‰�a�T�f�•�Ž	Í�p�b�¢
‡�ž�«�Â�Ÿ�Ò�s�Ã�Ì� �µ�x�z�å� �·
�ï�µ
:�t�x�§�¢�ï�Ä�^�•�‡�d�œ�£ �{

NCM �Ý�¿�³�á�º�w  1 �m�Ž	Í�w  NCM Core �±�”�Ì�U�¦�Ñ�å� �ï�t�s�“�z�Ã�Ì� �µ�›���w���g�0	Å  NCM
Core �t�Â�“�p�o�”�\�q�U
ž�A�t�s�l�h	Ô�ù�z�¤  NCM Core �±�”�Ì�x�Ã�Ì� �µ  � �ï�Õ�ï�Ä�æ
¶�.�›���g
�p�V�s�Z�•�y�s�“�‡�d�œ�{�`�h�U�l�o�z�¦�ï�å� �ï�w  NCM Core �±�”�Ì�x�b�‚�o�z�Ã�Ì� �µ  � �ï�Õ�ï
�Ä�æ�›���g�b�”�h�Š�w�å� �·�ï�µ  �©�ß�Í�³�Â�Ÿ�›�Ë�l�o�M�”
ž�A�U�K�“�‡�b�{

�å� �·�ï�µ�w�¤�å�”  �Ý�¿�·�”�´

NCM �±�”�Ì�t
ó
:�w�å� �·�ï�µ�U� �ï�µ�Ä�”�ç�^�•�o�M�”	Ô�ù�z�–�;�D�ó�s�Ã�Ì� �µ
:�x�z�b�‚�o�w
���®�s�å� �·�ï�µ�w
ï
:�q�s�“�‡�b�{�Ã�Ì� �µ
:�U�z���®�s�å� �·�ï�µ�w
:�›�Ò�Q�h	Ô�ù�z NCM �t�x
�é�¬� �ï�p�V�s�X�s�“�‡�b�{�é�¬� �ï�h�Ø�t�x�z �®License Error�¯�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{ NCM �p
�x�z�å� �·�ï�µ  �±�”�Ì�w�I�ˆ�Ô�Ì�q�z�U	Z�^�•�h�å� �·�ï�µ  �Ñ�•� �ç�w
:�U�G�å�^�•�”�\�q�t�y�™�`
�o�X�i�^�M�{�å� �·�ï�µ  �¤�å�”�U
C
\�`�h	Ô�ù�x�z NCM �w�é�¬  �Ñ�•� �ç�›�Ð�‚�”�q�z���;�s�Ä�å�Ò
�ç�³�á�”�Â�Ÿ�ï�¬	Ø�C�›�˜�’�•�”�\�q�U�K�“�‡�b�{

�å� �·�ï�µ	Ø�C�w�é�¬  �©�”�w�Ê
²�x�z xyz �p�b�{�å� �·�ï�µ  �é�ª�ï�¬�›
ƒ���b�”	Ô�ù�x�z�Í�w	�	q�›
�î�æ�`�‡�b�{

1. NCM �t�é�¬� �ï�`�‡�b�{

2. �Ý� �ï  �Ý�Ç�á�”�Ì�”�p  Admin �›�«�æ�¿�«�`�z Troubleshooting �›�«�æ�¿�«�`�‡�b�{ Troubleshooting
�Ö�”�´�U�‰�V�‡�b�{

3. �®Enabling logging for�¯�Ñ�Ÿ�”�ç�Å�p�z�µ�«�é�”�ç  �¼�¢�ï�`�o�z xyz [Error] �›�«�æ�¿�«�`�‡�b�{

4. �®at level�¯�Ñ�Ÿ�”�ç�Å�w�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�p�z Debug �›�«�æ�¿�«�`�‡�b�{
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5. �Ã�”�»�›�-�Ë�b�”�Ô
:�›�Ö�—�`�‡�b�{

6. Submit �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{

�¢�«�£ �é�¬�è�Õ�ç�›�!�Ë�b�”	Ô�ù�x�z�Ä
²�t�Â�«�Ç�§�ç  �±�Ù�”�Ä�t�È�W�b�”�\�q�›�S�ç�Š�`�‡�b�{�¹�Ñ
�Ä�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�x
ó�v�p�z�°
æ�w�¯�ï�Ù�”�É�ï�Ä�x�G�”�w�Ã�”�»�›
\
R�`�‡�b�{

NCM �å� �·�ï�µ�w
ƒ���‹�q  License Monitor �w�Ý�¿�·�”�´�t�m�M�o�x�z P.103 �w�® Server Monitoring �Ö�”
�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

�å� �·�ï�µ	Ø�C�w
¯�Ô

License Information �Ö�”�´�›�–�;�b�”�q�z�Í�w�Ä�ò�›�¬�Ý�p�V�‡�b�{

• 
a
¼�w�å� �·�ï�µ�w�Â�“�p�o
Œ

• �å� �·�ï�µ�t���‡�•�o�M�”�Ê�”�Å�w
:

• �î�M�t�–�;�^�•�o�M�”�Ê�”�Å�w
:

• �å� �·�ï�µ�w���®�8�v

�‡�h�z�\�w�Ö�”�´�T�’�å� �·�ï�µ�›�Ë	ý�b�”�\�q�‹�p�V�‡�b�{

License Information �Ö�”�´�›
¯�Ô�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z About CiscoWorks Network Compliance Manager �›�«�æ�¿�«�`�‡
�b�{ About CiscoWorks Network Compliance Manager �Ö�”�´�U�‰�V�‡�b�{

2. View License Information �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ License Information �Ö�”�´�U�‰�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Product �–�;�å� �·�ï�µ�w�0	Å�q�s�”�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�U
¯�Ô�^�•�‡
�b�{

Licensed to �q�þ�‡�h�x
æ�ó�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Number of nodes licensed �¹�Ñ�Ä�¢�£�ž�›�Ý�Ý�p�V�”�Ê�”�Å�w
:�U
¯�Ô�^�•�‡�b�{ Cisco 6500 �s
�r�z�°
æ�w�Ã�Ì� �µ�t�x�z���x�w�Ê�”�Å�q�`�o�ˆ�^�b�”�§�”�Å�U���‡
�•�o�M�”�\�q�t�y�™�`�o�X�i�^�M�{

Number of nodes in use NCM �p�ž�«�Â�Ÿ�Ò�t�`�h�Ê�”�Å�w
:�U
¯�Ô�^�•�‡�b�{

License expiration �¹�Ñ�Ä�¢�£�ž  �å� �·�ï�µ�w���®�8�v�U
¯�Ô�^�•�‡�b�{

Update License button �¹�Ñ�Ä�¢�£�ž  �å� �·�ï�µ�w�Ë	ý�Ì�8�t�s�”�q�z �³�µ�¯�T�’	ý�`�M�å� 
�·�ï�µ  �Â�©�µ�Ä�U
ù	ô�^�•�‡�b�{ �f�w�Â�©�µ�Ä�›�Ø�¿�«�µ�t�7�“
Ç�Z
�o�T�’�z Update License �›�«�æ�¿�«�b�”�q�z	ý�`�M�å� �·�ï�µ�U� �ï
�µ�Ä�”�ç�^�•�‡�b�{
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View System Configuration
�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�Ï
R�›� �É�”�Ò�ç�t�`�z NCM Core �›
ƒ���`�h	Ô�ù�z View
System Configuration �Ö�”�´�p�x�z�Í�w�Ä�ò�›�›���p�V�‡�b�{

• 
ƒ���^�•�o�M�”  NCM Core �w
:

• 
ƒ���^�•�o�M�”�Ã�Ì� �µ  �Ï�á�”�w
:

• 
ƒ���^�•�o�M�”�±� �Ä�w
:

�¦�”�Ì�”�å�¿�Ó�b�”  IP �É�¿�Ä�ë�”�«�S�‘�|
M�v�^�•�h�Ã�Ì� �µ  �Ï�á�”�t�m�M�o�x�z P.143 �w�®�Ã�Ì� 
�µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X�i�^�M�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�w� �ï�µ�Ä�”�ç�q
�Ï
R�t�m�M�o�x�z �° High Availability Distributed System Configuration Guide on Oracle for Network Compliance
Manager�±�›�€	°�`�o�X�i�^�M�{



�H 1 	·�•� �ï�µ�Ä�”�ç

�Í�w
¯�›�–�;�b�”�q�z	Ø�C�›�b�Y�t�_�m�Z�”�\�q�U�p�V�‡�b�{

�Ä�Ð�¿�« �€	°
Œ

� �ï�µ�Ä�”�ç
²�w�½�£�¿�«�æ�µ�Ä � �ï�µ�Ä�”�ç
²�w�½�£�¿�«�æ�µ�Ä�¢ P.30�£

�Ó�é�Ä�¯�ç�q�Ù�”�Ä �Ó�é�Ä�¯�ç�q�Ù�”�Ä�¢ P.31�£

Windows �w�³�µ�Â�Ü�A�E Windows �w�³�µ�Â�Ü�A�E�¢ P.32�£

Linux �w�³�µ�Â�Ü�A�E Linux �w�³�µ�Â�Ü�A�E�¢ P.34�£

Solaris �w�³�µ�Â�Ü�A�E Solaris �w�³�µ�Â�Ü�A�E�¢ P.36�£

�Ò�å�¢�²�w� �ï�µ�Ä�”�ç �Ò�å�¢�²�w� �ï�µ�Ä�”�ç�¢ P.38�£

���M�t� �w�±�Ù�”�Ä ���M�t� �w�±�Ù�”�Ä�¢ P.39�£

� �ï�µ�Ä�”�ç  CD � �ï�µ�Ä�”�ç  CD�¢ P.40�£

Windows �•�w� �ï�µ�Ä�”�ç Windows �•�w� �ï�µ�Ä�”�ç�¢ P.40�£

Linux �•�w� �ï�µ�Ä�”�ç Linux �•�w� �ï�µ�Ä�”�ç�¢ P.40�£

Solaris �•�w� �ï�µ�Ä�”�ç Solaris �•�w� �ï�µ�Ä�”�ç�¢ P.41�£

� �ï�µ�Ä�è�”�³�ã�ï  �¢�Ÿ�²�”�Å � �ï�µ�Ä�è�”�³�ã�ï  �¢�Ÿ�²�”�Å�¢ P.42�£

Solaris �•�w  Nmap �w� �ï�µ�Ä�”�ç Solaris �•�w  Nmap �w� �ï�µ�Ä�”�ç�¢ P.47�£

Linux �•�w  Nmap �w� �ï�µ�Ä�”�ç Linux �•�w  Nmap �w� �ï�µ�Ä�”�ç�¢ P.47�£

Adobe Acrobat Reader �w� �ï�µ�Ä�”�ç Adobe Acrobat Reader �w� �ï�µ�Ä�”�ç�¢ P.48�£

�Ã�Ì� �µ�w
ƒ�� �Ã�Ì� �µ�w
ƒ���¢ P.48�£

NCM �w�ž�ï� �ï�µ�Ä�”�ç NCM �w�ž�ï� �ï�µ�Ä�”�ç�¢ P.49�£

Windows �T�’�w  MySQL Max �w�ž�ï� �ï
�µ�Ä�”�ç

Windows �T�’�w  MySQL Max �w�ž�ï� �ï�µ�Ä�”�ç�¢ P.50�£
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� �ï�µ�Ä�”�ç
²�w�½�£�¿�«�æ�µ�Ä
�§�µ�»�Ú�”  �±�Ù�”�Ä�x�z� �ï�µ�Ä�”�ç
²�w�½�£�¿�«�æ�µ�Ä�›�Ä
²�t���™�`�‡�b�{ NCM �›� �ï�µ�Ä�”�ç
�b�”
²�t�z�S�l�7�x�\�w�½�£�¿�«�æ�µ�Ä�t
ž�A�Ä�ò�›�G�Ö�`�z�f�w�º�0�›�U�|�`�o�M�h�i�X
ž�A�U�K
�“�‡�b�{�½�£�¿�«�æ�µ�Ä�t�x�z�Í�w	Ø�C�›�G�Ö�`�‡�b�{

• �É�¿�Ä�ë�”�«	Í�t�K�”�Ã�Ì� �µ�w�Õ�ï�¼�”�z �Þ�Ã�ç�z �¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�z �S�‘�|�Ñ�•�”
�Ü�¢�£�ž  �Ì�”�´�ã�ï�{

• �Ã�Ì� �µ�Ý	Â�Í�å�Ý�”�»�{

• ���w�ž�Ó�æ�­�”�³�ã�ï�‡�h�x�§�ï�Ú�à
~�“���Ü�¢ CSV�£�Ñ�•� �ç�T�’�Ã�Ì� �µ�›� �ï�Ù�”�Ä�b
�”�T�r�O�T�{

• ���w�ž�Ó�æ�­�”�³�ã�ï�‡�h�x�æ�µ�Ä�T�’�Ã�Ì� �µ�›���8�$�t�ž�¿�Ó�Ã�”�Ä�b�”�T�r�O�T�{

• �É�¿�Ä�ë�”�«	Í�t�K�”�Ã�Ì� �µ�q�è	ô�b�”�h�Š�t  NCM �U�–�;�p�V�”�Ó�é�Ä�¯�ç�{

• AAA�¢ TACACS+ �‡�h�x  RADIUS�£�›�–�;�b�”�T�r�O�T�{ NCM �x�z CiscoSecure ACS �s�r�z�°
`
�$�s  AAA �±�”�Ì�›�±�Ù�”�Ä�`�‡�b�{�–�;�b�”  AAA �±�”�Ì�t�m�M�o�z�±�Ù�”�Ä�t
ì�Š�`�o�X�i
�^�M�{

• �–�;�b�”�!�Ë�U	Z�Ý�§�Ç�¶�Ü�¢ AAA �‡�h�x  Syslog�£�{

• �?� �Ý�”�ç�›�–�;�b�”	Ô�ù�z�?� �Ý�”�ç�è�Œ�t�–�;�p�V�”  SMTP �±�”�Ì�{

• �è�Œ�›�Ä�æ�¨�”�b�”� �Õ�ï�Ä�w�»� �Ó�z�S�‘�|�è�Œ�w	!	ô�M�O�{

• �!�Ë�›�U	Z�b�”�h�Š�t�Ã�Ì� �µ�›�Ù�”�æ�ï�¬�b�”
Ã�S�{

• �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�z�S�‘�|�Ã�Ì� �µ�w�$
R�M�O�{

• �±�”�Ì�w�“�7�¢�{��  IP �ž�Å�è�µ�s�r�£ �{�«�• NCM �x�z DHCP IP �ž�Å�è�µ�›�±�Ù�”�Ä�`�‡�d�œ�{
�Y�ð�:�U�K�”	Ô�ù�x�z�§�µ�»�Ú�”  �±�Ù�”�Ä�t�S�ð�M�ù�d�X�i�^�M�¢ P.22 �w�®�Â�«�Ç�§�ç  �±�Ù�”
�Ä�¯ �›�€	°�£ �{

• �É�¿�Ä�ë�”�«  �·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�{

• ���g�ž�§�¢�ï�Ä�¢ Windows�£�‡�h�x�ç�”�Ä  �ž�§�¢�ï�Ä�¢ Unix�£�{

�¢�«�£ Oracle �›�–�;�b�”	Ô�ù�x�z Oracle �Ã�”�»�Õ�”�µ�›�^
R�b�”
ž�A�U�K�“�‡�b�{ Oracle �Ã�”�»�Õ�”�µ
�w
ƒ���M�O�t�m�M�o�x�z�]�–�;�w  Oracle �w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{



31
�H 1 	·�•� �ï�µ�Ä�”�ç

�Ó�é�Ä�¯�ç�q�Ù�”�Ä
NCM �x�z�Í�w�Ó�é�Ä�¯�ç�q�Ù�”�Ä�w
Ê�ˆ�ù�d�›�–�;�`�o�Ã�Ì� �µ�q�w�è	ô�›�æ�M�‡�b�{	t���w�Ó�é�Ä
�¯�ç�›�–�;�b�”	Ô�ù�z NCM �x�0� �b�”�Ù�”�Ä�•�w�ž�«�·�µ�›
ž�A�q�`�‡�b�{�›�t�z�Ñ�•� �ž�¢�¥�”�ç
�t�‘�l�o�-�¢�^�•�o�M�”�Ã�Ì� �µ�q  NCM �U�è	ô�b�”	Ô�ù�x�z �\�•�’�w�Ù�”�Ä�U�‰�T�•�o�M�”
ž�A�U�K
�“�‡�b�{

�Ó�é�Ä�¯�ç / �Ù�”�Ä 
€���i / 
€��
Œ

NCM �±�”�Ì�¢ Mgmt Engine�z Syslog�z TFTP �›�î�æ�b�”�£�q�É�¿�Ä�ë�”�«  �Ã�Ì� �µ

Telnet�¢�Ù�”�Ä  23�£ NCM �±�”�Ì�T�’�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�•�{

SSH�¢�Ù�”�Ä  22�£ NCM �±�”�Ì�T�’�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�•�{

TFTP�¢�Ù�”�Ä  69/udp�£ �É�¿�Ä�ë�”�«  �Ã�Ì� �µ�T�’  NCM �±�”�Ì�•�{

Syslog�¢�Ù�”�Ä  514/udp�£ �É�¿�Ä�ë�”�«  �Ã�Ì� �µ�T�’  NCM �±�”�Ì�•�{

SNMP�¢�Ù�”�Ä  161/udp�£ NCM �±�”�Ì�T�’�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�•�{

NCM �±�”�Ì�q  NMS

SNMP �Ä�å�¿�Ó�¢�Ù�”�Ä  
162/udp�£

NCM �±�”�Ì�T�’  NMS �•�{

NCM �±�”�Ì�q  AAA �±�”�Ì

JNDI�¢�Ù�”�Ä  1099�£ AAA �±�”�Ì�T�’  NMS �±�”�Ì�•�{�\�•�x�z NCM 
ƒ���Ñ�•� �ç�›�$	B
�`�o�!�Ë�p�V�‡�b�{	Ä�I�t�m�M�o�x�z�§�µ�»�Ú�”  �±�Ù�”�Ä�t�S�ð�M�ù
�d�X�i�^�M�{

RMI�¢�Ù�”�Ä  4444�£ AAA �±�”�Ì�T�’  NMS �±�”�Ì�•�{�\�•�x�z NCM 
ƒ���Ñ�•� �ç�›�$	B
�`�o�!�Ë�p�V�‡�b�{	Ä�I�t�m�M�o�x�z�§�µ�»�Ú�”  �±�Ù�”�Ä�t�S�ð�M�ù
�d�X�i�^�M�{

NCM �±�”�Ì�q  NMS �«�å� �ž�ï�Ä

HTTPS�¢�Ù�”�Ä  443�£ NCM �«�å� �ž�ï�Ä�T�’  NMS �±�”�Ì�•�{�\�•�x�z NCM 
ƒ���Ñ�•� �ç
�›�$	B�`�o�!�Ë�p�V�‡�b�{	Ä�I�t�m�M�o�x�z�§�µ�»�Ú�”  �±�Ù�”�Ä�t�S
�ð�M�ù�d�X�i�^�M�{

Telnet�¢ Windows �w	Ô�ù�x
�Ù�”�Ä  23�z Solaris �w	Ô�ù
�x�Ù�”�Ä  8023�£

NCM �«�å� �ž�ï�Ä�T�’  NMS �±�”�Ì�•�{ �\�•�x�z Administrative Settings
�¦�Ó�³�ã�ï�T�’�!�Ë�p�V�‡�b�{

SSH�¢ Windows �w	Ô�ù�x
�Ù�”�Ä  22�z Solaris �w	Ô�ù
�x�Ù�”�Ä  8022�£

NCM �«�å� �ž�ï�Ä�T�’  NMS �±�”�Ì�•�{ �\�•�x�z Administrative Settings
�¦�Ó�³�ã�ï�T�’�!�Ë�p�V�‡�b�{
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Windows �w�³�µ�Â�Ü�A�E
�Í�w
¯�x�z Windows �Ó�å�¿�Ä�Ñ�¥�”�Ü�t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�w
*	‘�A�E�›�Ô�`�o�M�‡�b�{�ž
�Ó�æ�­�”�³�ã�ï  �±�”�Ì�q�Ã�”�»�Õ�”�µ  �±�”�Ì�›�°	y�t�‡�h�x�x���t
ƒ���p�V�”�\�q�t�y�™�`�o�X�i�^
�M�{

�ž�Ó�æ�­�”�³�ã�ï  �±�”�Ì

OS Windows Server 2003 Enterprise Edition

CPU Intel Xeon �‡�h�x�‰�s�w�Ó�é�·�¿�±�z 3.0 GHz �Ž	Í

�Ý�Þ�æ 2 GB RAM

�Ã�Ÿ�µ�« 10 GB�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O

�Ã�”�»�Õ�”�µ  �±�”�Ì

�±�Ù�”�Ä�^�•�o�M�”�Ã�”�»
�Õ�”�µ

Oracle 9.2�zOracle 10.2.0.1 Enterprise�¢ 32 �Ï�¿�Ä�£ �zMicrosoft SQL Server
2000�¢ SP2�£�S�‘�|  2005�z MySQL Max 3.23�¢
Ê�ˆ���‡�•�o�M�”�£

CPU Intel Xeon �‡�h�x�‰�s�w�Ó�é�·�¿�±�z 3.0 GHz �Ž	Í

�Ý�Þ�æ 2 GB RAM

�Ã�Ÿ�µ�« 18 GB�z�³�ï�¬�ç  �½�ß�É�ç  RAID�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O

�ž�Ó�æ�­�”�³�ã�ï�S�‘�|�Ã�”�»�Õ�”�µ  �±�”�Ì

OS Windows Server 2003 Enterprise Edition

�Ã�”�»�Õ�”�µ MySQL Max 3.23�¢
Ê�ˆ���‡�•�o�M�”�£

CPU �Ã�á�ž�ç  �Ó�é�·�¿�±  Intel Xeon�z 3.0 GHz �Ž	Í

�Ý�Þ�æ 4 GB RAM

�Ã�Ÿ�µ�« 28 GB�z�Ã�á�ž�ç  �½�ß�É�ç  RAID�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O
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�¢�«�£ Windows �Ó�å�¿�Ä�Ñ�¥�”�Ü�t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�z Detect Network Devices �»�µ�«�›�î
�æ�b�”�q�V�w  Nmap �µ�©�ß�ï�t  Nmap 3.81 �q  WinPcap�¢ Windows Packet Capture Library�£�Ì�”�´�ã�ï  3.1
�U
ž�A�t�s�“�‡�b�{

�Í�w�ž�Ó�æ�­�”�³�ã�ï�‹
ž�A�t�s�“�‡�b�{

• Microsoft Internet Explorer �Ì�”�´�ã�ï  5.5 �Ž	Í�‡�h�x  Mozilla Firefox �Ì�”�´�ã�ï  1.0 �Ž	Í�¢ P.38 �w
�®�Ò�å�¢�²�w� �ï�µ�Ä�”�ç�¯ �›�€	°�£

• Microsoft Excel 2000 �Ž	Í�¢ Summary Reports �w�€	°�;�£

• Adobe® Acrobat® Reader™ �Ì�”�´�ã�ï  4.0 �Ž	Í�¢�Ú�Ç�á�ž�ç�w�€	°�;�£

�¢�«�£ NCM �›� �ï�µ�Ä�”�ç�b�”
²�t�z�‰�a�³�µ�Â�Ü�p�ˆ�^�`�o�M�”���w�É�¿�Ä�ë�”�«���g�ž�Ó�æ�­�”
�³�ã�ï�z Web �±�”�Ì�z�Ã�”�»�Õ�”�µ�z�S�‘�|  syslog/TFTP �±�”�Ì�›���­�b�”
ž�A�U�K�“�‡�b�{�ž�Ó�æ
�­�”�³�ã�ï�t�x�z�ž�ï�½�¢� �ç�µ�¢�·�¿�Ä�ž�¿�Ó�Ì�w�ˆ�£�S�‘�|  WWW Publishing Server �ž�Ó�æ�­�”
�³�ã�ï�U���‡�•�‡�b�{
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Linux �w�³�µ�Â�Ü�A�E
�Í�w
¯�x�z Linux �Ó�å�¿�Ä�Ñ�¥�”�Ü�t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�w
*	‘�A�E�›�Ô�`�o�M�‡�b�{�ž�Ó
�æ�­�”�³�ã�ï  �±�”�Ì�q�Ã�”�»�Õ�”�µ  �±�”�Ì�›�°	y�t�‡�h�x�x���t
ƒ���p�V�”�\�q�t�y�™�`�o�X�i�^
�M�{

�¢�«�£ Linux �t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�z Detect Network Devices �»�µ�«�›�î�æ�b�”�q�V�w  Nmap �µ
�©�ß�ï�t�z NCM �t
Ç���w  Nmap�¢ Nmap 3.81�£�U
ž�A�t�s�“�‡�b�{

�ž�Ó�æ�­�”�³�ã�ï  �±�”�Ì

OS RedHat Linux AS 3.0 Update 2�zRHAS 3/RHAS 4 Update 2�z�S�‘�|  SUSE
Enterprise Server 9�¢ 32 �Ï�¿�Ä�£

CPU Intel Xeon �‡�h�x�‰�s�w�Ó�é�·�¿�±�z 3.0 GHz �Ž	Í

�Ý�Þ�æ 2 GB RAM

�µ�ë�¿�Ó�–�¬ 4 GB

�Ã�Ÿ�µ�« 14 GB�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O

�Ã�”�»�Õ�”�µ  �±�”�Ì

�±�Ù�”�Ä�^�•�o�M�”�Ã�”�»
�Õ�”�µ

Oracle 9.2�zOracle 10.2.0.1 Enterprise�¢ 32 �Ï�¿�Ä�£ �zMySQL Max 3.23�¢
Ê
�ˆ���‡�•�o�M�”�£

CPU Intel Xeon �‡�h�x�‰�s�w�Ó�é�·�¿�±�z 3.0 GHz �Ž	Í

�Ý�Þ�æ 2 GB RAM

�µ�ë�¿�Ó�–�¬ 4 GB �µ�ë�¿�Ó

�Ã�Ÿ�µ�« 22 GB�z�³�ï�¬�ç  �½�ß�É�ç  RAID�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O
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�Í�w�ž�Ó�æ�­�”�³�ã�ï�‹
ž�A�t�s�“�‡�b�{

• KDE Desktop Manager�¢ K Desktop Environment �x�z Linux �p�î�æ�b�”�Ã�µ�«�Ä�¿�Ó���¥�p�b�{ KDE
�›� �ï�µ�Ä�”�ç�b�”�q�z�×�ˆ�$�t�b�‚�o�w  X11 �å� �Ò�å�æ�U� �ï�µ�Ä�”�ç�^�•�‡�b�{ X Window
�³�µ�Â�Ü�¢�è	×�z X11�£�t�x�z Linux �p�¬�å�Ñ�Ÿ�§�ç  �â�”�²  � �ï�»�”�Ñ�£� �µ�›�Ï�™�b�”�h�Š
�w
ª	j�À�”�ç�©�¿�Ä�q�Ó�é�Ä�¯�ç�U���‡�•�o�M�‡�b�£

• Mozilla Firefox 1.0 �Ž	Í�¢ P.38 �w�®�Ò�å�¢�²�w� �ï�µ�Ä�”�ç�¯ �›�€	°�£

• Adobe® Acrobat® Reader™ �Ì�”�´�ã�ï  4.0 �Ž	Í�¢�Ú�Ç�á�ž�ç�w�€	°�;�£

�¢�«�£ NCM �›� �ï�µ�Ä�”�ç�b�”
²�t�z�‰�a�³�µ�Â�Ü�p�ˆ�^�`�o�M�”���w�É�¿�Ä�ë�”�«���g�ž�Ó�æ�­�”
�³�ã�ï�z Web �±�”�Ì�z�Ã�”�»�Õ�”�µ�z�S�‘�|  syslog/TFTP �±�”�Ì�›���­�b�”
ž�A�U�K�“�‡�b�{�ž�Ó�æ
�­�”�³�ã�ï�t�x�z�ž�ï�½�¢� �ç�µ�¢�·�¿�Ä�ž�¿�Ó�Ì�w�ˆ�£�S�‘�|  WWW Publishing Server �ž�Ó�æ�­�”
�³�ã�ï�U���‡�•�‡�b�{

Summary Reports �¢ Linux �£

Summary �è�Ù�”�Ä�x  Microsoft Excel XLS ���Ü�p
\
R�^�•�‡�b�{ Linux �p�x  Excel �›�î�æ�p�V�‡�d�œ�{�]
�–�;�w  NCM �±�”�Ì�t
€���^�•�h  Windows �«�å� �ž�ï�Ä  �¯�ï�Ð�á�”�»�T�’  Summary Reports �›�î�æ�b
�”�\�q�U�p�V�‡�b�{�K�”�M�x�z Linux 	Í�p�ˆ�^�b�”�Í�w�M�c�•�T�w
a
¼�›�–�;�`�o  Excel �Ñ�•� �ç�›�‰
�X�\�q�‹�p�V�‡�b�{

• Open Office�¢ www.openoffice.org�£

• GNUmeric�¢ www.gnumeric.org�£

• Star Office�¢ wwws.sun.com/software/star/staroffice�£

�ž�Ó�æ�­�”�³�ã�ï�S�‘�|�Ã�”�»�Õ�”�µ  �±�”�Ì

OS RedHat Linux AS 3.0 Update 2�zRHAS 3/RHAS 4 Update 2�z�S�‘�|  SUSE
Enterprise Server 9�¢ 32 �Ï�¿�Ä�£

�Ã�”�»�Õ�”�µ MySQL Max 3.23�¢
Ê�ˆ���‡�•�o�M�”�£

CPU �Ã�á�ž�ç  �Ó�é�·�¿�±  Intel Xeon�z 3.0 GHz �Ž	Í

�Ý�Þ�æ 4 GB RAM

�µ�ë�¿�Ó�–�¬ 8 GB �µ�ë�¿�Ó

�Ã�Ÿ�µ�« 36 GB�z�Ã�á�ž�ç  �½�ß�É�ç  RAID�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O
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Solaris �w�³�µ�Â�Ü�A�E
�Í�w
¯�x�z Solaris �Ó�å�¿�Ä�Ñ�¥�”�Ü�t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�w
*	‘�A�E�›�Ô�`�o�M�‡�b�{�ž�Ó
�æ�­�”�³�ã�ï  �±�”�Ì�q�Ã�”�»�Õ�”�µ  �±�”�Ì�›�°	y�t�‡�h�x�x���t
ƒ���p�V�”�\�q�t�y�™�`�o�X�i�^
�M�{
‡ �¬�é�” � Ì �ç  � º � ” � ï � › 
ƒ � � � ` �o �M�”  Solaris 10 �×�µ�Ä� t  NCM �› �   � ï �µ �Ä�” �ç �b�” 	Ô�ù�x�z

�° Installing NCM on Solaris 10 User’s Guide�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ Solaris �t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�z Detect Network Devices �»�µ�«�›�î�æ�b�”�q�V�w  Nmap
�µ�©�ß�ï�t�z NCM �t
Ç���w  Nmap�¢ Nmap 3.81�£�U
ž�A�t�s�“�‡�b�{

�ž�Ó�æ�­�”�³�ã�ï  �±�”�Ì

OS Solaris 9 �S�‘�|  Solaris 10

CPU �Ã�á�ž�ç  UltraSPARC IIIi �Ž	Í�z 1.3 GHz �Ž	Í�¢ SunFire V240�£

�Ý�Þ�æ 2 GB RAM

�µ�ë�¿�Ó�–�¬ 4 GB �µ�ë�¿�Ó

�Ã�Ÿ�µ�« 14 GB�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O

�Ã�”�»�Õ�”�µ  �±�”�Ì

�±�Ù�”�Ä�^�•�o�M�”�Ã�”�»
�Õ�”�µ

Oracle 9.2�zOracle 10.2.0.1 Enterprise�¢ 32 �Ï�¿�Ä�£ �zMySQL Max 3.23�¢
Ê
�ˆ���‡�•�o�M�”�£

CPU �Ã�á�ž�ç  UltraSPARC IIIi �Ž	Í�z 1.3 GHz �Ž	Í�¢ SunFire V240�£

�Ý�Þ�æ 2 GB RAM

�µ�ë�¿�Ó�–�¬ 4 GB �µ�ë�¿�Ó

�Ã�Ÿ�µ�« 22 GB�z�³�ï�¬�ç  �½�ß�É�ç  RAID�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O
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�Í�w�ž�Ó�æ�­�”�³�ã�ï�‹
ž�A�t�s�“�‡�b�{

• X Window �³�µ�Â�Ü�z X11�¢���Ê�z OpenWindows�£

• Mozilla Firefox 1.0 �Ž	Í�¢ P.38 �w�®�Ò�å�¢�²�w� �ï�µ�Ä�”�ç�¯ �›�€	°�£

• Adobe Acrobat Reader �Ì�”�´�ã�ï  4.0 �Ž	Í�¢�Ú�Ç�á�ž�ç�w�€	°�;�£

�¢�«�£ NCM �›� �ï�µ�Ä�”�ç�b�”
²�t�z�‰�a�³�µ�Â�Ü�p�ˆ�^�`�o�M�”���w  Web �±�”�Ì�z�Ã�”�»�Õ�”�µ�z
�S�‘�|  Syslog/TFTP �±�”�Ì�›���­�b�”
ž�A�U�K�“�‡�b�{ �‡�h�z �É�¿�Ä�ë�”�«���g�z �ž�ï�½�¢� �ç�µ �¢�·�¿
�Ä�ž�¿�Ó�Ì�w�ˆ�£�S�‘�|  WWW Publishing Server �ž�Ó�æ�­�”�³�ã�ï�‹���­�b�”
ž�A�U�K�“�‡�b�{

Summary Reports �¢ Solaris �£

Summary �è�Ù�”�Ä�x  Microsoft Excel XLS ���Ü�p
\
R�^�•�‡�b�{ Solaris �p�x  Excel �›�î�æ�p�V�‡�d�œ�{ �]
�–�;�w  NCM �±�”�Ì�t
€���^�•�h  Windows �«�å� �ž�ï�Ä  �¯�ï�Ð�á�”�»�T�’  Summary Reports �›�î�æ�b
�”�\�q�U�p�V�‡�b�{�K�”�M�x�z Solaris 	Í�p�ˆ�^�b�”�Í�w�M�c�•�T�w
a
¼�›�–�;�`�o  Excel �Ñ�•� �ç�›�‰
�X�\�q�‹�p�V�‡�b�{

• Open Office�¢ www.openoffice.org�£

• GNUmeric�¢ www.gnumeric.org�£

• Star Office�¢ wwws.sun.com/software/star/staroffice�£

�ž�Ó�æ�­�”�³�ã�ï�S�‘�|�Ã�”�»�Õ�”�µ  �±�”�Ì

OS Solaris 9 �S�‘�|  Solaris 10

�Ã�”�»�Õ�”�µ MySQL Max 3.23�¢
Ê�ˆ���‡�•�o�M�”�£

CPU �Ã�á�ž�ç  UltraSPARC IIIi �Ž	Í�z 1.3 GHz �Ž	Í�¢ SunFire V240�£

�Ý�Þ�æ 4 GB RAM

�µ�ë�¿�Ó�–�¬ 8 GB �µ�ë�¿�Ó

�Ã�Ÿ�µ�« 36 GB�z�Ã�á�ž�ç  �½�ß�É�ç  RAID�z Fast SCSI

�É�¿�Ä�ë�”�« 100 Mbps �Ñ�•�”�µ�Ä  � �”�±�É�¿�Ä�z
¶�Ë	O
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�Ò�å�¢�²�w� �ï�µ�Ä�”�ç
NCM �t�x�Ò�å�¢�²�U
ž�A�p�b�{

Microsoft Internet Explorer �w� �ï�µ�Ä�”�ç

NCM �p�x�z Microsoft Internet Explorer �Ì�”�´�ã�ï  5.5 �Ž�ñ�U
ž�A�p�b�{�7	ý�Ì�”�´�ã�ï�w  Microsoft
Internet Explorer �›� �ï�µ�Ä�”�ç�b�”�t�x�z�Ò�å�¢�²�p�Í�w  URL �›�€	°�`�‡�b�{

http://www.microsoft.com/windows/ie/default.asp

	�	q�t	H�l�o�7	ý�Ì�”�´�ã�ï�›�¼�¢�ï�é�”�Å�`�z� �ï�µ�Ä�”�ç�`�‡�b�{

Linux �•�w  Mozilla Firefox �w� �ï�µ�Ä�”�ç

NCM �p�x�z Mozilla Firefox �Ì�”�´�ã�ï  1.0 �Ž�ñ�U
ž�A�p�b�{�7	ý�Ì�”�´�ã�ï�w  Mozilla Firefox �›� �ï�µ
�Ä�”�ç�b�”�t�x�z�Ò�å�¢�²�p�Í�w  URL �›�€	°�`�‡�b�{

http://www.mozilla.org/releases

	�	q�t	H�l�o�7	ý�Ì�”�´�ã�ï�›�¼�¢�ï�é�”�Å�`�z� �ï�µ�Ä�”�ç�`�‡�b�{

Solaris �•�w  Mozilla Firefox �w� �ï�µ�Ä�”�ç

NCM �p�x�z Mozilla Firefox �Ì�”�´�ã�ï  1.0 �Ž�ñ�U
ž�A�p�b�{

1. �7	ý�Ì�”�´�ã�ï�w  Mozilla Firefox �›� �ï�µ�Ä�”�ç�b�”�t�x�z �Ò�å�¢�²�p�Í�w  URL �›�€	°�`�‡�b�{
http://www.mozilla.org/releases/#1.4

2. Mozilla �w�_	Z�`�‡�p�<�M�²�t�µ�«�é�”�ç�`�z�Í�t  Solaris SPARC �‡�p�µ�«�é�”�ç�`�‡�b�{ Solaris
9 �›�¼�¢�ï�é�”�Å�b�”�\�q�›�S�ç�Š�`�‡�b�{	�	q�t	H�l�o�7	ý�Ì�”�´�ã�ï�›�¼�¢�ï�é�”�Å�`�z� 
�ï�µ�Ä�”�ç�`�‡�b�{

3. Mozilla Firefox �›  Solaris �p
Y	×�t�ˆ�^�^�d�”�t�x�z�Í�w�¯�ï�Í� �ç�A�ˆ�å� �Ò�å�æ�U
ž�A�p�b�{
NCM � �ï�µ�Ä�”�ç  �Ã�Ÿ�è�«�Ä�æ�T�’�z �Í�w�Ñ�•� �ç�›  Mozilla Firefox �Ã�Ÿ�è�«�Ä�æ�t�¯�Ð�”�`
�‡�b�{

./mozilla/libglib

./mozilla/libgtk
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���M�t� �w�±�Ù�”�Ä
NCM �w� �ï�µ�Ä�”�ç�¤�z	ý�`�M  MS-SQL Server �Ã�”�»�Õ�”�µ�›
ƒ���b�”�q�V�t�z	°�ù�»� �Ó�›
¬�R�b
�”�‘�O�t�A�{�^�•�‡�b�{	°�ù�»� �Ó�›
¬�R�b�”�è�$�x�z�É� �Â�Ÿ�Ò�t� �z���È�.�%�z�S�‘�|���=�$�ó
	6�›�ð�˜�c�z NCM �›�–�;�p�V�”�‘�O�t�b�”�\�q�t�K�“�‡�b�{

MS-SQL Server �w	°�ù�»� �Ó�x�z�Ã�”�»�Õ�”�µ�t�¨�ò�^�•�”���È�·�¿�Ä�›�Ô�`�‡�b�{�h�q�Q�y�z	°�ù�»
� �Ó�t  Chinese �›
¬�R�`�h	Ô�ù�z�¤��� �w���È�·�¿�Ä�i�Z�›�Ö�—�p�V�‡�b�{�Ô�Š� �•����� �x�Ö�—�p�V
�‡�d�œ�{�h�i�`�z
¬�R�`�h	°�ù�»� �Ó�t�T�T�˜�’�c�z�å�Â�ï���È�x	×�t�Ö�—�p�V�‡�b�{

�t� �›
¬�R�b�”�\�q�t�‘�“�z�f�w�t� �p�Í�w	Ø�C�›  NCM �t�Ö�—�p�V�‡�b�{

• �¯�Ý�ï�Ä�w�Ñ�Ÿ�”�ç�Å

• 
†�Ì�w�Ñ�Ÿ�”�ç�Å

• �§�µ�»�Ü  �Ã�”�»�w�å�Õ�ç

• �„�q�œ�r�w�Ê
²�q�Â�©�µ�Ä�w�Ñ�Ÿ�”�ç�Å�¢�Ã�Ì� �µ  �é�­�”�³�ã�ï�z�Õ�ï�¼�”�s�r�£
�¢ �« �•�q�O�z�â�”�²�Ê�S�‘�|�×�µ�Ä�Ê�x�Ö�—�p�V�‡�d�œ�£

�U�g�0	Å�Ñ�Ÿ�”�ç�Å�U�³�ï�¬�ç�Ì� �Ä���È�·�¿�Ä�S�‘�|�Ú�ç�½�Ì� �Ä���È�·�¿�Ä�›	!�Z
Ç�Z�”	Ô�ù�z
�\�•�’�w���È�·�¿�Ä�p�U�g�p�V�‡�b�{�‡�h�z�³�ï�¬�ç�Ì� �Ä���È�·�¿�Ä�S�‘�|�Ú�ç�½�Ì� �Ä���È�·�¿
�Ä�›���‰
ƒ���Ù�æ�³�”�›� �ï�Ù�”�Ä�S�‘�|�¤�«�µ�Ù�”�Ä�p�V�‡�b�{	°�ù�»� �Ó�w	Ä�I�t�m�M�o�x�z�]
�–�;�w  MS-SQL Server �w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

Oracle �p  NCM �w���M�=�±�Ù�”�Ä�›�–�;�b�”	Ô�ù�x�z	ý�`�M  Oracle �Ã�”�»�Õ�”�µ�›�^
R�b�”�q�V�t�z�&

~�s�Ã�”�»�Õ�”�µ���È�·�¿�Ä�›�¦���b�”
ž�A�U�K�“�‡�b�{�h�q�Q�y�z�¤��� �w���È�›�Ö�—�p�V�”�‘�O
�t�b�”�t�x�z�Ã�”�»�Õ�”�µ���È�·�¿�Ä�q�`�o  ZHS16CGB231280 �s�r�z�–�;�D�ó�s�¤��� ���È�·�¿�Ä�w
�M�c�•�T�›
¬�R�b�”
ž�A�U�K�“�‡�b�{�‡�h�z
¬�R�b�”�t� �U�¼�Ò�ç�Ì� �Ä���È�¢�h�q�Q�y�z�¤��� �z��
��� �z�Ô�Š� �£�w	Ô�ù�x�z NLS_LENGTH_SEMANTICS 	s�8�=�Í�å�Ý�”�»�t  CHAR �›
ƒ���b�”
ž�A�U
�K�“�‡�b�{	ý�`�M  Oracle �Ã�”�»�Õ�”�µ�›�^
R�b�”�q�V�t�Í�å�Ý�”�»�›
ƒ���b�”�M�O�t�m�M�o�x�z�]�–
�;�w  Oracle �w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{
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� �ï�µ�Ä�”�ç  CD
�q�O�z 3 �m�w� �ï�µ�Ä�”�ç  CD �U�K�“�‡�b�{

• Windows Edition

• Solaris Edition

• Linux Edition

Windows �•�w� �ï�µ�Ä�”�ç
Windows �t� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z � �ï�µ�Ä�”�ç  CD �›  CD-ROM �Å�å� �Ò�t
à�Ö�b�”�q�z � �ï�µ�Ä�”
�ç  �ž�Ó�æ�­�”�³�ã�ï�U�×�ˆ�$�t�î�æ�^�•�‡�b�{ Admin �›�V�p� �ï�µ�Ä�”�ç  CD �T�’� �ï�µ�Ä�”�ç�p�V
�s�M	Ô�ù�x�z�Í�w	�	q�›�î�æ�`�o  NCM �›	��ˆ�p� �ï�µ�Ä�”�ç�`�‡�b�{

1. Windows �w�»�µ�«�Ì�”�p  Start �›�«�æ�¿�«�`�z Run �›�«�æ�¿�«�`�‡�b�{

2. < �Å�å� �Ò >:\setup.exe  �q�Ö�—�`�‡�b�{ < �Å�å� �Ò > �x�z CD-ROM �Å�å� �Ò�w�Å�å� �Ò���È
�p�b�{

3. OK �›�«�æ�¿�«�`�‡�b�{

�¢�«�£ PC Anywhere �p�x  Setup �U�ˆ�^�`�‡�d�œ�{ PC Anywhere �p  Setup �›�î�æ�`�‘�O�q�b�”�q�z� �ï�µ
�Ä�”�ç�›�æ�O�h�Š�w�¢�Ÿ�ï�Å�¢�U
¯�Ô�^�•�‡�d�œ�{�\�•�x�z NCM �w�ž�ï� �ï�µ�Ä�”�ç�t�m�M�o�‹�‰�7
�p�b�{

Linux �•�w� �ï�µ�Ä�”�ç
Linux �±�”�Ì�t  NCM �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�o  CD �Å�å� �Ò�›�Ú�¢�ï�Ä�`
�‡�b�{�×�ˆ�$�t�x�Ú�¢�ï�Ä�^�•�‡�d�œ�{ root �q�`�o�é�¬� �ï�b�”
ž�A�U�K�“�‡�b�{

1. #> mount /mnt/cdrom

2. #> cd /mnt/cdrom

3. #> cd linux

4. #> ./setup.bin
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Solaris �•�w� �ï�µ�Ä�”�ç
Solaris �t  NCM �›� �ï�µ�Ä�”�ç�b�”�t�x�z�7	s�t�Í�w  Sun Web �±� �Ä�T�’  Solaris �w�7	ý�Í�¿�½�›�¼�¢
�ï�é�”�Å�`�‡�b�{

http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/J2SE

�Í�w�¯�Ú�ï�Å�›�Ö�—�`�o�z	��ˆ�p  NCM �›� �ï�µ�Ä�”�ç�`�‡�b�{ NCM �›� �ï�µ�Ä�”�ç�b�”�Å�å� �Ò�t
�!�Ë�b�”�\�q�›�h�•�s�M�p�X�i�^�M�{�³�£�ç  �Ó�é�ï�Ó�Ä�p�Í�w�‘�O�t�Ö�—�`�‡�b�{

1. su root �¢�Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�h	Ô�ù�x�z�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�£

2. cd /cdrom/rendition_4_0/solaris 

3. sh setup.bin �‡�h�x  ./setup.bin

�h�Ø�t
¯�Ô�^�•�”�¦�Ô�t	H�M�‡�b�{

�¢�«�£ �æ�Þ�”�Ä�T�’�é�¬�¦�ï�`�o�·�¿�Ä�ž�¿�Ó�›�î�æ�b�”�q�z �®Warning: Cannot convert 
string.... � �̄w�‘�O�s�Ý�¿�·�”�´�U
¯�Ô�^�•�”�\�q�U�K�“�‡�b�{ root �w�ž�«�·�µ�V�U�K�”	Ô�ù�x�z�\
�w�Ý�¿�·�”�´�›�Á�¹�`�o���æ�`�o�X�i�^�M�{ �®It appears port 443 is in use... � �̄q�M�O�Ý�¿
�·�”�´�U
¯�Ô�^�•�h	Ô�ù�x�z root �ž�§�¢�ï�Ä�p�é�¬� �ï�`�o�M�‡�d�œ�{ Setup �›	4�ƒ�`�z�é�¬�ž�¢�Ä�`
�h�™�zroot �ž�§�¢�ï�Ä�p�é�¬� �ï�`�Ú�`�o�X�i�^�M�{ root �q�`�o�é�¬� �ï�`�h�’�z NCM Setup �›�î�æ�`
�‡�b�{

NCM �w�×�µ�Ä  �¯�ï�Ð�á�”�»�p�x�z�µ�ë�¿�Ó�–�¬�t  RAM �w 2 
��w�±� �¶�U
ž�A�p�b�{ UNIX �³�£�ç�›
�–�;�`�o�M�”	Ô�ù�x�z swap -l  �q�Ö�—�b�”�q�z�q�O�w�µ�ë�¿�Ó
ƒ���U
¯�Ô�^�•�‡�b�¢ 1k blocks �w�‘�O
�t
¯�Ô�^�•�‡�b�£ �{�µ�ë�¿�Ó�–�¬�›
ÿ�•�b�M�O�t�m�M�o�x�z�]�–�;�w  Solaris �w�Ú�Ç�á�ž�ç�›�€	°�`�o�X
�i�^�M�{

�¢�«�£ 
‡�¬�é�”� Ì �ç  �º �” � ï �› 
ƒ � � �` �o�M�”  Solaris 10 �×�µ�Ä�t  NCM �›�   � ï �µ �Ä�”�ç�b�” 	Ô�ù�x�z
�° Installing NCM on Solaris 10 User’s Guide�±�›�€	°�`�o�X�i�^�M�{
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� �ï�µ�Ä�è�”�³�ã�ï  �¢�Ÿ�²�”�Å
�Í�w
¯�t	H�l�o�z� �ï�µ�Ä�”�ç  �Ó�é�·�µ�›�î�æ�`�‡�b�{

�¢�«�£ �Ì�¿�«�¤�ï�Å  �Ã�”�»�Õ�”�µ�q�`�o  Oracle �›�–�;�b�”	Ô�ù�x�z NCM �›� �ï�µ�Ä�”�ç�b�”
²�t  Oracle
�Ã�”�»�Õ�”�µ�›�^
R�b�”
ž�A�U�K�“�‡�b�{ Oracle �Ã�”�»�Õ�”�µ�w�^
R�M�O�S�‘�|
ƒ���M�O�t�m�M�o�x�z
�]�–�;�w  Oracle �w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{�±�Ù�”�Ä�0	Å�x�z Oracle Enterprise 9.2.0.1 �p�b�{
Oracle �Ã�”�»�Õ�”�µ�›�b�p�t�^
R�`�o�M�”	Ô�ù�p�‹�z NCM �w� �ï�µ�Ä�”�ç�Ì�t	ý�`�M  Oracle �Ã�”�»
�Õ�”�µ�›�^
R�b�”�‘�O�t�{�Š�’�•�”�\�q�t�y�™�`�o�X�i�^�M�{ NCM � �ï�µ�Ä�”�å�p  Oracle �Ã�”�»�Õ�”
�µ�›
Y�`�X
ƒ���b�”
ž�A�U�K�”�w�p�z
ž�c�® Create a new database�¯�¦�Ó�³�ã�ï�›
¬�R�`�o�X�i�^�M�{

�µ�Â�¿�Ó Install Wizard �w�Ö�”�´ 
â�^

1 Introduction NCM �Ã�”�»�Õ�”�µ�w�A�E	Ø�C�›�¬�Ý�`�z Next �›�«�æ�¿�«�`�‡
�b�{

2 System Requirements �b�‚�o�w�³�µ�Â�Ü�A�E�›�¬�h�`�o�M�”�\�q�›�¬�Ý�`�z Next �›�«
�æ�¿�«�`�‡�b�{

3 License Agreement �–� ; � • �Z� � �ÿ � › �¬�Ý�`�z �®I accept the terms of the License
Agreement�¯�¦�Ó�³�ã�ï�›�«�æ�¿�«�`�o�z Next �›�«�æ�¿�«�`�‡�b�{

4 Product License Folder 
a
¼�å� �·�ï�µ  �Ñ�•� �ç�¢ .lic�£�U�-���^�•�o�M�”�Ñ�¥�ç�¼�w	Ô
	t�w�Í�µ�›�Ö�—�`�‡�b�{ Choose �Ø�»�ï�›�«�æ�¿�«�`�o�³�µ�Â�Ü
�›�Ò�å�¢�¶�`�z�Ñ�¥�ç�¼�w	Ô	t�›�s�`�‡�b�{�™�p
a
¼�å� �·�ï
�µ  �Ñ�•� �ç�›  CiscoWorks Network Compliance Manager �w� �ï�µ
�Ä�”�ç  �Ñ�¥�ç�¼�t�¯�Ð�”�b�”	Ô�ù�x�z Next �›�«�æ�¿�«�`�‡�b�{

Linux �±�”�Ì�‡�h�x  Solaris �±�”�Ì�t� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z
�±�”�Ì	Í�w�Ã�Ÿ�è�«�Ä�æ�t
a
¼�å� �·�ï�µ  �Ñ�•� �ç�›�¯�Ð�”�`
�‡�b�{
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5 Choose Install Set NCM �x�z MySQL�z Oracle�z�‡�h�x  SQL Server 2000 �q�È�ˆ�`�‡
�b�{�¦�Ó�³�ã�ï�x�Í�w�q�S�“�p�b�{

•�®Client and Server using SQL Server 2000� �̄•�]�–�;�w�É�¿�Ä�ë�”
�«�p  SQL Server 2000 �U�b�p�t�T�‡�`�o�M�”	Ô�ù�x�z�\�w�¦�Ó
�³�ã�ï�›�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{�µ�Â�¿�Ó  8 �t
�
�ˆ�‡�b �¢ Microsoft SQL Server �w�–�;�•�Z���ÿ�›	!�Z�Ö�•�”�‘�O
�t�{�Š�’�•�‡�b�£ �{

•�®Client and Server using MySQL Max� �̄• NCM �t�‘�l�o�f�•�×�.
�w MySQL Max �Ã�”�»�Õ�”�µ�›� �ï�µ�Ä�”�ç�b�”	Ô�ù�z�‡�h�x
�]�–�;�w�É�¿�Ä�ë�”�«�t  MySQL Max �Ã�”�»�Õ�”�µ�U�b�p�t� 
�ï�µ�Ä�”�ç�^�•�o�M�”	Ô�ù�x�z�\�w�¦�Ó�³�ã�ï�›�«�æ�¿�«�`�z
Next �›�«�æ�¿�«�`�‡�b�{�µ�Â�¿�Ó  6 �t
��ˆ�‡�b�{

•�®Client and Server using Oracle� �̄•�]�–�;�w�É�¿�Ä�ë�”�«�p  
Oracle �±�”�Ì�U�b�p�t�T�‡�`�o�M�”	Ô�ù�x�z�\�w�¦�Ó�³�ã�ï�›
�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{�µ�Â�¿�Ó  6 �t
��ˆ�‡�b�{

•�®Client and Connector� �̄•�«�å� �ž�ï�Ä�q  LMS Connector �i�Z�›
� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z�\�w�¦�Ó�³�ã�ï�›�«�æ�¿�«�`�‡�b�{
�µ�Â�¿�Ó  5.5 �t
��ˆ�‡�b�{ �« �•�\�w�¦�Ó�³�ã�ï�x�z LMS �±�”�Ì
�t� �ï�µ�Ä�”�ç�^�•�‡�b�{  

�7���w�Ã�”�»�Õ�”�µ  �±�”�Ì�›�–�;�`�o�M�”	Ô�ù�x�z	ý�`�M�Ã�”
�»�Õ�”�µ�‡�h�x�7���w�Ã�”�»�Õ�”�µ�›�^
R�b�”�q�V�t�z�Ã�”�»
�Õ�”�µ  �±�”�Ì�w�×�µ�Ä�Ê�z�Ù�”�Ä�z�â�”�²�Ê�z�S�‘�|�Í�µ�ë�”
�Å�w�Ö�—�›�{�Š�’�•�”�\�q�t�y�™�`�o�X�i�^�M�{

SQL Server �›� �ï�µ�Ä�”�ç�b�”	Ô�ù

• Authentication �›�® mixed mode�¯�t
ƒ���`�‡�b�{

• Collation �› �®SQL_Latin1_General_CP1_CI_AS��̄¢�Ã�Ñ�¥�ç�Ä�£ �t

ƒ���`�‡�b�{

• �Ã�”�»�Õ�”�µ�x�G���È�q	–���È�U�à���^�•�‡�d�œ�{�‡�h�z�Ã�”
�»�Õ�”�µ�x�é�”�§�ç�Ý	Â�›�–�;�b�”
ž�A�U�K�“�‡�b�{

• NCM �p�x�z	ý�`�M�â�”�²�S�‘�|	ý�`�M�Ã�”�»�Õ�”�µ�›�^
R�p
�V�”�q�;�w  Admin �Í�µ�ë�”�Å�U
ž�A�t�s�“�‡�b�{

�« �• NCM �x�z�ž�Ó�æ�­�”�³�ã�ï�U�î�æ�^�•�”�±�”�Ì�t�0�`�o�Í
�Ñ�¥�”�Ú�ï�µ  �Þ�Ç�»�›���™�`�‡�b�{�h�i�`�z���w�H  2 �w�±�”�Ì
�t�Ã�”�»�Õ�”�µ�U� �ï�µ�Ä�”�ç�^�•�o�M�”	Ô�ù�x�z�Ã�”�»�Õ�”
�µ�w�±� �¶�q�Ã�Ÿ�µ�«  �µ�Ö�”�µ�›���¹�`�‡�d�œ�{���w�H  2 �w
�±�”�Ì�t�Ã�”�»�Õ�”�µ�›� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z�Ã�Ÿ�µ�«  �µ
�Ö�”�µ�•�Ã�”�»�Õ�”�µ�w�í�V�0�”�U
Æ�
�`�o�V�h�q�V�t�/���›

C�b�”�Þ�Ç�»�æ�ï�¬  �¹�Ñ�Ä�¢�£�ž�›
ž�c�;�™�`�o�X�i�^�M�{

�µ�Â�¿�Ó Install Wizard �w�Ö�”�´ 
â�^
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5.5 CiscoWorks Install Folder CiscoWorks �U� �ï�µ�Ä�”�ç�^�•�o�M�”�Ñ�¥�ç�¼�›
Y�¬�t�Ö�—�b
�”�T�z�‡�h�x
¯�Ô�^�•�h�Ñ�¥�ç�¼�›	!�Z�Ö�•�z Next �›�«�æ�¿�«
�`�‡�b�{

6 MySQL Max Installation
�‡�h�x  Oracle Installation

MySQL Max �›� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z �®MySQL Max�¯�¦�Ó
�³�ã�ï�›�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{ MySQL Max �Ã�”
�»�Õ�”�µ�›�b�p�t� �ï�µ�Ä�”�ç�`�o�M�”	Ô�ù�x�z �®Use existing
MySQL Max�¯ �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{
�µ�Â�¿�Ó  8 �t
��ˆ�‡�b�{

�« �• Oracle �›�–�;�b�”	Ô�ù�x�z �®Oracle�¯�¦�Ó�³�ã�ï�›�«�æ�¿�«
�`�z Next �›�«�æ�¿�«�`�‡�b�{ Oracle �Ã�”�»�Õ�”�µ�›�b�p�t� �ï
�µ�Ä�”�ç�`�o�M�”	Ô�ù�x�z �®Use existing Oracle�¯�¦�Ó�³�ã�ï�›�«
�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{�µ�Â�¿�Ó  8 �t
��ˆ�‡�b�{

7 Important: MySQL Version MySQL �Ã�”�»�Õ�”�µ�x  3.23.55-MAX�¢ InnoDB �»� �Ó�£�p�K�”
ž
�A�U�K�“�‡�b�{ Next �›�«�æ�¿�«�`�‡�b�{ �« �•	ý�`�M  MySQL � 
�ï�µ�»�ï�µ�w� �ï�µ�Ä�”�ç�›
¬�R�`�h	Ô�ù�z�\�w�Í�É�ç�x
¯�Ô
�^�•�‡�d�œ�{

8 Previous Admin Settings �Ž
²�w  Admin 
ƒ���›�–�;�b�”	Ô�ù�x�z Yes �›�«�æ�¿�«�`�‡�b�{

9 Choose Install Folder � �ï�µ�Ä�”�ç	Ô	t�›�Ö�—�b�”�T�z�‡�h�x  Next �›�«�æ�¿�«�`�o�Ã
�Ñ�¥�ç�Ä�w	Ô	t�¢ c:\Rendition�£�›	!�Z�Ö�•�‡�b�{

Linux �±�”�Ì�‡�h�x  Solaris �±�”�Ì�t� �ï�µ�Ä�”�ç�b�”	Ô�ù�x�z
NCM �›� �ï�µ�Ä�”�ç�b�”�Ã�Ÿ�è�«�Ä�æ�t�!�Ë�`�‡�b�¢�«�• /usr/
local/rendition�£�{

10 Database Settings �Ã�”�»�Õ�”�µ  �¹�Ñ�Ä�¢�£�ž�U� �ï�µ�Ä�”�ç�^�•�o�M�”	Ô	t�›
NCM � t �è �Œ�` �‡�b�{ �®The database software is installed on this
computer� �̄¦�Ó�³�ã�ï�‡�h�x�® The database software is installed on
another computer�¯�¦�Ó�³�ã�ï�›�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`
�‡�b�{ �« �• MySQL �›� �ï�µ�Ä�”�ç�`�o�M�”	Ô�ù�z�‡�h�x�«�å� 
�ž�ï�Ä
•�;�w� �ï�µ�Ä�”�ç�›�î�æ�`�o�M�”	Ô�ù�z�\�w�Í�É�ç�x

¯�Ô�^�•�‡�d�œ�{

11 Configure Email � �Õ�ï�Ä�è�Œ�w�h�Š�t�z SMTP �±�”�Ì�w�Ê
²�›�Ö�—�`�z Next �›
�«�æ�¿�«�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w  SMTP �±�”�Ì�x�z �®mail�¯�p�b�{

12 Configure ACL Parsing �¤�µ�Æ�¿�Ó�³�ã�¿�Ä�t�‘�”  ACL 
ƒ���w�r
s�›� �É�”�Ò�ç�t�b
�”	Ô�ù�x�½�£�¿�«�Ø�¿�«�µ�›�¦�ï�t�`�z Next �›�«�æ�¿�«�`�‡�b�{
�«�• ACL 	Ø�C�w�r
s�t�‘�“�z�Ã�Ì� �µ�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w��
�É�Ì���U�G
ï�t
ÿ�C�b�”	Ô�ù�U�K�“�‡�b�{�‡�h�z�¤�µ�Æ�¿�Ó
�³�ã�¿�Ä�t
ž�A�s�Ã�”�»  �µ�Ä�è�”�´�w�0�”�‹
ÿ�C�`�‡�b�{

�µ�Â�¿�Ó Install Wizard �w�Ö�”�´ 
â�^
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13 Choose Shortcut Folder Next �›�«�æ�¿�«�`�o
a
¼�w�ž� �¯�ï�›�Ö�•�”�Ã�Ñ�¥�ç�Ä�w	Ô	t
�¢	ý�F�Ó�é�¬�å�Ü  �¬�ç�”�Ó�£�›	!�Z�Ö�•�”�T�z�‡�h�x���w	Ô	t�›

¬�R�`�o  Next �›�«�æ�¿�«�`�‡�b�{

14 Pre-Installation Summary 	Ø�C�U
Y�`�M�\�q�›�¬�Ý�`�z Install �›�«�æ�¿�«�`�‡�b�{� �ï�µ
�Ä�”�ç�t�x
:
ü�T�T�”	Ô�ù�U�K�“�‡�b�{

15 Database Admin Login �×�µ�Ä�Ê�z�Ã�”�»�Õ�”�µ  �±�”�Ì  �Ù�”�Ä�z�S�‘�|�Ã�”�»�Õ�”�µ��
�g	��w�é�¬� �ï	Ø�C�›�Ö�—�`�z Next �›�«�æ�¿�«�`�‡�b�{�Í�w�«
�›�€�ß�t�`�o�X�i�^�M�{

• �×�µ�Ä�Ê�• MySQL1.cisco.com

• �Ù�”�Ä�• 3306

• �â�”�²�Ê�• admin

• �Í�µ�ë�”�Å�• password

�« �• MySQL �›� �ï�µ�Ä�”�ç�`�o�M�”	Ô�ù�z�‡�h�x�«�å� �ž�ï�Ä

•�;�w� �ï�µ�Ä�”�ç�›�î�æ�`�o�M�”	Ô�ù�z�\�w�Í�É�ç�x
¯�Ô�^
�•�‡�d�œ�{

16 Configure Database �7� � �w�Ã�” �»�Õ�” �µ� › �– � ; � ` �o �M�s�M	Ô�ù�x�z �®Create New
Database� �̄¦�Ó�³�ã�ï�U�¦�ï�t�s�l�o�M�”�\�q�›�¬�Ý�`�z Next �›
�«�æ�¿�«�`�‡�b�{ �7���w  NCM �Ã�”�»�Õ�”�µ�›�–�;�`�o�M�”	Ô�ù
�x�z�®Use existing Network Compliance Manager database� �̄¦�Ó�³�ã
�ï�›�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{  

�« �•�7���w  NCM �Ã�”�»�Õ�”�µ�›�–�;�`�o�M�o�z�ž�¿�Ó�¬�è�”�Å
�b�”	Ô�ù�x�z �®Use existing Network Compliance Manager database�¯
�¦�Ó�³�ã�ï�›�«�æ�¿�«�`�z Next �›�«�æ�¿�«�`�‡�b�{

�µ�Â�¿�Ó Install Wizard �w�Ö�”�´ 
â�^
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17 New Database/Existing 
Database

NCM �U�Ã�”�»�Õ�”�µ�•�w
€���t�–�;�b�”�â�”�²�Ê�q�Í�µ�ë�”
�Å�z�S�‘�|�^
R�b�”�Ã�”�»�Õ�”�µ�w�Ê
²�›�Ö�—�`�z Next �›�«�æ�¿
�«�`�‡�b�{  

�« �• MS-SQL Server �Ã�”�»�Õ�”�µ�w	Ô�ù�x�z�Å�é�¿�Ó�¼�¢�ï  �Ý
�Ç�á�”�T�’	°�ù�»� �Ó�›
¬�R�p�V�‡�b�{	°�ù�»� �Ó�t�m�M�o�x�z
�]�–�;�w  MS-SQL Server �w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{  

�®Create Network Compliance Manager user with this username and
password�¯�½�£�¿�«�Ø�¿�«�µ�›�¦�Ñ�t�`�h	Ô�ù�x�z NCM ���g	�
�w�â�”�²�Ê�q�Í�µ�ë�”�Å�w�Ö�—�›�{�Š�’�•�‡�b�{�\�w�½�£�¿�«
�Ø�¿�«�µ�U�¦�ï�¢�Ã�Ñ�¥�ç�Ä�£�t�s�l�o�M�”	Ô�ù�x�z�Ã�”�»�Õ�”
�µ�t�Ö�—�`�h�â�”�²�Ê�q�Í�µ�ë�”�Å�U  NCM ���g	��w�â�”�²�Ê
�q�Í�µ�ë�”�Å�t�–�;�^�•�‡�b�{

�« �•�7���w�Ã�”�»�Õ�”�µ�›�–�;�`�o�M�”	Ô�ù�z�¦���b�”�Ê
²�x
�^
R�0	Å�w�Ã�”�»�Õ�”�µ�w�Ê
²�p�x�s�X�z�7���w�Ã�”�»�Õ�”�µ
�w�Ê
²�p�b�{

18 Confirm Database Settings�Ã�”�»�Õ�”�µ	Ø�C�›�¬�Ý�`�z Next �›�«�æ�¿�«�`�‡�b�{  

19 Configure Admin NCM ���g	��w
O�Ê�q�?� �Ý�”�ç  �ž�Å�è�µ�›�Ö�—�`�z Next �›�«
�æ�¿�«�`�‡�b�{�Ã�”�»�Õ�”�µ�w
ƒ���t�x
:
ü�T�T�”	Ô�ù�U�K�“
�‡�b�{

20 Install Complete NCM �›�I�ˆ�b�”
²�t
ž�c  3 
ü�Ž	Í�4�;�`�o�X�i�^�M�{ Install
Wizard �›���a�”�t�x�z Done �›�«�æ�¿�«�`�‡�b�{

�µ�Â�¿�Ó Install Wizard �w�Ö�”�´ 
â�^
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Solaris �•�w  Nmap �w� �ï�µ�Ä�”�ç
Nmap �t�x�z� �ï�µ�Ä�”�ç�w
²��	Ú�E�U�M�X�m�T�K�“�‡�b�{ Nmap �›� �ï�µ�Ä�”�ç�b�”
²�t�z�Í�w�‹�w
�U� �ï�µ�Ä�”�ç�^�•�o�M�”�\�q�›�¬�Ý�`�o�X�i�^�M�{ �\�•�’�w�Í�¿�­�”�´�x�z NCM �w� �ï�µ�Ä�”�ç  CD
�‡�h�x  http://sunfreeware.com �t�K�“�‡�b�{

• glib

• gtk

• openssl-0.9.7g

• pcre

• libgcc-3.3 �‡�h�x  gcc-3.3.2�¢ libgcc-3.3 �w�M�U�l�‡�`�M�£

1. cd /RENDITION_HOME/server/ext/nmap

2. �Í�w�¯�Ú�ï�Å�›�–�;�`�o�z�Í�¿�­�”�´�›�r�Z�`�z�å�C�`�‡�b�{
gunzip <�Ñ�•� �ç�Ê >
pkgadd -d <�Ñ�•� �ç�Ê >

�«�•
cd /rendition/server/ext/nmap
gunzip nmap-3.81-sol9-sparc-local.gz
pkgadd -d nmap-3.81-sol9-sparc-local

3. RENDITION_HOME/server/ext/nmap �Ã�Ÿ�è�«�Ä�æ�t�z nmap �î�æ�Ñ�•� �ç�•�w�æ�ï�«�›�^
R�`�‡
�b�{

cd /RENDITION_HOME/server/ext/nmap
ln -s /usr/local/bin/nmap nmap

Linux �•�w  Nmap �w� �ï�µ�Ä�”�ç
Linux �t  Nmap �›� �ï�µ�Ä�”�ç�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. cd /Rendition/server/ext/nmap

2. �Í�w�¯�Ú�ï�Å�›�–�;�`�o�z RPM �Í�¿�­�”�´�›� �ï�µ�Ä�”�ç�`�‡�b�{
rpm -i <rpm �Ñ�•� �ç >
 
�«�•
cd /Rendition/server/ext/nmap
rpm -i nmap-3.81-1.i386.rpm

3. Rendition/server/ext/nmap �Ã�Ÿ�è�«�Ä�æ�t�z nmap �î�æ�Ñ�•� �ç�•�w�æ�ï�«�›�^
R�`�‡�b�{

cd /Rendition/server/ext/nmap
ln -s /usr/bin/nmap nmap
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Adobe Acrobat Reader �w� �ï�µ�Ä�”�ç
PDF �Å�©�á�Ý�ï�Ä�›�€	°�b�”�h�Š�t�z Adobe Acrobat Reader �Ì�”�´�ã�ï  4.0 �Ž�ñ�›� �ï�µ�Ä�”�ç�b�”�\
�q�›�S�ç�Š�`�‡�b�{�7	ý�Ì�”�´�ã�ï�w  Adobe Acrobat Reader �›� �ï�µ�Ä�”�ç�b�”�t�x�z�Ò�å�¢�²�p�Í�w
URL �›�€	°�`�‡�b�{

http://www.adobe.com/products/acrobat/readstep.html

	�	q�t	H�l�o  Acrobat Reader �›�¼�¢�ï�é�”�Å�`�z� �ï�µ�Ä�”�ç�`�‡�b�{

�¢�«�£ �\�w�Ú�Ç�á�ž�ç�t�G�L�^�•�o�M�”�±�”�Å�Í�”�Â�Ÿ
a
¼�x�z�³�µ�¯�q�x�Á�����w�Õ�ï�¼�”�U
a���`
�o�M�‡�b�{�\�•�’�w
a
¼�w
Q�ó�‡�h�x	ô�T
Q�t�m�M�o�z�‰�ç�$�T�Ì�Ô�$�T�›�ð�˜�c�z�³�µ�¯�x�°
~�-
	Â�`�‡�d�œ�{�³�µ�¯�p�x�z�Â�«�Ç�§�ç�±�Ù�”�Ä�›�s�b�h�Š�t�þ�q�m�‘�O�z�±�”�Å�Í�”�Â�Ÿ�w�È�W
Œ	Ø
�C�›���™�`�‡�b�{�h�i�`�z�±�”�Å�Í�”�Â�Ÿ�w�È�W
Œ	Ø�C�x�z�'���s�`�t�!�Ë�^�•�”�D�ó
Q�U�K�“�‡�b�{
�f�w�h�Š�z�\�w�È�W
Œ	Ø�C�w
Y�¬�^�t�m�M�o�z�³�µ�¯�x�°
~�-	Â�`�‡�d�œ�{

�Ã�Ì� �µ�w
ƒ��
�Ã�Ì� �µ�{���w
ƒ��	Ø�C�t�m�M�o�x�z �° Device Driver Reference for Network Compliance Manager 1.2�±�›�€
	°�`�o�X�i�^�M�{

• �Ã�Ñ�¥�ç�Ä�p�x�z�Ã�Ì� �µ�›�å�C�`�h�q�V�t�z NCM �U Syslog �›
ƒ���b�”�»�µ�«�›�×�ˆ�$�t�î�æ
�`�‡�b�{ Syslog �›�–�;�b�”	Ô�ù�z�\�•�U	ý�`�M�Ã�Ì� �µ�›
ƒ���b�”�7�‹���o�s�M�O�p�b�{

• Syslog �›�–�;�`�z NCM �t�‘�”  Syslog �Ý�¿�·�”�´�w�×�ˆ
ƒ���›�æ�˜�s�M	Ô�ù�x�z�b�‚�o�w�Ã�Ì� 
�µ�›	��ˆ�p
ƒ���`�z Syslog �!�Ë�è�Œ�›  NCM Syslog �±�”�Ì�t�8
ù�`�‡�b�{

• Syslog �æ�è�”�›�–�;�b�”	Ô�ù�x�z�b�‚�o�w  Syslog �è�Œ�›  NCM �t�8
ù�b�”�‘�O�t�æ�è�”�›
ƒ��
�`�‡�b�{

• TACACS+ �‡�h�x  RADIUS �›�–�;�b�”	Ô�ù�x�z NCM �p�Ã�Ì� �µ�T�’�µ�Æ�¿�Ó�³�ã�¿�Ä�›	)	B�p
�V�”�‘�O�t�z	ý�`�M�â�”�²�Ê�S�‘�|�Í�µ�ë�”�Å�›
ƒ���b�”�\�q�›�S�ç�Š�`�‡�b�{

• Telnet �‡�h�x  SSH �›
M�v�b�”�‘�O�t�Ã�Ì� �µ�p�ž�«�·�µ  �æ�µ�Ä�U
ƒ���^�•�o�M�”	Ô�ù�x�z�•�D
�×�µ�Ä�w�æ�µ�Ä�t  NCM �w IP �ž�Å�è�µ�›�å�C�`�‡�b�{

�Ã�Ì� �µ�‡�h�x�É�¿�Ä�ë�”�«
¶�.�t�è�¹�›�)�Q�”�ð�J�U�s�M�T�z�q�O�w �æ�æ�”�µ  �Ê�”�Ä �›�¬�Ý�`�o�X
�i�^�M�{
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NCM �w�ž�ï� �ï�µ�Ä�”�ç
NCM �›�ž�ï� �ï�µ�Ä�”�ç�b�”�t�x�z�M�X�m�T�w�µ�Â�¿�Ó�U
ž�A�p�b�{�7�‹	O�A�s�µ�Â�¿�Ó�x�z NCM �×

��w�ž�ï� �ï�µ�Ä�”�ç�q�z Microsoft Windows�z Solaris�z�‡�h�x  Linux �T�’�w���È�¯�ï�Ù�”�É�ï�Ä�w�_	†
�p�b�{ NCM �q�ž�t  MySQL Max �Ã�”�»�Õ�”�µ�›� �ï�µ�Ä�”�ç�`�h	Ô�ù�z�‰�Ì�t�Ã�”�»�Õ�”�µ�‹�ž�ï� 
�ï�µ�Ä�”�ç�p�V�‡�b�U�z�Ã�”�»�Õ�”�µ�›�_	†�b�”�q�d�º�Ã�”�»�U�ì
¶�t�æ�˜�•�‡�b�{

�¢�«�£ �\�w�µ�Â�¿�Ó�p�x�z�Ã�Ñ�¥�ç�Ä�w�Ñ�¥�ç�¼�S�‘�|�Ê
²�›�–�;�`�o  NCM �›� �ï�µ�Ä�”�ç�`�h�‹�w
�q�`�‡�b�{���w�Ñ�¥�ç�¼�t� �ï�µ�Ä�”�ç�`�h	Ô�ù�z�‡�h�x���w�Ê
²�›�–�;�`�h	Ô�ù�x�z�f�•�t� �a�o
�Ð
T�b�”
ž�A�U�K�“�‡�b�{

Windows �T�’�w�ž�ï� �ï�µ�Ä�”�ç

1. Start �à  Programs �à  CWNCM �à  Uninstall CWNCM �›�«�æ�¿�«�`�‡�b�{

2. Uninstall �›�«�æ�¿�«�`�‡�b�{

3. �Ó�é�¬�å�Ü�w�ž�ï� �ï�µ�Ä�”�ç�U	4�ƒ�`�h�’�z Finish �›�«�æ�¿�«�`�‡�b�{

4. �_	†�p�V�s�T�l�h�Ñ�•� �ç�‡�h�x�Ñ�¥�ç�¼�U�K�”�q�M�O�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{�Ñ�¥�ç�¼
c:\rendition �¢� �ï�µ�Ä�”�ç  �Ñ�¥�ç�¼�£�x�z�¯�ï�Ð�á�”�»�›�6�I�ˆ�`�h�q�V�t�_	†�^�•�‡�b�{

5. NCM �›�6� �ï�µ�Ä�”�ç�b�”
²�t�z�b�‚�o�w�ž�Ó�æ�­�”�³�ã�ï�›�³�ß�¿�Ä�¼�¢�ï�`�z�¯�ï�Ð�á�”
�»�›�6�I�ˆ�`�‡�b�{

6. NCM �›�6� �ï�µ�Ä�”�ç�b�”	Ô�ù�t
‹�Q�o�z
ƒ���z�é�¬�z�µ�«�æ�Ó�Ä�›�-���b�”�Ñ�•� �ç�U���w
	Ô	t�t�’�“�‡�b�{�³�µ�Â�Ü�T�’  NCM �›�ì
¶�t	«�ˆ�b�”�t�x�z�Í�w�Ñ�•� �ç�›�_	†�`�‡�b�{

c:\WINNT\Temp\Rendition
c:\WINNT\site_options.rcx

Linux �S�‘�|  Solaris �T�’�w�ž�ï� �ï�µ�Ä�”�ç

root �q�`�o�z�Í�w�^�À�›�æ�M�‡�b�{

1. InstallDirectory/UninstallerData �Ã�Ÿ�è�«�Ä�æ
�¢�«�• /usr/local/rendition/UninstallerData �£�t� �ˆ�`�‡�b�{

2. #./Uninstall_NCM  �q�Ö�—�`�‡�b�{

3. NCM �›�6� �ï�µ�Ä�”�ç�b�”	Ô�ù�t
‹�Q�o�z
ƒ���z�é�¬�z�µ�«�æ�Ó�Ä�›�-���b�”�Ñ�•� �ç�U���w
	Ô	t�t�’�“�‡�b�{�³�µ�Â�Ü�T�’  NCM �›�ì
¶�t	«�ˆ�b�”�t�x�z�b�‚�o�w�Ñ�•� �ç�›	��ˆ�p�_	†�`
�‡�b�¢�«�• # rm -rf /usr/local/rendition �£�{

�¢�«�£ �\�w�µ�Â�¿�Ó�p�x�z�Ã�Ñ�¥�ç�Ä�w�Ã�Ÿ�è�«�Ä�æ�S�‘�|�Ê
²�›�–�;�`�o  NCM �›� �ï�µ�Ä�”�ç�`�h
�‹�w�q�`�‡�b�{���w�Ã�Ÿ�è�«�Ä�æ�t� �ï�µ�Ä�”�ç�`�h	Ô�ù�z�‡�h�x���w�Ê
²�›�–�;�`�h	Ô�ù�x�z�f�•
�t� �a�o�Ð
T�b�”
ž�A�U�K�“�‡�b�{
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Windows �T�’�w  MySQL Max �w�ž�ï� �ï�µ�Ä�”�ç

�/�� �• MySQL Max �Ã�”�»�Õ�”�µ�›�ž�ï� �ï�µ�Ä�”�ç�b�”�q�z�d�º�Ã�”�»�U�ì
¶�t�_	†�^�•�‡�b�{	��“
	«�`�x�p�V�‡�d�œ�{

1. Windows �w Control Panel �p�z Add/Remove Programs �›�¼�Ò�ç�«�æ�¿�«�`�‡�b�{ MySQL Servers and
Clients �›
¬�R�`�z Remove �›�«�æ�¿�«�`�‡�b�{

2. Start �à  Settings �à  Control Panel�à  Administrative Tools �à  Services �›�«�æ�¿�«�`�‡�b�{ MySQL �›
�È�«�æ�¿�«�`�z Stop �›
¬�R�`�‡�b�{

3. Start �à  Run �›�«�æ�¿�«�`�z cmd �q�Ö�—�`�‡�b�{

4. c:\mysql\bin\mysqld-max-nt.exe --remove  �q�Ö�—�`�‡�b�{�\�\�p�x�z�Ñ�¥�ç�¼  
c:\mysql  �t  MySQL �›� �ï�µ�Ä�”�ç�`�h�‹�w�q�`�‡�b�{

5. Services �¢�Ÿ�ï�Å�¢�p�z MySQL �±�”�Ï�µ�U�s�X�s�l�h�\�q�›�¬�Ý�`�‡�b�{�æ�µ�Ä�t�Ã�Ÿ�·�”�Ò
�ç�w	Ý�6�p
¯�Ô�^�•�o�M�”	Ô�ù�x�z�b�‚�o�w�Ó�é�¬�å�Ü�›���a�o�¯�ï�Ð�á�”�»�›�6�I�ˆ�`�z�‹
�O�°�S  Services �¢�Ÿ�ï�Å�¢�›�¬�Ý�`�‡�b�{

6. Start �à  Run �›�«�æ�¿�«�`�o�¯�Ú�ï�Å  �¢�Ÿ�ï�Å�¢�›�z�|	Z�`�z cd c:\  �q�Ö�—�`�z�Í�t  del 
c:\mysql  �q�Ö�—�`�‡�b�{
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�Í�w
¯�›�–�;�b�”�q�z	Ø�C�›�b�Y�t�_�m�Z�”�\�q�U�p�V�‡�b�{

�Ä�Ð�¿�« �€	°
Œ

�x�a�Š�t �x�a�Š�t�¢ P.53�£

Configuration Management Configuration Management�¢ P.54�£

Device Access Device Access �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¢ P.64�£

Server Server�¢ P.72�£

Workflow Workflow�¢ P.78�£

User Interface User Interface�¢ P.80�£

Telnet/SSH Telnet/SSH�¢ P.85�£

Reporting Reporting�¢ P.89�£

User Authentication User Authentication�¢ P.95�£

Active Directory �Ý	Â�w
ƒ�� Active Directory �Ž
æ�Ý	Â�w
ƒ���¢ P.100�£

Server Monitoring Server Monitoring�¢ P.103�£

�Þ�Ç�»�A�L�w
¯�Ô �Þ�Ç�»�A�L�w
¯�Ô�¢ P.107�£

�±�”�Ï�µ�w�‰�•�q���­ �±�”�Ï�µ�w�‰�•�q���­�¢ P.113�£

�é�ª�ï�¬�w� �É�”�Ò�ç�= �é�ª�ï�¬�w� �É�”�Ò�ç�=�¢ P.115�£
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���g
ƒ���•�w�Æ�Ï�®�”�Ä

Devices Tasks Policies Reports Admin

Users

User Groups

User Roles & Permissions

Logged on Users

Device Password Rules

Event Notification & Response Rules

Workflow Setup

Administrative Settings

Configuration Mgmt
Device Access

User Interface

Reporting
Telnet/SSH

User Authentication
Server Monitoring

System Status

Troubleshooting

New System Task

About CiscoWorks Network

Server

Custom Data Setup

Start/Stop Services

New User

New User Group

Active Directory Setup

Workflow

Task Load

Device Views

Cisco Systems
CiscoWorks Network
Compliance Manager

Compliance Manager
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�x�a�Š�t
�³�µ�Â�Ü���g	��x�z CiscoWorks Network Compliance Manager�¢ NCM�£�w
â�^�t�è�¹�b�”�z�!�Ë�D�ó�s
ƒ
���w�‹�›���[�p�V�‡�b�{�\�•�’�w
ƒ���t�x� �ï�µ�Ä�”�ç�Ì�t	s�8�‹�U�Ö�—�^�•�‡�b�U�z�f�w�‹�›�!�Ë
�`�o�;�ó�›�§�µ�»�Ú� �¶�b�”�\�q�U�p�V�‡�b�{�h�q�Q�y�z�¤	��w
â�^�t���È
Ç�Z�’�•�h���´�w�Ã�Ñ�¥
�ç�Ä�‹�›�!�Ë�`�h�“�z�µ�«�æ�Ó�Ä�t� �w�±�Ù�”�Ä�›
ƒ���`�h�“�b�”�\�q�U�p�V�‡�b�{�‡�h�z�›���w�Ö�”
�´�w
¯�Ô�•�º�0�›�§�µ�»�Ú� �¶�b�”�\�q�‹�p�V�‡�b�{


ƒ���¦�Ó�³�ã�ï�›�¬�Ý�`�o�!�Ë�›�C�Q�”�t�x�z �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Administrative Settings �›

¬�R�`�‡�b�{�Í�w�¦�Ó�³�ã�ï�›
¬�R�p�V�‡�b�{

• Configuration Management

• Device Access

• Server

• Workflow

• User Interface

• Telnet/SSH

• Reporting

• User Authentication

• Server Monitoring
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Configuration Management
Configuration Mgmt �Ö�”�´�p�x�z�Í�w
ƒ���U�D�ó�p�b�{

• 
ƒ���!�Ë�w�U	Z

• �â�”�²  ID

• �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• ACL �r
s

• 
ƒ���Ù�æ�³�”�w�U	Â

• �»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä

• �Ä�Ù�é�´  �Ã�”�»�S�‘�|�Ë	O�Ã�”�»�w	)	B

• �Ñ�å�¿�³�á  �µ�Ä�è�”�´  �µ�Ö�”�µ

• �Ò�”�Ä�U	Z

Configuration Mgmt �Ö�”�´�›
¯�Ô�b�”�t�x�z �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R
�`�z Configuration Mgmt �›�«�æ�¿�«�`�‡�b�{ Configuration Mgmt �Ö�”�´�U�‰�V�‡�b�{ Save �›�«�æ�¿�«�`
�o�z�!�Ë�›�-���`�o�X�i�^�M�{

Configuration Mgmt �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Change Detection

Change Detection �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enabled�• NCM �x�z�!�Ë�U�U	Z�^�•�”�h�|�t�z�Ã�Ì� �µ
ƒ���w�µ�Æ�¿
�Ó�³�ã�¿�Ä�›	��˜�`�‡�b�¢�Ã�Ñ�¥�ç�Ä�£ �{

• Polling Only�• NCM �x�z�Ã�Ì� �µ  �¬�ç�”�Ó�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�î
�æ�¤�t�Ã�Ì� �µ
ƒ���w�µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�`�‡�b�U�z�!�Ë�U�U
	Z�^�•�h�q�V�t�x	��˜�`�‡�d�œ�{

• Disabled�•�!�Ë�U�U	Z�^�•�h�q�V�‹�z�Ã�Ì� �µ  �¬�ç�”�Ó�w�µ�Æ�¿�Ó
�³�ã�¿�Ä�w�î�æ�¤�‹�z
ƒ���w�µ�Æ�¿�Ó�³�ã�¿�Ä�x	��˜�^�•�‡�d�œ�{

�!�Ë�w�U	Z�w	Ä�I�t�m�M�o�x�z P.60 �w�®�!�Ë�w�U	Z�¯ �›�€	°�`�o�X�i
�^�M�{

Change Detection Interval �!�Ë�U�U	Z�^�•�o�T�’�µ�Æ�¿�Ó�³�ã�¿�Ä�U�‰�•�b�”�‡�p�w�—�����´
�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  10 
ü�p�b�{ NCM �U�!�Ë�›�U	Z�`�h	Ô
�ù�z�Ã�Ì� �µ�w�µ�Æ�¿�Ó�³�ã�¿�Ä�x�z�\�\�p�¦���^�•�h���´�›�í�Z�o
�—���`�‡�b�{�—���™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�x�z�f�w���´�¤�t
ù	ô�^�•�h
�!�Ë�è�Œ�›�b�‚�o
S�é�`�‡�b�{
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Syslog Detection Patterns NCM �t�;�™�^�•�o�M�”�Ã�Ñ�¥�ç�Ä  �Í�»�”�ï�t���w�Í�»�”�ï�›�å�C
�b�”	Ô�ù�x�z�È���w�Ø�¿�«�µ�t�Í�»�”�ï�›�Ö�—�`�z Add Pattern << �›
�«�æ�¿�«�`�‡�b�{�(���w�Ø�¿�«�µ�p�Í�»�”�ï�›
¬�R�`�o  Delete Pattern
�›�«�æ�¿�«�b�”�q�z�Í�»�”�ï�›�_	†�p�V�‡�b�{ NCM �x�z Syslog �±�”
�Ì�p�\�•�’�w�Í�»�”�ï�q�°�•�b�”�‹�w�›�U�g�`�‡�b�{ 	Í�G�w�Ñ�Ÿ�”�ç
�Å�p  Enabled �›
¬�R�`�h	Ô�ù�z�°�•�b�”�‹�w�U�_�m�T�”�q�z NCM �x

ƒ���w�!�Ë�›�Ô�`�z�Ã�Ì� �µ
ƒ���w�µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�`�‡�b

�¢ �«�•�³�µ�¯�p�x  Syslog �±�”�Ì�›���™�`�o�M�‡�b�{ NCM �w� �ï�µ�Ä�”
�ç�Ì�t�q�O�w  Syslog �±�”�Ì�›�’�`�h	Ô�ù�p�‹�z Syslog �Ý�¿�·�”�´�›
NCM Syslog �±�”�Ì�t�¤�'�b�”�h�Š�w  NCM Syslog �±�”�Ì�›� �ï�µ
�Ä�”�ç�b�”
ž�A�U�K�“�‡�b�£ �{

Syslog Patterns to Ignore �›���w�Í�»�”�ï�›�Á�¹�b�”	Ô�ù�x�z �È���w�Ø�¿�«�µ�t�Í�»�”�ï�›�Ö�—
�`�z Add Pattern << �›�«�æ�¿�«�`�‡�b�{�(���w�Ø�¿�«�µ�p�Í�»�”�ï�›

¬�R�`�o  Delete Pattern �›�«�æ�¿�«�b�”�q�z�Í�»�”�ï�›�_	†�p�V�‡�b�{

Use IP Address of sender of 
Syslog Messages

�¦�ï�w	Ô�ù�z Syslog �Ý�¿�·�”�´�w
ù	ô	��w  IP �ž�Å�è�µ�U�–�;�^�•�‡
�b�{

Users to Ignore for Change 
Detection

Syslog �‡�h�x  AAA �w�!�Ë� �Õ�ï�Ä�›	r�g�b�”�q�V�t�Á�¹�b�”�â�”�²
�›�Ô�`�‡�b�{�â�”�²�›�å�C�b�”�t�x�z�È���w�Ø�¿�«�µ�t�â�”�²�Ê�›�Ö
�—�`�z Add Username << �›�«�æ�¿�«�`�‡�b�{�â�”�²�›�_	†�b�”�t�x�z
�(���w�Ø�¿�«�µ�p�â�”�²�Ê�›
¬�R�`�z Delete Username �›�«�æ�¿�«�`�‡
�b�{

Change User Identification

Auto-Create Users �¦�ï�w	Ô�ù�z NCM �x�z
ƒ���!�Ë�›�æ�l�h�â�”�²�U�Ý�Ý�^�•�s�M�q�V
�t�z	ý�`�M�â�”�²�›�^
R�`�‡�b�{

Auto-Create User Suffix NCM �U Auto-Create �;�ó�p	ý�`�M�â�”�²�t�å�C�b�”�±�Ñ�Ÿ�¿�«�µ�›
�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x�® _auto�¯�p�b�{

Syslog User Identification �¦�ï�w	Ô�ù�z NCM �x  Syslog �Ý�¿�·�”�´�T�’�â�”�²�›�›���`�‘�O�q�`
�‡�b�{

Syslog User Patterns �È���w�Ø�¿�«�µ�t�Í�»�”�ï�›�Ö�—�`�z Add Pattern << �›�«�æ�¿�«�`�‡
�b�{ �(���w�Ø�¿�«�µ�p�Í�»�”�ï�›
¬�R�`�o  Delete Pattern �›�«�æ�¿�«�b
�”�q�z�Í�»�”�ï�›�_	†�p�V�‡�b�{ NCM �x�z Syslog �p�\�•�’�w
Y�F
¯
�q�q�°�•�b�”�‹�w�›�U�g�`�‡�b�{�°�•�b�”�‹�w�U�_�m�T�”�q�z NCM
�x�f�w�Â�©�µ�Ä�›�â�”�²�q�`�o	��“���ˆ�‡�b�{�è	×�z�\�•�’�w�Í�»�”
�ï�x�z�Ã�Ì� �µ  �Å�å� �Ì�t�‘�l�o�Ö�—�^�•�‡�b�{  

Resolve Workstation IP 
Address from Syslog

�¦�ï�w	Ô�ù�z NCM �x  Syslog �Ý�¿�·�”�´�T�’  IP �ž�Å�è�µ�›�r�>�`�z�f
�w�Å�Ý� �ï�›�p�˜�w
ƒ���!�Ë�›�æ�l�h�â�”�²�w�Ê
²�q�`�o	r�g�`�‡
�b�{�\�w�M�O�x�z Syslog �Ý�¿�·�”�´�Ž�Ž�w�M�O�p�â�”�²�Ê�›�›���p�V
�s�M	Ô�ù�t�i�Z�–�;�^�•�‡�b�{
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Store Unresolved IP 
Addresses

�¦�ï�w	Ô�ù�z NCM �x  DNS �›�–�;�`�o�×�µ�Ä�Ê�›�r�>�p�V�s�M�q�V
�t�z IP �ž�Å�è�µ�›�â�”�²�Ê�q�`�o	r�g�`�‡�b�{�Ð�æ�¦�Å�x�¼�¿�³�á�p
�”�V�õ�Q�’�•�‡�b�{�h�q�Q�y�z 10.10.1.1 �x  user 10-10-1-1 �q�s�“�‡�b�{

Auto-Create Users from 
Syslog

�\�w�¦�Ó�³�ã�ï�q  Auto-Create Users �U�¦�ï�w	Ô�ù�z NCM �x�z Syslog
�Ý�¿�·�”�´�T�’�›���^�•�h�â�”�²�›�7���w�â�”�²�q	°�ù�`�‡�b�{ �7��
�w�â�”�²�U�s�M	Ô�ù�x�z	ý�`�M�â�”�²�U�^
R�^�•�‡�b�{

Startup/Running Configurations

Capture Startup Config �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Off�• NCM �x�¤�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	��“���ˆ
�‡�d�œ�{

• Detect Only�• NCM �x�¤�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
	��“���ˆ�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q
z�±�`�‡�b�{�h�i�`�z�µ
�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�¨�ò�^�•�‡�d�œ�{

• On�¢�Ã�Ñ�¥�ç�Ä�£ �• NCM �x�¤�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›	��“���ˆ�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q
z�±�`�‡�b�{�f�w�™�z
�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¨�ò�`�‡�b�{�Õ�ï�¼�”�•
�Ã�Ì� �µ�w�¤�t�x�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�“�æ
�›�±�Ù�”�Ä�`�s�M�‹�w�U�K�”�\�q�t�y�™�`�o�X�i�^�M�{

Snapshot after Sync �¦�ï�w	Ô�ù�z NCM �x�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î�æ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�‰�8�`�o�T�’�z �µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�`
�‡�b�{

ACL Parsing

Parse ACL Data with each 
Snapshot

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enabled�• NCM �x�¤�µ�Æ�¿�Ó�³�ã�¿�Ä�p  ACL �Ã�”�»�›�r
s�`�z�¨�ò
�`�‡�b�{

• Disabled�• NCM �x�¤�µ�Æ�¿�Ó�³�ã�¿�Ä�p  ACL �Ã�”�»�›�r
s�`�‡�d
�œ�{

�\�w�¦�Ó�³�ã�ï�p
ƒ���^�•�”�w�x�z 	ý�`�M�Ã�Ì� �µ�›�å�C�b�”	Ô�ù�w
�\�w�;�ó�w�Ã�Ñ�¥�ç�Ä	Ý�6�i�Z�p�K�”�\�q�t�y�™�`�o�X�i�^�M�{ �°�Å
�$	B�›�–�;�b�”�q�z�Ã�Ì� �µ  �¬�ç�”�Ó�w  ACL �r
s�w�¦�ï�q�¦�Ñ�›
~
�“�8�Q�”�\�q�U�p�V�‡�b�¢ �« �•�\�w�¦�Ó�³�ã�ï�x�z�Ã�Ì� �µ�]�q�t	Í
	{�V�p�V�‡�b�£ �{
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ACL Editing

Show pre-edit application 
script

�¦�ï�w	Ô�ù�z ACL �›�$	B�‡�h�x�^
R�b�”�q�V�x�z
²	r�g  ACL �ž�Ó�æ
�­�”�³�ã�ï�w�µ�«�æ�Ó�Ä�U
¯�Ô�^�•�‡�b�{
²	r�g�ž�Ó�æ�­�”�³�ã�ï
�µ�«�æ�Ó�Ä�x�z�Ã�Ì� �µ	Í�w�7���w  ACL �ž�Ó�æ�­�”�³�ã�ï�›�Á�®�t
�`�‡�b�{ 	ý�F�‡�h�x�Ë	ý�™�w  ACL �µ�«�æ�Ó�Ä�t�‘�“�z �$	B�A�ˆ�w  ACL
�U�Ã�Ì� �µ�t�å�C�^�•�‡�b�{

Show edit preparation script �¦�ï�w	Ô�ù�z ACL �›�$	B�‡�h�x�^
R�b�”�q�V�x�z�$	B	j
‹�µ�«�æ�Ó
�Ä�U
¯�Ô�^�•�‡�b�{�$	B	j
‹�µ�«�æ�Ó�Ä�x�z�$	B�A�ˆ�w  ACL �›	!�Z
�Ö�•�”�‘�O�t�Ã�Ì� �µ�›	j
‹�b�”�h�Š�w�µ�«�æ�Ó�Ä�›�b�‚�o�î�æ�`
�‡�b�{

Show application script �¦�ï�w	Ô�ù�z ACL �›�$	B�‡�h�x�^
R�b�”�q�V�x�z ACL �ž�Ó�æ�­�”�³�ã
�ï  �µ�«�æ�Ó�Ä�U
¯�Ô�^�•�‡�b�{ �ž�Ó�æ�­�”�³�ã�ï  �µ�«�æ�Ó�Ä�x�z ACL
�›  VTY 
€���s�r�t�&�;�b�”�q�V�t�–�;�^�•�”�µ�«�æ�Ó�Ä�p�b�{�ž�Ó
�æ�­�”�³�ã�ï  �µ�«�æ�Ó�Ä�t�‘�“�z ACL �U�6�S�&�;�^�•�‡�b�{

Configuration Policy Verification

Verify Before Deploy by 
Default

�¦�ï�w	Ô�ù�z NCM �x�$	B�A�ˆ�w
ƒ���›�2�‰�b�”
²�t�z���[�A�ˆ�w
ƒ
���Ù�æ�³�”�q	°�ù�`�‡�b�{

Pattern Timeout �Í�»�”�ï�q
ƒ���›	°�ù�b�”�Ì���w�•�0�7�G�‹�›
µ�o�•�p�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�x  30 
µ�p�b�{

Pre-Task and Post-Task Snapshots

User Override Pre/Post Task 
Snapshot

�¦�ï�w	Ô�ù�z�â�”�²�x�x���w�»�µ�«�›�î�æ�b�”�q�V�t�z�»�µ�«
²�S�‘
�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ���›	Í	{�V�p�V�‡�b�{
	Í	{�V�›�•�D�`�h	Ô�ù�x�z New Task �Ö�”�´�w�˜�p�b�”	Ô	t�t�z�»�µ
�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�¦�Ó�³�ã�ï�U
¯�Ô�^�•�‡
�b�{	Í	{�V�›�•�D�`�s�M	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä
ƒ���U�–�;�^�•�‡�b�¢	Ä
�I�t�m�M�o�x�z P.62 �w�®�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä
�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�£ �{
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Allow Per-Script Pre/Post 
Task Snapshot Setting Hints

�¦�ï�w	Ô�ù�z�x���w�µ�«�æ�Ó�Ä�t�‘�l�o�z�»�µ�«
²�S�‘�|�»�µ�«�™�w
�µ�Æ�¿�Ó�³�ã�¿�Ä�w
ƒ���›	Í	{�V�p�V�‡�b�{

�« �•�»�µ�«
²�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w
ƒ���›	Í	{�V�b�”	Ô�ù�z�»�µ�«
²
�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›�A�{�b�”�q�V�x�® tc_pre_snapshot=true�¯�q�M�O
�Â�©�µ�Ä�›�z�»�µ�«
²�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›�A�{�`�s�M�q�V�x

�®tc_pre_snapshot=false�¯�q�M�O�Â�©�µ�Ä�›�z�¯�Ý�ï�Ä�q�`�o�µ�«�æ�Ó
�Ä�t���Š�o�X�i�^�M�{ �»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w
ƒ���›	Í	{�V�b
�”	Ô�ù�z �»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›�»�µ�«�w�°
æ�q�`�o�A�{�b�”
�q�V�x�® tc_post_snapshot=true� �̄q�M�O�Â�©�µ�Ä�›�z�»�µ�«�™�w�µ�Æ�¿
�Ó�³�ã�¿�Ä�›���x�w�»�µ�«�q�`�o�A�{�b�”�q�V�x

�®tc_post_snapshot=task�¯�q�M�O�Â�©�µ�Ä�›�z �»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿
�Ä�›�A�{�`�s�M�q�V�x�® tc_post_snapshot=false� �̄q�M�O�Â�©�µ�Ä�›�z�¯
�Ý�ï�Ä�q�`�o�µ�«�æ�Ó�Ä�t���Š�o�X�i�^�M�{

	Ä�I�t�m�M�o�x�z P.62 �w�®�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿
�Ä�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

Snapshot Before Run 
Command Script

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

Snapshot After Run Command 
Script

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

• Scheduled as separate task

Snapshot Before 
Configuration Deployment

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

Snapshot After Configuration 
Deployment

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

• Scheduled as separate task

Snapshot Before Run 
Diagnostic

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task
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†�Ì / �ž�«�³�ã�ï



59
�H 2 	·�•���g
ƒ���w�Ï
R

Snapshot After Run 
Diagnostic

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

• Scheduled as separate task

Snapshot Before Delete ACL �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

Snapshot After Delete ACL �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

• Scheduled as separate task

Snapshot After Synchronize 
Startup/Running

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task

• Scheduled as separate task

Post-Task Snapshot Delay �»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›���x�w�µ�Æ�¿�Ó�³�ã�¿�Ä  �»�µ�«�q�`
�o�î�æ�b�”	Ô�ù�x�z�f�w�—���Ì���›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  30 
µ
�p�b�{

Diagnostics

Topology Data Gathering 
Frequency

�Ä�Ù�é�´  �Ã�”�»�x�z�É�¿�Ä�ë�”�«  �Í�Ñ�¥�”�Ú�ï�µ�›�¡�Ë�b�”�h�Š�w
�µ�é�¿�Ä�æ�ï�¬�›
ž�A�q�b�”�z	ý�`�M

�…�«�å�µ�t���‡�•�‡�b�{�É�¿
�Ä�ë�”�«  �¼� �ž�¬�å�Ü�›
¯�Ô�b�”�M�t�z�Ä�Ù�é�´  �Ã�”�»�U�–�;�^�•
�‡�b�{�Ä�Ù�é�´  �Ã�”�»�w	)	B�^�À�x�z NCM �±�”�Ì�t�ô�M
Û�Y�›�T�Z
�”�h�Š�z �p�V�”�i�Z���´�›�í�Z�o�æ�O
ž�A�U�K�“�‡�b�{ �Ä�Ù�é�´  �Ã�”
�»�›	)	B�b�”���´�w�•�0�7	–�‹�›�Ì���o�•�p�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä
�x  168 �Ì���p�b�{

Stored Topology Data �Ã�”�»�Õ�”�µ�t�q�O�¨�ò�^�•�o�M�”�Ä�Ù�é�´  �Ã�”�»�w�•�0�����8��
�›�Ì���o�•�p�Ö�—�`�‡�b�{ �¨�ò�^�•�o�M�”�Ã�”�»�U�\�w�‹�‘�“�y�M	Ô
�ù�z�Ã�Ì� �µ�T�’�Ú
€�Ã�”�»�›	��˜�`�‡�b�{�f�O�p�s�M	Ô�ù�z�¨�ò�^
�•�o�M�”�Ã�”�»�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  72 �Ì���p�b�{
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�!�Ë�w�U	Z

NCM �x�z�Ã�Ì� �µ
ƒ���w�!�Ë�›�U	Z�b�”�q�V�t�z�Í�w�‘�O�s�M�O�›�–�;�`�‡�b�{

• Syslog �Ý�¿�·�”�´

• AAA �é�¬�w�¡�ˆ	��“

• �º
æ�Ó�é�©�³

NCM �x�z�\�•�’�w�M�O�T�’�˜�’�•�”�^�‡�_�‡�s�Ö�—	Ø�C�›�–�;�`�o�z�Ã�Ì� �µ�w�!�Ë�›�î�M�t�æ�l�h
�â�”�²�›�›���`�‡�b�{�\�w	Ø�C�t�‘�“�z�!�Ë�›�æ�l�h�D�ó
Q�U�7�‹�ô�M�â�”�²�U�›���^�•�‡�b�{��
Œ
�S	q�t�z�Í�w	Ø�C�U�–�;�^�•�‡�b�{

• �Ã�Ì� �µ�p�î�æ�^�•�h�Í�µ�ë�”�Å�!�Ë�›�µ�­�´�á�”�ç�`�h�â�”�²

• �Ã�Ì� �µ�p�î�æ�^�•�h�¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�Ã�”�Ä�›�µ�­�´�á�”�ç�`�h�â�”�²  

• �Ã�Ì� �µ�t
ƒ���›�2�‰�`�h�â�”�²

• �Ã�Ì� �µ�p�µ�«�æ�Ó�Ä�›�î�æ�`�h�â�”�²

Duplex Data Gathering 
Frequency

�Ë	O�=�w�Û�µ�Ú�¿�½  �Ã�”�»�x�z�É�¿�Ä�ë�”�«  �Í�Ñ�¥�”�Ú�ï�µ�›�¡�Ë
�b�”�h�Š�w�µ�é�¿�Ä�æ�ï�¬�›
ž�A�q�b�”�z 	ý�`�M

�…�«�å�µ�t���‡�•
�‡�b�{�¤�ï�Å�À�”�¤�ï�Å  �Í�Ñ�¥�”�Ú�ï�µ�w�°
`�$�s�ð�J�›�›���b�”
�M�t�z �Ë	O�=�w�Û�µ�Ú�¿�½  �Ã�”�»�U�–�;�^�•�‡�b�{ �Ë	O�=�w�Û�µ�Ú�¿
�½�U
Ã
_�t
C
\�b�”�w�x�z�°�M�w�Ú�³�ï�U
¶�Ë	O�t
ƒ���^�•�z�‹�O�°
�M�w�Ú�³�ï�U
R�Ë	O�t
ƒ���^�•�o�M�”	Ô�ù�p�b�{ �Ë	O�=�w�Û�µ�Ú�¿�½
�Ã�”�»�w	)	B�^�À�x�z NCM �±�”�Ì�t�ô�M
Û�Y�›�T�Z�”�h�Š�z�p�V�”
�i�Z���´�›�í�Z�o�æ�O
ž�A�U�K�“�‡�b�{ �Ë	O�Ã�”�»�›	)	B�b�”���´�w
�•�0�7	–�‹�›�Ì���o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  168 �Ì���p�b�{

Stored Duplex Data �Ã�”�»�Õ�”�µ�t�q�O�¨�ò�^�•�o�M�”�Ë	O�Ã�”�»�w�•�0�����8���›�Ì
���o�•�p�Ö�—�`�‡�b�{�¨�ò�^�•�o�M�”�Ã�”�»�U�\�w�‹�‘�“�y�M	Ô�ù�z
�Ã�Ì� �µ�T�’�Ú
€�Ã�”�»�›	��˜�`�‡�b�{�f�O�p�s�M	Ô�ù�z�¨�ò�^�•�o
�M�”�Ã�”�»�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  72 �Ì���p�b�{

Flash Storage Space

Flash Low Event �¦�ï�w	Ô�ù�z�U	Z�^�•�h�Ñ�å�¿�³�á  �µ�Ä�è�”�´�w�í�V�µ�Ö�”�µ�U
Æ
�
�`�o�M�”�q�z� �Õ�ï�Ä�U
\
R�^�•�‡�b�{

Flash Low Threshold �µ�Ö�”�µ
Æ�
� �Õ�ï�Ä�w
\
R�,	j�q�s�”�z�Ñ�å�¿�³�á  �µ�Ä�è�”�´  �µ
�Ö�”�µ�w�–�;�p�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  90% �p�b�{

Boot Detection

Error Margin Factor �Ã�Ì� �µ  �Ò�”�Ä�›�U	Z�b�”�q�V�w�«�é�¿�«  �Å�æ�Ñ�Ä�w�•�0�”�¢ 6 �Ì
���K�h�“�w
µ
:�£�›�Ö�—�`�‡�b�{�Ã�Ì� �µ�›�¬�Ý�b�”�7	–
Ã�S�x�z 6
�Ì���]�q�t  1 �s�q�b�”�\�q�›�S�ç�Š�`�‡�b�{  
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• NCM �w�Ó�é�©�³�›�p�`�o�Ã�Ì� �µ�t
€���`�h�â�”�²

• AAA �é�¬�T�’	)	B�^�•�h�â�”�²	Ø�C

• syslog �Ý�¿�·�”�´�T�’�r
s�^�•�h�â�”�²	Ø�C

NCM �x�z��
Œ�S�æ�µ�Ä�p	Í�•�t�K�”�Ã�Ì� �µ  � �ï�»�å�«�³�ã�ï�t�!�Ë��
Q�›�Â�“�p�o�‡�b�{�h�q�Q
�y�z�K�”�â�”�²�U�Í�µ�ë�”�Å�!�Ë�›�µ�­�´�á�”�ç�`�z���w�â�”�²�U�‰�a�8���t�Ã�Ì� �µ�t�Ó�é�©�³�`
�h	Ô�ù�z�!�Ë�U�U	Z�^�•�h�q�V�x�z�f�w�!�Ë�x�Í�µ�ë�”�Å�!�Ë�›�µ�­�´�á�”�ç�`�h�â�”�²�t�Â�“�p�o
�’�•�‡�b�{

�Ã�Ì� �µ�w
ƒ���!�Ë�›
¯�Ô�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. Devices �w�<�w�Ý�Ç�á�”�Ì�”�p�z Inventory �›�«�æ�¿�«�`�‡�b�{�q�O���g�^�•�o�M�”�b�‚�o�w�Ã�Ì
� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{

2. 
ƒ���!�Ë�›
¯�Ô�b�”�Ã�Ì� �µ�›�«�æ�¿�«�`�‡�b�{ Device Details �Ö�”�´�U�‰�V�‡�b�{

3. View �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’�z Configuration Changes �›�«�æ�¿�«�`�‡�b�{

4. User Name �§�å�Ü�p�z	Ä�I�æ�ï�«�›�«�æ�¿�«�`�‡�b�{ User Attribution Details �Ö�”�´�U�‰�V�‡�b�{

User Attribution Details �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Change Event Detail

User �!�Ë�›�æ�l�h�â�”�²�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Date �!�Ë�U�æ�˜�•�h�Ô
Ç�U
¯�Ô�^�•�‡�b�{

Device Interaction �!�Ë�›�U	Z�b�”�q�V�t�–�;�b�”�M�O�U
¯�Ô�^�•�‡�b�¢�h�q�Q�y�z Syslog�£�{

Additional Details �!�Ë�t���b�”	Ä�I�U
¯�Ô�^�•�‡�b�¢�h�q�Q�y�z�!�Ë�U�¯�ï�¹�”�ç�T�’�æ�˜�•
�h�T�r�O�T�£ �{
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�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w
ƒ��

�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›
ƒ���b�”�q�z�Í�w
â�^�U�D�ó�t�s�“�‡�b�{

• �^�‡�_�‡�s�»�µ�«�w�»� �Ó�t� �a�h�z�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�ˆ�^�›��
�[�b�”�{

• �»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›���x�w�»�µ�«�q�`�o�î�æ�b�”�{

• �›���w�»�µ�«�›�î�æ�b�”�q�V�t�z�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�Ã�Ñ�¥�ç�Ä�ˆ
�^�›	Í	{�V�b�”�{

�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�¦�Ó�³�ã�ï�x�z�Í�w�»�µ�«�t�0�`�o
¯�Ô�p�V�‡�b�{

• Deploy Config�¢ P.172 �w�®Deploy Config Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�£

• Run Diagnostics�¢ P.254 �w�®Run Diagnostics Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�£

• Delete ACL�¢ P.589 �w�®Delete ACLs �»�µ�«�w�Ö�”�´�¯ �›�€	°�£

• Synchronized Startup and Running�¢ P.261 �w�®Synchronize Startup and Running Task �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�£

• Run Command Script�¢ P.249 �w�®Run Command Script Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�£

�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä�º�t�µ�Æ�¿�Ó�³�ã�¿�Ä�w�Î�ï�Ä�›���Š�”	Ô�ù�x�z�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä�t�›	��s�»
�¬�›�å�C�`�o�z�f�w�µ�«�æ�Ó�Ä�›�î�æ�`�h�q�V�w�z�»�µ�«
²�S�‘�|�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�ˆ
�^�›�¦���`�‡�b�{�h�q�Q�y�z�Ã�Ì� �µ�•�w
€���‡�h�x	.
Y�›�î�M�t�x�æ�˜�s�M�z�ô�S�s�µ�«�æ�Ó�Ä�U
�K�”�q�`�‡�b�{�\�w�ô�S�s�µ�«�æ�Ó�Ä�x�z NCM API �i�Z�›�–�;�`�o�Ã�Ì� �µ�t���b�”	Ø�C�›�¨	Z�`�z
�è�Ù�”�Ä�›
\
R�`�‡�b�{�\�w	Ô�ù�x�z�»�µ�«�w�î�æ�™�t�µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�b�”
ž�A�U�K�“�‡�d
�œ�{�f�w�h�Š�z�\�w�ô�S�s�µ�«�æ�Ó�Ä�t�x�z�»�µ�«�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�U
Æ�A�p�K�”�\�q�›�Ô�b�»
�¬�›���Š�”�\�q�U�p�V�‡�b�{

�Ã�Ì� �µ  �¬�ç�”�Ó�t�0�`�o�î�æ�b�”�µ�«�æ�Ó�Ä�U
ó
:
¬�R�^�•�o�M�”	Ô�ù�z�f�w�O�j�w
ó
:�w�µ�«�æ
�Ó�Ä�t�Î�ï�Ä�U���‡�•�o�M�”�q�V�x�z�¦���^�•�h�ˆ�^�w�¤�p�7�‹�†
¶�s�ˆ�^�U�–�;�^�•�”�\�q�t�y�™
�`�o�X�i�^�M�{
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Device Access

Device Access �Ö�”�´�p�x�z�Í�w
â�^�›�î�æ�p�V�‡�b�{

• �Ã�Ì� �µ
€���M�Ü�›�¦���b�”�{

• Detect Network Devices �»�µ�«�w
ƒ���›�Ï
R�b�”�{

• �A�9�×�µ�Ä�w
ƒ���›�Ï
R�b�”�{

• SecurID �Ã�Ì� �µ  �ž�«�·�µ�›
ƒ���b�”�{

• �Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�b�”�«�è�Ã�ï�³�ß�ç�›�z�»�µ�«�]�q�t�¦���b�”�{

• Nortel BayRS MIB/OS �Ì�”�´�ã�ï�›�¦���b�”�{

• �®�”�Ä�¢�£�   �Ý�¿�³�á�w	Ø�C�›�Ö�—�b�”�{

���X�w	Ô�ù�z�É�¿�Ä�ë�”�«���¥�x�É�¿�Ä�ë�”�«  �Ñ�•� �ž�¢�¥�”�ç�p�-�¢�^�•�o�M�‡�b�{ NCM �t�x�z
�Ñ�•� �ž�¢�¥�”�ç�›�p�`�o�Ã�Ì� �µ�t�ž�«�·�µ�b�”�M�O�q�`�o�z�Í�w  3 �m�U�;�™�^�•�o�M�‡�b�{

• �Ñ�•� �ž�¢�¥�”�ç�›�p�`�h�¼� �è�«�Ä  �ž�«�·�µ�›�‰�•�b�”�{

• �Ñ�•� �ž�¢�¥�”�ç	Í�t  Network Address Translation�¢ NAT; �É�¿�Ä�ë�”�«  �ž�Å�è�µ�!�õ�£�›�^
R
�`�z NAT �›�–�;�`�o�Ã�Ì� �µ�t�ž�«�·�µ�b�”�‘�O�t  NCM �›
ƒ���b�”�{ NAT �ž�Å�è�µ�x�z NAT
�›�–�;�b�”�Ã�Ì� �µ�w�Ã�Ì� �µ
ƒ���t�x
¯�Ô�^�•�s�M�\�q�t�y�™�`�o�X�i�^�M�{

• �Ñ�•� �ž�¢�¥�”�ç�w�Ž���t�K�”�7���w�A�9�×�µ�Ä�›�–�;�`�o���g�A�{�›�Ó�é�©�³�b�”�‘�O�t�z
NCM �›
ƒ���b�”�{�A�9�×�µ�Ä�p�x�z�Ñ�•� �ž�¢�¥�”�ç�›�p�`�h�ž�«�·�µ�U�b�p�t�•�D�^�•�o�M
�”�h�Š�z�A�9�×�µ�Ä�w
ƒ���›�–�;�b�”�q�z�A�9�×�µ�Ä�w�Ó�é�©�³
€���›�p�`�o�Ã�Ì� �µ�›���g
�p�V�‡�b�{

�¯�ï�¹�”�ç  �±�”�Ì�p�x�z�³�æ�ž�ç  �æ�ï�«�›�–�;�`�h�z�Ã�Ì� �µ�•�w
ú�g
€���U�-�Ë�^�•�”�\�q�t�y�™
�`�o�X�i�^�M�{�\�w�æ�ï�«�x�z Telnet �›�p�`�o�z�¯�ï�¹�”�ç  �±�”�Ì�›�×�µ�Ä�q�`�h�›���w  IP �Ù�”�Ä
j
�ø�t
€���^�•�o�M�‡�b�{�¯�ï�¹�”�ç  �±�”�Ì�w
€���x�z�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�U�É�¿�Ä�ë�”�«�T�’
~�…
�^�•�h	Ô�ù�p�‹�–�;�p�V�‡�b�{

Device Access �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R�`�z
Device Access �›�«�æ�¿�«�`�‡�b�{ Device Access �Ö�”�´�U�‰�V�‡�b�{
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Device Access �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Device Connection Methods

Password Selection �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Always try last successful passwords first�•�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z
NCM �x�z�Ã�Ì� �µ�•�w
²�s�w�ž�«�·�µ�p�7�™�t
R�­�`�h�Í�µ�ë�”
�Å�›�7	s�t�¼�æ�`�‡�b�{�\�w�Í�µ�ë�”�Å�x�Ã�”�»�Õ�”�µ�t�¨�ò�^
�•�o�M�‡�b�U�z�Ã�Ì� �µ�•�w�Í�s�w�ž�«�·�µ�p�x�7	s�t�¼�æ�^�•
�s�M�D�ó
Q�‹�K�”�\�q�t�y�™�`�o�X�i�^�M�{�f�w	Ô�ù�x�z �®�7�™�t
�–�;�^�•�h�F���w�!�Ë�¯� �Õ�ï�Ä�U�'���$�t
\
R�^�•�‡�b�{�`�h
�U�l�o�z�Ã�Ì� �µ�U	t���w�Í�µ�ë�”�Å�F���›�–�;�`�o�M�”�T�r�O
�T�›�¬�Ý�p�V�‡�b�{

• Always try passwords in defined order�•�¦�ï�w	Ô�ù�z NCM �x�z���[
�^�•�h	q	‚�p�Í�µ�ë�”�Å�›	×�t�¼�æ�`�‡�b�{ NCM �p�x�z�Ã�Ì� �µ
�q�w�Í�s�w�è	ô�;�t�z�7�™�t�–�;�^�•�h�Ý	Â�«�è�Ã�ï�³�ß�ç�U�G
�å�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{�\�w�h�Š�z�Ã�Ì� �µ  �Í�µ�ë�”
�Å�F���›�b�;�`�s�U�’�z�Ã�Ì� �µ�•�w
€���w�¼�æ�s
:�›�7	–�v�t
�H�Q�”�\�q�U�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.131 �w�®�Ã�Ì� �µ  �Í�µ
�ë�”�Å�F���w�^
R�¯ �›�€	°�`�o�X�i�^�M�{

Default Connection Methods �Ã�Ì� �µ�•�w
€���t�x�z�Í�w�M�Ü�U�–�;�^�•�‡�b�{ New Device �Ö�”
�´�S�‘�|  Add Device Wizard �p�x�z �\�•�’�w�M�Ü�x�Ã�Ñ�¥�ç�Ä�p�¦�ï
�t�s�l�o�M�‡�b�{�Í�w�¦�Ó�³�ã�ï�›  1 �m�Ž	Í�¦�ï�t�`�‡�b�{

• Telnet

• SSH

• SNMP

• SCP

• FTP

• TFTP

�« �• NCM �x�w�ù  TFTP �±�”�Ì�›
‹�Q�o�M�”�h�Š�z�è	×�x�z SNMP �‡
�h�x  CLI �›�p�`�o�Ã�Ì� �µ�t�ž�«�·�µ�`�z�\�w�±�”�Ì�q�w���w�8
ù
�›
ƒ���`�‡�b�{� �×�w  TFTP �±�”�Ì�›
‹�Q�h�Ã�Ì� �µ�t�0�`�o�x�z
NCM �x  TFTP �«�å� �ž�ï�Ä�q�`�o�ˆ�^�`�‡�b�{�°
`�t�z SCP �x  CLI
�p�–�;�b�”
ž�A�U�K�“�‡�b�{ SCP �w	Ô�ù�x�z�Ã�Ì� �µ�U  SSH �›�–�;
�p�V�”�\�q�U	Ú�E�q�s�“�‡�b�{ �Ã�Ì� �µ�U  SSH �±�”�Ì�›�î�æ�`�o�M
�s�M	Ô�ù�z SCP �x�î�æ�p�V�‡�d�œ�{
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Bad Login Attempt Delay 
Æ�&
~�s�é�¬� �ï�U�¼�æ�^�•�h�™�p�z�Ã�Ì� �µ�U�s
î�p�V�”�‘�O�t
�b�”�h�Š�w�—���Ì���›
µ�o�•�p�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�x  5 
µ�p�b�{

SNMP Timeout �°�È�w  SNMP �¯�Ú�ï�Å�¢
ƒ���w�é�”�Å�s�r�£�›�Ã�Ì� �µ�U�ˆ�^�b�”
�‡�p�4�;�b�”�—���Ì���›
µ�o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  40 
µ
�p�b�{

Detect Network Devices Task Settings

Path to Nmap utility �É�¿�Ä�ë�”�«  �Ã�Ì� �µ�›�µ�©�ß�ï�b�”�h�Š�w  Nmap �â�”�Â�Ÿ�æ
�Â�Ÿ�•�w�Í�µ�›�Ö�—�`�‡�b�¢ �« �• Nmap �›�–�;�b�”�q�z�É�¿�Ä�ë�”
�«�›�µ�©�ß�ï�`�o�z�ˆ�^�¤�w�×�µ�Ä�q�z�f�w�×�µ�Ä�U���™�b�”�±�”
�Ï�µ�›�›���b�”�\�q�U�p�V�‡�b�{ Nmap �w	Ä�I�t�m�M�o�x�z
www.Insecure.Org �›�€	°�`�o�X�i�^�M�£ �{

Max Addresses to Discover Per 
Task

�U	Z�b�”  IP �ž�Å�è�µ�w
:�›�Ö�—�`�‡�b�{�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿
�«�›�0�n�b�”�h�Š�z
ž�c�z Detect Network Devices �»�µ�«�p�µ�©�ß�ï
�b�”�ž�Å�è�µ
:�›�z�ž�Å�è�µ�w�7�G
:�¢ 1,024�£�‡�p�t
M�v�`�o�X�i
�^�M�{

Max SNMP Scanner Threads SNMP �µ�©�ß� ï �M�Ü�› �–� ; � ` �h �Ã� Ì �   �µ �U	Z�w�î �æ�¤� t  Detect
Network Devices �»�µ�«�U
\
R�b�”  SNMP �µ�©�ß�Æ �µ�è�¿�Å�w�7�G

:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  79 �p�b�{�g�æ	Í�z SNMP �µ�©�ß�Æ
�µ�è�¿�Å�w�7�G
:�›�G�V�X�b�”�q�z�»�µ�«�w�î�æ���S�x	Í�U�“�‡
�b�{�h�i�`�z SNMP �µ�©�ß�Æ �µ�è�¿�Å�U���b�W�”�q�z�¤  SNMP �µ
�©�ß�Æ �µ�è�¿�Å�p
ž�A�t�s�”  CPU �¦�”�Ì�”�Ô�¿�Å�S�‘�|�É�¿�Ä
�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�U
ÿ�Q�”�h�Š�z�³�µ�Â�Ü  �Í�Ñ�¥�”�Ú�ï�µ�t�è
�¹�›�t�…�b	Ô�ù�U�K�“�‡�b�¢ �« �• Detect Network Devices �»�µ�«�›
ƒ
���b�”�q�V�x�z SNMP �›�–�;�`�o�Ã�Ì� �µ�›�U	Z�b�”�¦�Ó�³�ã�ï�›
�–�;�p�V�‡�b�{�A�L�q�`�o�z�»�µ�«�›�î�æ�b�”�q�z SNMP �›�p�`�o
�Ã�Ì� �µ�q�è	ô�b�”  SNMP �µ�©�ß�Æ �µ�è�¿�Å�U��
:
\
R�^�•�‡�b�{
���w�µ�©�ß�ï�M�Ü�t�m�M�o�x�z P.272 �w�® Detect Network Devices Task
�Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�£ �{

Network Discovery IP or CIDR 
Range Exclusions

	†�Ž�b�”  IP �ž�Å�è�µ�‡�h�x  Classless Inter-Domain Routing�¢ CIDR; �«
�å�µ�è�µ  �Å�Ý� �ï���ç�”�Â�Ÿ�ï�¬�£
c�“�¢�h�q�Q�y�z 192.168.1.0-
192.168.2.0 �‡�h�x  192.168.31.0/24�£�›�È���w�Ø�¿�«�µ�t�Ö�—�`�z Add
Pattern << �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{
c�“�x�z�†�z�w�‹�›���ˆ�‡�b�{
�Í�»�”�ï�›�_	†�b�”�t�x�z�(���w�Ø�¿�«�µ�p�Í�»�”�ï�›
¬�R�`�z
Delete Pattern �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{

SNMP Timeout �¤  SNMP SysOID �Ó�é�”�Ò�w  SNMP �»� �Ü�ž�¢�Ä�‹�›�Û�æ
µ�o�•�p
�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  500ms �p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Bastion Host Settings

Use Bastion Host by Default �¦�ï�w	Ô�ù�z	ý�`�M�Ã�Ì� �µ�x�z Telnet �S�‘�|  SSH �ž�«�·�µ�;�t�A
�9�×�µ�Ä�›�–�;�`�‡�b�¢ �« �•�A�9�×�µ�Ä�w
ƒ���x�z�Ã�Ì� �µ�]�q�t
	Í	{�V�p�V�‡�b�£ �{

Default Bastion Host Telnet �ž�«�·�µ�q  SSH �ž�«�·�µ�t�–�;�b�”�A�9�×�µ�Ä�w�×�µ�Ä�Ê�‡
�h�x  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

Default Bastion Host Username Telnet �ž�«�·�µ�q  SSH �ž�«�·�µ�t�–�;�b�”�A�9�×�µ�Ä�w�â�”�²�Ê�›
�Ö�—�`�‡�b�{

Default Bastion Host Password Telnet �ž�«�·�µ�q  SSH �ž�«�·�µ�t�–�;�b�”�A�9�×�µ�Ä�w�Í�µ�ë�”�Å
�›�Ö�—�`�‡�b�{

SecurID Device Access

SecurID License Usage �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Use Unique Tokens Per User�•�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z�¤�Ã�Ì� 
�µ  �ž�«�·�µ�x�z�»�µ�«�‡�h�x  Telnet/SSH �Ó�é�©�³
€���›�‰�•�`�h
�â�”�²�t�0� �b�”�³�”�Å�¢
ó
:�D�£�i�Z�›�–�;�`�‡�b�{

• Use Software Token Pool�•�¦�ï�w	Ô�ù�z
Z�;�w�¹�Ñ�Ä�¢�£�ž  �Ä�”�«
�ï  �³�”�Å�w�Ó�”�ç�U�–�;�^�•�‡�b�{�f�w�M�x�z�Í�Ñ�¥�”�Ú�ï�µ�U
�7�G�t�s�”�‘�O�z�p�V�”�i�Z�®�p�$�t�–�;�^�•�‡�b�{ SecurID �¹�Ñ
�Ä�¢�£�ž  �Ä�”�«�ï�w�Ó�”�ç�›���È
Ç�Z�”�â�”�²�Ê�›�Ö�—�`�‡�b�{

�â�”�²�]�q�t�°�™�w�¹�Ñ�Ä�¢�£�ž  �Ä�”�«�ï�›�–�;�b�”�q�z �‘�“���X
�w�Ä�”�«�ï�U
ž�A�t�s�”�h�Š�z�Ä�”�«�ï�w�Ý�ï�Â�Æ�ï�µ�^�À�U
ÿ�Q
�‡�b�{ �ž�è�â�”�²�t���È
Ç�Z�’�•�h�Ó�”�ç�T�’�¹�Ñ�Ä�¢�£�ž  �Ä�”�«
�ï�›�–�;�b�”�q�z
ž�A�s�Ä�”�«�ï�w
:�U	—�s�X�s�”�h�Š�z�»�µ�«�w
�µ�ç�”�Ó�¿�Ä�U�²	Í�b�”�D�ó
Q�U�K�“�‡�b�{

Max Software Tokens NCM �›�î�æ�b�”�Ú�³�ï�t� �ï�Ù�”�Ä�b�”�¹�Ñ�Ä�¢�£�ž  �Ä�”�«�ï  �å
� �·�ï�µ�w�7�G
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1,024 �p�b�{

Passcode Lifetime �¹�Ñ�Ä�¢�£�ž  �Ä�”�«�ï  �Í�µ�¯�”�Å�w�å� �Ñ�»� �Ü�›�Ö�—�`�‡�b�{ �Ã
�Ñ�¥�ç�Ä�x  60 
µ�p�b�{

�Ñ�Ÿ�”�ç�Å 
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Task Credentials

Allow Standard Device 
Credentials

�Í�w�»�µ�«�w�O�j  1 �m�Ž	Í�›
¬�R�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o
�w�»�µ�«�U
¬�R�^�•�o�M�‡�b�{

• Configure Syslog

• Delete ACLs

• Deploy Configuration File

• Discover Driver

• Deploy Passwords

• Reload Device

• Run Command Script

• Run Diagnostics

• Run ICMP Test

• Synchronize Startup and Running

• Take Snapshot

• Update Device Software

	Í�G�w�»�µ�«�›�–�;�b�”�q�z�â�”�²�x�z�Ã�Ì� �µ�{���w�Í�µ�ë�”�Å
�q�É�¿�Ä�ë�”�«
¶�.�w�Í�µ�ë�”�Å�F���t���b�”
ª	j	r�g�›
¬�R�p
�V�‡�b�{�»�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç�t�m�M�o�x�z P.70 �w�®�»�µ�«
�]�q�w�«�è�Ã�ï�³�ß�ç�¯ �›�€	°�`�o�X�i�^�M�{�Í�µ�ë�”�Å�F���t�m
�M�o�x�z P.131 �w�®�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R�¯ �›�€	°�`�o�X
�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Allow Per-Task Device 
Credentials

�Í�w�»�µ�«�w�O�j  1 �m�Ž	Í�›
¬�R�`�‡�b�{

• Configure Syslog

• Delete ACLs

• Deploy Configuration File

• Discover Driver

• Deploy Passwords

• Reload Device

• Run Command Script

• Run Diagnostics

• Run ICMP Test

• Synchronize Startup and Running

• Take Snapshot

• Update Device Software

�¦�ï�w	Ô�ù�z	Í�G�w�»�µ�«�›�–�;�b�”�q�z�â�”�²�x�f�w�»�µ�«�{��
�w�ë�ï�»� �Ü  �Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç�›�Ö�—�b�”�‘�O�t�{�Š�’�•
�‡�b�{�»�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç�t�m�M�o�x�z P.70 �w�®�»�µ�«�]
�q�w�«�è�Ã�ï�³�ß�ç�¯ �›�€	°�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
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Allow User AAA Credentials �Í�w�»�µ�«�w�O�j  1 �m�Ž	Í�›
¬�R�`�‡�b�{

• Configure Syslog

• Delete ACLs

• Deploy Configuration File

• Discover Driver

• Deploy Passwords

• Reload Device

• Run Command Script

• Run Diagnostics

• Run ICMP Test

• Synchronize Startup and Running

• Take Snapshot

• Update Device Software

�¦�ï�w	Ô�ù�z	Í�G�w�»�µ�«�›�–�;�b�”�q�z�â�”�²�x�z�»�µ�«�w�î�æ
�Ì�t�–�;�b�”�»�µ�«  �¦�”�Æ�”�w  AAA �«�è�Ã�ï�³�ß�ç�›
¬�R�p�V�‡
�b�¢ �« �•�â�”�²�x���®�s  AAA �«�è�Ã�ï�³�ß�ç�›���[�`�o�S�X
ž�A
�U�K�“�‡�b�£ �{�»�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç�t�m�M�o�x�z P.70 �w�®�»
�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç�¯ �›�€	°�`�o�X�i�^�M�{

Nortel Discovery

Nortel BayRS MIB/OS Versions BayRS �Å�å� �Ì�›�U	Z�b�”�å�C�w  BayRS MIB �Ì�”�´�ã�ï / �æ�Ï�´�ã
�ï�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{	N�n�p�à
~�’�•�h�°�È�w  <MIB �Ì�”
�´�ã�ï >/<�æ�Ï�´�ã�ï > �›�–�;�`�‡�b �¢�h�q�Q�y�z 14.00/1D12|14.20/�£�{

Gateway Mesh

Local Gateway Hostname NCM Core �q�‰�a�è�ç�Ü�t�K�”�®�”�Ä�¢�£�   �³�µ�Â�Ü�w�×�µ�Ä�Ê�‡
�h�x  IP �ž�Å�è�µ�z�S�‘ � | �Ù�” �Ä�› �Ö�—�`�‡�b�¢�h�q�Q�y�z gw-
vlan10:3001 �£�{ �®�”�Ä�¢�£�   �Ý�¿�³�á�t�m�M�o�x�z P.145 �w�®�¦�”
�Ì�”�å�¿�Ó�b�”  IP �É�¿�Ä�ë�”�«�¯ �›�€	°�`�o�X�i�^�M�{

Local Gateway Proxy Port NCM Core �q�‰�a�è�ç�Ü�t�K�”�®�”�Ä�¢�£�   �³�µ�Â�Ü�w�Ù�”�Ä�Ê�›
�Ö�—�`�‡�b�¢�h�q�Q�y�z gw-vlan10:3001 �£�{�Ã�Ñ�¥�ç�Ä�x  3002 �p
�b�{

Local Gateway Admin Port �é�”�§�ç  �è�ç�Ü�t�K�”�®�”�Ä�¢�£� �w  Admin �Ù�”�Ä
j�ø�›�Ö�—�`
�‡�b�{�\�w
j�ø�x�z�®�”�Ä�¢�£�   �Ý�¿�³�á�T�’�è�ç�Ü�Ê�›	��˜�b�”
�q�V�t�–�;�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�x  9090 �p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Save �›�«�æ�¿�«�`�o�z�!�Ë�›�-���`�o�X�i�^�M�{

�»�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç

�»�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç�›
ƒ���b�”�q�z�Ã�Ì� �µ�t�ž�«�·�µ�b�”�»�µ�«�t�0� �`�h�°�™�w�«�è�Ã
�ï�³�ß�ç�›�¦���b�”�\�q�p�z�Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�^�•�”�«�è�Ã�ï�³�ß�ç�›�¦���p�V�‡�b�{�Í
�w�^�À�›�î�æ�p�V�‡�b�{

• �»�µ�«  �¦�”�Æ�”�w  AAA �«�è�Ã�ï�³�ß�ç�›�–�;�`�o�z�»�µ�«�›�î�æ�b�”�{

• �»�µ�«�w�^
R�Ì�t�¦���`�h�ë�ï�»� �Ü  �«�è�Ã�ï�³�ß�ç�›�–�;�`�o�z�»�µ�«�›�î�æ�b�”�{

• �»�µ�«�w�»� �Ó�]�q�t�A�{�b�”�«�è�Ã�ï�³�ß�ç�w�»� �Ó�›
ƒ���b�”�{

�°
`�t�z�·�©�á�ž�s���¥�p�x�z CiscoSecure ACS TACACS+ �±�”�Ì�s�r�w  AAA �±�”�Ì�U�î
÷�^�•�o�M�”
	Ô�ù�U�K�“�‡�b�{�\�w�±�”�Ì�x�z�¤�â�”�²�U�¤�Ã�Ì� �µ�p�î�æ�p�V�”�¯�Ú�ï�Å�›
M�v�`�‡�b�{

�h�q�Q�y�z�â�”�²  A �q�â�”�²  B �w�†�M�U�z�V�v�w�K�”�›���w�¯�Ú�ï�Å�›�–�;�`�o�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä
�›�î�æ�p�V�”�q�`�‡�b�{ NCM �›�î
÷�`�h�’�z�â�”�²  A �q�â�”�²  B �w�†�M�U�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä�›�î
�æ�p�V�”�‘�O�t�b�”
ž�A�U�K�“�‡�b�{�h�i�`�z�â�”�²  A �q�â�”�²  B �w�†�M�U�V�v�w�K�”�¯�Ú�ï�Å�i�Z
�›�î�æ�b�”�h�Š�w�«�è�Ã�ï�³�ß�ç�›�-�Ë�`�o�M�”�\�q�›�¬�Ý�b�”
ž�A�U�K�“�‡�b�{  

�`�h�U�l�o�z�»�µ�«�]�q�w�«�è�Ã�ï�³�ß�ç�›�–�;�b�”�q�z�â�”�²  A �q�â�”�²  B �w	ý�`�M�µ�»�Â�Ÿ�¿�«
NCM �ž�§�¢�ï�Ä�t�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä�w�î�æ�V�v�›
ƒ���b�”
ž�A�U�s�X�s�“�‡�b�{�¤�â�”�²�x�z�f�•
�g�•�w�q�O�w�V�v�p�¯�Ú�ï�Å  �µ�«�æ�Ó�Ä�›�î�æ�p�V�‡�b�{�â�”�²  A �q�â�”�²  B �w�r�j�’�T�U�V�v�w�s
�M�¯�Ú�ï�Å�›�–�;�`�h	Ô�ù�z NCM �x�¤�å�”�›�&�`�‡�b�{

AAA �«�è�Ã�ï�³�ß�ç�›�–�;�b�”	Ô�ù�z NCM �x�Í�w	r�g�›�æ�M�‡�b�{

• �7�™�t
R�­�`�h�«�è�Ã�ï�³�ß�ç�z�Ã�Ì� �µ�{���w�«�è�Ã�ï�³�ß�ç�z�Í�µ�ë�”�Å�F���z�S�‘�|�Ã
�Ì� �µ�w�ž�”�§� �Ò�A�ˆ�Í�µ�ë�”�Å�s�r�z
ª	j�w�«�è�Ã�ï�³�ß�ç	r�g�›�b�‚�o�¼�æ�`�‡�b�{

• �¼�æ�b�”�h�|�t�z NCM �x�â�”�²�Ê�q�Í�µ�ë�”�Å�›�z�»�µ�«  �¦�”�Æ�”�w  AAA �â�”�²�Ê�q�Í�µ
�ë�”�Å�t�”�V�õ�Q�‡�b�{�¼�æ�U�æ

�`�h	Ô�ù�z NCM �x�z�â�”�²�w  AAA �Í�µ�ë�”�Å�›�î�æ�Í�µ
�ë�”�Å�q� �É�”�Ò�ç  �Í�µ�ë�”�Å�w�†�M�q�`�o�–�;�`�z�6�S�¼�æ�`�‡�b�{ AAA �é�¬� �ï�w�¼�æ�U
�b�‚�o�æ

�`�h	Ô�ù�z�»�µ�«�x�æ

�`�‡�b�{

Gateway Admin Private Key 
Filename

Admin �Ù�”�Ä�•�w
€���t
ž�A�s�®�”�Ä�¢�£� �w
•�µ�d�w�Ñ�•� �ç
�Ê�›�Ö�—�`�‡�b�{�\�w�Ñ�•� �ç�Ê�x�z
ˆ�0�Í�µ�p�‹
ì�0�Í�µ�p�‹�T
�‡�M�‡�d�œ�{
ì�0�Í�µ�w�,	j�x�z NCM � �ï�µ�Ä�”�ç  �À�æ�”�w�ç�”
�Ä�p�b �¢�è	×�x  C:\Rendition�£�{ �®�”�Ä�¢�£� �w
•�µ�d�x�z �®�”�Ä�¢�£
� �w� �ï�µ�Ä�”�ç�Ì�t�^
R�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{

Gateway Mesh Delay �®�”�Ä�¢�£�   �Ý�¿�³�á�›�p�`�o�æ�Þ�”�Ä  �è�ç�Ü�t�x�a�b�”�q�V�w
�—���Ì���›
µ�o�•�p�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�x  5 
µ�p�b�{ �\�w�‹�x�z
�æ�Þ�”�Ä  �Ã�Ì� �µ�q�w�è	ô�Ì�t�–�;�^�•�”�»� �Ü�ž�¢�Ä�t�å�C�^
�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
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�¢�«�£ .RCX �Ñ�•� �ç�p
ƒ���p�V�”  proxy/auth_fallback_for_aaa_task �q�M�O
‡
¯�Ô�w
ƒ���U�K�“�‡�b�{ true
�t
ƒ���`�h	Ô�ù�z NCM �x�Ñ�¥�”�ç�Ì�¿�«�`�o�z
ª	j�w�Í�µ�ë�”�Å	r�g�›�¼�æ�`�‡�b�{  

�ë�ï�»� �Ü  �«�è�Ã�ï�³�ß�ç�›
ƒ���b�”	Ô�ù�z NCM �x�z�¦���^�•�h�»� �Ó�w�«�è�Ã�ï�³�ß�ç	r�g�›�z�f
�w�»�µ�«  �»� �Ó�t�,�n�M�o�–�;�`�‡�b�{�h�q�Q�y�z�µ�Æ�¿�Ó�³�ã�¿�Ä  �»�µ�«�t  AAA �«�è�Ã�ï�³�ß�ç
�i�Z�U�•�D�^�•�o�M�”	Ô�ù�x�z�b�‚�o�w�µ�Æ�¿�Ó�³�ã�¿�Ä  �»�µ�«�U  AAA �«�è�Ã�ï�³�ß�ç�›�–�;�`�‡
�b�{�›���w�»�µ�«  �»� �Ó�t
ó
:�w�«�è�Ã�ï�³�ß�ç  �»� �Ó�U�•�D�^�•�o�M�”	Ô�ù�x�z�â�”�²�U�r�w�»� 
�Ó�›�–�;�b�”�T�›
¬�R�`�‡�b�{

�›���w�»�µ�«�U�ë�ï�»� �Ü  �«�è�Ã�ï�³�ß�ç�›�–�;�b�”�‘�O�t
¬�R�^�•�o�M�”	Ô�ù�z NCM �x�z�f�w�»�µ
�«�w�^
R�Ì�t�â�”�²�U�¦���`�h�«�è�Ã�ï�³�ß�ç�›�f�w�‡�‡�–�;�`�‡�b�{�ë�ï�»� �Ü  �«�è�Ã�ï�³�ß�ç�U
�æ

�`�h	Ô�ù�z�»�µ�«�x�æ

�`�‡�b�{

�¢�«�£ �ë�ï�»� �Ü  �«�è�Ã�ï�³�ß�ç�U
R�­�`�o�‹�z NCM �x�z�Ã�Ì� �µ�t���b�”�7�™�t
R�­�`�h�«�è�Ã�ï
�³�ß�ç�w	Ø�C�›�Ë	ý�`�‡�d�œ�{
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Server
Server �Ö�”�´�p�x�z�Í�w
â�^�›�î�æ�p�V�‡�b�{

• CiscoWorks �±�”�Ì�t�é�¬� �ï�b�”�{

• TFTP �S�‘�|  SMTP �±�”�Ì�›�¦���b�”�{

• NCM �»�µ�«�w
M�v�›
ƒ���b�”�{

• Syslog �›
ƒ���b�”�{

• �Ã�Ì� �µ  � �ï�Ù�”�Ä�w���´�›
ƒ���b�”�{

• �Å�Ý� �ï�w�Ê
²�r�>�›
ƒ���b�”�{

• �Ó�å� �Ú�æ  IP �ž�Å�è�µ�w�6�Â�“�p�o�q�Ë	O�=�w
ƒ���›�Ï
R�b�”�{

• Resolve FDQN �»�µ�«�{

• ���*�é�¬�›� �É�”�Ò�ç�t�b�”�{

• �Ã�”�»�Õ�”�µ  �Ó�ç�”�Ç�ï�¬�›
ƒ���b�”�{

• Advanced Scripting �;�ó�›
ƒ���b�”�{

• �±�”�Ì  �Í�Ñ�¥�”�Ú�ï�µ�w�Ð
T�›
ƒ���b�”�{

Server �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R�`�z Server �›
�«�æ�¿�«�`�‡�b�{ Server �Ö�”�´�U�‰�V�‡�b�{

Server �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Servers

CiscoWorks Server URL CiscoWorks �±�”�Ì�w  URL�¢�h�q�Q�y�z http://ciscoworks:1741�£�›�Ö�—
�`�‡�b�¢ �« �• CiscoWorks Device Center �¦�Ó�³�ã�ï�q  CiscoView �¦�Ó
�³ �ã� ï � ›  Device Details View �Ý�Ç�á�” � t 
 ¯ �Ô�b�”�¢� f �w�™�p�z My
Workspace �»�Ò�w�®My Favorites�¯� · �« � ³ �ã� ï � t 
 ¯ �Ô�b�”�£	Ô�ù�x�z
CiscoWorks �±�”�Ì�w  URL �›�Ö�—�b�”
ž�A�U�K�“�‡�b�£ �{

TFTP Server IP NCM �U�–�;�b�”  TFTP �±�”�Ì�w  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�¢�Ã�Ñ�¥�ç
�Ä�p�x�z NCM �±�”�Ì�f�w�‹�w�U�Ö�—�^�•�o�M�‡�b�£ �{

TFTP File Path TFTP �±�”�Ì�U
ƒ���Ñ�•� �ç�›	{�V���‰�Í�µ�S�‘�|�Ñ�¥�ç�¼�›�Ö�—�`
�‡�b�{ NCM �p�x�z�\�w�Ñ�¥�ç�¼�t�0�b�”�¡�ˆ	��“ / 	{�V���ˆ�V�v�U
ž
�A� t �s � “ �‡ �b�{�Ã�Ñ�¥�ç�Ä�x�z C:\< �   � ï �µ �Ä � ” �ç  �Ã �Ÿ�è �« �Ä�æ
>\server\ext\tftp\tftpdroot �p�b�{
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SMTP Server NCM �U�?� �Ý�”�ç�è�Œ�w
ù	ô�t�–�;�b�”  SMTP �±�”�Ì�w�×�µ�Ä�Ê�‡
�h�x  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

SMTP From Address NCM �U�?� �Ý�”�ç�t�–�;�b�”
ù	ô�i�ž�Å�è�µ�›�Ö�—�`�‡�b�{

Tasks

Max Concurrent Tasks �‰�Ì�t�î�æ�D�ó�s�»�µ�«�w�7�G
:�›�Ö�—�`�‡�b�{ NCM �x�z�‰�Ì�»�µ
�«�›
M�v�b�”�\�q�p�z �É�¿�Ä�ë�”�«  �Í�Ñ�¥�”�Ú�ï�µ�w�ÿ�<�›�w�­�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  20 �p�b�{�Ã�”�»�Õ�”�µ
€���Ó�”�ç�º�w�Ã�”�»�Õ�”
�µ
€���w
:�t�x
M�v�U�K�”�\�q�t�y�™�`�o�X�i�^�M�{�‰�Ì�»�µ�«�w�7
�G
:�x�z
ž�c  50 �Ž�<�t
ƒ���`�s�Z�•�y�s�“�‡�d�œ�{

Max Concurrent Group Tasks �‰�Ì�t�î�æ�D�ó�s�¬�ç�”�Ó  �»�µ�«�w�7�G
:�›�Ö�—�`�‡�b�{�¬�ç�”�Ó
�»�µ�«�t�x�z�Ã�Ì� �µ  � �ï�Õ�ï�Ä�æ�t�0�`�o�î�æ�^�•�”�µ�Æ�¿�Ó
�³�ã�¿�Ä�s�r�U�K�“�‡�b�{�¬�ç�”�Ó  �»�µ�«�p�x�z� �»�µ�«�¢�¬�ç�”�Ó
�º�w�Ã�Ì� �µ�]�q�t  1 �m�w�»�µ�«�£�U�µ�­�´�á�”�ç�^�•�‡�b�{ Max
Concurrent Group Tasks 
ƒ���x�z�‰�Ì�t�î�æ�D�ó�s� �»�µ�«�w
:�›
M�v
�`�‡�b�{ NCM �x�z�‰�Ì� �»�µ�«�w
:�›
M�v�b�”�\�q�p�z�³�µ�Â�Ü�S
�‘�|�É�¿�Ä�ë�”�«  �Í�Ñ�¥�”�Ú�ï�µ�w�ÿ�<�›�w�­�`�‡�b�{ �‰�Ì� �»�µ�«
�w
:�w�Ã�Ñ�¥�ç�Ä�x  15 �p�b�{

�« �• Max Concurrent Group Tasks �w�‹�›  Max Concurrent Tasks �w�‹�‘�“
�‹	–�^�X
ƒ���b�”�q�z�G�F�Û�s�¬�ç�”�Ó
â�^�w�î�æ�¤�t�z NCM �U�Ì
���‘�����w� �q�`�h�»�µ�«�›�¬�î�t�î�æ�p�V�”�‘�O�t�s�“�‡�b�{�h�q
�Q�y�z�G�F�Û�s�¬�ç�”�Ó
¶�.�w�Í�µ�ë�”�Å�!�Ë�»�µ�«�w�î�æ�¤�p�‹�z
NCM �x�z�æ�ž�ç�»� �Ü�!�Ë�U	Z�t�‘�l�o�Ä�æ�¨�”�^�•�”�µ�Æ�¿�Ó
�³�ã�¿�Ä  �»�µ�«�›�h�i�j�t�î�æ�`�‡�b�{

Max Task Length �»�µ�«�U���­�`�o  Failed �µ�Â�”�»�µ�t�s�”�‡�p�f�w�»�µ�«�›�î�æ�p
�V�”�7�G�Ì���›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  3,600 
µ�¢ 1 �Ì���£�p�b�{

Syslog Configuration

Configure Syslog by Default �¦�ï�w	Ô�ù�z NCM �x	ý�`�M�Ã�Ì� �µ�t�0�b�”  Syslog �!�Ë�w�U	Z�›�×
�ˆ�$�t
ƒ���`�‡�b�{

Default Syslog Relay 	ý�`�M�Ã�Ì� �µ�t�0�b�”�æ�è�”  �×�µ�Ä�w�Ã�Ñ�¥�ç�Ä�w�×�µ�Ä�Ê�‡�h
�x  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Device Import

Overwrite Existing Devices �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Yes�• NCM �x  NCM �Ã�”�»�Õ�”�µ�t�¨�ò�^�•�o�M�”�7���w�Ã�Ì� �µ
�Ã�”�»�›�z� �ï�Ù�”�Ä�`�h�Ã�”�»�p	Í	{�V�`�‡�b�¢�Ã�Ñ�¥�ç�Ä�£ �{� 
�ï�Ù�”�Ä�t���‡�•�o�M�s�M�Ã�Ì� �µ�x�è�¹�›	!�Z�‡�d�œ�{

• No�• NCM �x  NCM �Ã�”�»�Õ�”�µ�t�¨�ò�^�•�o�M�”�7���w�Ã�Ì� �µ
�Ã�”�»�›�z� �ï�Ù�”�Ä�`�h�Ã�”�»�p	Í	{�V�`�‡�d�œ�{

Missing Device Interval � �ï�Ù�”�Ä�i�T�’�=�X�`�o�M�”�8���U�\�w���´�›�Ò�Q�h�Ã�Ì� �µ�›�z
�_	†�b�”�T�z
‡�ž�«�Â�Ÿ�Ò�w�Ú�”�«�›
Ç�Z�”�T�z�‡�h�x�!�Ë�`�s�M�p
�f �w�‡�‡�t �` �‡�b�¢ Missing/Inaccessible Device Action �w
ƒ�� � t � , �n
�X�£�{�Ã�Ñ�¥�ç�Ä�x  45 �Ô�p�b�{

Inaccessible Device Interval �\�w���´�¤�t  NCM �T�’�ž�«�·�µ�p�V�s�T�l�h�Ã�Ì� �µ�›�z�_	†�b�”
�T�z
‡�ž�«�Â�Ÿ�Ò�t�b�”�T�z�‡�h�x�!�Ë�`�s�M�p�f�w�‡�‡�t�`�‡�b

�¢ Missing/Inaccessible Device Action �w
ƒ���t�,�n�X�£ �{�Ã�Ñ�¥�ç�Ä�x  45
�Ô�p�b�{

Missing/Inaccessible Device 
Action

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Delete device�•�=�X�`�o�M�”�z �‡�h�x�ž�«�·�µ
Æ�ó�w�Ã�Ì� �µ�›�z �Ã�”
�»�Õ�”�µ�T�’�_	†�`�‡�b�{

• Mark device inactive�•�=�X�`�o�M�”�z�‡�h�x�ž�«�·�µ
Æ�ó�w�Ã�Ì� �µ
�t�z
‡�ž�«�Â�Ÿ�Ò�w�Ú�”�«�›
Ç�Z�‡�b�¢�Ã�Ñ�¥�ç�Ä�£ �{�è	×�x�z�Ã�Ì
� �µ�›�Ã�”�»�Õ�”�µ�T�’�_	†�b�”�w�p�x�s�X�z
‡�ž�«�Â�Ÿ�Ò�t�!�Ë
�`�o
ƒ���d�º�›�-�Ë�b�”�\�q�›�S�ç�Š�`�‡�b�{

• No action�•�=�X�`�o�M�”�z�‡�h�x�ž�«�·�µ
Æ�ó�w�Ã�Ì� �µ�t�0�`�o�z
�?�w�ž�«�³�ã�ï�‹�æ�M�‡�d�œ�{

Primary IP Reassignment and Deduplication Settings

Primary IP Address 
Reassignment

�¦�ï�w	Ô�ù�z NCM �x�z�Ó�å� �Ú�æ  IP �ž�Å�è�µ�s�r�z�Ã�Ì� �µ�t���È

Ç�Z�’�•�h�b�‚�o�w  IP �ž�Å�è�µ �¢�S�‘�|�Ã�Ì� �µ�t���È
Ç�Z�’�•�h��
�w�b�‚�o�w� �ï�»�”�Ñ�£� �µ�£�›�Ð�‚�z RegEx �‡�h�x���w�F���¢�¦��
�^�•�h	Ô�ù�£�t�°�•�b�”�Ó�å� �Ú�æ  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

Interface Name Reassignment 
RegEx Patterns

�È���w�Ø�¿�«�µ�t  Regular Expression�¢ RegEx; 
Y�F
¯�q�£�Í�»�”�ï�›�Ö
�—�`�z Add Pattern << �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{
Y�F
¯�q�x�z IP �ž�Å
� è � µ � U 	 j � Œ � b � ” 
 ž � A � w � K � ” �   � ï � » � ” � Ñ � £ �   � µ � Ê� ¢� h � q � Q � y� z
Loopback.*�£�›�¦���b�”�›	��s�Â�©�µ�Ä���È�»�p�b�{�Í�»�”�ï�›�_	†
�b�”�t�x�z�(���w�Ø�¿�«�µ�p�Í�»�”�ï�›
¬�R�`�z Delete Pattern �Ø�»�ï
�›�«�æ�¿�«�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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IP Address Reassignment 
RegEx Patterns

�È���w�Ø�¿�«�µ�t
Y�F
¯�q�¢ RegEx�£�Í�»�”�ï�›�Ö�—�`�z Add Pattern
<< �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{
Y�F
¯�q�x�z�–�;�D�ó�s� �ï�»�”�Ñ�£� 
�µ	Í�w  IP �ž�Å�è�µ�q�°�•�b�”�›	��s�Â�©�µ�Ä���È�»�p�b�¢�h�q�Q�y�z
10\.1\..*�£�{�Í�»�”�ï�›�_	†�b�”�t�x�z�(���w�Ø�¿�«�µ�p�Í�»�”�ï�›
¬
�R�`�z Delete Pattern �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{

IP Reassignment Order 
ó
:�w  IP �ž�Å�è�µ�U� �ï�»�”�Ñ�£� �µ�Ê�‡�h�x  IP �ž�Å�è�µ�w�Í�»�”
�ï�q�°�•�`�h	Ô�ù�w	r�g�q�`�o�z�Í�w�r�j�’�T�›
¬�R�`�‡�b�{

• Lowest IP address to assign as the primary IP address�¢�Ã�Ñ�¥�ç�Ä�£

• Highest IP address to assign as the primary IP address

Duplication Detection 	O
ó�U�U	Z�^�•�h	Ô�ù�w�Ã�Ì� �µ�t�0�b�”�¦�Ó�³�ã�ï�q�`�o�z�Í�w�M
�c�•�T�›
¬�R�`�‡�b�{ �« �•
ó
:�w�Ã�Ì� �µ�U�‰�°�w� �ï�»�”�Ñ�£� �µ
�S�‘�|  IP �ž�Å�è�µ�w	Ø�C�›�Ë�l�o�M�”	Ô�ù�z �f�•�’�w�Ã�Ì� �µ�x	O
ó
�q�_�s�^�•�‡�b�{

• Leave Duplicates

• Deactivate Duplicates�¢�Ã�Ñ�¥�ç�Ä�£

• Delete Duplicates

Domain Name Resolution

Overwrite Existing Domain 
Names

�¦�ï�w	Ô�ù�z Resolve FQDN �»�µ�«�›�î�æ�b�”�q�z	��ˆ�w  FQDN �¤�ï
�Ä�æ�U�z DNS �p�r�>�^�•�h  FQDN �¤�ï�Ä�æ�p	Í	{�V�^�•�‡�b�{

Audit Log

Audit Logging �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enabled�• NCM �x�â�”�²  �ž�«�³�ã�ï�w���*�é�¬�›�¨�ò�`�‡�b�{�é�¬
�›
¯�Ô�b�”�t�x�z View Audit Log �›�«�æ�¿�«�`�‡�b�{

• Disabled�• NCM �x�â�”�²  �ž�«�³�ã�ï�w���*�é�¬�›�¨�ò�`�‡�d�œ�¢�Ã
�Ñ�¥�ç�Ä�£ �{

Database Pruning

Configurations 
ƒ���›�Ã�”�»�Õ�”�µ�t�-���b�”�Ô
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  365
�Ô�p�b�{

Diagnostics 

�…�›�Ã�”�»�Õ�”�µ�t�-���b�”�Ô
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  45
�Ô�p�b�{

Events � �Õ�ï�Ä�›�Ã�”�»�Õ�”�µ�t�-���b�”�Ô
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x
45 �Ô�p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Tasks �»�µ�«�›�Ã�”�»�Õ�”�µ�t�-���b�”�Ô
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x
365 �Ô�p�b�{

Sessions �Ó�é�©�³  Telnet/SSH �·�¿�³�ã�ï�›�Ã�”�»�Õ�”�µ�t�-���b�”�Ô
:�›�Ö
�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  45 �Ô�p�b�{

Log files �±�”�Ì  �é�¬  �Ñ�•� �ç�›�-���b�”�Ô
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  30
�Ô�p�b�{

Diagram files �¼� �ž�¬�å�Ü  �Ñ�•� �ç�›�-���b�”�Ô
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1
�Ô�p�b�{

Advanced Scripting 

Scripting Language 1 Advanced Scripting �›�–�;�b�”�q�z �É�¿�Ä�ë�”�«�p�–�;�^�•�o�M�”�µ�«
�æ�Ó�Ä�t� �p�G	\�`�h�§�µ�»�Ü  �µ�«�æ�Ó�Ä�›�î�æ�p�V�‡�b�{ �t� �]�q
�t�å�ï�®�”�´  � �ï�»�Ó�æ�»�›� �ï�µ�Ä�”�ç�`�z Advanced Scripting 
ƒ
���›�p�`�o�f�w�Í�µ�›�t� �¦�Ó�³�ã�ï�t���È
Ç�Z�”
ž�A�U�K�“�‡�b�{

�\�\�p�¦���`�h�µ�«�æ�Ó�Ä�t� �x�z Advanced Scripting �¦�Ó�³�ã�ï�U� 
�É�”�Ò�ç�w�q�V�t�z New Command Script �Ö�”�´�w
¬�R�æ�µ�Ä�t
¯�Ô�^
�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�\�w
ƒ���x  Expect �t�Ä
²
ƒ���^�•�o�M�‡
�b�{�\�w�t� �w� �ï�»�Ó�æ�»�•�w�Í�µ�›�z�\�w�Ö�”�´	Í�w�0� �b�”
Path to Interpreter [#] 
ƒ���p�¦���b�”
ž�A�U�K�“�‡�b�{

Advanced Scripting �;�ó�x�7�G  5 �m�w�t� �t�0�`�o
ƒ���p�V�‡�b�{�‡
�h�z�Ä
²
ƒ���^�•�h�Ã�Ñ�¥�ç�Ä�t� �›�–�;�`�s�M	Ô�ù�x�z�f�w�Ã�Ñ�¥
�ç�Ä�›	Í	{�V�p�V�‡�b�{�±�Ù�”�Ä�^�•�”�t� �x�z�¯�Ú�ï�Å�å� �ï�T�’
�î�æ�^�•�”�‹�w�i�Z�p�b�¢�h�q�Q�y�z JScript �•  Python�£�{

�«�•�µ�é�¿�Ä  1 �S�‘�|  2 �x  Expect �S�‘�|  Perl �;�t�Ä
²
ƒ���^�•�o�M�‡
�b�{�h�i�`�z NCM �p� �ï�µ�Ä�”�ç�^�•�”� �ï�»�Ó�æ�»�x  Expect 
•�;
�p�b�{�\�\�p�¦���b�”�t� �]�q�t� �ï�»�Ó�æ�»�›� �ï�µ�Ä�”�ç�`�z�f
�w�Í�µ�›
ƒ���`�o�T�’�z�f�w�t� �p�G	\�^�•�h�µ�«�æ�Ó�Ä�›�î�æ�b�”

ž�A�U�K�“�‡�b�{

Path to Interpreter 1 Scripting Language 1 �p�¦���`�h�t� �›�î�æ�b�”� �ï�»�Ó�æ�»�•�w�Í�µ
�›�Ö�—�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Save �›�«�æ�¿�«�`�o�z�!�Ë�›�-���`�o�X�i�^�M�{

Scripting Language [2-5] �µ�«�æ�Ó�Ä�t �   �› �Ö�—�` �‡�b�{� \ � \ �p� ¦ � � � ` �h�t �   �x�z Advanced
Scripting �¦�Ó�³�ã�ï�U� �É�”�Ò�ç�w�q�V�t�z New Command Script �Ö�”
�´�w  Language 
¬�R�æ�µ�Ä�t
¯�Ô�^�•�‡�b�{�\�w�t� �w� �ï�»�Ó�æ�»
�•�w�Í�µ�›�z �0� �b�”  Path to Interpreter [#] 
ƒ���p�¦���b�”
ž�A�U�K�“
�‡�b�{

�« �•�Ã�Ñ�¥�ç�Ä�p�x�z Scripting Language 2 �x  Perl �;�t�Ä
²
ƒ���^�•�o
�M�‡�b�{�h�i�`�z�\�w
ƒ���›�;�ó�^�d�”�t�x�z Perl � �ï�»�Ó�æ�»�›� 
�ï�µ�Ä�”�ç�b�”
ž�A�U�K�“�‡�b�{

Path to Interpreter [2-5] ���È�b�”  Scripting Language [#] �Ø�¿�«�µ�p�¦���`�h�t� �›�î�æ�b�”� 
�ï�»�Ó�æ�»�•�w�Í�µ�›�Ö�—�`�‡�b�{

�« �• Windows ���¥�w	Ô�ù�z�Ã�Ñ�¥�ç�Ä�p�x�z Path to Interpreter 2 �x  Perl
�;�t
ƒ���^�•�o�M�‡�b�{�h�i�`�z NCM �p�x  Perl � �ï�»�Ó�æ�»�x� �ï
�µ�Ä�”�ç�^�•�‡�d�œ�{�\�w
ƒ���›�;�ó�^�d�”�t�x�z Perl �›� �ï�µ�Ä�”
�ç�`�z�Í�µ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

Performance Tuning

� �Õ�ï�Ä�w�æ�µ�Ä�t�m�M�o
�x�z P.345 �w�®�x�a�Š�t�¯ �›
�€	°�`�o�X�i�^�M�{

�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�¤� �Õ�ï�Ä�w�½�£�¿�«�Ø�¿�«�µ�›�«�æ�¿�«�`�‡
�b�{�\�w
â�^�t�‘�“�z�³�µ�Â�Ü�w�Í�Ñ�¥�”�Ú�ï�µ�›�Ð
T�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Workflow
Workflow �Ö�”�´�p�x�z�Í�w
â�^�›�î�æ�p�V�‡�b�{

• �ë�”�«�Ñ�é�”�›� �É�”�Ò�ç�t�b�”�{

• � �Õ�ï�Ä�è�Œ�S�‘�|� �t�F���›
ƒ���b�”�{

• Device Reservation System �›
ƒ���b�”�{

• Telnet/SSH �Ó�é�©�³�w�Ã�Ì� �µ�'�ÿ�›
ƒ���b�”�{

Workflow �Ö�” � ´ � › 
 ¯ �Ô�b�” � t �x�z�Ý�Ç�á�” � Ì � ” �w  Admin �w�<�p Administrative Settings � › 
¬�R�`�z
Workflow �›�«�æ�¿�«�`�‡�b�{ Workflow �Ö�”�´�U�‰�V�‡�b�{

Workflow �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Workflow

Enable Workflow �¦�ï�w	Ô�ù�z	•�Ý�F���›���[�`�h�»�µ�«�t�0�`�o	•�Ý�U�A�{�^�•�‡�b�{

Priority Values 	•�Ý�›
ž�A�q�b�”�»�µ�«�t
ƒ���p�V�”��
Œ�S�w�‹�›���[�`�‡�b�{�Ã�Ñ�¥
�ç�Ä�‹�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Low

• Medium

• High

���w�‹ �¢ Urgent �•  Normal �s�r�£ �›�å�C�b�”�t�x�z �f�w�‹�›�Ö�—�`�o  Add
Value << �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{�‹�›�_	†�b�”�t�x�z�‹�›
¬�R�`�o
Delete Value �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{

�« �• NCM Scheduler �x�z�\�w�‹�›�€	°�`�‡�d�œ�{�\�w�‹�x�,�Š�$�t�z	•
�Ý�›�b�Y�t
ž�A�q�b�”�»�µ�«�›
Q�…�b�”�h�Š�w�¹�®�$�s�©�á�”�p�b�{  

Event Notification & Response Rules

Run Task �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�z� �Õ�ï�Ä�F���t�‘�l�o�µ�­�´�á�”�ç�^�•�h
�»�µ�«�x�b�‚�o	•�Ý�^�•�”�‘�O�t�s�“�‡�b�{�h�q�Q�y�z
ƒ���Ù�æ�³�”�t
�§
S�`�h� �Õ�ï�Ä�U
C
\�`�h�A�L�z�&
~�s�0� �f�w�»�µ�«�U�Ä�æ�¨�”�^
�•�h	Ô�ù�z�f�w�»�µ�«�x�2�‰
²�t	•�Ý�^�•�‡�b�{
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Device Reservation System

Device Reservation System �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enabled�• Device Reservation System �›� �É�”�Ò�ç�t�`�‡�b�¢�Ã�Ñ�¥�ç
�Ä�£�{ Device Reservation System �t�m�M�o�x�z P.183 �w�®�Ã�Ì� �µ�w�'�ÿ�¯
�›�€	°�`�o�X�i�^�M�{

• Disabled�• Device Reservation System �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

Default Duration �Ã�Ì� �µ�q�Ã�Ì� �µ  �¬�ç�”�Ó�›�'�ÿ	Ý�6�t�p�V�”�Ì���›
ü�o�•�p�Ö�—
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  60 
ü�p�b�{

Max Number of Columns in 
Activity Calendar

Activity Calendar �º�w�§�å�Ü�w�7�G
:�›
ƒ���`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�x
1,024 �p�b�{ Activity Calendar �t�m�M�o�x�z P.183 �w�® Activity Calendar�¯ �›
�€	°�`�o�X�i�^�M�{

Minimum Overlap for Half-
Hour

Activity Calendar 	Í�p�z�›���w�Ì���w�'�ÿ�›  30 
ü�o�•�w�¥�„
¢�T�’���Õ
�`�o
¯�Ô�b�”�7	–�Ì���›
ü�o�•�p
ƒ���`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�x  5 
ü�p
�b�{

Telnet/SSH Proxy Reservation

Device Reservations for 
Telnet/SSH Proxy

NCM Telnet/SSH �Ó�é�©�³�x�z�Ã�Ì� �µ�•�w�ž�«�·�µ�S�‘�|�Ã�Ì� �µ�w

ƒ���t�–�;�p�V�‡�b�{�\�w�Ó�é�©�³�t�x�z�ž�«�·�µ  �¯�ï�Ä�é�”�ç�;�ó�z
�©�”�µ�Ä�é�”�«  �·�¿�³�ã�ï  �é�ª�ï�¬�;�ó�z�S�‘�|� �ï�å� �ï  �¯�Ý�ï�Ä
�;�ó�U�K�“�‡�b�{�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Ignore�• Telnet/SSH �Ó�é�©�³�›�p�`�o�Ã�Ì� �µ�t�ž�«�·�µ�b�”�q�V�x�z
�Ã�Ì� �µ�'�ÿ�›�Á�¹�`�‡�b�¢�Ã�Ñ�¥�ç�Ä�£�{ Device Reservation System
�t�m�M�o�x�z P.183 �w�®�Ã�Ì� �µ�w�'�ÿ�¯ �›�€	°�`�o�X�i�^�M�{

• Warn�• Telnet/SHH �Ó�é�©�³�›�p�`�o�Ã�Ì� �µ�t
€���b�”�q�V�t�z	•�Ý
�^�•�h�Ã�Ì� �µ�'�ÿ�U���O�`�s�M	Ô�ù�x�z�â�”�²�t�/���`�‡�b�{

• Prevent�•	•�Ý�^�•�h�Ã�Ì� �µ�'�ÿ�U���O�`�s�M	Ô�ù�x�z �â�”�²�U  Telnet/
SHH �Ó�é�©�³�›�p�`�o�Ã�Ì� �µ�t
€���p�V�s�M�‘�O�t�`�‡�b�{�â�”�²
�U�Á�®�=�V�v�›�Ë�l�o�M�”	Ô�ù�x�z�Ã�Ì� �µ�•�w�ž�«�·�µ�Ð�­�›�Á�®
�t�b�”�T�r�O�T�›
��v�’�•�‡�b�{

Warn �‡�h�x  Prevent �U
¬�R�^�•�o�M�”	Ô�ù�z NCM �x�z�â�”�²�z�Ã�Ì� 
�µ�‡�h�x�Ã�Ì� �µ  �¬�ç�”�Ó�z	•�Ý�^�•�o�M�”�T�r�O�T�z�S�‘�|�Ú�ç�½�»
�µ�«  �Ó�é�´�£�«�Ä�;�w�'�ÿ�Ì���s�r�z 	Ú�E�t�°�•�b�”�Ã�Ì� �µ�'�ÿ�›�U
�g�`�‡�b�{

No Device Reservation 
Warning Message

	•�Ý�^�•�h�Ã�Ì� �µ�'�ÿ�U���O�`�s�M�q�V�t
¯�Ô�b�”�/���Ý�¿�·�”�´
�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�/���Ý�¿�·�”�´�x�z WARNING: You do not
have an approved reservation for this device at this time �p�b�{�Ã�Ñ�¥�ç�Ä�w
�/���Ý�¿�·�”�´�›�_	†�b�”�¦�Ó�³�ã�ï�›�–�;�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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User Interface
User Interface �Ö�”�´�p�x�z�Í�w
â�^�›�î�æ�p�V�‡�b�{

• �é�¬� �ï  �·�©�á�æ�Â�Ÿ�›
ƒ���b�”�{

• �b�‚�o�w�Ö�”�´�t
¯�Ô�^�•�”�Ô
Ç�w���Ü�›
ƒ���b�”�{

• NCM �Ý�Ç�á�”�›�§�µ�»�Ú� �¶�b�”�{

• View/Edit Modules �Ö�”�´�w�µ�é�¿�Ä�›�å�C�b�”�{

• New/Edit Templates �Ö�”�´�w�é�”�ç�›�å�C�S�‘�|�_	†�b�”�{

• Edit Command Script �Ö�”�´�q  Edit Diagnostics �Ö�”�´�w�Â�©�µ�Ä  �Ø�¿�«�µ�w�±� �¶�›�§�µ�»�Ú� 
�¶�b�”�{

• Device Selector �w
¯�Ô�›�§�µ�»�Ú� �¶�b�”�{

• �¦�Á�^�•�h�§�µ�»�Ü  �Ñ�Ÿ�”�ç�Å�›� �É�”�Ò�ç�t�b�”�{

User Interface �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R�`�z
User Interface �›�«�æ�¿�«�`�‡�b�{ User Interface �Ö�”�´�U�‰�V�‡�b�{�^�À�U	4�ƒ�`�h�’�z
ž�c  Save �›�«
�æ�¿�«�`�o�X�i�^�M�{

User Interface �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Security

Session Timeout 
‡�ž�«�Â�Ÿ�Ò�s  Web �·�¿�³�ã�ï�›	4�ƒ�b�”�‡�p  NCM �U�4�;�b�”�Ì��
�›
µ�o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1800 
µ�p�b�{�!�Ë�U���®�t�s�”
�w�x�z�Í�s�w�é�¬� �ï�™�p�K�”�\�q�t�y�™�`�o�X�i�^�M�{

Check Device Permissions 
for View Device 
Configuration

�¦�ï�w	Ô�ù�z�â�”�²�U�Ã�Ì� �µ
ƒ���›
¯�Ô�p�V�”�w�x�z�&
~�s�Ã�Ì� �µ
�V�v�›�Ë�l�o�M�”	Ô�ù�t�v�’�•�‡�b�{�!�Ë�›���®�t�b�”�t�x�z NCM �›
�6�I�ˆ�b�”
ž�A�U�K�“�‡�b�{

Auto-complete user name 
and password

�¦�ï�w	Ô�ù�z NCM �é�¬� �ï  �Ö�”�´�p�z �Ò�å�¢�²�w�×�ˆ�4�ì�;�ó�U� �É�”
�Ò�ç�t�s�“�‡�b�{

Cross site scripting check �¦�ï�w	Ô�ù�z NCM �x�â�”�²�Ö�—�›�¬�Ý�`�o�z <script>�z<object>�z<img>�z
<input> �s�r�z
œ�O�$�s�«�é�µ  �±� �Ä  �µ�«�æ�Ó�Â�Ÿ�ï�¬�w�A
É�›	†�ˆ�`
�‡�b�{�m�‡�“�z�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z�µ�«�æ�Ó�Ä�T�’
œ�O�$�t
�q�™�w�K�”  Javascript �¯�”�Å�›�_	†�p�V�‡�b�{�q�™�w�K�”  Javascript �¯�”
�Å�U�_�m�T�l�h	Ô�ù�x�z�¤�å�”�U�&�^�•�‡�b�{
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Date/Time Display

Date Format �\�w
ƒ���x�z Web � �ï�»�”�Ñ�£� �µ
¶�.�t
¯�Ô�^�•�”�Ô
Ç�w���Ü�›
M�š
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w���Ü�x�z MMM-dd-yy HH:mm:ss �p�b�{�Ô
Ç�q�Ì��
�w�A
É�w	q	‚�›�!�Ë�b�”�\�q�z�Ô
Ç�q�Ì���›�Ö�•�8�Q�”�\�q�z 4 �;�w�å

:�¢ yyyy�£�›�Ö�—�b�”�\�q�z�S�‘�|�D�›  2 �;�w
:�‹�¢ MM�£�t�!�Ë�b�”
�\�q�U�D�ó�p�b�{�A
É�x�G���È�q	–���È�U�à���^�•�”�\�q�t�y�™�`�o�X
�i�^�M�{�h�q�Q�y�z HH �x  24 �Ì��
M�›
¯�`�z hh �x  12 �Ì��
M�›
¯�`�‡�b�{

Menu Customization

Show Summary Reports �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�z Excel ���Ü�w  Summary �è�Ù�”�Ä�•�w�æ�ï�«
�U
¯�Ô�^�•�‡�b�{ Summary �è�Ù�”�Ä�t�x�z�³�µ�Â�Ü�w�–�;	Ý�¯�t���b�”
�ˆ�²�Ã�”�»�q�Õ�8�Ã�”�»�U  Microsoft Excel ���Ü�p���‡�•�o�M�‡�b�{

Show Custom Menu Link �¦�ï�w	Ô�ù�z About �¦�Ó�³�ã�ï�w	Í�t�â�”�²���[�w�Ê
²�U
¯�Ô�^�•�‡�b�{
�½�­�¿�Ä  �ž�Ó�æ�­�”�³�ã�ï�w�×�”�Ü  �Ö�”�´�s�r�z�›���w  HTML �Ö�”�´
�w�Ý�Ç�á�”  �»� �Ä�ç�q�æ�ï�«�›�Ö�—�`�‡�b�{

Custom Menu Title 
¯�Ô�b�”�Ê
²�›�Ö�—�`�‡�b�{  

Custom Menu Page Show Custom Menu Link �›
¬�R�`�h	Ô�ù�x�z�â�”�²�U�Ý�Ç�á�”  �»� �Ä�ç
�›�«�æ�¿�«�`�h�q�V�t
¯�Ô�b�”  HTML �Ö�”�´�w  URL �›�Ö�—�`�‡�b�{�\
�w�Ö�”�´�x�z���w  HTML �ž�Ó�æ�­�”�³�ã�ï�º�w�Ö�”�´�p�‹�T�‡�M�‡�d
�œ�{

Configuration Comparison

Lines of Context for Visual 
Comparison

2 �m�w
ƒ���›
z�±�b�”�q�V�t�¤�!�Ë�w	Í�<�t
¯�Ô�b�”�æ
:�›�Ö�—�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  3 �p�b�{

Lines of Context for Email 
Comparison

2 �m�w
ƒ���›�?� �Ý�”�ç�w�Â�©�µ�Ä�q�`�o
z�±�b�”�q�V�t�¤�!�Ë�w	Í�<
�t
¯�Ô�b�”�æ
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  3 �p�b�{

Software Center

Slots View/Edit Modules �Ö�”�´�t
¯�Ô�^�•�”�µ�é�¿�Ä�¢�§�”�Å / �Ò�è�”�Å / �Þ
�´�á�”�ç�;�w�³�ß�”�³  �µ�é�¿�Ä�£�›�å�C�S�‘�|�_	†�`�‡�b�{�µ�é�¿�Ä�›
�å�C�b�”�t�x�z�È���w�Ø�¿�«�µ�t�µ�é�¿�Ä�›�Ö�—�`�z Add Slot << �›�«
�æ�¿�«�`�‡�b�{�µ�é�¿�Ä�›�_	†�b�”�t�x�z�(���w�Ø�¿�«�µ�p�µ�é�¿�Ä�›

¬�R�`�z Delete Slot �›�«�æ�¿�«�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Templates

Template Roles �Â�ï�Ó�è�”�Ä�w�^
R	��U  New/Edit Template �Ö�”�´�p
¬�R�b�”�é�”�ç�›
�å�C�S�‘�|�_	†�`�‡�b�{�é�”�ç�x�z�Ã�Ì� �µ�U�É�¿�Ä�ë�”�«�p�L�h�b�þ
�Â�›
¯�b�\�q�U�p�V�‡�b �¢ Border �•  Core �s�r�£ �{�é�”�ç�›�å�C�b�”�t�x�z
�È���w�Ø�¿�«�µ�t�é�”�ç�›�Ö�—�`�z Add Role << �›�«�æ�¿�«�`�‡�b�{ �é�”
�ç�›�_	†�b�”�t�x�z�(���w�Ø�¿�«�µ�p�é�”�ç�›
¬�R�`�z Delete Role �›�«
�æ�¿�«�`�‡�b�{

Scripts

Script Text Height Edit Command Script �Ö�”�´�q  Edit Diagnostics �Ö�”�´�w�Â�©�µ�Ä  �Ø�¿�«
�µ�w�±� �¶�¢�ô�^�£�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  12 �æ�p�b�{

Script Text Width Edit Command Script �Ö�”�´�q  Edit Diagnostics �Ö�”�´�w�Â�©�µ�Ä  �Ø�¿�«
�µ�w�±� �¶�¢
ï�£�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  60 ���È�p�b�{

Device Selector

Device Selector Maximum 
Count

Device Selector �t�é�”�Å�b�”�Ã�Ì� �µ�w�7�G
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  10,000 �p�b�{

Device Selector Maximum 
Devices Per Page

Device Selector �w�¤�Ö�”�´�t
¯�Ô�b�”�ò�è�w
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  100 �p�b�{�\�w
:�›
ÿ�•�b�q�z Device Selector �w�ò�S�t�è�¹�›�t�…
�b	Ô�ù�U�K�“�‡�b�{

Device Selector Initial View �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• All Device Groups�¢�Ã�Ñ�¥�ç�Ä�£

• All Devices

Enhanced Custom Fields

Enable Enhanced Custom 
Fields

�¦�ï�w	Ô�ù�z�›���w�Ã�”�»  �·�¿�Ä�;�t�¦�Á�^�•�h�§�µ�»�Ü  �Ñ�Ÿ�”�ç�Å
�›
ƒ���p�V�‡�b�{�§�µ�»�Ü  �Ã�”�»  �Ñ�Ÿ�”�ç�Å�›�–�;�b�”�q�z�›���w�Ã
�Ì� �µ�z
ƒ���z�S�‘�|�â�”�²�s�r�t���;�s�Ã�”�»�›�Â�“�p�o�”�\�q�U�p
�V�‡�b�{	Ä�I�t�m�M�o�x�z P.430 �w�®Custom Data Setup �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Miscellaneous

Task Page Refresh Interval Task List �Ö�”�´�›�æ�Ñ�è�¿�³�á�b�”���´�›
µ�o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥
�ç�Ä�x  60 
µ�p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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NCM �é�¬� �ï  �Ö�”�´�w�§�µ�»�Ú� �¶

NCM �é�¬� �ï  �Ö�”�´�›�§�µ�»�Ú� �¶�`�o�z �/���Ý�¿�·�”�´�•�'�À�{���w	Ø�C�s�r�›
¯�Ô�b�”�\�q�U�p
�V�‡�b�{

Cisco Login �Ö�”�´�›�§�µ�»�Ú� �¶�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. $NCM_install_dir/resource �Ã�Ÿ�è�«�Ä�æ�p�z customer_banner.html �Ñ�•� �ç�›�‰�V�‡�b�{�Ñ�•� �ç
�U���O�`�s�M	Ô�ù�x�z�\�w�Ê
²�w�Ñ�•� �ç�›�^
R�`�‡�b�¢�«�• resource �Ã�Ÿ�è�«�Ä�æ�›�^
R�b�”

ž�A�‹�K�“�‡�b�£ �{

2. �\�w�Ñ�•� �ç�›�Â�©�µ�Ä  �¤�Ã�Ÿ�»�¢ HTML �0� �£�p�‰�V�z Cisco Login �Ö�”�´�t
¯�Ô�b�”�Â�©�µ
�Ä�›�Ö�—�`�‡�b�{

3. �Ñ�•� �ç�›�-���`�z NCM �t�é�¬� �ï�`�‡�b�{�Â�©�µ�Ä�U  Login �Ø�¿�«�µ�w�<�t
¯�Ô�^�•�‡�b�{

¯�Ô�p�V�”�ë�”�Å
:�t
M�v�x�K�“�‡�d�œ�{�h�i�`�z�Â�©�µ�Ä�U�Ö�”�´	Í�p�&
~�t
¯�Ô�^�•�o�M
�”�\�q�›�¬�Ý�b�”
ž�A�U�K�“�‡�b�{�Í�t�z�±�ï�Ó�ç�w�é�¬� �ï  �Ö�”�´�›�Ô�`�‡�b�{

Config Size Threshold for 
Displaying as Plain Text


ƒ���›�������Ü�p
¯�Ô�b�”	Ô�ù�w
ƒ���±� �¶�w�`�V�M�‹�›�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�x  1,000,000 �Ì� �Ä�p�b�{�°
æ�w
ƒ���x�±� �¶�U�G�V�b�W�”
�h�Š�z�æ�w
j�ø
Ç�Z�s�r�w�›	��s	r�g�›�æ�O�q�z�±�”�Ì�q�Ò�å�¢�²�w�æ
�¹�”�µ�›�G�”�t	«
…�b�”�\�q�t�y�™�`�o�X�i�^�M�{
ƒ���±� �¶�U�Ã�Ñ�¥
�ç�Ä�‹�›�Ò�Q�o�M�”	Ô�ù�z �f�w
ƒ���x  <pre> �»�¬�q  </pre> �»�¬�›�–�;�`
�o�������Ü�p
¯�Ô�^�•�‡�b�{

Mask Community Strings �¦�ï�w	Ô�ù�z�¯�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�x�Ú�µ�«�^�•�‡�b�{

Disable hidden stack trace 
output

�¦�ï�w	Ô�ù�z
‡
¯�Ô�w�µ�»�¿�«  �Ä�è�”�µ�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{�¦
�Ñ�w	Ô�ù�z�±�”�Ì  �¤�å�”�U
C
\�`�h�q�V�x�z NCM �x�z�±�”�Ì  �é�¬�i�Z
�p�s�X  HTML �Ö�”�´�p�‹�z�µ�»�¿�«  �Ä�è�”�µ�›
‡
¯�Ô�w�Â�©�µ�Ä�q�`
�o	Z�—�`�‡�b�{

�« �•�ì
¶�s  Java �µ�»�¿�«  �Ä�è�”�µ�x�z�Ã�Ñ�¥�ç�Ä�p
‡
¯�Ô�w  HTML �q
�`�o	Z�—�^�•�”�h�Š�z�±�Ù�”�Ä  �¯�”�ç�p�þ�t�q�j�‡�b�{
‡
¯�Ô�U
œ�O�$
�s�·�©�á�æ�Â�Ÿ�w
l	�
Q�t�s�”�q�¥�˜�•�”	Ô�ù�x�z�\�w�¦�Ó�³�ã�ï�›�¦
�ï�t�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Help ?

User Name:

Password:

This product is licensed to: Cisco

Authorized Users Only

Login

� § � µ � » �Ü �Ì�Æ�”

Cisco Systems
CiscoWorks Network
Compliance Manager
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Telnet/SSH
Telnet/SSH �Ö�”�´�p�x�z�Í�w
ƒ���U�D�ó�p�b�{

• Telnet/SSH �é�ª�ï�¬

• Telnet/SSH �Ó�é�©�³

• Telnet �«�å� �ž�ï�Ä

• Telnet �±�”�Ì

• SSH �±�”�Ì

• �Ã�Ì� �µ�w�³�ï�¬�ç  �±� �ï�¦�ï

Telnet/SSH �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R�`�z
Telnet/SSH �›�«�æ�¿�«�`�‡�b�{ Telnet/SSH �Ö�”�´�U�‰�V�‡�b�{

�Ã�Ì� �µ�q�0�é�b�”�b�‚�o�w�»�µ�«�x�z�·�¿�³�ã�ï  �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�o�î�æ�p�V�”�\�q�t�y
�™�`�o�X�i�^�M�{�\�w�h�Š�z�»�µ�«�p�æ�˜�•�h�Ã�Ì� �µ�q�w�0�é�w	Ä�I�s�é�¬�›�Ö	��b�”�\�q�U�p�V
�‡�b�{�Ã�Ì� �µ�{���w�ð�J�›�Ã�Ì�¿�¬�b�”�q�V�z�7	s�w�µ�Â�¿�Ó�q�`�o�·�¿�³�ã�ï  �é�¬�›�€	°�`�‡�b�{
�·�¿�³�ã�ï  �é�¬�t�x�z�»�µ�«�p�î�æ�^�•�h  CLI�zSNMP�z�S�‘�|�b�‚�o�w�8
ù�Ó�é�Ä�¯�ç�w	r�g�w	Ä�I
�U���‡�•�o�M�‡�b�{

Telnet/SSH �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Telnet/SSH Session Logging

Log Commands �¦�ï�w	Ô�ù�z Telnet �‡�h�x  SSH �·�¿�³�ã�ï�w�î�æ�¤�t�¯�Ú�ï�Å�U�-���^
�•�‡�b�{�¯�Ú�ï�Å�›
¯�Ô�b�”�t�x�z Device Information �Ö�”�´�p�z View
Telnet/SSH Sessions �›�«�æ�¿�«�`�z View Commands Only �›�«�æ�¿�«�`�‡
�b�{�\�w�Ö�”�´�w  Convert to Script �æ�ï�«�›�–�;�b�”�q�z�·�¿�³�ã�ï�w
�¯�Ú�ï�Å�›�µ�«�æ�Ó�Ä�t�b�y�•�X	��“���ˆ�z�™�p�–�;�b�”�\�q�U�p�V�‡
�b�{

Log Responses �¦�ï�w	Ô�ù�z Telnet �‡�h�x  SSH �·�¿�³�ã�ï�w�î�æ�¤�t�ì
¶�s�·�¿�³�ã�ï
�é�¬�U�-���^�•�‡�b�{�é�¬�›
¯�Ô�b�”�t�x�z Device Information �Ö�”�´
�p�z View Telnet/SSH Sessions �›�«�æ�¿�«�`�z View Full Session �›�«�æ�¿
�«�`�‡�b�{ �\�w�Ö�”�´�w  Convert to Script �æ�ï�«�›�–�;�b�”�q�z �·�¿�³�ã
�ï�w�¯�Ú�ï�Å�›�µ�«�æ�Ó�Ä�t�b�y�•�X	��“���ˆ�z�™�p�–�;�b�”�\�q�U�p
�V�‡�b�{
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Telnet/SSH Proxy

Enable Telnet/SSH Server Telnet/SSH �Ó�é�©�³�x�z�Ã�Ì� �µ�•�w�ž�«�·�µ�S�‘�|�Ã�Ì� �µ�w
ƒ���t
�–�;�p�V�‡�b�{�\�w�Ó�é�©�³�t�x�z�ž�«�·�µ  �¯�ï�Ä�é�”�ç�;�ó�z�©�”�µ
�Ä�é�”�«  �·�¿�³�ã�ï  �é�ª�ï�¬�;�ó�z�S�‘�|� �ï�å� �ï  �¯�Ý�ï�Ä�;�ó�U
�K�“�‡�b�{�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �zNCM �x  Telnet/SSH �±�”�Ì�q�`�o
�ˆ�^�p�V�‡�b�{

Server Inactivity Timeout NCM Telnet/SSH �±�”�Ì�t
€���^�•�o�M�”�ž� �Å�ç	Ý�6�w  Telnet �‡�h�x
SSH �·�¿�³�ã�ï�›
~�…�b�”�‡�p�w�7�G�Ì���›�Ö�—�`�‡�b�{ NCM �t
€��
�^�•�o�M�”  Telnet/SSH �«�å� �ž�ï�Ä�U�\�w�8���t�˜�h�l�o
‡�ž�«�Â�Ÿ
�Ò�p�K�l�h	Ô�ù�z�·�¿�³�ã�ï�x�»� �Ü�ž�¢�Ä�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  30

ü�p�b�{

Default Connection Method �³�ï�¬�ç  �±� �ï�¦�ï�›�–�;�`�s�M�p�Ã�Ì� �µ�t
€���b�”�q�V�w�M�Ü�q
�`�o�z Telnet �‡�h�x  SSH �w�r�j�’�T�›
¬�R�`�‡�b�{�\�w
€���M�Ü�x�z
Telnet/SSH �Ó�é�©�³�w  connect �¯�Ú�ï�Å�p  -method �¦�Ó�³�ã�ï�U�¦���^
�•�o�M�s�M	Ô�ù�t�–�;�^�•�‡�b�{�\�w�M�Ü�x�z Use Single Sign-on �U
¬�R
�^�•�o�M�s�M	Ô�ù�‡�h�x  Edit Device �Ö�”�´�w  Supports �æ�µ�Ä�t�‰�a
€
���M�Ü�U���‡�•�o�M�s�M	Ô�ù�t�x�Á�¹�^�•�‡�b�{

�« �•�Ž
æ�Ý	Â�t  SecurID �›�–�;�b�”�‘�O�t  NCM �›
ƒ���`�h	Ô�ù�z NCM
�Ó�é�©�³�t
€���b�”�q�V�t�³�ï�¬�ç  �±� �ï�¦�ï�;�ó�x� �É�”�Ò�ç�t�s
�“�‡�d�œ�{ SecurID �Í�µ�¯�”�Å�›�6�b�;�p�V�s�M�h�Š�z SecurID �«�è�Ã�ï
�³�ß�ç�›�–�;�`�o�‹�O�°�S�Ý	Â�b�”
ž�A�U�K�“�‡�b�{

Device Inactivity Timeout NCM �U�ž� �Å�ç	Ý�6�w�Ã�Ì� �µ  �·�¿�³�ã�ï�›
~�…�b�”�‡�p�‰�M�h	Ý�6
�t�`�o�S�X�Ì���›
ü�o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  30 
ü�p�b�{

SSH Login Timeout NCM �Ó�é�©�³�p�® -login� �̄µ� �¿�½�›�–�;�`�h  SSH �é�¬� �ï�w�»� �Ü�ž
�¢�Ä�Ì���›
µ�o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  15 
µ�p�b�{

Alert for Concurrent 
Session

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Warn of Concurrent Sessions�•�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�z NCM �x�z��
�w�â�”�²�U�Ã�Ì� �µ�•�w
€���›�¼�æ�`�h�q�V�t�/���›
C�æ�`�‡�b�{�\
�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z�K�”�â�”�²�U�¡�l�o���w�â�”�²�w�!�Ë�º
�0�›	Í	{�V�b�”�\�q�›�w�­�p�V�‡�b�{ �/���›�Á�®�t�p�V�”�w�x�z Admin
�V�v�›�Ë�m�â�”�²�i�Z�p�b�{�\�•�x�Ã�Ñ�¥�ç�Ä�p�b�{

• Prevent Concurrent Sessions�•�¦�ï�w	Ô�ù�z NCM �x�z�b�‚�o�w�â�”�²�w
�‰�Ì�·�¿�³�ã�ï�›�w�­�`�‡�b�{

• No Action�•�¦�ï�w	Ô�ù�z NCM �x�‰�Ì�·�¿�³�ã�ï�›�Á�¹�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Concurrent Session 
Handling for Distributed 
System

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Allow sessions to non-local devices

• Prevent sessions to non-local devices

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�t�m�M�o�x�z �° High Availability
Distributed System Configuration Guide on Oracle for Network Compliance
Manager�±�›�€	°�`�o�X�i�^�M�{

Connect to Unknown 
Devices

�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x�z�â�”�²�U���g�0	Å�Ž�w�Ã�Ì� �µ�t

€���p�V�”�‘�O�t�`�‡�b�{

Max Device Connection 
List

�ë� �ç�Å�§�”�Å�U�g�t�,�n�M�o�Ã�Ì� �µ�t
€���b�”	Ô�ù�z�°�•�b�”�Ã�Ì
� �µ�U
ó
:�_�m�T�l�h�q�V�t
¯�Ô�b�”�Ã�Ì� �µ�w�7�G
:�›�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�x  20 �p�b�{�7�G
:�›�Ò�Q�”�Ã�Ì� �µ�U�&�^�•�h	Ô�ù�x�z�ë
� �ç�Å�§�”�Å
¯�q�›
M�v�b�”�‘�O�t�{�Š�’�•�‡�b�{

Device Single Sign-0n

Use Single Sign-on �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x�z�×�ˆ�$�t�â�”�²�›  1 �s�Ý	Â�`�o�T
�’�z�Ã�Ì� �µ�!�Ë�V�v�w�K�”�Ã�Ì� �µ�t�é�¬� �ï�^�d�‡�b�{

�« �•�Ž
æ�Ý	Â�t  SecurID �›�–�;�b�”�‘�O�t  NCM �›
ƒ���`�h	Ô�ù�z NCM
�Ó�é�©�³�t
€���b�”�q�V�t�³�ï�¬�ç  �±� �ï�¦�ï�;�ó�x� �É�”�Ò�ç�t�s
�“�‡�d�œ�{ SecurID �Í�µ�¯�”�Å�›�6�b�;�p�V�s�M�h�Š�z SecurID �«�è�Ã�ï
�³�ß�ç�›�–�;�`�o�‹�O�°�S�Ý	Â�b�”
ž�A�U�K�“�‡�b�{

Sign-On To Limited Access 
Mode When No Modify 
Device Permission

�¦�ï�w	Ô�ù�z NCM �x�z�â�”�²�U�Ã�Ì� �µ�!�Ë�V�v�›�Ë�l�o�M�s�X�o�‹�z

M�v�^�•�h�ž�«�·�µ  �Þ�”�Å�¢�h�q�Q�y�z IOS �t�0�b�”  Exec �Þ�”�Å�£�t
�×�ˆ�$�t�é�¬� �ï�^�d�‡�b�{

Display Sign-on Banner �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x�Ã�Ì� �µ�•�w�é�¬� �ï�Ì�t�z�±� �ï
�¦�ï  �Ì�Æ�”�U
¯�Ô�^�•�‡�b�{  

Use AAA Login for Single 
Sign-on

�¦�ï�w	Ô�ù�z NCM �x  AAA �é�¬� �ï	Ø�C�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï
�x�zNew/Edit User �Ö�”�´�w  Use AAA Login for Proxy Interface �·�«�³�ã�ï
�›�€	°�`�‡�b�{

Use CiscoWorks Network 
Compliance Manager Login 
When AAA Login Fails

�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z AAA �â�”�²�Ê�q�Í�µ�ë�”�Å�w	Ø�C�U�Á�®�s
�q�V�x�z NCM �é�¬� �ï	Ø�C�U�–�;�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Save �›�«�æ�¿�«�`�o�z�!�Ë�›�-���`�o�X�i�^�M�{

Telnet Client

Telnet Client �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Use NCM's integrated telnet client�¢�Ã�Ñ�¥�ç�Ä�£

• Use standard browser telnet:// URL to NCM’s Telnet proxy

• Use standard browser telnet:// URL directly to the indicated device

Telnet Server (changing these setting restarts the Telnet/SHH server)

Enable Telnet �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x  Telnet �±�”�Ì�q�`�o�ˆ�^�`�‡�b�{

Telnet Server Port NCM �U�«�å� �ž�ï�Ä
€���›	!�Z
Ç�Z�”�Ù�”�Ä�›�Ö�—�`�‡�b�{ Windows
�w�Ã�Ñ�¥�ç�Ä�x  23 �p�b�{ Unix �w�Ã�Ñ�¥�ç�Ä�x  8023 �p�b�{

Max Telnet Connections NCM �U�‰�Ì�t	!�Z
Ç�Z�”  Telnet �«�å� �ž�ï�Ä
€���w�7�G
:�›�Ö�—�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  50 �p�b�{

SSH Server (changing these setting restarts the Telnet/SHH server)

Enable SSH �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x  SSH �±�”�Ì�q�`�o�ˆ�^�`�‡�b�{

SHH Server Port NCM �U�«�å� �ž�ï�Ä
€���›	!�Z
Ç�Z�”�Ù�”�Ä�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  22 �p�b�{

Max SSH Connections NCM �U�‰�Ì�t	!�Z
Ç�Z�”  SSH �«�å� �ž�ï�Ä
€���w�7�G
:�›�Ö�—�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  50 �p�b�{

SSH Fallback Option

SSH Fallback Order �Ã�Ì� �µ�•�w
€���Ì�t�¼�æ�b�”  SSH �Ì�”�´�ã�ï�w	q	‚�›�¦���b�”�¦�Ó
�³�ã�ï�q�`�o�z�Í�w�M�c�•�T�›
¬�R�`�‡�b�{

• SSH v2 then v1�¢�Ã�Ñ�¥�ç�Ä�£

• SSH v1 then v2

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Reporting
Reporting �Ö�”�´�p�x�z Network Status �è�Ù�”�Ä�›
Ê	ë�t� �a�o�§�µ�»�Ú� �¶�p�V�‡�b�{�è�Ù�”�Ä  �§�Â�°
�æ�t�x�z�Í�w  6 �m�U�K�“�‡�b�{

• Policy Rule Violations

• Software Compliance Violations

• Startup vs. Running Config Mismatch

• Device Access Failure

• Configuration Change

• Email Report

�è�Ù�”�Ä  �§�Â�°�æ�]�q�t�z�x���Ã�Ì� �µ�¢�S�‘�|�Ã�Ì� �µ  �¬�ç�”�Ó�£�w�µ�Â�”�»�µ  � �ï�´�­�”�»�›
ƒ
���p�V�‡�b�{
ƒ���b�”�M�x�z�æ�µ�«  �è�Õ�ç�w	í
ü�Z�q�Í�å�Ý�”�»�w
Ê�ˆ�ù�d�›�–�;�`�o�z�¯�ï�Ó�å� 
�ž�ï�µ�t�§
S�`�h�Ã�Ì� �µ�w�Í�”�·�ï�Â�”�´�w�`�V�M�‹�›�ˆ�Š���t�¦���`�‡�b�{�h�q�Q�y�z�Ž
æ�É�¿
�Ä�ë�”�«  �ž�«�·�µ�q�æ�Þ�”�Ä  �¦�Ñ�Ÿ�µ�›
M�š�b�”�¥�„�ç�”�»  �¬�ç�”�Ó�t�x�z �‘�“�ô�M�µ�¯�ž�›�Â�“�p
�o�z LAN �Ã�Ì� �µ�x�Ã�Ñ�¥�ç�Ä�‹�w�‡�‡�t�b�”�\�q�U�p�V�‡�b�{

�É�¿�Ä�ë�”�«�º�w�¤� �Õ�ï�Ä�w	O�G�S�›�7�‹�‘�X
S�é�b�”�‘�O�t
ƒ���b�”�q�z�ð�J�›�›���`�•�b�X�s
�“�z
ƒ���^�•�h�b�‚�o�w�Ù�æ�³�”�t	j�Œ�`�h	Ý�6�t�É�¿�Ä�ë�”�«�›�¡�Ë�b�”�\�q�U�p�V�‡�b�{  

�‡�h�z Reporting �Ö�”�´�t�x�z�â�”�²���[�w�?� �Ý�”�ç�è�Œ�»�µ�«�›�p�`�o
ù	ô�^�•�”�?� �Ý�”�ç  �è
�Ù�”�Ä�w���Ü�S�‘�|�º�0�t���b�”�¦�Ó�³�ã�ï�•�z�è�Ù�”�Ä�w�-��	Ô	t�›�¦���b�”�¦�Ó�³�ã�ï�U�K�“�‡
�b�{�^�’�t�z Diagramming �Í�å�Ý�”�»�›
ƒ���b�”�\�q�‹�p�V�‡�b�{ Diagramming �t�m�M�o�x�z P.471 �w

�®Diagramming �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �§
S�`�h�Ã�Ì� �µ�w�µ�Â�”�»�µ�¢�æ�µ�«  �è�Õ�ç�£�t�‘�l�o�z�Ã�Ì� �µ  �¬�ç�”�Ó�w�µ�Â�”�»�µ�U
�>�‡�“�‡�b�{�h�q�Q�y�z 1 �m�w�§
S�Ã�Ì� �µ�w�æ�µ�«  �è�Õ�ç�U�+	í�t
ƒ���^�•�h	Ô�ù�z�¬�ç�”�Ó�º�w  1
�m�w�Ã�Ì� �µ�U�§
S�`�z�§
S�Ã�Ì� �µ�w
:�U�`�V�M�‹�t�a�`�h�q�V�x�z�Ã�Ì� �µ  �¬�ç�”�Ó�w�µ�Â�”�»
�µ�U�+	í�t�s�“�‡�b�{

Reporting �Ö�” � ´ � › 
 ¯ �Ô�b�” � t �x�z�Ý�Ç�á�” � Ì � ” �w  Admin �w�<�p Administrative Settings � › 
¬�R�`�z
Reporting �›�«�æ�¿�«�`�‡�b�{ Reporting �Ö�”�´�U�‰�V�‡�b�{
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Reporting �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Policy Rule Violations

Device Status Color �Ã�Ì� �µ  �¬�ç�”�Ó�º�w  1 �m�w�Ã�Ì� �µ�U
ƒ���Ù�æ�³�”�F���t�§
S�`�h
	Ô�ù�t
¯�Ô�b�”	í�›
¬�R�`�‡�b�{ �¦�Ó�³�ã�ï�t�x�z �Í�w�‹�w�U�K�“�‡�b�{

• Red�¢�Ã�Ñ�¥�ç�Ä�£

• Yellow

• Green

Category Status Color �Í�w�Ã�Ì� �µ  �µ�Â�”�»�µ�w	í�t�0� �b�”�z 
ƒ���Ù�æ�³�”�t�§
S�`�h�Ã�Ì
� �µ�w�`�V�M�‹�Í�”�·�ï�Â�”�´�›�Ö�—�`�‡�b�{

• Yellow�•�Ã�Ñ�¥�ç�Ä�x  1% �p�b�{

• Red�•�Ã�Ñ�¥�ç�Ä�x  2% �p�b�{

Software Compliance Violations

Device Status Color �Ã�Ì� �µ  �¬�ç�”�Ó�º�w  1 �m�w�Ã�Ì� �µ�w�¹�Ñ�Ä�¢�£�ž�U�¯�ï�Ó�å� �ž
�ï�µ�t�§
S�`�h	Ô�ù�t
¯�Ô�b�”	í�›
¬�R�`�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w
�‹�w�U�K�“�‡�b�{

• Red�¢�Ã�Ñ�¥�ç�Ä�£

• Yellow

• Green

�Í�w�æ�µ�Ä�T�’�z�¯�ï�Ó�å� �ž�ï�µ  �è�Õ�ç�§
S�›
¬�R�`�‡�b�{

• Security Risk

• Pre-production

• Obsolete

• Bronze

• Silver

• Gold

• Platinum

Category Status Color �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ó�å� �ž�ï�µ�t�§
S�`�h�Ã�Ì� �µ�w�`�V�M�‹�Í�”�·
�ï�Â�”�´�›�Ö�—�`�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Yellow�•�Ã�Ñ�¥�ç�Ä�x  1% �p�b�{

• Red�•�Ã�Ñ�¥�ç�Ä�x  2% �p�b�{
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Startup vs. Running Config Mismatch

Device Status Color �Ã�Ì� �µ  �¬�ç�”�Ó�º�w  1 �m�w�Ã�Ì� �µ�w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�°�•�`�o�M�s�M	Ô�ù�t
¯
�Ô�b�”	í�›
¬�R�`�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Red

• Yellow�¢�Ã�Ñ�¥�ç�Ä�£

• Green

Category Status Color �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�U�°�•�`�o�M�s�M�Ã�Ì� �µ�w�`�V�M�‹�Í�”�·�ï�Â�”�´�›�Ö�—�`�‡�b�{
�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Yellow�•�Ã�Ñ�¥�ç�Ä�x  1% �p�b�{

• Red�•�Ã�Ñ�¥�ç�Ä�x  2% �p�b�{

Device Access Failure

Device Status Color �Ã�Ì� �µ  �¬�ç�”�Ó�º�w  1 �m�w�Ã�Ì� �µ�U�Ã�Ì� �µ  �ž�«�·�µ	Ë�•�›�C��
�`�h	Ô�ù�t
¯�Ô�b�”	í�›
¬�R�`�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“
�‡�b�{

• Red

• Yellow�¢�Ã�Ñ�¥�ç�Ä�£

• Green

Category Status Color �ž�«�·�µ	Ë�•�U
C
\�`�h�Ã�Ì� �µ�w�`�V�M�‹�Í�”�·�ï�Â�”�´�›�Ö�—�`
�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Yellow�•�Ã�Ñ�¥�ç�Ä�x  1% �p�b�{

• Red�•�Ã�Ñ�¥�ç�Ä�x  2% �p�b�{

Configuration Change

Device Status Color �Ã�Ì� �µ  �¬�ç�”�Ó�º�w  1 �m�w�Ã�Ì� �µ�w
ƒ���U�!�Ë�^�•�h	Ô�ù�t
¯�Ô
�b�”	í�›
¬�R�`�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Red

• Yellow�¢�Ã�Ñ�¥�ç�Ä�£

• Green

Category Status Color 
ƒ���U�!�Ë�^�•�h�Ã�Ì� �µ�w�`�V�M�‹�Í�”�·�ï�Â�”�´�›�Ö�—�`�‡�b�{�¦
�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Yellow�•�Ã�Ñ�¥�ç�Ä�x  1% �p�b�{

• Red�•�Ã�Ñ�¥�ç�Ä�x  2% �p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Email Report

Email Report Format �U�g�A�L�›�?� �Ý�”�ç  �è�Ù�”�Ä�q�`�o
ù	ô�b�”�q�V�t�–�;�b�”�?� 
�Ý�”�ç���Ü�›
¬�R�`�‡�b�{ Network Status �è�Ù�”�Ä�t�x�&�;�^�•�s�M�\
�q�t�y�™�`�o�X�i�^�M�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• HTML mail�¢�Ã�Ñ�¥�ç�Ä�£

• CSV file attachment

• Plain text

• HTML mail (without links)

Include Task Results in 
Email Reports

�¦�ï�w	Ô�ù�z Comma Separated Value�¢ CSV; �§�ï�Ú�à
~�“�‹�£�Ñ�•� �ç��
�Ü�w�»�µ�«�U�g�w�A�L�›���‰�ì
¶�s�»�µ�«�w	Ä�I�U�z �?� �Ý�”�ç  �è�Ù�”
�Ä�t���Š�’�•�‡�b�{ Network Status �è�Ù�”�Ä�t�x�&�;�^�•�s�M�\�q�t�y
�™�`�o�X�i�^�M�{

Email Links �?� �Ý�”�ç  �è�Ù�”�Ä�t���Š�”  HTML �æ�ï�«�w�ž�Å�è�µ���Ü�›
¬�R�`�‡
�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Hostname (if resolvable)

• IP Address

• Canonical Name (FQDN, if resolvable)�¢�Ã�Ñ�¥�ç�Ä�£

• User Defined�•�?� �Ý�”�ç  �æ�ï�«�p�–�;�b�”�â�”�²���[�w�±�”�Ì  �ž�Å
�è�µ�›�Ö�—�`�‡�b�{

SingleView

Device Change Events to 
Track

�å
{�b�”�Ã�Ì� �µ�!�Ë� �Õ�ï�Ä�›
¬�R�`�‡�b�{�\�w
ƒ���x�z SingleView
�Ö�”�´�t
¯�Ô�b�”�Ã�Ñ�¥�ç�Ä�w� �Õ�ï�Ä  �·�¿�Ä�›�¦���`�‡�b�{ P.422 �w

�®SingleView �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{� �Õ�ï�Ä�t�x�z
�Í�w�‹�w�U�K�“�‡�b�{

• Device Configuration Change

• Device Booted

• Device Diagnostic Changed

• Device Password Change

• Module Added

• Module Changed

• Module Removed

• Software Change

• User Message

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Diagnostics to Track �å
{�b�”

�…�›
¬�R�`�‡�b�{�\�w
ƒ���x�z SingleView �Ö�”�´�p  Device
Diagnostic Changed �   �Õ� ï �Ä  �»�   �Ó�› 
¬�R�` �h	Ô�ù� t�z� r �w  Device
Diagnostic Changed �   �Õ� ï �Ä�› 
 ¯ �Ô�b�” �T�› � ¦ � � � ` �‡ �b�{ P.422 �w

�®SingleView �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{�Ã�Ñ�¥�ç�Ä�w


�…�»� �Ó�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Hardware Information

• Memory Troubleshooting

• CWNCM Detect Device Boot

• CWNCM Device File System

• CWNCM Flash Storage Space

• CWNCM Interfaces

• CWNCM Module Status

• CWNCM OSPF Neighbors

• CWNCM Routing Table

�« �•

�…�w	Ä�I�t�m�M�o�x�z P.188 �w�® View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€
	°�`�o�X�i�^�M�{

Diagramming

Maximum Nodes �¼� �ž�¬�å�Ü�t
¯�Ô�b�”�Ê�”�Å�w�7�G
:�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x
250 �Ê�”�Å�p�b�{�¼� �ž�¬�å�Ü�›
\
R�b�”�q�® Out of Memory� �̄¤�å�”�U

C
\�b�”	Ô�ù�x�z�\�w�‹�›	–�^�X�`�‡�b�{�¼� �ž�¬�å�Ü�t��
:�w�Ê�”�Å
�›���Š�”�q�z� �Ý�”�´�w�±� �¶�U�G�V�X�s�“�‡�b�{� �Ý�”�´�x�z
‡�y	V
���Ü�p�Ý�Þ�æ�º�t
\
R�^�•�o�T�’�z JPEG ���Ü�p	Z�—�^�•�‡�b�{�¼� �ž
�¬�å�Ü�t�‘�“���X�w�Ê�”�Å�›���Š�”	Ô�ù�x�z�\�w�‹�›
ÿ�•�`�‡�b�{�h�i
�`�z�Ý�Þ�æ�U
Æ�
�b�”�D�ó
Q�U�K�”�\�q�t�y�™�`�o�X�i�^�M�{

Label Font Size �¼� �ž�¬�å�Ü�º�w�å�Õ�ç�w�Ñ�¥�ï�Ä  �Ù� �ï�Ä  �±� �¶�›�Ö�—�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�x  8 �p�b�{�\�w�‹�›
ÿ�•�b�q�z�Ê�”�Å�w�±� �¶�t���È�b�”�å�Õ
�ç�w�±� �¶�U�G�V�X�s�”�h�Š�z�å�Õ�ç�U�¡�ˆ	��“�•�b�X�s�”	Ô�ù�U�K�“
�‡�b�{

Maximum Layout Duration �è� �ž�¢�Ä  �ž�ç�°�æ�¶�Ü�›�î�æ�b�”�7�G�8���›�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä
�x  30 
µ�p�b�{�\�w�7�G�8���U�&�a�b�”�q�z�è� �ž�¢�Ä  �ž�ç�°�æ�¶�Ü�x
���­�`�‡�b�{�\�w
M�v�t�a�`�h	Ô�ù�p�‹�z
Y�¬�s�¼� �ž�¬�å�Ü�U
\
R�^
�•�”�\�q�t�y�™�`�o�X�i�^�M�{�h�i�`�z�f�w�¼� �ž�¬�å�Ü�x�z�è� �ž�¢
�Ä�U	G
ü�t�7�&�=�^�•�o�M�s�M	Ô�ù�U�K�“�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Diagram Compactness �Ê�”�Å���w�µ�Ö�”�µ�”�›  0 �™ 100 �w
c�“�p�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�x  90
�p�b�{�\�w�‹�x�z�¼� �ž�¬�å�Ü�›
¯�Ô�b�”�M�w�µ	B�S�›
M�š�`�‡�b�{�¼
� �ž�¬�å�Ü�w�µ	B�S�›�ÿ�X�b�”�q�z�Ê�”�Å�U�¡�ˆ	��“�•�b�X�s�“�‡�b�{
�¼� �ž�¬�å�Ü�w�µ	B�S�›�ô�X�b�”�q�z�–�;�µ�Ö�”�µ�”�U�_�n�^�•�‡�b
�U�z�¼� �ž�¬�å�Ü�U�¡�ˆ	��“�t�X�X�s�”	Ô�ù�U�K�“�‡�b�{�‡�h�z�µ	B�S
�w�ô�M�¼� �ž�¬�å�Ü�x�z�î�æ�Ì���U��	—�Õ�X�s�”	Ô�ù�U�K�”�\�q�t�y�™
�`�o�X�i�^�M�{�\�•�x�z�è� �ž�¢�Ä�t�T�T�”�Ì���U�Õ�X�s�”���²�U�K�”
�h�Š�p�b�{

Quality-Time Ratio ��
Œ�b�”�è� �ž�¢�Ä
z�›  0 �™ 100 �w
c�“�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x
100 �p�b�{�‹�›�G�V�X�b�”�q�z�‘�“�É
T�w�q�•�h�¼� �ž�¬�å�Ü�U
\
R�^
�•�‡�b�{�h�i�`�z�è� �ž�¢�Ä�t�T�T�”�Ì���U�Õ�X�s�“�z CPU �±� �«�ç�w
�–�;�”�U
ÿ�Q�‡�b�{

Preferred Edge Length ��
Œ�b�”�%�w�Õ�^�w�‹�›  0 �™ 100 �w
c�“�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x
100 �p�b�{ �°
`�t�z �%�›�Õ�X�b�”�q�z �¼� �ž�¬�å�Ü�º�w�Ê�”�Å���w�µ�Ö�”
�µ�U
ÿ�Q�‡�b�{�h�i�`�z�\�w
ƒ���x�z�è� �ž�¢�Ä  �ž�ç�°�æ�¶�Ü�U
ž�A�t
� �a�o	Í	{�V�`�‡�b�{�‹�›�G�V�X�b�”�q�z�¼� �ž�¬�å�Ü�w�µ	B�S�U�ÿ�X
�s�“�‡�b�U�z�Ý�Þ�æ�w	«
…�”�U
ÿ�Q�‡�b�{�‡�h�z�‹�›�G�V�X�b�”�q�z�%
�U�Ê�”�Å�•�å�Õ�ç�q	O�s�“�t�X�X�s�”�h�Š�z�¼� �ž�¬�å�Ü�U�¡�ˆ	��“�•
�b�X�s�“�‡�b�{

Preferred Minimal Node 
Distance

��
Œ�b�”�7�y�Ê�”�Å�‘�m�w�‹�›  0 �™ 100 �w
c�“�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  50 �p�b�{�\�w�‹�x�z
€���^�•�o�M�s�M	Ý�6�p�w�Ê�”�Å���w�‘�m�›

M�š�`�‡�b�{ �‹�›	–�^�X�b�”�q�z �¼� �ž�¬�å�Ü�w�µ	B�S�U�ô�X�s�“�‡�b�{

�f�w��

Use Excel CSV Format �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�z�U�g�A�L�›�§�ï�Ú�à
~�“�‹�¢ CSV�£�Ñ�•� 
�ç�t�¤�«�µ�Ù�”�Ä�b�”�q�V�x�z Microsoft Excel CSV ���Ü�U�–�;�^�•�‡
�b�{  

Save report to file location �b�‚�o�w�è�Ù�”�Ä  �Ñ�•� �ç�w�-��
Œ�q�s�”  NCM �±�”�Ì	Í�w	Ô	t�•�w
�Í�µ�›�Ö�—�`�‡�b�{ �â�”�²�U  Email Report �»�µ�«�›���[�b�”�q�V�t �®Save
this report to file�¯�¦�Ó�³�ã�ï�›
¬�R�`�h	Ô�ù�x�z�b�‚�o�w�Ñ�•� �ç�U�\
�w	Ô	t�t�×�ˆ�$�t�-���^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�w	Ô	t�x  C:\< � �ï�µ�Ä�”
�ç  �Ã�Ÿ�è�«�Ä�æ >/addins �p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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User Authentication
User Authentication �›�–�;�b�”�q�z�â�”�²�w�Ý	Â�›  1 �T	t�t	B�¤�=�p�V�”�h�Š�z
ó
:�w�Ã�”�»�Õ�”�µ�›
�-	��b�”
ž�A�U�s�X�s�“�‡�b�{�Í�w�â�”�²�Ý	Â�¦�Ó�³�ã�ï�›�–�;�p�V�‡�b�{

• Active Directory

• SecurID

• TACACS+

• RADIUS

• Server Automation System

�Ž
æ�Ý	Â�t�æ

�`�z�Í�t�˜�p�b�”	Ô�ù�x�z NCM �U�é�”�§�ç  �â�”�²  �«�è�Ã�ï�³�ß�ç�•�w�Ñ�¥�”�ç�Ì�¿
�«�›�¼�æ�b�”�\�q�t�y�™�`�o�X�i�^�M�{

• �Ž
æ�Ý	Â�±�”�Ï�µ�U�¼�¢�ï�`�o�M�”�z�‡�h�x�ž�«�·�µ
Æ�ó�p�K�”	Ô�ù

• �Ž
æ�Ý	Â�M�Ü�›�–�;�`�o
Y	×�t�é�¬� �ï�^�•�s�T�l�h�µ�»�Â�Ÿ�¿�«  �â�”�²  �ž�§�¢�ï�Ä�w	Ô�ù

• 
Ê�ˆ���ˆ�w  Admin �â�”�²  �ž�§�¢�ï�Ä�w	Ô�ù

�‡�h�z User Authentication �›�–�;�b�”�q�z NCM �º�p
Ê�ˆ���ˆ�w�â�”�²�t�0�`�o�Í�w�·�©�á�æ�Â�Ÿ  �Ù�æ
�³�”�›
ƒ���b�”�\�q�‹�p�V�‡�b�{

• �Í�µ�ë�”�Å�w�7	–�Õ�›���[�b�”�{

• �Í�µ�ë�”�Å�w
ó�v
Q�F���›���[�b�”�{

• �é�¬� �ï�¼�æ�U	t���w�s
:�È���`�o�æ

�`�h	Ô�ù�t�z�â�”�²�›�é�¿�«�ž�¢�Ä�b�”�{

User Authentication �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R
�`�z User Authentication �›�«�æ�¿�«�`�‡�b�{ User Authentication �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.97
�w�®User Authentication �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Active Directory �Ý	Â


Ê	ë�p  Microsoft Active Directory �›�–�;�`�o�M�”	Ô�ù�x�z�¬�ç�”�Ó�q�â�”�²�w�†�M�›  NCM �t� �ï�Ù�”
�Ä�p�V�‡�b�{ NCM �x  Active Directory �Ã�”�»�Õ�”�µ�q�w�ž�«�Â�Ÿ�Ò�s�¦	ô�›�¡�Ë�`�z�ž�Ó�æ�­�”�³�ã�ï
�•�w�é�¬� �ï�›�•�D�b�”�â�”�²�q�•�D�`�s�M�â�”�²�t���b�”	Ø�C�›�7	ý�w	Ý�6�t�-�j�‡�b�{

�Ž
æ�â�”�²�Ý	Â�U� �É�”�Ò�ç�w�q�V�t�z�É�¿�Ä�ë�”�«�w�ð�J�t�‘�l�o  Active Directory �±�”�Ì�U�x�a
Æ
�ó�t�s�l�h	Ô�ù�p�‹�z NCM �•�w�é�¬� �ï�U�D�ó�p�b�{ NCM �U�¦���w  Active Directory �±�”�Ì�t
€���p
�V�s�M	Ô�ù�z�Ž
²�t  NCM �t�é�¬� �ï�`�h�\�q�w�K�”�â�”�²�x�z NCM �â�”�²  �Í�µ�ë�”�Å�›�–�;�`�o
NCM �t�é�¬� �ï�b�”�\�q�U�p�V�‡�b�{ NCM �Í�µ�ë�”�Å�w
ƒ���x  My Profile �Ö�”�´�p�æ�M�‡�b�{	Ä�I�t
�m�M�o�x�z P.219 �w�®My Profile �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Active Directory �â�”�²�t  NCM �³�µ�Â�Ü���g	��q�‰�a�â�”�²�Ê�U�Â�“�p�o�’�•�o�M�s�M�\�q�›�¬�Ý�`
�o�X�i�^�M�{�Ã�Ñ�¥�ç�Ä�w�³�µ�Â�Ü���g	��w�â�”�²�Ê�x�® admin�¯�p�b�{�h�i�`�z�!�Ë�x�D�ó�p�b�{�Ã
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�Ñ�¥�ç�Ä�w���g	��q���w  Active Directory �â�”�²�q�w���p�Ê
²�U�•�ù�`�o�M�”�q�z�Ã�Ñ�¥�ç�Ä�w���g	�
�U NCM �t�é�¬� �ï�p�V�s�X�s�”�\�q�U�K�“�‡�b�{

NCM �p�^
R�^�•�h�â�”�²�U  Active Directory �p�_	†�^�•�h	Ô�ù�p�‹�z�f�w�â�”�²�x�×
ü�w  NCM �Í�µ
�ë�”�Å�¢ Active Directory �Í�µ�ë�”�Å�p�x�s�M�£�›�–�;�`�o�z NCM �t�6�S�é�¬� �ï�b�”�\�q�U�p�V�‡�b�{

Active Directory �t�0�b�”�Ž
æ�Ý	Â�w
ƒ���t�m�M�o�x�z P.100 �w�®Active Directory �Ž
æ�Ý	Â�w
ƒ���¯ �›�€
	°�`�o�X�i�^�M�{

SecurID �Ý	Â

RSA SecurID® �¹�æ�á�”�³�ã�ï�x�z
Ê	ë�›�-�¢�b�”�h�Š�t�z�•�D�^�•�h�â�”�²�i�Z�t�É�¿�Ä�ë�”�«  �æ
�¹�”�µ�•�w�ž�«�·�µ�V�U
Ç�)�^�•�”�\�q�›�-	Â�p�V�”�‘�O�t
ƒ�-�^�•�o�M�‡�b�{�°
`�t�z SecurID �x  2
�m�w�Ý	Â�µ�©�”�Ú�p�Ï
R�^�•�z�Ä�”�«�ï�q�ž�t�Í�µ�ë�”�Å /PIN �›
ž�A�q�`�‡�b�{�Ä�”�«�ï�x�z 60 
µ�]
�q�t�!�Ë�^�•�‡�b�{	Ä�I�t�m�M�o�x�z P.492 �w�®SecurID �¹�Ñ�Ä�¢�£�ž  �Ä�”�«�ï�w�å�C�¯ �›�€	°�`�o�X
�i�^�M�{

TACACS+ �Ý	Â

Cisco IOS �¹�Ñ�Ä�¢�£�ž�p�x�z�q�O�z TACACS+ �›���‰
ó
:�w�Ì�”�´�ã�ï�w  Terminal Access Controller
Access Control System�¢ TACACS�£�·�©�á�æ�Â�Ÿ  �Ó�é�Ä�¯�ç�U�±�Ù�”�Ä�^�•�o�M�‡�b�{ TACACS+ �x�z	Ä
�I�s�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›�–�;�`�o�z�Ý	Â�S�‘�|�•�D�Ó�é�·�µ�›	J�È�t���g
M�š�b�”�\�q�U�p�V�‡
�b�{

TACACS+ �±�”�Ì�¢�è	×�x  CiscoSecure ACS�£�›�–�;�`�o�â�”�²�›�Ý	Â�b�”�q�z�Í�w�b�:�U�˜�’�•�‡�b�{

• NCM �â�”�²�U�G�1�b�”
ž�A�w�K�”�â�”�²�Ê�S�‘�|�Í�µ�ë�”�Å�U  1 
Ê�i�Z�p�A�‰�{

• NCM �â�”�²�w���g�›	B�¤�=�p�V�”�{

• TACACS+ �Í�µ�ë�”�Å
M�v�›���o�t�&�;�p�V�”�{

TACACS+ �±�”�Ì�›�–�;�`�o�z�â�”�²�›  NCM �t�0�`�o�Ý	Â�b�”�q�z�Í�w�\�q�U�D�ó�t�s�“�‡�b�{

• TACACS+ �±�”�Ì�›�–�;�`�o�â�”�²  �é�¬� �ï�›�Ý	Â�b�”�¢�m�‡�“�z�â�”�²�U���®�s�â�”�²�Ê�q
�Í�µ�ë�”�Å�w�Ö�ž�›�Ö�—�`�h�\�q�›�¬�Ý�b�”�£�‘�O�t  NCM �›
ƒ���b�”�{

• Telnet/SSH �Ó�é�©�³�w  TACACS+ �Ý	Â�›�±�Ù�”�Ä�b�”�{

• NCM �p�x���â�”�²�t�Ñ�¥�”�ç�Ì�¿�«  �Í�µ�ë�”�Å�›�Â�“�p�o�”�{  

• TACACS+ �â�”�²�›�Ý���`�z TACACS+ �±�”�Ì�U�ž�«�·�µ
Æ�ó�w	Ô�ù�t�v�l�o�â�”�²�w�Ñ�¥�”�ç
�Ì�¿�«  �Í�µ�ë�”�Å�U�–�;�^�•�”�‘�O�t�b�”�¢�h�i�`�z Admin �â�”�²�Ž�Ž�w�â�”�²�U�Á�®�s
TACACS+ �Í�µ�ë�”�Å�›�Ö�—�`�h	Ô�ù�›	†�X�£ �{

• �Ñ�£�”�ç�¦�”�Ì�”�;�w
ó
:�w  TACACS+ �±�”�Ì�›
ƒ���b�”�{

�¢�«�£ TACACS+ �x�z�•�D�•�V�v�t�x�–�;�^�•�‡�d�œ�{�m�‡�“�z TACACS+ �›�p�`�o�â�”�²�›�Ý	Â�b�”
²
�t�z�â�”�²�›  NCM �t	��ˆ�p�å�C�`�z�&
~�s�V�v�›�Â�“�p�o�o�S�X
ž�A�U�K�“�‡�b�{ NCM �p�â�”�²�U
TACACS+ �â�”�²�q�`�o�Ý���^�•�h	Ô�ù�z�\�w�¦���›�_	†�b�”�\�q�x�p�V�‡�d�œ�{
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RADIUS �Ý	Â

RADIUS�¢�æ�Þ�”�Ä�Ý	Â�¼� �à�ç� �ï  �±�”�Ï�µ�£�›�–�;�b�”�q�z�Í�w�\�q�U�D�ó�t�s�“�‡�b�{

• �É�¿�Ä�ë�”�«  �ž�«�·�µ  �±�”�Ì�›  RADIUS �«�å� �ž�ï�Ä�q�`�o�ˆ�^�^�d�”�{ RADIUS �«�å� �ž�ï
�Ä�x�z�¦���^�•�h  RADIUS �±�”�Ì�t	Ø�C�›�I�`�h�™�z�&�^�•�h� �t�t�0�`�o�ˆ�^�`�‡�b�{

• RADIUS �±�”�Ì�p
€���A�{�›	!	ô�`�z�â�”�²�›�Ý	Â�`�o�z
Y�`�M
€���t
ž�A�s�«�å� �ž�ï�Ä
ƒ
��	Ø�C�›�b�‚�o�&�b�{

• RADIUS �±�”�Ì�›�z���w  RADIUS �±�”�Ì�‡�h�x���w�Ý	Â�±�”�Ì�t�0�b�”�Ó�é�©�³  �«�å� �ž�ï�Ä
�q�`�o�ˆ�^�^�d�”�{

�¢�«�£ RADIUS �x�z�•�D�•�V�v�t�x�–�;�^�•�‡�d�œ�{�m�‡�“�z RADIUS �›�p�`�o�â�”�²�›�Ý	Â�b�”
²�t�z
�â�”�²�›  NCM �t	��ˆ�p�å�C�`�z�&
~�s�V�v�›�Â�“�p�o�o�S�X
ž�A�U�K�“�‡�b�{ NCM �p�â�”�²�U
RADIUS �â�”�²�q�`�o�Ý���^�•�h	Ô�ù�z�\�w�¦���›�_	†�b�”�\�q�x�p�V�‡�d�œ�{

TACAC+ �‡�h�x  RADIUS �Ý	Â�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Administrative Settings �›
¬�R�`�z Configuration Mgmt �›�«�æ�¿�«
�`�‡�b�{ Configuration Mgmt �Ö�”�´�U�‰�V�‡�b�{

2. User Authentication �»�Ò�›�«�æ�¿�«�`�‡�b�{ User Authentication �Ö�”�´�U�‰�V�‡�b�{�^�À�U	4�ƒ�`
�h�’�z
ž�c  Save �›�«�æ�¿�«�`�o�X�i�^�M�{

User Authentication �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

User Password Security

Minimum User Password 
Length

�Í�µ�ë�”�Å�t���Š�”���È
:�w�7	–�‹�›�Ö�—�`�‡�b�{�\�w���È
:�t�¬�h�s
�M�Í�µ�ë�”�Å�x�Á�®�q�_�s�^�•�‡�b�{

User Password Must 
Contain Upper and Lower 
Case

�¦�ï�w	Ô�ù�z�â�”�²�x�G���È�q	–���È�w�†�M�w�ó�È�›���‰�Í�µ�ë�”�Å�›

¬�R�b�”
ž�A�U�K�“�‡�b�{

Additional User Password 
Restriction

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• No additional restrictions�¢�Ã�Ñ�¥�ç�Ä�£

• Must contain at least one non-alphabetic digit or special character

• Must contain both at least one digit and at least one special character

Maximum Consecutive 
Login Failures

�â�”�²�Ý	Â�t�È���`�o�æ

�p�V�”�s
:�w�7�G�‹�›�Ö�—�`�‡�b�{�\�w�s
:
�›�Ò�Q�”�q�z�â�”�²�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{�‹�U  0�¢�¸�é�£�w	Ô�ù�z
�\�w�¬�Ý�x�µ�©�¿�Ó�^�•�‡�b�¢ �« �•�\�w
ƒ���U�&�;�^�•�”�w�x�z
Ê�ˆ��
�ˆ�w�â�”�²�Ý	Â�i�Z�p�z�Ž
æ�Ý	Â�M�Ü�t�x�&�;�^�•�‡�d�œ�£ �{
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External Authentication Type

External Authentication 
Type

�–�;�b�”�Ž
æ�Ý	Â�w�»� �Ó�›
¬�R�`�‡�b�{�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U
�K�“�‡�b�{

• None (Local Auth)

• Server Automation System

• TACACS+

• RADIUS

• SecurID

• Active Directory

TACACS+ �‡�h�x  RADIUS �›
¬�R�`�h	Ô�ù�x�z�<�w�·�«�³�ã�ï�p	Ä�I�›

ƒ���p�V�‡�b�{ Active Directory �›
¬�R�`�h	Ô�ù�x�z Active Directory Setup
�æ�ï�«�›�«�æ�¿�«�`�‡�b�{	Ä�I�t�m�M�o�x�z P.100 �w�®Active Directory
�Ž
æ�Ý	Â�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{ SecurID �t�x�z�å�C�w�Ž
æ�Ý	Â
�¦�Ó�³�ã�ï�x�K�“�‡�d�œ�{  

TACACS+ / RADIUS Authentication

Primary TACACS+ or 
RADIUS Server

�Ó�å� �Ú�æ  TACACS+ �‡�h�x  RADIUS �±�”�Ì�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å
�è�µ�›�Ö�—�`�‡�b�{

Secondary TACACS+ or 
RADIUS Server

�·�§�ï�¼�æ  TACACS+ �‡�h�x  RADIUS �±�”�Ì�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å
�è�µ�›�Ö�—�`�‡�b�{�\�w�Ñ�Ÿ�”�ç�Å�x�¦�Ó�³�ã�ï�p�b�{

TACACS+ or RADIUS 
Secret

TACACS+ �‡�h�x  RADIUS �±�”�Ì�t
ƒ���^�•�o�M�”  NCM �×�µ�Ä�w�ž��

•�µ�›�Ö�—�`�‡�b�{ TACACS+ �‡�h�x  RADIUS �ž��
•�µ�x�z TACACS+
�‡�h�x  RADIUS �«�å� �ž�ï�Ä �¢ NCM�£�U TACACS+ �‡�h�x  RADIUS �±�”
�Ì�q�w�è	ô�›�‰�ø�=�b�”�q�V�t�–�;�b�”�d�¢�Í�µ�ë�”�Å�£�p�b�{�±�”�Ì
�p�è	ô�›
î�ø�=�b�”�t�x�z�«�å� �ž�ï�Ä�q�±�”�Ì���p�ž��
•�µ�U�°�•�b
�”
ž�A�U�K�“�‡�b�{

TACACS+ or RADIUS 
Authentication Method

NCM �q  TACACS+ �‡�h�x  RADIUS �±�”�Ì���w�è	ô�›�‰�ø�=�b�”�q�V�t
�–�;�b�”�Ý	Â�M�Ü�q�`�o�z�Í�w�M�c�•�T�›
¬�R�`�‡�b�{

• PAD (Password Authentication Protocol)

• CHAP (Challenge Handshake Authentication Protocol)

• MSCHAP (Microsoft Challenge Handshake Authentication Protocol)

Server Automation System Authentication

Twist Server Twist �±�”�Ì�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

Twist Port Number Twist �±�”�Ì�t
€���b�”  Twist �Ù�”�Ä
j�ø�¢�è	×�x  1032�£�›�Ö�—�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Twist Username 
€���A�ˆ�±�”�Ì�›�U�g�b�”�q�V�t�–�;�b�”  Twist �â�”�²�Ê�›�Ö�—�`�‡
�b�{

Twist Password 
€���A�ˆ�±�”�Ì�›�U�g�b�”�q�V�t�–�;�b�”  Twist �Í�µ�ë�”�Å�›�Ö�—�`�‡
�b�{

OCC Server 
€���A�ˆ�±�”�Ì�q�æ�ï�«�b�”  OCC �±�”�Ì�w�×�µ�Ä�Ê�›�Ö�—�`�‡�b�{�\
�w
â�^�t�‘�“�z NCM Server �Ö�”�´�T�’  OCC Server �Ö�”�´�t�´�ß�ï�Ó�p
�V�”�‘�O�t�s�“�‡�b�{ 	Ä�I�t�m�M�o�x�z P.198 �w�®Servers �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Default User Group �Ý	Â�â�”�²�› �å�C�b�”�â�”�²  �¬�ç�”�Ó�w�Ê
²�›�Å�é�¿�Ó�¼�¢�ï  �Ý
�Ç�á�”�T�’
¬�R�`�‡�b�{  

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Active Directory �Ž
æ�Ý	Â�w
ƒ��
Active Directory �Ž
æ�Ý	Â�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Administrative Settings �›
¬�R�`�z User Authentication �›�«�æ�¿�«
�`�‡�b�{ Administrative Settings - User Authentication �Ö�”�´�U�‰�V�‡�b�{

2. External Authentication Type �Ñ�Ÿ�”�ç�Å�‡�p�µ�«�é�”�ç  �¼�¢�ï�`�‡�b�{

3. External Authentication Type �Ñ�Ÿ�”�ç�Å�p�z Active Directory �›
¬�R�`�z Save �›�«�æ�¿�«�`�‡�b�{

4. Active Directory Setup �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ Active Directory Setup Wizard �U�‰�V�‡�b�{�Ž
²
�t  Active Directory �Ý	Â�›
ƒ���`�o�M�•�y�z�Í�w	Ø�C�U
¯�Ô�^�•�‡�b�{

• Active Directory �Ý	Â�w�µ�Â�”�»�µ

• Active Directory �Ý	Â�±�”�Ì  �×�µ�Ä

• �Ù�”�Ä
j�ø

• 
€���â�”�²�w�Ê
²

• 
€���â�”�²�w�Í�µ�ë�”�Å

• �U�g�Õ�”�µ

• �·�©�á�ž
€���›�–�;�`�o�M�”�T�r�O�T

�Í�w
¯�t	H�l�o�z
ƒ���Ó�é�·�µ�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó �ž�«�³�ã�ï

1 Welcome to the Active Directory Setup Wizard �Ö�”�´�p�z Next �›�«�æ�¿�«�`�‡�b�{�Í�w	Ø�C�›
�Ö�—�`�z Next �›�«�æ�¿�«�`�‡�b�{

• Server Name�• Active Directory �±�”�Ì�w�×�µ�Ä�Ê�¢�m�‡�“�z AD/ �Å�Ý� �ï  �¯�ï�Ä�é�”�å�w
�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�£�›�Ö�—�`�‡�b�{

• Port�• LDAP �A�{�w�Ù�”�Ä
j�ø�›�Ö�—�`�‡�b�{ Windows 2000 AD �Å�Ý� �ï  �¯�ï�Ä�é�”�å�x
�b�‚�o�z LDAP �A�{�›�Ù�”�Ä  389 �p	!	ô�b�”�\�q�t�y�™�`�o�X�i�^�M�{�o�°�w�Å�Ý� �ï
ƒ
���p�x�z�Ù�”�Ä  389 �‡�h�x�Ù�”�Ä  636�¢ SSL �›�–�;�b�”	Ô�ù�£�›�–�;�`�‡�b�{�h�i�`�z�Ú
�ç�½�Å�Ý� �ï  AD ���¥�p�x�z�Ù�”�Ä  3268 �‡�h�x�Ù�”�Ä  3269�¢ SSL �›�–�;�b�”	Ô�ù�£�›�–
�;�b�”
ž�A�U�K�“�‡�b�{

• Connection Type�• Regular Connection�¢�Ã�Ñ�¥�ç�Ä�£�‡�h�x  Secure Connection (SSL) �›
¬�R
�`�‡�b�{�Ã�Ÿ�è�«�Ä�æ  �±�”�Ì�t
€���b�”�q�V�x�z
ž�c  Secure Connection �›
¬�R�`�o�X�i
�^�M�¢ �« �•�\�w�¦�Ó�³�ã�ï�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�Ã�Ÿ�è�«�Ä�æ  �±�”�Ì�‡�h�x�Å�Ý� 
�ï  �¯�ï�Ä�é�”�å  �±�”�Ì�w	Â�Ì	{�U�Ý���A�ˆ  CA �t�‘�l�o	z�Ê�^�•�o�M�s�M�q�V�x�z NCM
�U�ˆ �^ � ` �o�M�” �±�”� Ì � t 	Â� Ì 	 { � › 	 � � ˆ �p�   � ï �Ù�”�Ä�b�” 
ž�A�U�K�“�‡�b�£�{ Active
Directory �w SSL 
ƒ���w	Ä�I�t�m�M�o�x�z P.101 �w�® Active Directory �w SSL 
ƒ���¯ �›�€	°�`
�o�X�i�^�M�{
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Active Directory �w SSL 
ƒ��

Active Directory �w SSL �›
ƒ���b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. Windows 2000 �‡�h�x  Windows 2003 Server �t�¤�ï�»�”�Ó�å� �¶	Â�Ì�;���›� �ï�µ�Ä�”�ç�`�‡�b�{
�Ñ�¥�è�µ�Ä�º�w�Å�Ý� �ï  �¯�ï�Ä�é�”�å�U�b�‚�o�×�ˆ�$�t�J�å�^�•�z�&
~�s	Â�Ì	{�U� �ï�µ�Ä�”
�ç�^�•�‡�b�{

2. Group Policy Editor �›�–�;�`�o  Default Domain Controller Policy �›�‰�V�‡�b�{

3. Computer Configuration �w�<�p�z Windows Settings �›�«�æ�¿�«�`�‡�b�{

4. Security Settings �›�«�æ�¿�«�`�z Public Key Policies �›�«�æ�¿�«�`�‡�b�{

5. Automatic Certificate Request Settings �›�«�æ�¿�«�`�‡�b�{

6. �¢�Ÿ�²�”�Å�›�–�;�`�o�Å�Ý� �ï  �¯�ï�Ä�é�”�å�;�w�Ù�æ�³�”�›�å�C�`�‡�b�{

	Ä�I�t�m�M�o�x�z Microsoft �±�Ù�”�Ä�U	[	Ø�C�w�G�Ä  Q247078 �›�€	°�`�o�X�i�^�M�{

2 �Í�w	Ø�C�›�Ö�—�`�z Next �›�«�æ�¿�«�`�‡�b�{

• Connection User Name�•
€���â�”�²�w�Ê
²�›�Ö�—�`�‡�b�{ AD �±�”�Ì�t�0�`�o�â�”�²	Ø�C�›
�«�¤�æ�”�b�”�t�x�z�Å�Ý� �ï  �â�”�²  �ž�§�¢�ï�Ä�¢ DN�£�›�–�;�`�o  NCM �›  AD �±�”�Ì�t
�Ì� �ï�Å�b�”
ž�A�U�K�”�\�q�t�y�™�`�o�X�i�^�M�{ DN �x�z Windows 2000 LDAP ���Ü�‡�h
�x  Windows 2000 User Principal Name�¢ UPN; �â�”�²  �Ó�æ�ï�³�Í�ç�Ê�£ ���Ü�w�r�j�’�T�p�b�{
Windows 2000 UPN ���Ü�x�z Active Directory �À�æ�”�p  DN �›�°�™�t�Ý���b�”���(�s
¯�G�O
�p�b�{ UPN �t�x�z�â�”�²  �ž�§�¢�ï�Ä�q�f�•�t�0� �b�”�Å�Ý� �ï�w�†�M�U���‡�•�‡�b�{
Windows 2000 UPN DN �w�«�t�x�z jsmith@cisco.com �U�K�“�‡�b�{  

• Connection User Password�•
€���â�”�²�w�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{

• Search Base�•�U�g�Õ�”�µ�›�Ö�—�`�‡�b�{�U�g�Õ�”�µ�x�z LDAP �U�g�›�æ�O	Ô�ù�w  LDAP
�Ã�Ÿ�è�«�Ä�æ�º�w�‰�•�:�p�b�{�p�V�”�i�Z�z�U�g�Õ�”�µ�x�z AD �Ñ�¥�è�µ�Ä
¶�.�w�ç�”�Ä
�Å�Ý� �ï�t
ƒ���`�o�X�i�^�M�{�\�w�‘�O�t
ƒ���b�”�q�z NCM �U Windows 2000 AD �Ñ�¥�è
�µ�Ä
¶�.�›�«�¤�æ�”�p�V�”�‘�O�t�s�“�‡�b�{�U�g�Õ�”�µ�›�›���w  OU �è�Õ�ç�t
ƒ���b�”
�q�z�«�¤�æ�”�0	Å�x�z�f�w�›���w  OU �w� �¦�Ò�´�£�«�Ä�t�v���^�•�‡�b�{�‰�7�t�z�U�g
�Õ�”�µ�›�›���w�Å�Ý� �ï  �è�Õ�ç�t
ƒ���b�”�q�z�«�¤�æ�”�0	Å�x�z�f�w�›���w�Å�Ý� �ï�w
� �¦�Ò�´�£�«�Ä�t�v���^�•�‡�b�{�\�w�h�Š�z�U�g�Õ�”�µ�x�p�V�”�i�Z
Z�;�t�b�”
ž�A�U�K
�“�‡�b�{

3 NCM �t�ž�«�·�µ�p�V�”�·�©�á�æ�Â�Ÿ  �¬�ç�”�Ó�›�¦���`�‡�b�{ Find �¦�Ó�³�ã�ï�›�–�;�`�o
Active Directory �º�w�â�”�²  �¬�ç�”�Ó�›�U�g�`�z Next �›�«�æ�¿�«�`�‡�b�{

4 �Ž
æ�Ý	Â�w
ƒ���›�¬�Ý�`�‡�b�{�¬�Ý�b�”�t�x�z�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�`�z Test Login
�Ø�»�ï�›�«�æ�¿�«�`�‡�b�{
ž�c�z Save �Ø�»�ï�›�«�æ�¿�«�`�o
ƒ��	Ø�C�›�-���`�o�X�i�^�M�{
�¤�å�”�U�s�Z�•�y�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�z External Authentication Setup Summary �Ö�”
�´�U�Ë	ý�^�•�‡�b�{

Successfully updated External Authentication settings.

�µ�Â�¿�Ó �ž�«�³�ã�ï
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	Â�Ì	{�›� �ï�Ù�”�Ä�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. Certificate Authority ���g�¯�ï�¹�”�ç�¢�è	×�x  Active Directory �±�”�Ì	Í�t�K�”�£�›�I�ˆ�`�‡�b�{�I
�ˆ�b�”�t�x�z Start �à  Programs �à  Administrative Tools �à  Certification Authority �w	q�t�«�æ�¿�«�`
�‡�b�{

2. Certificate Authority Local �w�<�p�z�–�;�b�”�Å�Ý� �ï  �¯�ï�Ä�é�”�å�w	Â�Ì	{�›
C�æ�b�”�Ý	Â�Á�›
�U�g�`�‡�b�{

3. �f�w�Ý	Â�Á�›�È�«�æ�¿�«�`�z Properties �›
¬�R�`�‡�b�{

4. General �»�Ò�p�z View Certificate �›�«�æ�¿�«�`�‡�b�{

5. Details �»�Ò�›
¬�R�`�z Copy to file �›
¬�R�`�‡�b�{

6. �¢�Ÿ�²�”�Å�›�–�;�`�o�z	Â�Ì	{�›  Base64 Encoded �Ñ�•� �ç�t�¤�«�µ�Ù�”�Ä�`�‡�b�{

7. �\�w�Ñ�•� �ç�›  NCM �±�”�Ì�t�¯�Ð�”�`�‡�b�{

8. Windows �¯�Ú�ï�Å  �Ó�é�ï�Ó�Ä�p�z�Í�w	Ô	t�t� �ˆ�`�‡�b�{
< � �ï�µ�Ä�”�ç  �Ã�Ÿ�è�«�Ä�æ >_Root\jre\bin

9. keytool -import -file PATH_TO_THE_CERT_FILE -alias ADSCert -keystore ..\lib\security\cacert �q�Ö�—
�`�‡�b�{

PATH_TO_THE_CERT_FILE �w
æ
ü�x�z�µ�Â�¿�Ó  7 �p�^
R�`�h�Ñ�•� �ç�w
ˆ�0�Í�µ�t�”�V�õ�Q�o
�X�i�^�M�{
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Server Monitoring
Server Monitoring �›�–�;�b�”�q�z NCM �±�”�Ì
¶�.�w	Ý�¯�›�¬�Ý�p�V�‡�b�{�¤�å�”�U�U	Z�^�•�h	Ô�ù�x�z
�ž�å�”�Ä�è�Œ�q� �Õ�ï�Ä  �é�ª�ï�¬�U�Ä�æ�¨�”�^�•�‡�b�{�±�”�Ì  �Þ�Ç�»�x�b�‚�o�z NCM �t�K�’�T�a�Š
�‰���^�•�o�M�‡�b�{

�Þ�Ç�»�U�¤�å�”�›	!	ô�`�h	Ô�ù�x�z NCM Monitor Error � �Õ�ï�Ä�U�Ä�æ�¨�”�^�•�z�¤�å�”�è�Œ�U�³�µ�Â
�Ü���g	��t
ù	ô�^�•�‡�b�{�f�w�Þ�Ç�»�›�™�p�¬�Ý�`�h�q�V�t�¾�V���V�¤�å�”	Ý�6�t�K�l�o�‹�z Monitor
Error � �Õ�ï�Ä�w
ù	ô�x���æ�^�•�s�M�\�q�t�y�™�`�o�X�i�^�M�{�Þ�Ç�»�U�¤�å�”	Ý�6�t�s�“�z�A�L�q�`
�o� �Õ�ï�Ä�U�Ä�æ�¨�”�^�•�h�q�V�x�z	Ý�6�U  okay �t�!�Ë�^�•�h	Ô�ù�t�v�“�z Monitor Okay � �Õ�ï�Ä�U

ù	ô�^�•�‡�b�{

�¢�«�£ �³�µ�Â�Ü�›�6�I�ˆ�`�h	Ô�ù�z�¾�V���V�¤�å�”	Ý�6�t�s�l�h�q�V�x�z	ý�`�M  Monitor Error � �Õ�ï�Ä
�U�Ä�æ�¨�”�^�•�‡�b�{�Ã�Ì� �µ�U�ž�«�·�µ
Æ�ó�w	Ô�ù�x�z�f�w�Ä�î�U���g	��t�?� �Ý�”�ç�p
ù	ô�^�•
�‡�b�{

Server Monitoring �Ö�”�´�p�x�z�±�”�Ì  �Þ�Ç�»�›
ƒ���p�V�‡�b�{�‡�h�z�b�‚�o�‡�h�x�›���w�±�”�Ì  �Þ�Ç
�»�›� �É�”�Ò�ç�t�b�”�¦�Ó�³�ã�ï�›�–�;�p�V�‡�b�{�7	ý�w�Þ�Ç�»�ˆ�^�w�A�L�x�z Monitor �é�¬  �Ñ�•� �ç
�t�¨�ò�^�•�‡�b�{�‡�h�z�\�w�A�L�x  System Status �Ö�”�´�p
¯�Ô�p�V�‡�b�{ System Status �Ö�”�´�t�m�M
�o�x�z P.103 �w�®Server Monitoring �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �Þ�Ç�»�æ�ï�¬  �»�µ�«�w
ƒ���›�!�Ë�b�”�V�v�›�Ë�l�o�M�”�w�x�z���g	��i�Z�p�b�{�b�‚�o�w�â�”�²
�x�z�Þ�Ç�»�æ�ï�¬�A�L�›
¯�Ô�p�V�‡�b�{

Server Monitoring �Ö�”�´�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p  Administrative Settings �›
¬�R
�`�z Server Monitoring �›�«�æ�¿�«�`�‡�b�{ Server Monitoring �Ö�”�´�U�‰�V�‡�b�{

Server Monitoring �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Server Monitoring

Enable Server Monitoring �¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�z Server Monitoring �U� �É�”�Ò�ç�t�s�“�‡
�b�{ NCM �¤�å�”�U
C
\�`�h	Ô�ù�x�z�?� �Ý�”�ç�è�Œ�U
\
R�^�•�‡�b�{
�7	ý�w�A�L�x�z Monitor �é�¬  �Ñ�•� �ç�t�¨�ò�^�•�‡�b�{�‡�h�z�\�w�A
�L�x  System Status �Ö�”�´�p
¯�Ô�p�V�‡�b�{

Delay on Startup Before 
Starting Monitoring

Server Monitoring �›�I�ˆ�`�o�T�’�‰�•�b�”�‡�p�w�—���Ì���›
ü�o�•�p
�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  2 
ü�p�b�{

Delay Between Monitoring 
Runs

�Þ�Ç�»�æ�ï�¬�ˆ�^�w���´�›
ü�o�•�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  360 
ü
�p�b�{
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Enable the ConfigMonitor �¦�ï�w	Ô�ù�z Config �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
� �ï�µ�Ä�”�ç�^�•�o�M�”  .rcx �Ñ�•� �ç�•�f�w���w
ƒ���Ñ�•� �ç�U
Y
	×�p�K�”�\�q�›�¬�Ý�`�‡�b�{�\�w�Þ�Ç�»�p�x�z�7	s�t� �ï�µ�Ä�”�ç�^
�•�h  .rcx �Ñ�•� �ç�w�Ì�¿�«�ž�¿�Ó�U�^
R�^�•�z
Y	×�t� �ï�µ�Ä�”�ç�^
�•�h�7	ý�w  .rcx �Ñ�•� �ç�w�Ì�¿�«�ž�¿�Ó�U�-�Ë�^�•�‡�b�{

Enable the 
DatabaseDataMonitor

�¦�ï�w	Ô�ù�z Database Data �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç
�»�x�z 	O�A�s�³�µ�Â�Ü  �¯�ï�Ù�”�É�ï�Ä�U�b�‚�o�Ã�”�»�Õ�”�µ�º�t���O
�b�”�\�q�›�¬�Ý�`�‡�b�{�h�q�Q�y�z admin �â�”�²�U���O�b�”�\�q�z�‰
�ø�d�U  1 �m�i�Z���O�b�”�\�q�z�S�‘�|�°�Ì���­�‡�h�x�-�y	Ý�6�t�s�l
�o�M�”� �ï�Õ�ï�Ä�æ  �µ�Æ�¿�Ó�³�ã�¿�Ä  �»�µ�«�U  1 �m���O�b�”�\�q�s
�r�›�¬�Ý�`�‡�b�{�\�w�Þ�Ç�»�p�x�z�‰�ø�d�q���g	��w�?� �Ý�”�ç  �ž�Å
�è�µ�w�Ì�¿�«�ž�¿�Ó �¢�Ã�”�»�Õ�”�µ  �±�”�Ì�U�¼�¢�ï�`�h	Ô�ù�t�–�;�^
�•�”�£�U�^
R�^�•�‡�b�{

Enable the DatabaseMonitor �¦�ï�w	Ô�ù�z Database �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{ �\�w�Þ�Ç�»�x�z
�Ã�”�»�Õ�”�µ�w
€��
Q�t�m�M�o�¬�Ý�`�‡�b�{�h�q�Q�y�z�Á�®�s�«�è�Ã
�ï�³�ß�ç�U���O�`�s�M�T�r�O�T�z�‡�h�x
€���U�a���t�s�l�o�M�s�M�T
�r�O�T�s�r�›�¬�Ý�`�‡�b�{

Enable the DiskMonitor �¦�ï�w	Ô�ù�z Disk �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{ �\�w�Þ�Ç�»�x�z �Ã�Ÿ
�µ�«  �µ�Ö�”�µ�w
Æ�
	Ý�¯�t�m�M�o�¬�Ý�`�‡�b�{  

Enable the HTTPMonitor �¦�ï�w	Ô�ù�z HTTP �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
NCM Web �±�”�Ì�U
Y	×�t�ˆ�^�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{

Enable the LDAPMonitor �¦�ï�w	Ô�ù�z LDAP �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
Active Directory �±�”�Ì�U�–�;�D�ó�p�K�”�\�q�›�¬�Ý�`�‡�b�{

Enable the LicenseMonitor �¦�ï�w	Ô�ù�z LicenseMonitor �U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
�–�;�D�ó�s�å� �·�ï�µ�U���g�0	Å�Ã�Ì� �µ�w�Í�”�·�ï�Â�”�´�›�<
�s�l�o�M�”�T�r�O�T�q�M�O�\�q�•�z�Í�t�¬�ƒ�b�”�å� �·�ï�µ�w���®�8
�v�U�¦���w�Ô
:�›
~�l�h�T�r�O�T�q�M�O�\�q�›�¬�Ý�`�‡�b�{	Ä�I�t�m
�M�o�x�z �<�w�®Monitor Configuration� �̄·�«�³�ã�ï�›�€	°�`�o�X�i�^�M�{

Enable the MemoryMonitor �¦�ï�w	Ô�ù�z Memory �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
�Ý�Þ�æ�w
Æ�
	Ý�¯�t�m�M�o�¬�Ý�`�‡�b�{

Enable the RMIMonitor �¦�ï�w	Ô�ù�z RMI �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
NCM EJB �•�w  RMI �ž�«�·�µ�U�ˆ�^�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{ �‡�h�z
���w  EJB �¯�ï�Â�Æ�¢ Java �ž�Ó�æ�­�”�³�ã�ï  �±�”�Ì�£�U  RMI �Ù�”�Ä�›

Ž���`�o�M�s�M�\�q�‹�¬�Ý�`�‡�b�{

Enable the 
RunExternalTaskMonitor

�¦�ï�w	Ô�ù�z Run External Task �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w
�Þ�Ç�»�x�z NCM �±�”�Ì�U�Ž
æ�w  .bat �‡�h�x  .sh �Ñ�•� �ç�›�î�æ�p�V�”
�\�q�›�¬�Ý�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Enable the SMTPMonitor �¦�ï�w	Ô�ù�z SMTP �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z

ƒ���^�•�h�Ý�”�ç  �±�”�Ì	Í�w�Ù�”�Ä  25 �t�0�b�”  Telnet 
€���›�¬�q
�`�z SMTP QUIT �¯�Ú�ï�Å�›
ù	ô�`�o�z�&
~�s  221 � �t�¯�”�Å�U�&�^
�•�”�‡�p�4�;�`�‡�b�{

Enable the SSHMonitor �¦�ï�w	Ô�ù�z SSH �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
NCM �t
Ê�ˆ���‡�•�o�M�”  SSH �±�”�Ì�•�w
€���›�Â�µ�Ä�`�‡�b�{  

Enable the SyslogMonitor �¦�ï�w	Ô�ù�z Syslog �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
NCM �t  Syslog �Ý�¿�·�”�´�›
ù	ô�`�z�Ý�¿�·�”�´�U  NCM Management
Engine �t�‘�l�o	!	ô�^�•�h�\�q�›�¬�Ý�`�‡�b�{

Enable the TelnetMonitor �¦�ï�w	Ô�ù�z Telnet �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z
NCM �t
Ê�ˆ���‡�•�o�M�”  Telnet �±�”�Ì�U
Y	×�t�ˆ�^�`�o�M�”�\�q�›
�¬�Ý�`�‡�b�{

Enable the TFTPMonitor �¦�ï�w	Ô�ù�z TFTP �Þ�Ç�»�U� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Þ�Ç�»�x�z�»
� �Ü�µ�»�ï�Ó�›���‰�Ñ�•� �ç�›�é�”�§�ç  �Ú�³�ï�t  TFTP 
ù	ô�`�z�Ñ�•
� �ç  �³�µ�Â�Ü�›�Ð�‚�o�z �Ñ�•� �ç�U
Y�`�X	{�V���‡�•�h�\�q�›�¬�Ý�`
�‡�b�{  

Monitor Configuration

Check the Inventory Snapshot 
in the DatabaseDataMonitor

�¦�ï�w	Ô�ù�z Database Data �Þ�Ç�»�p� �ï�Õ�ï�Ä�æ  �µ�Æ�¿�Ó�³�ã�¿�Ä�U
�¬�Ý�^�•�‡�b�{

Warning Threshold for Free 
Disk Space

�í�V�Ã�Ÿ�µ�«  �µ�Ö�”�µ�w�/���Ý�¿�·�”�´�›�Ä�æ�¨�”�b�”�`�V�M�‹�›
�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  20 MB �p�b�{

Error Threshold for Free Disk 
Space

�í�V�Ã�Ÿ�µ�«  �µ�Ö�”�µ�w�¤�å�”  �Ý�¿�·�”�´�›�Ä�æ�¨�”�b�”�`�V�M�‹
�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  10 MB �p�b�{

Drives To Monitor for Disk 
Space

�È���w�Ø�¿�«�µ�t�Å�å� �Ò�›�Ö�—�`�z Add Drive << �›�«�æ�¿�«�`�‡�b�{
�Å�å� �Ò�›�_	†�b�”�t�x�z �(���w�Ø�¿�«�µ�p�Å�å� �Ò�›
¬�R�`�z Delete
Drive �›�«�æ�¿�«�`�‡�b�{

Warning Threshold for 
Managed Devices Count

�å� �·�ï�µ
¶�.�w�Í�”�·�ï�Â�”�´�›�Ö�—�`�‡�b�{�–�;�D�ó�s�å� �·�ï
�µ�U�\�w�Í�”�·�ï�Â�”�´�›�<�s�l�h	Ô�ù�x�z�/���U
C�æ�^�•�‡�b�{�Ã
�Ì� �µ
:�w�`�V�M�‹�x�z�Ã�Ñ�¥�ç�Ä�p  10% �t
ƒ���^�•�o�M�‡�b�{

Warning Threshold for 
License Expiration

�Ô
:�›�Ö�—�`�‡�b�{�Í�t�¬�ƒ�b�”�å� �·�ï�µ�w���®�8�v�U�¦���w�Ô
:
�›
~�l�h	Ô�ù�x�z�/���U
C�æ�^�•�‡�b�{���®�8�v�w�`�V�M�‹�x�z�Ã
�Ñ�¥�ç�Ä�p  30 �Ô�t
ƒ���^�•�o�M�‡�b�{

Warning Threshold for Free 
RAM

Free RAM �/���Ý�¿�·�”�´�›�Ä�æ�¨�”�b�”�`�V�M�‹�›�Ö�—�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�x  20 MB �p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Save �›�«�æ�¿�«�`�o�z�!�Ë�›�-���`�o�X�i�^�M�{

Error Threshold for Free 
RAM

Free RAM �¤�å�”  �Ý�¿�·�”�´�›�Ä�æ�¨�”�b�”�`�V�M�‹�›�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�x  10 MB �p�b�{

Delay for SSH Thread Check SSH �µ�è�¿�Å  �½�£�¿�«�w�—���Ì���›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  15000
�Û�æ
µ�p�b�{

Delay for TFTP File Check TFTP �Ñ�•� �ç  �½�£�¿�«�w�—���Ì���›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  5000
�Û�æ
µ�p�b�{

Delay for Syslog message to 
show up

Syslog �Ý�¿�·�”�´�›
¯�Ô�b�”�M�w�—���Ì���›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä
�x  45000 �Û�æ
µ�p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�Þ�Ç�»�A�L�w
¯�Ô
System Status �Ö�”�´�t�x�z�7	ý�w�Þ�Ç�»�ˆ�^�w�A�L�U
¯�Ô�^�•�‡�b�{ System Status �Ö�”�´�›
¯�Ô�b�”�t
�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z System Status �›�«�æ�¿�«�`�‡�b�{ System Status �Ö�”�´�U�‰�V�‡�b�{

System Status �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Run All �æ�ï�« �°�a
¯�Ô�^�•�o�M�”�Þ�Ç�»�›�b�‚�o�î�æ�`�‡�b�{

Configure Server Monitoring 
�æ�ï�«

Configuration Management �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.54 �w
�®Configuration Mgmt �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{  

Monitor Name �Þ�Ç�»�Ê�U
¯�Ô�^�•�‡�b�{�¤�Þ�Ç�»�x�z�Þ�Ç�»�æ�ï�¬�¤�w�±�Ò�³�µ�Â
�Ü�t���b�”�^�‡�_�‡�s�Ý�¿�·�”�´�›�&�`�‡�b�{ P.108 �w�®�Þ�Ç�»�w�Ý�¿
�·�”�´�¯ �›�€	°�`�o�X�i�^�M�{

Status �Í�w�‘�O�s�z�Þ�Ç�»�w�µ�Â�”�»�µ�U
¯�Ô�^�•�‡�b�{

• Okay

• Warning

• Error

• Disabled

Last Checked �Þ�Ç�»�U�7�™�t�î�æ�^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Result �A�L�t���b�”	Ø�C�U
¯�Ô�^�•�‡�b�{

Actions �Í�w�¦�Ó�³�ã�ï�›
¬�R�p�V�‡�b�{

• Run Now�•�Þ�Ç�»�›�h�i�j�t�î�æ�`�‡�b�{

• View Details�• Monitor Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Þ
�Ç�»�t���b�”	Ä�I�q�`�o�z�Þ�Ç�»�w
†�Ì�z�µ�Â�”�»�µ�z�A�L�z�å�C
�w

�…	Ø�C�s�r�›
¯�Ô�p�V�‡�b�{  

• Start/Stop Service�• Start/Stop Services �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M
�o�x�z P.113 �w�®�±�”�Ï�µ�w�‰�•�q���­�¯ �›�€	°�`�o�X�i�^�M�{
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�Þ�Ç�»�w�Ý�¿�·�”�´

�¤�Þ�Ç�»�x�z�Þ�Ç�»�æ�ï�¬�¤�w�±�Ò�³�µ�Â�Ü�t���b�”�^�‡�_�‡�s�Ý�¿�·�”�´�›�&�`�‡�b�{�\�w�ò�p�x�z
�\�w�‘�O�s�Ý�¿�·�”�´�w�°
æ�›�Ô�`�z�ß�Q�’�•�”�0� �f�t�m�M�o
†�Ì�`�‡�b�{

�Þ�Ç�» 
†�Ì / �r�>�f

BaseServerMonitor < �µ�è�¿�Å�Ê > is not running.�• NCM �w
Y	×�ˆ�^�t
ž�A�s�µ�è�¿�Å�U�z�?
�’�T�w�g���p�æ

�`�‡�`�h�{ NCM Management Engine �›�6�I�ˆ�`�‡�b�{

ConfigMonitor • Missing file < �Ñ�•� �ç�Ê >.rcx�• NCM �w
ž
"
ƒ���Ñ�•� �ç�w�M�c�•�T
�U�=�X�`�o�M�‡�b�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{  

• Error getting required config from <�Ñ�•� �ç�Ê >.rcx�• NCM �w
ƒ���Ñ�•
� �ç�w�M�c�•�T�U
����`�o�M�‡�b�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i
�^�M�{

• Exception parsing rcx file: <�Ñ�•� �ç�Ê >�• NCM �w
ƒ���Ñ�•� �ç�w�M�c
�•�T�U
����`�o�M�‡�b�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{  

DatabaseMonitor on 
MySQL

• Cannot connect to the MySQL server on <�±�”�Ì�Ê >:3306.�• NCM �U
€��
�›�¼�æ�`�o�M�”	Ô	t�t�z �ˆ�^�¤�w  MySQL �±�”�Ì�U�K�“�‡�d�œ�{ MySQL
�±�”�Ï�µ�›�6�I�ˆ�b�”�T�z�‡�h�x  NCM 
€��	Ø�C�U
Y�`�M�\�q�›�¬�Ý
�`�‡�b�{

• Communication link failure: java.io.IOException�• MySQL �±�”�Ì�•�w
€��
�U�æ�˜�•�‡�`�h�{ NCM Management Engine �‡�h�x  MySQL �±�”�Ï�µ�›
�6�I�ˆ�`�‡�b�{

• Access denied for user: <�â�”�²�Ê > to database <�Ã�”�»�Õ�”�µ�Ê >�• NCM
�U
€���›�¼�æ�`�o�M�”�Ã�”�»�Õ�”�µ�t�¡�“�U�K�”�T�z�‡�h�x�7���w
�Ã�”�»�Õ�”�µ�t�0�b�”�V�v�t�ð�J�U�K�“�‡�b�{ NCM 
€��	Ø�C�U
Y�`�M
�T�r�O�T�›�¬�Ý�`�‡�b�{  

• Invalid authorization specification: Access denied for user: <�â�”�²�Ê >
(Using password: YES)�• NCM �U
€���w�¼�æ�t�–�;�`�o�M�”�â�”�²�Ê�‡
�h�x�Í�µ�ë�”�Å�t�¡�“�U�K�“�‡�b�{ NCM �Ã�”�»�Õ�”�µ�w�â�”�²�Ê�q�Í
�µ�ë�”�Å�›
Y�`�M�‹�t�æ�·�¿�Ä�`�‡�b�{  

• General error: Table NCM.RN_CRYPTO_KEY doesn't exist�• NCM �x	t���w�«
�è�Ã�ï�³�ß�ç�›�–�;�`�o�Ã�”�»�Õ�”�µ�t
€���p�V�‡�b�U�z�Ã�”�»�Õ�”
�µ�U  NCM �Ã�”�»�Õ�”�µ�p�s�M�T�z�‡�h�x
����`�o�M�‡�b

�¢ RN_CRYPTO_KEY �Â�”�Ò�ç�U�=�X�`�o�M�”�h�Š�£�{ NCM 
€��	Ø�C�U
Y
�`�M�T�r�O�T�›�¬�Ý�`�‡�b�{  
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DatabaseMonitor on Oracle • Error establishing socket.Connection refused: connect�• NCM �U
€���›�¼�æ
�`�o�M�”	Ô	t�t�z�ˆ�^�¤�w  Oracle �±�”�Ì�U�K�“�‡�d�œ�{ Oracle �±�”�Ï
�µ�›�6�I�ˆ�b�”�T�z�‡�h�x  NCM 
€��	Ø�C�U
Y�`�M�\�q�›�¬�Ý�`�‡�b�{

• Connection reset by peer: socket write error.�• Oracle �±�”�Ì�•�w
€���U�æ
�˜�•�‡�`�h�{ NCM Management Engine �‡�h�x  Oracle �›�6�I�ˆ�`�‡�b�{

• ORA-12505 Connection refused, the specified SID (<�Ã�”�»�Õ�”�µ�Ê >) was
not recognized by the Oracle server.�• NCM �U
€���›�¼�æ�`�o�M�”�Ã�”�»
�Õ�”�µ�w�Ê
²�t�¡�“�U�K�“�‡�b�{ NCM 
€��	Ø�C�U
Y�`�M�T�r�O�T�›�¬
�Ý�`�‡�b�{

• ORA-01017: invalid username/password; logon denied�• NCM �U
€���w�¼
�æ�t�–�;�`�o�M�”�â�”�²�Ê�‡�h�x�Í�µ�ë�”�Å�t�¡�“�U�K�“�‡�b�{ NCM
�Ã�”�»�Õ�”�µ�w�â�”�²�Ê�q�Í�µ�ë�”�Å�›
Y�`�M�‹�t�æ�·�¿�Ä�`�‡�b�{

• ORA-00942: table or view does not exist�• NCM �x	t���w�«�è�Ã�ï�³�ß�ç
�›�–�;�`�o�Ã�”�»�Õ�”�µ�t
€���p�V�‡�b�U�z�Ã�”�»�Õ�”�µ�U  NCM
�Ã�”�»�Õ�”�µ�p�s�M�T�z�‡�h�x
����`�o�M�‡�b�¢ RN_CRYPTO_KEY
�Â�”�Ò�ç�U�=�X�`�o�M�”�h�Š�£ �{ NCM 
€��	Ø�C�U
Y�`�M�T�r�O�T�›�¬
�Ý�`�‡�b�{

DatabaseMonitor on 
SQLServer

• Error establishing socket.�• NCM �U
€���›�¼�æ�`�o�M�”	Ô	t�t�z�ˆ�^�¤
�w SQLServer �U�K�“�‡�d�œ�{ SQLServer �±�”�Ï�µ�›�6�I�ˆ�b�”�T�z�‡
�h�x  NCM 
€��	Ø�C�U
Y�`�M�\�q�›�¬�Ý�`�‡�b�{

• Connection reset by peer: socket write error�• SQLServer �•�w
€���U�æ�˜�•
�‡�`�h�{ NCM Management Engine �‡�h�x  SQLServer �›�6�I�ˆ�`�‡�b�{  

• Cannot open database requested in login <�Ã�”�»�Õ�”�µ�Ê >.Login fails.�•
NCM �U
€���›�¼�æ�`�o�M�”�Ã�”�»�Õ�”�µ�w�Ê
²�t�¡�“�U�K�”�T�z �‡�h
�x�7���w�Ã�”�»�Õ�”�µ�t�0�b�”�V�v�t�ð�J�U�K�“�‡�b�{ NCM 
€��	Ø�C
�U
Y�`�M�T�r�O�T�›�¬�Ý�`�‡�b�{

• Login failed for user <�â�”�²�Ê >.�• NCM �U
€���w�¼�æ�t�–�;�`�o�M�”
�â�”�²�Ê�‡�h�x�Í�µ�ë�”�Å�t�¡�“�U�K�“�‡�b�{ NCM �Ã�”�»�Õ�”�µ�w
�â�”�²�Ê�q�Í�µ�ë�”�Å�›
Y�`�M�‹�t�æ�·�¿�Ä�`�‡�b�{

• Invalid object name RN_CRYPTO_KEY.�• NCM �x	t���w�«�è�Ã�ï�³�ß�ç
�›�–�;�`�o�Ã�”�»�Õ�”�µ�t
€���p�V�‡�b�U�z�Ã�”�»�Õ�”�µ�U  NCM
�Ã�”�»�Õ�”�µ�p�s�M�T�z�‡�h�x
����`�o�M�‡�b�¢ RN_CRYPTO_KEY
�Â�”�Ò�ç�U�=�X�`�o�M�”�h�Š�£ �{ NCM 
€��	Ø�C�U
Y�`�M�T�r�O�T�›�¬
�Ý�`�‡�b�{

�Þ�Ç�» 
†�Ì / �r�>�f
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DatabaseDataMonitor • Could not find an administrative user.�• NCM �p���g�â�”�²�U
ƒ���^�•�o
�M�‡�d�œ�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

• Multiple crypto keys exist.�• NCM �w�Ã�”�»�Õ�”�µ�t
ó
:�w�‰�ø�d�U���‡
�•�o�M�‡�b�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

• Current key does not match saved key.�• NCM �x�z�Ÿ�s�”�‰�ø�d�›�–�;�`
�o�M�‡�b�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

• More than one crypto key.�• NCM �x�z�Ÿ�s�”�‰�ø�d�›�–�;�`�o�M�‡�b�{
�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

• Could not find an Inventory group snapshot.�• NCM �t�z�³�µ�Â�Ü�º�w�b�‚
�o�w�Ã�Ì� �µ�T�’
ƒ���›	)	B�b�”�»�µ�«�U���‡�•�o�M�‡�d�œ�{
Inventory �¬�ç�”�Ó�t�0�b�”�µ�Æ�¿�Ó�³�ã�¿�Ä  �»�µ�«�›�^
R�`�‡�b�{

• Could not find a reporting task.�• NCM �t�z Summary �è�Ù�”�Ä�›
\
R�b�”
�»�µ�«�U���‡�•�o�M�‡�d�œ�{ Generate Summary Reports �»�µ�«�›�^
R�`
�‡�b�{

• Could not find a pruner task.�• NCM �t�z�Ã�”�»�Õ�”�µ�T�’�y�M�Ã�”�»�›
�Ó�ç�”�Ç�ï�¬�b�”�»�µ�«�U���‡�•�o�M�‡�d�œ�{ Prune Database �»�µ�«�›
�^
R�`�‡�b�{  

DiskMonitor Disk/Filesystem <�Ñ�•� �ç  �³�µ�Â�Ü > has only <�µ�Ö�”�µ > bytes free.Error
threshold is <
M�v > bytes.�• NCM �±�”�Ì�w�Ã�Ÿ�µ�«  �Å�å� �Ò�w�í�V�0�”
�U
Æ�
�`�m�m�K�“�‡�b�{�Ã�Ÿ�µ�«  �Å�å� �Ò�T�’
Æ�A�s�Ñ�•� �ç�›�_	†
�`�‡�b�{

HTTPMonitor Did not get NCM login page.�•
ƒ���^�•�h  HTTP/HTTPS �Ù�”�Ä�p�ž�Ó�æ
�­�”�³�ã�ï�U�ˆ�^�`�o�M�‡�b�U�z�f�w�ž�Ó�æ�­�”�³�ã�ï�x  NCM Web
�±�”�Ì�p�x�s�M�‘�O�p�b�{ NCM �±�”�Ì	Í�p�ˆ�^�`�o�M�”���w  Web �±�”
�Ì�¢�h�q�Q�y�z IIS�£�U�K�•�y�b�‚�o���­�`�z NCM Management Engine �›
�6�I�ˆ�`�‡�b�{  

LDAPMonitor • ActiveDirectory is not in use.�•�\�•�x�z NCM �±�”�Ì�U  Active Directory �›
�–�;�b�”�‘�O�t
ƒ���^�•�o�M�s�M�\�q�›�è�Œ�b�”	Ø�C�Ý�¿�·�”�´�p
�b�{

• Exception in LDAPMonitor: javax.naming. CommunicationException: <�×�µ
�Ä�Ê >:389�•�×�µ�Ä  < �×�µ�Ä�Ê > �U���O�`�‡�d�œ�{�Ž
æ�Ý	Â�w  Server
Name 
ƒ���›	.
Y�`�‡�b�{

• Exception in LDAPMonitor: javax.naming. CommunicationException: <�×�µ
�Ä�Ê >:389�•�×�µ�Ä  < �×�µ�Ä�Ê > �x���O�`�‡�b�U�z LDAP �Ù�”�Ä�¢ 389�£
	Í�p
€���›	!�Z
Ç�Z�‡�d�œ�{ Server Name 
ƒ���U
Y�`�M�\�q�›�¬�Ý�`�‡
�b�{
Y�`�M	Ô�ù�x�z�f�w�×�µ�Ä	Í�p  LDAP �±�”�Ì�U�ˆ�^�`�o�M�”�\�q
�›�¬�Ý�`�‡�b�{

• Exception in LDAPMonitor: javax.naming.AuthenticationException�•�Ž
æ�Ý
	Â�w Connection User Name 
ƒ���‡�h�x  Connection User Password 
ƒ���t
�¡�“�U�K�“�‡�b�{�\�•�’�w
ƒ���U
Y�`�M�\�q�›�¬�Ý�`�‡�b�{

�Þ�Ç�» 
†�Ì / �r�>�f
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LicenseMonitor Results �§�å�Ü�t�z �®License about to expire�¯�•�® Device count exceeds the
current threshold of available licenses� �̄s�r�w�/���U
¯�Ô�^�•�‡�b�{�/���U

¯�Ô�^�•�s�M	Ô�ù�x�z�–�;�D�ó�s�Ã�Ì� �µ  �å� �·�ï�µ�w
:�U
¯�Ô�^�•
�‡�b�¢�h�q�Q�y�z �®3454 of 3600 device licenses remaining� �̄£�{ View Details
�æ�ï�«�›�«�æ�¿�«�b�”�q�z�å� �·�ï�µ�w	Ä�I�q�`�o�z�–�;�¤�S�‘�|�°�–
�;�w�å� �·�ï�µ�•�z�å� �·�ï�µ�w���®�8�v�s�r�U
¯�Ô�^�•�‡�b�¢ �« �•
ó

:�w�å� �·�ï�µ�U�–�;�^�•�o�M�”	Ô�ù�z���®�8�v�x�z�Í�t�¬�ƒ�b�”�å� 
�·�ï�µ�w�‹�w�›�¦�`�‡�b�£ �{

MemoryMonitor < �Ì� �Ä
: > bytes free.�•�\�•�x�³�µ�Â�Ü�p�–�;�D�ó�s�Ý�Þ�æ�0�”�p�b�{
�¤�å�”	Ý�6�U
C
\�`�h	Ô�ù�x�z�\�w�‹�U�z�³�µ�Â�Ü�w
Y	×�ˆ�^�t
ž�A�s
�0�”�›�<�s�“�m�m�K�“�‡�b�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{  

RMIMonitor Could not connect to RMI port 1099.�• NCM �w�«�å� �ž�ï�Ä�S�‘�|  API �w

Y	×�ˆ�^�t
ž�A�s�Ù�”�Ä  1099 �U�z���w�ž�Ó�æ�­�”�³�ã�ï�t�‘�l�o�–�;
�^�•�o�M�‡�b�{ �Ù�”�Ä  1099 �›�–�;�`�o�M�”�ž�Ó�æ�­�”�³�ã�ï�›���­�`�z
NCM Management Engine �›�6�I�ˆ�`�‡�b�{ �\�w�M�O�p�ð�J�›�r�>�p�V�s
�M	Ô�ù�x�z�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{  

RunExternalTask
Monitor

• CreateProcess: <�Í�µ >\tc_test.bat error=5�• NCM �t�z�Â�µ�Ä  �µ�«�æ�Ó�Ä
�¢���w�µ�«�æ�Ó�Ä�w�D�ó
Q�‹�K�“�‡�b�£ �t�ž�«�·�µ�b�”�V�v�U�K�“�‡�d
�œ�{ NCM �w�Ã�Ÿ�è�«�Ä�æ�t�0�b�”�Ñ�•� �ç  �³�µ�Â�Ü�V�v�›�¬�Ý�`�‡
�b�{

• CreateProcess: <�Í�µ >\tc_test.bat error=2�• NCM �U�Â�µ�Ä  �µ�«�æ�Ó�Ä�›
�_�m�Z�”�\�q�U�p�V�‡�d�œ�{�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

• Running <�Í�µ >\tc_test.bat from directory <�Í�µ > Got result code: 0 Got
output: <�Â�©�µ�Ä >�•�Â�µ�Ä  �µ�«�æ�Ó�Ä�U
����`�o�M�‡�b�{�±�Ù�”�Ä
�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

SMTPMonitor • SMTP Server name is blank.�• NCM �p  SMTP �±�”�Ì�Ê�w���g
ƒ���U�Ò�å
�ï�«�t�s�l�o�M�‡�b�{ Administrative Settings �Ö�”�´�p�Ý�”�ç�±�”�Ì�U

ƒ���^�•�o�M�”�\�q�›�¬�Ý�`�‡�b�{

• Can't open Telnet connection to <�×�µ�Ä�Ê > 25�• NCM �U < �×�µ�Ä�Ê > �t

€���p�V�s�M�T�z�‡�h�x�×�µ�Ä�U  SMTP �Ù�”�Ä�¢ 25�£	Í�p
€���›	!�Z

Ç�Z�‡�d�œ�{ Administrative Settings �Ö�”�´�p
Y�`�M�Ý�”�ç�±�”�Ì�U
ƒ
���^�•�o�M�”�\�q�›�¬�Ý�`�‡�b�{ NCM �±�”�Ì�U�f�w�±�”�Ì	Í�w�Ù�”�Ä
25 �t�ž�«�·�µ�p�V�”�\�q�›�¬�Ý�`�‡�b�{

• Timeout waiting Expected: 220 Received.�•
ƒ���^�•�h�Ý�”�ç  �±�”�Ì	Í�w
�Ù�”�Ä  25 �p�ž�Ó�æ�­�”�³�ã�ï�U�ˆ�^�`�o�M�‡�b�U�z�f�w�ž�Ó�æ�­�”
�³�ã�ï�x�&
~�s  SMTP �¯�”�Å�t� �t�`�s�M�h�Š�z SMTP �ž�Ó�æ�­�”
�³�ã�ï�p�x�s�M�‘�O�p�b�{ Administrative Settings �Ö�”�´�p
Y�`�M�Ý�”
�ç�±�”�Ì�U
ƒ���^�•�o�M�”�\�q�›�¬�Ý�`�‡�b�{

�Þ�Ç�» 
†�Ì / �r�>�f
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SSHMonitor Unknown problem connecting to SSH server.�• NCM SSH �±�”�Ì�U
Y	×�t�ˆ
�^�`�o�M�‡�d�œ�{ NCM �U�–�;�`�o�M�”  SSH �Ù�”�Ä�U���w�ž�Ó�æ�­�”
� ³ � ã � ï � t � ‘ � l � o � æ � ¿ � µ � ï � ^ � • � o � M � s � M � \ � q � › � ¬ � Ý � ` � ‡ � b� { NCM
Management Engine �›�6�I�ˆ�`�‡�b�{

SyslogMonitor Test syslog message did not get processed.�• NCM �w
Ê�ˆ���ˆ  Syslog �±�”�Ì
�U�ˆ�^�`�o�M�s�M�T�z�‡�h�x�f�w�±�”�Ì�p�ð�J�U
C
\�`�o�M�‡�b�{�±
�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X�i�^�M�{

TelnetMonitor • Can't open Telnet connection to <�×�µ�Ä�Ê > 25.�• NCM Telnet �±�”�Ì�U
Y
	×�t�ˆ�^�`�o�M�‡�d�œ�{ NCM Management Engine �›�6�I�ˆ�`�‡�b�{�\
�w�M�O�p�ð�J�›�r�>�p�V�s�M	Ô�ù�x�z�±�Ù�”�Ä�r�p	��t�S�ð�M�ù�d�X
�i�^�M�{

• Timeout waiting Expected: Cisco Login: Received.�•
ƒ���^�•�h  Telnet �Ù�”
�Ä�p�ž�Ó�æ�­�”�³�ã�ï�U�ˆ�^�`�o�M�‡�b�U�z�f�w�ž�Ó�æ�­�”�³�ã�ï�x
NCM Telnet �±�”�Ì�p�x�s�M�‘�O�p�b�{ NCM Telnet �±�”�Ì�w�æ�µ�Ç�ï�¬
�Ù�”�Ä�›	.
Y�`�‡�b�{

TFTPMonitor • Connection timed out to the TFTP server.�• TFTP �±�”�Ì�U�ˆ�^�`�o�M�s�M
�T�z�‡�h�x
€���›	!�Z
Ç�Z�‡�d�œ�{ TFTP �±�”�Ì�›�6�I�ˆ�`�‡�b�{

• Test TFTP file was written but could not be read successfully.Check TFTP
path setting.�• TFTP �Ñ�•� �ç�U  TFTP �±�”�Ì�t
Y	×�t	{�V���‡�•�‡�`�h
�U�z�f�w�Ñ�•� �ç�›�Ñ�•� �ç�³�µ�Â�Ü�T�’�¡�ˆ	��”�\�q�U�p�V�‡�d�œ�{
NCM Management Engine �w TFTP �Í�µ�w
ƒ���U
Y�`�M�\�q�›�¬�Ý�`�‡
�b�{

• Found checkpoint file but timestamp is out of date.�•�7�™�t�¼�æ�`�h�Ñ�•� 
�ç	{�V���ˆ�U�æ

�`�‡�`�h�{�‡�h�z�Ž
²�w�½�£�¿�«�Ù� �ï�Ä�w�¼�æ�U
�_�m�T�“�‡�`�h�{�\�•�x�z�a�ˆ�w�K�”�Ì�:�p�ˆ�^�`�o�M�h  TFTP �±�”
�Ì�U�q�O�x�ˆ�^�`�o�M�s�M�\�q�›�™�¯�`�‡�b�{ TFTP �±�”�Ì�›�6�I�ˆ�`
�‡�b�{

�Þ�Ç�» 
†�Ì / �r�>�f
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ƒ���w�Ï
R

�±�”�Ï�µ�w�‰�•�q���­
NCM �t�x�z�Í�t�Ô�b  4 �m�w	��A�s�;�ó�â�Ç�¿�Ä�U�K�“�‡�b�{

• Management Engine

• TFTP �±�”�Ì

• Syslog �±�”�Ì

• Cisco Connection Online�¢ CCO�£

�è	×�z�§�µ�»�Ú�”  �±�Ù�”�Ä�q�È���b�”�q�V�t�æ�O
â�^�x�z�±�”�Ï�µ�w���­�z�‰�•�z�‡�h�x�6�I�ˆ�i�Z
�p�b�{

�±�”�Ï�µ�w�‰�•�q���­�z�‡�h�x�Å�å� �Ì�•�º�0�w�æ�é�”�Å�›�æ�O�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z
Start/Stop Services �›�«�æ�¿�«�`�‡�b�{ Start/Stop Services �Ö�”�´�U�‰�V�‡�b�{

�¢�«�£ Web �â�”�²  � �ï�»�”�Ñ�£� �µ�›�–�;�`�o  NCM �±�”�Ï�µ�›�‰�•�S�‘�|���­�b�”�q�z�Ž
²�w�Ö�”�´
�t� �ˆ�b�”�;�ó�U�æ�˜�•�”�\�q�U�K�“�‡�b�{ Back �Ø�»�ï�›�«�æ�¿�«�b�”�q�z null �q�M�O�Â�©�µ�Ä�›��
�‰�Ö�”�´�U
¯�Ô�^�•�‡�b�{�f�w	Ô�ù�x�z�E�˜�“�t�Ò�å�¢�²�w  Back �Ø�»�ï�›�«�æ�¿�«�`�o�X�i�^�M�{

Start/Stop Services �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Management Engine �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Stop�• Management Engine�¢���Ê�z NCM �±�”�Ì�£�›���­�`�‡�b�{�\�•�x�z
NCM �º�w�Ý� �ï  �±�”�Ï�µ�p�b�{

• Restart�• Management Engine �›�6�I�ˆ�`�‡�b�{

TFTP Server �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

•  Start�• TFTP �±�”�Ì�›�I�ˆ�`�‡�b�{ NCM �x�z	��t�z�\�w�±�”�Ì�›�–�;�`
�o
ƒ���w	��˜�q�2�‰�›�æ�M�‡�b �¢ �«�• TFTP �›�–�;�b�”�q�z �7�&�s�Í�Ñ�¥�”
�Ú�ï�µ�U�˜�’�•�‡�b�{ TFTP �›�–�;�p�V�s�M	Ô�ù�z NCM �x  Telnet �‡�h�x
SSH �›�–�;�`�o
ƒ���›	r�g�`�‡�b�£ �{

• Stop�• TFTP �±�”�Ì�›���­�`�‡�b�{

• Restart�• TFTP �±�”�Ì�›�6�I�ˆ�`�‡�b�{
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Syslog Server �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Start�• Syslog �±�”�Ì�›�I�ˆ�`�‡�b�{ NCM �›�
�°�w  Syslog �±�”�Ì�t�b�”�\
�q�U�p�V�‡�b�{�‡�h�x�z���w  Syslog �±�”�Ì�T�’  NCM �t�Ý�¿�·�”�´�›�8

ù�b�”�\�q�‹�p�V�‡�b�{ NCM �x  Syslog �Ý�¿�·�”�´�›�–�;�`�o�z�æ�ž�ç�»
� �Ü�w�!�Ë� �Õ�ï�Ä�›�U	Z�`�z�f�w� �Õ�ï�Ä�›�â�”�²�t���È
Ç�Z�‡�b�{  

• Stop�• Syslog �±�”�Ì�›���­�`�‡�b�{

• Restart�• Syslog �±�”�Ì�›�6�I�ˆ�`�‡�b�{

CCO �Í�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Reload Drivers�•
a
¼�t�Å�å� �Ì�›�æ�é�”�Å�p�V�‡�b�{ Reload Drivers �Ø�»
�ï�p�x�z�Å�å� �Ì�x�U	Z�^�•�s�M�\�q�t�y�™�`�o�X�i�^�M�{

• Reload Content�•�0	Å�q�s�”�º�0�x�z�³�µ�¯�T�’�Ö	��D�ó�s�°�È�w  NCM
�¦�Á�w�O�j�z
a
¼�w�ž�¿�Ó�¬�è�”�Å�›
ž�A�q�`�s�M�‹�w�p�b�{�h�q�Q�y�z
NCM �p�x�z NCM Alert Center�¢ CAC�£�›�p�`�o�z�¹�Ñ�Ä�¢�£�ž  �¯�ï�Ó�å
� �ž�ï�µ  �Ù�æ�³�”�w�º�0�›� �ï�Ù�”�Ä�p�V�‡�b�{ CAC �w�;�ó�›�–�;�`�o
�¹�Ñ�Ä�¢�£�ž  �¯�ï�Ó�å� �ž�ï�µ  �Ù�æ�³�”�›�¼�¢�ï�é�”�Å�b�”�q�z�É�¿�Ä
�ë�”�«�w
T�ù
Q�›���g�`�•�b�X�s�“�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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ƒ���w�Ï
R

�é�ª�ï�¬�w� �É�”�Ò�ç�=
�é�¬�è�Õ�ç�›�!�Ë�b�”	Ô�ù�x�z �Ä
²�t�§�µ�»�Ú�”  �±�Ù�”�Ä�t�È�W�b�”�\�q�›�S�ç�Š�`�‡�b�{ �¹�Ñ�Ä�¢�£
�ž  �¯�ï�Ù�”�É�ï�Ä�x
ó�v�p�z�°
æ�w�¯�ï�Ù�”�É�ï�Ä�x�G�”�w�Ã�”�»�›
\
R�`�‡�b�{

�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Troubleshooting �›�«�æ�¿�«�`�‡�b�{
Troubleshooting �Ö�”�´�U�‰�V�‡�b�{�^�À�U	4�ƒ�`�h�’�z
ž�c  Submit �›�«�æ�¿�«�`�o�X�i�^�M�{

Troubleshooting �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Send Troubleshooting Information 
�æ�ï�«

Send Troubleshooting Info �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�?
� �Ý�”�ç�›�^
R�`�o�z �³�µ�Â�Ü�w	Ø�C�S�‘�|�é�¬�›�§�µ�»�Ú�”  �±
�Ù�”�Ä�t
ù	ô�b�”�\�q�U�p�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.23 �w�®Send
Troubleshooting �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Send Test Email to Admin User �³�µ�Â�Ü���g	��t�?� �Ý�”�ç�›
ù	ô�`�‡�b�{

Enable logging for �é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�¯�ï�Ù�”�É�ï�Ä�›  1 �m�Ž	Í
¬�R�`
�‡�b�{�q�O�w�é�¬�è�Õ�ç�U�z�¤�¹�Ñ�Ä�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�w�™
�–�t�§�¿�¯�p�“�‡�•�o
¯�Ô�^�•�‡�b�{�Í�t�¯�ï�Ù�”�É�ï�Ä�w�«�›
�Ô�`�‡�b�{

• auth [Error]

• changedectection [Error]

• Config [Error]

• deploy [Error]

• user [Error]

and for �æ�µ�Ä�t�s�M�¹�Ñ�Ä�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�›�å�C�b�”	Ô�ù�x�z �\
�\�t�Ö�—�`�‡�b�{

at level < > and above �é�¬�è�Õ�ç�›
¬�R�`�‡�b�{ �¦�Ó�³�ã�ï�t�x�z �Í�w�‹�w�U�K�“�‡�b�{

• Fatal (fewest messages)

• Error�¢�Ã�Ñ�¥�ç�Ä�£

• Warning

• Info

• Debug

• Trace (most messages)
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Keep < > days worth of logs �é�¬  �Ã�”�»�w�-�Ë�8���›�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�x  2 �Ô�p�b�¢ �«�•
�é�¬  �Ã�”�»�x�z�Ã�Ÿ�µ�«  �µ�Ö�”�µ�›�G�”�t
ž�A�q�b�”	Ô�ù�U�K
�“�‡�b�£ �{

Reset �¦�ï�w	Ô�ù�z Submit �Ø�»�ï�›�«�æ�¿�«�b�”�q�z�b�‚�o�w�é�¬�U�Ã
�Ñ�¥�ç�Ä  �é�¬�è�Õ�ç�¢ Error�£�t�æ�·�¿�Ä�^�•�‡�b�{  

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï



�H 3 	·�•�Ã�Ì� �µ�S�‘�|�Ã�Ì� �µ  �¬�ç�”
�Ó�w�å�C

�Í�w
¯�›�–�;�b�”�q�z	Ø�C�›�b�Y�t�_�m�Z�”�\�q�U�p�V�‡�b�{

�Ä�Ð�¿�« �€	°
Œ

�x�a�Š�t �x�a�Š�t�¢ P.119�£

�Ã�Ì� �µ�w�å�C �Ã�Ì� �µ�w�å�C�¢ P.120�£

Add Device Wizard �w�–�;�M�O New Device Wizard �w�–�;�M�O�¢ P.126�£

�Ã�Ì� �µ�w� �ï�Ù�”�Ä �Ã�Ì� �µ�w� �ï�Ù�”�Ä�¢ P.128�£

�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R �Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R�¢ P.131�£

�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C �Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C�¢ P.134�£


��¬�ç�”�Ó�w�å�C 
��¬�ç�”�Ó�w�å�C�¢ P.136�£

Device Selector Device Selector�¢ P.138�£

�Ã�Ì� �µ  �¬�ç�”�Ó�w
¯�Ô �Ã�Ì� �µ  �¬�ç�”�Ó�w
¯�Ô�¢ P.139�£

�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�= �Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¢ P.143�£

�Ã�Ì� �µ  �¬�ç�”�Ó�w�$	B �Ã�Ì� �µ  �¬�ç�”�Ó�w�$	B�¢ P.154�£

�Ã�Ì� �µ�w�°�Å�$	B �Ã�Ì� �µ�w�°�Å�$	B�¢ P.155�£

�Ã�Ì� �µ  �Å�å� �Ì�w�U	Z �Ã�Ì� �µ  �Å�å� �Ì�w�U	Z�¢ P.156�£

Telnet/SSH �·�¿�³�ã�ï�w
¯�Ô Telnet/SSH �·�¿�³�ã�ï�w
¯�Ô�¢ P.159�£

�A�9�×�µ�Ä�w�–�;�M�O �A�9�×�µ�Ä�w�–�;�M�O�¢ P.162�£
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�Ã�Ì� �µ�å�C�•�w�Æ�Ï�®�”�Ä

Devices Tasks Policies Reports Admin

Inventory

Groups

New Device

Configuration Changes

Device Tools

New Device Task

Check Policy Compliance
Configure Syslog
Deploy Passwords
Discover Driver
Reload Device
Run ICMP Test
Run Command Script
Run Diagnostics
Take Snapshot
Synchronize Startup and Running
Update Device Software
Import

New Device Group

New Device Wizard

Command Scripts
Diagnostics
Templates
Software Images
Device Password Rules
Policies

Delete ACLs
Batch Insert ALC Line
Batch Remove ACL Line

Detect Network Devices
Deduplication

Sites

Cisco Systems
CiscoWorks Network
Compliance Manager

CiscoWorks Home
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�x�a�Š�t
�Ã�Ì� �µ�›�å�C�b�”	Ô�ù�z CiscoWorks Network Compliance Manager�¢ NCM�£�x�Í�w	r�g�›�æ�M�‡�b�{

1. �Ã�Ì� �µ�q�w�è	ô�›�D�ó�t�b�”�&
~�s�Ã�Ì� �µ  �Å�å� �Ì�›�×�ˆ�U	Z�`�o�z�Â�“�p�o�”�{�\�w�Ó
�é�·�µ�x�z�Å�å� �Ì�U	Z�q�z�y�•�‡�b�{

2. �Ã�Ì� �µ�w�µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�`�o�z�³�µ�Â�Ü	Ø�C�q	s�8
ƒ���›	)	B�b�”�{

3. �®CWNCM Interfaces�¯�•�® CWNCM Routing Table�¯�s�r�w�¤�©�$�s�°�È�w

�…�›�î�æ�b�”�¢

�…
�w�ì
¶�s�æ�µ�Ä�t�m�M�o�x�z P.188 �w�®View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i�^�M�£ �{

�Ã�Ì� �µ�w�U	Z�q�µ�Æ�¿�Ó�³�ã�¿�Ä�w	��˜�›
Y	×�t�æ�O�t�x�z NCM �p�Ã�Ì� �µ�•�w�Ñ�ç  �ž�«�·�µ�V�U

ž�A�t�s�“�‡�b�{�‡�h�z�Ã�Ì� �µ�•�w  SNMP �¡�ˆ	��“�ž�«�·�µ�V�U
ž�A�t�s�”	Ô�ù�‹�K�“�‡�b�{

IP �É�¿�Ä�ë�”�«	Í�p�q�O�x�a
Æ�ó�t�s�l�o�M�”�Ã�Ì� �µ�w�O�j�z�Ã�Ì� �µ�w�¯�ï�¹�”�ç  �Ù�”�Ä	Í�w�³
�æ�ž�ç
€���›�–�;�b�•�y�x�a�p�V�”�D�ó
Q�w�K�”�Ã�Ì� �µ�t�ž�«�·�µ�b�”�q�V�x�z�¯�ï�¹�”�ç  �±�”�Ì
�U�–�;�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{�\�w�‘�O�s�Ã�Ì� �µ�t�x�z�Ë�”�Å�¢�£�ž	Ë�•�U
C
\�`�h�Ã�Ì
� �µ�z�-�¢�É�¿�Ä�ë�”�«�º�t�K�”�Ã�Ì� �µ�z�‡�h�x  IP �Ó�é�Ä�¯�ç�¢ IPX �•  ATM �s�r�£�›�î�æ�`�s�M�Ã
�Ì� �µ�s�r�U�K�“�‡�b�{

�A�9�×�µ�Ä�q�x�z�f�•�Ž�Ž�w�×�µ�Ä�w�„�q�œ�r�U�ž�«�·�µ�p�V�s�M�-�¢�É�¿�Ä�ë�”�«�w�–�¬�t�ž�«�·
�µ�p�V�”�‘�O�t�z�›�V�›	¢�¨�^�d�h�×�µ�Ä�w�\�q�p�b�{���g�³�µ�Â�Ü�p�x�z�A�9�×�µ�Ä�›�®�×�¿�Ó� �̄q
�`�o�–�;�`�o�z�A�9�×�µ�Ä�U�›�V�›�Ë�m�-�¢�É�¿�Ä�ë�”�«	Í�p�A
É�›���g�b�”�\�q�U�p�V�‡�b�{�°
`
�t�z�A�9�×�µ�Ä�x�z� �ï�»�”�É�¿�Ä�q  DMZ �w�ç�”�» / �µ� �¿�½�z�¤�«�µ�Ä�å�É�¿�Ä  �Í�”�Ä�Æ�”�z�S�‘
�|�·�©�á�ž�s�É�¿�Ä�ë�”�«�•�Ó�å� �Õ�”�Ä  �É�¿�Ä�ë�”�«�t�–�;�^�•�‡�b�{

�M�c�•�t�`�o�‹�z NCM �x�z Telnet�z SSH�z FTP/TFTP�z SNMP �s�r�w�ž�«�·�µ�M�Ü�U�–�;
Æ�D�w	Ô�ù�x�z
�Ã�Ì� �µ�•�w�ž�«�·�µ	��ˆ�q�`�o�¯�ï�¹�”�ç  �±�”�Ì�q�A�9�×�µ�Ä�›�–�;� �̀¢�è	×�x  CLI �›�–�;�£ �z�è	×
�w���g�;�ó�›�î�æ�`�‡�b�{

�¢�«�£ �ž�«�·�µ�M�Ü�U�b�‚�o� �É�”�Ò�ç�w	Ô�ù�z NCM �x�z SSH�z Telnet�z SNMP�z�S�‘�|�¯�ï�¹�”�ç�q
�M�O	q	‚�p�Ã�Ì� �µ�t�ž�«�·�µ�`�‡�b�{�‡�h�z NCM �x�z�µ�«�æ�”�ï  �µ�«�è�”�Ó�w
²�t�Ñ�•� �ç�8
ù�›
�î�æ�`�‡�b �¢�h�q�Q�y�z SSH+SCP�zSSH+TFTP�zSSH+Screen Scrape�zTelnet+SCP�zTelnet+TFTP�zTelnet+Screen
Scrape�z SNMP+TFTP�z Console+Screen Scrape�£�{
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�Ã�Ì� �µ�w�å�C
	ý�`�M�Ã�Ì� �µ�›�å�C�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z New Device �›�«�æ�¿�«�`�‡�b�{ New
Device �Ö�”�´�U�‰�V�‡�b�{ �Ã�Ì� �µ�w	Ø�C�›�$	B�b�”	Ô�ù�z Edit Device �Ö�”�´�w�º�0�x  New Device �Ö�”
�´�q�‰�a�p�b�U�z�q�O�w�Ã�Ì� �µ	Ø�C�U
¯�Ô�^�•�o�M�”�\�q�t�y�™�`�o�X�i�^�M�{�^�À�U	4�ƒ�`�h�’�z
Save Device �Ø�»�ï�‡�h�x  Save And Add Another �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{  

�¢�«�£ Detect Network Devices �»�µ�«�›�–�;�b�”�q�z NCM �w���g�<�t�”�X�É�¿�Ä�ë�”�«	Í�w�Ã�Ì� �µ�›
�›���p�V�‡�b�{ IP �ž�Å�è�µ�w
c�“�›�¦���b�”�q�z NCM �x�É�¿�Ä�ë�”�«�›�µ�©�ß�ï�`�o�Ã�Ì� �µ�›�U�g
�`�‡�b�{	Ä�I�t�m�M�o�x�z P.272 �w�®Detect Network Devices Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i
�^�M�{

New Device �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Use Wizard �æ�ï�« Add Device Wizard �U�‰�V�‡�b�¢�« �•�Ã�Ì �   �µ�U�� �O�`�s�M	Ô�ù�z Add
Device Wizard �x�×�ˆ�$�t�‰�V�‡�b�£ �{ New Device Wizard �w�–�;�M�O�t�m
�M�o�x�z P.126 �w�® New Device Wizard �w�–�;�M�O�¯ �›�€	°�`�o�X�i�^�M�{  

IP Address (or DNS 
name)

�Ã�Ì� �µ�w  IP �ž�Å�è�µ�‡�h�x  DNS �×�µ�Ä�Ê�›�Ö�—�`�‡�b�{

Host Name �Ã�Ì� �µ�w�×�µ�Ä�Ê�›�Ö�—�`�‡�b�¢�˜�p�b�”	Ô�ù�£ �{

Site �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’�±� �Ä�›
¬�R�`�‡�b�¢ �« �•�\�w�Ñ�Ÿ�”�ç�Å
�U
¯�Ô�^�•�”�w�x�z�±� �Ä�U  1 �m�Ž	Í
ƒ���^�•�o�M�”	Ô�ù�i�Z�p�b�{�±
� �Ä�w
ƒ���t�m�M�o�x�z P.146 �w�®
M�v�^�•�h�Ã�Ì� �µ  �Ï�á�”�¯ �›�€	°�`
�o�X�i�^�M�£�{�°
`�t�z�±� �Ä�x�z�°�™�w  IP �ž�Å�è�µ�›�Ë�m�Ã�Ì� �µ�›
�¬�ç�”�Ó�=�`�h�‹�w�p�b�{
ó
:�w�±� �Ä�›  1 �m�w NCM Core �p���g�p�V
�‡�b�{ NCM �±�”�Ì�w� �ï�µ�Ä�”�ç�p�x�z NCM Core �x�z1 �m�w Management
Engine�z���È�b�”�±�”�Ï�µ�z�S�‘�|  1 �m�w�Ã�”�»�Õ�”�µ�p�Ï
R�^�•�‡�b�{

Belongs to Groups �Ã�Ì� �µ�U�Ý�ï�Ì�”�q�s�”�¬�ç�”�Ó�¢
ó
:�D�£�U
¯�Ô�^�•�‡�b�{�x���w
�¬�ç�”�Ó�›
¬�R�‡�h�x
¬�R�r	†�b�”�t�x�z Ctrl �©�”�›�!�`�s�U�’�«�æ�¿�«
�`�z�°��
c�“�w�¬�ç�”�Ó�›
¬�R�b�”�t�x�z Shift �©�”�›�!�`�s�U�’�«�æ�¿
�«�`�‡�b�{�Ã�Ì� �µ�!�Ë�V�v�w�K�”�Ã�Ì� �µ  �¬�ç�”�Ó�i�Z�U
¯�Ô�^�•�”
�\�q�t�y�™�`�o�X�i�^�M�{  



121
�H 3 	·�•�Ã�Ì� �µ�S�‘�|�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C

Change Detection & 
Polling

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enabled�•�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x�z���8�$�s�Ù�”�æ�ï�¬  �»
�µ�«�w�î�æ�Ì�S�‘�|�!�Ë� �Õ�ï�Ä�w�U	Z�Ì�t�z �Ã�Ì� �µ�›�Ù�”�æ�ï�¬�`
�o�!�Ë�›�¬�Ý�`�‡�b�{

• Polling Only�•�¦�ï�w	Ô�ù�z NCM �x�z���8�$�s�Ù�”�æ�ï�¬  �»�µ�«�w�î�æ
�Ì�t�v�“�z�Ã�Ì� �µ�›�Ù�”�æ�ï�¬�`�o�!�Ë�›�¬�Ý�`�‡�b�{

• Disabled�•�¦�ï�w	Ô�ù�z NCM �x�Ã�Ì� �µ�t���È�b�”�!�Ë� �Õ�ï�Ä�›�Á�¹
�`�‡�b�{�‡�h�z NCM �x�z���8�$�s�Ù�”�æ�ï�¬  �»�µ�«�w�î�æ�Ì�p�‹�z�Ã
�Ì� �µ�w�!�Ë�›�¬�Ý�`�‡�d�œ�{�\�w�¦�Ó�³�ã�ï�x�z���8�$�s�Ý�ï�Â�Æ�ï
�µ�^�À�w�î�æ�Ì�t�z�\�w�Ã�Ì� �µ�›���8�$�s�Ù�”�æ�ï�¬  �»�µ�«�T�’	†
�Ž�b�”�q�V�t
¬�R�b�”�\�q�›�S�ç�Š�`�‡�b�{

Management Status �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Active�•�¦�ï�w	Ô�ù �¢�Ã�Ñ�¥�ç�Ä�£ �zNCM �x�Ã�Ì� �µ�w�!�Ë�›�G�å�`�‡�b�{

• Inactive�•�¦�ï�w	Ô�ù�z NCM �x�Ã�Ì� �µ�w�!�Ë�›�G�å�`�‡�d�œ�{�\�w�¦
�Ó�³�ã�ï�x�z�Ã�Ì� �µ�U�±�Ù�”�Ä�^�•�o�M�s�M	Ô�ù�•�z�ž�«�Â�Ÿ�Ò�t
�s�l�o�M�s�M	Ô�ù�t
¬�R�b�”�\�q�›�S�ç�Š�`�‡�b�{�Ã�Ì� �µ�›
‡�ž�«
�Â�Ÿ�Ò�t�b�”�q�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�U�0�n�^�•�z�æ�¹�”�µ�U
�‰�L�^�•�‡�b�{

Device Driver �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Auto Discover Driver�•�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x  SNMP �‡�h�x
Telnet �›�–�;�`�o�Ã�Ì� �µ�›�«�¤�æ�”�`�z �7�&�s�Ã�Ì� �µ  �Å�å� �Ì�›�Â
�“�p�o�‡�b�{

• Specify Driver�•�¦�ï�w	Ô�ù�z�Ã�Ì� �µ�t�q�O�Â�“�p�o�’�•�o�M�”�Å�å� 
�Ì�U
¯�Ô�^�•�‡�b�{�‡�h�z�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�p�z�–�;�D�ó�s�Å
�å� �Ì�w�æ�µ�Ä�T�’�Å�å� �Ì�›
¬�R�b�”�\�q�‹�p�V�‡�b�{

Comments �Ã�Ì� �µ�t���b�”�¯�Ý�ï�Ä�›�Ö�—�`�‡�b�{

Password Information

Use network-wide 
password rules

�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �zNCM �x�z�Ã�Ì� �µ�t�&�;�^�•�”�z�É�¿�Ä�ë�”
�«
¶�.�w�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�–�;�`�‡�b�{�É�¿�Ä�ë�”�«
¶�.�w�Í
�µ�ë�”�Å�F���›�–�;�b�”�\�q�x�z�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç�›
ƒ���b�”	Í
�p�z�ô�S�t�µ�­�”�å�Ò�ç�s�M�O�q�s�“�‡�b�{

�« �•�G�F�Û�s�É�¿�Ä�ë�”�«�p
ó
:�w�Ã�Ì� �µ  �¬�ç�”�Ó�U�‰�°�w�«�è�Ã�ï
�³�ß�ç�›�ž���b�”	Ô�ù�x�z �Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�–�;�`�o�X�i�^�M�{
�\�w�‘�O�t�b�”�q�z �Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç�›  1 �T	t�t�w�ù�p�V�”�h�Š�z
���g�U�0�›�t�s�“�‡�b�{�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R�t�m�M�o�x�z
P.131 �w�®�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R�¯ �›�€	°�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Use device-specific 
password information

�¦�ï�w	Ô�ù�z NCM �x�Ã�Ì� �µ�{���w�Ý	Â�«�è�Ã�ï�³�ß�ç�›�–�;�`�‡�b�{
�Ã�Ì� �µ�{���w�Í�µ�ë�”�Å�F���›�î
÷�b�”�t�x�z�Í�w	Ø�C�›�Ö�—�`�‡�b�{

• Username�•
ž�A�t� �a�o�z�Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�b�”�â�”�²�Ê�›
�Ö�—�`�‡�b�{�Ã�Ì� �µ�U  TACACS+ �•  RADIUS �s�r�w  AAA �¹�æ�á�”
�³�ã�ï�›�–�;�b�”�‘�O�t
ƒ���^�•�o�M�”	Ô�ù�x�z AAA �â�”�²  �ž�§�¢�ï
�Ä�›�^
R�`�z�f�w  AAA �«�è�Ã�ï�³�ß�ç�›�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç�q�`
�o�–�;�`�‡�b�{

• Password�• NCM �U�Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�b�”�Í�µ�ë�”�Å�›�Ö�—
�`�‡�b�{

• Confirm Password�•�Í�µ�ë�”�Å�›�6�S�Ö�—�`�‡�b�{

• Enable Password�• NCM �U�›�V�Þ�”�Å�t�ž�«�·�µ�b�”�q�V�t
ž�A�q�s�”
� �É�”�Ò�ç  �Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{ �„�q�œ�r�w
ƒ���!�Ë�t�x�z � �É�”
�Ò�ç  �Í�µ�ë�”�Å�U
ž�A�p�b�¢ �« �• Nortel ASN/ARN �s�r�°
æ�w�Ã�Ì� �µ
�p�x�z�Í�µ�ë�”�Å�s�`�p�›�V�Þ�”�Å�t�ž�«�·�µ�p�V�‡�b�{�°
æ�w�Ã�Ì� 
�µ�x�z �›�V�Þ�”�Å�;�w�Í�µ�ë�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�‘�O�t
ƒ���p�V
�‡�b�{�±� �Ä�{���w
ƒ���t�m�M�o�x�z�É�¿�Ä�ë�”�«���g	��t�ð�M�ù�d�o
�X�i�^�M�£ �{

• Confirm Enable Password�•� �É�”�Ò�ç  �Í�µ�ë�”�Å�›�6�S�Ö�—�`�‡�b�{

• SNMP Read-Only Community String�• NCM �U�¡�ˆ	��“  SNMP �‹�•�w�ž�«
�·�µ�t�–�;�b�”  SNMP �Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{

• SNMP Read/Write Community String�• NCM �U�¡�ˆ	��“ / 	{�V���ˆ  SNMP
�‹�w	.
Y�t�–�;�b�”  SNMP �Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{

Show Device Access Settings (device-specific settings) Link

Device Access Settings NCM �x�z�„�q�œ�r�w�É�¿�Ä�ë�”�«�S�‘�|�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�p�;�ó�b
�”�‘�O�t
ƒ�-�^�•�o�M�‡�b�{�h�i�`�z� �×�w�Ã�Ì� �µ
ƒ���›�–�;�`�o�z�›
���w�Ã�Ì� �µ�›���g�b�”  NCM �w�;�ó�›�!�Ë�p�V�‡�b�{�Ã�Ì� �µ  �ž�«�·
�µ
ƒ���›�–�;�`�o�z �É�¿�Ä�ë�”�«
ƒ���t�ù�d�o  NCM �›�§�µ�»�Ú� �¶�p�V
�‡�b�{�Ã�Ì� �µ  �ž�«�·�µ
ƒ���x�z�Ã�Ì� �µ  �Í�µ�ë�”�Å	Ø�C�t�A�|
Ç�Z�’
�•�‡�b�{�Ö�—�`�h�Ã�Ì� �µ�{���w
ƒ���U�&�;�^�•�”�w�x�z�Ã�Ì� �µ�{��
�w�Í�µ�ë�”�Å�›�–�;�b�”�‘�O�t
¬�R�`�h	Ô�ù�i�Z�p�b�{�Í�µ�ë�”�Å�F��
�t�x�z�É�¿�Ä�ë�”�«
¶�.�w�Ã�Ì� �µ
ƒ���›�å�C�p�V�‡�b�{ TACACS+ �Ý	Â
�t�m�M�o�x�z P.96 �w�®TACACS+ �Ý	Â�¯ �›�€	°�`�o�X�i�^�M�{ SecurID �w
�–�;�M�O�t�m�M�o�x�z P.493 �w�®SecurID �›�–�;�`�h�é�¬� �ï�¯ �›�€	°�`
�o�X�i�^�M�{

�«�•�Ã�Ì� �µ  �ž�«�·�µ
ƒ���w�–�;�M�O�w	Ä�I�t�m�M�o�x�z �®How To Use
Device Access Settings�¯�æ�ï�«�›�«�æ�¿�«�`�o�X�i�^�M�{	ý�`�M�Ò�å�¢�²
�¢�Ÿ�ï�Å�¢�p  access.variables �Ô�ç�Ó  �Ñ�•� �ç�U�‰�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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NAT Information

NAT IP Address �Ã�Ì� �µ�t�º
æ
ƒ���^�•�o�M�”  IP �ž�Å�è�µ�U�z NCM �p�Ã�Ì� �µ�•�w�ž
�«�·�µ�t�–�;�b�”�Ó�å� �Ú�æ  IP �ž�Å�è�µ�q�Ÿ�s�”	Ô�ù�x�z �f�w  IP �ž�Å�è
�µ�›�Ö�—�`�‡�b�¢ �« �• NAT �›�–�;�b�”	Ô�ù�x�z
ž�c�z NCM �U�Ã�Ì� �µ�•
�w�ž�«�·�µ�t�–�;�b�”  IP �ž�Å�è�µ�›�z �Ö�”�´�w	Í
æ�w  Device IP �Ø�¿�«�µ
�t�Ö�—�`�o�X�i�^�M�£ �{

TFTP Server IP Address �Ã�Ì� �µ�w�é�”�§�ç���t�K�”  NCM �±�”�Ì�w�z NAT �^�•�h  IP �ž�Å�è�µ�›
�Ö�—�`�‡�b�{

Connection Information

Connection Method NCM �p�x�z�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�q�è	ô�b�”�q�V�t�z�Í�t�Ô�b�Ó�é�Ä�¯
�ç�w�Ú�™�w
Ê�ˆ�ù�d�›�–�;�p�V�‡�b�{�–�;�b�”�Ó�é�Ä�¯�ç�›  1 �m�Ž	Í
¬
�R�`�‡�b�{ NCM �x�z
¬�R�^�•�h�Ó�é�Ä�¯�ç�w�¤�T�’�z�Ú�™�w�»� �Û�ï�¬
�p�–�;�p�V�”�7�‹�®�p�$�s�Ó�é�Ä�¯�ç�›
¬�R�`�‡�b�{

• SNMP

• Telnet

• SSH�¢ SSH1 or SSH2�¢�Ã�Ñ�¥�ç�Ä�£ �z SSH1 Only�z�‡�h�x  SSH2 Only �›
¬
�R�D�ó�£

• Console Server (via Telnet) �½�£�¿�«�Ø�¿�«�µ�• NCM �x�z
ª	j�w�É�¿�Ä
�ë�”�«
€���t�C�Q�z�¯�ï�¹�”�ç  �±�”�Ì�›�p�`�o�Ã�Ì� �µ�t
€���p�V�”
�‘�O�t�s�“�‡�b�{�‡�h�z�â�”�²�›�Ã�Ì� �µ�t
€���b�”�q�V�t
ª	j�w
€��
�U�æ

�`�h	Ô�ù�z Telnet/SSH �Ó�é�©�³�x�z�¯�ï�¹�”�ç
ƒ���t�×�ˆ�$�t
�Ñ�£�”�ç�¦�”�Ì�”�`�‡�b�{�¦�ï�t�`�h	Ô�ù�x�z�¯�ï�¹�”�ç  �±�”�Ì�w  IP
�ž�Å�è�µ�‡�h�x�×�µ�Ä�Ê�z�S�‘�|�Ù�”�Ä
j�ø�›�Ö�—�`�‡�b�{  

Transfer Protocol �Í�w�8
ù�Ó�é�Ä�¯�ç�›  1 �m�Ž	Í
¬�R�`�‡�b�{

• SCP

• FTP

• TFTP

Bastion Host �®Use a Unix or Linux Bastion Host for Telnet & SSH access�¯�½�£�¿�«�Ø�¿�«
�µ�›�¦�ï�t�`�h	Ô�ù�x�z�Í�w	Ø�C�›�Ö�—�`�‡�b�{

• �A�9�×�µ�Ä�w  IP �ž�Å�è�µ�‡�h�x�×�µ�Ä�Ê

• �A�9�×�µ�Ä�•�w�ž�«�·�µ�t�–�;�b�”�â�”�²�Ê�¢�è	×�x  root�£

• �A�9�×�µ�Ä�•�w�ž�«�·�µ�t�–�;�b�”�Í�µ�ë�”�Å

• �¬�Ý�;�w�Í�µ�ë�”�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Syslog Configuration

Configure Syslog on 
Device for Configuration 
Change Detection

�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z�Å�å� �Ì�U	Z�‡�h�x	��ˆ�t�‘�l�o�¤�Ã�Ì� �µ
�t�Å�å� �Ì�U�Â�“�p�o�’�•�h�q�V�x�z NCM �x�Ã�Ì� �µ�]�q�t�Í�w	�	q�›
�î�æ�`�‡�b�{

1. 
ƒ���w�µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�`�‡�b�{
2. Syslog �Ý�¿�·�”�´�›  NCM �t
ù	ô�b�”�‘�O�t
ƒ���›�ž�¿�Ó�Ã�”�Ä�`

�‡�b�{
3. �!�Ë�U	Z�›� �É�”�Ò�ç�t�b�”�‘�O�t�Ã�Ì� �µ�U�×�ˆ
ƒ���^�•�h�\�q

�›�Ô�b�¯�Ý�ï�Ä�›
ƒ���t	{�V���ˆ�‡�b�{
4. �7	4�$�s�µ�Æ�¿�Ó�³�ã�¿�Ä�›	��˜�`�‡�b�{

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�p�V�‡�b�{

• Set Device to Log to NCM Syslog Server�• Configure Syslog on Device for
Configuration Change Detection �½�£�¿�«�Ø�¿�«�µ�U�¦�ï�w	Ô�ù�x�z �Ã�Ñ�¥
�ç�Ä�p�¦�ï�t�s�“�‡�b�{

• Device Logs to a Syslog Relay, Set the Correct Logging Level�•�æ�è�”  �×�µ�Ä
�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{�Ž
²�t�æ�è�”  �×�µ�Ä�›�Ö
�—�`�h	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä�p�\�\�t
¯�Ô�^�•�‡�b�{

ACL Parsing

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enabled�•� �É�”�Ò�ç�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z�µ�Æ�¿�Ó�³�ã�¿�Ä�U	��˜�^
�•�”�h�|�t�z�Ã�Ì� �µ�w  ACL �Ã�”�»�U�¨�ò�^�•�‡�b�{ ACL �x�z�µ�Æ�¿
�Ó�³�ã�¿�Ä�U	��˜�^�•�”�‡�p�é�”�Å�^�•�s�M�\�q�t�y�™�`�o�X�i�^�M�{

• Disabled�•�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù�z�µ�Æ�¿�Ó�³�ã�¿�Ä�U	��˜�^�•�o�‹�z�Ã
�Ì� �µ�w  ACL �Ã�”�»�x�¨�ò�^�•�‡�d�œ�{

Additional Information

�Í�w�Ñ�Ÿ�”�ç�Å�w�¤�t�x�z�Ã�Ì� �µ  �µ�Æ�¿�Ó�³�ã�¿�Ä  �Ó�é�·�µ�T�’�Ã�”�»�U�×�ˆ�$�t�Ö�—�^�•�”�‹
�w�U�K�”�\�q�t�y�™�`�o�X�i�^�M�{�\�•�’�w�Ñ�Ÿ�”�ç�Å�t�Ã�”�»�›	��ˆ�p�Ö�—�`�o�‹�z�f�w�Ã�”�»
�x�Ã�Ì� �µ�U�Ù�”�æ�ï�¬�^�•�”�h�|�t	Í	{�V�^�•�‡�b�{

Device Description �Ã�Ì� �µ�w�Ý���t�–�;�b�”
†�Ì�›�Ö�—�`�‡�b�{

Model �Ã�Ì� �µ�t�0� �b�”
a���i�w��
j�›�Ö�—�`�‡�b�{

Domain Name �Ã�Ì� �µ�U���b�”�Å�Ý� �ï�›�Ö�—�`�‡�b�{ Resolve FQDN Administration �¦
�Ó�³�ã�ï�U
¬�R�^�•�o�M�”	Ô�ù�x�z�Å�Ý� �ï�U�×�ˆ�$�t�U	Z�^�•�‡�b�{  

Serial Number �Ã�Ì� �µ�t�0� �b�”
a���i�w�³�æ�ž�ç
j�ø�›�Ö�—�`�‡�b�{

Vendor �Ã�Ì� �µ�w�Õ�ï�¼�”�›�Ö�—�`�‡�b�¢�h�q�Q�y�z Cisco �•  Nortel�£�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Asset Tag �Ã�Ì� �µ�t�0� �b�”�q�þ�w�¿�ˆ�»�¬
j�ø�›�Ö�—�`�‡�b�{

Location �É�¿�Ä�ë�”�«�º�w�Ã�Ì� �µ�w
ú�g�$�‡�h�x�æ�g�$�s	Ô	t�›�Ö�—�`�‡�b�{

Hierarchy Layer �Š
Ú�è� �à�x�z�Ã�Ì� �µ��
Q�w  1 �m�p�b�{�Ã�Ì� �µ�w�Š
Ú�è� �à�x�z�Ã
�Ì� �µ�›�å�C�‡�h�x�$	B�b�”�q�V�t
ƒ���p�V�‡�b�{ �\�w�h�Š�z �É�¿�Ä�ë�”
�«  �¼� �ž�¬�å�Ü�›
ƒ���b�”�M�t�x�z�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�Š
Ú�è� �à�›
¬
�R�p�V�‡�b�{�h�q�Q�y�z�É�¿�Ä�ë�”�«
¶�.�¢ Inventory�£�w�¼� �ž�¬�å�Ü
�^
R�›
¬�R�`�z �®Core�¯�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�o  Core �Ã�Ì� �µ�¢�Š
Ú�è� 
�à�U  Core �t
ƒ���^�•�h�Ã�Ì� �µ�£�i�Z�›	��˜�b�”�\�q�U�p�V�‡�b�{�É�¿
�Ä�ë�”�«�w�¼� �ž�¬�å�Ü�^
R�t�m�M�o�x�z P.465 �w�®Diagramming�¯ �›�€
	°�`�o�X�i�^�M�{

�« �•�<�G�w�¦�Ó�³�ã�ï�x�z�Ã�Ñ�¥�ç�Ä�w�Š
Ú�è� �à�p�b�{�§�µ�»�Ü�Š
Ú
�è� �à�w�å�C�t�m�M�o�x�z P.475 �w�®appserver.rcx �Ñ�•� �ç�w�$	B�¯ �›�€
	°�`�o�X�i�^�M�{

�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’�Š
Ú�è� �à�›
¬�R�`�‡�b�{ �¦�Ó�³�ã�ï�t�x�z
�Í�w�‹�w�U�K�“�‡�b�{

• Layer not yet set

• Core

• Distribution

• Access

• Edge

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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New Device Wizard �w�–�;�M�O
New Device Wizard �›�–�;�`�o�Ã�Ì� �µ�›�å�C�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z New Device
Wizard �›�«�æ�¿�«�`�‡�b�{ New Device Wizard �U�‰�V�‡�b�{

New Device Wizard �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�µ�Â�¿�Ó 
†�Ì / �ž�«�³�ã�ï

�µ�Â�¿�Ó  1�• Create Device �Í�w	Ø�C�›�Ö�—�`�‡�b�{

• Hostname or IP�•�Ã�Ì� �µ�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

• Comments�•�Ã�Ì� �µ�t���b�”�Ú�™�w�¯�Ý�ï�Ä�›�Ö�—�`�‡�b�{

�^�À�›	4�ƒ�b�”	Ô�ù�x�z�Í�w�M�c�•�T�›�«�æ�¿�«�`�‡�b�{

• Next�• Authenticate �Ö�”�´�U�‰�V�‡�b�¢�Í�›�€	°�£ �{

• Finish�•�Ã�Ì� �µ�U
Y	×�t�å�C�^�•�”�q�z Add Device Wizard 
Congratulations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�t�x�z�U	Z�w�ð�J�U
¯
�Ô�^�•�‡�b�{

�µ�Â�¿�Ó  2�• Authenticate
Device

�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Use network-wide password rules�•�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z NCM �x�z
�Ã�Ì� �µ�t�&�;�^�•�”�z�É�¿�Ä�ë�”�«
¶�.�w�Ã�Ì� �µ  �Í�µ�ë�”�Å�F��
�›�–�;�`�‡�b�{�É�¿�Ä�ë�”�«
¶�.�w�Í�µ�ë�”�Å�F���›�^
R�b�”�t�x�z
Create One �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ P.131 �w�®�Ã�Ì� �µ  �Í�µ�ë�”�Å�F
���w�^
R�¯ �›�€	°�`�o�X�i�^�M�{

• Use device-specific password�•�¦�ï�t�`�h	Ô�ù�x�z�Ã�Ì� �µ�t���b�”	Ø
�C�q�`�o�z�â�”�²�Ê�z�Í�µ�ë�”�Å�z� �É�”�Ò�ç  �Í�µ�ë�”�Å�¢�˜�p�b�”
	Ô�ù�£�z SNMP �¡�ˆ	��“�¯�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�z�S�‘�|  SNMP 	{�V
���ˆ�¯�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�›�Ö�—�`�‡�b�{

�^�À�›	4�ƒ�b�”	Ô�ù�x�z�Í�w�M�c�•�T�›�«�æ�¿�«�`�‡�b�{

• Back�• Create Device �µ�Â�¿�Ó�t�í�“�‡�b�{

• Next�• Configure �Ö�”�´�U�‰�V�‡�b�¢�Í�›�€	°�£ �{

• Finish�•�Ã�Ì� �µ�U
Y	×�t�å�C�^�•�”�q�z Add Device Wizard 
Congratulations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�t�x�z�U	Z�w�ð�J�U
¯
�Ô�^�•�‡�b�{
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�µ�Â�¿�Ó  3�• Configure 
Device

NCM �x�z�Ã�Ì� �µ�w�Õ�ï�¼�”�S�‘�|�Þ�Ã�ç�w�U	Z�›�¼�æ�`�‡�b�{�U	Z
�t
R�­�b�”�q�z NCM �x�Ã�Ì� �µ
ƒ���›	��˜�`�o�¨�ò�`�‡�b�{�Í�t�z�Ã
�Ì� �µ�w�!�Ë�U	Z�U
ƒ���^�•�‡�b�{�Ã�Ì� �µ�w�!�Ë�U	Z�›
ƒ���`�s�M	Ô
�ù�x�z Update Syslog Configuration on Device �Ø�¿�«�µ�›�¦�Ñ�t�`�‡�b�{ �\
�w�Ø�¿�«�µ�›�¦�ï�t�`�h	Ô�ù�x�z�Í�w�¦�Ó�³�ã�ï�w�M�c�•�T�›
¬�R�`�‡
�b�{

• Log to NCM’s Syslog Server�• Update Syslog Configuration on Device �Ø�¿
�«�µ�U�¦�ï�w	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä�p�¦�ï�t�s�“�‡�b�{

• Log to existing Syslog Relay Host�•�æ�è�”  �×�µ�Ä�w�×�µ�Ä�Ê�‡�h�x  IP �ž
�Å�è�µ�›�Ö�—�`�‡�b�¢ �« �• NCM �U�z�!�Ë�U	Z�t�&�`�h�é�¬�è�Õ�ç�›
ƒ
���`�‡�b�£ �{

Finish �›�«�æ�¿�«�`�‡�b�{�Ã�Ì� �µ�U
Y	×�t�å�C�^�•�”�q�z Add Device
Wizard Congratulations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�t�x�z�U	Z�w�ð�J
�U
¯�Ô�^�•�‡�b�{

�µ�Â�¿�Ó 
†�Ì / �ž�«�³�ã�ï
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�Ã�Ì� �µ�w� �ï�Ù�”�Ä
�Ã�Ì� �µ�›�§�ï�Ú�à
~�“�‹ �¢ CSV�£�Ñ�•� �ç�T�’� �ï�Ù�”�Ä�b�”�t�x�z �Í�w
ó
:�w�M�O�›�–�;�p�V�‡�b�{

• �Ã�Ì� �µ  �Í�µ�ë�”�Å�F���¢�è	×�x�¬�ç�”�Ó�t�Â�“�p�o�’�•�”�£�q  CSV �Ñ�•� �ç�›�–�;�b�”�{

• �Ã�Ì� �µ  �Ã�”�»�S�‘�|�Ã�Ì� �µ  �Í�µ�ë�”�Å	Ø�C�›� �ï�Ù�”�Ä�b�”�M�t�z�f�•�g�•�Ÿ�s�”  CSV
�Ñ�•� �ç�›�–�;�b�”�{

CSV �Ñ�•� �ç�›�–�;�`�o�Ã�Ì� �µ�›� �ï�Ù�”�Ä�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z New Device
Task �›
¬�R�`�z Import Devices �›�«�æ�¿�«�`�‡�b�{ Import Task �Ö�”�´�U�‰�V�‡�b�{ P.269 �w�® Import Task
�Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

NCM �p�x�z�Ã�Ì� �µ�›  CSV �Ñ�•� �ç�T�’���8�$�t� �ï�Ù�”�Ä�b�”�‘�O�t
ƒ���p�V�‡�b�{ 	s�Š�o�Ã�Ì� 
�µ�›� �ï�Ù�”�Ä�b�”�q�V�x�z�Í�w
â�^�›�æ�O
ž�A�U�K�“�‡�b�{

• �Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›
ƒ���`�z Inventory �¬�ç�”�Ó�¢�b�‚�o�w�Ã�Ì� �µ�£�t�&�;�b�”�{ P.131
�w�®�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R�¯ �›�€	°�`�o�X�i�^�M�{

• �Ã�Ñ�¥�ç�Ä�w
€���M�Ü�›
ƒ���b�”�{ P.64 �w�®Device Access �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X
�i�^�M�{

• �Ã�Ì� �µ  � �ï�Ù�”�Ä  �Ñ�•� �ç�¢ Device.csv�£�›	j
‹�b�”�{ P.269 �w�®Import Task �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Device.csv �Ñ�•� �ç�x�z�$	B�•�Ó�é�¬�å�Ü�¢ Excel �s�r�£�•�w�é�”�Å�U�D�ó�p�K�”�\�q�t�y�™�`�o�X�i
�^�M�{

�¢�«�£ Detect Network Devices �»�µ�«�›�–�;�b�”�q�z NCM �w���g�<�t�”�X�É�¿�Ä�ë�”�«	Í�w�Ã�Ì� �µ�›
�›���p�V�‡�b�{ IP �ž�Å�è�µ�w
c�“�›�¦���b�”�q�z NCM �x�É�¿�Ä�ë�”�«�›�µ�©�ß�ï�`�o�Ã�Ì� �µ�›�U�g
�`�‡�b�{	Ä�I�t�m�M�o�x�z P.272 �w�®Detect Network Devices Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i
�^�M�{
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CSV �Ã�Ì� �µ�S�‘�|�Í�µ�ë�”�Å  �Ã�”�»  �Ñ�•� �ç�w�^
R

CSV �Ã�Ì� �µ  �Ã�”�»  �Ñ�•� �ç�¢ device.csv�£�w  1 �æ�è�t�x�z� �ï�Ù�”�Ä�b�”�Ã�”�»�t�0� �`�h  NCM
�Ã�”�»�Õ�”�µ�w�§�å�Ü�Ê�U
¯�Ô�^�•�‡�b�{�7�‹�‘�X�–�;�^�•�”�§�å�Ü�Ê�›�Í�t�Ô�`�‡�b�{�§�å�Ü�Ê�x
�G���È�q	–���È�U�à���^�•�‡�b�{

�§�å�Ü�Ê 
†�Ì / �ž�«�³�ã�ï

primaryIPAddress �Ã�Ì� �µ�w�Ó�å� �Ú�æ  IP �ž�Å�è�µ�{�\�•�x�
�°�w
ž
"�Ñ�Ÿ�”�ç�Å�p�b�{

deviceGroupName �Ã�Ì� �µ�U���‡�•�”�¬�ç�”�Ó�w�Ê
²�{

hostName �Ã�Ì� �µ�w�×�µ�Ä�Ê�{

consoleIPAddress �Ã�Ì� �µ�t���È
Ç�Z�’�•�h�¯�ï�¹�”�ç�w  IP �ž�Å�è�µ�{

accessMethods �Ã�Ì� �µ�w�ž�«�·�µ�M�Ü�{ accessMethods �w�Ï���x�z
access_methods[+connect_methods[+console]] �p�b�{�Í�t�«�›�Ô�`�‡�b�{

• CLI:TFTP+ssh+console

• CLI:FTP+ssh:telnet

• SNMP:TFTP

access_methods �x�z CLI�z SNMP�z TFTP�z�‡�h�x  FTP �w�M�c�•�T�t�s�“�z

ó
:�w�ž�«�·�µ�M�Ü�U�±�Ù�”�Ä�^�•�o�M�”	Ô�ù�x�¯�é�ï�p�à
~�’�•�”�\
�q�t�y�™�`�o�X�i�^ �M�¢�«�• connect_methods �x�z CLI �U�±�Ù�”�Ä�^�•�o
�M�”	Ô�ù�t�w�ˆ�&�;�^�•�z SSH �‡�h�x  Telnet �w�r�j�’�T�t�s�“�‡�b�{
ó

:�w�M�Ü�U�±�Ù�”�Ä�^�•�o�M�”	Ô�ù�x�¯�é�ï�p�à
~�’�•�‡�b�£ �{

consolePort �¯�ï�¹�”�ç�w�Ù�”�Ä
j�ø�{�\�w�Ñ�Ÿ�”�ç�Å�x�z�Ã�Ì� �µ  �ž�«�·�µ�t�¯�ï
�¹�”�ç  �±�”�Ì�›�–�;�b�”�T�r�O�T�›�¦���`�‡�b�¢�«�•�¯�ï�¹�”�ç  �±�”�Ì
�•�w�ž�«�·�µ�t�–�;�^�•�”�w�x  Telnet �i�Z�p�b�£ �{ 

assetTag �\�w�Ã�Ì� �µ�w�¿�ˆ�»�¬���È�»�{

managementStatus NCM �U�Ã�Ì� �µ�›�ž�«�Â�Ÿ�Ò�t���g�b�”�T�r�O�T�{ 0 �w	Ô�ù�z�Ã�Ì� �µ
�x  Active �t
ƒ���^�•�‡�b�{ 1 �w	Ô�ù�z�Ã�Ì� �µ�x  Inactive �t
ƒ���^�•�‡�b�{

comments �Ã�Ì� �µ�t���b�”
†�Ì���{

deviceCustom1 Custom Data �Ö�”�´�w  Devices �·�«�³�ã�ï�t�7�G  6 �m�w�§�µ�»�Ü  �Ñ�Ÿ�”�ç
�Å�›�^
R�p�V�‡�b�{�Ñ�Ÿ�”�ç�Å�w�^
R�x�z
ž�c�z�Ã�”�»�›� �ï�Ù�”�Ä�b
�”
²�t�æ�l�o�X�i�^�M�{
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�Í�w�Ñ�Ÿ�”�ç�Å�t�x�z�Ã�Ì� �µ
ƒ���T�’�Ã�”�»�U�×�ˆ�$�t�Ö�—�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{�Ã�Ì
� �µ  �Ã�”�»�w� �ï�Ù�”�Ä�Ì�t�\�•�’�w�Ñ�Ÿ�”�ç�Å�t�Ã�”�»�›	��ˆ�p�Ö�—�`�o�‹�z�f�w�Ã�”�»�x�Ã�Ì� 
�µ�U�Ù�”�æ�ï�¬�^�•�”�h�|�t	Í	{�V�^�•�‡�b�{

• Host Name

• Serial Number

• Location

• Vendor

• Model

• Operating System

�¢�«�£ �Ã�”�»�›�Ö�—�`�s�M�§�å�Ü�U�K�”	Ô�ù�x�z�f�w�§�å�Ü�Ê�›�_	†�`�o�X�i�^�M�{�í�w�‹�U���O�b�”
�q�z�Ã�Ì� �µ�U�b�p�t���O�b�”	Ô�ù�t�z�í�w�‹�p�7���w�Ã�”�»�U	Í	{�V�^�•�‡�b�{

�¬�ç�”�Ó�S�‘�|�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�–�;�`�o�Ã�Ì� �µ�›� �ï�Ù�”�Ä�b�”�t�x�z
ž�c�Í�w
â�^�›
�î�æ�`�‡�b�{

1. � �ï�Ù�”�Ä�b�”�Ã�Ì� �µ�w�¬�ç�”�Ó�›���[�b�”�{ P.140 �w�®�Ã�Ì� �µ  �¬�ç�”�Ó�w	Ä�I�›
¯�Ô�b�”
�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{ �¯ �›�€	°�`�o�X�i�^�M�{

2. �¬�ç�”�Ó�]�q�t�É�¿�Ä�ë�”�«
¶�.�w�Í�µ�ë�”�Å�F���›���[�b�”�{ P.131 �w�®�Ã�Ì� �µ  �Í�µ�ë�”�Å
�F���w�^
R�¯ �›�€	°�`�o�X�i�^�M�{

3. �Ã�Ì� �µ�›� �ï�Ù�”�Ä�b�”�¢�¤�Ã�Ì� �µ�U���b�”�¬�ç�”�Ó�›���‰�£�{ P.128 �w�®�Ã�Ì� �µ�w� �ï
�Ù�”�Ä�¯ �›�€	°�`�o�X�i�^�M�{

4. � �ï�Ù�”�Ä�^�•�h�Ã�Ì� �µ�w�Å�å� �Ì�›�U	Z�b�”�{ P.156 �w�®�Ã�Ì� �µ  �Å�å� �Ì�w�U	Z�¯ �›�€	°
�`�o�X�i�^�M�{�Å�å� �Ì�Ê�t�m�M�o�x�z �° Device Driver Reference for Network Compliance Manager
1.2�±�›�€	°�`�o�X�i�^�M�{



131
�H 3 	·�•�Ã�Ì� �µ�S�‘�|�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C

�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���w�^
R
�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�–�;�b�”�q�z�Ã�Ì� �µ�z IP �ž�Å�è�µ
c�“�z�‡�h�x�×�µ�Ä�Ê�w�¬�ç�”�Ó�t�z
�‰�°�w�â�”�²�Ê�z�Í�µ�ë�”�Å�z�S�‘�|  SNMP �¯�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�›�&�;�p�V�‡�b�{

�Ã�Ì� �µ�t�é�¬� �ï�b�”	Ô�ù�z NCM �x�z Device Password Rules �æ�µ�Ä�º�w�&�;�D�ó�s�F���›	q
j�t�&
�;�`�z�é�¬� �ï�t
R�­�b�”�q�z�f�w�F���›�Ã�Ì� �µ  �é�¬� �ï�q�`�o
ƒ���`�‡�b�{�f�w�F���U�Ž�™�w�é
�¬� �ï�¼�æ�p�æ

�`�h	Ô�ù�z NCM �x�6�S�z�&�;�D�ó�s�F���›	q
j�t�&�;�`�o�z	ý�`�M���®�s�é�¬� �ï
�›�_�m�Z�‡�b�{

�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�^
R�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Device Tools �›
¬�R�`�z
Device Password Rules �›�«�æ�¿�«�`�‡�b�{ Device Password Rules �Ö�”�´�U�‰�V�‡�b�{

Device Password Rules �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

New Password Rule 
�æ�ï�«

Device Password Rule �Ö�”�´�U�‰�V�‡�b�{ �\�w�Ö�”�´�p�x�z �Ã�Ì� �µ  �Í�µ�ë�”
�Å�F���›�^
R�S�‘�|�$	B�p�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.132 �w�®Device Password
Rule �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

�½�£�¿�«�Ø�¿�«�µ �(���w�½�£�¿�«�Ø�¿�«�µ�›�–�;�b�”�q�z �Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�_	†�p�V
�‡�b�{�F���›
¬�R�`�h�’�z Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�«�æ�¿�«�`�z
Delete �›�«�æ�¿�«�`�‡�b�{�¡
€�b�”  Select �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�–�;�b
�”�q�z�b�‚�o�w�F���›
¬�R�‡�h�x
¬�R�r	†�p�V�‡�b�{  

Change Date �F���U�7�™�t�!�Ë�^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Rule Name �F���w�Ê
²�U
¯�Ô�^�•�‡�b�{

Type �F���w�»� �Ó�U
¯�Ô�^�•�‡�b�{�»� �Ó�x�Í�w�M�c�•�T�p�b�{

• IP Range

• Host Name

• Device Group

Devices �F���w�×�µ�Ä�Ê�z IP �ž�Å�è�µ�z�‡�h�x�¬�ç�”�Ó�Ê�U
¯�Ô�^�•�‡�b�{

Create By �F���›	.
Y�`�h�â�”�²�w�é�¬� �ï�Ê�U
¯�Ô�^�•�‡�b�{ NA �x�z�˜�p�b�”�Ê
²
�U�s�M�\�q�›�™�¯�`�‡�b�{
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�¢�«�£ �F���w	q	‚�x	O�A�p�b�{ NCM �x�z Device Password Rules �Ö�”�´�t
¯�Ô�^�•�o�M�”	q	‚�p�F���›�&
�;�`�‡�b�{�µ�Æ�¿�Ó�³�ã�¿�Ä�w	��˜�Ì�t�Í�Ñ�¥�”�Ú�ï�µ�w�ð�J�U���“�&�`
C
\�b�”	Ô�ù�x�z�F���w	q
	‚�›�!�Ë�`�z�7�‹�‘�X�–�;�^�•�”�F���›�7	Í�•�t
��”�b�”�\�q�›�ß�€�`�o�X�i�^�M�{�‡�h�z�F���›�&
�;�b�”�¬�ç�”�Ó�‡�h�x  IP 
c�“�›�_�n�b�”
ž�A�‹�K�“�‡�b�{

Device Password Rule �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Actions �F���]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit�• Device Password Rule �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�F���›�$
	B�p�V�‡�b�{	Ä�I � t �m�M�o�x�z P.132 �w�®Device Password Rule �Ö�” �´ �w
�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�¢ �«�• �Ã�Ì� �µ  �Í�µ�ë�”�Å�F���x��
Œ�S
	q�t
¯�Ô�^�•�‡�b�{�æ�µ�Ä�º�p�F���›	Í�<�t� �ˆ�b�”�t�x�z�ü�¹�›�–�;�`
�‡�b�£�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Rule Definition

Network-Wide Password 
Rule

�¦�ï�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�z NCM �x�z�F���º�w�b�‚�o�w�Ã�Ì� �µ�t�&�;
�^�•�”�z �É�¿�Ä�ë�”�«
¶�.�w�Ã�Ì� �µ  �Í�µ�ë�”�Å�F���›�–�;�`�‡�b�{ �É�¿
�Ä�ë�”�«
¶�.�w�Í�µ�ë�”�Å�F���›�–�;�b�”�\�q�x�z�Ã�Ì� �µ  �«�è�Ã�ï
�³�ß�ç�›
ƒ���b�”	Í�p�z�ô�S�t�µ�­�”�å�Ò�ç�s�M�O�q�s�“�‡�b�{

Rule Name �F���Ê�›�Ö�—�`�‡�b�{

Insert Before �\�w�F���w
à�Ö�•�”�w�<���t�K�”�7���w�F���Ê�›�Å�é�¿�Ó�¼�¢�ï  �Ý
�Ç�á�”�T�’
¬�R�`�‡�b�{

IP Range �¦�ï�t�`�h	Ô�ù�x�z �F���w�&�;
c�“�w�‰�•  IP �ž�Å�è�µ�q	4�ƒ  IP �ž�Å�è�µ
�›�Ö�—�`�‡�b�{�ë� �ç�Å�§�”�Å�¢ * �‡�h�x  ?�£�›�–�;�`�o�z���È�b�”�Ã�Ì
� �µ�w�·�¿�Ä�t�\�w�F���›�&�;�p�V�‡�b�{

Hostname �¦�ï�t�`�h	Ô�ù�x�z�\�w�F���›�&�;�b�”�×�µ�Ä�Ê�›�Ö�—�`�‡�b�{�ë� �ç
�Å�§�”�Å�¢ * �‡�h�x  ?�£�›�–�;�`�o�z���È�b�”�Ã�Ì� �µ�w�·�¿�Ä�t�\�w�F
���›�&�;�p�V�‡�b�{

Device Group �¦�ï�t�`�h	Ô�ù�x�z�\�w�F���›�&�;�b�”  1 �m�Ž	Í�w�¬�ç�”�Ó�w�Ê
²�›
¬
�R�`�‡�b�{�F���›�b�‚�o�w�Ã�Ì� �µ�t�&�;�b�”�t�x�z Inventory �›
¬�R�`
�‡�b�{

Device-Specific Password 
Information

�¦�ï�w	Ô�ù�z NCM �x�›���w  1 �m�w�Ã�Ì� �µ�t�{���w�Ý	Â�«�è�Ã�ï�³�ß�ç
�›�–�;�`�‡�b�{�F���›�&�;�b�”�Ã�Ì� �µ�w  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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	4�ƒ�`�h�’�z Save �Ø�»�ï�›�«�æ�¿�«�`�o�X�i�^�M�{	ý�`�M�F���U  Device Password Rules �æ�µ�Ä�t
¯�Ô
�^�•�‡�b�{

Password Information

Username NCM �U�Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�b�”�â�”�²�Ê�›�Ö�—�`�‡�b�{�Ã�Ì� 
�µ�U  TACACS+ �s�r�w  AAA �¹�æ�á�”�³�ã�ï�›�–�;�b�”�‘�O�t
ƒ���^�•
�o�M�”	Ô�ù�x�z NCM �;�w  AAA �â�”�²  �ž�§�¢�ï�Ä�›�^
R�`�z�f�w  AAA
�«�è�Ã�ï�³�ß�ç�›�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç�q�`�o�–�;�`�‡�b�{

Password NCM �U�Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�b�”�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{

Confirm Password �Í�µ�ë�”�Å�›�6�S�Ö�—�`�‡�b�{

Enable Password NCM �U�›�V�Þ�”�Å�t�ž�«�·�µ�b�”�q�V�t
ž�A�q�s�”� �É�”�Ò�ç  �Í�µ
�ë�”�Å�›�Ö�—�`�‡�b�{�„�q�œ�r�w
ƒ���!�Ë�t�x�z� �É�”�Ò�ç  �Í�µ�ë�”�Å
�U
ž�A�p�b�¢ �« �• Nortel ASN/ARN �s�r�°
æ�w�Ã�Ì� �µ�p�x�z�Í�µ�ë�”�Å
�s�`�p�›�V�Þ�”�Å�t�ž�«�·�µ�p�V�‡�b�{�°
æ�w�Ã�Ì� �µ�x�z�›�V�Þ�”�Å
�;�w�Í�µ�ë�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�‘�O�t
ƒ���p�V�‡�b�{�±� �Ä�{��
�w
ƒ���t�m�M�o�x�z�É�¿�Ä�ë�”�«���g	��t�ð�M�ù�d�o�X�i�^�M�£ �{

Confirm Enable Password � �É�”�Ò�ç  �Í�µ�ë�”�Å�›�6�S�Ö�—�`�‡�b�{

SNMP Read-Only 
Community String

SNMP �¡�ˆ	��“
•�;�¯�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�›�Ö�—�`�‡�b�{

SNMP Read/Write 
Community String

SNMP �¡�ˆ	��“ / 	{�V���ˆ�¯�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�›�Ö�—�`�‡�b�{

Show Device Access 
Settings

NCM �x�z�„�q�œ�r�w�É�¿�Ä�ë�”�«�S�‘�|�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�p�;�ó�b
�”�‘�O�t
ƒ�-�^�•�o�M�‡�b�{�h�i�`�z� �×�w�Ã�Ì� �µ
ƒ���›�–�;�`�o�z�›
���w�Ã�Ì� �µ�›���g�b�”  NCM �w�;�ó�›�!�Ë�p�V�‡�b�{�Ã�Ì� �µ  �ž�«�·
�µ
ƒ���›�–�;�`�o�z �É�¿�Ä�ë�”�«
ƒ���t�ù�d�o  NCM �›�§�µ�»�Ú� �¶�p�V
�‡�b�{�Ã�Ì� �µ  �ž�«�·�µ
ƒ���x�z�Ã�Ì� �µ  �Í�µ�ë�”�Å	Ø�C�t�A�|
Ç�Z�’
�•�‡�b�{�Ö�—�`�h�Ã�Ì� �µ�{���w
ƒ���U�&�;�^�•�”�w�x�z�Ã�Ì� �µ�{��
�w�Í�µ�ë�”�Å	Ø�C�›�–�;�b�”�‘�O�t
¬�R�`�h	Ô�ù�i�Z�p�b�{�Í�µ�ë�”�Å
�F���t�x�z�É�¿�Ä�ë�”�«
¶�.�w�Ã�Ì� �µ
ƒ���›�å�C�p�V�‡�b�{�Í�t�«�›
�Ô�`�‡�b�{

• Exec �Þ�”�Å  �Ó�é�ï�Ó�Ä

• Config �Þ�”�Å  �Ó�é�ï�Ó�Ä

• Admin �Ó�é�ï�Ó�Ä

�Ã�Ì� �µ  �ž�«�·�µ
ƒ���w�–�;�M�O�w	Ä�I�t�m�M�o�x�z �®How To Use Device
Access Settings�¯�æ�ï�«�›�«�æ�¿�«�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C
�Ã�Ì� �µ  �¬�ç�”�Ó�›�^
R�b�”�q�z
Ê	ë�t�&�`�h�M�O�p�Ã�Ì� �µ�›�0�›�t
ü�¨�p�V�‡�b�{���X�w	Ô�ù�z
�Ã�Ì� �µ�x�z�Í�w�M�c�•�T�w�µ�©�”�Ú�›�–�;�`�o�b�p�t�$
R�^�•�o�M�‡�b�{

• �•�g�$�‡�h�x
ú�g�$�s	Ô	t�¢ Seattle �•  New York �s�r�£

• �Ä�À�o�•�‡�h�x
æ�ó�¢�æ�À�z�ê
��z
a���s�r�£

• �É�¿�Ä�ë�”�«  �ž�”�©�Â�«�½�ß�t�S�Z�”�é�”�ç�¢ core�z edge�z distribution�z access �s�r�£

�p	s�z Device Groups �Ö�”�´�t�x  Inventory �¬�ç�”�Ó�q�M�O�³�µ�Â�Ü  �¬�ç�”�Ó�i�Z�U���‡�•�o�M�‡�b�{
Inventory �¬�ç�”�Ó�t�x�z NCM �t�å�C�^�•�h�b�‚�o�w�Ã�Ì� �µ�U���‡�•�o�M�‡�b�{�h�i�`�z�\�w�Ö�”�´
�t�x�z�^
R�`�h�â�”�²���[�w�¬�ç�”�Ó�‹
¯�Ô�^�•�‡�b�{

NCM �w�Ã�Ì� �µ  �¬�ç�”�Ó�Š
Ú�x�z
��¬�ç�”�Ó�q�æ�”�Ñ  �¬�ç�”�Ó�p�Ï
R�^�•�‡�b�{

• 
��¬�ç�”�Ó�t�x�z 1 �m�w
��i�Z�U���O�p�V�‡�b�{
��¬�ç�”�Ó�›	ý�`�M
��¬�ç�”�Ó�w� �¬�ç�”�Ó�q
�`�o�å�C�b�”�q�z�f�•�‡�p�w���È
Ç�Z�U�b�‚�o	Í	{�V�^�•�‡�b�{�‡�h�z
��¬�ç�”�Ó�t�x�Ã�Ì� 
�µ  �¬�ç�”�Ó�i�Z�›���Š�”�\�q�U�p�V�z�Ã�Ì� �µ�›���Š�”�\�q�x�p�V�‡�d�œ�{

• �æ�”�Ñ  �¬�ç�”�Ó�t�x�Ã�Ì� �µ�i�Z�›���Š�”�\�q�U�p�V�z���w�Ã�Ì� �µ  �¬�ç�”�Ó�›���Š�”�\�q�x
�p�V�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä�w  Inventory �¬�ç�”�Ó�x�›���t	r�g�^�•�z
��¬�ç�”�Ó�q�æ�”�Ñ  �¬�ç�”�Ó�w�†�M�t�˜�p�b�”�\
�q�t�y�™�`�o�X�i�^�M�{ Inventory �¬�ç�”�Ó�t�x�z�³�µ�Â�Ü�º�w�b�‚�o�w�Ã�Ì� �µ�U���‡�•�‡�b�{
��¬
�ç�”�Ó�t���^�s�M�æ�”�Ñ  �¬�ç�”�Ó�x�b�‚�o  Inventory �¬�ç�”�Ó�t���‡�•�‡�b�{

�Ã�Ì� �µ  �¬�ç�”�Ó�Š
Ú�›�^
R�b�”�q�z�°�È�w�Ã�Ì� �µ  �¬�ç�”�Ó�t�0�`�o�»�µ�«�q�è�Ù�”�Ä�›���o�t�î
�æ�p�V�”�‘�O�t�s�“�‡�b�{�Ã�Ì� �µ  �¬�ç�”�Ó�Š
Ú�w�«�›�Í�t�Ô�`�‡�b�{

Inventory
Geographical Organization

Europe
Asia

China
Japan

Departmental Organization

Finance

Engineering

Sales

Branch Offices
Main Sales Office


��¬�ç�”�Ó

� æ � ” � Ñ �¬�ç�”�Ó

�b�‚�o�w�Ã�Ì�  �µ �›���‰

� æ � ” � Ñ �¬�ç�”�Ó

��¬�ç�”�Ó
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�\�w�Ã�Ì� �µ  �¬�ç�”�Ó�Š
Ú�w	Ô�ù�z�h�q�Q�y�z Japan �Ã�Ì� �µ�‡�h�x  Asia �Ã�Ì� �µ�¢ China �Ã�Ì� �µ�q
Japan �Ã�Ì� �µ�›�b�‚�o���‰�£�t�0�`�o�z�»�µ�«�q�è�Ù�”�Ä�›�î�æ�p�V�‡�b�{

New Group �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

	ý�`�M�Ã�Ì� �µ  �¬�ç�”�Ó�›�å�C�b�”�t�x�z �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z New Device Group �›�«�æ�¿
�«�`�‡�b�{ New Group �Ö�”�´�U�‰�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Group Name �¬�ç�”�Ó�Ê�›�Ö�—�`�‡�b�{

Description �¬�ç�”�Ó�w
†�Ì�›�Ö�—�`�‡�b�{

Owner �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’�Ê
²�›
¬�R�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�x�z Admin �p�b�{

Sharing Public �‡�h�x  Private �›
¬�R�`�‡�b�{ Public �¬�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°
�p�V�‡�b�U�z Private �¬�ç�”�Ó�x�¬�ç�”�Ó  �¦�”�Æ�”�q�³�µ�Â�Ü���g	��i�Z�U�€
	°�p�V�‡�b�{  

�«�• Private �Ã�Ì� �µ  �¬�ç�”�Ó�w	Ô�ù�z 
ó
:�w�â�”�²�U� �×�w�Ã�Ì� �µ  �¬�ç�”
�Ó�›
ƒ���p�V�‡�b�{�â�”�²�x  NCM �t�é�¬� �ï�b�”�q�z�f�w�â�”�²�w�Ã�Ì� 
�µ  �¬�ç�”�Ó�q�b�‚�o�w  Public �Ã�Ì� �µ  �¬�ç�”�Ó�i�Z�›�€	°�p�V�‡�b�{�A�L
�q�`�o�z�â�”�²�x�z NCM �›�–�M�•�b�^�q�µ�­�”�å�Ï�æ�Â�Ÿ�t���`�o�§�µ�»
�Ú� �¶�p�V�”�‘�O�t�s�“�‡�b�{

Parent Device Group �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�t�x  Inventory �¬�ç�”�Ó�U
¯�Ô�^�•�‡�b�U�z���w�¬
�ç�”�Ó�›
¬�R�b�”�\�q�‹�p�V�‡�b�{�f�w�¬�ç�”�Ó�›  Private �t�b�”�q�z
¬�R�x
�Á�¹�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{ Private �¬�ç�”�Ó�›�¬�ç�”�Ó�Š
Ú�t���Š
�”�\�q�x�p�V�‡�d�œ�{

Devices Device Selector �w�(���w�Ø�¿�«�µ�t�z�q�O�w�Ã�Ì� �µ  �¬�ç�”�Ó�U�b�‚�o
¯�Ô
�^�•�‡�b�{�°
j	Í�t�x�z Inventory �Ã�Ì� �µ  �¬�ç�”�Ó�U
¯�Ô�^�•�‡�b�{ Device
Selector �w�–�;�M�O�t�m�M�o�x�z P.138 �w�®Device Selector�¯ �›�€	°�b�”�T�z
Device Selector �w�È	Í�t�K�”�Y�ð
Ö�¢ ?�£�›�«�æ�¿�«�`�o�X�i�^�M�{
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��¬�ç�”�Ó�w�å�C
	ý�`�M
��¬�ç�”�Ó�›�å�C�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Groups �›�«�æ�¿�«�`�‡�b�{ Device Group �Ö�”�´�U�‰�V�‡�b�{
P.139 �w�®Device Groups �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

2. �Ö�”�´�w	Í
æ�t�K�”  New Parent Group �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ New Parent Group �Ö�”�´�U�‰�V
�‡�b�{

�¢�«�£ 
��¬�ç�”�Ó�›�^
R�b�”�t�x�z�&
~�s�V�v�›�Ë�l�o�M�”
ž�A�U�K�“�‡�b�{�‡�h�z�Ã�Ì� �µ  �¬�ç�”�Ó
�Š
Ú�x�ž���^�•�”�h�Š�z
��¬�ç�”�Ó�x�b�‚�o  Public �t�b�”
ž�A�U�K�“�‡�b�{

New Parent Group �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�^�À�›	4�ƒ�b�”	Ô�ù�x�z Save �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{ New Parent Group �U�‰�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Group Name 
��¬�ç�”�Ó�w�Ê
²�›�Ö�—�`�‡�b�{

Description 
��¬�ç�”�Ó�w
†�Ì�›�Ö�—�`�‡�b�{�è	×�x�z�\�w�¬�ç�”�Ó�›���w�¬�ç�”�Ó�q�à
���b�”�º�0�t�`�‡�b�{

Sharing 
��¬�ç�”�Ó�x�z	×�t  Public �q�s�“�‡�b�{  

Parent Device Group �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�t�x�z�Ã�Ñ�¥�ç�Ä�p  Inventory �U
¯�Ô�^�•�‡�b�{

Child Device Groups • All device groups�•�q�O�w
¶�Ã�Ì� �µ  �¬�ç�”�Ó�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{
�
�¬�ç�”�Ó�w� �q�`�o���Š�”�Ã�Ì� �µ  �¬�ç�”�Ó�›
¬�R�`�z Copy >> �›�«�æ�¿
�«�`�‡�b�{ 1 �m�w�¬�ç�”�Ó�›� �q�`�o���Š�”�\�q�U�p�V�”
��¬�ç�”�Ó�x  1 �m
�i�Z�p�K�”�\�q�t�y�™�`�o�X�i�^�M�{�å�C�b�”�¬�ç�”�Ó�U�b�p�t
��¬�ç�”
�Ó�t���`�o�M�”	Ô�ù�z�f�w�¬�ç�”�Ó�x�z�f�•�‡�p�w
��¬�ç�”�Ó�T�’�_	†�^
�•�‡�b�{

• Children of this group�•
��¬�ç�”�Ó�t� �q�`�o�Â�“�p�o�’�•�o�M�”�Ã�Ì� �µ
�¬�ç�”�Ó�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{�\�w
��¬�ç�”�Ó�T�’�_	†�b�”� �¬�ç�”
�Ó�›
¬�R�`�z << Remove �›�«�æ�¿�«�`�‡�b�{  
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Parent Group �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Groups �æ�ï�« Device Groups �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ  �¬�ç�”�Ó�›
�b�‚�o
¯�Ô�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.139 �w�® Device Groups �Ö�”�´�w
�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

New Group �æ�ï�« New Device Group �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.134 �w�®�Ã�Ì� 
�µ  �¬�ç�”�Ó�w�å�C�¯ �›�€	°�`�o�X�i�^�M�{

New Parent Group �æ�ï�« Add Parent Group �Ö�”�´�U�‰�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.136 �w�®New Parent
Group �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Group Name �Ã�Ì� �µ  �¬�ç�”�Ó�w�â�”�²���[�Ê�U
¯�Ô�^�•�‡�b�{�¬�ç�”�Ó�Ê�›�«�æ�¿
�«�b�”�q�z Device Group Details �Ö�”�´�U�‰�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.140
�w�®Device Group Details �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Description �¬�ç�”�Ó�w
†�Ì�U
¯�Ô�^�•�‡�b�{�è	×�x�z�\�w�¬�ç�”�Ó�›���w�¬�ç�”�Ó
�q�à���b�”�º�0�t�s�l�o�M�‡�b�{

Number of devices �¬�ç�”�Ó�º�w�Ã�Ì� �µ�w
:�U
¯�Ô�^�•�‡�b�{

Owner �Ã�Ì� �µ  �¬�ç�”�Ó�›�^
R�`�h�â�”�²�Ê�U
¯�Ô�^�•�‡�b�{

Sharing �¬�ç�”�Ó�U  Public �p�K�”�T  Private �p�K�”�T�U
¯�Ô�^�•�‡�b�{ Public �¬
�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°�p�V�‡�b�U�z Private �¬�ç�”�Ó�x�¬�ç�”�Ó
�¦�”�Æ�”�q�³�µ�Â�Ü���g	��i�Z�U�€	°�p�V�‡�b�{  

Actions �Í�w�¦�Ó�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit�• Edit Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�â�”�²���[�¬�ç�”
�Ó�w�Ê
²�S�‘�|�¯�Ý�ï�Ä�›�!�Ë�p�V�‡�b�{ �¬�ç�”�Ó�t�0�b�”�Ã�Ì� �µ�w
�å�C�S�‘�|�_	†�‹�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.154 �w�® Edit Group �Ö�”
�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Delete�•�¬�ç�”�Ó�›�ì
¶�t�_	†�`�‡�b�{

• Make Public/Private�•�Ã�Ì� �µ  �¬�ç�”�Ó�›  Public �Þ�”�Å�q  Private �Þ�”�Å
�w���p
~�“�8�Q�‡�b�{  
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Device Selector
Device Selector �›�–�;�b�”�q�z�¬�ç�”�Ó  �À�æ�”�›���o�t� �ˆ�`�o�z�^�‡�_�‡�s�ž�Ó�æ�­�”�³�ã�ï�;�w�Ã
�Ì� �µ�S�‘�|�Ã�Ì� �µ  �¬�ç�”�Ó�›
¬�R�b�”�\�q�U�p�V�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z Device Selector �w�(���w�Ø�¿�«�µ�t�z�q�O�w�Ã�Ì� �µ  �¬�ç�”�Ó�U�b�‚�o
¯�Ô�^�•�‡
�b�{�°
j	Í�t�x�z Inventory �Ã�Ì� �µ  �¬�ç�”�Ó�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ  �¬�ç�”�Ó�w�æ�µ�Ä�w	Í�t�K�”
�è
Ç�V�w�–�¬�t�x�z All Groups �¦�Ó�³�ã�ï�U
¯�Ô�^�•�‡�b�{ �Ã�Ì� �µ  �¬�ç�”�Ó�º�w�Ã�Ì� �µ�b�‚�o�w�æ
�µ�Ä�›
¯�Ô�b�”�t�x�z Group Name �§�å�Ü�p�z�Ã�Ì� �µ  �¬�ç�”�Ó�w�Ê
²�›�¼�Ò�ç�«�æ�¿�«�`�‡�b�{

�¢�«�£ �Ã�Ì� �µ  �¬�ç�”�Ó�›	.
Y�b�”	Ô�ù�z Device Selector �w Added Devices �Ø�¿�«�µ�t�x�z�¬�ç�”�Ó�º
�w�q�O�w�Ã�Ì� �µ�U
¯�Ô�^�•�‡�b�{

	s�8�w  Device Selector �Ï�á�”�x�z�Ã�Ñ�¥�ç�Ä�p  All Groups �t
ƒ���^�•�o�M�‡�b�{�h�i�`�z�7���w�Ã�Ì� 
�µ  �æ�µ�Ä�›	.
Y�b�”	Ô�ù�›	†�V�‡�b�{�(���w�Ø�¿�«�µ�p�¬�ç�”�Ó�w�Ã�Ì� �µ  �æ�µ�Ä�U  100 �Ã�Ì� �µ�›
�Ò�Q�h	Ô�ù�z�Ã�Ì� �µ�x
ó
:�w�Ö�”�´�t
¯�Ô�^�•�‡�b�{�Ö�”�´
:�x�z�(���w�Ø�¿�«�µ�w�<�t
¯�Ô�^�•
�‡�b�{�æ�µ�Ä�w�7�G�±� �¶�x  10,000 �Ã�Ì� �µ�p�b�{�\�•�’�w�Í�å�Ý�”�»�›�6
ƒ���b�”�t�x�z P.80 �w

�®User Interface �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{


��Ã�Ì� �µ  �¬�ç�”�Ó�›�¼�Ò�ç�«�æ�¿�«�b�”�q�z�æ�µ�Ä�U�Ë	ý�^�•�z�f�w
��Ã�Ì� �µ  �¬�ç�”�Ó�t���b�”
�Ã�Ì� �µ  �¬�ç�”�Ó�U
¯�Ô�^�•�‡�b�{ � �Ã�Ì� �µ  �¬�ç�”�Ó�›�¼�Ò�ç�«�æ�¿�«�b�”�q�z �æ�µ�Ä�U�Ë	ý�^�•�z
�f�w� �Ã�Ì� �µ  �¬�ç�”�Ó�t���b�”�Ã�Ì� �µ�U
¯�Ô�^�•�‡�b�{�\�w�h�Š�z�¤�¬�ç�”�Ó  �À�æ�”�›���o�t� 
�ˆ�p�V�‡�b�{
²�w�è�Õ�ç�t�í�”�t�x�z All Groups �¦�Ó�³�ã�ï�›�«�æ�¿�«�b�”�T�z�‡�h�x�Ã�Ì� �µ  �æ�µ�Ä
�w	Í�t�K�”�è
Ç�V�w�–�¬�t�q�O
¯�Ô�^�•�o�M�”�Ã�Ì� �µ  �¬�ç�”�Ó�Ê�›�«�æ�¿�«�`�‡�b�{

�Í�w
¯�x�z Device Selector �w�¦�Ó�³�ã�ï�›�Ô�`�o�M�‡�b�{

�¦�Ó�³�ã�ï �A�L

Select All �Ã�Ì� �µ  �¬�ç�”�Ó�q�Ã�Ì� �µ�›�b�‚�o
¬�R�`�‡�b�{�ò�è�U�§�Ð
¯�Ô�^�•�h
�™�zAdded Devices �Ø�¿�«�µ�t� �ˆ�b�”�t�x�È�ü�¹�Ø�»�ï  [>>>] �›�–�;�`�z
Added Devices �Ø�¿�«�µ�T�’�_	†�b�”�t�x�(�ü�¹�Ø�»�ï  [<<<] �›�–�;�`�‡�b

�¢ �«�•
ó
:�w�ò�è�›
¬�R�b�”	Ô�ù�x�z Shift �©�”�‡�h�x  Ctrl �©�”�›�–�;�`�‡�b�£ �{

�›���w�Ã�Ì� �µ  �¬�ç�”�Ó�‡�h�x�Ã�Ì� �µ�i�Z�›  Added Devices �Ø�¿�«�µ�t�å
�C�b�”	Ô�ù�x�z�f�w�ò�è�›�«�æ�¿�«�`�o�§�Ð
¯�Ô�`�z�È�ü�¹�Ø�»�ï  [>>>] �›
�«�æ�¿�«�`�‡�b�{�¬�ç�”�Ó�U� �ˆ
Æ�D�w	Ô�ù�x�z�È�ü�¹�Ø�»�ï  [>>>] �U�¬�è
� �ž�¢�Ä�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{

Select None �§�Ð
¯�Ô�^�•�h�Ã�Ì� �µ  �¬�ç�”�Ó�q�Ã�Ì� �µ�›
¬�R�r	†�`�‡�b�{

Sorting �Ã�Ì� �µ  �æ�µ�Ä�›�¹�”�Ä�b�”�t�x�z Host Name �§�å�Ü�‡�h�x  IP Address �§�å
�Ü�w�»� �Ä�ç�›�«�æ�¿�«�`�‡�b�{

Limit by name or IP �U�g�0	Å�›�›���w�Ã�Ì� �µ  �¬�ç�”�Ó�‡�h�x�Ã�Ì� �µ�t�Ü�“���‰�t�x�z �¬�ç�”
�Ó�Ê�z�×�µ�Ä�Ê�z�‡�h�x  IP �ž�Å�è�µ�w�°
æ�›�Ö�—�`�‡�b�{



139
�H 3 	·�•�Ã�Ì� �µ�S�‘�|�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C

�Ã�Ì� �µ  �¬�ç�”�Ó�w
¯�Ô
�p	s�z Device Groups �Ö�”�´�t�x  Inventory �¬�ç�”�Ó�q�M�O�³�µ�Â�Ü  �¬�ç�”�Ó�i�Z�U���‡�•�o�M�‡�b�{
Inventory �¬�ç�”�Ó�t�x�b�‚�o�w�Ã�Ì� �µ�U���‡�•�o�M�‡�b�{�h�i�`�z�\�w�Ö�”�´�t�x�z�^
R�`�h�â�”
�²���[�w�¬�ç�”�Ó�‹
¯�Ô�^�•�‡�b�{

	ý�`�M�Ã�Ì� �µ  �¬�ç�”�Ó�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Groups �›�«�æ�¿�«�`�‡�b�{
Device Groups �Ö�”�´�U�‰�V�‡�b�{ Public �Ã�Ì� �µ  �¬�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°�p�V�”�\�q�t�y�™
�`�o�X�i�^�M�{ Private �Ã�Ì� �µ  �¬�ç�”�Ó�x�z�¬�ç�”�Ó  �¦�”�Æ�”�q  NCM ���g	��i�Z�U�€	°�p�V�‡�b�{

Device Groups �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

New Group �æ�ï�« New Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M�Ã�Ì� �µ  �¬�ç�”
�Ó�›�^
R�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.134 �w�®�Ã�Ì� �µ  �¬�ç�”�Ó�w�å
�C�¯ �›�€	°�`�o�X�i�^�M�{

New Parent Group �æ�ï�« New Parent Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M
��¬�ç�”�Ó
�›�å�C�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.136 �w�®New Parent Group �Ö�”�´�w
�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Group Name �Ã�Ì� �µ  �¬�ç�”�Ó�w�â�”�²���[�Ê�U
¯�Ô�^�•�‡�b�{
��¬�ç�”�Ó�x�È�<�[
�^�•�‡�d�œ�{�h�i�`�z
��¬�ç�”�Ó�U���w
��¬�ç�”�Ó�w� �t�s�l�o�M�”	Ô
�ù�›	†�V�‡�b�{
��¬�ç�”�Ó�t���b�”�¬�ç�”�Ó�x�z
��w�<�t�È�<�[�^�•�o

¯�Ô�^�•�‡�b�{�¬�ç�”�Ó�Ê�›�«�æ�¿�«�b�”�q�z Device Group �Ö�”�´�U�‰
�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ  �¬�ç�”�Ó�t���b�”	Ä�I	Ø�C�›�€	°�p
�V�‡�b�{	Ä�I�t�m�M�o�x�z P.140 �w�®Device Group Details �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Description �¬�ç�”�Ó�w
†�Ì�U
¯�Ô�^�•�‡�b�{

Number of devices �¬�ç�”�Ó�º�w�Ã�Ì� �µ�w
:�U
¯�Ô�^�•�‡�b�{

Owner �Ã�Ì� �µ  �¬�ç�”�Ó�›�^
R�`�h�â�”�²�Ê�U
¯�Ô�^�•�‡�b�{

Sharing �¬�ç�”�Ó�U  Public �p�K�”�T  Private �p�K�”�T�U
¯�Ô�^�•�‡�b�{ Public �Ã�Ì
� �µ  �¬�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°�p�V�‡�b�U�z Private �Ã�Ì� �µ  �¬
�ç�”�Ó�x�¬�ç�”�Ó  �¦�”�Æ�”�q  NCM ���g	��i�Z�U�€	°�p�V�‡�b�{  
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�Ã�Ì� �µ  �¬�ç�”�Ó�w	Ä�I�›
¯�Ô�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Groups �›�«�æ�¿�«�`�‡�b�{ Device Groups �Ö�”�´�U�‰�V�‡�b�{

2. 	Ä�I�›
¯�Ô�b�”�¬�ç�”�Ó�Ê�›�«�æ�¿�«�`�‡�b�{ Device Group Details �Ö�”�´�U�‰�V�‡�b�{

Device Group Details �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Actions Inventory �¬�ç�”�Ó�w  Actions �Ñ�Ÿ�”�ç�Å�x�z �¬�ç�”�Ó�Ê�›
¬�R�b�”�‡�p�í
�t�s�l�o�M�‡�b�{�â�”�²���[�¬�ç�”�Ó�t�x�z�Í�w�ž�«�³�ã�ï�U
¯�Ô�^�•
�‡�b�{

• Edit�• Edit Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�â�”�²���[�¬�ç�”
�Ó�w�Ê
²�S�‘�|�¯�Ý�ï�Ä�›�!�Ë�p�V�‡�b�{ �¬�ç�”�Ó�t�0�b�”�Ã�Ì� �µ�w
�å�C�S�‘�|�_	†�‹�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.154 �w�® Edit Group �Ö�”
�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Delete�•�¬�ç�”�Ó�›�ì
¶�t�_	†�`�‡�b�{

• Make Public/Private�•�Ã�Ì� �µ  �¬�ç�”�Ó�›  Public �Þ�”�Å�q  Private �Þ�”�Å
�w���p
~�“�8�Q�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Groups �æ�ï�« Device Groups �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ  �¬�ç�”�Ó�›
�b�‚�o
¯�Ô�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.139 �w�® Device Groups �Ö�”�´�w
�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

New Device �æ�ï�« New Device �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M�Ã�Ì� �µ�›�å�C
�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.120 �w�®�Ã�Ì� �µ�w�å�C�¯ �›�€	°�`�o�X�i
�^�M�{

New Group �æ�ï�« New Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M�¬�ç�”�Ó�›�å�C
�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.134 �w�®�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C�¯ �›�€	°
�`�o�X�i�^�M�{

New Parent Group �æ�ï�« New Parent Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M
��¬�ç�”�Ó
�›�å�C�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.136 �w�®
��¬�ç�”�Ó�w�å�C�¯ �›�€	°
�`�o�X�i�^�M�{

Edit Group �æ�ï�« Edit Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ  �¬�ç�”�Ó�›�$
	B�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.154 �w�® Edit Group �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯
�›�€	°�`�o�X�i�^�M�{

Current Working Group �q�O�ˆ�^�¤�w�¬�ç�”�Ó�U�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�t
¯�Ô�^�•�‡�b�{�Å
�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’���w�¬�ç�”�Ó�›
¬�R�b�”�\�q�‹�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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List Active Devices Only 
�½�£�¿�«�Ø�¿�«�µ

�¦�ï�w	Ô�ù�z�Ã�Ì� �µ�w�æ�µ�Ä�x�z�ž�«�Â�Ÿ�Ò�t���g�^�•�o�M�”�Ã�Ì� 
�µ�t
M�v�^�•�‡�b�{

Run Task on this Group �\�w�¬�ç�”�Ó�p�î�æ�b�”�»�µ�«�›�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’
¬�R�p�V
�‡�b�{�»�µ�«�w�î�æ�t�m�M�o�x�z P.229 �w�®�»�µ�«�t�m�M�o�¯ �›�€	°�`�o
�X�i�^�M�{

�½�£�¿�«�Ø�¿�«�µ �(���w �½�£�¿�«�Ø�¿�«�µ�›�–�;�b�”�q�z�Ã�Ì� �µ�›���g�p�V�‡�b�{�Ã�Ì
� �µ�›
¬�R�`�h�’�z Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�«�æ�¿�«�`�‡�b�{
�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Activate�•
¬�R�^�•�h�Ã�Ì� �µ�›���g�b�”�‘�O�t  NCM �t�¦�Ô�`�‡�b�{

• Deactivate�•
¬�R�^�•�h�Ã�Ì� �µ�›���g�`�s�M�‘�O�t  NCM �t�¦�Ô�`�‡�b�{

• Batch Edit Device�• Batch Edit Device �Ö�”�´�›�‰�V�‡�b�{ �\�w�Ö�”�´�p�x�z

¬�R�`�h�b�‚�o�w�Ã�Ì� �µ�t�0�`�o�Å�å� �Ì�w�Â�“�p�o�q
€���M�Ü�w

ƒ���›�°�Å�p�æ�O�\�q�U�p�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.155 �w�®Batch Edit
Device �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Delete�•
¬�R�^�•�h�Ã�Ì� �µ�›�_	†�`�‡�b�{

• �Ã�Ì� �µ  �¬�ç�”�Ó�t�0�`�o�î�æ�b�”�»�µ�«�›
¬�R�`�‡�b�{

�¡
€�b�”  Select �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�–�;�b�”�q�z�b�‚�o�w�Ã�Ì� 
�µ�›
¬�R�‡�h�x
¬�R�r	†�p�V�‡�b�{

Host Name �Ã�Ì� �µ�w�×�µ�Ä�Ê�U
¯�Ô�^�•�‡�b�{�×�µ�Ä�Ê�›�«�æ�¿�«�b�”�q�z Device
Detail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�q�f�w
ƒ���d�º�t��
�b�”	Ø�C�›
¯�Ô�p�V�‡�b�{

Device IP �Ã�Ì� �µ�w  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{
z	í�w�Ã�Ì� �µ�x�z
²�s�w�µ
�Æ�¿�Ó�³�ã�¿�Ä�t�æ

�`�h�‹�w�p�b�{
‡�ž�«�Â�Ÿ�Ò�s�Ã�Ì� �µ�x�z IP �ž
�Å�è�µ�w�#�w�ž� �¯�ï�p�Ô�^�•�‡�b�{ IP �ž�Å�è�µ�›�«�æ�¿�«�b�”�q�z
Device Detail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�q�f�w
ƒ���d
�º�t���b�”	Ø�C�›
¯�Ô�p�V�‡�b�{

Vendor �Ã�Ì� �µ�w
a���i�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Model �Ã�Ì� �µ�w�Þ�Ã�ç�Ý��� �U
¯�Ô�^�•�‡�b�{

Last Changed Time �Ã�Ì� �µ�w
ƒ���U�7�™�t�!�Ë�^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï



142
Network Compliance Manager �â�”�²  �¨� �Å  1.2

Actions �Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit Device�• Edit Device �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w�Ã�Ì
� �µ�w	Ø�C�›�$	B�p�V�‡�b�{  

• Telnet�• Telnet �¢�Ÿ�ï�Å�¢�U�‰�V�‡�b�{

• SSH�• SSH �¢�Ÿ�ï�Å�¢�U�‰�V�‡�b�{

• View Config�• Device Configuration Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´
�p�x�z�7	ý�w
ƒ���›
¯�Ô�`�z�¯�Ý�ï�Ä�›�å�C�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=
NCM �t�x�z�¦�”�Ì�”�å�¿�Ó�b�”  IP �É�¿�Ä�ë�”�«�w�†�M�›���g�`�z�Ã�Ì� �µ  �Ï�á�”�›
M�v�b�”�;�ó�U
�K�“�‡�b�{�\�w�ò�p�x�z�Í�w�;� �›�–�;�`�‡�b�{

• NCM Core�• 1 �m�w NCM Management Engine�z���È
Ç�Z�’�•�h�±�”�Ï�µ�¢ Syslog �q  TFTP�£�z�S�‘
�|  1 �m�w�Ã�”�»�Õ�”�µ�w
Ê�ˆ�ù�d�{ 1 �m�w NCM Core �p�z
ó
:�w�±� �Ä�¢�Ã�Ì� �µ  �·�¿�Ä�£�›
���g�p�V�‡�b�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�Ï
R�p�x�z
ó
:�w  NCM Core �›
€���p
�V�‡�b�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�w� �ï�µ�Ä�”�ç�q�Ï
R�w	Ä�I�t�m�M�o�x�z

�° High Availability Distributed System Configuration Guide on Oracle for Network Compliance
Manager�±�›�€	°�`�o�X�i�^�M�{

• �Ã�Ì� �µ  �Ï�á�” �• 1 �m�Ž	Í�w�Í�”�Â�Ÿ�³�ã�ï�w�·�¿�Ä�p�z�Ã�Ì� �µ  �Ï�á�”�p�x  NCM �º�w�b�‚
�o�w�Ã�Ì� �µ�U�›���w�Í�”�Â�Ÿ�³�ã�ï�t
ü�¨�^�•�‡�b�{�q�O�w�q�\�–�z
ƒ���D�ó�s�Ã�Ì� �µ
�Ï�á�”�w�7�G
:�x  3 �m�p�b�{

• �Í�”�Â�Ÿ�³�ã�ï �•�Ã�Ì� �µ  �Ï�á�”�t���‡�•�o�M�”�Ã�Ì� �µ  �·�¿�Ä�{�Ã�Ì� �µ�U���O�p�V�”�Í�”
�Â�Ÿ�³�ã�ï�x�z 1 �m�w�Ã�Ì� �µ  �Ï�á�”�º�p  1 �m�i�Z�p�b�{�Ã�Ì� �µ�x�z�Ã�Ì� �µ  �Ï�á�”�t���‡
�•�”�b�‚�o�w�Í�”�Â�Ÿ�³�ã�ï�w�·�¿�Ä�t 
ü�¨�^�•�‡�b �{�Ã�Ì� �µ  �Ï�á�”�U
ó
:���O�b�”	Ô�ù�z
�¤�Ã�Ì� �µ�x�z�¤�Ã�Ì� �µ  �Ï�á�”�º�w  1 �m�w�Í�”�Â�Ÿ�³�ã�ï�i�Z�t���O�`�‡�b�{

• �±� �Ä�• �Ã�Ì� �µ  �·�¿�Ä�{�°
`�t�z�±� �Ä�x�è�ç�Ü�w�°�à�h�p�b�{�¤�±� �Ä�x�z 1 �m�w�è�ç�Ü
�q  1 �m�w NCM Core �i�Z�t���`�‡�b�{�A�L�q�`�o�z 1 �m�w�±� �Ä�x  1 �m�w NCM Core �i�Z�p���g
�^�•�‡�b�{�¤�Ã�Ì� �µ�x�z 1 �m�w�±� �Ä�i�Z�t���`�‡�b�{�±� �Ä�x�z�V�v�Þ�Ã�ç�z�¬�ç�”�Ó�Š

Ú�z NCM Core 
¶�.�•�w�Ã�Ì� �µ�w
ü�„�z�S�‘�|  Diagramming �q�°	y�t�–�;�p�V�‡�b�{

• �è�ç�Ü �•�É�¿�Ä�ë�”�«  �·�¬�Ý�ï�Ä�{�°
`�t�z�è�ç�Ü�x�z�°�™�w  IP �ž�Å�è�µ�w�·�¿�Ä�p�Ý���^�•
�‡�b�{�h�q�Q�y�z�è�ç�Ü�t  10.255.111.128 �q�M�O�ž�Å�è�µ
j�ø�w�Ã�Ì� �µ�›  2 �m���Š�”�\�q�x�p
�V�‡�d�œ�{�E�˜�“�t�z�f�•�’�w�Ã�Ì� �µ�›���‘�w�è�ç�Ü�t
ü�Z�”
ž�A�U�K�“�‡�b�{�±� �Ä�›��
�g���w  NCM Core �q�‰�a�è�ç�Ü�t���Š�”
ž�A�x�K�“�‡�d�œ�{�è�ç�Ü�x�G�F�Û�w�–�¬�p�K�”�h�Š�z
��
:�w�±� �Ä�›���‰�\�q�U�D�ó�p�K�”�\�q�t�y�™�`�o�X�i�^�M�{�è�ç�Ü�t  NCM Core �›���Š�”

ž�A�x�K�“�‡�d�œ�U�z�°
`�t�z NCM Core �x�f�w�é�”�§�ç  �è�ç�Ü�º�w�Ã�Ì� �µ�›���g�`�‡�b�{
NCM Core �x�z�®�”�Ä�¢�£�   �Ý�¿�³�á�›�p�`�o�z�æ�Þ�”�Ä  �è�ç�Ü�º�w�Ã�Ì� �µ�›���g�p�V�‡�b�{
�®�”�Ä�¢�£�   �Ý�¿�³�á�x�z�è�ç�Ü���w  IP �Ä�å�Ñ�Ÿ�¿�«�›�Ó�é�©�³�b�”�q�V�t�–�;�^�•�‡�b�{
�®�”�Ä�¢�£�   �Ý�¿�³�á�w
ƒ���w	Ä�I�t�m�M�o�x�z �° Gateway Reference Guide�±�›�€	°�`�o�X�i�^
�M�{
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�Í�w
$�x�z�Ú�ç�½�±� �Ä�Ï
R�w�^�‡�_�‡�s�¯�ï�Ù�”�É�ï�Ä�›�Ô�`�o�M�‡�b�{
$�t�Ô�b�q�S�“�z�è�ç�Ü
�q�±� �Ä�x�¦�”�Ì�”�å�¿�Ó�p�V�s�M�\�q�z�S�‘�|  1 �m�w�Ã�Ì� �µ�U
ó
:�w�è�ç�Ü�‡�h�x�±� �Ä�t���O
�p�V�s�M�\�q�t�y�™�`�o�X�i�^�M�{�h�i�`�z 1 �m�w�è�ç�Ü�º�t
ó
:�w�±� �Ä�S�‘�|  NCM Core �U���O�b
�”�\�q�x�D�ó�p�b�{�‡�h�z 1 �m�w�è�ç�Ü�t
ó
:�w�®�”�Ä�¢�£� �U���O�b�”�\�q�‹�D�ó�p�b�{

�è�ç�Ü�•Redmond

�±�   �Ä A

�è�ç�Ü�•Sunnyvale

�Ã�Ì �  �µ  1 �Ã�Ì �  �µ  2 �Ã�Ì �  �µ  3

�±�   �Ä B

�Ã�Ì �  �µ  4 �Ã�Ì �  �µ  5 �Ã�Ì �  �µ  6

NCM Core

�®�” �Ä �¢ �£ �   1   �®�” �Ä �¢ �£ �   2

�±�   �Ä C

�Ã�Ì �  �µ  7 �Ã�Ì �  �µ  8 �Ã�Ì �  �µ  9 �®�” �Ä �¢ �£ �   3 �®�” �Ä �¢ �£ �   4
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�¦�”�Ì�”�å�¿�Ó�b�”  IP �É�¿�Ä�ë�”�«

�b�‚�o�w�±� �Ä�t�x�z���g���w  NCM Core �U�Â�“�p�o�’�•�‡�b�{�h�i�`�z
$�t�Ô�b�‘�O�t�z���g���w
NCM Core �›���g�0	Å�w�±� �Ä�q�‰�a�è�ç�Ü�t���Š�”
ž�A�x�K�“�‡�d�œ�{

�Ã�Ì� �µ�t�ž�«�·�µ�b�”�q�V�t�z NCM Core �U�‰�a�è�ç�Ü�t�K�”	Ô�ù�¢�h�q�Q�y�z�Ã�Ì� �µ  3�£�z NCM
�x�Ã�Ì� �µ�t�Ú
€
€���`�o�Ã�Ì� �µ�›���g�`�‡�b�{ NCM Core �U���g�0	Å�Ã�Ì� �µ�q�x���w�è�ç�Ü�t�K
�”	Ô�ù�¢�h�q�Q�y�z�Ã�Ì� �µ  9�£�z NCM �x�z�f�w�è�ç�Ü�º�w�®�”�Ä�¢�£�   1 �t
€���`�h�™�z���w�®�”�Ä
�¢�£� �›�p�`�o�Ã�Ì� �µ  9 �q�è	ô�`�‡�b�{

�®�”�Ä�¢�£� �¢���Ê�z�±�Â�å� �Ä�£�w	B�ù�x�z�®�”�Ä�¢�£�   �Ý�¿�³�á�q�z�y�•�‡�b�{�®�”�Ä�¢�£�   �Ý�¿
�³�á�›�–�;�b�”�q�z NCM Core �U�z���w�è�ç�Ü�º�w�Ã�Ì� �µ�›���g�p�V�”�‘�O�t�s�“�‡�b�{�q�O�w�q�\
�–�z �æ�Þ�”�Ä  �ž�«�·�µ�t�x  Telnet/SSH �i�Z�U�–�;�^�•�‡�b �¢�®�”�Ä�¢�£�   �Ý�¿�³�á�w
ƒ���t�m�M�o�x�z
P.64 �w�®Device Access �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�£ �{

�¢�«�£ �°
æ�w�è�ç�Ü�t  NCM Core �›� �ï�µ�Ä�”�ç�`�s�M	Ô�ù�x�z �®�”�Ä�¢�£�   �Ý�¿�³�á�›�–�;�p�V�‡�b�{
�®�”�Ä�¢�£�   �Ý�¿�³�á�x�z NCM Core �‘�“�‹���g�U�0�›�p�b�{

�Í�w�A
É�›
ó
:
ƒ���p�V�‡�b�{

• �è�ç�Ü�•�¦�”�Ì�”�å�¿�Ó�b�”  IP �ž�Å�è�µ�›�–�;�p�V�‡�b�{�m�‡�“�z�‰�°�w  IP �ž�Å�è�µ�›�Ë�m
ó

:�w�Ã�Ì� �µ�›�–�;�p�V�‡�b�{

• �±� �Ä�¢�‰�°�è�ç�Ü�º�£ �•�â�”�²�w�Ï�á�”  �ž�«�·�µ�›�z�‰�°�è�ç�Ü�º�w�Ã�Ì� �µ�t
M�v�p�V�‡
�b�{	Ä�I�t�m�M�o�x�z P.146 �w�®
M�v�^�•�h�Ã�Ì� �µ  �Ï�á�”�¯ �›�€	°�`�o�X�i�^�M�{

• �®�”�Ä�¢�£� �¢�‰�°�è�ç�Ü�º�£ �• 1 �m�w�®�”�Ä�¢�£� �t	Ë�•�U
C
\�`�h	Ô�ù�t�T�‡�Ì���›�²	Í�^
�d�”�\�q�U�p�V�‡�b�{

• NCM Core�¢�‰�°�è�ç�Ü�º�£ �• NCM �³�µ�Â�Ü�w�Ã�Ì� �µ	Ø�C�•�w�ž�«�·�µ�›�ž���p�V�‡�b�{ Oracle
	Í�w  NCM �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�x�z�®�”�Ä�¢�£�   �Ý�¿�³�á�º�w�¤  NCM
Core �w�Ã�”�»�t���w�b�‚�o�w  NCM Core �T�’�ž�«�·�µ�p�V�”�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �³�µ�Â�Ü
�p�b�{�\�w�³�µ�Â�Ü�p�x�z 1 �m�w NCM Core �U�«�å�¿�³�á�`�h	Ô�ù�t�z	Ñ�Õ�Ã�”�»�q�Ñ�£�”�ç
�¦�”�Ì�”�›�–�;�p�V�‡�b�{	Ä�I�t�m�M�o�x�z �° High Availability Distributed System Configuration
Guide on Oracle for Network Compliance Manager�±�›�€	°�`�o�X�i�^�M�{

NCM �®�”�Ä�¢�£� 

NCM �®�”�Ä�¢�£� �›�–�;�b�”�q�z NCM Core �U�z1 �m�Ž	Í�w  NAT �^�•�h�Ã�Ì� �µ�‡�h�x�Ñ�•� �ž�¢�¥�”
�ç�w�™�–�t�K�”�±�”�Ì�›���g�p�V�”�‘�O�t�s�“�‡�b�{�\�•�›�î�q�b�”�t�x�z�®�”�Ä�¢�£�   � �ï�µ�»�ï
�µ���t�z SSH �Ä�ï�É�ç�w�‘�O�s�ì���$  TCP �Ä�ï�É�ç�›�^
R�`�‡�b�{�h�i�`�z SSH �q�x�Ÿ�s�“�z NCM
�®�”�Ä�¢�£� �x�z�Ä�ï�É�ç��  HTTP �Ó�é�©�³�w  CONNECT �›�±�Ù�”�Ä�`�o�M�‡�b�{�\�w�h�Š�z HTTP
�Ó�é�©�³�w  CONNECT �›�±�Ù�”�Ä�b�”�«�å� �ž�ï�Ä�¢ Web �Ò�å�¢�²�s�r�£�x�b�‚�o�z NCM �®�”�Ä�¢�£
� �›�–�;�p�V�‡�b�{
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�‡�h�z NCM �®�”�Ä�¢�£� �x�z SSH �w�‘�O�s�Ä�ï�É�ç��  TCP �Ù�”�Ä�8
ù�q�z UDP �Ù�”�Ä�8
ù�‹�±�Ù�”
�Ä�`�o�M�‡�b�{�^�’�t�z NCM �®�”�Ä�¢�£� �t�x�z�3�¬
ï�w���g�;�ó�U�K�“�‡�b�{�\�w�;�ó�U	O�A�t�s
�”�w�x�z�Ä�ï�É�ç�p�ÿ�3�¬
ï�æ�ï�«�›�8
ù�b�”�q�V�t�z�3�¬
ï�w�–�;�”�›�z�7�G�æ�ï�«���S�›�<�s�”
�{���”�t
M�v�b�”
ž�A�U�K�”	Ô�ù�p�b�{

NCM �®�”�Ä�¢�£� �w
ƒ���w	Ä�I�t�m�M�o�x�z �° Gateway Reference Guide�±�›�€	°�`�o�X�i�^�M�{


M�v�^�•�h�Ã�Ì� �µ  �Ï�á�”

NCM �t�x�z�â�”�²�U�€	°�p�V�”�Ã�Ì� �µ�›
M�v�b�”�;�ó�U�K�“�‡�b�{�\�w�;�ó�t�‘�“�z NCM �³�µ�Â
�Ü�w�Ã�Ì� �µ	Ø�C�•�w�ž�«�·�µ�›�·�¬�Ý�ï�Ä�=�p�V�‡�b�{�h�q�Q�y�z
Ê	ë�t  Corporate�z Regional�z�S�‘
�|  Customer �Ï�á�”�›���‰  3 
Ú�w�Š
Ú�U�K�”	Ô�ù�z �›���w�â�”�²�t�‘�”�€	°
Œ�U�z �•�D�^�•�h�É�¿�Ä�ë�”
�«
æ
ü�t
M�v�^�•�”�\�q�›�-	Â�p�V�‡�b�{�V�v�w
Ç�)�t�m�M�o�x�z P.216 �w�®�â�”�²  �é�”�ç�w�å�C�¯ �›
�€	°�`�o�X�i�^�M�{

�Í�w
$�x�z�Ã�Ì� �µ  �Ï�á�”�q�Í�”�Â�Ÿ�³�ã�ï�q�w���È
Ç�Z�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z NCM �t�Ã�Ì
� �µ�U�ù�-  4 �m�K�“�z���[�A�ˆ�w�Ã�Ì� �µ  �Ï�á�”�U  2 �m�¢ Corporate �q  Customer�£�U�K�“�‡�b�{�¤�Ã�Ì
� �µ  �Ï�á�”�x
ì�“�t� �q�`�o�S�“�z 4 �m�w�Ã�Ì� �µ�x�f�•�g�•�¤�Ã�Ì� �µ  �Ï�á�”�º�w  1 �m�w�Í�”�Â�Ÿ
�³�ã�ï�i�Z�t���O�b�”�\�q�t�y�™�`�o�X�i�^�M�{

�Ú�ç�½�¯�ž  NCM � �ï�µ�Ä�”�ç�p�x�z�»�µ�«�U�î�æ�^�•�”�q�z NCM �x�Í�w�A
É�›�_�m�Z�‡�b�{

1. �»�µ�«�w�î�æ�0	Å�q�s�”�Ã�Ì� �µ�{

2. �Ã�Ì� �µ�U���O�b�”�±� �Ä�{

3. �f�w�±� �Ä�›���g�b�”  NCM Core�{�\�•�U�z�»�µ�«�›�î�æ�b�”  NCM Core �q�s�“�‡�b�{

�¢�«�£ NCM Core �q�±� �Ä�U���‘�w�è�ç�Ü�t���O�b�”	Ô�ù�z NCM Core �x�z�®�”�Ä�¢�£�   �Ý�¿�³�á�›�–
�;�`�o�Ã�Ì� �µ�q�è	ô�b�”
ž�A�U�K�“�‡�b�{

�Ã�Ì �  �µ  � Ï � á � ”� •Corporate

10.255.1.2
10.255.1.3

�Í�”�Â �Ÿ �³ �ã �ï�• Redmond

63.255.1.2
63.255.1.3

�Í�”�Â �Ÿ �³ �ã �ï�• Sunnyvale

�Ã�Ì �  �µ  � Ï � á � ”� •Customer

10.255.1.2
63.255.1.2

�Í�”�Â �Ÿ �³ �ã �ï�• ACME

10.255.1.3
63.255.1.3

�Í�”�Â �Ÿ �³ �ã �ï�• A & P
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�K�”�Ã�Ì� �µ  �Ï�á�”�w�Í�”�Â�Ÿ�³�ã�ï�t���‡�•�o�M�”  1 �m�Ž	Í�w�Ã�Ì� �µ�t�0�`�o�€	°�V�v�›�Ë�l�o
�S�“�z���w�Ã�Ì� �µ  �Ï�á�”�t�0�`�o�x�€	°�V�v�›�Ë�l�o�M�s�M	Ô�ù�z�€	°�V�v�w�K�”�Ã�Ì� �µ�U�†�M
�w�Ã�Ì� �µ  �Ï�á�”�t���‡�•�o�M�”�q�V�x�z�f�w�Ã�Ì� �µ�t�0�`�o�‰�ç�w�€	°�V�v�›�Ë�m�\�q�t�s�“�‡
�b�{	Í
$�›�–�;�b�”�q�z Corporate �Ã�Ì� �µ  �Ï�á�”�w  Redmond �Í�”�Â�Ÿ�³�ã�ï�º�w  10.255.1.2 �t�0�`�o
�€	°�V�v�›�Ë�l�o�S�“�z Customer �Ã�Ì� �µ  �Ï�á�”�t�0�`�o�x�€	°�V�v�›�Ë�l�o�M�s�M	Ô�ù�z 10.255.1.2
�x�†�M�w�Ã�Ì� �µ  �Ï�á�” �¢ Corporate �q  Customer�£�t���‡�•�o�M�”�h�Š�z �€	°�V�v�w�s�M�Ã�Ì� �µ  �Ï�á�”
�t���O�`�o�M�o�‹�z 10.255.1.2 �›
¯�Ô�p�V�‡�b�{

�Ã�Ì� �µ�›�·�¬�Ý�ï�Ä�=�b�”�M�O�w�«�t�m�M�o�x�z P.152 �w�®�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�w�«�¯ �›�€	°�`
�o�X�i�^�M�{

Device Views �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�±� �Ä�q�Í�”�Â�Ÿ�³�ã�ï�x�z	×�t  Public �¬�ç�”�Ó�q�s�“�‡�b�{�r�j�’�‹�z�Ã�Ì� �µ  �¬�ç�”�Ó�Š
Ú�º�t

��”�p�V�‡�b�{�Ã�Ì� �µ�›  1 �m�w�±� �Ä�‡�h�x�Í�”�Â�Ÿ�³�ã�ï�t�å�C�`�h	Ô�ù�z�f�w�Ã�Ì� �µ�x�z�f
�•�‡�p���`�o�M�h�±� �Ä�‡�h�x�Í�”�Â�Ÿ�³�ã�ï�T�’�×�ˆ�$�t�_	†�^�•�‡�b�{�±� �Ä�‡�h�x�Í�”�Â�Ÿ
�³�ã�ï�›�_	†�`�h	Ô�ù�z���`�o�M�h�Ã�Ì� �µ�x�b�‚�o�z�Ã�Ñ�¥�ç�Ä�w�±� �Ä�‡�h�x�Í�”�Â�Ÿ�³�ã�ï�t
�×�ˆ�$�t
��”�^�•�‡�b�{�\�w	r�g�t�‘�l�o�z�¤�Ã�Ì� �µ�U�z���[�A�ˆ�w�Ã�Ì� �µ  �Ï�á�”�]�q�t  1 �m�w
�±� �Ä�S�‘�|  1 �m�w�Í�”�Â�Ÿ�³�ã�ï�i�Z�t
¯�Ô�^�•�”�\�q�U�-	Â�^�•�‡�b�{�Ì�Ô�$�s�±� �Ä�U�s�M	Ô
�ù�z IP �ž�Å�è�µ�•�w�€	°�x�b�‚�o�z Site �Ã�Ì� �µ  �Ï�á�”�º�w�Ã�Ñ�¥�ç�Ä  �±� �Ä�›�–�;�`�‡�b�¢�±� �Ä
�q�Í�”�Â�Ÿ�³�ã�ï�w	Ä�I�t�m�M�o�x�z P.143 �w�®�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X�i�^�M�£ �{

Device Views �Ö�”�´�›�‰�X�t�x�z �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device
Views �Ö�”�´�U�‰�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

New View �æ�ï�« New Device View �Ö�”�´�U�‰�V�‡�b�{ �\�w�Ö�”�´�p�x�z 	ý�`�M�Ã�Ì� �µ  �Ï�á�”
�›�^
R�p�V�‡�b�{ �«�•�Ã�Ì� �µ  �Ï�á�”�w�7�G
:�x  3 �p�b�{�\�w
:�t�x�z �®Site�¯
�q�M�O�å�Õ�ç�U
Ç�M�h�Ã�Ñ�¥�ç�Ä�w�Ã�Ì� �µ  �Ï�á�”�‹���‡�•�‡�b�{ Site �Ã�Ì
� �µ  �Ï�á�”�x�z�³�µ�Â�Ü�U�®�”�Ä�¢�£�   �Ý�¿�³�á�›�p�`�o�Ã�Ì� �µ�t
€��
�b�”�q�V�t
ž�A�t�s�“�‡�b�{�Ì�Ô�$�s�±� �Ä�U�s�M	Ô�ù�z IP �ž�Å�è�µ�•�w�€
	°�x�b�‚�o�z Site �Ã�Ì� �µ  �Ï�á�”�›�–�;�`�‡�b

Name �Ã�Ñ�¥�ç�Ä�w  Site �Ã�Ì� �µ  �Ï�á�”�S�‘�|�f�w���w�^
R�A�ˆ�Ã�Ì� �µ  �Ï�á�”
�U
¯�Ô�^�•�‡�b�{

Description �Ã�Ì� �µ  �Ï�á�”�w
†�Ì�U
¯�Ô�^�•�‡�b�{

Number of Partitions �Ã�Ì� �µ  �Ï�á�”�º�w�Í�”�Â�Ÿ�³�ã�ï�w
:�U
¯�Ô�^�•�‡�b�{
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New Device View �Ö�”�´

	ý�`�M�Ã�Ì� �µ  �Ï�á�”�›�å�C�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device View �Ö�”�´�U�‰�V�‡�b�{

2. �Ö�”�´�w	Í
æ�t�K�”  New View �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ New Device View �Ö�”�´�U�‰�V�‡�b�{

3. �Ã�Ì� �µ  �Ï�á�”�w�Ê
²�q
†�Ì�›�Ö�—�`�‡�b�{

4. Save Device View �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�z�q�O�w�Ã�Ì� �µ  �Ï�á�”
�U
¯�Ô�^�•�‡�b�{ Site �q�M�O�Ê
²�w�Ã�Ñ�¥�ç�Ä�w�Ã�Ì� �µ  �Ï�á�”�U  1 �m���‡�•�o�M�”�\�q�t�y
�™�`�o�X�i�^�M�{�\�w�Ã�Ì� �µ  �Ï�á�”�t�x�z�É�¿�Ä�ë�”�«�p�U	Z�^�•�h�Ã�Ì� �µ�U�b�‚�o���‡
�•�‡�b�¢�Ã�Ì� �µ  �Ï�á�”�w	Ä�I�t�m�M�o�x�z P.143 �w�®�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X
�i�^�M�£ �{

Edit Device View �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�7���w�Ã�Ì� �µ  �Ï�á�”�›�$	B�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�‡�b�{

2. �$	B�b�”�Ã�Ì� �µ  �Ï�á�”�t�0� �`�h�z Actions �§�å�Ü�w  Edit �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�‡�b�{ Edit
Device View �Ö�”�´�U�‰�V�‡�b�{

Actions �Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit�• Edit Device View �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.148 �w�®Edit
Device View �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Delete�•�Ã�Ì� �µ  �Ï�á�”�›�_	†�p�V�‡�b�{ Site �Ã�Ì� �µ  �Ï�á�”�x�_	†�p�V
�s�M�\�q�t�y�™�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Views �æ�ï�« Device View �Ö�”�´�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.147 �w�®Device Views
�Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

New <�Ï�á�”�Ê > �æ�ï�« New < �Ï�á�”�Ê > �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�±� �Ä�t�Ã�Ì� 
�µ�›�å�C�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.149 �w�®New Site �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

View Name �Ã�Ì� �µ  �Ï�á�”�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Description �Ã�Ì� �µ  �Ï�á�”�w
†�Ì�U
¯�Ô�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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New Site �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�±� �Ä�t	ý�`�M�Í�”�Â�Ÿ�³�ã�ï�›�å�C�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�‡�b�{

2. Name �§�å�Ü�p�z�$	B�b�”�Ã�Ì� �µ  �Ï�á�”�›�«�æ�¿�«�`�‡�b�{ Partition in < �Ã�Ì� �µ  �Ï�á�” >
�Ö�”�´�U�‰�V�‡�b�{

3. Actions �§�å�Ü�p�z�$	B�b�”�Ã�Ì� �µ  �Ï�á�”�t�0� �`�h  Edit �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�‡�b�{ Edit
< �Ã�Ì� �µ  �Ï�á�” > �Ö�”�´�U�‰�V�‡�b�¢�±� �Ä�q�Í�”�Â�Ÿ�³�ã�ï�w	Ä�I�t�m�M�o�x�z P.143 �w

�®�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X�i�^�M�£ �{

	4�ƒ�`�h�’�z Save �Ø�»�ï�›�«�æ�¿�«�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Site Name �±� �Ä�Ê�›�Ö�—�`�‡�b�{

Description 	ý�`�M�±� �Ä�w
†�Ì�›�Ö�—�`�‡�b�{

Core �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�w� �ï�µ�Ä�”�ç�Ì�t�z �\�w�±� �Ä�p
�Ã�Ì� �µ�w���g�t�–�;�b�”  NCM Core �›�¦���`�‡�b�{ �«�•�\�w�¦�Ó�³�ã�ï�x�z
���O�b�”  NCM Core �U 1 �m�i�Z�w	Ô�ù�t�x
¯�Ô�^�•�‡�d�œ�¢ NCM Core �w	Ä
�I�t�m�M�o�x�z P.145 �w�®�¦�”�Ì�”�å�¿�Ó�b�”  IP �É�¿�Ä�ë�”�«�¯ �›�€	°�`�o
�X�i�^�M�£ �{

Realm Name �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’  Realm �›
¬�R�`�‡�b�{�\�w�¦�Ó�³�ã�ï�x�z�\
�w�±� �Ä�º�w�Ã�Ì� �µ�U�r�w�è�ç�Ü�t���O�b�”�T�›�¦���`�‡�b�{ �« �•�\�w�¦
�Ó�³�ã�ï�x�z���O�b�”�è�ç�Ü�U  1 �m�i�Z�w	Ô�ù�¢�m�‡�“�z�®�”�Ä�¢�£�   �Ý�¿
�³�á�U���O�`�s�M	Ô�ù�£�x
¯�Ô�^�•�‡�d�œ�{ NCM Core �U�‰�a�è�ç�Ü�t���O
�`�s�M	Ô�ù�z NCM �x�z�®�”�Ä�¢�£�   �Ý�¿�³�á�›�–�;�`�o�\�w�±� �Ä�º�w�Ã
�Ì� �µ�t
€���`�‡�b�{

Devices Device Selector �U�‰�V�‡�b�{ Device Selector �w�–�;�M�O�t�m�M�o�x�z P.138 �w
�®Device Selector�¯ �›�€	°�b�”�T�z Device Selector �w�È	Í�t�K�”�Y�ð
Ö�¢ ?�£�›
�«�æ�¿�«�`�o�X�i�^�M�{



150
Network Compliance Manager �â�”�²  �¨� �Å  1.2

�Ã�Ì� �µ  �Ï�á�”�w�±� �Ä�•�w�Ã�Ì� �µ�w�å�C

�Ã�Ì� �µ  �Ï�á�”�w�±� �Ä�t�Ã�Ì� �µ�›�å�C�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�‡�b�{

2. Name �§�å�Ü�p�z�$	B�b�”�Ã�Ì� �µ  �Ï�á�”�›�«�æ�¿�«�`�‡�b�{

3. Site Name �§�å�Ü�p�z�$	B�b�”�±� �Ä�›�«�æ�¿�«�`�‡�b�{ Site �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�x
Inventory �Ö�”�´�t�Å�o�S�“�z�±� �Ä�º�w���g�0	Å�Ã�Ì� �µ�w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{�h�i�`�z
�Ö�”�´�w	Í
æ�t  Edit Group �q  Partitions �w 2 �m�w�æ�ï�«�U�å�C�^�•�o�M�‡�b�{ Partitions �æ�ï�«�›
�«�æ�¿�«�b�”�q�z Sites �Ö�”�´�t�í�“�‡�b�¢ �« �•�\�w�Ö�”�´�t�Ú
€� �ˆ�b�”�t�x�z�Ý�Ç�á�”�Ì�”
�w Device �Ý�Ç�á�”  �¦�Ó�³�ã�ï�w�<�p�z Sites �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�‡�b�£ �{

4. Edit Group �æ�ï�«�›�«�æ�¿�«�`�o�z Edit Partition �Ö�”�´�›�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�±� �Ä�º
�w�Ã�Ì� �µ�›�$	B�p�V�‡�b�{	4�ƒ�`�h�’�z Save �Ø�»�ï�›�«�æ�¿�«�`�o�X�i�^�M�¢�±� �Ä�q�Í�”
�Â�Ÿ�³�ã�ï�w	Ä�I�t�m�M�o�x�z P.143 �w�®�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X�i�^�M�£ �{

	4�ƒ�`�h�’�z Save �Ø�»�ï�›�«�æ�¿�«�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Group Name �±� �Ä�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Description �Ã�Ì� �µ  �Ï�á�”�w
†�Ì�U
¯�Ô�^�•�‡�b�{

Sharing �Ã�Ì� �µ  �¬�ç�”�Ó�U  Public �p�K�”�T  Private �p�K�”�T�U
¯�Ô�^�•�‡�b�¢�˜�p
�b�”	Ô�ù�£ �{�Í�”�Â�Ÿ�³�ã�ï  �¬�ç�”�Ó�x�z	×�t  Public �q�s�”�\�q�t�y�™�`�o
�X�i�^�M�{  

Parent Group Device �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’
��¬�ç�”�Ó�›
¬�R�`�‡�b�¢�˜�p�b�”	Ô�ù�£ �{

Devices Device Selector �w Added Devices �Ø�¿�«�µ�t�z �Ã�Ì� �µ�w�æ�µ�Ä�U
¯�Ô�^�•�‡
�b�¢�˜�p�b�”	Ô�ù�£ �{ Device Selector �w�–�;�M�O�t�m�M�o�x�z P.138 �w�® Device
Selector�¯ �›�€	°�b�”�T�z Device Selector �w�È	Í�t�K�”�Y�ð
Ö�¢ ?�£�›�«�æ�¿�«
�`�o�X�i�^�M�{
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�Í�”�Â�Ÿ�³�ã�ï	Ä�I�w
¯�Ô

�Í�”�Â�Ÿ�³�ã�ï�q�x�z�Ã�Ì� �µ  �Ï�á�”�t���‡�•�o�M�”�Ã�Ì� �µ  �·�¿�Ä�w�\�q�p�b�{�Ã�Ì� �µ�U���O�p
�V�”�Í�”�Â�Ÿ�³�ã�ï�x�z 1 �m�w�Ã�Ì� �µ  �Ï�á�”�º�p  1 �m�i�Z�p�b�{�Ã�Ì� �µ  �Ï�á�”�U
ó
:���O�b�”	Ô
�ù�z�¤�Ã�Ì� �µ�x�z�¤�Ã�Ì� �µ  �Ï�á�”�º�w  1 �m�w�Í�”�Â�Ÿ�³�ã�ï�i�Z�t���O�`�‡�b�{

�Í�”�Â�Ÿ�³�ã�ï	Ø�C�w
¯�Ô�q�$	B�›�æ�O�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�‡�b�{

2. 	Ø�C�›
¯�Ô�b�”�Ã�Ì� �µ  �Ï�á�”�w�Ê
²�›�«�æ�¿�«�`�‡�b�{  The Partitions for that Device View page
opens.

Edit Site �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�±� �Ä�¢�‡�h�x�Í�”�Â�Ÿ�³�ã�ï�£�›�$	B�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�‡�b�{

2. �$	B�b�”�Ã�Ì� �µ  �Ï�á�”�t�0� �`�h�z Actions �§�å�Ü�w  Edit �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�‡�b�{ Edit
Site�¢�‡�h�x  Edit Partition�£�Ö�”�´�U�‰�V�‡�b�{�Í�w
¯�x�z�Ã�Ñ�¥�ç�Ä�w  Site �Ã�Ì� �µ  �Ï�á�”�›
�$	B�b�”�q�V�w�Ñ�Ÿ�”�ç�Å�›�Ô�`�o�M�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Name �Í�”�Â�Ÿ�³�ã�ï�w�Ê
²�U
¯�Ô�^�•�‡�b�¢ �« �•�Í�”�Â�Ÿ�³�ã�ï�Ê�›�«�æ�¿�«�b
�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�£ �{

Description �Í�”�Â�Ÿ�³�ã�ï�w
†�Ì�U
¯�Ô�^�•�‡�b�¢�Í�”�Â�Ÿ�³�ã�ï�w	Ä�I�t�m�M�o�x�z
P.143 �w�®�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X�i�^�M�£ �{ 

Number of Devices �Í�”�Â�Ÿ�³�ã�ï�º�w�Ã�Ì� �µ�w
:�U
¯�Ô�^�•�‡�b�{

Actions �Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit�• Edit Partitions �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Í�”�Â�Ÿ�³�ã�ï�t
�0�`�o�Ã�Ì� �µ�w�å�C�‡�h�x�_	†�›�æ�O�\�q�U�p�V�‡�b�{

• Delete�•�Í�”�Â�Ÿ�³�ã�ï�›�_	†�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

View Name Default Site �q
¯�Ô�^�•�‡�b�{

Description �Í�”�Â�Ÿ�³�ã�ï�w
†�Ì�U
¯�Ô�^�•�‡�b�{
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�Ã�Ì� �µ�w�·�¬�Ý�ï�Ä�=�w�«

�Í�w�«�p�æ�O
â�^�x�z�Í�w�q�S�“�p�b�{

• Corporate �q�M�O�Ê
²�w	ý�`�M�Ã�Ì� �µ  �Ï�á�”�›�^
R�b�”�{

• Corporate �Ã�Ì� �µ  �Ï�á�”�t  Redmond �q�M�O�Ê
²�w�Í�”�Â�Ÿ�³�ã�ï�›�å�C�`�z �f�w�Í�”�Â�Ÿ�³�ã
�ï�t���Š�”�Ã�Ì� �µ�›  2 �m�¦���b�”�{

• �â�”�²�U  Redmond �Í�”�Â�Ÿ�³�ã�ï�º�w�Ã�Ì� �µ�›�€	°�p�V�”�‘�O�t�z�Ã�Ì� �µ�€	°�V�v�U
Y�`
�X
ƒ���^�•�h�\�q�›�¬�Ý�b�”�{

1. NCM �t  Admin �q�`�o�é�¬� �ï�`�‡�b�{

2. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Device Views �›�«�æ�¿�«�`�‡�b�{ Device View �Ö�”�´�U�‰�V�‡�b
�¢ �« �• Site �q�M�O�Ê
²�w�Ã�Ñ�¥�ç�Ä�w�Ã�Ì� �µ  �Ï�á�”�U  1 �m���‡�•�o�M�‡�b�{ Site �Ã�Ì� �µ
�Ï�á�”�x�z�É�¿�Ä�ë�”�«�w�Ã�Ì� �µ�›
ú�g�$�t�Í�”�Â�Ÿ�³�ã�ï�=�`�h�‹�w�p�z�É�¿�Ä�ë�”�«�p
�U	Z�^�•�h�b�‚�o�w�Ã�Ì� �µ�›���ˆ�‡�b�£ �{ 

3. �Ö�”�´�w	Í
æ�t�K�”  New View �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ New Device View �Ö�”�´�U�‰�V�‡�b�{

4. View Name �t�® Corporate�¯�q�Ö�—�`�‡�b�{  

5. Description �Ñ�Ÿ�”�ç�Å�t�® Partitions devices by location�¯�q�Ö�—�`�‡�b�{

6. Save Device View �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{ Device Views �Ö�”�´�U�‰�V�‡�b�{ Name �§�å�Ü�t
�®Corporate�¯�q
¯�Ô�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�Í�”�Â�Ÿ�³�ã�ï�U  1 �m���O�`�o�M�‡�b�{�\�w
�Í�”�Â�Ÿ�³�ã�ï�t�x�z�É�¿�Ä�ë�”�«�º�w�Ã�Ì� �µ�U�b�‚�o���‡�•�‡�b�{

Core �\�w�Ñ�Ÿ�”�ç�Å�x�z �Í�”�Â�Ÿ�³�ã�ï�U�Ã�Ñ�¥�ç�Ä�w  Site �Ã�Ì� �µ  �Ï�á�”�t�K
�”	Ô�ù�t�w�ˆ
¯�Ô�^�•�‡�b�{ �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ü�„	r�g�³�µ�Â�Ü�w� �ï
�µ�Ä�”�ç�Ì�t�z�\�w�±� �Ä�p�Ã�Ì� �µ�w���g�t�–�;�b�”  NCM Core �›�¦���`
�‡�b�¢ NCM Core �w	Ä�I�t�m�M�o�x�z P.145 �w�®�¦�”�Ì�”�å�¿�Ó�b�”  IP �É�¿
�Ä�ë�”�«�¯ �›�€	°�`�o�X�i�^�M�£ �{

Realm Name
�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’  Realm �›
¬�R�`�‡�b�{ �\�w�Ñ�Ÿ�”�ç�Å�x�z �Í�”
�Â�Ÿ�³�ã�ï�U�Ã�Ñ�¥�ç�Ä�w  Site �Ã�Ì� �µ  �Ï�á�”�t�K�”	Ô�ù�t�w�ˆ
¯�Ô�^�•
�‡�b�{�\�\�p�x�z�\�w�±� �Ä�º�w�Ã�Ì� �µ�U���O�b�”�è�ç�Ü�›�¦���`�‡�b�{
NCM Core �U�‰�a�è�ç�Ü�t���O�`�s�M	Ô�ù�z NCM �x�®�”�Ä�¢�£�   �Ý�¿�³�á
�›�–�;�`�o�z�\�w�±� �Ä�º�w�Ã�Ì� �µ�t
€���`�‡�b�{

Devices Device Selector �w Added Devices �Ø�¿�«�µ�t�z �Ã�Ì� �µ�w�æ�µ�Ä�U
¯�Ô�^�•�‡
�b�{ Device Selector �w�–�;�M�O�t�m�M�o�x�z P.138 �w�®Device Selector�¯ �›�€
	°�b�”�T�z Device Selector �w�È	Í�t�K�”�Y�ð
Ö�¢ ?�£�›�«�æ�¿�«�`�o�X�i�^�M�{
�D�ó�s
â�^�x�z�Í�”�Â�Ÿ�³�ã�ï�•�w�Ã�Ì� �µ�w�å�C�i�Z�p�K�”�¢�f�w�Ã�Ì� 
�µ�x�f�•�‡�p���`�o�M�h�Í�”�Â�Ÿ�³�ã�ï�T�’�×�ˆ�$�t�_	†�^�•�”�£�\�q�t�y
�™�`�o�X�i�^�M�{�‡�h�z�Í�”�Â�Ÿ�³�ã�ï�›�_	†�b�”	Ô�ù�x�z�_	†�›�î�æ�b�”

²�t�z�Í�”�Â�Ÿ�³�ã�ï�º�w�Ã�Ì� �µ�b�‚�o�›���w�Í�”�Â�Ÿ�³�ã�ï�t� �ˆ�`�o
�S�X
ž�A�U�K�“�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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7. Corporate �Ï�á�”�t�0� �`�h�z Actions �§�å�Ü�w  Edit �›�«�æ�¿�«�`�‡�b�{ Edit Device View �Ö�”�´
�U�‰�V�‡�b�{

8. �Ö�”�´�w	Í
æ�t�K�”  New Corporate �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ New Corporate �Ö�”�´�U�‰�V�‡�b�{

9. Corporate Name �Ñ�Ÿ�”�ç�Å�t�® Redmond�¯�q�Ö�—�`�‡�b�{

10. Description �Ñ�Ÿ�”�ç�Å�t�® Partitions devices by location�¯�q�Ö�—�`�‡�b�{

11. Device Selector �›�–�;�`�o�z Inventory �›�¼�Ò�ç�«�æ�¿�«�`�‡�b�{

12. �(���w�Ã�Ì� �µ  �æ�µ�Ä�p�z Shift �©�”�›�!�`�s�U�’�z�7	s�w  2 �m�w�Ã�Ì� �µ�›
¬�R�`�‡�b�{

13. �È�ü�¹�¢ >>>�£�Ø�»�ï�›�«�æ�¿�«�`�‡�b�{�\�•�’�w�Ã�Ì� �µ�U�È���w  Added Devices �Ø�¿�«�µ�t

¯�Ô�^�•�‡�b�{

14. Save �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{ Partitions In The Corporate View �Ö�”�´�U�‰�V�z Redmond �Í�”�Â�Ÿ
�³�ã�ï�º�w�Ã�Ì� �µ�w
:�U
¯�Ô�^�•�‡�b�{

15. �Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z User Groups �›�«�æ�¿�«�`�‡�b�{ User Groups �Ö�”�´�U�‰�V�‡�b�{

16. Group Name �§�å�Ü�p�z All Users �›�«�æ�¿�«�`�‡�b�{ All Users �Ö�”�´�U�‰�V�‡�b�{

17. �Ö�”�´�w	Í
æ�t�K�”  User Roles & Permissions �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ User Roles & Permissions
�Ö�”�´�U�‰�V�‡�b�{

18. �Ö�”�´�w	Í
æ�t�K�”  New User Role �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ New User Role �Ö�”�´�U�‰�V�‡�b�{

19. Type �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’  View Device Permission �›
¬�R�`�‡�b�{

20. Name �Ñ�Ÿ�”�ç�Å�t�® Redmond�¯�q�Ö�—�`�z Description �Ñ�Ÿ�”�ç�Å�t�® Redmond Role�¯�q�Ö�—�`
�‡�b�{

21. View By �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�p�z Corporate �›
¬�R�`�‡�b�{

22. �Ï�á�”�w�æ�µ�Ä�T�’  Redmond �›
¬�R�`�‡�b�{

23. Save �Ø�»�ï�›�«�æ�¿�«�`�‡�b�{ User Role Information �Ö�”�´�U�‰�V�z	ý�`�M�â�”�²  �é�”�ç�t���b
�”	Ä�I�U
¯�Ô�^�•�‡�b�{



154
Network Compliance Manager �â�”�²  �¨� �Å  1.2

�Ã�Ì� �µ  �¬�ç�”�Ó�w�$	B
�7���w�Ã�Ì� �µ  �¬�ç�”�Ó�›�$	B�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Groups �›�«�æ�¿�«�`�‡�b�{ Device Groups �Ö�”�´�U�‰�V�‡�b�{

2. �$	B�b�”�Ã�Ì� �µ  �¬�ç�”�Ó�t�0� �`�h�z Actions �§�å�Ü�w  Edit �›�«�æ�¿�«�`�‡�b�{ Edit Group
�Ö�”�´�U�‰�V�‡�b�{�^�À�U	4�ƒ�`�h�’�z
ž�c  Save �›�«�æ�¿�«�`�o�X�i�^�M�{

Edit Group �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Group Name �Ã�Ì� �µ  �¬�ç�”�Ó�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Description �Ã�Ì� �µ  �¬�ç�”�Ó�w
†�Ì�U
¯�Ô�^�•�‡�b�{

Sharing �$	B�b�”�Ã�Ì� �µ  �¬�ç�”�Ó�U  Public �‡�h�x  Private �p�K�”�\�q�z�K�”�M�x�Ã
�Ì� �µ  �¬�ç�”�Ó�U
��¬�ç�”�Ó�p�K�”�\�q�U�Ô�^�•�‡�b�{�æ�”�Ñ  �¬�ç�”�Ó�›
�$	B�b�”	Ô�ù�x�z�Ã�Ì� �µ  �¬�ç�”�Ó�t
��U���O�b�”�\�q�U�Ô�^�•�‡�b�{

Parent Device Group �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�t�z
��Ã�Ì� �µ  �¬�ç�”�Ó�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Devices �æ�”�Ñ  �¬�ç�”�Ó�º�w�Ã�Ì� �µ�U
¯�Ô�^�•�‡�b�¢ �« �•�\�w�Ñ�Ÿ�”�ç�Å�x�z
��Ã
�Ì� �µ  �¬�ç�”�Ó�›�$	B�b�”	Ô�ù�t�x
¯�Ô�^�•�‡�d�œ�£ �{Device Selector �w�–�;
�M�O�t�m�M�o�x�z P.138 �w�® Device Selector�¯ �›�€	°�b�”�T�z Device Selector �w
�È	Í�t�K�”�Y�ð
Ö�¢ ?�£�›�«�æ�¿�«�`�o�X�i�^�M�{

Child Device Groups • All device groups�•�q�O�w
¶�Ã�Ì� �µ  �¬�ç�”�Ó�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{
�
�¬�ç�”�Ó�w� �q�`�o���Š�”�Ã�Ì� �µ  �¬�ç�”�Ó�›
¬�R�`�z Copy >> �›�«�æ�¿
�«�`�‡�b�{  

• Children of this group�•
��¬�ç�”�Ó�t� �q�`�o�Â�“�p�o�’�•�o�M�”�Ã�Ì� �µ
�¬�ç�”�Ó�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{�\�w
��¬�ç�”�Ó�T�’�_	†�b�”� �¬�ç�”
�Ó�›
¬�R�`�z << Remove �›�«�æ�¿�«�`�‡�b�{  
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�Ã�Ì� �µ�w�°�Å�$	B
�°�Å�$	B�;�ó�›�–�;�`�o�z�Ã�Ì� �µ
ƒ���›�!�Ë�b�”�\�q�U�p�V�‡�b�{�Í�w�^�À�›�î�æ�p�V�‡�b�{

• �Å�å� �Ì�›�Â�“�p�o�”�{

• 
€���M�Ü�¢ SNMP�z Telnet�z SSH�£�›
ƒ���b�”�{

• �8
ù�Ó�é�Ä�¯�ç�¢ SCP�z TFTP�z FTP�£�›
ƒ���b�”�{

• �A�9�×�µ�Ä�w	Ø�C�›
ƒ���b�”�{

• �7�™�t�–�;�^�•�h�Í�µ�ë�”�Å�›�æ�·�¿�Ä�b�”�{

• ACL �r
s�›
ƒ���b�”�{

1. Devices �w�<�w�Ý�Ç�á�”�Ì�”�p�z Inventory �›�«�æ�¿�«�`�‡�b�{�q�O���g�^�•�o�M�”�b�‚�o�w�Ã�Ì
� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{

2. �°�Å
â�^�p�$	B�b�”�Ã�Ì� �µ�t�0� �`�h�½�£�¿�«�Ø�¿�«�µ�›�¦�ï�t�`�‡�b�{

3. Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�p�z Batch Edit Device �›�«�æ�¿�«�`�‡�b�{ Batch Edit Device �Ö�”
�´�U�‰�V�‡�b�{�^�À�U	4�ƒ�`�h�’�z
ž�c  Save �Ø�»�ï�›�«�æ�¿�«�`�o�X�i�^�M�{

Batch Edit Device �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Devices 
¬�R�^�•�h�Ã�Ì� �µ�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{

Assign Driver �¦�ï�t�`�h	Ô�ù�x�z�Ã�Ì� �µ�t�°�Å�p�Â�“�p�o�”�Å�å� �Ì�›
¬�R�`�‡
�b�{

Set Connection Methods �¦�ï�t�`�h	Ô�ù�x�z�Í�w
€���M�Ü�S�‘�|�8
ù�Ó�é�Ä�¯�ç�T�’�z�°�Å�$
	B�;�w�ž�«�·�µ�M�Ü�›
¬�R�`�‡�b�{

Connection Methods�¢�Ã�Ñ�¥�ç�Ä�p�¦�ï�£ �•

• SNMP

• Telnet

• SSH�• SSH1 or SSH2�¢�Ã�Ñ�¥�ç�Ä�£�z SSH1 Only�z�‡�h�x  SSH2 Only
�›
¬�R�`�‡�b�{

Transfer Protocols�¢�Ã�Ñ�¥�ç�Ä�p�¦�ï�£ �•

• SCP

• FTP

• TFTP
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�Ã�Ì� �µ  �Å�å� �Ì�w�U	Z
�U	Z�p�x�z�Ã�Ì� �µ�t�0� �b�”�&
~�s�Ã�Ì� �µ  �Å�å� �Ì�›�_�m�Z�‡�b�{�Ã�Ì� �µ  �Å�å� �Ì�x�z�¤�Ã�Ì
� �µ�t�{���w�¯�Ú�ï�Å�›�z NCM �U�Ÿ	��É�¿�Ä�ë�”�«�w���g�t�–�;�b�”
Z�;���Ü�t�!�õ�`�‡�b�{

�U	Z�p�x�z SNMP �‡�h�x  Telnet/SSH �›�–�;�`�o	ý�`�M�Ã�Ì� �µ�›�«�¤�æ�”�`�z�&
~�s�Ã�Ì� �µ  �Å�å� 
�Ì�›�Â�“�p�o�‡�b�{�\�w�Ó�é�·�µ�U�æ

�`�h	Ô�ù�x�z�f�w�A�L�U  Recent Tasks �Ö�”�´�t
¯�Ô�^�•�‡�b�{
�&
~�s�Å�å� �Ì�U�Â�“�p�o�’�•�s�M�v�“�z NCM �x�z�Ã�Ì� �µ
ƒ���›�ž�«�Â�Ÿ�Ò�t���g�b�”�\�q�U�p�V
�‡�d�œ�{�Å�å� �Ì�U	Z�U�æ

�`�h	Ô�ù�x�z	��ˆ�p�Å�å� �Ì�›�Â�“�p�o�”�\�q�U�p�V�‡�b�{�±�Ù�”�Ä�^
�•�o�M�”�Å�å� �Ì�w�æ�µ�Ä�t�m�M�o�x�z �° Device Driver Reference for Network Compliance Manager 1.2�±�›
�€	°�`�o�X�i�^�M�{

�Ã�Ì� �µ  �Å�å� �Ì�U	Z�Ó�é�·�µ�›�I�ˆ�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z New Device Task �›

¬�R�`�z Discover Driver �›�«�æ�¿�«�`�‡�b�{ New Task - Discover Driver �Ö�”�´ �U�‰�V�‡�b�{ P.239 �w

�®Discover Driver Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{�Ã�Ì� �µ  �Å�å� �Ì�U	Z�x�z Deploy
Software �»�µ�«�p�‹�I�ˆ�^�•�”�\�q�t�y�™�`�o�X�i�^�M�{ �¹�Ñ�Ä�¢�£�ž�U
Y	×�t�ž�¿�Ó�é�”�Å�^�•�h�™
�p�¢�h�i�`�z�Ã�Ì� �µ�›�æ�Ò�”�Ä�b�”�¦�Ó�³�ã�ï�U
¬�R�^�•�o�M�”	Ô�ù�x�æ�Ò�”�Ä�`�h�™�p�£ �z�Ã�Ì� 
�µ  �Å�å� �Ì�U	Z�»�µ�«�U�‰�•�^�•�‡�b�{

Set Bastion Host Information �¦�ï�t�`�h	Ô�ù�x�z�Í�w	Ø�C�›�Ö�—�`�‡�b�{

• uses Unix or Linux bastion host for Telnet & SSH access �›�¦�ï�t�b�”
�¢�˜�p�b�”	Ô�ù�£

• �A�9�×�µ�Ä�w  IP �ž�Å�è�µ�‡�h�x�×�µ�Ä�Ê

• �A�9�×�µ�Ä�w�â�”�²�Ê

• �A�9�×�µ�Ä�w�Í�µ�ë�”�Å

• �Í�µ�ë�”�Å�w�¬�Ý

Reset Last Used Passwords �¦�ï�w	Ô�ù�z�7�™�t�–�;�^�•�h�Í�µ�ë�”�Å�U�æ�·�¿�Ä�^�•�‡�b�{

Set ACL Parsing �¦�ï�t�`�h	Ô�ù�x�z�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Enable ACL parsing and storage with each snapshot

• Disable ACL parsing and storage with each snapshot

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Telnet �›�–�;�`�h�Ã�Ì� �µ�•�w�ž�«�·�µ
NCM �T�’  Telnet �S�‘�|  SSH �·�¿�³�ã�ï�›�I�ˆ�b�”�q�z�Í�w�‘�O�s�b�:�U�˜�’�•�‡�b�{

• �é�¬� �ï�w��
É�= �•�â�”�²�x�¤�×�w  NCM �ž�§�¢�ï�Ä�›�–�;�`�o�é�¬� �ï�`�‡�b�{ NCM �U�â�”
�²�w�V�v�›�¬�Ý�`�‡�b�{�â�”�²�x  NCM CLI �¯�Ú�ï�Å�›�Ö�—�b�”�T�z�‡�h�x�Ã�Ì� �µ�t�Ú
€
€��
�b�”�\�q�U�p�V�‡�b�{�‡�h�z 1 �m�w�·�¿�³�ã�ï�p�z�Ã�Ì� �µ�q�w
€���›
~�…�`�z���w�Ã�Ì� �µ�t

€���b�”�\�q�U�p�V�‡�b�{�â�”�²�x�z�Ã�Ì� �µ�w�Õ�ï�¼�”�•�»� �Ó�s�r�t�����s�X�z 1 �m�w�é�¬
� �ï�›�G�1�b�”�i�Z�p�A�ˆ�‡�b�{�A�{�^�•�h�é�¬� �ï�M�Ü�U�ˆ�^�`�s�M	Ô�ù�z NCM �x�z�×�ˆ�$
�t�Ì�¿�«�ž�¿�Ó  �é�¬� �ï�M�Ü�›�¼�æ�`�‡�b�{

• �¬�ç�”�Ó�S�‘�|�V�v�t�‘�”�$
R �•�Ã�Ì� �µ�›�¬�ç�”�Ó�t�$
R�`�z�¬�ç�”�Ó�]�q�t�V�v�›�Â�“�p
�o�”�q�z�â�”�²�t�‘�”�ž�«�·�µ
Œ�U�V�v�w�K�”�›���w�Ã�Ì� �µ�t
M�v�^�•�”�\�q�U�-	Â�^�•�‡
�b�{

• 
ƒ���w�¨�ò�¢ AAA �t�‘���`�s�M�£ �• Telnet/SSH �Ó�é�©�³�›�–�;�b�”�q�z	.
Y�^�•�h
ƒ���z� �ï�å
� �ï  �¯�Ý�ï�Ä�z�S�‘�|�!�Ë�›�æ�l�h�â�”�²�›�¨�ò�p�V�‡�b�{ Telnet/SSH �Ó�é�©�³�x�z�×�ˆ�$�t�z
�·�¿�³�ã�ï�w���*�é�¬�›
ƒ���t���È
Ç�Z�‡�b�{

• ACL �w�_�n �•
ž�A�s�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �æ�µ�Ä�¢ ACL�£�U�z�Ã�Ì� �µ�]�q�t  1 �m�p�x�s�X�z
NCM �±�”�Ì�]�q�t  1 �m�i�Z�p�A�‰�‘�O�t�s�“�‡�b�{

• �·�©�á�æ�Â�Ÿ�w�§�= �•�É�¿�Ä�ë�”�«	Í�p�Ã�Ì� �µ�›�!�Ë�b�”�â�”�²�›�Ý���b�”�\�q�p�z�•�D�^
�•�o�M�s�M�â�”�²�w�U	Z�z�S�‘�|�•�D�^�•�o�M�s�M�!�Ë�w�å
{�U�^�’�t�0�›�t�s�“�‡�b�{�‡�h�z
NCM �p�x�z�•�D�^�•�o�M�s�M�!�Ë�U�æ�˜�•�”
²�t�¨�ò�^�•�h�z�†���`�o�M�”
ƒ���›���o�t�2�‰
�`�z
œ�O�$�s	Ë�•�›	.
Y�`�o�z�É�¿�Ä�ë�”�«  �±�”�Ï�µ�›
����t
î�i�b�”�\�q�U�p�V�‡�b�{

�^�’�t�z NCM �›�p�`�o  Telnet/SSH �«�å� �ž�ï�Ä�›�Ã�Ì� �µ�t
€���`�z�·�¿�³�ã�ï�›�å
{�b�”�\�q�‹�p
�V�‡�b�{ NCM �p�x�z�Í�w�«�å� �ž�ï�Ä�T�’�w
€���t�m�M�o�Â�µ�Ä�A�ˆ�p�b�¢�h�i�`�z�\�•�’�Ž�Ž�w�«
�å� �ž�ï�Ä�p�‹�ˆ�^�b�”�D�ó
Q�x�K�“�‡�b�£ �{

• SecureCRT

• Windows Telnet

• Putty

Telnet/SSH �Ó�é�©�³  � �ï�»�”�Ñ�£� �µ�t���È�b�”  Admin 
ƒ���U�;�™�^�•�o�M�‡�b�{	Ä�I�t�m�M�o�x�z
P.85 �w�®Telnet/SSH�¯ �›�€	°�`�o�X�i�^�M�{  

NCM �›�–�;�`�o  Telnet �·�¿�³�ã�ï�›�I�ˆ�b�”�t�x�z �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Inventory �›�«�æ�¿
�«�`�‡�b�{�q�O���g�^�•�o�M�”�b�‚�o�w�Ã�Ì� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{�Ã�Ì� �µ�t�0� �`�h�z Actions
�§�å�Ü�w  Telnet �¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{ �Ã�Ì� �µ�t�é�¬� �ï�b�”�q�z Telnet �¢�Ÿ�ï�Å�¢�t�Ã�Ì� �µ  �Ó
�é�ï�Ó�Ä�U
¯�Ô�^�•�‡�b�{

�¢�«�£ �¯�ï�Ð�á�”�»�t  Java Runtime Environment�¢ JRE; Java �å�ï�»� �Ü���¥�£�U�‡�i� �ï�µ�Ä�”�ç�^�•�o
�M�s�M	Ô�ù�z Telnet �‡�h�x  SSH �›	s�Š�o�–�;�b�”�q�V�x�z �Ò�å�¢�²�U  Sun Web �±� �Ä�T�’�w�¼�¢�ï�é�”
�Å�›�‰�•�`�‡�b�{�\�•�x	t���w�ˆ�^�p�K�“�z JRE �w�¼�¢�ï�é�”�Å�q� �ï�µ�Ä�”�ç�›	•�Ý�b�”
ž�A�U�K�“
�‡�b�{
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NCM �T�’  Telnet �‡�h�x  SSH �·�¿�³�ã�ï�›	s�Š�o�î�æ�b�”�q�V�x�z�·�©�á�æ�Â�Ÿ  �¢�Ÿ�ï�Å�¢�U
¯�Ô�^
�•�z�³�µ�¯�T�’	Â�Ì	{�›�¼�¢�ï�é�”�Å�b�”�‘�O�t�{�Š�’�•�”	Ô�ù�U�K�“�‡�b�{ Grant always �›�«�æ�¿�«
�`�o���æ�`�‡�b�{�\�w
â�^�t�‘�“�z�³�µ�¯�T�’�w�¯�ï�Â�ï�À�›	ô�T�b�”�\�q�U�¬�Ý�^�•�‡�b�{

�Ú�™�w�Ã�Ì� �µ  �¯�Ú�ï�Å�›�Ö�—�p�V�‡�b�{�^�À�›	4�ƒ�b�”�q�V�x�z quit �›�Ö�—�`�‡�b�{�\�w
â�^�t�‘
�“�z Telnet �·�¿�³�ã�ï�T�’�é�¬�ž�¢�Ä�^�•�‡�b�{�h�i�`�z NCM Telnet/SSH �Ó�é�©�³  �·�¿�³�ã�ï�x�¡�Ë
�^�•�‡�b�{�Ó�é�©�³  �·�¿�³�ã�ï�p�x�z NCM> �Ó�é�ï�Ó�Ä�U�–�;�^�•�‡�b�{

Telnet/SSH �Ó�é�©�³  �·�¿�³�ã�ï�p�x�z���w�Ã�Ì� �µ�t
€���b�”�T�z�‡�h�x  NCM CLI �¯�Ú�ï�Å�›�Ö�—�b
�”�\�q�U�p�V�‡�b�{�Ö�”�´�w	Í
æ�t�K�”  Connect �›�«�æ�¿�«�b�”�q�z�Ó�é�©�³  �·�¿�³�ã�ï�›�Ú
€�‰�•
�p�V�‡�b�{ Telnet �Ó�é�©�³  �·�¿�³�ã�ï�p�x�z���w�Ã�Ì� �µ�t
€���b�”�T�z�‡�h�x  NCM CLI �¯�Ú�ï�Å�›
�Ö�—�b�”�\�q�U�p�V�‡�b�{

SSH �›�–�;�`�h�Ã�Ì� �µ�•�w�ž�«�·�µ
SSH �·�¿�³�ã�ï�›�I�ˆ�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Inventory �›�«�æ�¿�«�`�‡�b�{�q�O��
�g�^�•�o�M�”�b�‚�o�w�Ã�Ì� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{�Ã�Ì� �µ�t�0� �`�h�z Actions �§�å�Ü�w  SSH �¦�Ó
�³�ã�ï�›
¬�R�`�‡�b�{�Ú�™�w�Ã�Ì� �µ  �¯�Ú�ï�Å�›�Ö�—�p�V�‡�b�{�^�À�›	4�ƒ�b�”�q�V�x�z quit �›�Ö�—
�`�‡�b�{�\�w
â�^�t�‘�“�z SSH �·�¿�³�ã�ï�T�’�é�¬�ž�¢�Ä�^�•�‡�b�{�h�i�`�z NCM Telnet/SSH �Ó�é�©
�³  �·�¿�³�ã�ï�x�¡�Ë�^�•�‡�b�{

�¢�«�£ �Ö�”�´�w	Í
æ�t�K�”  Connect �›�«�æ�¿�«�b�”�q�z�Ó�é�©�³  �·�¿�³�ã�ï�›�Ú
€�‰�•�p�V�‡�b�{ SSH
�Ó�é�©�³  �·�¿�³�ã�ï�p�x�z���w�Ã�Ì� �µ�t
€���b�”�T�z�‡�h�x  NCM CLI �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�U�p
�V�‡�b�{  
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Telnet/SSH �·�¿�³�ã�ï�w
¯�Ô
Telnet �S�‘�|  SSH �·�¿�³�ã�ï�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Inventory �›�«�æ�¿�«�`
�‡�b�{�q�O���g�^�•�o�M�”�b�‚�o�w�Ã�Ì� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{�Ã�Ì� �µ�›�«�æ�¿�«�`�‡�b�{�f�w
�Ã�Ì� �µ�w  Device Details �Ö�”�´�U�‰�V�‡�b�{ View �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’  Telnet/SSH Sessions �›
�«�æ�¿�«�`�‡�b�{ Telnet/SSH Session �Ö�”�´�U�‰�V�z	Í
æ�t�Ã�Ì� �µ�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�U
¯
�Ô�^�•�‡�b�{

Telnet/SSH Session List �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�¢�«�£ �Ú�¢�µ�w�(�Ø�»�ï�›�!�`�s�U�’�Â�©�µ�Ä�›
¬�R�b�”�q�z�f�w�Â�©�µ�Ä�U
S�8
¯�Ô�^�•�‡�b�{�Í�t�z
Enter �©�”�›�!�b�q�z�Â�©�µ�Ä�U�«�æ�¿�Ó�Ø�”�Å�t�7�“
Ç�Z�’�•�‡�b�{ Telnet/SSH �ž�Ó�è�¿�Ä�w�º���›
�Ú�¢�µ�w�È�Ø�»�ï�p�«�æ�¿�«�b�”�q�z�«�æ�¿�Ó�Ø�”�Å�T�’�ž�Ó�è�¿�Ä�t�Â�©�µ�Ä�U�7�“
Ç�Z�’�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

User Name �·�¿�³�ã�ï�›�î�æ�`�h�â�”�²�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Start Date �·�¿�³�ã�ï�w�‰�•�Ô�Ì�U
¯�Ô�^�•�‡�b�{  

End Date �·�¿�³�ã�ï�w	4�ƒ�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Status �·�¿�³�ã�ï�w�µ�Â�”�»�µ�q�`�o  Open �‡�h�x  Closed �U
¯�Ô�^�•�‡�b�{  

Type �·�¿�³�ã�ï�w�»� �Ó�q�`�o  Telnet �‡�h�x  SSH �U
¯�Ô�^�•�‡�b�{

< �§�µ�»�Ü  �Ñ�Ÿ�”�ç�Å > Telnet/SSH �·�¿�³�ã�ï�;�t���[�^�•�h�b�‚�o�w�§�µ�»�Ü  �Ñ�Ÿ�”�ç�Å�U�z
�\�w�Ö�”�´�t
¯�Ô�^�•�‡�b�{

Actions �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�p�V�‡�b�{

• View Full Session�• Telnet/SSH Session �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p
�x�z �\�w�·�¿�³�ã�ï�¤�t�Ö�—�^�•�h�¯�Ú�ï�Å�q�f�w�Ã�Ì� �µ� �t�›
¯�Ô
�p�V�‡�b�{

• View Commands Only�• Telnet/SSH Session �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”
�´�p�x�z�\�w�·�¿�³�ã�ï�¤�t�Ö�—�^�•�h�¯�Ú�ï�Å�i�Z�›
¯�Ô�p�V�‡�b�{
�\�w�¦�Ó�³�ã�ï�x�z �\�w�Ã�Ì� �µ�•���w�Ã�Ì� �µ�t�0�`�o�6�î�æ�b�”�µ
�«�æ�Ó�Ä�›�G�å�b�”	Ô�ù�t�þ�q�j�‡�b�{ �Ú�™�w�¯�Ú�ï�Å�›�«�æ�¿�«�b�”
�q�z�f�w�¯�Ú�ï�Å�t�0�b�”�Ã�Ì� �µ� �t�U
¯�Ô�^�•�‡�b�{
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connect �›�–�;�b�”�M�w���(�s�M�O�q�`�o�z �×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�t�ë� �ç�Å�§�”�Å�›�å�C�b�”�\
�q�U�p�V�‡�b�¢�h�q�Q�y�z connect *.sfo �£�{�\�w�‘�O�t�b�”�q�z�Ã�Ì� �µ�w�æ�µ�Ä�¢�‡�h�x�U�g�0
	Å�›�Ü�“���‰�‘�O�t�{�Š�”�Ý�¿�·�”�´�£�U�&�^�•�‡�b�{
€���b�”�Ã�Ì� �µ�w
j�ø�›�Ö�—�`�‡�b�{ Shell
� �ï�»�”�Ñ�£� �µ�p�x�z�Í�w
M�š���È�U�±�Ù�”�Ä�^�•�o�M�‡�b�{


M�š���È 
†�Ì

^A �§�”�¹�ç�›�Ö�—�æ�w
Œ�„�t� �ˆ�`�‡�b�{

^B�z�á �§�”�¹�ç�›  1 ���È
ü�í�`�‡�b�{

^C �Ö�—�æ�›	��“	«�`�o�z	ý�`�M�Ó�é�ï�Ó�Ä�›�&�`�‡�b�{

^D �§�”�¹�ç�w�<�w���È�›	«�ˆ�`�‡�b�{

^F�z�à �§�”�¹�ç�›  1 ���È
ü
��Š�‡�b�{

^H�z Backspace�z Delete �§�”�¹�ç�w�(�w���È�›	«�ˆ�`�‡�b�{  

^J�z ^M 
î�<�~�æ�›
ù�“�‡�b�{  

^K �§�”�¹�ç�T�’�æ�¤�‡�p�›�_	†�`�z�_	†�^�•�h�Â�©�µ�Ä�›�_	†�Ì�¿�Ñ�•�t

��”�`�‡�b�{

^L�z ^R 	ý�`�M�¯�Ú�ï�Å�å� �ï�t�¯�Ú�ï�Å�U�¤�¯�”
¯�Ô�^�•�‡�b�¢�h�Ø�w�6
³�h
�U�³�Û�á�è�”�Ä�^�•�‡�b�£ �{

^N�z�ã �¯�Ú�ï�Å�d�º�º�w�Í�w�¯�Ú�ï�Å�t� �ˆ�`�‡�b�{

^P�z�â �¯�Ú�ï�Å�d�º�º�w
²�w�¯�Ú�ï�Å�t� �ˆ�`�‡�b�{

^T �§�”�¹�ç�w�<�w���È�›�z�Ž
²�w���È�q�Ö�•�8�Q�‡�b�{

^U�z ^X �§�”�¹�ç�T�’�æ�„�‡�p�›�_	†�`�z�_	†�^�•�h���È�›�_	†�Ì�¿�Ñ�•�t
��”
�`�‡�b�{

^W �§�”�¹�ç�T�’�ë�”�Å�w
Œ�„�‡�p�›�_	†�`�z�_	†�^�•�h���È�›�_	†�Ì�¿
�Ñ�•�t
��”�`�‡�b�{

^Y �_	†�Ì�¿�Ñ�•�T�’�q�O�w�•�”�t���È�›�7�“
Ç�Z�‡�b�{

^\ �q�O�w�Ã�Ì� �µ
€���›	4�ƒ�`�‡�b�¢�¯�ï�¹�”�ç  �±�”�Ì�›�p�`�h�ž�«�·�µ
�t�(�b�£ �{

ESC-b �§�”�¹�ç�›  1 �ë�”�Å
ü�í�`�‡�b�{

ESC-f �§�”�¹�ç�›  1 �ë�”�Å
ü
��Š�‡�b�{
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Telnet/SSH �Ó�é�©�³�›�–�;�`�h
ƒ���!�Ë

Telnet/SSH �Ó�é�©�³�›�p�`�o
ƒ���›�!�Ë�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. NCM �±�”�Ì�t  Telnet �‡�h�x  SSH 
€���`�z NCM �«�è�Ã�ï�³�ß�ç�›�–�;�`�o�é�¬� �ï�`�‡�b�{

2. connect �¯�Ú�ï�Å�›�–�;�`�o�z�Ã�Ì� �µ�t
€���`�‡�b�{ connect*  �q�Ö�—�b�”�q�z NCM �T�’
€
���D�ó�s�Ã�Ì� �µ�›
¯�Ô�p�V�‡�b�{
¯�Ô�^�•�”�Ã�Ì� �µ�U���b�W�”	Ô�ù�x�z�0	Å�›�Ü�“���‰�h
�Š�z�×�µ�Ä�Ê�w�7	s�w
:���È�¢�‡�h�x  IP �ž�Å�è�µ�w�7	s�w
:�;�£�›�Ö�—�`�z���Z�o�ž�µ�»�æ�µ
�«�›�Ö�—�`�‡�b�¢�h�q�Q�y�z connect bor* �£�{

3. Telnet/SSH �Ó�é�©�³�t
¯�Ô�^�•�h
j�ø�æ�µ�Ä�T�’�z 
€���b�”�Ã�Ì� �µ�w
j�ø�›�Ö�—�`�‡�b�{ NCM
�x�z�â�”�²�w�ž�«�·�µ  �«�è�Ã�ï�³�ß�ç�›�¬�Ý�`�h�™�p�z�×�ˆ�$�t�â�”�²�›�Ã�Ì� �µ�t�é�¬� �ï
�^�d�‡�b�{

4. �\�w�Ã�Ì� �µ�›  Cisco IOS �Ã�Ì� �µ�q�>���b�”�q�z�Ã�Ì� �µ	Í�p  Config T  �Þ�”�Å�t�Ö�“�z�!
�Ë�›�C�Q�o�z���È�b�”�¯�Ý�ï�Ä�›�å�C�`�‡�b�{

5. Configure Terminal �Þ�”�Å�›	4�ƒ�`�z Exit  �q�Ö�—�`�‡�b�{

6. NCM Telnet/SSH �Ó�é�©�³�›	4�ƒ�b�”�t�x�z�Ó�é�ï�Ó�Ä�p  Exit  �q�Ö�—�`�‡�b�{

Telnet/SSH �Ó�é�©�³�›�–�;�b�”	Ô�ù�z�Ã�Ì� �µ�t�é�¬� �ï�b�”�q�z� �ï�å� �ï  �¯�Ý�ï�Ä�U
¯�Ô�^�•�”
�\�q�t�y�™�`�o�X�i�^�M�{
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�A�9�×�µ�Ä�w�–�;�M�O
�A�9�×�µ�Ä�x�z�Ó�å� �Õ�”�Ä  �É�¿�Ä�ë�”�«�q�Í�Ò�æ�¿�«  �É�¿�Ä�ë�”�«���w�®�”�Ä�¢�£� �p�b�{�A�9�×
�µ�Ä�›�·�©�á�æ�Â�Ÿ	��ˆ�q�`�o�–�;�b�”�q�z�Ó�å� �Õ�”�Ä  �É�¿�Ä�ë�”�«�q�Í�Ò�æ�¿�«  �É�¿�Ä�ë�”�«��
�w�Ì�æ�ž�q�`�o�;�ó�^�d�o�z�Ë�¿�§�”�t�‘�”�È�8�›�w�Y�\�q�U�p�V�‡�b�{

�A�9�×�µ�Ä�›  NCM �q���;�b�”�q�z Telnet �‡�h�x  SSH �ž�«�·�µ�t�0�`�o�é�¿�«�¼�¢�ï�;�ó�›�–�;�p�V�”
�‘�O�t�s�“�‡�b�{�Í�w�^�À�›�î�æ�p�V�‡�b�{

• �Ã�Ì� �µ�]�q�t�A�9�×�µ�Ä�›  1 �m�¦���b�”�{

• �A�9�×�µ�Ä�w�é�¬� �ï  �«�è�Ã�ï�³�ß�ç�q�`�o�z �â�”�²�Ê �¢�¦�Ó�³�ã�ï�£ �q�Í�µ�ë�”�Å�›�¦���b�”�{

• �A�9�×�µ�Ä�t  Telnet �‡�h�x  SSH 
€���`�z Telnet �‡�h�x  SSH �›�p�`�o�»�”�®�¿�Ä  �Ã�Ì� �µ�t
€��
�b�”�{

�¢�«�£ �A�9�×�µ�Ä�›�–�;�b�”	Ô�ù�z�b�‚�o�w  CLI �ž�«�·�µ�x�z�Ã�Ì� �µ�t�Ú
€
€���^�•�c�z�A�9�×�µ�Ä
�›�p�`�o�ç�”�Â�Ÿ�ï�¬�^�•�‡�b�{�A�9�×�µ�Ä�›�–�;�b�”�‘�O�t
ƒ���^�•�h�Ã�Ì� �µ�t�z Telnet/SSH �Ó�é
�©�³�›�p�`�o
€���b�”	Ô�ù�z NCM �x�A�9�×�µ�Ä�›�p�`�o
€���`�h�™�z�â�”�²�w  AAA �«�è�Ã�ï�³�ß�ç
�U�¦���^�•�o�M�•�y�z�f�w�«�è�Ã�ï�³�ß�ç�›�A�9�×�µ�Ä�q�»�”�®�¿�Ä  �Ã�Ì� �µ�w�†�M�t�&�;�`�‡�b�{

�A�9�×�µ�Ä�•�w�ž�«�·�µ�p�x�z NCM �w�è	×�w�Í�µ�ë�”�Å�F��	r�g�x�æ�˜�•�s�M�\�q�t�y�™�`�o�X�i�^
�M�{�A�9�×�µ�Ä  �«�è�Ã�ï�³�ß�ç�U�Á�®�w	Ô�ù�z�Ñ�¥�”�ç�Ì�¿�«�x�æ�˜�•�‡�d�œ�{�A�9�×�µ�Ä�t�é�¬� 
�ï�`�h�™�w�z�A�9�×�µ�Ä�T�’�Ã�Ì� �µ�•�w�ž�«�·�µ�x�z NCM �w�è	×�w�Í�µ�ë�”�Å	r�g�t	H�l�o�æ�˜�•
�‡�b�{

�¢�«�£ �›���w�Ã�Ì� �µ�t�0�`�o
ó
:�w�A�9�×�µ�Ä�›�¦���b�”�\�q�x�p�V�‡�d�œ�{�h�i�`�z�\�w�³�Û�á
�è�”�³�ã�ï�q�`�o�z DNS �Ê�›�ž���b�”
ó
:�w�A�9�×�µ�Ä���p�é�”�Å  �Ì�å�ï�³�ï�¬�›�æ�O�\�q�U�p�V�‡
�b�{

Telnet �S�‘�|  SSH �ž�«�·�µ�;�w  Unix �‡�h�x  Linux �A�9�×�µ�Ä�›�¦���b�”�t�x�z �Í�w	�	q�›�î�æ�`�‡�b�{

1. Devices �w�<�w�Ý�Ç�á�”�Ì�”�p�z Inventory �›�«�æ�¿�«�`�‡�b�{�q�O���g�^�•�o�M�”�b�‚�o�w�Ã�Ì
� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{

2. �Ö�”�´�w	Í
æ�t�K�”  New Device �æ�ï�«�›�«�æ�¿�«�`�‡�b�{ New Device �Ö�”�´�U�‰�V�‡�b�{

3. �Ö�”�´�w�¤���‡�p�µ�«�é�”�ç  �¼�¢�ï�`�z Connection Information �·�«�³�ã�ï�›�_�m�Z�‡�b�{	Ä�I
�t�m�M�o�x�z P.120 �w�®New Device �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

	ý�`�M�Ã�Ì� �µ�U  Telnet �S�‘�|  SSH �ž�«�·�µ�;�t�Ã�Ñ�¥�ç�Ä�p�A�9�×�µ�Ä�›�–�;�b�”�T�r�O�T�›�¦��
�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Admin �w�<�p�z Administrative Settings �›
¬�R�`�z Device Access �›�«�æ�¿�«
�`�‡�b�{	Ä�I�t�m�M�o�x�z P.64 �w�®Device Access �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{



�H 4 	·�•�Ã�Ì� �µ
ƒ���w���g

�Í�w
¯�›�–�;�b�”�q�z	Ø�C�›�b�Y�t�_�m�Z�”�\�q�U�p�V�‡�b�{

�Ã�Ì� �µ
ƒ���!�Ë�•�w�Æ�Ï�®�”�Ä

�Ä�Ð�¿�« �€	°
Œ

�x�a�Š�t �x�a�Š�t�¢ P.164�£

�Ã�Ì� �µ
ƒ���!�Ë�w
¯�Ô �Ã�Ì� �µ
ƒ���!�Ë�w
¯�Ô�¢ P.165�£

�Ã�Ì� �µ
ƒ���w
z�± �Ã�Ì� �µ
ƒ���w
z�±�¢ P.170�£

�Ã�Ì� �µ
ƒ���w�2�‰ �Ã�Ì� �µ
ƒ���w�2�‰�¢ P.172�£

Devices Tasks Policies Reports Admin

Inventory

Groups

New Device

Configuration Changes

Device Tools

New Device Task

New Device Group

New Device Wizard

Cisco Systems
CiscoWorks Network
Compliance Manager
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�x�a�Š�t
CiscoWorks Network Compliance Manager�¢ NCM�£�x�z�Ã�Ì� �µ
ƒ���w�!�Ë�›�U	Z�`�o�z�G�å�`�‡�b�{�Ã
�Ì� �µ
ƒ���U�!�Ë�^�•�”�q�z NCM �x�z�h�i�j�t�f�w
ƒ���›�¤���æ�Ù�´�Ä�æ�t�¼�¢�ï�é�”�Å�`�‡�b�{ NCM
�x�z�æ�ž�ç�»� �Ü�p�!�Ë�›�U	Z�`�o�/���b�”�³�µ�Â�Ü�›
ó
:�±�Ù�”�Ä�b�”�h�Š�z�!�Ë�w�º�0�q�z�!�Ë
�›�æ�l�h�â�”�²�›�b�Y�t�›���p�V�‡�b�{

Cisco IOS �Ã�Ì� �µ�s�r�z Syslog �›�p�`�h�â�”�²��
Q�w	��˜�›�±�Ù�”�Ä�b�”�Ã�Ì� �µ�w	Ô�ù�z NCM �x
�â�”�²�Ê�›�¨	Z�`�o�z
ƒ���!�Ë�t���È
Ç�Z�‡�b�{�â�”�²�Ê�›  NCM �â�”�²�t���È
Ç�Z�”�\�q�U�p�V�s�M
	Ô�ù�z NCM �x�z�å�ï�¼�Ü�t
\
R�^�•�”�Í�µ�ë�”�Å�›�–�;�`�o	ý�`�M�â�”�²  �ž�§�¢�ï�Ä�›�^
R�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�p�x�z NCM �x�z	ý�`�M�â�”�²�t�® _auto� �̄q�M�O� �ß�›
Ç�C�b�”�\�q�p�z�×�ˆ
\
R�â�”�²�q
�`�o�Ý���`�‡�b�{�\�w�h�Š�z NCM �p�x�z�°�J�å�â�”�²�t�‘�”�!�Ë�›���‰�b�‚�o�w�!�Ë�t�m�M�o�z�!�Ë
�›�æ�l�h�â�”�²�›�C���p�V�‡�b�{ NCM �x�z�›���w
ƒ���!�Ë�›�æ�l�h�â�”�²�›�U	Z�b�”�q�V�t�z AAA �ž
�§�¢�ï�Â�Ÿ�ï�¬  �é�¬�z Syslog �Ý�¿�·�”�´�z�S�‘�|�Ó�é�©�³  �é�¬�s�r�w�M�O�›�–�;�`�‡�b�{

���X�w�Ã�Ì� �µ�w
ƒ���t�x�z�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �æ�µ�Ä�¢ ACL�£�U���‡�•�o�M�‡�b�{ ACL �x�z�É�¿
�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�›�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�h�Š�t�z�ç�”�Â�Ÿ�ï�¬�^�•�h�Í�­�¿�Ä�›�ç�”�»�w� �ï
�»�”�Ñ�£� �µ�p	!�Z�Ö�•�”�T�z�Ò�é�¿�«�b�”�T�›
M�š�`�‡�b�{

�è	×�z ACL �w���[�x
ƒ�����w	B�ù�p�b�{
ƒ�����x�z�›���w�ž�Å�è�µ�•�Í�»�”�ï�›	!�Z�Ö�•�”�T�z�‹
q
�b�”�T�›���[�`�‡�b�{ ACL �›�–�;�b�”�q�z�ç�”�Â�Ÿ�ï�¬  �ž�¿�Ó�Ã�”�Ä�w�º�0�›
M�v�`�o�z�É�¿�Ä�ë�”
�«  �·�©�á�æ�Â�Ÿ�›�¬�-�b�”�\�q�U�p�V�‡�b�{

NCM �x�Ã�Ì� �µ�T�’
ƒ��	Ø�C�›	��˜�`�z�f�w
ƒ���T�’  ACL ���›�¨	Z�`�‡�b�{�Í�t�z NCM �x�f�w  ACL
�›�z
ƒ���t�����s�X�¨�ò�`�‡�b�{ ACL �w�^
R�t	Ä�I�t�m�M�o�x�z�H  20 	·�® ACL �w
â�^�¯�›�€	°�`�o
�X�i�^�M�{
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ƒ���w���g

�Ã�Ì� �µ
ƒ���!�Ë�w
¯�Ô
Configurations Changes �Ö�”�´�p�x�z�!�Ë�^�•�h
ƒ���›
¯�Ô�p�V�‡�b�{
z	í�w�Â�©�µ�Ä�p
¯�Ô�^�•�h�Ã�Ì
� �µ�x�z
²�s�w�µ�Æ�¿�Ó�³�ã�¿�Ä�t�æ

�`�h�‹�w�p�b�{
‡�ž�«�Â�Ÿ�Ò�s�Ã�Ì� �µ�x�z IP �ž�Å�è�µ�w�#
�w�ž� �¯�ï�p�Ô�^�•�‡�b�{


ƒ���!�Ë�x���w	í�p
¯�Ô�^�•�”�h�Š�z 2 �m�w
ƒ���›���o�t�Ð�‚�o�z�!�Ë�^�•�h�–�¬�›�b�y�•�X�›���b�”
�\�q�U�p�V�‡�b�{
ƒ���t�¡�“�U�K�”�Ã�Ì� �µ�›	��ˆ�p�›���b�”�t�x�z�Ã�Ì� �µ�t
€���`�z
ƒ���›
¯�Ô
�`�z
ƒ���t�Ÿ	×�s
æ
ü�U�K�”�T�r�O�T�›�›���b�”
ž�A�U�K�“�‡�b�{

�7	ý�w
ƒ���!�Ë�b�‚�o�w�ì
¶�s�æ�µ�Ä�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Configuration
Changes �›�«�æ�¿�«�`�‡�b�{ Configuration Changes �Ö�”�´�U�‰�V�‡�b�{�Ã�Ì� �µ�›�«�æ�¿�«�b�”�q�z�›
���w�Ã�Ì� �µ
ƒ��	Ø�C�›
¯�Ô�p�V�‡�b�{

�›���w�Ã�Ì� �µ�w
ƒ���!�Ë�›
¯�Ô�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Devices �w�<�w�p�z Inventory �›�«�æ�¿�«�`�‡�b�{�q�O���g�^�•�o�M�”�b�‚�o�w
�Ã�Ì� �µ�w�æ�µ�Ä�U�‰�V�‡�b�{

2. 
ƒ���!�Ë�›
¯�Ô�b�”�Ã�Ì� �µ�›�«�æ�¿�«�`�‡�b�{�f�w�Ã�Ì� �µ�w  Device Details �Ö�”�´�U�‰�V�‡
�b�{

3. View �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’�z Configuration Changes �›�«�æ�¿�«�`�‡�b�{ Device 
Configurations �Ö�”�´�U�‰�V�‡�b�{

Device Configurations �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Hostname �Ã�Ì� �µ�w�×�µ�Ä�Ê�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w�×�µ�Ä�Ê�›�«�æ�¿�«�b
�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w�Ã�Ì� �µ
�t���b�”	Ø�C�›�€	°�p�V�‡�b�{

Device IP �Ã�Ì� �µ�w  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w  IP �ž�Å�è�µ�›�«
�æ�¿�«�b�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w
�Ã�Ì� �µ�t���b�”	Ø�C�›�€	°�p�V�‡�b�{

Last Access Time �7�™�t�Ã�Ì� �µ�•�w�ž�«�·�µ�U�K�l�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Last Snapshot Result �7�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�A�L�U
¯�Ô�^�•�‡�b�¢ �®Configuration 
unchanged�¯�s�r�£ �{

View �Ý�Ç�á�” 	Ä�I�t�m�M�o�x�z P.188 �w�® View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i
�^�M�{

Edit & Provision �Ý�Ç�á�” 	Ä�I�t�m�M�o�x�z P.191 �w�®Device Events �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°
�`�o�X�i�^�M�{
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Connect �Ý�Ç�á�” 	Ä�I�t�m�M�o�x�z P.204 �w�®Connect �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o
�X�i�^�M�{

Scheduled Deployments for
Device �æ�ï�«

Task Search Results �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�;�t
�µ�­�´�á�”�ç�^�•�h�2�‰�U�K�”�T�r�O�T�›�¬�Ý�p�V�‡�b�{  

Edited Configurations �æ�ï
�«

Config Search Results �Ö�” � ´ �U�‰�V�‡�b�{	Ä� I � t �m�M�o�x�z P.374 �w
�®Configuration Search Results �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

�½�£�¿�«�Ø�¿�«�µ �(���w�½�£�¿�«�Ø�¿�«�µ�›�–�;�b�”�q�z 2 �m�w�Ã�Ì� �µ
ƒ���›
z�±�`�h
�“�z�Ã�Ì� �µ
ƒ���›�_	†�`�h�“�b�”�\�q�U�p�V�‡�b�{�Ã�Ì� �µ�›
¬�R�`
�h�’�z Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�«�æ�¿�«�`�o�z�Í�w�M�c�•�T
�›�«�æ�¿�«�`�‡�b�{

• Compare�• Compare Device Configurations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”
�´�p�x�z
¬�R�^�•�h  2 �m�w
ƒ���›���‚�o
z�±�p�V�‡�b�{�_�•�b�M�‘�O
�t�z
ì�§�:�x�Ÿ�s�”	í�p�§�Ð
¯�Ô�^�•�‡�b�{

• Delete�•�½�£�¿�«�Ø�¿�«�µ�U�¦�ï�t�s�l�o�M�”�Ã�Ì� �µ
ƒ���›�_	†�`�‡
�b�{

 

�¡
€�b�”  Select �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�–�;�b�”�q�z �b�‚�o�w�Ã�Ì� 
�µ
ƒ���›
¬�R�‡�h�x
¬�R�r	†�p�V�‡�b�{  

Date 
ƒ���U�å�C�‡�h�x�!�Ë�^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Changed By 
ƒ���z�Ã�Ì� �µ�z�‡�h�x�»�µ�«�›�!�Ë�`�h�â�”�²�w�é�¬� �ï�Ê�U
¯�Ô�^
�•�‡�b�{ N/A �x�z�˜�p�s�`�›�™�¯�`�‡�b�{

Comments 
ƒ���t���b�”�Ú�™�w�¯�Ý�ï�Ä�U
¯�Ô�^�•�‡�b�{

Actions �Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Compare to Previous�• Compare Device Configuration �Ö�”�´�U�‰�V�‡�b�{
�\�w�Ö�”�´�p�x�z
¬�R�`�h
ƒ���q�f�w  1 �m
²�w
ƒ���›���‚�o�€	°�p�V
�‡�b�{�_�•�b�M�‘�O�t�z
ì�§�:�x�Ÿ�s�”	í�p�§�Ð
¯�Ô�^�•�‡�b�{

•  View Config�• Device Configuration Detail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”
�´�p�x�z
ƒ��
¶�.�w
¯�Ô�z�Ã�Ì� �µ�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�•�w
�\�w�Ì�”�´�ã�ï�w�2�‰�z
ƒ���w�$	B�z

�…�w	��˜�z�S�‘�|�Ž
²�w
ƒ��
�q�w
z�±�›�æ�O�\�q�U�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.167 �w�®Device
Configuration Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Diagnostics�• Diagnostics �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w
ƒ
���w

�…	Ø�C�›
¯�Ô�p�V�‡�b�{

�…�t�x�z Basic IP�zDevice Information�z
CWNCM Detect Device Boot�z CWNCM Interfaces�z CWNCM Module
Status�z CWNCM OSPF Neighbors�z�S�‘�|  CWNCM Routing Table �U�K
�“�‡�b�{

�…�w	Ä�I�t�m�M�o�x�z P.188 �w�® View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯
�›�€	°�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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ƒ���w���g

�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�U�Ÿ�s�l�o�M�”	Ô�ù�x�z
Device Configurations �Ö�”�´�w	Í
æ�t�Í�w�æ�ï�«�U
¯�Ô�^�•�‡�b�{

• View Startup�• Device Configuration �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�q�O�w
ƒ���›
¯�Ô�p�V
�‡�b�{	Ä�I�t�m�M�o�x�z P.167 �w�®Device Configuration Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o
�X�i�^�M�{

• Compare Startup with Running�• Compare Device Configurations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p
�x�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
z�±�p�V�‡�b�{
	Ä�I�t�m�M�o�x�z P.170 �w�® Compare Device Configurations �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i
�^�M�{

• Synchronize�• New Task - Synchronize Startup and Running �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�µ
�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�‰�8�b�”�\�q�U�p�V�‡
�b�{	Ä�I�t�m�M�o�x�z P.261 �w�®Synchronize Startup and Running Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€
	°�`�o�X�i�^�M�{

Device Configuration Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Device Configuration Detail �Ö�”�´�p�x�z�Í�w
â�^�›�î�æ�p�V�‡�b�{

• �›���w
ƒ���w	Ä�I�›�Ð�‚�”�{

• 
ƒ���t���b�”�¯�Ý�ï�Ä�›�Ö�—�b�”�{

• �\�w�Ì�”�´�ã�ï�w
ƒ���›�Ã�Ì� �µ�t�2�‰�b�”�{�h�q�Q�y�z�Ã�Ì� �µ�w�!�Ë�t�¡�“�U�K�l�h	Ô�ù
�t�z�†���`�h
ƒ���›�2�‰�`�o�!�Ë�›�é�”�ç�Ì�¿�«�b�”�\�q�U�p�V�‡�b�{

�›���w�Ã�Ì� �µ�t�0� �`�h  Device Configuration Details �Ö�”�´�›
¯�Ô�b�”�t�x�z �Í�w	�	q�›�î�æ�`�‡�b�{

1. Device Details �Ö�”�´�p�z View �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�«�æ�¿�«�`�z Configuration Changes �›
�«�æ�¿�«�`�‡�b�{ Device Configurations �Ö�”�´�U�‰�V�‡�b�{

2. Actions �§�å�Ü�p�z View Config �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�‡�b�{ Device Configuration Detail �Ö�”�´
�U�‰�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Hostname �Ã�Ì� �µ�w�×�µ�Ä�Ê�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w�×�µ�Ä�Ê�›�«�æ�¿�«�b
�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w�Ã�Ì� �µ
�t���b�”	Ø�C�›�€	°�p�V�‡�b�{

Device IP �Ã�Ì� �µ�w  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w  IP �ž�Å�è�µ�›�«
�æ�¿�«�b�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w
�Ã�Ì� �µ�t���b�”	Ø�C�›�€	°�p�V�‡�b�{

Last Access Time �7�™�t�Ã�Ì� �µ�•�w�ž�«�·�µ�U�K�l�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Last Snapshot Result �7�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�A�L�U
¯�Ô�^�•�‡�b�¢ �®Configuration 
unchanged�¯�s�r�£ �{
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View �Ý�Ç�á�” 	Ä�I�t�m�M�o�x�z P.188 �w�® View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i
�^�M�{

Edit & Provision �Ý�Ç�á�” 	Ä�I�t�m�M�o�x�z P.191 �w�®Device Events �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°
�`�o�X�i�^�M�{

Connect �Ý�Ç�á�” 	Ä�I�t�m�M�o�x�z P.204 �w�®Connect �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o
�X�i�^�M�{

Deploy to running 
configuration �æ�ï�«

New Task - Deploy Config �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z
ƒ���›�î
�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�2�‰�p�V�‡�b�¢ �« �•�\�w
â�^�›�î�æ�p�V�s
�M�Ã�Ì� �µ�‹�K�“�‡�b�£ �{	Ä�I�t�m�M�o�x�z P.172 �w�® Deploy Config Task
�Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Deploy to startup 
configuration and reboot �æ
�ï�«

New Task - Deploy Config �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z
ƒ���›�µ
�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�2�‰�`�o�T�’�z�Ã�Ì� �µ�›�æ
�Ò�”�Ä�b�”�\�q�U�p�V�‡�b�{�A�L�q�`�o�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�`�h	Ý�6�t�s�“�‡�b

�¢ �« �•�\�w
â�^�›�î�æ�p�V�s�M�Ã�Ì� �µ�‹�K�“�‡�b�£�{	Ä�I�t�m�M�o�x�z
P.172 �w�®Deploy Config Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Text Version �æ�ï�« 	ý�`�M�Ò�å�¢�²  �¢�Ÿ�ï�Å�¢�t�z�������Ü�p
ƒ���U
¯�Ô�^�•�‡�b�{�\�w�h
�Š�z
ƒ���›�«�æ�¿�Ó�Ø�”�Å�t�¯�Ð�”�`�o�z���w�ž�Ó�æ�­�”�³�ã�ï�t�7�“

Ç�Z�”�\�q�U�p�V�‡�b�{

Download Binary 
Configuration �æ�ï�«

	ý�`�M�Ò�å�¢�²  �¢�Ÿ�ï�Å�¢�t�z�Ì� �Æ�æ���Ü�p
ƒ���U
¯�Ô�^�•�‡�b�{�\
�w�h�Š�z
ƒ���›�«�æ�¿�Ó�Ø�”�Å�t�¯�Ð�”�`�o�z���w�ž�Ó�æ�­�”�³�ã�ï�t
�7�“
Ç�Z�”�\�q�U�p�V�‡�b�{

Compare to previous �æ�ï
�«

Compare Device Configurations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�y�M

ƒ���q	ý�`�M
ƒ���›���‚�o
¯�Ô�p�V�‡�b�{�_�•�b�M�‘�O�t�z
ì�§�:�x�Ÿ
�s�”	í�p�§�Ð
¯�Ô�^�•�‡�b�{  

Changed By �µ�Æ�¿�Ó�³�ã�¿�Ä�›�Ä�æ�¨�”�`�h�!�Ë�›�æ�l�h�â�”�²�w�é�¬� �ï�Ê�U

¯�Ô�^�•�‡�b�{

Create Date �7�™�w
ƒ���!�Ë�w�Ô�Ì�U
¯�Ô�^�•�‡�b�{

< �§�µ�»�Ü  �Ñ�Ÿ�”�ç�Å > �Ã� Ì �   �µ �w�µ�Æ�¿�Ó�³ �ã�¿�Ä�S� ‘ � | 
 
 �…�; � t � � � [ �^ � • �h �§�µ�»�Ü
�Ñ�Ÿ�”�ç�Å�U�K�•�y�z�b�‚�o
¯�Ô�^�•�‡�b�{

Configuration Comments �\�w
ƒ���›���w
ƒ���¢�›�t�Ž
²�w
ƒ���£�q�à���b�”�¯�Ý�ï�Ä�›�Ö�—�`�‡
�b�{ Edit Comments �›�«�æ�¿�«�`�‡�b�{ Edit Comments �¦�Ó�³�ã�ï�›�–�;
�b�”�q�z �\�w
ƒ���t���b�”�§�µ�»�Ü  �Ñ�Ÿ�”�ç�Å�q�¯�Ý�ï�Ä�›�$	B�p�V�‡
�b�{�Ã�Ì� �µ
ƒ���Ã�”�»�w�$	B�t�m�M�o�x�z P.169 �w�®�Ã�Ì� �µ
ƒ���Ã�”
�»�w�$	B�¯ �›�€	°�`�o�X�i�^�M�{

Line/Configuration Text 
ƒ���Ñ�•� �ç�U
¯�Ô�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�Ã�Ì� �µ
ƒ���Ã�”�»�w�$	B

Device Configuration Detail �Ö�”�´�p�x�z 
ƒ���¯�Ý�ï�Ä�›�å�C�‡�h�x�$	B�p�V�‡�b�{ �\�w
â�^�›�æ�O�t�x�z
Edit Comments �›�«�æ�¿�«�`�o  Edit Device Configuration Detail �Ö�”�´�›�‰�V�‡�b�{�§�µ�»�Ü  �Ã�”�»�w�å
�C�t�m�M�o�x�z P.430 �w�®Custom Data Setup �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

� �ï�å� �ï  �¯�Ý�ï�Ä�›�$	B�b�”	Ô�ù�x�z�Í�w�:�t�y�™�`�o�X�i�^�M�{

• 
ƒ���º�w�æ�t�!�Ë�›�C�Q�h	Ô�ù�z�f�w�æ�w�¯�Ý�ï�Ä�x�_	†�^�•�‡�b�{�h�q�Q�y�z�×�µ�Ä�Ê�›�!
�Ë�`�h	Ô�ù�x�z NCM �U�z�×�µ�Ä�Ê�w�¯�Ú�ï�Å�w�b�Y	Í�t�K�”�¯�Ý�ï�Ä�›�b�‚�o�_	†�`�‡�b�{�\
�•�x�z NCM �p�x�z �f�w�¯�Ý�ï�Ä�U�¯�Ú�ï�Å�w�!�Ë�™�‹���®�p�K�”�\�q�›�-	Â�p�V�s�M�h�Š�p�b�{

• �Ò�å�ï�«�æ�w�å�C�‡�h�x�_	†�x	û	O�t�æ�l�o�X�i�^�M�{�Ò�å�ï�«�æ�x�Ã�Ì� �µ�t�‘�l�o�x�™�¯
�›�Ë�m	Ô�ù�U�K�”�h�Š�z NCM �x�z�å�C�‡�h�x�_	†�^�•�h�Ò�å�ï�«�æ�›
ƒ���!�Ë�q�`�o	r�g�`�‡
�b�{�Ò�å�ï�«  �¯�Ý�ï�Ä�æ�z�m�‡�“�Ë	O�w�¯�Ý�ï�Ä���È�¢�è	×�x�z !! �‡�h�x  ##�£�p�•�‡�”�æ�›�å
�C�p�V�‡�b�{

• � �ï�å� �ï  �¯�Ý�ï�Ä�w�Ì�”�´�ã�ï�x�z
ƒ���Ñ�•� �ç�q�‰�a�M�O�p���g�^�•�o�M�‡�d�œ�{�¯�Ý�ï
�Ä �Ò�é�¿�«�x�z
ƒ���º�w�Í�w�¯�Ú�ï�Å�t�&�;�^�•�‡�b�{�Í�w�¯�Ú�ï�Å�å� �ï�U�2�‰�t�����`�s
�M	Ô�ù�z�¯�Ý�ï�Ä�x�!�Ë�^�•�‡�d�œ�{�y�M
ƒ���›�2�‰�b�”�¢�A�L�q�`�o	ý�`�M
ƒ���›	Í	{�V�b
�”�£	Ô�ù�z	ý�`�M
ƒ���w�¯�Ý�ï�Ä�›�2�‰�™�w
ƒ���t�&�;�b�”�\�q�U�p�V�‡�b�{�h�i�`�z�¯�Ý�ï
�Ä�w�•�”�U
Æ�&
~�t�s�”	Ô�ù�U�K�“�‡�b�{

• �Ñ�•� �ç�›�G
ï�t�$	B�b�”�q�V�t�¯�Ý�ï�Ä�U	«�æ�b�”�\�q�U�R�æ�^�•�”	Ô�ù�x�z�¯�Ý�ï�Ä�›��
�‰
ƒ���Ñ�•� �ç�›�-���b�”
²�t�z�¯�Ð�”�`�o�S�X�\�q�›�S�ç�Š�`�‡�b�{�\�w�‘�O�t�b�”�q�z
ž
�A�t� �a�o�¯�Ý�ï�Ä�›
î�i�p�V�‡�b�{
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�Ã�Ì� �µ
ƒ���w
z�±
Compare Device Configuration �Ö�”�´�t�x�z�‰�°�Ã�Ì� �µ�w  2 �m�w
ƒ���U���œ�p
¯�Ô�^�•�‡�b�{�(���t�æ

j�ø�U
¯�Ô�^�•�h  2 �m�w�§�å�Ü�p�z�å�C�z�_	†�z�S�‘�|�!�Ë�U	t�U�§�Ð
¯�Ô�^�•�‡�b�{�¤
ƒ���x�z�°
�™�w IP �ž�Å�è�µ�q�z
ƒ���w�µ�Æ�¿�Ó�³�ã�¿�Ä�U	��˜�^�•�h�Ô�Ì�p�Ý���^�•�‡�b�{

2 �m�w
ƒ���›
z�±�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Configuration Changes �›�«�æ�¿�«�`�‡�b�{ Configuration Changes
�Ö�”�´�U�‰�V�‡�b�{

2. �(���w�½�£�¿�«�Ø�¿�«�µ�›�–�;�`�o�z�Ú�™�w  2 �m�w�Ã�Ì� �µ�›�«�æ�¿�«�`�‡�b�{

3. Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�p�z Compare �›�«�æ�¿�«�`�‡�b�{ Compare Device Configurations
�Ö�”�´�U�‰�V�‡�b�{

Compare Device Configurations �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Lines Changed �!�Ë�^�•�h�æ
:�U�ñ�M�ƒ	í�p�§�Ð
¯�Ô�^�•�‡�b�{

Lines Inserted 
à�Ö�^�•�h�æ
:�U�Ì�”�M
h	í�p�§�Ð
¯�Ô�^�•�‡�b�{

Lines Deleted �_	†�^�•�h�æ
:�U�Ð�ï�«	í�p�§�Ð
¯�Ô�^�•�‡�b�{

Show differences with 
context


¬�R�^�•�h	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z�¤�!�Ë�q�f�w
²�™�w  3 �æ�i�Z�U
¯�Ô�^
�•�‡�b�{

Show full text �¦�ï�w	Ô�ù�z�ì
¶�s
ƒ���Ñ�•� �ç�U
¯�Ô�^�•�‡�b�{

Show UNIX-style diff �¦�ï�w	Ô�ù�z
ƒ���Ñ�•� �ç�U  UNIX diff ���Ü�p
¯�Ô�^�•�‡�b�{

Deploy to Running 
configuration �æ�ï�«

Deploy Configuration �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w
ƒ���›�Ã
�Ì� �µ	Í�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�2�‰�p�V�‡�b�¢ �« �•�\�w
â�^
�›�î�æ�p�V�s�M�Ã�Ì� �µ�‹�K�“�‡�b�£ �{

Deploy to startup 
configuration and reboot

Deploy Configuration �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z
ƒ���›�µ�»�”
�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�2�‰�`�o�T�’�z �Ã�Ì� �µ�›�æ�Ò�”�Ä
�b�”�\�q�U�p�V�‡�b�{�A�L�q�`�o�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�q�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�`�h	Ý�6�t�s�“�‡�b�¢ �« �•
�\�w
â�^�›�î�æ�p�V�s�M�Ã�Ì� �µ�‹�K�“�‡�b�£ �{

Configuration #1/
Configuration #2

Configuration #1 �‡�h�x  Configuration #2 �æ�ï�«�›�«�æ�¿�«�b�”�q�z Device
Configuration Detail �Ö�”�´�U�‰�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.167 �w�®Device
Configuration Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{
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Device �Ã�Ì� �µ�w�×�µ�Ä�Ê�S�‘�|  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w�×
�µ�Ä�Ê�S�‘�|  IP �ž�Å�è�µ�›�«�æ�¿�«�b�”�q�z Device Details �Ö�”�´�U�‰
�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w�Ã�Ì� �µ�q�f�w
ƒ���d�º�t���b�”	Ø�C�›

¯�Ô�p�V�‡�b�{

Date �7�™�w
ƒ���!�Ë�w�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Changed By �µ�Æ�¿�Ó�³�ã�¿�Ä�›�Ä�æ�¨�”�`�h�!�Ë�›�æ�l�h�â�”�²�w�é�¬� �ï�Ê�U

¯�Ô�^�•�‡�b�{

Configuration Comments 
ƒ���t���b�”�Ú�™�w�¯�Ý�ï�Ä�U
¯�Ô�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�Ã�Ì� �µ
ƒ���w�2�‰

ƒ���›�2�‰�b�”�M�O�t�x�z�Í�w  2 �m�U�K�“�‡�b�{

• �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�•�w�2�‰�•
ƒ���›�2�‰�`�h	Ô�ù�z�Ã�Ì� �µ�›�æ�Ò�”�Ä�`�s�M�v�“�z

ƒ���Ñ�•� �ç�x�–�;�¤�w�‡�‡�t�s�“�‡�b�{ �Ã�Ì� �µ�›�æ�Ò�”�Ä�b�”�q�z �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�t�‘�l�o�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U	Í	{�V�^�•�”�\�q�U�K�“�‡�b�{

• �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�•�w�2�‰�•
ƒ���›�2�‰�`�h	Ô�ù�z�Ã�Ì� �µ�U�æ�Ò�”�Ä
�^�•�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�†�M�U	ý�`�M

ƒ���t�s�“�‡�b�{


ƒ���›�2�‰�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

1. �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p�z Configuration Changes �›�«�æ�¿�«�`�‡�b�{ Configuration Changes
�Ö�”�´�U�‰�V�‡�b�{

2. �Ã�Ì� �µ�t�0� �`�h  Actions �§�å�Ü�p�z View Config �›�«�æ�¿�«�`�‡�b�{ Device Configuration Detail
�Ö�”�´�U�‰�V�‡�b�{�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�¢
ž�A�t� �a�o�£ �{

– Deploy to running configuration�• New Task - Deploy Config �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p
�x�z�\�w
ƒ���›�Ã�Ì� �µ	Í�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�2�‰�p�V�‡�b�{

– Deploy to startup configuration and reboot�• New Task - Deploy Config �Ö�”�´�U�‰�V�‡�b�{�\�w
�Ö�”�´�p�x�z
ƒ���›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�2�‰�`�o�T�’�z�Ã�Ì� �µ�›
�æ�Ò�”�Ä�b�”�\�q�U�p�V�‡�b�{�A�L�q�`�o�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�î
�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�`�h	Ý�6�t�s�“�‡�b�{

Deploy Config Task �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Task Name Deploy Config �q
¯�Ô�^�•�‡�b�{�&
~�p�K�•�y�z�Ÿ�s�”�»�µ�«�Ê�›�Ö�—�p
�V�‡�b�{

Applies to �Ã�Ì� �µ�w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{

Start Date �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• Start As Soon As Possible�¢�Ã�Ñ�¥�ç�Ä�£

• Start At�•�»�µ�«�›�‰�•�b�”�Ô�Ì�›�Ö�—�`�‡�b�{�Ô
Ç�Ø�¿�«�µ�w�¡�t�K�”
�§�è�ï�¼�”  �ž� �¯�ï�›�«�æ�¿�«�`�o�§�è�ï�¼�”�›�‰�V�z�Ô�Ì�›
¬�R�`
�‡�b�{

Comments �»�µ�«�t���b�”�¯�Ý�ï�Ä�›�Ö�—�`�‡�b�{
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Task Options

Session Log �ì
¶�s�Ã�Ì� �µ  �·�¿�³�ã�ï  �é�¬�›�¨�ò�b�”�t�x�z �®Store complete device
session log�¯�½�£�¿�«�Ø�¿�«�µ�›�¦�ï�t�`�‡�b�{�Ã�Ì� �µ�q�0�é�b�”�b�‚
�o�w�»�µ�«�x�z�·�¿�³�ã�ï  �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�o�î�æ�p�V�”�\�q
�t�y�™�`�o�X�i�^�M�{�\�w�h�Š�z�»�µ�«�p�æ�˜�•�h�Ã�Ì� �µ�q�w�0�é�w
	Ä�I�s�é�¬�›�Ö	��b�”�\�q�U�p�V�‡�b�{�Ã�Ì� �µ�{���w�ð�J�›�Ã�Ì�¿�¬
�b�”�q�V�z �7	s�w�µ�Â�¿�Ó�q�`�o�·�¿�³�ã�ï  �é�¬�›�€	°�`�‡�b�{ �·�¿�³�ã
�ï  �é�¬�t�x�z�»�µ�«�p�î�æ�^�•�h  CLI�zSNMP�z�S�‘�|�b�‚�o�w�8
ù�Ó�é
�Ä�¯�ç�w	r�g�w	Ä�I�U���‡�•�o�M�‡�b�¢ �« �•�G�”�w�Ã�”�»�U�¨�ò�^�•�”
�\�q�U�K�“�‡�b�£ �{

�Ã�Ñ�¥�ç�Ä�p�z �®Verify that changes are compliant with all policies that apply to
the device�¯�¦�Ó�³�ã�ï�U�¦�ï�t�s�l�o�M�‡�b�{

Configuration 
ƒ���U
¯�Ô�^�•�‡�b�{

Estimated Duration �\�w�»�µ�«�›�î�æ�b�”�Ã�Ì� �µ�‡�h�x�Ã�Ì� �µ  �¬�ç�”�Ó�›�'�ÿ�b�”�Ì��
�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  60 
ü�p�b�{

Device Credentials Options

�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç  �¦�Ó�³�ã�ï�x�z Administrative Settings �w�<�w Server �Ö�”�´�p
ƒ���`�h
Allows Standard Device Credentials�zAllow Per-Task Device Credentials�zAllow User AAA Credentials �w�¤
�¦�Ó�³�ã�ï�t� �a�o
¯�Ô�^�•�‡�b�{ Allow Per-Task Device Credentials �U� �É�”�Ò�ç�w	Ô�ù�z�&
~�s�«
�è�Ã�ï�³�ß�ç�›�Ö�—�b�”�‘�O�t�A�{�^�•�‡�b�{�^�’�t�z
ó
:�w�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç  �¦�Ó�³�ã�ï
�›� �É�”�Ò�ç�t�`�h	Ô�ù�x�z�»�µ�«�w�î�æ�Ì�t�–�;�b�”�¦�Ó�³�ã�ï�›
¬�R�b�”�‘�O�t�A�{�^�•�‡�b�{
�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç  �¦�Ó�³�ã�ï�›  1 �m�i�Z� �É�”�Ò�ç�t�`�h	Ô�ù�x�z�f�w�¦�Ó�³�ã�ï�U�×�ˆ�$
�t�–�;�^�•�z�Ó�é�ï�Ó�Ä�x
¯�Ô�^�•�‡�d�œ�¢�Ã�Ì� �µ  �«�è�Ã�ï�³�ß�ç�›� �É�”�Ò�ç�t�b�”�M�O�t�m
�M�o�x�z P.72 �w�®Server �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�£ �{

Device Credentials Administrative Settings �w�<�w  Server �Ö�”�´�p� �É�”�Ò�ç�t�`�h�Ã�Ì� �µ
�«�è�Ã�ï�³�ß�ç  �¦�Ó�³�ã�ï�t� �a�o�z�Í�w�¦�Ó�³�ã�ï�w  1 �m�‡�h�x
ó
:
�›
¬�R�p�V�‡�b�{

• 
ª	j�w�Ã�Ì� �µ�{���«�è�Ã�ï�³�ß�ç�q�É�¿�Ä�ë�”�«
¶�.�w�Í�µ�ë�”�Å
�F���›�–�;�`�‡�b�¢�Ã�Ñ�¥�ç�Ä�£ �{

• �›���w�»�µ�«  �«�è�Ã�ï�³�ß�ç�›�–�;�`�‡�b�{�â�”�²�Ê�z�Í�µ�ë�”�Å�z�Í
�µ�ë�”�Å�w�¬�Ý�z� �É�”�Ò�ç  �Í�µ�ë�”�Å�w�¬�Ý�z SNMP �¡�ˆ	��“
•�;�¯
�Û�á�Ç�Â�Ÿ  �µ�Ä�æ�ï�¬�z SNMP �¡�ˆ	��“ / 	{�V���ˆ�¯�Û�á�Ç�Â�Ÿ  �µ�Ä
�æ�ï�¬�›�Ö�—�b�”�‘�O�t�A�{�^�•�‡�b�{

• �»�µ�«  �¦�”�Æ�”�w  AAA �«�è�Ã�ï�³�ß�ç�›�–�;�`�‡�b�{ �»�µ�«  �¦�”�Æ�”
�x���®�s  AAA �«�è�Ã�ï�³�ß�ç�›���[�`�o�S�X
ž�A�U�K�“�‡�b�¢ �« �•
ª
	j�Í�µ�ë�”�Å�F���q�Ã�Ì� �µ�{���Í�µ�ë�”�Å�›�–�;�`�‡�b�{�h�i�`�z�»
�µ�«  �¦�”�Æ�”�w  AAA �â�”�²�Ê�S�‘�|�Í�µ�ë�”�Å�U�&�;�^�•�‡�b�£ �{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Pre-Task / Post-Task Snapshot Options

�µ�Æ�¿�Ó�³�ã�¿�Ä  �¦�Ó�³�ã�ï�x�z Administrative Settings �w�<�w  Configuration Mgmt �Ö�”�´�p�â�”�²�U
	Í	{�V�p�V�”�‘�O�t�³�µ�Â�Ü�›�Ï
R�`�h	Ô�ù�t�w�ˆ
¯�Ô�^�•�‡�b

�¢	Ä�I�t�m�M�o�x�z P.54 �w�®Configuration Mgmt �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�£ �{

Pre-Task Snapshot �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None�¢�Ã�Ñ�¥�ç�Ä�£

• As part of task

Post-Task Snapshot �Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• None

• As part of task�¢�Ã�Ñ�¥�ç�Ä�£

• Scheduled as a separate task

Approval Options

	•�Ý�¦�Ó�³�ã�ï�x�z�»�µ�«�U  Workflow Approval Rule �w�°
æ�p�K�”	Ô�ù�t�i�Z
¯�Ô�^�•�‡�b�{

Request Approval �»�µ�«�›�î�æ�b�”
²�t	•�Ý�U
ž�A�s	Ô�ù�z�Ã�Ñ�¥�ç�Ä�p�¦�ï�t�s�l�o�M
�‡�b�{�»�µ�«�w	•�Ý�8�v�Ô�›�!�Ë�b�”�t�x�z�Ô
Ç�w�#�t�K�”�§�è�ï�¼�”
�ž� �¯�ï�›�«�æ�¿�«�`�z�§�è�ï�¼�”�›�‰�M�o�Ô�Ì�›
¬�R�`�‡�b�{�»�µ�«
�w��
Œ�S�‹
¬�R�p�V�‡�b�{�ë�”�«�Ñ�é�”�›
ƒ���b�”�q�V�t�z Urgent �•
Normal �s�r�Ÿ�s�”��
Œ�S�w�‹�›�å�C�p�V�‡�b�{ NCM Scheduler �x�z�\�w
�‹�›�€	°�`�‡�d�œ�{�\�w�‹�x�,�Š�$�t�z	•�Ý�›�b�Y�t
ž�A�q�b�”�»�µ�«
�›
Q�…�b�”�h�Š�w�¹�®�$�s�©�á�”�p�b�{  

Override Approval 	Í	{�V�U�D�ó�s�»�µ�«�w	Ô�ù�z�\�w�¦�Ó�³�ã�ï�›
¬�R�`�o�z	•�Ý�Ó�é�·
�µ�›	Í	{�V�`�‡�b�{

Save as Draft �¦�ï�t�b�”�q�z�»�µ�«�›�<	{�V�q�`�o�-���`�o�z�™�p�í�”�\�q�U�p�V�‡
�b�{ Draft �Þ�”�Å�w�»�µ�«�x�î�æ�^�•�‡�d�œ�{

Scheduling Options

Retry Count �»�µ�«�U�æ

�`�h	Ô�ù�z NCM �x  Retry Interval �w���´�p�z�\�w�s
:�‡�p�»
�µ�«�›�6�¼�æ�`�‡�b�{�Í�w�M�c�•�T�w�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

• No Retry�¢�6�¼�æ�s�`�z�Ã�Ñ�¥�ç�Ä�£

• Once�¢ 1 �s�£

• Twice�¢ 2 �s�£

• Three Times�¢ 3 �s�£

Retry Interval �6�¼�æ�‡�p�w���´�›�Ö�—�`�‡�b�{�o�•�x
ü�p�b�{�Ã�Ñ�¥�ç�Ä�x  5 
ü�p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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ƒ���w���g

	4�ƒ�`�h�’�z Save Task �›�«�æ�¿�«�`�o�X�i�^�M�{

Links �Í�w�æ�ï�«�›
¬�R�p�V�‡�b�{

• View Configuration

• Edit Configuration

• All Pending Deploy Config Tasks For This Device

• Cancel All Pending Deploy Config Tasks

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�H 5 	·�•�Ã�Ì� �µ�w
¯�Ô

�Í�w
¯�›�–�;�b�”�q�z	Ø�C�›�b�Y�t�_�m�Z�”�\�q�U�p�V�‡�b�{

�Ã�Ì� �µ	Ø�C�•�w�Æ�Ï�®�”�Ä

�Ä�Ð�¿�« �€	°
Œ

�Ã�Ì� �µ�w
¯�Ô �Ã�Ì� �µ�w
¯�Ô�¢ P.178�£

�Ã�Ì� �µ  �¬�ç�”�Ó�w
¯�Ô �Ã�Ì� �µ  �¬�ç�”�Ó�w
¯�Ô�¢ P.181�£

�Ã�Ì� �µ�w�'�ÿ �Ã�Ì� �µ�w�'�ÿ�¢ P.183�£

�Ã�Ì� �µ	Ä�I�w
¯�Ô �Ã�Ì� �µ	Ä�I�w
¯�Ô�¢ P.185�£

View �Ý�Ç�á�”  �¦�Ó�³�ã�ï View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¢ P.188�£

Edit & Provision �Ý�Ç�á�”  �¦�Ó�³�ã�ï Edit & Provision �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¢ P.202�£

Connect �Ý�Ç�á�”  �¦�Ó�³�ã�ï Connect �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¢ P.204�£

Devices Tasks Policies Reports Admin

Inventory

Groups

New Device

Configuration Changes

Device Tools

New Device Task

New Device Group

New Device Wizard

Sites

New Parent Group

Cisco Systems
CiscoWorks Network
Compliance Manager
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�Ã�Ì� �µ�w
¯�Ô
���g�0	Å�Ã�Ì� �µ�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Devices �w�<�p  Inventory �›�«�æ�¿�«�`�‡
�b�{ Inventory �x�Ã�Ñ�¥�ç�Ä�w�^�À�¬�ç�”�Ó�p�b�{�q�O���g�^�•�o�M�”�b�‚�o�w�Ã�Ì� �µ�U
¯�Ô�^�•�‡
�b�{	ý�`�M�Ã�Ì� �µ�›�å�C�b�”�M�O�t�m�M�o�x�z P.120 �w�®�Ã�Ì� �µ�w�å�C�¯ �›�€	°�`�o�X�i�^�M�{

Inventory �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Groups �æ�ï�« Device Groups �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�q�O�w�Ã�Ì� �µ  �¬
�ç�”�Ó�w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.181 �w�®�Ã�Ì� �µ
�¬�ç�”�Ó�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

New Device �æ�ï�« New Device �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M�Ã�Ì� �µ�›�å�C
�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.120 �w�®�Ã�Ì� �µ�w�å�C�¯ �›�€	°�`�o�X
�i�^�M�{

New Group �æ�ï�« New Device Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M�Ã�Ì� �µ
�¬�ç�”�Ó�›�å�C�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.134 �w�®�Ã�Ì� �µ  �¬�ç�”
�Ó�w�å�C�¯ �›�€	°�`�o�X�i�^�M�{

New Parent Group �æ�ï�« New Parent Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M
��¬�ç�”
�Ó�›�å�C�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.136 �w�®
��¬�ç�”�Ó�w�å�C�¯ �›
�€	°�`�o�X�i�^�M�{

Current Working Group Inventory�¢�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó�£�U
¯�Ô�^�•�‡�b�{�Å�é�¿�Ó�¼�¢�ï  �Ý
�Ç�á�”�T�’���w�¬�ç�”�Ó�›
¬�R�p�V�‡�b�¢�˜�p�b�”�‹�w�U�K�”	Ô�ù�£ �{

List active devices only 
check box

�ž�«�Â�Ÿ�Ò�s�Ã�Ì� �µ�i�Z�›� �ï�Õ�ï�Ä�æ  �æ�µ�Ä�t���Š�”	Ô�ù�x�z �\�w
�½�£�¿�«�Ø�¿�«�µ�›�¦�ï�t�`�‡�b�{
‡�ž�«�Â�Ÿ�Ò�s�Ã�Ì� �µ�x�z�ž�«
�Â�Ÿ�Ò�s���g�w�0	Å�t�s�“�‡�d�œ�{

Run Task on this Group �\�w�¬�ç�”�Ó�p�î�æ�b�”�»�µ�«�›�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�T�’
¬�R�p
�V�‡�b�{�»�µ�«�w�î�æ�t�m�M�o�x�z P.229 �w�®�»�µ�«�t�m�M�o�¯ �›�€	°
�`�o�X�i�^�M�{
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¯�Ô

�½�£�¿�«�Ø�¿�«�µ �(���w�½�£�¿�«�Ø�¿�«�µ�›�–�;�b�”�q�z�Ã�Ì� �µ�›���g�p�V�‡�b�{�Ã�Ì
� �µ�›
¬�R�`�h�’�z Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�«�æ�¿�«�`�‡�b�{
�¦�Ó�³�ã�ï�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• Activate�•
¬�R�^�•�h�Ã�Ì� �µ�›���g�b�”�‘�O�t  NCM �t�¦�Ô�`�‡�b�{

• Deactivate�•
¬�R�^�•�h�Ã�Ì� �µ�›���g�`�s�M�‘�O�t  NCM �t�¦�Ô�`�‡
�b�{

• Batch Edit Device�• Batch Edit Device �Ö�”�´�›�‰�V�‡�b�{�\�w�Ö�”�´�p
�x�z
¬�R�`�h�b�‚�o�w�Ã�Ì� �µ�t�0�`�o�Å�å� �Ì�w�Â�“�p�o�q
€���M
�Ü�w
ƒ���›�°�Å�p�æ�O�\�q�U�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.155 �w

�®Batch Edit Device �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Delete�•
¬�R�^�•�h�Ã�Ì� �µ�›�_	†�`�‡�b�{

• 
¬�R�`�h�Ã�Ì� �µ�p�î�æ�b�”�»�µ�«�›
¬�R�`�‡�b�{	Ä�I�t�m�M�o�x�z
P.229 �w�®�ž�Å�×�¿�«  �Ã�Ì� �µ  �¬�ç�”�Ó�p�w�»�µ�«�w�î�æ�¯ �›�€	°�`
�o�X�i�^�M�{

�¡
€�b�”  Select �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�–�;�b�”�q�z �b�‚�o�w�Ã�Ì� 
�µ�›
¬�R�‡�h�x
¬�R�r	†�p�V�‡�b�{

Host Name �Ã�Ì� �µ�w�×�µ�Ä�Ê�U
¯�Ô�^�•�‡�b�{
z	í�w�Ã�Ì� �µ�x�z
²�s�w�µ�Æ�¿
�Ó�³�ã�¿�Ä�t�æ

�`�h�‹�w�p�b�{
‡�ž�«�Â�Ÿ�Ò�s�Ã�Ì� �µ�x�z IP �ž�Å�è
�µ�w�#�w�ž� �¯�ï�p�Ô�^�•�‡�b�{ Host Name �æ�ï�«�›�«�æ�¿�«�b�”�q�z
Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�q�f�w
ƒ��
�d�º�t���b�”�,�Š	Ø�C�›
¯�Ô�p�V�‡�b�{ Device Details �Ö�”�´�t�m�M�o
�x�z P.188 �w�®View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i�^�M�{  

Device IP �Ã�Ì� �µ�w  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{ Device IP �æ�ï�«�›�«�æ�¿�«�b
�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�q�f
�w
ƒ���d�º�t���b�”�,�Š	Ø�C�›
¯�Ô�p�V�‡�b�{ Device Details �Ö�”�´�t�m
�M�o�x�z P.188 �w�®View �Ý�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i�^�M�{

Device Vendor �Ã�Ì� �µ�w
a���i�w�Ê
²�U
¯�Ô�^�•�‡�b�{

Device Model �Ã�Ì� �µ�w�Þ�Ã�ç�Ý��� �U
¯�Ô�^�•�‡�b�{

Site �Ã�Ì� �µ�U���b�”�±� �Ä�U
¯�Ô�^�•�‡�b�¢ �« �•�\�w�Ñ�Ÿ�”�ç�Å�U
¯�Ô�^
�•�”�w�x�z�±� �Ä�U  1 �m�Ž	Í
ƒ���^�•�o�M�”	Ô�ù�i�Z�p�b�{�±� �Ä�w
ƒ
���t�m�M�o�x�z P.146 �w�®
M�v�^�•�h�Ã�Ì� �µ  �Ï�á�”�¯ �›�€	°�`�o�X�i
�^�M�£�{

Display results in groups of 1 �Ö�”�´�t
¯�Ô�b�”�ò�è
:�x�z�Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�p
ƒ���p�V�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  25 �p�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Actions �Ã�Ì� �µ�]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit�• Edit Device �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�w	Ø�C
�›�$	B�p�V�‡�b�{

• Telnet�• Telnet �¢�Ÿ�ï�Å�¢�U�‰�V�‡�b�{

• SSH�• SSH �¢�Ÿ�ï�Å�¢�U�‰�V�‡�b�{

• View Config�• Current Configuration �Ö�”�´�U�‰�V�‡�b�{ �\�w�Ö�”�´�p�x�z
�7	ý�w
ƒ���w
¯�Ô�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�•�w�2�‰�z�¯�Ý�ï�Ä
�w�å�C�›�æ�O�\�q�U�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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¯�Ô

�Ã�Ì� �µ  �¬�ç�”�Ó�w
¯�Ô
�Ã�Ì� �µ  �¬�ç�”�Ó�x�z
Ê	ë�t� �a�o�Ã�Ì� �µ�›�ù�g�$�t
ü�¨�b�”�M�Ü�p�b�{�h�q�Q�y�z�Í�w�‘�O�s�¬
�ç�”�Ó�U�ß�Q�’�•�‡�b�{

• �•�g�$ / 
ú�g�$�s	Ô	t

• �Ä�À�o�• / 
æ�ó

• �É�¿�Ä�ë�”�«  �ž�”�©�Â�«�½�ß�p�w�þ�Â

• �ž�«�Â�Ÿ�Õ�”�³�ã�ï�w	Ý�6

�Ã�Ì� �µ  �¬�ç�”�Ó�x�z�^
R�™�b�Y�t�z�¤	��;�ó�¢�U�g�z�F���w�Ý	Â�z�Í�µ�ë�”�Å�w�Ë	ý�s�r�£�›���g
�b�”�h�Š�t�–�;�p�V�‡�b�{

�p	s�z Device Groups �Ö�”�´�t�x  Inventory �¬�ç�”�Ó�q�M�O�³�µ�Â�Ü  �¬�ç�”�Ó�i�Z�U���‡�•�o�M�‡�b�{
Inventory �¬�ç�”�Ó�t�x�b�‚�o�w�Ã�Ì� �µ�U���‡�•�o�M�‡�b�{�h�i�`�z�\�w�Ö�”�´�t�x�z�^
R�`�h�â�”
�²���[�w�¬�ç�”�Ó�‹
¯�Ô�^�•�‡�b�{

�Ã�Ì� �µ  �¬�ç�”�Ó�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z �Ý�Ç�á�”�Ì�”�w  Devices �w�<�p  Groups �›�«�æ�¿�«�`�‡�b�{
Device Groups �Ö�”�´�U�‰�V�‡�b�{ Public �Ã�Ì� �µ  �¬�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°�p�V�”�\�q�t�y�™
�`�o�X�i�^�M�{ Private �Ã�Ì� �µ  �¬�ç�”�Ó�x�¬�ç�”�Ó  �¦�”�Æ�”�q  NCM ���g	��i�Z�U�€	°�p�V�‡�b�{

Device Groups �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

New Group �æ�ï�« New Device Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M�Ã�Ì� �µ
�¬�ç�”�Ó�›�^
R�p�V�‡�b�{	ý�`�M�Ã�Ì� �µ  �¬�ç�”�Ó�›�^
R�b�”�M�O�t�m
�M�o�x�z P.134 �w�®�Ã�Ì� �µ  �¬�ç�”�Ó�w�å�C�¯ �›�€	°�`�o�X�i�^�M�{

New Parent Group �æ�ï�« New Parent Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M
��¬�ç�”�Ó
�›�å�C�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.136 �w�®
��¬�ç�”�Ó�w�å�C�¯ �›�€	°
�`�o�X�i�^�M�{

Group Name �Ã�Ì� �µ  �¬�ç�”�Ó�w�â�”�²���[�Ê�U
¯�Ô�^�•�‡�b�{
��¬�ç�”�Ó�x�z���w

��¬�ç�”�Ó�w� �p�K�”	Ô�ù�›	†�M�o�z�È�<�[�^�•�‡�d�œ�{
��¬�ç�”�Ó�t
���b�”�¬�ç�”�Ó�x�z
��w�<�t�È�<�[�^�•�o
¯�Ô�^�•�‡�b�{�¬�ç�”�Ó�Ê�›
�«�æ�¿�«�b�”�q�z Device Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã
�Ì� �µ  �¬�ç�”�Ó�t���b�”	Ä�I	Ø�C�›�€	°�p�V�‡�b�{	Ä�I�t�m�M�o�x�z
P.181 �w�®Device Groups �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�¢ �« �•
�¬�ç�”�Ó�Ê�w
²�t�â�ž� �¯�ï�U
Ç�M�o�M�”	Ô�ù�z�f�w�¬�ç�”�Ó�x�Í�”
�Â�Ÿ�³�ã�ï�t���‡�•�o�M�‡�b�{�Í�”�Â�Ÿ�³�ã�ï�t�m�M�o�x�z P.143 �w�®�Ã
�Ì� �µ�w�·�¬�Ý�ï�Ä�=�¯ �›�€	°�`�o�X�i�^�M�£ �{

Description �¬�ç�”�Ó�w���o�s
†�Ì�U
¯�Ô�^�•�‡�b�{
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Number of devices �¬�ç�”�Ó�º�w�Ã�Ì� �µ�w
:�U
¯�Ô�^�•�‡�b�{

Owner �Ã�Ì� �µ  �¬�ç�”�Ó�›�^
R�`�h�â�”�²�Ê�U
¯�Ô�^�•�‡�b�{

Sharing �Ã�Ì� �µ  �¬�ç�”�Ó�U  Public �p�K�”�T  Private �p�K�”�T�U
¯�Ô�^�•�‡�b�{
Public �Ã�Ì� �µ  �¬�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°�p�V�‡�b�U�z Private �Ã
�Ì� �µ  �¬�ç�”�Ó�x�¬�ç�”�Ó  �¦�”�Æ�”�q�³�µ�Â�Ü���g	��i�Z�U�€	°�p�V
�‡�b�{

Actions Inventory �¬�ç�”�Ó�w  Actions �Ñ�Ÿ�”�ç�Å�x�z Group Name �›
¬�R�b�”�‡�p
�í�p�b�{�â�”�²���[�w�Ã�Ì� �µ  �¬�ç�”�Ó�t�x�z�Í�w�ž�«�³�ã�ï�U
¯�Ô�^
�•�‡�b�{

• Edit�• Edit Group �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ  �¬�ç�”
�Ó�w	Ø�C�›�$	B�p�V�‡�b�{

• Delete�•�Ã�Ì� �µ  �¬�ç�”�Ó�›�_	†�p�V�‡�b�{

• Make Private/Make Public�•�Ã�Ì� �µ  �¬�ç�”�Ó�›  Public �‡�h�x  Private �t
�¦���p�V�‡�b�{ Public �Ã�Ì� �µ  �¬�ç�”�Ó�x�b�‚�o�w�â�”�²�U�€	°�p�V�‡
�b�U�z Private �Ã�Ì� �µ  �¬�ç�”�Ó�x�¬�ç�”�Ó  �¦�”�Æ�”�q�³�µ�Â�Ü���g	�
�i�Z�U�€	°�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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�Ã�Ì� �µ�w�'�ÿ
�G�F�Û�s�É�¿�Ä�ë�”�«�›�Ë�m
Ê	ë�p�x�z�m�U�z�M�m�z�r�w�Ã�Ì� �µ�›�–�;�b�”�T�›���g�b�”�\�q�U	O
�A�p�b�{ Device Reservation System �›�–�;�b�”�q�z�Ã�Ì� �µ�‡�h�x�Ã�Ì� �µ�w�¬�ç�”�Ó�›�°���8���t�˜
�h�l�o�'�ÿ�p�V�‡�b�{ Device Reservation �•�ù�è�Œ�t�‘�“�z�Ý�ï�Â�Æ�ï�µ�¤�w�Ã�Ì� �µ�›�¡�l�o�–�;�b
�”�\�q�›�w�­�p�V�z�G�F�Û�s  IT �¬�ç�”�Ó�‹�z�w
M�$�z
Ê	ë�$�t�É�¿�Ä�ë�”�«�p�w�^�À�›�µ�­�´�á�”�ç
�p�V�‡�b �¢ Device Reservation System �S�‘�|  Activity Calendar �w
ƒ���M�O�t�m�M�o�x�z P.78 �w�®Workflow�¯
�›�€	°�`�o�X�i�^�M�£ �{ 

�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�w�±�Ò�»�µ�«�t�‘�l�o�è�¹�›	!�Z�”�Ã�Ì� �µ�‡�h�x�Ã�Ì� �µ  �¬�ç�”�Ó�x�z
�×�ˆ�$�t�»�µ�«�w�8���i�Z�'�ÿ�^�•�‡�b�{�‡�h�z�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�U	•�Ý�^�•�z 1 �m�Ž	Í�w
�µ�­�´�á�”�ç�^�•�h�»�µ�«�t�Í�w�¡�ˆ	��“ / 	{�V���ˆ�»�µ�«�¢�<�G�›�€	°�£�U���‡�•�o�M�”	Ô�ù�x�z�¡
�ˆ	��“ / 	{�V���ˆ�»�µ�«�U�q�O�'�ÿ�^�•�o�M�”�Ã�Ì� �µ�t�è�¹�›�)�Q�”�T�r�O�T�w�¬�Ý�U�æ�˜�•�‡�b�{
�è�¹�›�)�Q�”	Ô�ù�z�Ã�Ì� �µ�w�'�ÿ�p�•�ù� �Õ�ï�Ä�U
C
\�‡�b�{�h�i�`�z�Ã�Ì� �µ�w�'�ÿ�p�•�ù�U
C

\�`�o�‹�z�Ã�Ì� �µ�•�Ã�Ì� �µ  �¬�ç�”�Ó�t�0�b�”�»�µ�«�›�î�æ�p�V�s�X�s�”�˜�Z�p�x�K�“�‡�d�œ�{

• Deploy Configuration

• Run Command Script

• Deploy Passwords

• Reload Device

• Synchronize Startup and Running

• Update Device Software

�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�p�Ã�Ì� �µ�‡�h�x�Ã�Ì� �µ�w�¬�ç�”�Ó�U�'�ÿ�^�•�o�M�”	Ô�ù�x�z�M�c�•�T
�w�Ã�Ì� �µ�p�Ã�Ì� �µ
ƒ���w�!�Ë�U�U	Z�^�•�h�q�V�t�è�Œ�^�•�‡�b�{  

�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�w
ƒ���t�m�M�o�x�z P.294 �w�®�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�w�µ�­�´�á�”�æ�ï
�¬�¯ �›�€	°�`�o�X�i�^�M�{

Activity Calendar

Activity Calendar �›�–�;�b�”�q�z�É�¿�Ä�ë�”�«	Í�p�î�æ�^�•�o�M�”�ž�«�Â�Ÿ�Ï�Â�Ÿ�›
¯�Ô�p�V�‡�b�{�Í
�w�‘�O�s�,	j�p�z�Ú�™�w�Ô�t�µ�­�´�á�”�ç�^�•�o�M�”�»�µ�«�q�Ã�Ì� �µ�w�'�ÿ�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{

• 
¯�Ô�0	Å�Ô�t�î�æ�b�”�‘�O�t�µ�­�´�á�”�ç�^�•�o�M�”�b�‚�o�w�»�µ�«

• �»�µ�«�w�‰�•�Ô�Ì

• �»�µ�«�w�8��

• �»�µ�«�›�î�æ�b�”�'�ÿ�A�ˆ�Ã�Ì� �µ�‡�h�x�Ã�Ì� �µ  �¬�ç�”�Ó�¢�‡�h�x�z�f�w�†�M�£

• �°�r�>�w  Device Reservation Conflict � �Õ�ï�Ä�U�»�µ�«�t�K�”�T�r�O�T

�b�‚�o�w�»�µ�«�x�z�Ì���o�•�‡�h�x  30 
ü�o�•�p�‰�•�q	4�ƒ�U�à
ü�^�•�‡�b�{�`�h�U�l�o�z�K�”�Ì���w
22 
ü�t�‰�•�`�h�»�µ�«�x�z�f�w�Ì���›
¯�b�æ�t
¯�Ô�^�•�‡�b�{
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�(���w�§�è�ï�¼�”�t�x�z�q�O�w�D�U
¯�Ô�^�•�‡�b�{�È���w�§�è�ï�¼�”�t�x�z�Í�w�D�U
¯�Ô�^�•�‡�b�{�˜
�p�b�”�§�è�ï�¼�”�p�z 
¬�R�^�•�o�M�”�Ô�U�§�Ð
¯�Ô�^�•�‡�b�{ �§�è�ï�¼�”�t
¯�Ô�^�•�o�M�”�Ô�›�«�æ�¿
�«�b�”�q�z�›���w�Ô�›
¬�R�p�V�‡�b�{�˜�p�b�”�Ô�w� �Õ�ï�Ä�p�z�Ö�”�´�U�6
³�h�^�•�‡�b�{

�È�Ö� �ï�w�§�è�ï�¼�”�w�<�t�z Task Details �U
¯�Ô�^�•�‡�b�{�Í�w�»�µ�«	Ø�C�U
¯�Ô�^�•�‡�b�{

• �‰�•�Ì��

• �8��

• � �Õ�ï�Ä�›�µ�­�´�á�”�ç�`�h�â�”�²�Ê

• � �Õ�ï�Ä�w�µ�Â�”�»�µ�¢ Pending�z Running�z Success �s�r�£

Activity Calendar �›
¯�Ô�b�”�t�x�z�Ý�Ç�á�”�Ì�”�w  Tasks �w�<�p  Activity Calendar �›�«�æ�¿�«�`�‡�b�{
Activity Calendar �U�‰�V�‡�b�{�Í�w
$�p�z Activity Calendar �w
¯�Ô�«�›�Ô�`�‡�b�{

Add to Favorite Help

wk Sun Mon Tues Wed Thu Fri Sat

February 2006

4
5
6
7
8

1 2 3 4 5
6 7 8 9 10 11 12

13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28

?Activity Calendar

wk Sun Mon Tues Wed Thu Fri Sat
9

10
11
12
13

1 2 3 4 5
6 7 8 9 10 11 12

13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28

March 2006

29 30 31

1 oo

2 oo

3 oo

4 oo

5 oo

6 oo

7 oo

8 oo

9 oo

10 oo

3 Total Tasks/Reservations

Tasks

Start Time:      Feb-07-06 10:45:05

Duration:         7 hours

lab-1000.w1
lab-6000-sw

2 Devices or Groups Listed
Modify Device/Group List

Take Snapshot

02-07-05

Take
Snapshot

Run
ICMP
Test

Deploy
Passwords

Scheduled By: Tad

Status:              Pending

TodayToday

Select date Select date

> >>

>>> >>> > >>
? ?
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�·�ç�t
¯�Ô�^�•�o�M�”�æ�ï�«�›�«�æ�¿�«�b�”�q�z Tasks �Í�É�ç�w	Ø�C�U�ž�¿�Ó�Ã�”�Ä�^�•�‡�b�{�Ú�ç�½
�»�µ�«  �Ó�é�´�£�«�Ä�t�S�M�o�z�Ã�Ì� �µ�w�'�ÿ�p
C
\�`�h�•�ù�U�°�r�>�w	Ô�ù�z�·�ç�U�+	í�p�§�Ð
¯
�Ô�^�•�‡�b�{�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�w
ƒ���t�m�M�o�x�z P.294 �w�®�Ú�ç�½�»�µ�«  �Ó�é�´�£�«�Ä�w�µ
�­�´�á�”�æ�ï�¬�¯ �›�€	°�`�o�X�i�^�M�{

�Ã�Ì� �µ	Ä�I�w
¯�Ô
Device Details �Ö�”�´�p�z�Ã�Ì� �µ�{���w�»�µ�«�›�î�æ�p�V�‡�b�{ Device Details �Ö�”�´�›
¯�Ô�b�”�t�x�z
�Í�w	�	q�›�î�æ�`�‡�b�{

1. Devices �w�<�w�Ý�Ç�á�”�Ì�”�p�z Inventory �›�«�æ�¿�«�`�‡�b�{

2. Inventory �Ö�”�´�p�z�Ã�Ì� �µ�›�«�æ�¿�«�`�‡�b�{�f�w�Ã�Ì� �µ�w  Device Details �Ö�”�´�U�‰�V�‡
�b�¢���w�„�q�œ�r�w�Ö�”�´�p�x�z Search �;�ó�›�–�;�`�o  Device Details �Ö�”�´�›
¯�Ô�p�V�‡�b�£ �{

�Í�w
$�p�z Device Details �Ö�”�´�p�î�æ�p�V�”�»�µ�«�w�“�A�›�Ô�`�‡�b�{

Connect

Device Detail

Device Home

SingleView

Current Configuration

Configuration Changes

Diagnostics

Take Snapshot

Provision

Edit Device

New Message

Via Proxy Using Telnet

Via Proxy Using SSH

View Edit & Provision

ACLs
Interfaces
Managed IP Addresses

All

Device Tasks

Device Events

Software Audit Trail

Activate/Deactivate Device

Check Policy Compliance
Configure Syslog

Deploy Password
Reload Device
Run ICMP Test
Run Command Script
Run Diagnostics

Edit Inline Configuration Comments

Delete Device
NCM Interfaces
NCM Module Status
NCM OSPF Neighbors
NCM Routing Table

Discover Driver

Edit & Deploy Configuration

Basic IP
Device Information
NCM Detect Device Boot

Synchronize Startup and Running
Update Device Software

Delete ACLs

IP Addresses
MAC Addresses
VLANs
Modules
Servers

Sessions
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Device Details �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Hostname �Ã�Ì� �µ�w�×�µ�Ä�Ê�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w�×�µ�Ä�Ê�›�«�æ�¿�«�b
�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w�Ã�Ì� �µ
�t���b�”	Ø�C�›�€	°�p�V�‡�b�{

Device IP �Ã�Ì� �µ�w  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{�Ã�Ì� �µ�w  IP �ž�Å�è�µ�›�«
�æ�¿�«�b�”�q�z Device Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�\�w
�Ã�Ì� �µ�t���b�”	Ø�C�›�€	°�p�V�‡�b�{

Last Access Time NCM �›�p�`�o�7�™�t�Ã�Ì� �µ�•�w�ž�«�·�µ�¢�µ�Æ�¿�Ó�³�ã�¿�Ä�w	��˜
�•
ƒ���w�2�‰�s�r�£�U�K�l�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Last Snapshot Result �\�w�Ã�Ì� �µ�w
ƒ���t���b�”�7�™�w�µ�Æ�¿�Ó�³�ã�¿�Ä�w�µ�Â�”�»�µ�U

¯�Ô�^�•�‡�b�{�µ�Æ�¿�Ó�³�ã�¿�Ä�U�æ

�`�o�M�”	Ô�ù�z Task Result �Ö�”
�´�•�w�æ�ï�«�U
¯�Ô�^�•�‡�b�{

Watch Device �æ�ï�« 	s�Š�o  Watch Device �¦�Ó�³�ã�ï�›�«�æ�¿�«�`�h	Ô�ù�x�z �f�w�Ã�Ì� �µ�›
���‰  Watch Group �U Watch Devices � �Õ�ï�Ä�F���q�ž�t�^
R�^�•�‡�b�{ �Ã
�Ì� �µ�U�!�Ë�^�•�”�q�z�Ã�Ì� �µ�›���¹�`�o�M�”�â�”�²�•�w�?� �Ý�”�ç
�è�Œ�U�Ä�æ�¨�”�^�•�‡�b�{ Watch Devices � �Õ�ï�Ä�F���t�‘�l�o�z�Í�w�‘
�O�s�^�‡�_�‡�s� �Õ�ï�Ä�w�?� �Ý�”�ç�è�Œ�›
ù	ô�p�V�‡�b�{

• Device Access Failure

• Device Booted

• Device Configuration Change

• Device Deleted

• Device Diagnostic Changed

• Device Edited

• Device Software Change

• Software Vulnerability Detected

�« �• Watch Devices � �Õ�ï�Ä�F���›�$	B�`�o�z� �Õ�ï�Ä�›�!�Ë�p�V�‡�b�{
�f�w�™�z���¹�^�•�”�b�‚�o�w�Ã�Ì� �µ�x�z�‰�a� �Õ�ï�Ä�F���Ê�›�–�;�`
�‡�b�{ P.352 �w�® New Event Notification & Response Rules �Ö�”�´�w�Ñ�Ÿ�”
�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Watch Group �T�’�Ã�Ì� �µ�›�_	†�b�”�t�x�z Stop Watching Device �›�«
�æ�¿�«�`�‡�b�{

View �Ý�Ç�á�” View �Ý�Ç�á�”�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.188 �w�®View �Ý�Ç�á�”
�¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i�^�M�{  



187
�H 5 	·�•�Ã�Ì� �µ�w
¯�Ô

Edit & Provision �Ý�Ç�á�” Edit & Provision �Ý�Ç�á�”�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.191 �w�® Device
Events �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Connect �Ý�Ç�á�” Connect �Ý�Ç�á�”�U�‰�V�‡�b�{	Ä�I�t�m�M�o�x�z P.204 �w�®Connect �Ý
�Ç�á�”  �¦�Ó�³�ã�ï�¯ �›�€	°�`�o�X�i�^�M�{  

Device Description �Ã�Ì� �µ�t���b�”�â�”�²���[�w
†�Ì�U
¯�Ô�^�•�‡�b�¢�˜�p�b�”�‹�w�U�K
�”	Ô�ù�£ �{

Comments �Ã�Ì� �µ�t���b�”�â�”�²���[�w�¯�Ý�ï�Ä�U
¯�Ô�^�•�‡�b�{�¯�Ý�ï�Ä�›�å
�C�b�”�t�x�z Comments �Ø�¿�«�µ�t�¯�Ý�ï�Ä�›�Ö�—�`�z Update Comment
�›�«�æ�¿�«�`�‡�b�{

Vendor �Ã�Ì� �µ�w�Õ�ï�¼�”�U
¯�Ô�^�•�‡�b�¢�«�• Nortel�z Cisco�£�{

Model 
a���i�w��
j�U
¯�Ô�^�•�‡�b�{

Software Version �Ã�Ì� �µ	Í�p�ˆ�^�`�o�M�”�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž�w
�Ì�”�´�ã�ï�U
¯�Ô�^�•�‡�b�{

Driver Name �Ã�Ì� �µ�t�Â�“�p�o�’�•�o�M�”�Å�å� �Ì�U
¯�Ô�^�•�‡�b�{

Device Type �Ã�Ì� �µ�w�»� �Ó�U
¯�Ô�^�•�‡�b�¢�«�•�ç�”�»�z�µ� �¿�½�z�Ñ�•� �ž
�¢�¥�”�ç�£ �{

Serial Number �Ã�Ì� �µ�t�0� �b�”
a���i�w�³�æ�ž�ç
j�ø�U
¯�Ô�^�•�‡�b�{

Asset Tag �Ã�Ì� �µ�t�0� �b�”�'�À�w�¿�ˆ�»�¬
j�ø�U
¯�Ô�^�•�‡�b�{

Location �è	×�z	Ô	t�x
ƒ���Ñ�•� �ç�T�’	��˜�^�•�‡�b�{

Device Origin �Ã�Ì� �µ�U  NCM �t� �ï�Ù�”�Ä�^�•�z�¹�”�µ�U�¦���^�•�o�M�h	Ô�ù�z� 
�ï�Ù�”�Ä  �¹�”�µ�w�Ê
²�U
¯�Ô�^�•�‡�b�{� �ï�Ù�”�Ä  �¹�”�µ�U�¦���^�•
�o�M�s�T�l�h	Ô�ù�x�z Added to NCM on <�Ô
Ç > �q
¯�Ô�^�•�‡�b�{�Ã�Ì
� �µ�U	��ˆ�p�å�C�^�•�h	Ô�ù�x�z Manually added by <�â�”�²�Ê > on <�Ô

Ç > �q
¯�Ô�^�•�‡�b�{

Last Successful Snapshot �µ�Æ�¿�Ó�³�ã�¿�Ä�U�7�™�t
R�­�`�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Last Configuration Change �Ã�Ì� �µ�w
ƒ���U�7�™�t�!�Ë�^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Change Detection & 
Polling

�Í�w�M�c�•�T�U
¯�Ô�^�•�‡�b�{

• Enabled�•�-���^�•�o�M�”
ƒ���›�Ã�Ì� �µ�w�î�M�w
ƒ���q	°�ù�`�o�U	Â
�b�”�h�Š�t�z NCM �x�Ã�Ì� �µ�›���8�$�t�Ù�”�æ�ï�¬�`�‡�b�{

• Disabled�•�Ã�Ì� �µ�x���8�$�t�Ù�”�æ�ï�¬�^�•�‡�d�œ�{�‡�h�x�z�Ã�Ì� 
�µ�x  NCM �t�‘�l�o���g�^�•�‡�d�œ�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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View �Ý�Ç�á�”  �¦�Ó�³�ã�ï

Management Status �Í�w�M�c�•�T�U
¯�Ô�^�•�‡�b�{

• Active�• NCM �x�Ã�Ì� �µ�w
ƒ���t�0�b�”�!�Ë�›�G�å�`�‡�b�{

• Inactive�• NCM �x�!�Ë�›�G�å�`�‡�d�œ�{�‡�h�z NCM �›�p�`�o�Ã�Ì� �µ
�›�!�Ë�b�”�\�q�x�p�V�‡�d�œ�{  

Ticket Number �½�­�¿�Ä
j�ø�U
¯�Ô�^�•�‡�b�¢�˜�p�b�”�‹�w�U�K�”	Ô�ù�£ �{
NCM Connector �›� �ï�µ�Ä�”�ç�`�o�M�”	Ô�ù�x�z Update Ticket �Ø�»�ï�›
�«�æ�¿�«�`�o�½�­�¿�Ä�›�ž�¿�Ó�Ã�”�Ä�p�V�‡�b�{

�Ý�Ç�á�”  �¦�Ó�³�ã�ï 
†�Ì / �ž�«�³�ã�ï

Device Detail �Í�w�¦�Ó�³�ã�ï�›
¬�R�p�V�‡�b�{

• Device Home�•�Ã�Ì� �µ�w  Device Details �Ö�”�´�U�‰�V�‡�b�{

• ACL�• Device ACLs �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�t��
�È
Ç�Z�’�•�o�M�”�b�‚�o�w  ACL �w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{	Ä�I�t�m�M
�o�x�z P.576 �w�®ACL �w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

• Interfaces�• Device Interfaces �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� 
�µ�w� �ï�»�”�Ñ�£� �µ�q�z �¤� �ï�»�”�Ñ�£� �µ�p
€���^�•�o�M�”�ž�¿�Ó
�µ�Ä�æ�”�Ü  �Ã�Ì� �µ�S�‘�|�¼�¢�ï�µ�Ä�æ�”�Ü  �Ã�Ì� �µ�w�æ�µ�Ä�›
¯�Ô
�p�V�‡�b�{
€���^�•�o�M�”�Ã�Ì� �µ�U�ž�«�Â�Ÿ�Ò�t���g�^�•�o�M�”	Ô
�ù�z�f�w�Ã�Ì� �µ�•�w�æ�ï�«�U
¯�Ô�^�•�‡�b�{�\�w�h�Š�z�É�¿�Ä�ë�”�«
�¼� �ž�¬�å�Ü�›�Ð�‚�s�X�o�‹�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�Ì�t�è� �à  3 �Ä
�Ù�é�´�›�#�…�p�V�‡�b�¢ �« �• Device Interfaces �Ö�”�´�x�z Interfaces 

�…
�›�î�æ�b�”�q�ž�¿�Ó�Ã�”�Ä�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�z�\�w

�…�x  NCM
�U
ƒ���!�Ë�›�U	Z�`�h�q�V�t�î�æ�^�•�‡�b�£ �{	Ä�I�t�m�M�o�x�z P.192 �w

�®Device Interfaces �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Managed IP Addresses�• Device Managed IP Addresses �Ö�”�´�U�‰�V�‡�b�{
�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�D�ó�s�b�‚�o�w  IP �ž�Å
�è�µ�›
¯�Ô�S�‘�|	.
Y�p�V�‡�b�{ �¤�Ã�Ì� �µ�›�°�™�t�Ý���b�”  1 �m�w�Ó
�å� �Ú�æ  IP �ž�Å�è�µ�U
ž�A�s�\�q�t�y�™�`�o�X�i�^�M�{�h�i�`�z NCM
�U�Ã�Ì� �µ�t
€���p�V�”�D�ó
Q�›�ô�Š�”�h�Š�t�z�E�8  IP �ž�Å�è�µ�›�å
�C�p�V�‡�b�{�E�8  IP �ž�Å�è�µ�›�–�;�b�”�q�z���g�¦�”�Ì�”�Ô�¿�Å�U�n
	—�`�z�Ã�Ì� �µ  �Ã�”�»�w
¼�í�U�²	Í�`�‡�b�¢ �« �• NCM �U�Ó�å� �Ú�æ  IP
�ž�Å�è�µ�p�Ã�Ì� �µ�t�ž�«�·�µ�p�V�s�M	Ô�ù�z�æ�µ�Ä�t���‚�’�•�h	q
�t�z�E�8�ž�Å�è�µ�›�–�;�`�‡�b�{�É�¿�Ä�ë�”�«�®�p�›�-	Â�b�”�h�Š�t�z
�7�‹�ž�«�·�µ�`�•�b�M  IP �ž�Å�è�µ�›�æ�µ�Ä�w	Í�t�”�M�o�X�i�^�M�£ �{	Ä
�I�t�m�M�o�x�z P.194 �w�® Device Managed IP Addresses �Ö�”�´�w�Ñ�Ÿ�”�ç
�Å�¯ �›�€	°�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
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�H 5 	·�•�Ã�Ì� �µ�w
¯�Ô

Device Details�¢ ���V �£ • IP Addresses�• Device IP Addresses �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z
�Ã�Ì� �µ�t���È
Ç�Z�’�•�o�M�”�b�‚�o�w  IP �ž�Å�è�µ�›
¯�Ô�p�V�‡�b�{
�Ã�Ì� �µ�p�€	°�p�V�”�É�¿�Ä�ë�”�«	Í�w  IP �ž�Å�è�µ�t�C�Q�z�Ã�Ì� �µ
�w� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�‹���‡�•�‡�b�{ 	Ä�I�t�m�M�o�x�z P.195
�w�®Device IP Addresses �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• MAC Addresses�• Device MAC Addresses �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´
�p�x�z�Ã�Ì� �µ�t���È
Ç�Z�’�•�o�M�o�z NCM �U�Ý�Ý�`�o�M�”�b�‚�o�w
MAC �ž�Å�è�µ�w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{	Ä�I �t�m�M�o�x�z P.196 �w

�®Device MAC Addresses �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• VLANs�• VLANs �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�p
ƒ��
�^ � • �o�M�”  VLAN 	Ø�C�› 
 ¯ �Ô�p�V�‡�b�{	Ä� I � t �m�M�o�x�z P.197 �w

�®Device VLANs �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Modules�• Device Blade/Modules �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã
�Ì� �µ�t� �ï�µ�Ä�”�ç�^�•�o�M�”�Þ�´�á�”�ç�¢�Ò�è�”�Å�z�§�”�Å�£�w�æ
�µ�Ä�›
¯�Ô�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�Þ�´�á�”�ç  �Ã�”�»�x  Module
Status 

�…�t�‘�l�o�–	?�ž�¿�Ó�Ã�”�Ä�^�•�‡�b�{	Ä�I�t�m�M�o�x�z P.197
�w�®Device Blades/Modules �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Servers�• Servers �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�t
€��
�^�•�o�M�”�±�”�Ì�w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.198 �w

�®Servers �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

SingleView SingleView �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�o�°�Ã�Ì� �µ�‡�h�x
¶
�Ã�Ì� �µ�t�0�b�”�!�Ë�›�Ô�b� �Õ�ï�Ä�›  1 �Ö�”�´�º�p�å
{�p�V�‡�b�{	Ä
�I�t�m�M�o�x�z P.422 �w�®� �Õ�ï�Ä�w�w�ù�Ï�á�”�¢ SingleView�£�¯ �›�€	°�`
�o�X�i�^�M�{

Current Configuration Current Configuration �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�w�î
�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
ƒ���›�2�‰�p�V�‡�b�{ 	Ä�I�t�m�M�o�x�z P.165
�w�®Device Configurations �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Configuration Changes Device Configurations �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z 2 �m�w�Ã�Ì� 
�µ
ƒ���›���‚�o
¯�Ô�p�V�‡�b�{	Ä�I�t�m�M�o�x�z P.170 �w�®�Ã�Ì� �µ
ƒ��
�w
z�±�¯ �›�€	°�`�o�X�i�^�M�{
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Diagnostics Diagnostics �æ�µ�Ä�T�’�¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{ �r�w�¦�Ó�³�ã�ï�p�‹�z �Ã
�Ì� �µ�{���w

�…�w�d�º�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{�‘�X�–�;�^�•�”

�…�x�z
�Í�w�q�S�“�p�b�{

• All �•�b�‚�o�w

�…�U  1 �Ö�”�´�º�t
¯�Ô�^�•�‡�b�{

• Basic IP�•�,�Š  IP 	Ø�C�¢�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �z DNS �±�”�Ì�z�Å�Ý
� �ï  �æ�µ�Ä�z� �ï�µ�Ä�”�ç�A�ˆ� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�o�M
�”  IP �ž�Å�è�µ�s�r�£�U
¯�Ô�^�•�‡�b�{  

• Memory Troubleshooting�•�\�w

�…�x�z�°
æ�w�Ã�Ì� �µ�;�t�î
÷�^�•�o
�M�”�±�ï�Ó�ç  �§�µ�»�Ü

�…�p�b�{�Ã�Ì� �µ
ƒ���U�!�Ë�^�•�h�™�w
ª	j


�…�q�`�o���‡�•�o�M�‡�b�{

• Device Information�•�,�Š�Ã�Ì� �µ	Ø�C�¢�¹�Ñ�Ä�¢�£�ž�S�‘�|�Ë�”�Å�¢�£
�ž�w�Ì�”�´�ã�ï�z�Ã�Ì� �µ�w�Þ�Ã�ç�S�‘�|�×�µ�Ä�Ê�z� �ï�»�”�Ñ�£� �µ
�w
†�Ì�s�r�£�U
¯�Ô�^�•�‡�b�{�\�w	Ø�C�x�Ã�Ñ�¥�ç�Ä

�…�p
¯�Ô�^�•�‡
�b�U�z�ž�¿�Ó�Ã�”�Ä�x�z NCM �U�Ã�Ì� �µ	Í�p�µ�Æ�¿�Ó�³�ã�¿�Ä  �»�µ�«
�›�î�æ�`�h�q�V�t�i�Z�æ�˜�•�‡�b�{

• NCM Detect Device Boot�•�Ã�Ì� �µ�U�7�™�t�Ò�”�Ä�^�•�h�q�V�w	Ø�C�U

¯�Ô�^�•�‡�b�{

• NCM Device File System�•�q�O�z �Ã�Ì� �µ�w�Ñ�å�¿�³�á  �§�”�Å�‡�h�x�Ë�”
�Å �Å�å� �Ò�t�K�”�Ñ�•� �ç�¢�è	×�z�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´  �Ñ�•� �ç�£
�›�G�å�`�‡�b�{�\�w�Ã�”�»�x�z Deploy Software �»�µ�«�p�–�;�^�•�‡�b�{

• NCM Flash Storage Space�•�\�w

�…�x�z Nortel BayRS �Ã�Ì� �µ�i�Z�›�0
	Å�q�b�”�›���s�è�$�w

�…�p�z low-flash space � �Õ�ï�Ä�›�Ä�æ�¨�”�`�z
�y	V�µ�«�æ�Ó�Ä�›�î�æ�`�‡�b�{

• NCM Interfaces�•�Ã�Ì� �µ�w� �ï�»�”�Ñ�£� �µ	Ø�C�¢	Ý�6�z IP �ž�Å�è�µ�z
�¤�å�”�z I/O �w
z�p�z VLAN 	Ø�C�s�r�£�U
¯�Ô�^�•�‡�b�{

• NCM Module Status�•�\�w�Ã�Ì� �µ�w�Þ�´�á�”�ç

�…�U
¯�Ô�^�•�‡�b�{

• NCM OSPF Neighbors�• NCM �Ã�”�»�Õ�”�µ�t�¨�ò�^�•�o�M�”  OSPF �É� 
�Ì�”  �Â�”�Ò�ç�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{

• NCM Routing Table�• NCM �Ã�”�»�Õ�”�µ�t�¨�ò�^�•�o�M�”�\�w�Ã�Ì� �µ
�w�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�U�b�‚�o
¯�Ô�^�•�‡�b�{ BGP �U�î�æ�¤�w	Ô�ù�z
Routing Table �w�A�ÿ	Ø�C�U
¯�Ô�^�•�‡�b�¢���O�b�”	Ô�ù�£ �{

• NCM Topology Data Gathering�•�\�w

�…�x�z�¼� �ž�¬�å�Ü�^
R�S�‘�|�Ä
�Ù�é�´  �è�Ù�”�Ä�t�–�;�^�•�”�Â�”�Ò�ç�t�Ã�”�»�›�Ö�—�b�”�h�Š�t�–�;
�`�‡�b�{
¯�Ô�D�ó�s

�…	Z�—�x�^
R�^�•�‡�d�œ�{

�Ý�Ç�á�”  �¦�Ó�³�ã�ï 
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�H 5 	·�•�Ã�Ì� �µ�w
¯�Ô

�„�q�œ�r�w  NCM 

�…�x�z
a
¼�t
Ç���w
ª	j

�…�p�K�“�z�$	B�b�”�\�q�x�p�V�‡�d�œ�{�h�i�`�z�Í�w�±
�ï�Ó�ç

�…�x�$	B�p�V�‡�b�{

• Memory Troubleshooting

• Hardware Information

Device Events �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Device Events �Ö�”�´�›�–�;�`�o�z �Ã�Ì� �µ�t�0�b�”�7�Ù�w�³�µ�Â�Ü  � �Õ�ï�Ä�q�z �f�w
R�­ / �æ

�µ�Â�”
�»�µ�›
¯�Ô�p�V�‡�b�{�‡�h�z� �Õ�ï�Ä�t���b�”	Ä�I	Ø�C�t�ž�«�·�µ�p�V�‡�b�{

Device Tasks Device Tasks �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�t���È
Ç�Z�’
�•�o�M�”�b�‚�o�w�»�µ�«�w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{�\�w�Ö�”�´�T�’�z�»
�µ�«�w	Ä�I�w
¯�Ô�‡�h�x�»�µ�«�w�6�î�æ�‹�p�V�‡�b�{ Device Tasks �Ö�”�´
�t�m�M�o�x�z P.198 �w�®Device Tasks �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X
�i�^�M�{

Device Events Device Events �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�t�0�b�”�7
�Ù�w�³�µ�Â�Ü  � �Õ�ï�Ä�q�z �f�w
R�­ / �æ

�µ�Â�”�»�µ�›
¯�Ô�p�V�‡�b�{ �‡
�h�z Summary �Ñ�Ÿ�”�ç�Å�w�æ�ï�«�›�«�æ�¿�«�`�o�z� �Õ�ï�Ä�t���b�”	Ä
�I	Ø�C�t�ž�«�·�µ�p�V�‡�b�{ Device Events �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�t�m�M�o
�x�z P.191 �w�®Device Events �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Software Audit Trail Device Software Audit Trail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�r�w�¹�Ñ
�Ä�¢�£ �ž�U�Ã� Ì �   �µ � t �é � ” �Å �^ �• �o�M�” �T�› 
 ¯ �Ô�p �V�‡�b�{ Device
Software Audit Trail �Ö�” � ´ �w�Ñ�Ÿ�” �ç�Å� t �m�M�o�x�z P.199 �w�®Device
Software Audit Trail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

Sessions Device Session �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì� �µ�t���È
Ç�Z
�’�•�o�M�”  Telnet �·�¿�³�ã�ï�S�‘�|  SSH �·�¿�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�p�V
�‡�b�{�·�¿�³�ã�ï�t�x�z�¯�Ú�ï�Å�i�Z�›���Š�”�\�q�‹�z�·�¿�³�ã�ï
¶�.
�w�©�”�µ�Ä�é�”�«  �é�ª�ï�¬�›���Š�”�\�q�‹�p�V�‡�b�{ Device Session �Ö�”
�´�w�Ñ�Ÿ�”�ç�Å�t�m�M�o�x�z P.201 �w�®Device Sessions �Ö�”�´�w�Ñ�Ÿ�”�ç
�Å�¯ �›�€	°�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

�½�£�¿�«�Ø�¿�«�µ �(���w�½�£�¿�«�Ø�¿�«�µ�›�–�;�`�o�z
¬�R�`�h� �Õ�ï�Ä�›�_	†�p�V�‡�b�{� 
�Õ�ï�Ä�›
¬�R�`�h�’�z Actions �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�«�æ�¿�«�`�z Delete
�›�«�æ�¿�«�`�‡�b�{�¡
€�b�”  Select �Å�é�¿�Ó�¼�¢�ï  �Ý�Ç�á�”�›�–�;�b�”�q�z
�b�‚�o�w� �Õ�ï�Ä�›
¬�R�‡�h�x
¬�R�r	†�p�V�‡�b�{  

Date � �Õ�ï�Ä�U
C
\�`�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{  
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†�Ì / �ž�«�³�ã�ï



192
Network Compliance Manager �â�”�²  �¨� �Å  1.2

Device Interfaces �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Device Interfaces �Ö�”�´�›�–�;�`�o�z�Ã�Ì� �µ�w� �ï�»�”�Ñ�£� �µ�q�z�¤� �ï�»�”�Ñ�£� �µ�p
€���^�•
�o�M�”�ž�¿�Ó�µ�Ä�æ�”�Ü  �Ã�Ì� �µ�S�‘�|�¼�¢�ï�µ�Ä�æ�”�Ü  �Ã�Ì� �µ�w�æ�µ�Ä�›
¯�Ô�p�V�‡�b�{�Ù�”�Ä
�x�è� �à  2 �w�;� �p�z� �ï�»�”�Ñ�£� �µ�x�è� �à  3 �w�;� �p�b�U�z NCM �p�x�à���`�‡�d�œ�{

Summary � �Õ�ï�Ä�w���o�s�A�ÿ�U
¯�Ô�^�•�‡�b�{ Summary �æ�ï�«�›�«�æ�¿�«�b�”�q�z
Event Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z� �Õ�ï�Ä�t���b�”	Ä�I�›

¯�Ô�p�V�‡�b�{

Added By � �Õ�ï�Ä�›�‰�•�`�h�â�”�²�‡�h�x�Ó�é�·�µ�U
¯�Ô�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Port Name �Ù�”�Ä�Ê�U
¯�Ô�^�•�‡�b�¢�«�• Ethernet0�z Serial1�£�{

Port Status � �ï�»�”�Ñ�£� �µ�U  Configured Up �p�K�”�T�T  Administratively Down �p�K�”
�T�T�U
¯�Ô�^�•�‡�b�¢ �« �•� �ï�»�”�Ñ�£� �µ�w�Ó�é�Ä�¯�ç	Ý�6�p�x�s�X�z
ƒ
���^�•�o�M�”	Ý�6�›
S�é�`�‡�b�£ �{

IP Address � �ï�»�”�Ñ�£� �µ�w�Ó�å� �Ú�æ  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{ NCM �x�z�Ã�Ì
� �µ
ƒ���T�’  IP �ž�Å�è�µ�›�r
s�`�‡�b�{

Description � �ï�»�”�Ñ�£� �µ�w���o�s
†�Ì�U
¯�Ô�^�•�‡�b�{ NCM �x�z�Ã�Ì� �µ
ƒ���T
�’
†�Ì�›�r
s�`�‡�b�{

Actions � �ï�»�”�Ñ�£� �µ�]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit Interface�• Edit Interface �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z� �ï�»�”
�Ñ�£� �µ�w	Ä�I�S�‘�|�§�µ�»�Ü  �Ã�”�»  �Ñ�Ÿ�”�ç�Å�›�$	B�p�V�‡�b�{

• View Interface�• Interface Detail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z� �ï
�»�”�Ñ�£� �µ�w	Ä�I�S�‘�|�§�µ�»�Ü  �Ã�”�»�z�E�8  IP �ž�Å�è�µ�z
€���^�•�o
�M�” �±�” � Ì � › 
 ¯ �Ô�`�z� ¯ �Ý� ï �Ä�› 
 ¯ �Ô�‡�h �x�$	B�p�V�‡�b�{ P.193 �w

�®Interface Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

• Interfaces in Subnet�• Device Interfaces �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z
�\�w� �ï�»�”�Ñ�£� �µ�q�‰�a�±�Ò�É�¿�Ä�t�K�”�b�‚�o�w� �ï�»�”�Ñ�£� �µ
�›
¯�Ô�p�V�‡�b�{�\�w�h�Š�z�Ã�Ì� �µ�U�ž�«�Â�Ÿ�Ò�t���g�^�•�o�M�”���p
�K�•�y�z�±�Ò�É�¿�Ä�º�p�æ�ï�«�^�•�o�M�”�Ã�Ì� �µ�›�#�…�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï
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Interface Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Interface Detail �Ö�”�´�›�–�;�`�o�z�›���w� �ï�»�”�Ñ�£� �µ�w	Ä�I�›
¯�Ô�p�V�‡�b�{�Ù�”�Ä�x�è� �à  2
�w�;� �p�z� �ï�»�”�Ñ�£� �µ�x�è� �à  3 �w�;� �p�b�U�z NCM �p�x�à���`�‡�d�œ�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Device �Ã�Ì� �µ�w�Ê
²�S�‘�|  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{

Name � �ï�»�”�Ñ�£� �µ�Ê�U
¯�Ô�^�•�‡�b�¢�«�• Ethernet0/1�£�{

Type � �ï�»�”�Ñ�£� �µ�w�»� �Ó�U
¯�Ô�^�•�‡�b�¢�«�• Ethernet�£�{

Status � �ï�»�”�Ñ�£� �µ�w�µ�Â�”�»�µ�U
¯�Ô�^�•�‡�b�¢�«�• Configured Up�£�{

Primary IP � �ï�»�”�Ñ�£� �µ�w�Ó�å� �Ú�æ  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{ Interfaces in
Subnet �æ�ï�«�›�«�æ�¿�«�b�”�q�z Device Interfaces �Ö�”�´�U�‰�V�‡�b�{�\�w
�Ö�”�´�p�x�z�\�w� �ï�»�”�Ñ�£� �µ�q�‰�a�±�Ò�É�¿�Ä�t�K�”�b�‚�o�w� �ï
�»�”�Ñ�£� �µ�›
¯�Ô�p�V�‡�b�{�\�w�h�Š�z�Ã�Ì� �µ�U�ž�«�Â�Ÿ�Ò�t���g�^�•
�o�M�”���p�K�•�y�z�±�Ò�É�¿�Ä�º�p�æ�ï�«�^�•�o�M�”�Ã�Ì� �µ�›�#�…�p�V�‡
�b�{

Description � �ï�»�”�Ñ�£� �µ�w
†�Ì�U
¯�Ô�^�•�‡�b�{

MAC Address � �ï�»�”�Ñ�£� �µ�w  MAC �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�¢�«�• 00-50-10-F6-41�£�{

Duplex �É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�x�z� �”�±�É�¿�Ä  �Ù�”�Ä�z���S�z�Ë	O�=
ƒ
���z
€���^�•�o�M�”�Ã�Ì� �µ�z�S�‘�|  VLAN �Ê�›�Ý���`�‡�b�{�Ë	O�=�w�Û�µ
�Ú�¿�½�x�z ���g�0	Å�±�”�Ì�q�f�•�t
€���^�•�o�M�”�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�q
�w���w���S�q�Ë	O�=�w
ƒ���Û�µ�Ú�¿�½�p�b�{

Speed �É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�x�z� �”�±�É�¿�Ä  �Ù�”�Ä�z���S�z�Ë	O�=
ƒ
���z
€���^�•�o�M�”�Ã�Ì� �µ�z�S�‘�|  VLAN �Ê�›�Ý���`�‡�b�{�Ë	O�=�w�Û�µ
�Ú�¿�½�x�z ���g�0	Å�±�”�Ì�q�f�•�t
€���^�•�o�M�”�É�¿�Ä�ë�”�«  �Ã�Ì� �µ�q
�w���w���S�q�Ë	O�=�w
ƒ���Û�µ�Ú�¿�½�p�b�{

Configuration � �ï�»�”�Ñ�£� �µ�w�q�O�w
ƒ���U
¯�Ô�^�•�‡�b�{ View Configuration �æ�ï�«�›
�«�æ�¿�«�b�”�q�z Current Configuration �Ö�”�´�U�‰�V�‡�b�{

Comments � �ï�»�”�Ñ�£� �µ�t���b�”�Ú�™�w�¯�Ý�ï�Ä�U
¯�Ô�^�•�‡�b�{ Edit Detail �æ�ï
�«�›�«�æ�¿�«�b�”�q�z Edit Interface Detail �U�‰�V�‡�b�{  
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Managed Device IP Addresses �Ö�”�´�›�–�;�`�o�z �Ã�Ì� �µ�•�w�ž�«�·�µ�t�–�;�D�ó�s�b�‚�o�w  IP �ž�Å�è
�µ�›
¯�Ô�S�‘�|	.
Y�p�V�‡�b�{�¤�Ã�Ì� �µ�›�°�™�t�Ý���b�”  1 �m�w�Ó�å� �Ú�æ  IP �ž�Å�è�µ�U
ž�A�s�\
�q�t�y�™�`�o�X�i�^�M�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

New IP Address �æ�ï�« New IP Address �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z	ý�`�M  IP �ž�Å�è�µ
�›�å�C�p�V�‡�b�{ NAT �‡�h�x�f�w���w�ž�Å�è�µ�¦���µ�©�”�Ü�›�–�;�b�”
	Ô�ù�x�z NCM �p�×�ˆ�U	Z�^�•�s�M  IP �ž�Å�è�µ�›�å�C�b�”�\�q�›�S�ç�Š
�`�‡�b�{�\�\�p�å�C�`�h�ž�Å�è�µ�t�x�z �®custom�¯�q�M�O�å�Õ�ç�U
Ç�V�‡
�b�{

IP Address �Ã�Ì� �µ�w�Ó�å� �Ú�æ�z�E�8�z�‡�h�x�§�µ�»�Ü  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡
�b�{

Use To Access Device Yes �‡�h�x  No �q
¯�Ô�^�•�‡�b�{ NCM �x�z�‡�c�Ó�å� �Ú�æ  IP �ž�Å�è�µ�p
�Ã�Ì� �µ�t�ž�«�·�µ�›�¼�æ�`�‡�b�{�Í�t�z�¯�ï�¹�”�ç  �±�”�Ì  �ž�Å�è�µ�U
�K�”	Ô�ù�x�z�f�w�ž�Å�è�µ�p�ž�«�·�µ�›�¼�æ�`�‡�b�{�7�™�t�z�\�w�Ñ�Ÿ�”
�ç�Å�p  Yes �q
¯�Ô�^�•�o�M�”�E�8  IP �ž�Å�è�µ�p�ž�«�·�µ�›�¼�æ�`�‡�b

�¢ No �U�Ã�Ñ�¥�ç�Ä�p�b�£ �{

Type IP �ž�Å�è�µ�w�»� �Ó�U
¯�Ô�^�•�‡�b �¢ Primary�zAlternate�z�‡�h�x  Custom�£�{
New/Edit Device �Ö�”�´�p
ƒ���`�h  IP �ž�Å�è�µ�x�z	×�t�Ó�å� �Ú�æ  IP �ž
�Å�è�µ�p�b�{�U	Z�^�•�h�å�C  IP �ž�Å�è�µ�x�z�E�8�ž�Å�è�µ�p�b�{ New IP
Address �æ�ï�«�p�å�C�^�•�h  IP �ž�Å�è�µ�x�z�§�µ�»�Ü  IP �ž�Å�è�µ�q�_�s
�^�•�‡�b�{

Actions �Ã�Ì� �µ�]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit�• Edit IP Address �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z IP �ž�Å�è�µ
�S�‘�|�±�Ò�É�¿�Ä  �Ú�µ�«�›	.
Y�`�h�“�z�Ó�å� �Ú�æ  IP �ž�Å�è�µ�w
²�t
	ý�`�M  IP �ž�Å�è�µ�›
à�Ö�`�o�ž�«�·�µ	q	‚�›�!�Ë�`�h�“�z�!�Ë�t���b
�”�¯�Ý�ï�Ä�›�Ö�—�`�h�“�b�”�\�q�U�p�V�‡�b�{

• Move Up�•
ó
:�w�E�8  IP �ž�Å�è�µ�U�æ�µ�Ä�t�K�”	Ô�ù�z�\�w�¦�Ó�³�ã�ï
�p  IP �ž�Å�è�µ�›�æ�µ�Ä�w	Í�t� �ˆ�`�‡�b�{ NCM �x�z�æ�µ�Ä�^�•�o�M�”
	q	‚�p�E�8�ž�Å�è�µ�›�¼�æ�`�‡�b�{

• Move Down�•
ó
:�w�E�8  IP �ž�Å�è�µ�U�æ�µ�Ä�t�K�”	Ô�ù�z �\�w�¦�Ó�³�ã
�ï�p  IP �ž�Å�è�µ�›�æ�µ�Ä�w�<�t� �ˆ�`�‡�b�{ NCM �x�z�æ�µ�Ä�^�•�o�M
�”	q	‚�p�E�8�ž�Å�è�µ�›�¼�æ�`�‡�b�{
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Device IP Addresses �Ö�”�´�›�–�;�`�o�z �Ã�Ì� �µ�t���È
Ç�Z�’�•�o�M�”�b�‚�o�w  IP �ž�Å�è�µ�›
¯�Ô�p�V
�‡�b�{�Ã�Ì� �µ�p�€	°�p�V�”�É�¿�Ä�ë�”�«	Í�w  IP �ž�Å�è�µ�t�C�Q�z�Ã�Ì� �µ�w� �ï�»�”�Ñ�£� �µ�w  IP
�ž�Å�è�µ�‹���‡�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Port Name �Ã�Ì� �µ�w  IP �ž�Å�è�µ�t���È
Ç�Z�’�•�o�M�”�Ù�”�Ä�Ê�U
¯�Ô�^�•�‡�b�{

IP Address IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{  

Type IP �ž�Å�è�µ�w
†�Ì�U
¯�Ô�^�•�‡�b�¢�«�• �®Address of Port� �̄z�®Seen from Port� �̄£�{

VLAN ID �»� �Ó�U�® Address of Port�¯�w	Ô�ù�z�\�w  IP �ž�Å�è�µ�›���‰  VLAN �•�w�æ�ï
�«�U
¯�Ô�^�•�‡�b�¢���O�b�”	Ô�ù�£ �{

Remote Location �»� �Ó�U�® Seen from Port� �̄w	Ô�ù�z�æ�Þ�”�Ä  �é�­�”�³�ã�ï�•�w�æ�ï�«�U
¯�Ô
�^�•�‡�b�{

�æ�Þ�”�Ä  �é�­�”�³�ã�ï�x�z NCM �U�Ý�Ý�`�o�M�”�Ã�Ì� �µ�S�‘�|�Ù�”�Ä�p�b�{

First Seen IP �ž�Å�è�µ�U�7	s�t�Ý���^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Last Seen �7�™�t  NCM �U�Ä�Ù�é�´  �Ã�”�»�›	)	B�`�h�q�V�t�z�\�w  IP �ž�Å�è�µ�›�€	°
�p�V�h	Ô�ù�x�® Current�¯�q
¯�Ô�^�•�‡�b�{ Current �p�s�M	Ô�ù�z�7�™�t  NCM
�U�É�¿�Ä�ë�”�«	Í�p�\�w  IP �ž�Å�è�µ�›�€	°�p�V�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{�\
�w IP �ž�Å�è�µ�x�z �å�¿�Ó�Ä�¿�Ó�s�r�°�Ì�$�s�Ã�Ì� �µ�w  IP �ž�Å�è�µ�p�K�“�z
�q�O�x�É�¿�Ä�ë�”�«	Í�t���O�`�s�M�D�ó
Q�U�K�“�‡�b�{�‡�h�z�Ä�å�Ñ�Ÿ�¿�«
�w�ç�”�Â�Ÿ�ï�¬�U�!�˜�l�h�h�Š�t�z�\�w  IP �ž�Å�è�µ�U�Ý� �ï  �Ñ�é�”�t���O
�`�s�M�D�ó
Q�‹�K�“�‡�b�{

Actions �Ã�Ì� �µ�]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• View Details�• IP Address Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã�Ì
� �µ�z�Ã�Ì� �µ  �Ù�”�Ä�z IP �ž�Å�è�µ�z�»� �Ó�z�7	s�t�U	Z�^�•�h�Ô�Ì�z�7
�™�t�ž�¿�Ó�Ã�”�Ä�^�•�h�Ô�Ì�w	Ä�I�›
¯�Ô�p�V�‡�b�{

•  View MAC�•�\�w  IP �ž�Å�è�µ�q
ì�“�€	°�^�•�o�M�”  MAC �ž�Å�è�µ	Ä�I
�Ö�”�´�U�‰�V�‡�b�{
ì�“�€	°�^�•�”�q�M�O�\�q�x�z NCM �U�Ã�”�»�›	)	B�`
�h�q�V�t�z IP �ž�Å�è�µ�q  MAC �ž�Å�è�µ�w
ù	ô�i�U�‰�°�p�K�”�q
Q�Ì�`�h
�\�q�›�™�¯�`�‡�b�{�\�w�¦�Ó�³�ã�ï�w�0	Å�x�z �®seen from port� �̄è�¯�”�Å�i
�Z�p�b�{
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Device MAC Addresses �Ö�”�´�›�–�;�`�o�z �Ã�Ì� �µ�t���È
Ç�Z�’�•�o�M�”�b�‚�o�w  MAC �ž�Å�è�µ�w�æ
�µ�Ä�›
¯�Ô�p�V�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Port Name �Ã�Ì� �µ�w  IP �ž�Å�è�µ�t���È
Ç�Z�’�•�o�M�”�Ù�”�Ä�Ê�U
¯�Ô�^�•�‡�b�{

MAC Address �Ã�Ì� �µ�w  MAC �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{

Type MAC �ž�Å�è�µ�w
†�Ì�U
¯�Ô�^�•�‡�b�¢�«�• �®Address of Port�¯�z �®Seen from
Port� �̄£�{

VLAN ID �»� �Ó�U�® Address of Port� �̄w	Ô�ù�z�\�w  MAC �ž�Å�è�µ�›���‰  VLAN �•�w�æ
�ï�«�U
¯�Ô�^�•�‡�b�¢���O�b�”	Ô�ù�£ �{

Remote Location �»� �Ó�U�® Seen from Port� �̄w	Ô�ù�z�æ�Þ�”�Ä  �é�­�”�³�ã�ï�•�w�æ�ï�«�U
¯�Ô
�^�•�‡�b�{�æ�Þ�”�Ä  �é�­�”�³�ã�ï�x�z NCM �U�Ý�Ý�`�o�M�”�Ã�Ì� �µ�S�‘�|
�Ù�”�Ä�p�b�{�‡�h�x�z�±�”�Ì�S�‘�|� �ï�»�”�Ñ�£� �µ�w	Ô�ù�‹�K�“�‡�b�{

First Seen MAC �ž�Å�è�µ�U�7	s�t�Ý���^�•�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{

Last Seen �7�™�t  NCM �U�Ä�Ù�é�´  �Ã�”�»�›	)	B�`�h�q�V�t�z�\�w  MAC �ž�Å�è�µ�›�€
	°�p�V�h	Ô�ù�x �®Current�¯ �q
¯�Ô�^�•�‡�b�{ Current �p�s�M	Ô�ù�z �7�™�t  NCM
�U�É�¿�Ä�ë�”�«	Í�p�\�w  MAC �ž�Å�è�µ�›�€	°�p�V�h�Ô�Ì�U
¯�Ô�^�•�‡�b�{
�\�w  MAC �ž�Å�è�µ�x�z�å�¿�Ó�Ä�¿�Ó�s�r�°�Ì�$�s�Ã�Ì� �µ�w  MAC �ž�Å�è
�µ�p�K�“�z�q�O�x�É�¿�Ä�ë�”�«	Í�t���O�`�s�M�D�ó
Q�U�K�“�‡�b�{�‡�h�z�Ä
�å�Ñ�Ÿ�¿�«�w�ç�”�Â�Ÿ�ï�¬�U�!�˜�h�h�Š�t�z�\�w  MAC �ž�Å�è�µ�U�Ý� �ï  �Ñ
�é�”�t���O�`�s�M�D�ó
Q�‹�K�“�‡�b�{

Actions �Ã�Ì� �µ�]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• View Details�• MAC Address Details �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Ã
�Ì� �µ�z�Ã�Ì� �µ  �Ù�”�Ä�z MAC �ž�Å�è�µ�z�»� �Ó�z�7	s�t�U	Z�^�•�h�Ô
�Ì�z�7�™�t�ž�¿�Ó�Ã�”�Ä�^�•�h�Ô�Ì�w	Ä�I�›
¯�Ô�p�V�‡�b�{

•  View MAC�•�\�w  IP �ž�Å�è�µ�q
ì�“�€	°�^�•�o�M�”  MAC �ž�Å�è�µ	Ä�I
�Ö�”�´�U�‰�V�‡�b�{
ì�“�€	°�^�•�”�q�M�O�\�q�x�z NCM �U�Ã�”�»�›	)	B�`
�h�q�V�t�z IP �ž�Å�è�µ�q  MAC �ž�Å�è�µ�w
ù	ô�i�U�‰�°�p�K�”�q
Q�Ì�`�h
�\�q�›�™�¯�`�‡�b�{�\�w�¦�Ó�³�ã�ï�w�0	Å�x�z �®Seen from Port� �̄è�¯�”�Å�i
�Z�p�b�{
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Device VLANs �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Device VLANs �Ö�”�´�t�x�z �Ã�Ì� �µ	Í�p  VLAN �w�°
æ�q�`�o
ƒ���^�•�h�f�w�Ã�Ì� �µ�w
¶�Ù�”�Ä�w�æ
�µ�Ä�U
¯�Ô�^�•�‡�b�{

Device Blades/Modules �Ö�”�´�w�Ñ�Ÿ�”�ç�Å

Device Blade/Modules �Ö�”�´�t�x�z�Ã�Ì� �µ�t� �ï�µ�Ä�”�ç�^�•�o�M�”�Þ�´�á�”�ç�¢�Ò�è�”�Å�z�§�”�Å�£
�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{ �Ã�Ñ�¥�ç�Ä�p�x�z �Þ�´�á�”�ç  �Ã�”�»�x  Module Status Diagnostic �»�µ�«�t�‘�l
�o�–	?�ž�¿�Ó�Ã�”�Ä�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Port Name VLAN �t���b�”�Ù�”�Ä�U
¯�Ô�^�•�‡�b�{�Ù�”�Ä�›�«�æ�¿�«�b�”�q�z Interface
Detail �Ö�”�´�U�‰�V�‡�b�{ P.193 �w�®Interface Detail �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›
�€	°�`�o�X�i�^�M�{

VLAN ID VLAN �w�Ê
²�U
¯�Ô�^�•�‡�b�{ VLAN ID �›�«�æ�¿�«�b�”�q�z Interface Details
�Ö�” � ´ �U�‰�V�z VLAN 
ƒ� � �w
¶	Ä� I �U
¯ �Ô�^�• �‡�b�{ P.192 �w�®Device
Interfaces �Ö�”�´�w�Ñ�Ÿ�”�ç�Å�¯ �›�€	°�`�o�X�i�^�M�{

VLAN Description �Ã�Ì� �µ�T�’	��˜�^�•�h  VLAN �w	Ø�C�U
¯�Ô�^�•�‡�b�{

�Ñ�Ÿ�”�ç�Å 
†�Ì / �ž�«�³�ã�ï

Slot �Þ�´�á�”�ç�U� �ï�µ�Ä�”�ç�^�•�o�M�”�Ã�Ì� �µ�w�µ�é�¿�Ä�U
¯�Ô�^�•�‡�b�{

Description �Þ�´�á�”�ç�w���o�s
†�Ì�U
¯�Ô�^�•�‡�b�{ NCM �x�z�Ã�Ì� �µ
ƒ���T�’
†�Ì
�›�r
s�`�‡�b�{

Model �Þ�Ã�ç  ID �U
¯�Ô�^�•�‡�b�{

Serial �Þ�´�á�”�ç�w�³�æ�ž�ç
j�ø�U
¯�Ô�^�•�‡�b�{

Actions �Þ�´�á�”�ç�]�q�t�z�Í�w�ž�«�³�ã�ï�›
¬�R�p�V�‡�b�{

• Edit Module�• Edit Blade/Module Detail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z
�Þ�´�á�”�ç  � �ï�Õ�ï�Ä�æ	Ä�I�w
¯�Ô�z�S�‘�|�§�µ�»�Ü  �Ã�”�»  �Ñ�Ÿ�”�ç�Å
�w�$	B�›�æ�O�\�q�U�p�V�‡�b�{

• View Module�• Blade/Module Detail �Ö�”�´�U�‰�V�‡�b�{�\�w�Ö�”�´�p�x�z�Þ
�´�á�”�ç  � �ï�Õ�ï�Ä�æ	Ä�I�w
¯�Ô�z�S�‘�|�¯�Ý�ï�Ä�w�$	B�›�æ�O�\�q�U�p
�V�‡�b�{
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