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The Software may contain certain software and related user documentation (e.g., Crystal Enterprise Professional, Crystal Reports Professional and/or Crystal Analysis
Professional) that are owned by Crystal Decisions, Inc., 895 Emerson Street, Palo Alto, CA 94301 ("Crystal Decisions").All such software products are the technology
of Crystal Decisions.The use of all Crystal Decisions software products is subject to a separate license agreement included with the Software electronically, in written
materials, or both. YOU MAY NOT USE THE CRYSTAL DECISIONS SOFTWARE UNLESS AND UNTIL YOU READ, ACKNOWLEDGE AND ACCEPT THE
TERMS AND CONDITIONS OF THE CRYSTAL DECISIONS’ SOFTWARE LICENSE AGREEMENT.IF YOU DO NOT ACCEPT THE TERMS AND
CONDITIONS OF THE CRYSTAL DECISIONS’ SOFTWARE LICENSE, YOU MAY RETURN, WITHIN THIRTY (30) DAYS OF PURCHASE, THE MEDIA
PACKAGE AND ALL ACCOMPANYING ITEMS (INCLUDING WRITTEN MATERIALS AND BINDERS OR OTHER CONTAINERS) RELATED TO THE
CRYSTAL DECISIONS' TECHNOLOGY, TO SMARTS FOR A FULL REFUND; OR YOU MAY WRITE, CRYSTAL WARRANTIES, P.O.BOX 67427, SCOTTS
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GNU eTeks PJA Toolkit

Copyright (C) 2000-2001 Emmanuel PUYBARET/eTeks info@eteks.com.All Rights Reserved.

The eTeks PJA Toolkit is resident on the CD on which the Software was delivered to you.Additional information is available at eTEks’ web site:
http://www.eteks.com.The eTeks PJA Toolkit program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License
(GPL) as published by the Free Software Foundation; version 2 of the License.The full text of the applicable GNU GPL is available for viewing at
http://www.gnu.org/copyleft/gpl.txt. You may also request a copy of the GPL from the Free Software Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA
02111-1307, USA.The eTeks PJA Toolkit program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.See the GNU General Public License for more details.

For a period of three years from the date of your license for the Software, you are entitled to receive under the terms of Sections 1 and 2 of the GPL, for a charge no
more than SMARTS’ cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code for the GNU eTeks PJA
Toolkit provided to you hereunder by requesting such code from SMARTS in writing: Attn: Customer Support, SMARTS, 44 South Broadway, White Plains, New
York 10601.

IBM Runtime for AIX
The Software contains the IBM Runtime Environment for AIX(R), Java(TM) 2 Technology Edition Runtime Modules (C) Copyright IBM Corporation 1999, 2000 All
Rights Reserved.

HP-UX Runtime Environment for the Java(TM) 2 Platform
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The Software contains the HP-UX Runtime for the Java(TM) 2 Platform, distributed pursuant to and governed by Hewlett-Packard Co.("HP") software license terms
set forth in detail at: http://www.hp.com.Please check the Software to determine the version of Java runtime distributed to you.

DataDirect Technologies
Portions of this software are copyrighted by DataDirect Technologies, 1991-2002.

NetBSD
Copyright (C) 2001 Christopher G.Demetriou.All rights reserved.Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
This product includes software developed for the NetBSD Project.See http:/www.netbsd.org/ for information about NetBSD.

4. The name of the author may not be used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.<<Id:
LICENSE, v 1.2 2000/06/14 15:57:33 cgd Exp>>

RSA Data Security, Inc.

Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991.All rights reserved.License to copy and use this software is granted provided that it is identified as the
"RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing this software or this function.License is also granted to make and
use derivative works provided that such works are identified as "derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning
or referencing the derived work.RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose.lt is provided "as is" without express or implied warranty of any kind.These notices must be retained in any copies of any part of
this documentation and/or software.

AES

Copyright (C) 2003, Dr Brian Gladman <brg@gladman.me.uk>, Worcester, UK.All rights reserved.

License Terms:

The free distribution and use of this software in both source and binary form is allowed (with or without changes) provided that:

1. distributions of this source code include the above copyright notice, this list of conditions and the following disclaimer;

2. distributions in binary form include the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other associated
materials;

3. the copyright holder's name is not used to endorse products built using this software without specific written permission.

ALTERNATIVELY, provided that this notice is retained in full, this product may be distributed under the terms of the GNU General Public License (GPL), in which
case the provisions of the GPL apply INSTEAD OF those given above.

Disclaimer: This software is provided 'as is' with no explicit or implied warranties in respect of its properties, including, but not limited to, correctness and/or fitness for
purpose.Issue Date: 26/08/2003
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6. Windows
Windows
VNC
Windows 2003 2008
P.1-12

Operations Manager 8.7 Windows 2008 R2 64

ODBC Driver Manager Windows [Start] >

[Settings] > [Control Panel] > [Administrative Tools] > [Data Sources (ODBC)]

[About] Microsoft Data Access Component MDAC 2.5
9. 30,000 45,000 1 2 1

1500 CDR

AFvFT 1

ATv7 2
a. Operations Manager Service Monitor

b. Service Statistics Manager

c. Provisioning Manager Advanced

Provisioning Manager Operations Manager
Provisioning Manager P.2-5

VMware [CBT 5 H1 K51 >

Operations Manager VMware ESX 3.5 ESXi 4x ESXi 5.0
Operations Manager
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Operations Manager
Operations Manager VMware
Operations Manager
MAC Operations Manager
Operations Manager
MAC
MAC
MAC
Y
G¥) MAC 00:50:56:00:00:00 00:50:56:3F:FF:FF
MAC
ATvTA1
AT7wvF 2 [Inventory]
ATv7 3  [Summary] [Edit Settings]
AT7wvF 4 [Hardware] [Network Adapter]
A7v7T 5 MAC [Manual]
ATv7T 6 MAC 00:50:56:00:00:00 00:50:56:3F:FF:FF
MAC
ATF9FT T [0OK]
URL Best Practices for Cisco Unified Communications Management

Suite on Virtualization

http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6491/ps6705/ps6535/white_paper c11-65158
5.html

http://www.cisco.com/en/US/products/ps6535/products_data_sheets_list.html.

R=DVT T74I1 Y4 XDEM

Windows Server 2008
[Auto] [Manual]

ATv7 1 Windows [Start] [Start] > [Control Panel] > [System]
AFvwF 2 [Advanced] [Performance]  [Settings]

ATwvF7 3 [Advanced] [Virtual memory]  [Change]

ATy 4 [Paging file size]

a. [Custom size]

b. [Initial size (MB)] [Maximum size (MB)]
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| 1%  wiREe
y—rizg W
RAM 2
c. [Set]
AFwv7 5 [OK]
N

(3¥) [Automatically manage paging file size]

DoS MERIBD-HD I 7A T I4+—ILDEH

AFvFT 1
A7y 2

ATFvF 4
AFwFT 5

ATFvT 6
AFvF 7

Windows Server 2003 Windows Server 2008

TCP/UDP
Operations Manager

[Control Panel] [Windows Firewall]

Operations Manager

[On]
[Exceptions]
[Remote Desktop]  [File and Print Sharing]

[Add Port]
[Add a Port] TCP/UDP [OK]
H—E 2D Joran K— &S
CUOM Web TCP 1741
CUOM HTTPS TCP 4432
CUSM SFTP TCP 22
CUOM UDP 161
CUOM UDP 162
CUOM Syslog UDP 514
CUSM Syslog UDP 5666

1.
2. Operations Manager 443 Operations Manager

Service Statistics Manager HTTPS

[Windows Firewall] [OK]

P.2-6
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Windows 2003 & U 2008 D% — = F )L Y—n\DHYR—F

Operations
Manager Application Terminal Services
Operations Manager

1-4 Windows 2003 Server 2008 Server

= 14 Windows 2003 Server #7-=(& 2008 Server LD 4 —=3+)L H—EX

Windows 2003/2008 Server |#gE

(ON

Cisco Prime Unified Management Communications Suite
Operations Manager
Service Monitor

Windows Server TOA2—3FJIL H—ERXDA Rr—TIIEBELUVT 1 E—TILiE

Terminal Server [Manage Your Server] > [Add or
Remove a Role] > [Terminal Server]

Remote Desktop Administration [Control Panel] >
[System] > [Remote]

Windows Server TD FIPS A4 *—TIILtB L UT1E—TILiE

Windows Federal Information
Processing Standard FIPS

FIPS Operations Manager SSL
Operations Manager FIPS
Windows FIPS

AT7wF 1 [Start] > [Settings] > [Control Panel] > [Administrative tools] > [Local Security Policy]

[Local Security Policy]
AFwF 2 [Local Policies] > [Security Options]
AF9F 3 [System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing]

ATy 4 [Properties]
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AT7w7 5 [Enabled] [Disabled] FIPS

AFwFT 6 [Apply]

IPv6é 7 1« —TJ Lt

Operations Manager IPv6
IPv6
Microsoft Web

http://support.microsoft.com/kb/929852

27472 FDEHK

1-5 Operations Manager

Operations Manager
1-5

GE) 5 Operations Manager
7 Operations Manager
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| Cisco Prime Unified Computing System

& 1-5 D347 b VRTLEHR

BEHos47 BIMEH
. 2.0 GHz PC MAC
. 1440 X 900
 Microsoft Internet Explorer! 2 8.x 9.x

¢ Firefox 10.x

(3¥)  Operations Manager

Windows Windows Server 2003 Enterprise Edition

Windows Server 2003 R2
Windows Server 2008 SP2
Windows XP Professional SP2

e Adobe Flash Player 10.x Adobe = Web Flash ActiveX
Internet Explorer Operations Manager
Flash
RAM 8 GB
2 GB

Operations Manager

. VPN VPN VPN
1. Internet Explorer 6.0 7.0 Operations Manager Internet
Explorer Microsoft Operations Manager
2. [Medium] Internet Explorer [Tools]
> [Internet Options] [Security]

Cisco Prime Unified Computing System

Operations Manager  Cisco Prime Unified Computing System Operations
Manager  Cisco Prime Unified Computing System

Best Practices for Cisco Unified Communications Management Suite on
Virtualization
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TOMDRTL YT I T

Operations Manager 8.7
Service Monitor Service Statistics Manager

Operations Manager P.2-2

http://www.cisco.com/en/US/products/ps6535/products_device support tables list.html

Operations Manager McAfee Virus Scan Enterprise 8.0

Operations Manager

NMSROOT
Operation Manager
VATL XXINTT4
1-6 1-1
Operations Manager
= 1-6 DRTL XNV T 4
RADERM:
IP 7/34 X 2,500 &
BIUEEH
DRATLIRNTG A=A 45,000 &
1P ! 2,500
2 60,000
3 7,500
Cisco Prime Unified Communications Manager 20
Unified Communications Manager
Unified Communications Manager 5
10 150
Cisco Prime Unified Communications Manager 600
Express Cisco Unity Express
2,200
1,000
4 1,000
250
/IPSLA 500
SRST 1,000
1 > 60
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| Y R—FEhB3FNRAIREYT I

® 1-6 DRTL XFenNOT o (HHE)
BADEM:
IP 7/34 X 2,500 &
BLUEEH
DRATL NG A—4 45,000 &
1 6 200
78 1,500
5
7
1. 500 IP 100
501 10,000 1P 2000
10,000 1P 2500
2. Operations Manager
3. sm_tpmgr

Cisco Prime UOM

8. syslog

Operations Manager
sm_tpmgr
# NMSROOT¥objects¥smarts¥bin¥sm_tpmgr.exe --server=DFM --sizes

Total Number of Ports: 655 [42/42]

665 42 42

HHR— FENBTFNAREYTRYTT

Operations Manager
Cisco.com

http://www.cisco.com/en/US/products/ps6535/products_device support tables list.html

Operations Manager
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Service Monitor Provisioning Manager Service Statistics
Manager

A

8 Operations Manager

Operations Manager P.2-1
Operations Manager 8.6 8.5 8.7
P.2-22

REEE7 TV 75— arv0¥R—F
Unified Computing Systems Unified Communications Operations
Manager
¢ Unified Communications Manager
¢ Unity Connection
¢ Unified Contact Center Enterprise
* Unified Presence Server
* Voice Portal

Operations Manager Unified Communications Manager  Unity
Connection 8.0 8.5 8.6 8.6.2

— Operations Manager

Service Level View Events
Details

Detailed Device View

- Operations Manager
P

- Unity Connection 8.0 CPU
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Cj)pc—;-rations Manager D14 A —JIL, 7 v
JL—F,. BLUOT7IUA 2R =)L

Windows Cisco Prime Unified Service Monitor Cisco Prime
Unified Operations Manager

()  Service Monitor Service Monitor Operations
Manager Service Monitor
P.B-3
e Operations Manager P.2-1
. P.2-11
e Operations Manager 8.7 8.5 8.6 P.2-17
. P.2-21
e Operations Manager 8.6 8.5 8.7 P.2-22
. P.2-34
. P.2-37
e Operations Manager P.2-39
e Operations Manager P.2-40

Operations Manager O 4 > X k—ILD#EfE

Cisco Prime Unified Operations Manager Operations Manager
Operations Manager

P.1-1
e Operations Manager Operations
Manager P.2-2
e Operations Manager Operations Manager

P.2-7
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e Operations Manager Cisco Prime Unified Service Monitor Service Monitor
Operations
Manager Service Monitor
Operations Manager TCP UDP
P.2-9
* Operations Manager
P.2-11
Operations Manager H—/ 0 #{i
* Provisioning Manager
e Operations Manager Service Statistics Manager HTTPS

4 GB RAM

HHRA VA=W ETYTTL—FRAOY—NEHFEFz v JR b+

Operations Manager 8.7

* VMware Operations Manager MAC
MAC
MAC 00:50:56:00:00:00 00:50:56:3F:FF:FF
e Operations Manager Windows Administrator

NMSROOT
Operations Manager

¢ Windows Data Execution Protection DEP

DEP
Windows
Windows 2003 2008 DEP
AT7wv7 1 [Control Panel] > [System] > [Advanced]
AFwF 2 [Performance] [Settings]
AT7w7 3 [Data Execution Prevention] [Turn on DEP]

Operations Manager

Operations Manager

[OK]
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0OL-26332-01-J |



| 52&% Operations Manager D1 YR k=L, Py FJTL—F, B&LUFZUYLI VR =L

Operations Manager O 1 ~ X F—ILD % u

Operations Manager SNMP
Operations Manager Windows SNMP

Operations Manager
. 1P

e Operations Manager
DNS DNS 1P
IP DNS DNS

Operations Manager
NMSROOT¥bin>smNameRes.exe

NMSROOT Operations Manager
C:¥PROGRA~1¥CSCOpx

¢ Operations Manager NTFS

~

((¥) VMware Operations Manager VMFS
e IBM Director IBM IBM Director WMI CIM
server

Operations Manager  Service Level View

e Operations Manager ICMP ping
ICMP ping
ping
Operations Manager
Operations Manager ICMP ping
. Windows Explorer

%temp%

e Windows 2008  Operations Manager

[System Properties] > [Advanced] > [Performance Advanced] > [Virtual Memory]
[Initial size]
[Maximum size]
P.1-10

e 4GB Microsoft Windows 4GB RAM
3.5GB 4GB RAM 4 GB
RAM P.2-7
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EE Operations Manager Service Monitor

4 GB

[Primary] [Active] [US English] [Japanese]
Operations Manager

[Control Panel] > [Regional and Language Options] > [Regional

Options]
. Operations
Manager
Operations Manager
Windows 2003
2008
. Internet Information Services IIS 1S
HTTPS 443 1026 65535

(G¥)  Operations Manager HTTPS Operations Manager
Service Statistics Manager HTTPS P.2-6

* Cisco Security Agent

[Yes]
Cisco Security Agent [Cisco Security Agent]
[Security Level] > [Off]
e Operations Manager SystemDrive:¥Program Files¥CSCOpx
SystemDrive Windows

l@#S % "&*(O)+ [} {"[];'/7<>,.=
e [Install] [Cancel]
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¢ Provisioning Manager

Manager

Operations Manager O 1 ~ X F—ILD % u

Operations Manager
Provisioning
P.2-5

Provisioning Manager H’1 > X k—J)LEADY—/ D%l

Operations Manager
Operations Manager

Secure

Provisioning Manager
Provisioning Manager
Operations Manager

SSL
e  Win32 OpenSSL v0.9.8j Light

e Operations Manager 443 Provisioning Manager  SSL 443

S
()

Operations Manager HTTPS
Service Statistics Manager

Operations Manager

HTTPS P.2-6

* OpenSSL
. 443

OpenSSL 547351 274 I EISHRENGZNI LOREE
Windows

* ssleay32.dll
e libeay32.dll

Windows C:¥XWINDOWS

%WINDIR % Windows

AFv7 1  Win32 OpenSSL v0.9.8j Light

[Control Panel] [Add or Remove Programs] OpenSSL

Win32 OpenSSL v0.9.8j Light 2
http://www.slproweb.com/products/Win320penSSL.html

Win32 OpenSSL v0.9.8j Light

Visual C++ 2008 Redistributables
C++ 2008 Redistributables
http://www.slproweb.com/products/Win320penSSL.html ~ URL

a. [Copy OpenSSL DLLs to] 2

Visual

— The Windows System directory
— The OpenSSL binaries(/bin) directory
b. [The OpenSSL binaries(/bin) directory]
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C. ssleay32.dll libeay32.dll
C:¥OpenSSL¥bin C:¥CUPM#¥httpd¥bin
C:¥CUPM Provisioning Manager C:¥OpenSSL
OpenSSL
Win32 OpenSSL v0.9.8j Light Provisioning Manager ~ SSL
ATv7 3 Apache Provisioning

Manager SSL

Installation Guide for Cisco Prime Unified Provisioning Manager

R— bk 443 OFEE O EE

Operations Manager [Typical Installation] [Custom Installation]
443 HTTPS Service
Statistics Manager Operations Manager Service Statistics Manager
HTTPS P.2-6

Operations Manager &E{E9 47-86 D Service Statistics Manager [Z & &84 HTTPS
R—rDEA

N

(GE) Operations Manager HTTPS 443 HTTPS Web

Operations Manager HTTPS Operations Manager  Service Statistics
Manager Service Statistics Manager Operations
Manager

User Guide for Cisco Unified Service Statistics Manager Configuring Service
Statistics Manager to Connect with Operations Manager
Service Statistics Manager Supported Devices Table for Cisco Unified
Operations Manager

Operations Manager HTTPS

e Operations Manager Provisioning Manager
P.2-5
e Operations Manager 443 HTTPS
8443
¢ Operations Manager
¢ Operations Manager Service Statistics Manager Provisioning Manager
IS 443
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Operations Manager O 1 ~ X F—ILD % u

4 GB 9RTH RAM O 1 r—TJ Lk

Y
GE) Windows 2003 Server Enterprise Edition /PAE
4 GB Microsoft Windows 4GB RAM
3.5GB Operations Manager
4GB RAM
ATv7F 1  Microsoft Windows  Operations Manager [My Computer]

AFw7 2 [Properties]
ATwvF 3 [Advanced]
ATwF 4 [Startup and Recovery]  [Settings]
AFwv7 5 [Edit]
boot.ini

AFv7 6 multi(0)disk(0)rdisk(0)partition(1)¥WINDOWS=... IPAE

Operations Manager WA >R k)[BT B T/31 RD#Edi

Operations Manager

Operations Manager

. Operations Manager Operations Manager
P.2-7
. Operations Manager
P.2-8
TN RAEHDEHE

Cisco Prime Unified Communications Manager

Cisco Prime Unified Contact Center  Cisco Unity
IPSLA

Cisco Prime Unified Communications Manager

e SNMP Cisco Prime Unified Communications Manager
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e AXL HTTP [Cisco Prime Unified
Communications Manager Administration]

e [Cisco Prime Unified Communications Manager Administration] HTTPS
HTTPS AXL
. 5.x Cisco Prime Unified Communications Manager
SOAP-Performance Monitoring API AXL
Publisher

GE) Cisco Prime Unified Communications Manager
Supported Devices Table for Cisco Prime Unified Operations Manager

. 4.x Cisco Prime Unified Communications Manager IS

Cisco Prime Unified Contact Center & Cisco Unity

e SNMP Cisco Prime Unified Contact Center Cisco Unity
Cisco Unity Remote
Serviceability Kit www.ciscounitytools.com

e Operations Manager  Cisco Prime Unified Contact Center

Cisco Prime Unified Contact Center SNMP v1
SNMP v2¢
IPSLA F/8€ R
¢ SNMP / IPSLA
write
. IPSLA
TOMDT/IN4 R

SNMP

TINA RZEBMT BAIZERTT HEE

Operations Manager

e pdshow

[Administration] > [Server
Administration (Common Services)] > [Reports] > [Process Status]

¢ NMSROOT¥objects¥smarts¥bin¥brcontrol VHM DFM

VHMServer DFMServer

NMSROOT Operations Manager
C:¥PROGRA~1¥CSCOpx
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Operations Manager O 1 ~ X F—ILD %

Operations Manager H{#H9 % TCP ;K— k& UDP R— DR

Operations Manager

Operations Manager
Operations Manager
2-1 Service Monitor

P.1-4

e Service Statistics Manager: ~ 2-3

e Provisioning Manager

DoS

Service Monitor
TCP
2-2

UDP

Installation Guide for Cisco Prime Unified Provisioning Manager

P.1-11

& 21 Operations Manager M{EHA3 3:HR— +
R— &S Y—ERE FIVr—2ay
80 XML Operations Manager
ID
161 SNMP CiscoWorks
162 CiscoWorks
514 Syslog CiscoWorks
1024-4999 Ephemeral Operations Manager
40000 Common Operations Manager
41000 Transport Mechanism
42344 Synthetic Testing Web Operations Manager
42350 Operations Manager
42353
43445 Alert History Operations Manager
43446 Operations Manager
43447 Operations Manager
43449 IP Phone Information Facility Operations Manager
8080 Cisco Prime Unified Communications Manager 5.0 ~ Web  |Operations Manager
Operations Manager
9000 CSListener 162 Operations Manager
Operations Manager
9002 DynamID Operations ManagerBroker Operations Manager
9009 1P Operations Manager
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® 2-2 Service Monitor REMAT HHK—

R— &S Y—ER£

22 SFTP Service Monitor ~ SFTP Unified Communications Manager 5.x
53 DNS

67 68 DHCP

2000 SCCP Service Monitor SCCP Cisco 1040

43459 QOVR

5666 Syslog Service Monitor Cisco 1040 Syslog

5665 5680

& 2-3 Service Statistics Manager A EfA3 5R— F

R— &S H$—ERZ

8007 Apache JServ

8008

8009 Tomcat

8093 IMS

9149 JServer

48099 Remote Method Invocation

Service Statistics Manager 48099
Quick Start for Service Statistics Manager

48100 JBOSS

Service Statistics Manager 48100
Quick Start for Cisco Unified Service Statistics Manager

48101 HTTP Web
48102
12123
12124 SSM SSM Agent
12125

12126 Service Statistics Manager
SSM

12130
12140 CLServer
12141
18000
40402
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& 2-3 Service Statistics Manager M{ERAT 2HK—F~ (HHiE)

FRIVA o= B

R— &S Y—ER%Z

45000

48443 HTTPS Web

A4 VR F—ILEIZHRET S IFHOUE

Operations Manager

N

(GE) P.A-6

. admin
. ID
e casuser
e guest
* CiscoWorks
. 443 HTTPS

1S 443

HTTPS [OK]
Cisco Prime Unified Operations Manager
P.B-3
[CiscoWorks Licensing Information]
Operations Manager [Administration] > [Server Administration] >

[Administration] > [Licensing]

e Operations Manager

- P.B-1
- P.B-5
= 4=
A VR F—ILDORT
N
(G¥) Operations Manager 8.7 Operations Manager 8.6
8.5 8.7 P.2-22

Operations Manager
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. Operations
Manager P.2-13
P.A-1

Operations Manager
P.2-16 P.A-4

60
P.2-12
P.2-34

AVAML—=230 FzyvIPJAR B

Operations Manager

. Operations Manager 8.7
* Operations Manager

- HP OpenView  NetView

— Cisco Secure Access Control Server ACS

- Cisco Operations Manager
¢ Operations Manager DNS
. Operations Manager
- PDC
BDC
— FAT

- Windows
Advanced Server

- Operations Manager

- Cisco Prime Unified Communications Manager

* CiscoWorks Operations Manager
NMSROOT
Operation

Manager
. IP
e Cisco Prime Unified Service Monitor Operations Manager

Service Monitor Cisco Prime Unified Communications
Manager NTP P.2-36

Cisco Prime Unified Operations Manager 8.7 1 Y2 bL—> 3> HALF
m. 0L-26332-01-J |



| 52&% Operations Manager D1 YR k=L, Py FJTL—F, B&LUFZUYLI VR =L

GE)
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¢ Operations Manager Windows Operations
Manager Windows Workgroup Domain
. Operations Manager
P.2-37
/ Operations Manager

Operations Manager 1 > X k—J)L (#iR)

Operations Manager

P.1-1

Data Execution Protection DEP

Operations Manager

NMSROOT
Operations Manager DEP
Windows
https://supportforums.cisco.com/docs/DOC-9132
Cisco Prime Unified Operations Manager 8.7 zip PC

Operations Manager
Cisco Prime Unified Operations Manager
setup.exe

Cisco Prime Unified Operations Manager

[Setup]
. Provisioning Manager  Secure HTTPS
443
Provisioning Manager
P.2-5
. WMI Services

[ oL-26332-01-J
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WMI WMI
[OK]
o IIS
1S [Yes]
443 HTTPS
[Welcome]
ATvF 8 [Next]
[Software License Agreement]
AFwF 9 [Iaccept the terms of the license agreement] [Next]
[Licensing Information]
&R ] [Next]
e [License File Location]
e [Evaluation Only]
P.B-3
[Setup Type]
ATv7T 1 [Typical]
* guest
* CiscoWorks
. 443 HTTPS
Operations Manager HTTPS Operations
Manager Service Statistics Manager HTTPS
P.2-6
Custom
AT97 12 [Next]
[Choose Destination Folder]
AFv7T 13
e [Next]
e Operations Manager [Next]
MAC
. [Yes]
. Operations Manager
MAC Operations Manager
VMware P.1-9

[System Requirements]

P.1-1
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AT7v 7 14 [Enterprise Network Deployment] [Multiple End-Customer Network Deployment]
Operations Manager

ZFvF 15 [Next]

[Enter Admin Password]

a. [Next]
admin
Operations Manager
[Enter System Identity Account Password]
Custom 11
b. [Next]
[Create casuser]
c. [Yes]
IS HTTPS [Yes]
[Mail Settings] HTTPS
[Next]
Operations Manager HTTPS Operations
Manager Service Statistics Manager HTTPS
P.2-6
d. [Change casuser Password]
— [Next]
- [Next]
[Summary]
ATv7 16 [Install]
AT7v7 17 [OK]
FE Operations Manager 1 NIC 1P 1
Operations Manager 1P 2 NIC

¢ Windows SNMP

Before you reboot this system, configure automatic time synchronization on it using
NTP. Configure this system to use the time server that is used by Cisco Prime Unified
Communications Managers in your network.
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[OK]

NTP P.2-36

[Yes, I want to restart my computer now]

AFv 7 18 [Finish]

30 Operations Manager
Operations Manager
ATv7 19
a. Operations Manager
Windows [Start] > [All Programs] > [Cisco Prime Unified
Operations Manager] > [Cisco Prime Unified Operations Manager]
b. P.2-34

C:¥Ciscoworks_install YYYYMMDD_hhmmss.log
YYYYMMDD hhmmss
C:¥Ciscoworks_install 20100721 182205.1og

. P.2-37

Operations Manager D34 L >k E—FTOA VX =L

Operations Manager

Operations Manager 8.7

P.A-4
bz -3 Operations Manager
Operations Manager
Operations Manager 8.6 8.5 8.7 P.2-22
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AFvFT 1

AFyvFT 2
AFyvFT 3
ATy 4

AFwT 5

ATFvT 6

Operations Manager 8.7 ~® 8.5 £&118.6 507 v77L—F M

P.A-4
-~
(¥) answerfile.txt
Operations Manager 8.7 zip PC
CUOM  zip install
CUOM  zip

setup.exe QUIET answerfile=<answer_file_name>

S

(3¥)  Operations Manager

Operations Manager 8.7 ~M 8.5 5 kKU 8.6 MWD T7 v 7

HL— K

FyvIFoL—

. P.2-17
e Operations Manager 8.7 P.2-18

FDFEE

Operations Manager 2-4 2
= 24 Operations Manager 8.7 ~D7 v FJ L— K /81X
DA VAN |ZHO5A14+E2R |Operations Manager 8.7 ~D7 v 745 L— FMNa R
B ~ Operations Manager ') ') —2X
8.5
8.6

[ oL-26332-01-J

Cisco Prime Unified Operations Manager 8.7 f VX kL—a > A4 F i



#2F  Operations Manager 1 YR k—JjL, Py FJTL—F. BLUFZVL VR =L |
| Operations Manager 8.7 ~M 8.5 & U 8.6 h>DF7 v FJIL—F

Operations Manager 8.0
http://www.cisco.com/en/US/products/ps6535/prod_installation_guides_list.html

Operations Manager 8.7 ~O7 v 75 L—F

/ Operations Manager

A
(GE) Operations Manager 8.6 8.7
Operations Manager 8.6 ~ MSP

Operations Manager 8.5 8.6 Operations Manager 8.7

ATvFTA1
P.1-1
ATy 2
AT9T 3 Data Execution Protection DEP
Operations Manager
NMSROOT
DEP Operations Manager
Windows
https://supportforums.cisco.com/docs/DOC-9132

ATvT 4 Operations Manager P.2-27

Operations Manager 8.7 inventorybackup.xml

CSCOpx¥objects¥vhm¥utilities inventorybackup.xml
ATwF 5 Cisco Prime Unified Operations Manager 8.7 Zip PC
AFv7T 6

AFw 7 T Operations Manager
Cisco Prime Unified Operations Manager
setup.exe

Cisco Prime Unified Operations Manager

[Setup]
ATv7 8
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. Provisioning Manager  Secure HTTPS
443
Provisioning Manager
P.2-5
. WMI Services
WMI WMI
[OK]
e 1IIS
1S [Yes]
443 HTTPS
[Welcome]
AT97F 9 [Next]
Service Monitor Call Migration Tool
[No] Call Migration Tool
[Yes] Service Monitor
P.2-31
[Software License Agreement]
AT7v 7 10 [l accept the terms of the license agreement] [Next]
[Licensing Information]
ATy 7 11 [Next]
* [License File Location]
e [Evaluation Only]
P.B-3
[Setup Type]
ATvF 12 [Typical]
e guest
¢ CiscoWorks
. 443 HTTPS
Operations Manager HTTPS Operations
Manager Service Statistics Manager HTTPS
P.2-6
Custom
AT9 7 13 [Next]
. MAC
[Yes]
Operations Manager
MAC Operations Manager
VMware P.1-9
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[System Requirements]

P.1-1

ATv7 14 [Next]
[Enter Admin Password]
a. [Next]

admin
Operations Manager

[Enter System Identity Account Password]

Custom 11
b. [Next]
[Create casuser]
c. [Yes]
IS HTTPS [Yes]
[Mail Settings] HTTPS
[Next]
Operations Manager HTTPS Operations
Manager Service Statistics Manager HTTPS
P.2-6
d. [Change casuser Password]
— [Next]
- [Next]
[Summary]
ATy 7 15 [Install]
ATw7 16 [OK]
FE Operations Manager 1 NIC 1P 1
Operations Manager 1P 2 NIC

¢ Windows SNMP

Before you reboot this system, configure automatic time synchronization on it using
NTP. Configure this system to use the time server that is used by Cisco Prime Unified
Communications Managers in your network.
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A

1oz r—rore N

B
[OK]

NTP P.2-36

[Yes, I want to restart my computer now]

A5 w7 17 [Finish]

30 Operations Manager
Operations Manager
ATwF 1 Operations Manager
Windows [Start] > [All Programs] > [Cisco Prime Unified

Operations Manage]

ATvT 2 Monitored
Operations Manager

a. Operations Manager [Administration] > [Device Management] > [Device Configuration] >

[Modify/Delete Devices]
b. [All Devices]
c. [Rediscover]

Detailed Device View

Service Monitor Cisco 1040 P.2-33
C:¥Ciscoworks_install YYYYMMDD_hhmmss.log YYYYMMDD
hhmmss
C:¥Ciscoworks_install 20100721 182205.log
. P.2-37

1 2R F—ILDFER
Operations Manager 8.7

FIE 1
¢ NMSROOT/bin pdshow

NMSROOT  CiscoWorks
SystemDrive:¥Program Files¥CSCOpx SystemDrive Windows
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. [Administration] > [Server
Administration] > [Process Management]
PIFServer

Fli& 2

Software Center

[Administration] > [Software Center (Common Services)] > [Software Update]
[Software Updates] [Products installed]

Operations Manager 8.6 5 & U 8.5 i 5 8.7 ~DBAITDHE
{im

. Operations Manager P.2-22
. P.2-23
« 8.0 Operations Manager Operations Manager 8.7

P.2-24

B17H9R— b ShTLVS Operations Manager DY 1) —X N—2 3>
Operations Manager 2-5

& 25 Operations Manager 8.7 ~D#H1T/3X

COFL4EVAD |[ZTDOFM4EVRX | Operations Manager 8.7 ~D#{THATfE%: Operations
= ~ Manager ®') 1)—X
8.5

8.6

FE 8.0 Operations Manager
http://www.cisco.com/en/US/docs/net mgmt/cisco_unified operations manager/8.0/installation/gui
de/CUOM _InstallationGuide80.html
http://www.cisco.com/en/US/docs/net mgmt/cisco_unified operations manager/8.5/installation/gui
de/CUOM _InstallationGuide85.html
http://www.cisco.com/en/US/docs/net mgmt/cisco_unified operations manager/8.6/installation/gui
de/CUOM _InstallationGuide86.html

Operations Manager 8.6 8.7 Service Monitor 8.7

Cisco Prime Unified Operations Manager 8.7 1 Y2 bL—> 3> HALF
m. 0L-26332-01-J |


http://www.cisco.com/en/US/docs/net_mgmt/cisco_unified_operations_manager/8.0/installation/guide/CUOM_InstallationGuide80.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_unified_operations_manager/8.0/installation/guide/CUOM_InstallationGuide80.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_unified_operations_manager/8.5/installation/guide/CUOM_InstallationGuide85.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_unified_operations_manager/8.5/installation/guide/CUOM_InstallationGuide85.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_unified_operations_manager/8.6/installation/guide/CUOM_InstallationGuide86.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_unified_operations_manager/8.6/installation/guide/CUOM_InstallationGuide86.html

| 2% Operations Manager D1 >R k=)L, ZyvF5L—F, 8LUZYL1 VR =)L
Operations Manager 8.6 & & U 8.5 ' 5 8.7 ~0BF0%xpE M

HYR— b ENBARL—T AT SRATFLOTYTIL—F
Operations Manager 2-6

N

(G¥)  Operations Manager

P.2-23
& 2-6 Operations Manager 8.7 THR— SN TWBARL—TF 1 2¥ SRAFLOTYFIL—F
AV 3
77 L—Fii ToFIL—F%

Windows 2003

e Windows 2008 Standard Edition
¢ Windows 2008 Enterprise Edition
Windows 2008 Standard Windows 2008 Enterprise Edition

ARL—F 4T SRFLDT Y TS L—F
N

(G¥)  Operations Manager

2-7 Operations Manager
* 2-7 ARL—FA4 VT SRFLDTYFTITL—F
EXDOBE BRx
1. Operations Manager 8.6 8.5 Operations Manager P.2-27

Operations Manager  Service Monitor

2. Operations Manager 8.6 8.5 Operations Manager P.2-39

Operations Manager
Operations Manager

4. Operations Manager 8.6 8.5 P.2-11
5. Operations Manager 8.6 8.5 Operations Manager P.2-27
Operations Manager CiscoWorks/Common Services
P.2-32
6. Operations Manager 8.7 Operations Manager 8.7 P.2-18

Cisco Prime Unified Operations Manager 8.7 1 YA kL—> 3> A4 F
| oL-26332-01-J .m



#2F  Operations Manager 1 YR k—JjL, Py FJTL—F. BLUFZVL VR =L |
| Operations Manager 8.6 & & U 8.5 i\ 5 8.7 ~DBITOE M

8.0 & Y ATM Operations Manager ') ') —Xh 5 Operations Manager 8.7 ~D7 v 74
L—F

2.X Operations Manager 8.0 8.5 8.6

http://www.cisco.com/en/US/docs/net_ mgmt/cisco_unified operations manager/8.0/installation/guide/

CUOM _InstallationGuide80.html
http://www.cisco.com/en/US/docs/net_ mgmt/cisco_unified operations manager/8.5/installation/guide/

CUOM _InstallationGuide85.html
http://www.cisco.com/en/US/docs/net_ mgmt/cisco_unified operations manager/8.6/installation/guide/

CUOM _InstallationGuide86.html

Operations Manager T—# X—X A T+ ADEST

Operations Manager

e Operations Manager Sybase P.2-24
« DB P.2-25
e Operations Manager P.2-26

Operations Manager #1TR1®M Sybase T—#% X— X HED {3

Operations Manager 10GB
Sybase
10 GB
FE OMHealthMonitor Windows
OMHealthMonitor Operations Manager
P.2-26

% net stop crmdmgtd

dbeng9 dbsrv9

% dbunload -c "uid= username ;pwd=pwd;dbf=db name Directory to unload data

%dbunload -c "‘uid=itemFhUser ;pwd=<pwd>;dbf=itemFh.db" c:¥unload
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AFw7 3 itemFh.db

ATFv7 4
% dbinit -p 4096 itemFh.db

ATv7T 5
% dbisglc -c "uid=default username;pwd= default passwd ;dbf= db name " reload.sql
%dbisqlc -c "uid=dba;pwd=sql ;dbf=itemFh.db" reload.sql

A7FvyT 6 * DAT * SQL

%rm *.dat *.sql
net start crmdmgtd

DB 257 A T—> a3 DEE

Operations Manager FHDB

AFv7F 1 FHdb
ATFTyF 2 CSCOpx¥databases¥itemEpm¥itemFh.db

AT9T 3
net stop crmdmgtd

ATvT 4
% dbunload -c "uid= username ;pwd= pwd ;dbf= db name "Directory to unload data
%dbunload -c "‘uid=itemFhUser ;pwd=<pwd>;dbf=C:¥Program
Files¥CSCOpx¥databases¥itemFh¥itemFh.db" c:¥unload

AFyFT 5 perl dbRestoreOrig.pl dsn=itemfh dmprefix=FH

ATy
% dbisglc -c "uid=itemFh;pwd=XXX;dbFf=C:¥Program Files¥CSCOpx¥databases¥itemFh¥itemFh._db"
reload.sql

AFvT 7T
net start crmdmg

ART9T 8 NMSROOT/conf/itemDb/bin/dbreload.pl

Operations Manager
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Operations Manager 7Ot RKEDE=421) 25

OMHealthMonitor Operations Manager

Windows
FH DB dbreload
CSCOpx¥HealthMonitor
FE
OMHealthMonitor Windows
net stop OMHealthMonitor
net start OMHealthMonitor
OMHealthMonitor
e Operations Manager CiscoWorks/Common Services CWCS
¢ CSCOpx¥HealthMonitor¥log HealthMonitor.log
¢ CSCOpx¥HealthMonitor¥audit
HealthMonitor 2-8
% 2-8 Health Monitor 7«1 LY k1)
T4LI VA nE
Audit HealthMonitor.audit
Backup
Conf
Log HealthMonitor.log
scripts HealthMonitor.pl Perl
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Health Monitor

User Guide for the Cisco Prime Unified
Operations Manager

Operations Manager T—42D/\v 97 v/
N

() Operations Manager
8.7 8.5 8.6
8.7 8.5 8.6

Operations Manager

Operations

Manager P.2-24
Operations Manager

. Detailed Device View P.2-27

e Operations Manager CiscoWorks/Common Services

P.2-28
bz -3 admin Operations Manager
admin admin

Release Notes for Cisco Prime Unified Operations Manager

d—F 4 ') 5«4 #{EA LT Detailed Device View SBED/\v o 7 v S

Operations Manager Inventory Backup Detailed Device View DDV

Operations Manager CiscoWorks/Common
Services P.2-28

Detailed Device View

Cisco Prime Unified Operations Manager 8.7 1 YA kL—> 3> A4 F
| oL-26332-01-J .m


http://www.cisco.com/en/US/products/ps6535/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6535/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6535/prod_release_notes_list.html

#2F  Operations Manager 1 YR k—JjL, Py FJTL—F. BLUFZVL VR =L |

| Operations Manager 8.6 & & U 8.5 i\ 5 8.7 ~DBITOE M

DOS
% PROGRA~1¥CSCOpx¥objects¥vhm¥utilities¥inventoryBackup default

default
inventoryBackup

I CLI
CLI
IP
% PROGRA~1¥CSCOpx¥objects¥vhm¥utilities¥inventoryBackup
bz -3 Operations Manager 8.7 Operations Manager Device Management
inventoryRestore
A7y 2 DOS

% PROGRA~1¥CSCOpx¥objects¥vhm¥utilities¥inventoryRestore default

default inventoryBackup.xml

% PROGRA~1¥CSCOpx¥objects¥vhm¥utilities¥inventoryRestore

Operations Manager # & Uf CiscoWorks/Common Services T—2R—X & T 7L ILD

N7y

Operations Manager 8.7 CiscoWorks

CiscoWorks Operations Manager  CiscoWorks
Operations Manager  Service Monitor

CiscoWorks Detailed Device View DDV
Monitor Service Monitor

Service
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8.7
Operations Manager

R CLI
CLI

Operations Manager  Device Credentials Repository DCR
CiscoWorks

e Effects of Backup-Restore on DCR

e Master-Slave Configuration Prerequisites and Restore Operations

CiscoWorks [Administration]
CiscoWorks/Common Services
[Help]

A7v7 1 [Administration] > [Server Administration (Common Services)] > [Administration] > [Backup]

[Backup Job]
ATvF 2 [Help]

(G¥)  CiscoWorks
Yes

2-9
. /generation_number/suite/directory/filename
. /1/itemFh/database/itemFh.db
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& 29 Operations Manager D/Av 97y F T4 LV FJHEE
rFvay B ERAE
generationNumber 1 2 3 3
suite
CiscoWorks/Common Services cmf Operations Manager
e dfm IP

e itemEpm
e itemFh Alert history
e itemlnv

e itemIPIU [P

* qovr
* vhm
* wpu
Service Monitor qovr
directory
filename .db Jog DbVersion.txt

txt  tar .tar datafiles.txt

Service Monitor 57— 42 11D %K

Service Monitor

AFw 7 1 Service Monitor

a. Service Monitor

b.
net stop crmdmgtd
C.
cd NMSROOT¥bin
NMSROOT  Service Monitor
C:¥Program Files¥CSCOpx
d. perl dbpasswd.pl dsn=govr npwd=cisco cisco
e.
net start crmdmgtd
ART9T 2 NMSROOT¥qovr¥config¥ptm¥creds
Service Monitor
P.2-31
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AFw 7 3  Service Monitor Service Monitor Database
P.2-32
Cisco 1040 Sensors TFTP Cisco 1040
P.2-32

Service Monitor 3 —JL T—2 OBTICET 51 EH &K UEST

Service Monitor
Service Monitor 8.7
Cisco.com Service Monitor zip

README_QOVR CMT.TXT
Operations Manager
Service Statistics Manager

Service Monitor Installation Guide for Cisco Prime Unified Service
Monitor

Cisco Prime Unified Operations Manager 8.7 1 YA kL—> 3> A4 F
| oL-26332-01-J .m


http://www.cisco.com/en/US/products/ps6536/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps6536/prod_installation_guides_list.html

#2F  Operations Manager 1 YR k—JjL, Py FJTL—F. BLUFZVL VR =L |
| Operations Manager 8.6 & & U 8.5 i\ 5 8.7 ~DBITOE M

Service Monitor Database DFEITD/\v o7 v T

Service Monitor
Service Monitor 10 GB

AFw 7 1 Service Monitor

A7y 2

net stop crmdmgtd
AT7v7 3 NMSROOT¥databases¥qovr qovr.db qgovr.log
ATv7 4

net start crmdmgtd

TFTP 4—/\h 5D Cisco 1040 A>T 4 £aL—>a >y T7 4 LOHIE

TEFTP Cisco 1040
1 QOVDefault.CNF QoVMACAddress.CNF
Operations Manager Service Monitor
Cisco 1040 Service Monitor Service
Monitor Cisco 1040 P.2-33

Operations Manager # & U CiscoWorks/Common Services 7T—#%
R—RETF7AILDER

AFv7 1  Operations Manager

net stop crmdmgtd
ATvT 2

C:¥PROGRA~1¥CSCOpx¥bin¥perl C:¥PROGRA~1¥CSCOpx¥bin¥restorebackup.pl <-d BackupDirectory>
[-gen GenerationNumber] [-t TempDirectory] [-help]

¢ BackupDirectory
* GenerationNumber
e TempDirectory

TempDirectory

C:¥PROGRA~1¥CSCOpx¥tempBackupData
-t TempDirectory
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AFvT 3 Yes

AFw 7 4 Service Monitor

a. Service Monitor Service Monitor 8.0

b. Service Monitor

c. creds NMSROOT¥qovr¥config¥ptm
ATyT 5

net start crmdmgtd
ATFvT 6

Service Statistics Manager & Operations Manager & DEBE#&

Operations Manager Service
Statistics Manager  Operations Manager

e admin
. Operations Manager

Release Notes for Cisco Unified Service Statistics Manager

Service Monitor 7 v 74 L— F#® Cisco 1040 NDHEETE

Cisco 1040 Service Monitor

Unified Communications Manager Network Analysis Module NAM Service Monitor
User Guide for Cisco Prime Unified Service Monitor

X797 1  Service Monitor
ATy 2
a. [Administration] > [Configuration] > [Cisco 1040] > [Setup]
[Setup]
b. [Default Configuration to TFTP Server]
— [Image Filename] SvcMonAB2 102.img
— [Primary Service Monitor] IP DNS
— [Secondary Service Monitor] 1P DNS
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GE)

S
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Cisco Prime Unified Service Monitor 8.7 Compliance

Matrix
c. [OK]
Service Monitor
Service Monitor TFTP
d. Service Monitor NMSROOT¥ImageDir TFTP root

SveMonAB2 102.img

NMSROOT  Service Monitor
C:¥Program Files¥CSCOpx

QOVDefault.CNF TFTP
Service Monitor NMSROOT¥ImageDir
TFTP root
Cisco.com Installation Guide for Cisco Prime Unified Service Monitor

Sample Sensor Configuration Files

Unified Communications Manager ~ TFTP
Service Monitor  Unified Communications Manager

Service Monitor NMSROOT/ImageDir

TFTP
Unified Communications Manager  TFTP

Unified Communications Manager

Service Monitor

oY —# UMY BA1IC. [Quick Start Guide for Cisco 1040 Sensor | OEFEUE L UREE
DEBEPHTERATZELN,

AR M—ILEDEE

Operations Manager
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12 b—ngorx B

SNMP BERAD L AT LDHKRE

2Ry BR%E
Windows SNMP SNMP P.2-35
SNMP
Operations Manager SNMP
Service Monitor  Cisco Prime Unified NTP P.2-36
Communications Manager
Operation Manager
NMSROOT
Operations Manager Unified Unified
Communications Manager CM
P.2-36
Operations Manager DoS
TCP/UDP P.1-11
Operations Manager MIB
SNMP Operations Manager SNMP
Windows SNMP
MIB Object ID OID;
ID SNMP set Operations Manager
Windows SNMP
Windows SNMP
Operations Manager Windows SNMP
a. Windows [Services]
b.
— Windows [Services] [SNMP Service]
Windows SNMP
— SNMP Started Started SNMP

Windows SNMP

[ oL-26332-01-J
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Windows Windows SNMP Windows
Windows [Index]
install SNMP service

NTP %% 4 €

Service Monitor

Service Monitor Cisco Prime Unified Communications Manager
NTP
Cisco Prime Unified Communications Manager Service Monitor
Cisco.com Cisco IP Telephony Clock Synchronization: Best
Practices
Service Monitor
Windows Server 2003 NTP
Cisco Unified Communications Manager NTP
URL http://support.microsoft.com/kb/816042 How to

configure an authoritative time server in Windows Server 2003

S

(GE) Web Copyright© 2011, Microsoft Corporation

Unified CM ORI NLZLLEoT=4 R FOFEIZ K HHEHE

Unified CM

* CPUUtilizationExceeded

¢ InsufficientFreeHardDisk

¢ InsufficientFreeMemory

¢ InsufficientFreeVirtualMemory
e ServiceDown

e IDS Replication Failure
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| 52&% Operations Manager D1 YR k=L, Py FJTL—F, B&LUFZUYLI VR =L

AR F—NLIETE ST a—FT4>7 M

A2ARAM=IVIZET B STV a—TF 125

. P.2-37
e InstallShield Engine P.2-38
. P.2-38
C:¥Ciscoworks_install YYYYMMDD_hhmmss.log YYYYMMDD
hhmmss

C:¥Ciscoworks_install 20100721 182205.log

REAEY R=D2T TJ74IWLDH A XANKELES

fELK :

Windows

rAye—
Application popup: Windows - Virtual Memory Minimum Too Low: Your system is low on virtual
memory.

JREA :

Windows

A -

Operations Manager

A7Tv7F 1 Windows [Start] [Start] > [Control Panel] > [System]
ATwvF 2 [Advanced] [Performance]  [Settings]
AFwvF 3 [Advanced] [Virtual memory]  [Change]
ATw7 4 [Paging file size] [Custom size] [Initial size (MB)]
[Maximum size (MB)]
[Set]
RAM 1.5

[Initial size] [Maximum size]

Cisco Prime Unified Operations Manager 8.7 1 YA kL—> 3> A4 F
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W (R LBETB ST a—TF 10T

InstallShield Engine #4 > X k—JLTE7ZLY

FE4K :

Operations Manager

Ayt—o
"The InstallShield Engine(iKernel.exe) could not be installed.Ikernel.exe could not be copied to
C:¥Program Files¥Common Files¥InstallShield¥Engine¥6 ¥Intel 32."

REA :

InstallShield Operations Manager ikernel.exe 1

A -

Operations Manager

PR—bShTWEWNAT—IL ZT5—TA VR F—LDBETT S
Operations Manager

"You are trying to install Cisco Works on an unsupported locale. Cisco Works ¥
supports only US English or Japanese languages. The setup program will exit when ¥
you click OK. Please change the regional settings to either of these languages'.

AT7wv7 1 [Control Panel] > [Regional and Language Option]
AFwF 2 [Regional Option]

¢ [Standards and Formats] [Customize] [English (United States)]
[English (Japanese)]
¢ [Location] [United States] [Japanese]
ATwvF 3 [Advanced] [Language for non-Unicode Programs] [English (United States)] [English
(Japanese)]

AFvFT 4  [Apply]

00000409
HKEY_USERS ¥¥DEFAULT¥¥Control Panel¥¥International ¥¥ locale ¥¥00000409 ¥
HKEY_CURRENT_USER¥¥Control Panel¥¥International¥¥ locale ¥¥00000409

International Control Panel

HKEY CURRENT USER
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Operations Manager ®7 >4 » X F—JL ||

Operations Manager D7 >4 > X b—JL

Operations Manager 8.7 Operations Manager
Operations Manager 8.6 8.5 8.7
P.2-22
bz -3 Operations Manager Operations Manager
Operations Manager
. Operations Manager
Operations Manager
Operations Manager
. SRST
Cisco Prime Unified Operations Manager
ATvTA1 Cisco Prime Unified Operations Manager
ATwF 2 [Start] > [All Programs] > [Cisco Prime Unified Operations Manager] > [Uninstall Cisco Prime Unified
Operations Manager]
Windows Management Instrumentation WMI
Windows Management Instrumentation (WMI) is running. This locks processes and impedes
installation. To avoid WMI conflicts, this program will stop and immediately restart the
WMI service.stating that WMI impedes the uninstallation and to prevent conflict, the
script will stop WMI services and restart them.
A7TvF 3 [OK]
[Cancel]
[Uninstallation]
[Next] [Cancel]

Uninstallation is complete. Before you install CW200 product, you must restart your
computer and delete any residual files from C:¥PROGRA~1¥CSCOPX manually.

[Yes, I want to restart my computer now]
[No, I will restart my computer later]

[ oL-26332-01-J
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| Operations Manager D&A >~ X F—JL

N

GE)

AT7wv7 4 [Finish]

Operations Manager DB A > X k—JL

Operations Manager

ATvTA1 Operations Manager

. DDV  Operations Manager
Service Monitor Service Monitor
Service Monitor

* Service Monitor creds Service Monitor
* CiscoWorks Operations Manager
A7y 2 Operations Manager
a. Operations Manager P.2-39
b. CSCOpx
ATwF 3 Operations Manager Operations
Manager P.2-2
ATw 7 4 Operations Manager 8.7
a. P.2-12
b. Operations Manager P.2-13
ATwT 5
ATvT 6 Operations Manager Operations
Manager Windows [Start] > [All
Programs] > [Cisco Prime Unified Operations Manager] > [Cisco Prime Unified Operations Manager]
C:¥Ciscoworks_install YYYYMMDD_hhmmss.log YYYYMMDD
hhmmss
C:¥Ciscoworks install 20100721 182205.1og
. P.2-37
A7y 7 Operations Manager CiscoWorks/Common Services
P.2-32
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Operations Manager D&A X F—JL ||

ATFvT 8 Windows

net start CRMDMgtd

(3¥)  Operations Manager 30
AT97 9 Monitored
Operations Manager
a. Operations Manager [Administration] > [Device Management] > [Device Configuration] >
[Modify/Delete Devices]
b. [All Devices]
c. [Rediscover] Detailed Device View
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| Operations Manager D&A >~ X F—JL
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APPENDIX‘ \

AR F=ILBEELUVBA VA F=ILRAITD
A—HFAB

Operations Manager

Typical P.A-1
Custom P.A-2
P.A-4
P.A-6

Typical 1 > X b—ILAIFOI—F AR

A-1 Operations Manager
& A1 FIRA VR b—ILAEITOI—F A S : Typical
RE &
admin
admin

Cisco Prime Unified Operations Manager 8.7 1 Y2 bL—> 3> HAF
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| Custom 4 YA F—/LAFDA—H AR

= A1 A VR b=ILRAIFOI—H AT : Typical (#E)
e -]
casuser
1S HTTPS
« HTTPS IIS  Operations Manager
e SMTP
J 443
¢ admin@domain.com
e localhost
Operations Manager HTTPS
Operations Manager Service Statistics Manager
HTTPS P.2-6
A-2 Typical
® A-2 B VR M—=ILAFOI—H AR : Typical
B E
casuser
P.A-7

Custom € VX b—JLRAITOHOI—F A D

A-3 Custom

® A-3 #FiRA VX F=ILATOI1—H A A : Custom
B E

‘¥Program Files¥CSCOpx
admin guest admin guest
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Custom 4/ > X F—LAGOI—5A7 B

& A-3 HRA VR F—ILAIFDOL—F AH : Custom ($iE)
By &
casuser
e HTTPS * 443 IIS
¢ admin@domain.com
e SMTP * localhost
Operations Manager HTTPS
Operations Manager Service Statistics Manager
HTTPS P.2-6
Windows

Common Services
SSL

Common Services

Service Statistics Manager
Operations Manager

. admin
. Operations Manager

Release Notes for Cisco Unified Service Statistics Manager
1.3

A-4

Service Statistics Manager
Operations Manager

. admin
. Operations Manager

Release Notes for Cisco Unified Service Statistics Manager
1.3

Cisco Prime Unified Operations Manager 8.7 f YA bL—> 3> HAF
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&k A AYRAF—LELUES VR F—LATOI—FAS |

B S5/LYFAYRF—LAFOI—FAA

® A4 BHA VX F—=LAFOI—YAH : Custom
By E
‘¥Program Files¥CSCOpx
admin guest |admin guest
admin
P.A-7
casuser
P.A-7
Operations Manager HTTPS
e HTTPS Operations Manager Service Statistics Manager
. HTTPS P.2-6
¢ SMTP
Windows
. Common Services
SSL
5
* Common Services

ALY M A VR F=ILAITOI—F AL

ASCII

Operations Manager
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ALYk AR F—LAFO—FAN B

CUOM zip install

answerfile.txt

GE) answerfile.txt CUOM zip
install

# Sample answerfile.txt

#--- begin answerfile.txt
adminPassword=admin
destination=C:¥CSCOpx
systemldentityAccountPassword=admin
casuserPassword=casuser

isMSP=yes

#--- end of answerfile.txt

adminPassword admin

local-om-install

FE 8.3 DOS
C:¥ Progra ~1¥ CSCOpx

Installation cannot
create directory "C:¥Program Files¥CSCOpx".You may not have permissions on the

directory or you have specified a read-only device.Please choose another destination

folder.
(i command
A-5 Operations Manager

& A5 YLILY R AR F=ILAITOI—F AR

B E

adminPassword
admin

systemlIdentity AccountPassword

destination C:¥Program
Files¥CSCOpx
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# A-5 YA LY AR M=ILATOI—YF AN §HFE)

=E E

casuserPassword

isSMSP isMSP=yes
isMSP=no

INA ) — R

. P.A-6

. P.A-7
. P.A-7

. P.A-7

. P.A-8

AR F—=ILDINRT—FIZBET 5I)IL—IL

o admin casuser
guest
. admin guest
casuser
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nRzo—rigg WA

AT — FOEERICHET HAREELAHSBEDELE

admin casuser A-6
= A-6 BIYSHHEE
EEL/SRD—F Y S 5HE (e 28 5
admin Service Statistics Manager Service Statistics Manager
Operations Manager Release
Service Monitor Notes for Cisco Unified Service Statistics
Manager 1.3
casuser Windows Operations Manager casuser
Unified Unified Communications
Communications Manager casuser
version 4.x
Operations Unified Communications Manager
Manager .
Windows
casuser
Operations Manager casuser
casuser
o >
BAVABF=ILONAT—F JL—]L
. admin guest
casuser
P.A-7
. admin guest
casuser
P.A-7
(o] > -
INRT— FDEREA
e Common Services admin P.A-8
. P.A-8
e Common Services guest P.A-8
e Common Services P.A-8
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| IR T — FiE#R

Common Services ® admin /XX — R

admin 5

admin Operations Manager
admin

Typical Custom

DRTFLTFATOTATA THoU bk RAD—F

5
Typical Custom
trust

CiscoWorks

Cisco Secure ACS
DCR
Operations Manager DCR Service Monitor DCR
Common Services guest /A\X7T7—
Common Services guest 5
Common Services guest [Custom]

Common Services DT—2XA—X /IAXAJ—FK

INAD—FDZEHR
Common Services
admin casuser

¢ Common Services admin

¢ casuser
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Common Services admin /XX 7— FDZLEHE

N

GE)

nRzo—rigg WA

admin Service Statistics Manager

Operations Manager
Service Statistics Manager 1.3

Release Notes for Cisco Unified

Common Services Admin

¢ Common Services admin

admin

NAT—R YhNY) a—F 1 )T 4 ZEAL- admin /SART—RFOEE

ATv7 3
ATv7 4

net stop crmdmgtd

NMSROOT¥bin
NMSROOT¥bin¥resetpasswd USername

NMSROOT Operations Manager

Enter new password for username:

username

net start crmdmgtd

Common Services ™5 ® admin /SAJT— FDZEE

ATFyvFT 1
ATFvF 2

ATFyv7 4
AFwFT 5

Common Services admin

admin Operations Manager

admin

[Administration] > [Server Administration (Common Services)] > [Security] > [Local User Setup]

[Local User Setup]
[Modify My Profile]
[My Profile]
[Password]

[Verify]

[ oL-26332-01-J
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A7Tv7 6 [E-mail] 1D
ZFvF 7T [OK]

casuser /N\AJ— FDZLEHE
A

R casuser Windows Unified
Communications Manager version 4.x Operations Manager
casuser casuser
Unified Communications Manager Windows

Unified Communications Manager
Supported Devices Table for Cisco Unified Operations Manager

casuser

ATvTA1
NMSROOTy¥setup¥support¥resetCasuser .exe
3
1. Randomly generate the password
2. Enter the password
3. Exit
ATvFS 2 2 Enter
ATv7 3

Operations Manager

CiscoWorks Setting up Local User Policy
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APPENDIX B

Cisco Prime Unified Operations Manager

. P.B-1
. P.B-5

4V ADHBE

Operations Manager

« PAK
* Operations Manager

Operations Manager
P.B-1
P.B-3

FAEUVAR RAT—3 ADHER

Operations Manager Service Monitor
[Common Services] > [Server] > [Admin] > [Licensing]

Operations Manager D5&

[Administration] > [System Settings] > [Miscellaneous] >
[Licensing Information]

[Licensing Information]

Cisco Prime Unified Operations Manager 8.7 1 Y2 bL—> 3> HAF
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B S it zxom=

Common Services DIFE

[Administration] > [Server Administration] > [Administration] > [Licensing]
[Licensing Information]

Hh3 L B7L

Name Operations Manager oM

Version Product version A.b A b
Size Operations Manager IP

Status

e Purchased

¢ Evaluation Operations
Manager Service Monitor

Expiration Date Operations Manager

90

BBARIREG MR

Operations Manager
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stevzomE B

FAERAREBOLFIF

B-1 Operations Manager

® B FAEDAOBBE L UBRSGE
vFrUF »HALT5 %
1.
P.B-3
Operations Manager
Operations Manager
P.B-5
2. [License File Location]
[Evaluation Only]
90
2,000 10,000
Operations Manager
PAK
P.B-3
P.B-3
Operations Manager Cisco TAC
—_— . .
FAEVRADAFAE
Operations Manager 500
45,000
Operations Manager
PAK PAK

http://www.cisco.com/en/US/products/ps6535/products_data sheets list.html.
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B S it zxom=

N

GE)

2AFvF 1

ATFvFT 3

PAK O AF

Service Monitor

FA4AER TF7PALILDAF

N

GE)

AFvFT 1

PAK
PAK  Cisco.com Operations Manager Operations Manager
PAK
PAK P.B-4
Cisco.com PAK
P.B-4
Operations Manager casuesr
casuser
Operations Manager
Operations Manager Operations Manager
P.B-5
PAK Operations Manager CD
Operations Manager MAC
MAC
MAC 00:50:56:00:00:00 00:50:56:3F:FF:FF
URL Best Practices for Cisco Unified Communications Management

Suite on Virtualization

http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6491/ps6705/ps6535/white_paper c11-65158

5.html

Operations Manager
http://www.cisco.com/go/license

PAK MAC

Cisco.com

l_ Cisco Prime Unified Operations Manager 8.7 f Y X FL—3 ¥ HS K
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| g B S14€2X

Sqevr yzso4 N

ATFyT 2 Operations Manager

Operations Manager TOS4 > X 774 IILDEEK

AFvTA1 Operations Manager casuser
casuser
ATvT 2
a. [Administration] > [Server Administration] > [Administration] > [Licensing]
CiscoWorks
[Licensing Information]
b. [Update]
C. [License File] [Browse]
d. [OK]
[Licensing Information] 2
2
ATy 3
net stop crmdmgtd
net start crmdmgtd
— . . >
AR )AL UF
Operations Manager
. P.B-5
. P.B-6
. P.B-6
- — -~ bl
aE{fihR : HABREIALIC 7R S Al
Operations Manager 90
Cisco.com
P.B-3

Cisco Prime Unified Operations Manager 8.7 f YA bL—> 3> HAF
| oL-26332-01-J .m



& B  S4EVR |

| SAteYR YRAVE

This software is provided for evaluation purposes only and will expire in XX days. If this
is not an evaluation copy, please click this link for information about obtaining a valid
purchase license. Click here for current licensing information. Otherwise, please contact
your Cisco representative for purchasing information.

Operations Manager
Operations Manager
Operations Manager

BAN—D3Y : S48V R TPAILEL

Operations Manager PAK Operations
Manager P.B-3
Operations Manager

The license file is invalid. Please click this link for information about obtaining a
valid purchase license. Click here for current licensing information. Otherwise, please
contact your Cisco representative for purchasing information.

Operations Manager

BAN—Day: TNARAHREZBBL-5E

Operations
Manager Operations Manager

Operations Manager

You have exceeded the device limit for Cisco Prime Unified Operations Manager. Devices
will not be managed.

You have exceeded the phone limit for Cisco Prime Unified Operations Manager. Please
click here for current licensing information. Please contact your Cisco representative
to determine if additional licenses can be purchased for this server.

Operations Manager

Cisco Prime Unified Operations Manager 8.7 1 Y2 bL—> 3> HAF
m. 0L-26332-01-J |



APPENDIX C

Cisco Secure ACS IZ& % tFa ) T1 DER
E

Cisco Secure ACS Operations Manager
e Cisco Secure ACS P.C-1
e Operations Manager P.C-1
e CiscoWorks Local P.C-2
e Common Services P.C-3
e Cisco Secure ACS P.C-3
¢ Common Services AAA ACS P.C-4
e Cisco Secure ACS P.C-6
e Operations Manager Cisco Secure ACS P.C-6

Cisco Secure ACS OH1H— k

Operations Manager ACS
Operations Manager Cisco Secure
Access Control Server ACS

Supported and Interoperable Devices and
Software for Cisco Prime Unified Operations Manager 8.7

Operations Manager D#E & (CB8T 45 FEHBIA

Operations Manager Service Monitor Common Services
Cisco Secure ACS
Operations Manager Cisco Secure ACS
Cisco Prime Unified Operations Manager Cisco Unified Service Monitor Common Services
Cisco Secure ACS Cisco Secure
ACS
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f1$% C  Cisco Secure ACS [2&dEF21 VT 1 DERE |

| CiscoWorks Local RY 4/ >~ E¥a—NLBER—IL

1 Cisco Secure
ACS

CiscoWorks Local A5 4 > EVa—)LEEEA—)L

Common Services Common Services Local
Cisco Secure ACS

Common Services Local 5
6 Super Admin ACS Cisco Secure ACS
C-1
%= C-1 Common Services 1—4 O—)L§ & WHHE
o—JL B

JE ACS £— K : Common Services Local A5 1> E¥a—)L

Help Desk Operations Manager Common Services

Alert History

Approver Operations
Manager
Network Operator Operations Manager
Common Services
Network Administrator
Operations Manager
Network Administrator Operations Manager

Common Services

DCR Operations Manager

System Administrator

ACS £—F

Super Admin AAA ACS
Cisco Secure ACS

Common Services

Super Admin Cisco Secure ACS
Common Services ACS
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Common Services DY AT L 7A4FoTF 474 a—F0Fe B

Operations Manager Common Services
Common Services Permission Report
[Administration] > [Service Administration (Common Services)] > [Reports] > [Permission Report]

() CiscoWorks

Common Services Cisco Secure ACS
Operations Manager

Common Services DA TL FATOTA4 T4 1—HD
R TE

Operations Manager Cisco Secure ACS Common
Services

Common Services admin
Common Services
Setting up System Identity Account

Common Services Local
C-1 Operations Manager Common Services

AFvT 2 1

[Administration] > [Service Administration (Common Services)] > [Security]
> [Multi-Server Trust Management] > [System Identity Setup]
[Help]

Common Services

Cisco Secure ACS H—/\Otvy 7V 7

Common Services AAA ACS Cisco Secure ACS

A7Fv7F 1 ACS
Cisco Secure ACS
Operations Manager  Cisco Secure ACS

ATFvT 2 Common Services AAA ACS

Cisco Prime Unified Operations Manager 8.7 f YA bL—> 3> HAF
| oL-26332-01-J .m



f1$% C  Cisco Secure ACS [2&dEF21 VT 1 DERE |

| Common Services TD AAA E—FH 5 ACS ~DER

AT7wF 3  Operations Manager AAA Cisco Secure ACS
ATwF 4 Cisco Secure ACS  Operations Manager AAA

« [TACACS + (CISCO 10S)]

. Common Services AAA ACS
Common Services

AFvT 5 Common Services Cisco Secure ACS

ATw7 6 Operations Manager Service Monitor Common Services Cisco Secure
ACS

[Shared Profile Components]
¢ Cisco Prime Unified Operations Manager
¢ Cisco Prime Unified Service Monitor

e Common Services

ATwF 7 Cisco Secure ACS [User Setup]
[Group Setup]

AFwF 8 [Interface Configuration] > [TACACS + (Cisco 108)] Cisco Prime Unified Operations
Manager

User Guide for Cisco Secure Access Control Server 4.x

Common Services TH AAA E— K, 5 ACS ~DZETH

Common Services P.C-3
Cisco Secure ACS P.C-3

A7v7 1 [Administration] > [Server Administration (Common Services)] > [Security] > [AAA Mode Setup]

AFw 7T 2 [Selecta Type] [ACS]
AT7w7 3 [Server Details] Cisco Secure ACS 1P
ATwvF 4 [Login]

¢ ACS Admin Name Cisco Secure ACS P.C-3 1

e ACS Admin Password 1 Cisco Secure

ACS P.C-3
e ACS Shared Secret Key 3 Cisco Secure ACS P.C-3
AAA Operations Manager Cisco Secure ACS

AT97F 5 [Register all installed applications with ACS]
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| f18% C  Cisco Secure ACS IT&dt¥21 T 1 DRE

Operations Manager ACS
Secure ACS

Common Services
Cisco Secure ACS

Service Monitor

AFw7 6 [Current ACS Administrative Access Protocol]
[HTTPS]
2797 T [Apply]
ACS
* [OK]
— Operations Manager Service Monitor
— Operations Manager Service Monitor
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