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CSS admin
system

CSS CSS

nonvolatile random access memory NVRAM;

RAM CSS
NVRAM
SuperUser
NVRAM
no username running-config
NVRAM
username-offdm name password
text
Y
Offline DM Security Options

Offline DM
Cisco Content Services Switch Administration Guide

(config) # username-offdm bobo password secret
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CSS CSS
32
SuperUser  User
e User CSS
CSS User
>
e SuperUser User CSS
CLI CSS SuperUser
#
SuperUser
superuser
User
Css restrict user-database
CSS username

username name [des-password|password] password {superuser} {dir-access
access}

picard captain SuperUser

(config)# username picard password “captain” superuser

* name
16
username ?
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e des-password Data Encryption Standard DES;

DES
6 64
e password CLI
e password 6 16
CSS %
)
des-password CSS
CSS
CSs show
running-config
® superuser SuperUser
User
e dir-access CSS
Ccss 7 script
log root CSs archive release root
core MIB
7
B
dir-access
CLlI
dir-access restrict user-database
CSS
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® access

R CSS
W CSS
B CSS
N CSS

1-1

1-1 CSss

NWBNNNR
LLMIB FAUY MY GARYERCER)
core 74 L4 kY (None (ZHtREFAIAL) IZERE)
release root 74 L2 k1) (None (79 ARHAAL) IZRTE)
archive 74 L k1) (None (772 R#A#HL) [ZHE)
root T4 LY MY (GRAHARY EEERHEHT)
Llog T4 LY M) (BEEAAFRICETE)
—script 74 L2 b1 (None (749t REAIAL) IZRE)

59110

picard

(config) # username picard password “captain” superuser NWBNNNR

(config)# username ?

(config)# no username picard
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username
SuperUser superuser

(config) # username picard password “flute” superuser

PiiN

no username
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CSSs ||
CSS
CSS CSS
RADIUS TACACS+
3
RADIUS
. local
. local
o radius RADIUS CSS
o tacacs TACACS+ CSS
RADIUS TACACS+
RADIUS TACACS+
radius-server 3 RADIUS
CSS tacacs-server
4 TACACS+ CSS

show user-database
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W css

FTP Telnet SSHD CiscoView Device Manager CVDM

CSS
CSS

CSS RADIUS TACACS+

virtual authentication

virtual authentication [primary|secondary|tertiary
[local|radius|tacacs|disallowed]]

e primary CSS

e secondary CSS

A
TACACS+
local
e tertiary CSS 2 3
e Jocal
e radius RADIUS
* tacacs TACACS+
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Css ||

e disallowed

CSS disconnect

TACACS+

# (config) wvirtual authentication primary tacacs

# (config) wvirtual authentication secondary local

CSS

CSS

CSS RADIUS TACACS+

console authentication

console authentication [primary [local|radius|tacacs|none]|secondary|tertiary
[local|radius|tacacs|none|disallowed]]

e primary CSS
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WM css

e Jocal

* radius RADIUS

e tacacs TACACS+

* none CSS

e secondary CSS

TACACS+
local
disallowed CSS
e tertiary CSS 2 3
e disallowed
CSS disconnect

TACACS+

#(config) console authentication primary tacacs

# (config) console authentication secondary local

CSS

#(config) no console authentication
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CSS ||
FTP SSH SNMP Telnet
CSS 4 FTP
Telent FTP SNMP SSH
Telnet XML XML
CVDM CSS restrict
no restrict
restrict CSS
TCP CSS TCP3
UDP SNMP
CSS
access control
list ACL; ACL
CSS CSS ACL
CSS
CSS
CSS FTP SNMP SSH Telnet
XML XML CVDM
no restrict

e no restrict console CSS

e no restrict ftp CSS FTP

e norestrictssh CSS SSH

® no restrict snmp CSS SNMP

* no restrict telnet CSS Telnet
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W css

* no restrict user-database running-config
® no restrict secure-xml HTTPS SSL CSS XML
e no restrict xml HTTP CSS XML

* no restrict web-mgmt CSS CiscoView Device Manager CVDM

~

Secure Shell Host SSH; Telnet
SSH 2 SSHD

CVDM

(config) # no restrict web-mgmt

Simple Network Management Protocol SNMP;
Cisco Content Services Switch Administration Guide
XML CSS Web
Cisco Content Services Switch Administration Guide
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CSS ||
CSS
CSS FTP SNMP SSH Telnet
XML XML CVDM
restrict
e restrict console CSS
e restrictftp CSS FTP
e restrictsnmp CSS SNMP
e restrictssh CSS SSHD
e restrict telnet CSS Telnet
* restrict user-database running-config
e restrict secure-xml HTTPS SSL CSS XML
e restrict xml HTTP CSS XML

e restrict web-mgmt CSS CVDM

Telnet

(config) # restrict telnet
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| Css

CSS

CSS

ACL

e ACL
e ACL
e ACL
e ACL

e ACL

e SSL

. DNS
i DNS
e CSS ACL

e CSS ACL

e ACL

e ACL

e ACL

e ACL

CSS

ACL
ACL CSS

ACL

ACL
ACL
ACL
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CSS | |
ACL
CSS ACL
ACL CSS VLAN
ACL
CSS
Telnet
ACL
ACL CSS
VLAN CSS
ACL
ACL
permit ACL deny all
CSS ACL CSS VLAN ACL
ACL ACL
CSS ACL ACL ACL
CSS ACL
ACL
ACL
deny all
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| Css

1-2 CSS 3 VLAN

1-2 CSS ACL

ACL ZH#ICL1- CSS

VIP 192.32.1.254 58TD 7| 1
< JCPEEELSTA4vY AC]
VLANT | 57192

FTRTDEEAD ACL 2

IRTOEELFI T4 vY &1
) VLAN2 | " r5 T4 w5

i

N

\ ACL 73 L
ACL AR SR TV "

HITRTDFZ T 4 Y| VLAN3 [
ZiER

114997

El v

VLAN1 VIP 192.32.1.254 TCP
ACL1
clause 15 permit tcp any destination 192.32.1.254
ACL1 VLAN1
VLAN2 ACL 2
clause 15 permit any any destination any
ACL2 VLAN2
CSS ACL ACL permit VLAN1
VLAN2 VLAN3 ACL
deny all
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Css ||

ACL ACL
CSS ACL
ACL ACL
Css

ACL ACL  permit

ACL
CSS ACL CSS 3
4 ACL 10 CSS

5 ACL
A
ACL CSs
ACL ARP
ACL SSL
CSs
SSL
SSL NAT
FTP ACL
FTP

Cisco Content Services Switch Content Load-Balancing Configuration Guide
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|

CSS
ACL
1-1 ACL
CLI
S
CSS ACL 1 permit
permit 1
1-1 ACL
1.
# config
(config) #
2. ACL ACL ACL

1 99

(config)# acl 7
Create ACL <7>, [y,n]:y
(config-acl[7])#
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Css ||

1-1 ACL

3. ACL ACL VLAN1
1 254
clause

clause number permit|deny|bypass protocol [source_info {source_port}] dest
[dest_info {dest_port}] {log} {prefer servicename} {sourcegroup name}

clause 1-2
Css 1 20
23

(config-acl[7])# clause 10 deny any any destination range 20 23

(config-acl[7])# clause 15 permit any any destination any

4. ACL VLAN 1
VLAN1 acl7 VLANL1

(config-acl[7])# apply circuit-(VLAN1)

apply all ACL7 CSS

permit ACL CSS ACL
ACL
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[ oL-8242-02-J .m




1 css I

| CSS
1-1 ACL
6. ACL ACL acl
enable Css
ACL CSS
ACL permit
ACL
deny all

(config)# acl enable

1-1

IR R S S S Rk R ACL Rk S Sk Sk S S Sk S Sk S S S S

acl 7
clause 10 deny any any destination range 20 23

clause 15 permit any any destination any
apply circuit- (VLAN1)

IRk kR S S kT GLOBAL R R R Sk S Sk Sk S Sk S S S S S O

acl enable

ACL
ACL CSS CSS ACL

ACL 1 ACL
1 ACL CSS

2

ACL deny all
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1 Css

ACL

ACL ACL

acl ?

(config)# acl 7

(config-acl[7])#

ACL

ACL
ACL
acl

(config)# no acl 7

CSS ACL
ACL ACL

CSS ACL

(config)# acl disable

2. ACL

Css

acl index number
ACL

ACL CSS
ACL
ACL 7

CSS

ACL

(config-acl[7])# remove circuit-(VLAN1)

Cisco Content Services Switch
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Css

Css

(config)# no acl 7

4, ACL ACL
CSS ACL
5. CSS ACL
(config)# acl enable
ACL CSS
ACL
CSS ACL
10 24 15
clause 1 254
~
CSS ACL ACL
ACL ACL
CSS ACL 255 deny
all
permit
OL-8242-02-J |
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2

Css ||

clause

e clause number bypass

clause bypass

clause number bypass protocol [source_info {source_port}]dest [dest_info
{dest_port}] {sourcegroup name} {prefer servicename}

N

bypass
Network Address Translating NATIng;
ACL
bypass bypass
NATiIng
e clause number deny ACL
clause deny
clause number deny protocol [source_info {source_port}]dest [dest_info

{dest_port}] {sourcegroup name} {prefer servicename}

e clause number permit ACL

ACL  permit permit
clause permit

clause number permit protocol [source_info {source_port}]dest [dest_info
{dest_port}] {sourcegroup name} {prefer servicename}

ACL 5 CSS
ACL
TCP/IP

clause 14 permit any any destination content Layer5/L5 eq 80
clause 15 permit tcp any destination 200.200.200.200 eq 80 SYN
IP 5
IP

| oL-8242-02-J
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| CSS
1-2 clause
IP
1-2 clause
number 1 254
action bypass deny permit
protocol any icmp
igp igmp ospf tcp udp
source_info
e ip_address IP
IP IP
e hostname
CSS DNS
CSS
e any IP
e nglngl_name IP
Network Qualifier List NQL;
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css ||
1-2 clause
source_port
* eqport
e ltport
e gtport
* neq port
¢ range low high 1 65535
low high

destination_info

e destination any

e destination content owner_name/rule_name

/
e destination ip_address IP
IP
IP CIDR
e destination hostname hostname
CSS DNS
CSS
* nql ngl_name IP
NQL NQL
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Css

clause

destination_port

r Cisco Content Services Switch

e eq port
e |tport
e gtport
* neq port
¢ range low high 1 65535
low high
e port names
https = 443 Https
Idap = 389 Ldap
bgp = 179 Bgp
ntp = 123 Ntp
nntp = 119 Nntp
pop = 110 Pop
http = 80 Http
gopher = 70 Gopher
domain = 53 Domain
smtp = 25 Smtp
telnet = 23 Telnet
ftp= 21 Ftp
ftp-data = 20 Ftp-data
none =
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Css ||

1-2 clause

sourcegroup name

show group ?

A

clause number bypass
NATing

ACL
SSL
CSS
SSL
SSL
NAT
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| Css

1-2 clause

prefer service_name

2

Application Peering Protocol APP

APP
ap-redirect@192.168.138.118 show service
summary ACL
CSS
APP

clause 10 permit any any destination any prefer
ap-redirect@192.168.138.118

S

ACL

ACL ACL
DNS ACL

Cisco Content Services Switch
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CSSs | |
ACL
CSS ACL ACL
apply circuit
ACL
ACL7 VLAN1 ACL
ACL 7
(config-acl[7])# clause 200 permit any any destination any
(config-acl[7])# apply circuit- (VLAN1)
ACL
no clause
6
(config-acl[7]) no clause 6
ACL CSS ACL
ACL
ACL
ACL
VLAN1 ACL7 6
1. ACL VLAN1 ACL 7
(config-acl[7]) remove circuit- (VLAN1)
2. 6
(config-acl[7]) no clause 6
3. VLAN1 ACL7
(config-acl[7]) apply circuit- (VLAN1)
Cisco Content Services Switch
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| Css

/

ACL deny all
ACL CSS
acl disable ACL
CSS ACL
SSL ACL
ACL SSL
SSL ACL
ACL exclude

exclude ssl circuit-(VLANnumber) {acl_clause}

e number ACL

e acl_clause 1

G

VLAN1 ACL7 15 10 20

(config-acl[7])# exclude ssl circuit-(VLAN1l) 1,5,10-20

ACL SSL
exclude no

(config-acl[7])# no exclude ssl circuit- (VLAN1)

Cisco Content Services Switch
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Ccss ||

exclude

exclude SSL CSS

ACL  exclude exclude no

Must issue <no exclude ssl circuit- (VLAN#)> command first

1 ACL 1 exclude exclude
VLAN VLAN no exclude

Only one <exclude ssl circuit- (VLAN#)> command per-ACL

exclude ACL VLAN

Command <exclude ssl circuit- (VLAN#)> command found on different
ACL

ACL  exclude ACL 1 apply

Only one <apply circuit- (VLAN#)> command allowed with exclude
configured

ACL apply exclude

apply exclude apply

ACL exclude apply
VLAN VLAN

No circuit apply command or exclude ssl circuit mismatch

1 exclude apply
ACL

Command <exclude ssl circuit- (VLAN#)> command on different ACL
than apply

| oL-8242-02-J
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| CSS
e apply exclude no
apply ACL
SSL
o VLAN exclude
interface slot/subslot
no bridge vlan
DNS ACL
ACL apply
DNS ACL
N
ACL apply circuit
ACL
ACL
Cannot apply ACL for it has no clauses
ACL
e apply all ACL
(config-acl[7])# apply all
e apply circuit - (circuit_name) ACL acl7

VLAN1

(config-acl[7])# apply circuit- (VLAN1)

apply ?
e applydns DNS ACL

(config-acl[7])# apply dns

r Cisco Content Services Switch
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CSS | |
add dns domain_ name Css
DNS apply dns
ACL
CSS  dns-server host
CSS DNS CSS
DNS apply dns ACL
ACL CSS ACL acl enable
CSS ACL acl
enable CSS ACL
DNS ACL
ACL ACL DNS
ACL ACL
DNS ACL remove
ACL
e remove all ACL
(config-acl[7])# remove all
* remove circuit - (circuit_name) ACL

(config-acl[7])# remove circuit-(VLAN1)

remove ?
e removedns DNS ACL

(config-acl[7])# remove dns

Cisco Content Services Switch
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| CSS
ACL ACL
CSS ACL ACL
deny all
CSs ACL ACL
CSs ACL
1. CSs ACL

(config) # acl disable

2. ACL ACL

(config-acl[7])# remove circuit-(VLAN1)

3. ACL

ACL permit ACL
CSS ACL

4. ACL

(config-acl[7])# apply circuit- (VLAN1)

5. CSS ACL

(config)# acl enable

CSS ACL

ACL ACL CSs
ACL CSss ACL
CSss
permit ACL

Cisco Content Services Switch
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CSS ||
ACL CSS ACL
ACL
ACL ACL  permit
ACL
deny all
CSs 3 VLAN1 VLAN2 VLAN3
ACL VLAN1 ACL
VLAN1 ACL
VLAN2 VLANS3 ACL
deny all
CSS ACL
ACL
acl enable CSs ACL
ACL
(config)# acl enable
CSS ACL
ACL ACL
ACL ACL CSS
ACL ACL
deny all
A
CSS ACL CSS ACL

CSS

Cisco Content Services Switch
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| CSss

CSS ACL

(config)# acl disable

ACL

show acl

show acl

ACL
e Content Hits / UDP TCP
CSsS
ACL ACL
e Router Hits TCP  UDP ACL
ACL CSS
UDP TCP Telnet FTP
ACL
e DNSHits ACL DNS ACL
DNS DNS
DNS
CSS ACL
ACL CSS ACL
ACL
ACL CSS
ACL ACL

e show acl ACL
e show acl index ACL

1 99
e show acl config ACL

ACL

Cisco Content Services Switch
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| 1 css

(config)# show acl 2

1-3 show acl

1-3 show acl

Ccss ||

Acl ACL

1 99

Clause

1 254

Action

permit deny bypass

Source

Destination

Log

ACL

Content Hits

CSS

Router Hits Telnet
UDP

FTP TCP
CsS

DNS Hits DNS

ACL

ACL 0

zero counts
DNS
ACL
ACL

(config-acl[7])# zero counts

Cisco Content Services Switch

ACL show acl
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1 css |

| Css
ACL
ACL ACL
logging
logging Cisco Content
Services Switch Administration Guide
Y
ACL ACL
CSS
ACL ACL
ACL
logging subsystem acl level debug-7
CSS clause log enable CSS
ACL clause log

enable

(config-acl[7])# clause 1 log enable

CSS ACL ACL

1. CSS ACL

(config) # acl disable

2. ACL

(config)# acl 7
(config-acl[7])#

3. ACL

(config-acl[7]) remove circuit- (VLAN1)

Cisco Content Services Switch
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| 1 css

Css ||

4,
(config-acl[7])# clause 1 log enable
5. ACL
(config-acl[7])# apply circuit-(VLAN1)
6. CSS ACL
(config)# acl enable
ACL
1. CSS ACL
(config)# acl disable
2. ACL
(config)# acl 7
(config-acl[7])#
3. ACL
(config-acl[7]) remove circuit-(VLAN1)
4.
(config-acl[7])# clause 1 log disable
5. ACL
(config-acl[7])# apply circuit-(VLAN1)
6. CSS ACL

(config)# acl enable

ACL

(config) # no logging subsystem acl

| oL-8242-02-J
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1 css |

[ | CSSs
ACL
ACL 1 VLAN VLAN1 CSS Serverl Server?2
ACL
. 172.16.107.x
Telnet FTP TFTP VLAN1 Serverl
Server2
o 172.16.107.x URL 172.16.107.35 VIP
e 172.16.107.x VLAN1 Serverl
Server2
o 20 172.16.107.0 Serverl IP
172.16.107.15
o 30 172.16.107.0 Server2 IP
172.16.107.16
. 40 172.16.107.0 VIP 172.16.107.35
80 HTTP
o 50 Internet Control Message Protocol ICMP;
VLAN
. 60 UDP VLAN 520 Routing Information
Protocol RIP;
172.16.107.x
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| 1 css

. 70

ACL

Css

Ihkkkkkkkkkkkkkhkhkhkkkkkhkhx AQ[, *kkkhkkhkhhhhhhhkhkhkhkhkkhkkx

acl 1
clause

172.16.

clause

172.16.

clause
172.16
clause
clause
clause

Cisco Content Services Switch

20 permit
107.15
30 permit
107.16
40 permit

.107.35 eq

50 permit
60 permit

any 172.16.107.0 255.255.255.0 destination
any 172.16.107.0 255.255.255.0 destination

any 172.16.107.0 255.255.255.0 destination
80

ICMP any destination any

udp any destination any eq 520

70 deny any any destination any
apply circuit- (VLAN1)
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1 css |

W AcCL

ACL

NQL NQL
NQL IP
NQL ACL
NQL
NQL 1 ACL 1

CSS 512

e NOQL
e CSS NQL

NQL
NQL nqgl
(config-ngl [name]) NQL
NQL
NQL

e NOQL
e NOQL
* NOQL
e ACL NQL
e NOQL

Cisco Content Services Switch
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1 Css

ACL ||
NQL
NQL NQL
31 CSS
512 NQL
(config)# ngl bypass_ngl
(config-ngl [bypass_ngll)#
NQL nql ? NQL
NQL no nql
(config)# no nqgl bypass_nqgl
NQL
NQL NQL description
NQL 63
(config-ngl [bypass_ngl])# description “Bypass services”
NQL
512 NQL ip address
IP
IP

ip address ip_address[/subnet_prefix| subnet_mask] {*description”}{log}

Cisco Content Services Switch
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1 css |

W AcCL

e ip_address IP 10
192.168.0.0

e subnet_prefix|subnet_mask CIDR IP

/16 8 32 IP
e subnet_mask 10 IP

255.255.0.0
e “description” IP 63
e log NQL
NQL
NQL NQL

(config) logging subsystem nql level debug-7
Cisco Content Services Switch
Administration Guide

NQL bypass_ngl 2

(config-ngl [bypass_ngl])# ip address 192.168.0.0/16 “Network of
dynamic mail content” log
(config-ngl [bypass_ngl])# ip address 123.123.123.0/24

NQL

(config) # logging subsystem nqgl level debug-7

/
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| 1 css

ACL | |

NQL IP no ip address

(config-ngl [bypass_ngl])# no ip address 192.168.0.0/16

ACL NQL
NQL ACL
1. ACL
(config)# acl 10
2. NQL
NQL bypass_ng|
80
(config-acl[10])# clause 1 bypass any any destination nqgl
bypass_ngl eq 80
NQL
NQL show nql
e show nql NQL NQL
NQL
¢ show ngl ngl_name NQL NQL
NQL show nqgl ?

(config-ngl [bypass_ngl])# show ngl

Cisco Content Services Switch
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1 css |

W AcCL

1-4 show nql

14 show nql

Name NQL
Description NQL
IP Addresses NQL IP
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CHAPTER 2

SSHD

Secure Shell Daemon  SSHD

2 CSS
OpenSSH SSHD CSS
CSS
CSS SSHD SSH vl v2
SSH vl 3DES Blowfish
SSH v2 128 AES Blowfish 3DES CAST128 Arcfour 192
AES 256 AES
SSHD
CSS
CSS
SSHD
CSS
SSHD SSHD

Unable to initialize sshd; failure to seed random number generator

Cisco Content Services Switch
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2 SSHD |

e SSH

e SSH

e CSS SSHD

e SSHD Telnet
e SSHD
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m. OL-8242-02-J |




| 2 SSHD

SSH ||

SSH

CSS SSH
e CSS
e CSS
~
SSH
1. CSS license

# license

Enter the Software License Key (g to quit): nnnnnnnnnnnn

SSH

Cisco Content Services Switch
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2 SSHD
M ssH

SSH

SSH CSS no restrict ssh
SSH running-config
SSHD Telnet
Telnet

1 CSS
telnet-access disable

SSH CSS

(config) # no restrict ssh

SSH

(config) # restrict ssh

r Cisco Content Services Switch
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| 2 SSHD

Css SSHD ||
CSS SSHD
e sshd keepalive TCP
e sshd port SSHD
e sshd server-keybits
SSH v1
e sshd version CSS SSH
SSHD CSS SSHD  SSH
SSH no
restrict ssh
SSHD
CSS TCP
SSHD
SSHD
SSHD sshd keepalive
SSHD
SSHD

(config)# sshd keepalive

SSHD

(config)# no sshd keepalive

Cisco Content Services Switch
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2 SSHD I

W css SSHD

SSHD

2

SSHD

2

SSH 22

sshd port 22
512 65535

sshd

CSS

65530 SSHD

(config)# sshd port 65530

22
(config) # no sshd port
sshd
server-keybits sshd server-keybits SSH vl
512 1024
768
512 1024 CSS
5.00 512 32768
1024 768

CSS

NETMAN-3: sshd: Bad server key size <configured value>; range 512 to

1024; defaulting to 768

Cisco Content Services Switch
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2 SSHD

Css SSHD ||
1024
(config)# sshd server-keybits 1024
768
(config)# no sshd server-keybits
SSHD
CSS SSHvl v2 SSH vl

V2 CSS

sshd version v1|v2

e vl SSHvl
e v2 SSHv2
SSH v1

(config)# sshd version vl

SSH v2

(config)# sshd version v2

SSH v1 V2

(config) # no sshd version

Cisco Content Services Switch

sshd version

CSS
CSS

CSS

CSS

CSS
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2 SSHD

W SSHD Telnet

SSHD Telnet

CSS Telnet SSHD

CSS Telnet
SSHD Telnet

CSS Telnet
restrict telnet

Telenet

(config)# restrict telnet

CSS Telnet

(config)# no restrict telnet

Cisco Content Services Switch
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| 2 SSHD

SSHD | |
SSHD show sshd
¢ show sshd config SSHD
¢ show sshd sessions SSHD
SSH
e show sshd version CSS SSHield
SSHD
# show sshd config
2-1 show radius config
2-1 show sshd config
Maximum Sessions Allowed SSHD
5
Active Sessions SSHD
Log Level
Listen Socket Count SSHD
1
Listen Port SSHD
sshd port
SSH
22
22 512 65535
Listen Address SSHD
0.0.0.0

Cisco Content Services Switch
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2 SSHD

W SSHD

2-1 show sshd config

Server Key Bits SSHv1
768 512
1024

RSA Protocol (SSH1) SSHv1

Empty Passwords

Keepalive TCP

Enabled Disabled SSHD
SSH2 Cipher List
SSHv2

SSHD

# show sshd sessions

Cisco Content Services Switch
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| 2 SSHD
SSHD | |
2-2 show sshd sessions
2-2 show sshd sessions
Session_ID ID
Conn_TID SSHD ID
tSshConn
Login_TID ID tSshCli
PTY_FD CSS CLI
PTY_FD SSH
show lines Line
show sshd sessions
PTY_FD32 SSH
show lines
sshc32 SSH pty_fd32
show lines
SSH

Remote IP/Remote Port |[SSHD IP
SSHD

# show sshd version

SSHield version 1.5, SSH version OpenSSH_3.0.2pl
Cisco Content Services Switch
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2 SSHD I

W SSHD
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RADIUS

CSS

CHAPTER

Remote Authentication Dial-In User Service RADIUS
RADIUS User Datagram Protocol UDP;
CSS
RADIUS RADIUS
RADIUS CSS
CSS IP
ID RADIUS RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

RADIUS RADIUS

Cisco Content Services Switch
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3 RADIUS

css I

RADIUS RADIUS

RADIUS

areyouup
RADIUS

RADIUS

RADIUS

RADIUS
CSS

RADIUS
RADIUS
RADIUS
RADIUS

RADIUS

authentication

RADIUS

CSS

RADIUS

query

RADIUS

RADIUS

radius-server

RADIUS
RADIUS
RADIUS

virtual authentication

CSS
CSS

CSS

console

r Cisco Content Services Switch
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| 3 RADIUS CSSs

RADIUS u
3-1 CSS RADIUS
CLI CLI
3-1 RADIUS
1. Cisco Secure ACS HTML Network Configuration
Add AAA Client Cisco Secure ACS
e AAA Client Hostname
e AAA Client IP Address
o Key
e Authenticate Using
2. CSS RADIUS
3. radius-server primary CSS RADIUS
RADIUS RADIUS

(config)# radius-server primary 172.27.56.76 secret Hello

4. radius-server secondary CSS RADIUS

RADIUS RADIUS

(config)# radius-server secondary 172.27.56.79 secret Hello

Cisco Content Services Switch
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3 RADIUS Css |

H RADIUS

3-1 RADIUS

5. virtual authentication
1 CSS

#(config) wvirtual authentication primary radius

6. show radius RADIUS
RADIUS

(config)# show radius config all
(config)# show radius statistics all

3-1

!*************************** GLOBAL B I I I I
radius-server primary 172.27.56.76 secret Hello auth-port 1645
radius-server secondary 172.27.56.79 secret Hello auth-port 1645
virtual authentication primary radius

Cisco Content Services Switch
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| 3 RADIUS Ccss
Ccss RADIUS | |
RADIUS
RADIUS RADIUS CSS
Cisco Secure Access Control Server  ACS RADIUS
CSS
Cisco Secure ACS Cisco Secure ACS HTML
Network Configuration Add AAA Client
e AAA Client Hostname CSS
e AAAClient IP Address CSS  Cisco Secure ACS CSS
CSS IP
e Key CSS Cisco Secure ACS
CSS  Cisco Secure ACS
¢ Authenticate Using CSS IETF RADIUS
RADIUS IETF
CSS RADIUS
1. Cisco Secure ACSHTML Group Setup Group

Setup Select

Cisco Content Services Switch

RADIUS
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3 RADIUS Css |

W css RADIUS

2. Cisco Secure ACS HTML Group Settings
IETF RADIUS Attributes, [006] Service-Type
Administrative CSS
RADIUS Administrative

Cisco Secure ACS HTML
User Setup
e User Setup Select
e User Setup Edit
Password Authentication
Password
Group RADIUS

Cisco Content Services Switch
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| 3 RADIUS CSS
RADIUS ||
CSS RADIUS
RADIUS radius-server
primary
radius-server primary ip_address secret string {auth-port port_number}
* primary ip_address RADIUS IP
10 IP 192.168.11.1
myhost.mydomain.com
e secret string RADIUS CSS RADIUS
RADIUS
16
e auth-port port_number RADIUS
RADIUS UDP
0 65535 1645
RADIUS
(config)# radius-server primary 172.27.56.76 secret Hello auth-port
30658
RADIUS
(config) # no radius-server primary
Cisco Content Services Switch
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3 RADIUS css I

| RADIUS

RADIUS

CSss RADIUS
RADIUS CSS RADIUS
RADIUS
radius-server secondary

/

RADIUS

radius-server secondary ip_address secret string {auth-port port_number}

e secondary ip_address RADIUS IP
10 IP 192.168.11.1
myhost.mydomain.com
e secret string RADIUS CSS RADIUS
RADIUS
16
e auth-port port_number RADIUS
RADIUS UDP
0 65535 1645
RADIUS

(config) radius-server secondary 172.27.56.79 secret Hello auth-port
30658

RADIUS

(config) # no radius-server secondary
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| 3 RADIUS CSSs

RADIUS n
CSS RADIUS
RADIUS 10 CSS
RADIUS
radius-server timeout
radius-server retransmit RADIUS
1 255
RADIUS 1 60
(config)# radius-server timeout 60
RADIUS 10

(config)# no radius-server timeout

Cisco Content Services Switch
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3 RADIUS css I

H RADIUS

RADIUS

CSsS RADIUS
3
RADIUS
radius-server retransmit RADIUS
1 30
RADIUS CSS RADIUS

radius-server dead-time

RADIUS
CSS
RADIUS
RADIUS 5
(config)# radius-server retransmit 5
RADIUS 3

(config)# no radius-server retransmit

Cisco Content Services Switch
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| 3 RADIUS CSSs

RADIUS n

RADIUS

CSsS
RADIUS
radius-server retransmit
CSS
radius-server dead-time 1 255
5

RADIUS 15

(config) # radius-server dead-time 15

RADIUS 5

(config) # no radius-server dead-time

Cisco Content Services Switch
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3 RADIUS Css |

H RADIUS

RADIUS

RADIUS show radius

¢ show radius config [all|primary|secondary]
RADIUS

e show radius statistics [all|primary|secondary]
RADIUS

RADIUS

(config) # show radius config primary

RADIUS

(config) # show radius statistics secondary
3-2 show radius config

3-2 show radius config

Server IP Address RADIUS IP
Secret RADIUS CSS RADIUS
Port RADIUS CSS RADIUS
UDP
1645
State RADIUS ALIVE DOWN UNKNOWN
Dead Timer RADIUS
CSS
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| 3 RADIUS CSSs

RADIUS n
3-2 show radius config
Timeout CSS RADIUS RADIUS
Retransmit Limit  |CSS RADIUS RADIUS
Probes RADIUS
CSS
RADIUS

Cisco Content Services Switch
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3 RADIUS css |
H RADIUS
3-3 show radius statistics
3-3 show radius statistics
Server IP address RADIUS IP
Accepts RADIUS CSS RADIUS
Requests CSS RADIUS RADIUS
Retransmits CSS RADIUS
RADIUS
Rejects CSS RADIUS
RADIUS
Bad Responses CSS RADIUS RADIUS
Bad Authenticators RADIUS CSS RADIUS
Pending Requests RADIUS
Timeouts CSS RADIUS
RADIUS
Discarded Authentication RADIUS
Requests
Cisco Content Services Switch
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CHAPTER I

TACACS+
CSS

Terminal Access Controller Access Control System
network access server  NAS;

NAS

CSS  TACACS+

e TACACS+

e CSS TACACS+
N TACACS+

e TACACS+

e TACACS+

e TACACS+

e TACACS+

CSS  TACACS+
TACACS+

Cisco Content Services Switch

TACACS+

TCP

CSS
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4 TACACS+ css |

Wl TACACS+

TACACS+

4-1 CSS TACACS+

CLI CLI

4-1 TACACS+

1.

Cisco Secure ACS HTML Network Configuration
Add AAA Client Cisco Secure ACS

* AAA Client Hostname
e AAA Client IP Address
o Key

e Authenticate Using

2.

CSS TACACS+

TACACS+

TACACS+
TACACS+

4,

tacacs-server
IP

TACACS+

(config)# tacacs-server 192.168.11.1 12 20 “summary” primary
frequency 10

Cisco Content Services Switch
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4 TACACS+ css
||

TACACS+

4-1 TACACS+

5. virtual authentication

#(config) wvirtual authentication primary tacacs

6. TACACS+ TACACS+

(config)# show tacacs-server

4-1

Ihkkkkkkkkkkkkkhkkkkkhkkkkx QILOBAL *** kkkkkhkkkhkhkhkhkkkhkkx

virtual authentication primary tacacs
tacacs-server 192.168.11.1 12 20 6dab4b3gibcbef3e primary frequency 10

Cisco Content Services Switch
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4 TACACS+ css |

WM css TACACS+
CSS TACACS+
TACACS+
TACACS+ TACACS+ CSS
Cisco Secure Access Control Server ACS TACACS+
Cisco Secure ACS Cisco Secure ACS HTML

Network Configuration Add AAA Client

AAA Client Hostname CSS

AAA Client IP Address CSS  Cisco Secure ACS CSS
CSS IP

Key CSS Cisco Secure ACS
CSS  Cisco Secure ACS

Authenticate Using TACACS+ (Cisco 10S)

CSSs privilege
TACACS+
CSS privilege
TACACS+ privilege
CSS SuperUser
privilege
CSS User
Cisco Content Services Switch
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| 4 TACACS+ css

Css TACACS+ ||
1. Cisco Secure ACSHTML Group Setup Group
Setup Select TACACS+
2. Shell Command Authorization Set Per Group Command
Authorization
3. Unmatched Cisco 10S Commands privilege
e CSS SuperUser Permit
SuperUser CSS
e CSS  User Deny User
CSS CSS show

1. Shared Profile Components  Shell Command Authorization Sets

2. Add

Unmatched Commands privilege

e CSS SuperUser Permit
SuperUser CSS
e CSS  User Deny User
Css CSs show

5. Group Setup Select Group Setup TACACS+
6. Shell Command Authorization Set Assign a Shell Command

Authorization Set for any network device

Cisco Content Services Switch
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4 TACACS+ Css |

W css TACACS+

Cisco Secure ACS HTML
User Setup
e User Setup Select
e User Setup Edit
Password Authentication
Password
Group TACACS+
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| 4 TACACS+ css

TACACS+ | |

TACACS+

TACACS+
TACACS+

N CSS TACACS+

. TACACS+

~

TACACS+
TACACS+

CSS TACACS+

CSS TACACS+
TACACS+ TACACS+
CSS TACACS+ TCP

CSS
CSS

3 TACACS+

Cisco Content Services Switch
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4 TACACS+ css |

| TACACS+

CSS 3 TACACS+

CSS virtual
console TACACS+ RADIUS
2
1 CSS
tacacs-server timeout
1 255 5
TACACS+
60

# (config) tacacs-server timeout 60

#(config) no tacacs-server timeout

A

TACACS+
TACACS+

Cisco Content Services Switch
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| 4 TACACS+ css

TACACS+ ||
CSS TACACS+
CSS  TACACS+ TACACS+
TACACS+ CSS
tacacs-server key
DES
DES 100

TACACS+

# (config) tacacs-server key “market”

DES

# (config) tacacs-server key acskefterefesdtx

#(config) no tacacs-server key

2

TACACS+
TACACS+

Cisco Content Services Switch
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4 TACACS+ css |

| TACACS+
TACACS+
CSs TACACS+
TACACS+ TACACS+
CSs TACACS+ TCP
CSs
TACACS+ CSs
CSs
TACACS+
tacacs-server frequency
tacacs-server frequency number
number 0 255
5 0
TACACS+ 50

(config)# no tacacs-server frequency 50

~

TACACS+
TACACS+

TACACS+ 5
no tacacs-server frequency

(config) # no tacacs-server frequency
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| 4 TACACS+ css

TACACS+ | |
TACACS+
TACACS+ TACACS+
CSS 3
1 CSS
CSS
TCP 5 TACACS+
Alive Dying Dead Css
TCP
~
TACACS+ Cisco Secure Access Control Server
TACACS+
TACACS+
TACACS+
CSS TACACS+

tacacs-server

tacacs-server ip_address port {timeout [“cleartext_key”|des_key]} {primary}
{frequency number}

e ip_address TACACS+ IP IP 10
e port TACACS+ TCP 49 1
65535

Cisco Content Services Switch
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4 TACACS+ css |

Wl TACACS+

e timeout 1
255 5 tacacs-server
timeout TACACS+

CSS TACACS+
e “cleartext_key”|des_key CSS
CSS TACACS+ TACACS+
TACACS+
DES
DES
100

tacacs-server key

* primary TACACS+

e frequency number TACACS+

number 5
0 255 0

tacacs-server frequency

/

IP 192.168.11.1 49
12 summary
10 TACACS+ TACACS+

#(config) tacacs-server 192.168.11.1 12 20 “summary” primary frequency 10

Cisco Content Services Switch
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4 TACACS+

Css

TACACS+ ||
IP 192.168.11.1 49 TACACS+
#(config) no tacacs-server 192.168.11.1 49
TACACS+ virtual authentication console

authentication

TACACS+ 2
1 CSS

Cisco Content Services Switch
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4  TACACS+ css |

W TACACS+
TACACS+
TACACS+ CSS
TACACS+ CSS
2
e CSS
Cisco Content Services Switch
Command Reference
cls clearscreen endbranch help ping show terminal traceroute
Cisco Content Services Switch Command Reference
~
CSS TACACS+ CSS TACACS+
CSS XML
XML TACACS+
TACACS+
TACACS+ CSS
TACACS+
CSS

Cisco Content Services Switch
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| 4 TACACS+ css
TACACS+ | |
7.30.1.05 CLI
TACACS+
TACACS+
7.30.1.05
TACACS+

tacacs-server authorize config

# (config) tacacs-server authorize config

tacacs-server authorize non-config

#(config) tacacs-server authorize non-config

no

#(config) no tacacs-server authorize config

#(config) no tacacs-server authorize non-config

| oL-8242-02-J
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4 TACACS+ css |

Wl TACACS+ Ccss

TACACS+ CSS

CSS TACACS+

TACACS+

CSS
no

#(config) no tacacs-server send-full-command

tacacs-server
send-full-command

#(config) tacacs-server send-full-command
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| 4 TACACS+ css

TACACS+ ||
TACACS+
TACACS+
TACACS+ CSS
2
e CSS
CSS
)
TACACS+
TACACS+ tacacs-server account config
#(config) tacacs-server account config
TACACS+ tacacs-server account non-config

#(config) tacacs-server account non-config

no

#(config) no tacacs-server account config

Cisco Content Services Switch
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4 TACACS+ CSS

W TACACS+

#(config) no tacacs-server account non-config
TACACS+

TACACS+ show tacacs-server

(config) # show tacacs-server

4-2 show tacacs-server
4-2 show tacacs-server
IP/Port TACACS+ IP
State TCP
Alive Dying Dead

Primary TACACS+

Authen TACACS+

Author TACACS+

Account TACACS+

Key TACACS+

Server Timeout CSS TACACS+

Server Frequency TACACS+

Global Timeout CSS TACACS+

Global KAL TACACS+

Frequency

Cisco Content Services Switch
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4 TACACS+ Css

4-2 show tacacs-server

TACACS+ | |

Global Key

TACACS+

Authorize Config
Commands

Authorize Non-Config

Account Config
Commands

CSS TACACS+

Account Non-Config

CSS TACACS+

Cisco Content Services Switch
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Wl TACACS+
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CSS  Firewall Load Balancing FWLB;

CsS
« FWLB
« FWLB
. VIP FWLB
.
. [
. P
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N FwLB

FWLB 1 CSS
15
FWLB CSS
1P IP
CSS IP IP
XOR
CSS
CSS IP IP
CSS CSS ICMP
CSS 3 16
CSS
CSS CSS CSS
FWLB 3
IP 1 IP
FWLB
FWLB

s

Network Address Translation NAT;
NAT CSS
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FWLB ||
FWLB CSS
L]
IP IP
CSSVLAN IP
e CSS
FWLB
Check Point™ Firewall-1®
UDP RPC
NAT
1 FWLB
5-1
A
Firewall-1
Check Point Software FireWall-1 Architecture and Administration guide Active

Network Management
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N FwLB

FWLB

CSS

CSS

CSS 1 IP

/

ip route... firewall

CSS

ip firewall

ip firewall index local_firewall_IP_address remote_firewall_IP_address
remote_switch_IP_address

s

IP 10 192.168.11.1

e index 1 254
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5
FWLB | |

e J|ocal_firewall _IP_address = CSS

IP
e remote_firewall_IP_address CSS
IP
e remote_switch_IP_address CSS IP

(config)# ip firewall 1 192.168.27.1 192.168.28.1 192.168.28.3

(config)# no ip firewall 1

CSS CSSs ICMP
2 Css
CSSs
CSS
Css Css
ip firewall timeout number 3 16
3
>
3
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N FwLB

16

(config)# ip firewall timeout 16

3

(config)# no ip firewall timeout

IP
ip route...
firewall IP
Y
ip firewall
ip route ip_address subnet_mask firewall index distance
ip_address IP 10
192.168.11.1
subnet_mask IP
CIDR 24 1P
10 255.255.255.0
index
ip firewall
oL-8242-02-J |
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e distance 1 254
1
A
CLI IP
(config)# ip route 192.168.2.0/24 firewall 1 2
(config)# no ip route 192.168.2.0/24 firewall 1
OSPF
OSPF
ospf redistribute firewall
OSPF

* metric

1 16,777,215 1
e tag 32

autonomous system boundary router ASBR;
* typel ASE 1
ASE 2 1 2
2 ASE
1
ASE ASBR
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N FwLB

s

(config)# ospf redistribute firewall metric 3 typel

(config)# no ospf redistribute firewall

RIP
RIP
rip redistribute firewall
CSS
1 15 1
RIP

(config)# rip redistribute firewall 3

RIP RIP RIP

(config)# no rip redistribute firewall

r Cisco Content Services Switch
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FWLB ||
FWLB
2 CSS 2 FWLB
FWLB
CSS
IP IP
CSSVLAN IP
ip firewall
e CSS
5-1 CSS-A
1. ip firewall 1

(config)# ip firewall 1 192.168.28.1 192.168.27.1 192.168.27.3

2. iproute 1

(config)# ip route 192.168.2.0/24 firewall 1

3. ipfirewall 2

(config)# ip firewall 2 192.168.28.2 192.168.27.2 192.168.27.3

4. iproute 2

(config)# ip route 192.168.2.0/24 firewall 2
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N FwLB

5-1 CSS-B

1. ip firewall 1

(config)# ip firewall 1 192.168.27.1 192.168.28.1 192.168.28.3

2. iproute 1

(config)# ip route 0.0.0.0/0 firewall 1

3. ipfirewall 2

(config)# ip firewall 2 192.168.27.2 192.168.28.2 192.168.28.3

4. iproute 2

(config)# ip route 0.0.0.0/0 firewall 2

IP

(config)# show running-config
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FWLB | |

5-1

5-1 FWLB

/VLAN1
192.168.28.1 192.168.28.3 192.168.28.2
e

a7
T27A7 -’ .;
— = 27T
"77]——)[/1-” T7AT 04— LR > _,’ 54—l 2
192168271 VLANA1 192168272
192 168.27.3
\’/
CSS-B g ; —————————
L VLAN2 - 192.168.2.153
= = = A
| | |
H—s\ 1 H—sN2 H—/\3 ¥
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N vir FWLB
VIP FWLB
FWLB VIP
o 3
o CSS /
~
VIP Cisco Content

Services Switch Redundancy Configuration Guide

2 CSsS 2 L2
1 CSS
CSS
~
FWLB VIP
VIP VIP  FWLB
VIP Cisco Content Services Switch

Redundancy Configuration Guide

VIP
CSS
FWLB
VIP
5-2 CSS-OUT-L  CSS-IN-L
2

CSS CSS

2
CSS-OUT-R  CSS-IN-R

r Cisco Content Services Switch
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VIP FWLB | |

5-2 VIP/ FWLB

‘\\@E4/9
CSS-OUT—L ’ S112 -’ CSS-OUT-R
\ 10.2.1.253

I/f’(' 2RAYTF

10.2.200.3 \ 10.2.200.4
10.2.200.13 10.2.200.14

10.2.1 .254

L1y 27«(“/9'-

10.2.200.1 10.2.200.2
10.2.200.11 & 10.2.200.12 & P )
= =7 =7 g
7747-;; 77475’4 .;,47747 .;7747
wA—L 1B Hr—L 2B B or—L3 B or—L4a
10.3.200.1 10.3.200.2 10.3.200.3 10.3.200.4
10.3.200.11 10.3.200.12 10.3.200.13 10.3.200.14

LAY 2 R4 YF LAY 2RAYF

10.3.1.224 10.3.1.223

CSS-IN-L / \ CSS-IN-R

59263

1 10 1 CSS
CSS-OUT-L CSS-OUT-R  CSS-IN-L
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N vir FWLB

ap-kal-fwlb-multinet
realAddress

secondaryAddress
ARP 1
)
ARP
MAC
ARP
1 3
2 1 1
50

)

CSs

CSs
redundancy-up
CSs

Cisco Content Services Switch Redundancy Configuration Guide
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ip firewall  ip route 4
5-2

CSS-OUT-L
ip firewall 1 10.2.200.1 10.3.200.1 10.3.1.224
ip firewall 2 10.2.200.2 10.3.200.2 10.3.1.224
ip firewall 3 10.2.200.3 10.3.200.3 10.3.1.224
ip firewall 4 10.2.200.4 10.3.200.4 10.3.1.224
ip firewall 11 10.2.200.11 10.3.200.11 10.3.1.223
ip firewall 12 10.2.200.12 10.3.200.12 10.3.1.223
ip firewall 13 10.2.200.13 10.3.200.13 10.3.1.223
ip firewall 14 10.2.200.14 10.3.200.14 10.3.1.223
ip route 10.3.0.0 255.255.0.0 firewall 1 1
ip route 10.3.0.0 255.255.0.0 firewall 2 1
ip route 10.3.0.0 255.255.0.0 firewall 3 1
ip route 10.3.0.0 255.255.0.0 firewall 4 1
ip route 10.3.0.0 255.255.0.0 firewall 11 10
ip route 10.3.0.0 255.255.0.0 firewall 12 10
ip route 10.3.0.0 255.255.0.0 firewall 13 10
ip route 10.3.0.0 255.255.0.0 firewall 14 10
CSS-OUT-R
ip firewall 11 10.2.200.11 10.3.200.11 10.3.1.223
ip firewall 12 10.2.200.12 10.3.200.12 10.3.1.223
ip firewall 13 10.2.200.13 10.3.200.13 10.3.1.223
ip firewall 14 10.2.200.14 10.3.200.14 10.3.1.223

ip firewall 1 10.2.200.1 10.3.200.1 10.3.1.224
ip firewall 2 10.2.200.2 10.3.200.2 10.3.1.224
ip firewall 3 10.2.200.3 10.3.200.3 10.3.1.224
ip firewall 4 10.2.200.4 10.3.200.4 10.3.1.224
ip route 10.3.0.0 255.255.0.0 firewall 11 1
ip route 10.3.0.0 255.255.0.0 firewall 12 1
ip route 10.3.0.0 255.255.0.0 firewall 13 1
ip route 10.3.0.0 255.255.0.0 firewall 14 1
ip route 10.3.0.0 255.255.0.0 firewall 1 10
ip route 10.3.0.0 255.255.0.0 firewall 2 10
ip route 10.3.0.0 255.255.0.0 firewall 3 10
ip route 10.3.0.0 255.255.0.0 firewall 4 10
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W viP FWLB
CSS-IN-L
ip firewall 1 10.3.200.1 10.2.200.1 10.2.1.254
ip firewall 2 10.3.200.2 10.2.200.2 10.2.1.254
ip firewall 3 10.3.200.3 10.2.200.3 10.2.1.254
ip firewall 4 10.3.200.4 10.2.200.4 10.2.1.254
ip firewall 11 10.3.200.11 10.2.200.11 10.2.1.253
ip firewall 12 10.3.200.12 10.2.200.12 10.2.1.253
ip firewall 13 10.3.200.13 10.2.200.13 10.2.1.253
ip firewall 14 10.3.200.14 10.2.200.14 10.2.1.253
ip route 0.0.0.0 0.0.0.0 firewall 1 1
ip route 0.0.0.0 0.0.0.0 firewall 2 1
ip route 0.0.0.0 0.0.0.0 firewall 3 1
ip route 0.0.0.0 0.0.0.0 firewall 4 1
ip route 0.0.0.0 0.0.0.0 firewall 11 10
ip route 0.0.0.0 0.0.0.0 firewall 12 10
ip route 0.0.0.0 0.0.0.0 firewall 13 10
ip route 0.0.0.0 0.0.0.0 firewall 14 10
CSS-IN-R
ip firewall 11 10.3.200.11 10.2.200.11 10.2.1.253
ip firewall 12 10.3.200.12 10.2.200.12 10.2.1.253
ip firewall 13 10.3.200.13 10.2.200.13 10.2.1.253
ip firewall 14 10.3.200.14 10.2.200.14 10.2.1.253
ip firewall 1 10.3.200.1 10.2.200.1 10.2.1.254
ip firewall 2 10.3.200.2 10.2.200.2 10.2.1.254
ip firewall 3 10.3.200.3 10.2.200.3 10.2.1.254
ip firewall 4 10.3.200.4 10.2.200.4 10.2.1.254
ip route 0.0.0.0 0.0.0.0 firewall 11 1
ip route 0.0.0.0 0.0.0.0 firewall 12 1
ip route 0.0.0.0 0.0.0.0 firewall 13 1
ip route 0.0.0.0 0.0.0.0 firewall 14 1
ip route 0.0.0.0 0.0.0.0 firewall 1 10
ip route 0.0.0.0 0.0.0.0 firewall 2 10
ip route 0.0.0.0 0.0.0.0 firewall 3 10
ip route 0.0.0.0 0.0.0.0 firewall 4 10
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CSS  Switch Processor  SP; IP
IP
show flows 1 SP
4096
. FWLB

show flows source_address destination_address

e source_address IP 10
192.168.11.1
e destination_address IP 10
192.168.11.1

(config)# show flows 192.165.22.1 192.163.2.3

IP

(config)# show flows 192.165.22.1

1P 1P

(config)# show flows 192.165.22.1 192.163.2.3
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5-1 show flows

5-1 show flow

Src Address

SPort

Dst Address

DPort

NAT Dst Address

NAT

Prot

TCP

UDP

InPort

OutPort

r Cisco Content Services Switch
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IP

show ip routes
firewall

(config)# show ip routes firewall

5-2 show ip routes firewall

5-2 show ip routes firewall

Prefix/length IP
Next hop IP
If ifIndex

Type
Proto

Age
Metric
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IP

CSs
show ip firewall

(config)# show ip firewall

5-3 show ip firewall

5-3 show ip firewall

IP Firewall KAL Timeout

CSS CSS

Firewall Index

State

Init
Reachable Unreachable

Next Hop

1P

Remote Firewall

CSS

Remote Switch

CSS IP

Time Since Last KAL Tx

Time Since Last KAL Rx
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W
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web CVDM
CSS 1-13
1-12
ACL 1-18
X
XML
CSS 1-11
CSS HTTPS SSL
1-12, 1-13 CSS 1-13
CSS HTTP 1-11
1-13
1-9
CSS HTTP
1-12
1-11
1-7
ACL
ACL 1-33
1-8 1-5
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RADIUS 3-4
TACACS+
4-3
1-6
1-3

CSS 1-11

ACL

1-28 1-4
2-3
ACL 1-14
ACL 1-28
ACL 1-27 RADIUS 3-12
CSS TACACS+ 4-11
RADIUS CSS 3-1
1-3
NOQL
ACL 1-18
ACL 1-40
5-9
1-2
1-2
1-3
1-6
ACL 1-27
Cisco Content Services Switch
“. OL-8242-02-J |




Index W

1-6
ACL 1-36
RADIUS 3-12
TACACS+ 4-18 v
1-6
X
Xi
X
RIP 5-8
5-5
55 ACL 1-39
53 SHHD Telnet 2-4,2-8
52 SSHD Telnet  2-4
ACL
1-17
IP 5-20
CSS
P 5-5, 5-6 1-12, 1-13
IP 5-19
5-2 1.3
5-9 1-6
5-4
5-17 15
1-3
1-4
1-5
1-2
1-2
1-4
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5-2
5-4

Cisco Content Services Switch
n. OL-8242-02-J |




	Cisco Content Services Switch セキュリティ コンフィギュレーション ガイド
	目次
	はじめに
	対象読者
	マニュアルの構成
	関連資料
	記号と表記法
	技術情報の入手方法
	Web サイト
	Product Documentation DVD （英語版）
	マニュアルの発注方法（英語版）

	シスコ製品のセキュリティの概要
	シスコ製品のセキュリティ上の問題の報告

	テクニカル サポート
	Japan TAC Web サイト

	その他の資料および情報の入手方法

	第1章　CSS のアクセス制御
	管理者のユーザ名とパスワードの変更
	ユーザ名とパスワードの作成
	CSS へのリモート アクセスの制御
	仮想認証の設定
	コンソール認証の設定

	CSS への管理アクセスの制御
	CSS への管理アクセスの有効化
	CSS への管理アクセスの無効化

	アクセス コントロール リストによる CSS ネットワーク トラフィックの制御
	ACL の概要
	ACL 設定のクイック スタート
	ACL の作成
	ACL の削除
	句の設定
	ACL をグローバルに有効化した場合の句の追加
	句の削除
	SSL モジュール発信トラフィックからの ACL 句の除外
	回線または DNS 問い合せへの ACL の適用
	回線または DNS 問い合せからの ACL の削除
	CSS での ACL の有効化
	CSS での ACL の無効化
	ACL の表示
	ACL カウンタ表示の 0 への設定
	ACL アクティビティのロギング
	ACL の例

	ACL へのネットワーク修飾子リストの設定
	NQL の作成
	NQL の説明の記述
	NQL へのネットワークの追加
	ACL 句への NQL の追加
	NQL 設定の表示


	第2章　SSHD プロトコルの設定
	SSH の有効化
	SSH アクセスの設定
	CSS での SSHD の設定
	SSHD キープアライブの設定
	SSHD ポートの設定
	SSHD サーバキービットの設定
	SSHD バージョンの設定

	SSHD を使用する場合の Telnet アクセスの設定
	SSHD 設定の表示

	第3章　RADIUS サーバのクライアントとしての CSS の設定
	RADIUS 設定のクイック スタート
	CSS で使用するための RADIUS サーバの設定
	認証の設定
	権限付与の設定

	プライマリ RADIUS サーバの指定
	セカンダリ RADIUS サーバの指定
	RADIUS サーバのタイムアウトの設定
	RADIUS サーバの再送信回数の設定
	RADIUS サーバのデッドタイムの設定
	RADIUS サーバ設定情報の表示

	第4章　TACACS+ サーバのクライアントとしての CSS の設定
	TACACS+ 設定のクイック スタート
	CSS で使用する TACACS+ サーバのユーザ アカウントの設定
	認証の設定
	権限付与の設定

	グローバルな TACACS+ アトリビュートの設定
	グローバルな CSS TACACS+ タイムアウト時間の設定
	グローバルな暗号キーの定義
	グローバルな TACACS+ キープアライブ間隔の設定

	TACACS+ サーバの定義
	TACACS+ 権限付与の設定
	TACACS+ サーバへの完全な CSS コマンドの送信
	TACACS+ アカウンティングの設定
	TACACS+ サーバの設定情報の表示

	第5章　ファイアウォール ロード バランシングの設定
	FWLB の概要
	ファイアウォールの同期

	FWLB の設定
	ファイアウォールのキープアライブ タイムアウトの設定
	ファイアウォール用 IP スタティック ルートの設定
	ファイアウォール ルートをアドバタイズするための OSPFの設定
	ファイアウォール ルートをアドバタイズするための RIP の設定
	FWLB スタテック ルート設定の例

	VIP および仮想インターフェイスの冗長設定と FWLB の設定
	ファイアウォールとルート設定の例
	CSS-OUT-L の設定
	CSS-OUT-R の設定
	CSS-IN-L の設定
	CSS-IN-R の設定


	ファイアウォール フローの要約の表示
	ファイアウォール IP ルートの表示
	ファイアウォール IP 情報の表示

	索引

