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XZAYp«wS " f SMBwWG1-tip fb{ CSSxzb,owAl{q

©” EwNe ¢>zZAYp«wtTsOtt 0 tb{"0A WAI{

g©”"xz€ >rgbh”Mt Csst'lo SSLbP a"¢w4CQYbeat
é€"Arezrgwd =US$ «fb{

SSLTATA  ¢"¢>2«AYO="o0iwroé>> b"qz SCM T’
SSLP 4"GtE¢ A&« A&NY ¢ «Uud etb{

« TTAiTAUUGg$t Ob” Ot

« TTATAWAHUOD"Ote+"TpE

« —b"é”A 14i3i-MU

SSLOéO©3 mpAtiloz SSLhP &a"¢Uu!déb”"@CwveU>1
“tb{0¢0o3 @pApxz«d ZiIAT’ SSLb a’gewNeé”>
[$b{fhz SSLP a"¢T'l¢«ail SSL+"TewNé”«
["tb{ SSLb a"¢cU SSL TATAA{>rgbh"MO> [b”

hStz SSLOé©3 s pA> SSL+"TutdC tb{ SSLb a"¢cw

;OwWAltmMoxz H8 - ® CSSSSLf w«  w®SSLP a"ct*”
SSLNé”wrg™ »>£€° 0oXi*M{
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| H1- CSSSSL w*A

CSS pw SSL P a"¢gw;6w"“A ||
SSLP a"¢w s;0xiwqgS“pb{
. SSL4f
e «8 ZiAYA
e l¢«aiA SSL
e SSL %o
SSL 4 f
SSLb a’¢cq«a ziAw wNé”> [b"hStOéo3 @& uA
waiAa> [b"qVtz Web O&c¢t2¢«d 2ZiA£fq HTTP €
C+"1f£w w-©4aaxAY +"Tp>4Cb"\gqpz SSLP 4a"¢x>
YSSL+"iq 0"~ tb{«& 2iAT £6b"b,ow ssL R
€"xz CSSwSSLbh a"¢pd4z tb{
Mlhae€ >4zb"qz SSLb a"¢cxA"»>ig="zfer«ee?
A©uAq o CSStud tb{f o CSSpzé”A 1&isi-w>
Use~+tb{ CSSx\WA"»>«a&? AOpAp HTTP £"1t0d ¢t
b{ CSSWSSL4fwAItmMoxz H4 -® SSL4fwf ~ »>€° 0
XirM{
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H1 -

CSSSSL w*A

Bl CSSpwsSSL b a"gw;6w“A

«d zZTAYA

CSSt'"«& ziAYApxziw:U-Y~retb{

«a Z'I'Aqi"i w/ $s

Al{>006 h«& 2IAUz0 b”ep®©">EloM”"\q
7TEWCA U«& 2ZiAAT{tzE oM"\q
Al{U=® oMsM\q
3-C¥%RBU ®pK"\q
Certificate Revocation Lis¢ CRL; Al{see® & pnA£U

"OuzCei

CAUAI{> “« oMsM\q

tz«d ZIAXAT{HUO fdeef

$ 11 «a

SSL7347 b

ClientHello

>
=<
>

-

SSL H—/\

wsM SSL BETA3E «

«—— ServerHello
< Certificate
[«— ServerHelloDone
ClientkeyExchange ———>f
ChangeCipherSpec ——>
Finished >
«—— ChangeCipherSpec
< Finished

119227

SSLETASE «pxz

CSStf ~+0M

$11t0b‘0O
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| H1- CSSSSL w*A

«& ziAtAl{>06"d"txz

AsE «tAT{A{¢

CSS pw SSL b"a"¢gw;6w"“A

$12t0bOtz+”l pEi

CertificateRequeE Y ¢, -” "> S"ZAUK*“%

bAWA{Y¢ " txzt"IU-Db”Al{w "UGLA+0M?
b{hiz\wY¢-""txYAAUO"+oMtdee{

$ 1-2

SSLYS4A4T7 2k

«& zZiTAYAwK"”

ClientHello
«— ServerHello

<
<

Certificate
<«— CertificateRequest

«—  ServerHelloDone
Certificate >

ClientkeyExchange ———>
CertificateVerify —— >
ChangeCipherSpec ———>f
Finished (F§51t) — >

«—— ChangeCipherSpec

SSL #—/\

«——— Finished (F&21t)

119228

SSL ETA3E «

+ 71U ServerHelloDoneY ¢ -” " >0d6 h™z«d8 2iAxAI{
¢ CertificateEq©” ! 6> t tb{it«& ZiAxz+"IT'wh,
OoWETA3ZE « Yé " WY "EUuA> "z«8 ZTAW- %

©">—:"0zE h

o

CertificateVerify Y ¢ -7 >00 b {x"Ix«
& ZIAW-%©">—loY¢ " >Te="ftb{\et'loz«a

ZiIAUY Mepu©”>EloM”\qUUA”etb{
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H1 - CSSSSL w*A |

Bl CSSpwsSSL b a"gw;6w“A

CertificateVerify Y ¢ -7 pxzZAT{wYpQxUA~retdoe{«d Zi
Awep© "w-% iUz Al{t $+”«wq°*b”TrOTUUA"
eib{\et'“UT"wWxz«d& ZiIAUfwAI{w~ARt—; h
©"0z>t "0S“z wWAI{>06 hwpxsMgMO\gpb{
°MzCSSpxCaiw3-C%RUYps«<wTrOT>UAb”"\qUpV
tb{ X509 Ai{txz CAwep©">—10AI{!O" E«AT.WY¢
Y TERAtZED \qt l10\RA"32C%RU feif

b{CA Ai{txz «& 2iAAI{wA »czE>UAb" CA ~% ©”
U tetb{£"IlU CA Al{>t “z hUlo CAW-%©">t
‘oMeyz «& ZiAAI{U CAt'lozE~ehcwpK”\qU-
YpVib{ CSSpxz>Y SSL+"1]qt7G 4 mwCAAIf p
Vib{

CA x«& ZTAWAI{> “«bqzfwAl{> Certificate Revocation
List¢CRL; Al{e®e uAf£qzys"~ %@ ppAtCQtb{ CA x\weae
HA>=T"z 8$tEYy +b{«d ZiAqz"Ix HTTP & p\w
@UAtZ« -u zZAI{U ®TrOT>UApVib{ CSSpxz CRL »
CSSt “ ®iM0oqOis> [b” CRLe& "A>f pVib{ CcsSs U
CRL>Y4¢ié”"A h™z>Y SSL+"Ixfw CRL>—;"0zb,ow

«8 ziAAIT{w ®Q>-YpVib{

CSSw>Y SSL+"lipw«& ZIAYAwf ¢«8 ZiAYAw

®=zCA Al{wYpQw-Yz CRL& "Awf z>Y SSL+"1ew
CRL e "AwA“posrftmMoxz H4 -®SSL4fwf ~— >€°
“oOXirAM{

T¢«niA  sSL
SSLOEé©3 apAwii«niA  SSL+"iwoiAsepxz SSLb a&”
¢T l¢«miA SSLt"lewNe”™s ["tb{«& ZTAT %

@=A"»>1Z [h™z SSLb a"¢gxfw«d ziAw IPzAep
>-m\gp>Y«8 ziAg o " zNé"wé”A T&i3i-t
—: " h«eaez A©UA A"»>6S% @="02zl¢«aiA +"]ew

SSLE€ >%e th{
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| H1- CSSSSL w*A

SSL %o

CSS pw SSL P a"¢gw;6w"“A ||

CSST'wWuoNeé"pxz SSLP 4”¢x\eqSOM2t t zx"]
T Wh@=A"»>«& ZiAtud Db{ CSSwig «ail

SSL w
AltmMoxz H5 -®l¢«riA SSLwf

y€° 0 XirM{

SSL %o*>f “h CSSxz«d 2iAT «eez

AopA>16°z  SSL
£”lqw SSL-¢3%81>% e 0z«a ZTA€ >

SSLi¢«mihA
€ tAupVib{ SSL4f;tf “h CSS¢>Y SSL+"1£qzi1M
wi¢«aiA  SSL+"I¢ Web+£"l£wrj’ <z SSL+"1q 0—;
b"\qUpVib{

UoNé”"pxz CSSx+"IT'w SSLA"»>1@="z«ee? AouA
s«d ZTAti T fb{ CSSWSSL % swAItmMoxz H6 ® SSL %o
ewf = >€°0Xi*"M{

SSLP a’¢cw;0wAItmMoxz H8 -® CSSSSLf w« w®SSL
P a"¢t"” SSLNé "wrg™ >€° oXi*M{
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Bl CSSpwsSSL b a"gw;6w“A
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CHAPTER 2

SSL f w« ¢ « nw»"A

\w-pxz CSSpw SSLAI{w gMOz>Y SSL+"Iql¢«miA
SSL+"l;w SSLOéO©3 s&uAw RMOz S*| SSLOEéO©3 mpAw
SSL+"TuewdCMOW“A>O ftb{fegew qtz A>&Oh

StzAs CLI "UiA<O tb{ WtOb« ¢« u»"A gqpxz %o
g=qYA;w-%0©" 2¢°@fUq o0z¢ X0t oM” RSA>—;°
oMi1b{

CSSt SSL4f>f b txziw« ¢« u»"A g>fe’oXin

M{

1. RSAAI{S'|©"\Rw« ¢ « u»”"A ¢ 2-1£

2. RSAAI{S‘'|O"W iU"Aw« ¢« U»”"A ¢ 2-2£

3. SSL4fwOéO03 @apAw« ¢« pP»"A ¢ 2-3£

4, SSL4f+"Tpqg TATA C'CWK ¢« u»"A ¢~ 2-6£
f ti¢«miA SSLU feoM"Ouxziw« ¢« u»"A g«
Tee oXirM{

1. T¢«niA SSLwOEO®3 @mpAw« ¢«  U»"A ¢~ 2-4£

2. l¢«niA SSL+£”Tpg TATA CCW« ¢« u»"A ¢~ 2-7£
SSL%oe>f b txziw« ¢« u»"A griee oXi*M{

1. SSL% w0 é0©3 s&pAw« ¢« uU»"A ¢~ 2-5£

2. SSL%oex"Tpw« ¢« u»"A ¢~ 2-8£

3. SSL%osw TATA CICW« ¢« u»"A ¢~ 2-9£
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H2 . SSL f w« ¢« u»"A

|

RSA AT{S‘|©”"\RW« ¢ « p»" A
T 21tz CSSpRSA©” OzqAi{>\Rz ECZ” qw“A>T
1"tb{©"S*|AT{w\Rxz CSSt7 wO©"ihxAl{U O°

sMOuUtzApb{°ap SSLwApuA>e0Ouxz7st RSA ©”q>

AT{>"Rb"\qUpVib{\RAeh>Al{w ®8vx 300 p
b {
T 21 RSA AT{S‘'|®@"W\Rw« ¢« pu»"A
ANAgqTUTAw
1. -é”i¢cf P"At & tb{
# config
(config) #
2. '6t—;b" RSA©" O7>\R 1b{
(config) # ssl genrsa CSSrsakeyl 1024 “passwd123”
Please be patient this could take a few minutes
3. \R'"h RSA©" O7>Ne ¢q ECZ1tb{

(config) # ssl associate rsakey myrsakeyl CSSrsakeyl
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| H2 - SSL f w« ¢« u»"A

T 21 RSAAI{S'|©"W\Rw« ¢« u»"A¢ V£

ANAgqTUTAw
4. RSA©” O02>\R h™tz RSA®©” Oz N« ¢w Certificate Signing
Requestt CSR; AT{zEA{£> "R tb{it«>O tb{

(config) # ssl gencsr myrsakeyl

You are about to be asked to enter information

that will be incorporated into your certificate

request. What you are about to enter is what is

called a Distinguished Name or a DN.

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US] us

State or Province (full name) [SomeState] MA

Locality Name (city) [SomeCity] Boxborough

Organization Name (company name) [Acme Inc] Cisco Systems, Inc.
Organizational Unit Name (section) [Web Administration] Web Admin
Common Name (your domain name) [www.acme.com] WWW.CiSco.com
Email address [webadmin@acme.com] webadmin@cisco.com

MIIBWDCCAQICAQAWgZwxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWINQTETMBEGA1UE
BxMKQm94Ym9yb3VnaDEcMBoGA1UEChMTQ2IzY28gU3IzdGVtcywgSWS5jLIESMBAG
ALUECXMJIV2VIIEFkbWIUMRYWFAYDVQQDEw13d3cuY2IzY28uY29tMSEwWHwWY JKoZI|
hveNAQkBFhJra3JvZWJickBjaXNjby5jb20wXDANBgkghkiGOWOBAQEFAANLADBI
AKEAgHXjtQUVXvmo6tAWPiIMpe60YhzZbJUDgTxbW4VMCygzGZn2wUJTgLrifDB6N3
v+1tKFndE686BhKqfyOidmI3wQIDAQABOAAWDQYJKoZIhveNAQEEBQADQQA94yC3
4SUJJAUQENO20gRGLOZpAEIlc4+IV9aTWKENmMiZsM9IGtOvPhIkLX5jjhVRLIb27Ak
H6D50mXa0SPJan5x

CSS11503(config)#

sslgencsr  UiA>Taeb”qz Privacy Enhanced Maitt PEM; O & |
3ng=Y "cEN¥"UsApOo=nreh PKCS10p CSR U\R A
eZh@tZ—r+tb{\R"eh CSRx CSSt- Aetdoe{

5. AT{A{>YAA¢ CA£t8u ftb{ sYAAw XUzh@t™
OrehAIAfwEE D 1A O"pA‘ouCpVv”  Web
70@-"341> ™ oM1b{

ZFM~2ehOA&c¢2pw 1281 ¢ Aw% g=>+Db"-¢é"l¢ *

AAT{UzAsOuxz CA't SETUP/SGCAI{thx%£"iAl
HA{CoXiIMM{

Al{xz 707°t§Vib{
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H2 . SSL f w« ¢« u»"A |

T 21 RSAAI{S'|©"W\Rw« ¢« u»"A¢ V£

ANAgqTUTAw

6. ¢2tDEZECVWAI{UEXtpw tz CSR >A"R> xweyp
©"pfw CSRtzE 0>Al{>"R z CSRNe ¢c>ApAb”

\gUpVib{\et'lo ®sAT{U\R”etbUz\WAI
{x,qgerw WebO&c¢2pzYYpVsM CAt'lozE~eh«

wq shretb{>Al{w\RtmMoxz ®x~zEAI{w\R™
>€° 0 XiM"M{

7. AlI{U 70Z°t§Mh’zfwAI{>11s FTP+"1tNe. ¢
g o- fb{
« +"1AI{>1Z IhOuxzpuAsO 11.t “fb{
e —=é"lc £ AAID!IZ ThOuxz%ETAT{H>AR

b”2ZAUK“tb{uA¢sO 8.t "1b{

8. http://www.verisign.com/support/install/intermediate.htpr- é " 1 ¢ + A
Al{wa Al{> ""tb{
\WAT{xztTs FTP+"1tNe ¢q o- “tb{

9. Ne ¢>~"R z-é"I¢ + AAT{gqe Al{>fwNe. ¢
t D" tb{7st-é"I¢ + AAT{>b"P" 0oT'a A

(> P"b”"2AUK*“tb{+"1Ai{qe Ai{w txz
c~a&> laead oXirM{

10. Ne ¢>- “Fb{

11.®RSA AT{S‘'|©"w TU"Aw« ¢« u»”A~ ptib"p
A¢;O>i® 0z CSStAI{> TU"A $Db{
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| H2 - SSL f w« ¢« u»"A

RSA AT{S‘|©"w TU"Aw« ¢« H» " A

T 22tz RSAAI{q©” Oz>aeb”A £”IT° CSSt iU"A o
ECZ"hStzAs qw“A>t1 fb{

T 22 RSAAI{S‘|o"w TU"Aw« ¢« p»"A

AAqTUTAw«

1. tT1sNe ¢8u0éA¢¢ FTPEE ™A N+ ¢> [T0zA
1{qepo©”> SFTP+”IT® CSSe iU"A $b{

# ftp-record ssl_record 192.168.19.21 johndoe “abc123”
/home/johndoe

2. t9s FTP>—; 0z TU"A hAI{qep©”> CSSt8u
“tb{
# copy ssl sftp ssl_record import rsacert.pem PEM “passwd123”
Connecting

Completed successfully

# copy ssl sftp ssl_record import rsakey.pem PEM “passwd123”
Connecting
Completed successfully

3. f prAtO“fb{

# config
(config) #

4. RSA-%©"w!6qYA>—;b"txziw g>Tee $b{
a TU”Ah RSAAI{gqNe ¢> ECZth{

(config) # ssl associate cert myrsacertl rsacert.pem

b. TU”Ah RSA©” 0z>Ne ¢cq ECZ1b{
(config) # ssl associate rsakey myrsakeyl rsakey.pem
5. ECZhAI{°W-%©"qz ECZhepu©"qzt- "0
M" =% ©">z+ 2zt U%o°pK"\q>—|Y‘¢b{

(config) # ssl verify myrsacertl myrsakeyl
Certificate mycertl matches key mykey1l

Cisco Content Services Switch SSL  "TNY24aé"3ai A
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H2 . SSL f w« ¢« u»"A

iwlee f «xz 22w UiAwO—AL>O oMiIb{

! GLOBAL
ftp-record ssl-record 192.168.19.21 johndoe des-password
1frapbyg4fldce4d /home/johndoe

ssl associate cert myrsacertl rsacert.pem
ssl associate rsakey myrsakeyl rsakey.pem

SSL 0é©3 apAw« ¢« p»"A

SSLbP a"¢Ul!0b"@Cwvexz SSLOé©: spAtilo>
Netb{\\pxziw;6p—;b"0¢é0©3 @ UAWARMOtmMo
1 tb{

. SSL4f

e l¢«miA SSL

e SSL %o

SSL 4fw0é®©3 @apAwac ¢« p»"A
SSLb 4"¢U«d ZiAT'w SSLE >&~trg o4frdz £”
Jew HTTP € >%eb”‘Otz SSLOé®3 auA°t>Y SSLx"I
> [b"2AUK“$b{
T 23tz SSLOé©®3 @mpA°t>Y SSLx"iw [¢ RSA Ai{q©”
Oz;,WE"Rb"hStzZAsGtTs >0 tb{«a zZiAYA

wf tmMoxz H4 -® SSL4fwf =~ w®«& zZiAYAwf ~ >

€° 0XirM{
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| H2 - SSL f w« ¢«

|J,»"A

723 SSL4fw0Oé©3 @pAw« <« u»”A

ANAgqTUTAw

1.

SSLOé©® apA>r"R ib{

(config)# ssl-proxy-list ssl_listl
Create ssl-list <ssl_list1>, [y/n]: y

SSL Oé©% pA>~"Rb”qz CLIl USSL 0é0©32 @ uhw
ssl-proxy-listf P"AtO“1b{

(config-ssl-proxy-list[ssl_list1])#

2. SSLOé®:3 aepAp>Y SSL+"1>Y b"jg>} “¥b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20

3. >YIP¢VIPEZAGpu>! “tb{ SSL iATA  ¢"gt°eb”
VIP ZAepu>O0—"1b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 vip address
192.168.3.6

4. ¢2tDETATA ¢"ct0 b Ot>Y TCPU"Ajg>!E
b”2AUK”"Ouxzfwjg>! "tb{AN¥cApxz>Y
TCPU"Ajgx 443pb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 port 444

5. SSLOé©®3 @apAw>Y SSL+"Iw7 wz RSAAiI{zt3a”
337q RSA©” Oz 72!30"337wE2>! “1b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsacert
myrsacertl
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsakey
myrsakeyl

6. —;ow RSAAI{qO"t& h%ou "Az fwhogpn "At—
b"l¢ «aiAwTTATA ¢c’cw IPzAepzS‘|i¢«n
TAwTTATA ¢c’cw TCPU"A>A“potfb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 cipher
rsa-export-with-rc4-40-md5 192.168.3.6 8080 weight 5

7. ¢2tDfee¥% e&«Ab” URL wAY iEw URL &2& A 034
i>] "0z-¢"e0MsM HTTP 3003 "fwae ¥ é«A>s
t7tb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 22

www.mydomain.com

[ oL-7993-01-J
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H2 . SSL f w« ¢« u»"A
|

723 SSL4fwOé©® @pAwc g« u»*A ¢ VE

ANAgqTUTAw
8. l¢«niA  SSLz"lewNé"t%ho=UzAsOuz T 2-4whA
> Ztb{zZAsMOuzpAs, O 9t ;epXir*M{
9. IR'h SSLOéO3® apA>72«AYO="1tb{
(config-ssl-proxy-list[ss|_list1])# active
iwlee f «xz 23w UiAwO—AL>O oMiIb{
| SSL PROXY LIST *kkkkkkkkkkkkkkkkkhkkkk
ssl-proxy-list ssl_listl
ssl-server 20
ssl-server 20 vip address 192.168.3.6
ssl-server 20 port 444
ssl-server 20 rsacert myrsacertl
ssl-server 20 rsakey myrsakeyl
ssl-server 20 cipher rsa-export-with-rc4-40-md5 192.168.3.6 8080
weight 5
ssl-server 20 urlrewrite 22 www.mydomain.com
active
T¢«aihA  SSLwOEO©3 spAw« ¢« u»”A
CCST’ SSL+"1t%@="hA"»>0"2AUK"Ouxz SSLp"4”
CPA"»> %o@="2z%"1ew SSL € >%epV”'Otz SSLOéo®
3 euAople«oiA 71 [Ttb{l¢«nmiA SSL xz SSL 4
faq«tf b"zAUK"$b{ SSL4fw« ¢« u»"Aw gqtm

Moxz®SSL4fwOéO©3 @duAw« ¢« HP»"A7 >€° 0XirM{
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| H2 - SSL f w« ¢« u»"A

||

T 24tzl¢«niA SSLO¢©2 mpAw” RtzAs qw*“A>0"

Fb{

T 24  T¢«miA  SSL 0603 @pAw« ¢« pP»*A

AAqTUTAw«

1. 7 w SSL4fwOé©3 asuA°pli¢g«ril SSL+"1>Y b
"jg>l ib{
(config-ssl-proxy-list[ssl_list1])# backend-server 1

2. IPzAép>! “fb{ T¢«miA  SSL+x"lwx"TuwzAep
t0 b”  IPzAep>O—"%b{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 ip address
192.168.4.4

3. ¢2tDEANY¥cApxzi¢g«niA +"lw>Y TCPU"Ajgx
80pb{lEUZAsOuxz>Y TCPjg>A“poth{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 port 8080

4. l¢«mihA x7lw IPZAeps! "tb{zx"lw ®s IPzA
e O0—"0oXirM{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-ip
192.168.4.4

5 ¢2tDEAN¥cApxzi¢g«riA +"IwU"Ajgx 443 pb{
IEUZAsOuxz+"l U"Aje>A“potb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-port
113

¢« £ %oaZAépup backend-servernumberip addressS*‘| server-ip ~U

PA>f b"OuxzYs”U"Ajgp backend-servernumber

port S*| server-port “UiA>f “oXi*M{

[ oL-7993-01-J
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T 24 T¢«niA  SSL 0é©2 @pAwe ¢« u»"A ¢ VE

ANAgqTUTAw

6. ¢2tDEf AN¥cApxz l¢«aiA +"ixb:Désb,ow CSS
%o "A>xU"A tb{ZAt aozi¢«nil SSL +"1]
U-—:;b"z RSAAI{qO©”"srw> whou "A>A“pot
b {
(config-ssl-proxy-list[ssl_list1])# backend-server 1 cipher

rsa-export-with-rc4-40-md5
7. IR'h SSLOéO©% ®uA>z2«<AYO="1b{

(config-ssl-proxy-list[ss|_list1])# active

iwlee f «xz T 24w UTA>O—"hAL¢t@ " ¢cA. weilifqz
T23w>Y SSL+"it Eb” UiA>O—"hAL>O oMiIb{

| SSL PROXY LIST **#kkkkkkkkhkrrkkkkkkix

ssl-proxy-list ssl_listl
ssl-server 20
ssl-server 20 vip address 192.168.3.6
ssl-server 20 port 444
ssl-server 20 rsacert myrsacertl
ssl-server 20 rsakey myrsakeyl
ssl-server 20 cipher rsa-export-with-rc4-40-md5 192.168.3.6 8080
weight 5
ssl-server 20 urlrewrite 22 www.mydomain.com
active

backend-server 1
backend-server 1 ip address 192.168.4.4
backend-server 1 port 8080
backend-server 1 server-ip 192.168.4.4
backend-server 1 server-port 113
backend-server 1 cipher rsa-export-with-rc4-40-md5
active

Cisco Content Services Switch SSL. "TNY24é”"347 " A
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| H2 - SSL f w« ¢« u»"A
||
SSL %0eWwO €03 @®pAw« ¢« p»”A
CCSU«a 2iAT «eei AOuA>16°02% @="hA"»> SSL
£"1tudb” Otf b"2ZAUK"Ouxz SSLP a"¢cUA”"»>
Y%o@="0%"Tew SSL€ >%epV”'Otz SSLO¢é©3 @xpAop

SSL %o 1¢«miA  £71> [T1b{

T 25pzSSL% wOé©3 a@puAwrRtzZAs qw A>Tl tb{

T 25 SSL %'wOé©3 smpAw« g« u»”A

ANAgqTUTAw

1.

SSLOEé©®3 apA>~R tb{

(config)# ssl-proxy-list ssl_listl

Create ssl-list <ssl_list1>, [y/n]: y

SSL 0é©3 @@ puA>*"Rb”"qz CLI USSL 0é0©3 s pAw
ssl-proxy-listf P"AtO“1b{

(config-ssl-proxy-list[ss|_list1)#

2. 7w SSL4fwOé®©3 e@pApl¢«nil SSL+"I>Y b”
jo>} “tb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1

3. \wi¢g«riA +”1>  SSL%e+x"lq 0 [ fb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 type
initiation

4. IPzAép>! “tb{i¢«miA SSL+"Tw"Tpw P zA
euto b PzAeu>O— "1tb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 ip address
192.168.2.3

5 ¢2tDEAN¥cApxzi¢g«niA £"lw>Y TCPU"Ajgx
80pb{!lEUZAsOuxz>Y TCPjg>A“poth{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 port 8080

6. l¢«miA £t ®s IPzAep>! “1b{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-ip
192.168.2.3

[ oL-7993-01-J
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H2 - SSL f w« ¢«
|

u»"A |
T 25 SSL %'w0Oé©3 spAw« g« u»*A ¢ VE
ANAgqTUTAw
7. ¢2tDEANY¥cApxzi¢ «riA +"IwU"Ajgx 443 pb{
IEUZAsOuxz+"]

U"Ajg>A“potb{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-port
40443

C«E  %oazhAe pp backend-servernumberip address S |
iA>sf b"OuxzYs"U"Ajep
port S*| server-port “UiA>f “oXi*M{

server-ip ~U
backend-servernumber

8. ¢2tDf AN¥cApxz l¢«aiA +"ixb:Désb,ow CSS
%o "A>xU"A tb{ZAt aozig«anil

+"1U-
:b"% op "A>A“potb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 cipher
rsa-with-rc4-128-md5 weight 10

7ApKeyz«d ZiIAWAI{q©">zfe’5>A{b”
+"lw0Oéo3 a@pAtf "tb{Al{qO”xzA2t iU”
Az cSSiwRNe ¢cEt ECZ0SXZAUK“tb{hqQyz
7 w RSA«& ZiAwAl{q®©">f b"txz

SSL

fwotd—
“tb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 rsacert
myrsacert
(config-ssl-proxy-list[ssl_list1])# backend-server 1 rsakey
myrsakey

10.¢2tD£ SSLP 4a"¢t«d& ZiAEt'"+"IYAwhStzO
€03 @mpAt CAAI{HF “1b{ CA Al{xzAzt iU~
Az CcSSiwNe ¢Et ECZ0SXZAUK"“$Db{

(config-ssl-proxy-list[ssl_list1])#

backend-server 1 cacert
mycertl

11. iR'h SSLOé©3® apA>2«AYO="1b{

(config-ssl-proxy-list[ssl_list1])# active

r Cisco Content Services Switch SSL. "TNY24é”"347 " A
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iwlee f «xz 25w UiAwO—AL> " oMib{

| SSL PROXY LIST **#krkkkkkkhkrrkkkkkkrx

ssl-proxy-list ssl-listl
backend-server 1
backend-server 1 initiation
backend-server 1 ip address 192.168.2.3
backend-server 1 port 8080
backend-server 1 server-ip 192.168.2.3
backend-server 1 server-port 40443
backend-server 1 cipher rsa-with-rc4-128-md5 weight 10
backend-server 1 rsacert myrsacert
backend-server 1 rsakey myrsakey
backend-server 1 cacert mycertl

active
SSL +#”Tuq iATA C'CW« ¢« H» " A
CSSt SSLOE©3 sphAs>—;rd"txz SSL+"TptOé©3>4C

‘z SSL TTATA  ¢'ct\wx"Tp>AChb"ZAUK“tb{\\p
xziwe0otmMoti tb{

« SSL+"ipw”R

« SSLTATA  ¢"¢cw”R

e SSL+"Tpuw TATA ¢"¢cewac
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SSL 4f+"Tuq TATA G CW« ¢« u»" A

T 26tz SSL+x"Tpew SSLOé©2® =pAwaCq SSL TATA ¢
CWARsrz SSL4f; SSL+"Ipw”~RtzAs qw“A>0 1tb{

26 SSL "1 x"iuqTiAiA CTEWK ¢«

u»"A

ANAgqTUTAw

1.

SSL+"Tpw>~R $b{

(config)# service ssl_servl
Create service <ssl_servl>, [y/n]: y

£"Tu » O0q o ssl-acceb>! “fb{

(config-service[ssl_serv1])# type ssl-accel

SSLP &4"¢>+£ 0M” CSS3R"3wpé ¢ As|

(config-service[ssl_serv1])# slot 3

“ib{

CSS t"\wx"Tpew©" 024 O
“fb{

(config-service[ssl_serv1])# keepalive type none

Yé-" wiud>A®t

SSLOEé©®3 apA>\w SSLz"TutadC fb{

(config-service[ssl_serv1])# add ssl-proxy-list ssl_listl

¢2tDEYyV> ®@t 0+"1 tA"»>yV 0T «& Zi
Ati fb{
(config-service[ssl_serv1])# compress enable

HTTP yVwAItmMoxz H9 -® HTTP yVw f
i"M{

>€° 70X

SSL+"Tp>2«AYO="1b{

(config-service[ssl_serv1])# active

SSL iATA  ¢"¢> R 1b{
(config)#  owner ssl_owner
Create owner <ssl_owner>, [y/n]: y

(config-owner[ssl_owner])# content ssl_rulel
Create content <ssl_rulel>, [y/n]: y

r Cisco Content Services Switch SSL. "TNY24é”"347 " A
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| H2 - SSL f w« ¢« u»"A

||
26 SSL #"1 #"iupq VATA CTEWK ¢« u»"A ¢ VE
ANAgqTUTAw
9. \w iAiA ¢’cw VIP ZAepthxAY 1E>f “1b{
VIP 2ZAepxz SSLOé©3® epAp! "hzAepg%acw>|
“oXirM{
(config-owner-content[ssl-rule1]# vip address 192.168.3.6
10. \w TATA ¢’¢cw TCP U”Ajg>! “tb{U"Ajgxz
SSLO€é©3 muAp! "hU"Ag%a<w>! “0oXi*"M{
(config-owner-content[ssl-rule1]# port 444
11. 2 mZiw SSL b 4"¢>—; oM”Outze a 5 TTATA
¢”¢t0 o SSLi” &i 3w-¢,387 IDt,nXpAY¢©Q
s—;b"txz TATA ¢'¢pliw OtiaY”»>! oz
SSL - ¢ 3%ai ID>6—;pV"'Ot tb{
+ applicationssl UiA>O—"0z SSLzOa&-"34i » O>!
“ib{
(config-owner-content[ssl-rule1])# application ssl
+ advanced-balance ssTUTA>O—"0z SSLt,nXpAY¢,©Q
> @t Fb{
(config-owner-content[ssl-rule1])# advanced-balance ssl
12. SSL+"Tu> TATA ¢"¢taC fbh{
(config-owner-content[ssl_rule1])# add service ssl_servl
13. TTATA ¢"¢r2«AYO="1%b{
(config-owner-content[ssl_rule1])# active
14. f w!E°0>Teef t- “tb{
# copy running-config startup-config
15. TRti¢«niA SSLU t+"Oux T 27w”rA>z TRt SSL %o

U t+"0Ouxz T 2-8wW/rA> Z1b{

Cisco Content Services Switch SSL  "TNY24aé"3ai A
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iwlee f «xz 26w UiA>O—"hAL>O oMiIb{

! SERVICE
service ssl-servl
type ssl-accel
slot 3
keepalive type none
add ssl-proxy-list ssl_listl
compress enable
active

! OWNER
owner ssl_owner

content ssl_rulel

protocol tcp

vip address 192.168.3.6

port 444

application ssl

advanced-balance ssl

add service ssl-servl
active
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| H2 - SSL f w« ¢« u»"A

J¢«aiA

SSL #”Tuq iATA C'CWK ¢« u»”A

T 27t SSLOé©3 spAewx"TuwacCe. SSLTATA  ¢'cw”
Rsrzl¢«niA SSL+”1; SSL+"Tpw~ RtZAs gw"“A>
O tb{ SSLOé©3 @wpApi¢«aiA  SSL+"1> ["hOuxz

\w grTee tb{

27 T¢«atA  SSL £"TpqTATA C WK ¢«

u»nA

AAqTUTAw«

1. SSL+"Tpu>~"R $b{

(config)# service ssl_serv2
Create service <ssl_serv2>, [y/n]: y

2. +"Tp » Oqg o ssl-accel-backend ! “Fb{

(config-service[ssl_serv2])# type ssl-accel-backend

3. \wx"Tuw IPzAeu>f “tb{ \w 2zAeéuxz backend-server
numberip address "UiAp SSLOé©3 @pA°tf “h IPzAe
pqeerd”zZAUK“Fb{
(config-service[ssl_serv2])# ip address 192.168.4.4

4. ¢2tDEI¢«mi A +"lw>YU"Ajg>f “tb{\wU"”
Ajoaxzi¢e«ail £"1tf “h>Y TCPU"Ajgqg°en
d"ZAUK“1tDb{ AN¥¢Apxz U"Ajgx 80z\w«pxz 8080
pb{
(config-service[ssl_serv2])# port 8080

Cisco Content Services Switch SSL  "TNY24aé"3ai
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SSL f w« ¢« u»"A

T 27 T¢«atA SSL +*Tuq TATA ¢ eW« ¢« p»"A ¢ VE

ANAgqTUTAw

5 ¢2tDEAN¥cApxzZ\wx"Tpw©"024& O
pb{l¢«aiA +"Tpw@"0z28 O

» Ox ICMP
» Oxzs zE"U

Azp«aeOA=z TCPzSSLzthx{ [ t{ %= HTITPWO©"O

784 OtpVib{ SSLzTCPzthx% @ =

b"OUpZU”AU\"W» OWAN¥(;A

wMceTw» O>!
UApsMOu

xz©"072&4 Op—;b"U”A>f b”"2AUK“fDb{

hqQyz©"0z4 O » O>{ %@ =
w'Ot UiA>Te tb{

HTTPtf b txzi

(config-service[ssl_serv2])# keepalive type http encrypt

iti¢ «miA SSL+"TwU”A>f “tb{it«>O tb{

(config-service[ss|_serv2])# keepalive port 443

C«E % o=HTTPp©" 078 O>f b”0uz f A Wiic

aiA £7lw IPzZAeéuqiz’lw
"FAUK*$b{

IPzAeux% apkK

6. SSLOEé©®3 spA>\w SSL+"TutadC tb{

(config-service[ssl_serv2])# add ssl-proxy-list ssl_listl

7. SSL+£"Tu>2«AYO="%Db{

(config-service[ssl_serv2])# active

8. \wl¢«aoiA "> SSLTATA  ¢"¢tdC 1b{

(config)#  owner ssl_owner

(config-owner[ssl_owner])# content ssl_backend_rulel

Create content <ssl_backend_rule1>, [y/n]:

y

9. \w iAiA ¢c’cw>Y IP¢VIPEZAeputhxAY iE>f
“tb{ VIP zZAépuU>Y SSL+"iw TATA ¢"¢p! “hz

Aepg%ats” Ot oXir"M{

(config-owner-content[ssl_backend_rulel]#

vip address 192.168.3.6

r Cisco Content Services Switch SSL. "TNY24é”"347
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| H2 - SSL f w« ¢« u»"A

||
T 27 T¢«atA SSL +*Tuq TATA ¢ eW« ¢« p»"A ¢ VE
ANAgqTUTAw
10. \w TATA ¢’cw TCPU”Ajg>! “tb{ SSLOéo3® @&
HAwi¢«aiA SSLweiAaet! “h>Y TCP U"Aq % a

U"Aje>! “oXirM{

(config-owner-content[ssl_backend_rulel]# port 8080

11. advanced-balance arrowpoint-cookie  UTA>O —"0z arrowpoint « ¢

©"t,nX TATA ¢C"¢cWHAY,;©Q> ®t fh{
(config-owner-content[ssl_backend_rulel])# advanced-balance
arrowpoint-cookie

12, «¢©"t,nXuAY¢{©Q>—;b" 0Otz url "UTA>z /!

"oTee tb{

(config-owner-content[ssl_backend_rulel])# url “/*”

13. SSL+"Tu> TATA ¢"¢taC fb{
(config-owner-content[ssl_backend_rulel])# add service ssl_serv2

14, TTATA  ¢"¢rZ«AYO="1%b{
(config-owner-content[ssl_backend_rulel])# active
15. f w!E°0>Taef t- “fb{

# copy running-config startup-config

Cisco Content Services Switch SSL  "TNY24aé"3ai A
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iwlee f «xz T 27w UITA>O—"hAL¢t@ " ¢cA. weiifqz
T26w>Y SSL+"It Eb” UiA>O—"hAL>O oMiIb{

! SERVICE
service ssl-servl
type ssl-accel
slot 3
keepalive type none
add ssl-proxy-list ssl_list1
active

service ssl_serv2
type ssl-accel-backend
ip address 192.168.4.4
port 8080
keepalive http encrypt
keepalive port 443
add ssl-proxy-list ssl_list1

active

! OWNER
owner ssl_owner

content ssl_backend_rulel
vip address 192.168.3.6
advanced-balance arrowpoint-cookie
protocol tcp
port 8080
url “/*
add service ssl_serv2
active

content ssl_rulel

protocol tcp

vip address 192.168.3.6

port 444

application ssl

advanced-balance ssl

add service ssl-servl
active
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||
SSL %ot THW« ¢ « u»"A

T 281tz SSL%ex"1; SSL+x"Tpw~RtzZAs qw“A>0" %

b{ SSLOé©®3 @puAp SSL%++"1> ["ThOuxz\w g>Tae

“Fb{

2-8 SSL %ot "Tpwa ¢« p»” A

ANAgqTUTAw

1. SSL+"Tpu>~"R fb{
(config)# service ssl_servl
Create service <ssl_servl>, [y/n]: y
+"Tu » 0q o sskinit >} “1b{
(config-service[ssl_serv1])# type ssl-init
\wx"Tpuw  IPzAepu>f “1b{ \w zAeéuxz backend-server
numberip address UiAp SSL%+0é0©3 @&pA°tf “h P z
Aépq""‘d"iAUK“ib{ ®SSL % ewO é©3 euAw« ¢
« U»*AT >€° o XirM{
(config-service[ssl_serv1])# ip address 192.168.2.3
7T U"A>f “tb{\wx"Tp U"Axz SSL%el¢ «n
TA £7] U"Ag°erd”2ZAUK“fb{
(config-service[ssl_serv1])# port 8080

[ oL-7993-01-J
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28 SSL %o "Tpwa ¢« u»"A¢ VE

ANAgqTUTAw

5. AN¥cApxz \wx"Tuw©"0z24& O » Ox ICMP pb{SSL
%oepxz©"0z& O » Ox ICMP zs z SSLzTCPzE"UAz
n«aeOA=zthx{ I ${ w¥% o= HITP ©"028 Otf
pVib{ SSLzTCPzthx% @=» OwMceT>! b”Oupz
U”AU\e"w» OWARN¥cA U"ApsMOuxz©"0z4&
Op-;b”U"A>f b"2AUK“tb{©"024 O VN
AxzSSL %o +i¢ «niA  +"1 U"Aq°erd"2AUK“tb{
hgQyz©"0z4 O » O>{ %o = HTTPtf b"txzi
w'Ot UiA>Te tb{
(config-service[ssl_serv1])# keepalive type http encrypt
(config-service[ssl_serv1])# keepalive port 40443

C«E %oo= HTTP w0 028 O>f b”Ouzf "eh%oe

+"lw IPzAépqi+"iw IP2Aéux%apK”"zAU
K“:tb{
6. SSL %ot} "h SSLb "a"¢U+£E£re0M” CSS3R"3wp
e¢A>! TEb{
(config-service[ssl_serv1])# slot 5

7. SSLOEé©3 spA>\w SSL+"TutadC tb{

(config-service[ssl_serv1])# add ssl-proxy-list ssl_listl
8. ¢2tDEf yV> ®t'ox"1 tA"»>yV 0T '«8 ZiA

ti*th{

(config-service[ssl_serv1])# compress enable

HTTPyVwAItmMoxz H9-® HTTPyVw/f =~ »>€° oXi

N M {
9. SSL+"Tp>2«AYO="1%b{
(config-service[ss|_serv1])# active

Cisco Content Services Switch SSL. "TNY24é”"347 " A
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iwlee f «xz 28w UiAwO—AL> " oMib{

! SERVICE
service ssl-serv2
type ssl-init
ip address 192.168.2.3
port 8080
slot 5
keepalive type http encrypt
keepalive port 40443
add ssl-proxy-list ssl_listl
compress enable
active
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SSL %eew TATA ¢ gw« ¢« p»”A

T 29tz SSL %oet"1; SSL TTATA

C"¢CWARtZAs gw“A

>O tb{ SSLOé®3 @wpAp SSL%e+="1> ["hOuxz\w

g>712"£b{

T 29 SSL %ew TATA  g'gW« ¢« w»" A

1. ZAt aot >"Rib{

(config)#  owner ssl_owner
Create owner <ssl_owner>, [y/n]:

2. SSL %osl¢ «nil £"1> SSLTATA  ¢"¢tdC 1b{

(config)#  owner ssl_owner

(config-owner[ssl_owner])# content ssl_init_rulel

Create content <ssl_init_rule1>, [y/n]:

y

3. \w iAiA ¢c’cw>Y IP¢VIPEZAeuthxAY ViE>f

“1b{

(config-owner-content[ssl_backend_rulel]#

vip address 192.168.2.3

4. \w TATA ¢"¢cw TCPU"Ajg>! “ib({

(config-owner-content[ssl_backend_rulel]# port 80

5 ¢2tD£«¢©"t,nXpAY,©Q>—;b" Otz url "UTA
>z I*>) “oTe 1b{
(config-owner-content[ssl_backend_rulel])# url “/*

6. ¢2tD£ advanced-balance  arrowpoint-cookie “UiA>O—"oz

arrowpoint« ¢ ©”t, n X TATA
thi

(config-owner-content[ssl_backend_rulel])#
arrowpoint-cookie

¢C"cWPHAY,©Q> ®t°

advanced-balance

7. SSL+"Tp> TATA ¢"¢taC fbh{

(config-owner-content[ssl_backend_rulel])#

add service ssl_serv2

8. TTAIA ¢"c>2«AYO="1b{

(config-owner-content[ssl_backend_rulel])#

active

9. f wl!E°0>Teef t- "Fb{

# copy running-config startup-config

r Cisco Content Services Switch SSL. "TNY24é”"347
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iwlee f «xz 29w UiA>O—"hAL>O oMiIb{

! OWNER
owner ssl_owner

content ssl_init_rulel
vip address 192.168.2.3
port 80
url “/*”
advanced-balance arrowpoint-cookie
add service ssl_servl
active
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CHAPTER 3

SSL AlT{qO©”"w f

\w-pxz SSLAI{qO”"wW\Rq iU”AwMOzS‘|Al{q©"”
>R ¢t ECZo CSSp—:b"MOtmMoti tb{\w-w
s°0xlwqgS“pb{

. SSLAI{qO"w“A

« CSSpwAi{gep©”"w\R

e =é"lc = AAT{wj«

« Al{gqep©’w iU”Athxo«pU”A

e Al{Ne ¢S‘|°op®” Ne cgE2qw ECZ

« Al{gep©’w  CSST'w_t
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WM sSsL AT{qO0"w“A

SSL AT{qO©"w*“A

A »cAl{qo” Ozxza”2YA;,wA »¢ IDwe° pb{Al{

x z VeriSign « Thawtesrw Certificate Authorityt CA; YAA£UCa $b{
«& ZiAthx+"IwAl{txzCaeiYAAWE2zA »¢czEz
3e7¢jozAl{wCa®0ApK"«&d ZiAthxx"IWE22-%0
©"zAl{we®0>0b» Up»iOUG\ oK“tb{

CAxzx U« ZiAthx+x"IwAl{wCaipK”\g>Alb

"26TpV" CAAI{< ™M tb{\wAI{t'loz%a CAUCe
“h Certificate Revocation LiSt CRL; Al{ee® e WAEWC @i<z% 7tA
[hetb{dTpV” CA Al{txz CAWY Ez-%0©"zA »cz

EUGL”*oMitb{
CSSpAl{qo "UzAts”wxiwOupb{

+ SSL4fex"IWAI{qO"W "UZA{

o SSL%oee«d ZIAWAI{qO"W "UZA({

e «& 2iAYA+«8d ZiAAI{qAl{=e®aepAtc CRLEWC e
i CAUY M\g>-Yb"hStzfw CAT'6TpV” CAAI{
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SSL4fz«& 2iAYAzthx SSL %oe>f b txzfw2tA’

»¢cAl{> CSSAYu«tNa&ac3a AYu«thxE"AAYp«EtYs

Cié”Ab"ZAUK“tb{ SSL4fthx SSL%*wWOUXZ2%©” |/

ep©"wO7¢ CSSit- "sZeys“tdoe{ CSSpxzA »cA

1g©” O07xzt7s—-°tK"%@=Ne+ ¢t- ~etb{

+"1S'|«8 ziAwAT{wOuxz CAT'!'=—"hNe ¢>—;
b"MOz7 w-©az +"1T'Al{q©"> iU"Ab"MOz CSS
p xwWAI{qO">\Rb"MOU—;pViIb{ CSSpxzApA;wA
1{q®©"> CSS°p~ RpVib{ ¥t'loxzé6TpV”YAAUC

@ hAl{qO"WE"~“tz xUp\R hAT{>—;pVv"OOUK"
tb{hqQyz'A°w Webt Ap CSSq SSL>—;b” ¥pxz0T

pV” CAT' I-—"hAl{xZc «ED=pxK“tdoe{ CSS°p\R
NehAl{qO” Ozpz TAQE(A SSLWAE>-hd”"\qUK*

tb{

Cisco Content Services Switch SSL. "TNY24é”"347 " A
m. OL-7993-01-3 |



| H3-

SSL Ai{qe"wf

[ oL-7993-01-J

SSL Al{q@"w*“A
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SSL %o > f
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¢«f SSLAI{qO”
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Oz> iU"Athx\Rb"MtGilis-©aaAY>
CSSwa 34”2 P"A>grizfe’wa”

Ues3"p-¢b”2AUK“tb{AltmM

0 x z° Cisco Content Services Switch Command Referamde 2 - ®CLI Commands’

w ®(config) username-technician€° o Xi*M{

$3-1tzCSSpw RSA®” O7q SSL+"1 Al{wf MOw“A>0O"
th{
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WM sSsL AT{qO0"w“A

$ 3-1 SSL ©@"qx"TAT{wf w“A

FTP F£t=IX SFTP 4 —/ % CSSIZFTP LO—R&ELTHRELET,
ZOLI—FZEHE>TH =15 CSSAT 7ML (BB RSA ¥— R7
T7ANRKE) #aE—TEFET,

FTP La—FK H#—/\[Z
F—RT7ERFLT
DT 7AIL%ECSSIC
aE—L%ET.

JO—NLEREE— KT, RSA FH/AMF— RT7EHERLET, CSS I

ZDF—R7EFAL T Y b T—HDBERZEBELLETVET, Fi:.

F— R7IFBIDOT/INA AT CSS & SSLAAEEXRMT 2H5EICHLBETT,
v

F—RTVICT7AINLEEERTTCSS T
RSAF— RT7ELELTRBTEDLIITLET,

Y

[EYA

RDTR MERAZ%E
ERL L ETH?

A,
HEERIINEE
ERELET.
X BEFDIEBIEN

HYETM?

FERAEELER (CSR) ZMERL T SSLAAEBZERLET,
CSRIZIZRSA ¥— R7 J7 A L&NEENET,

v
CSRZ#aE—LT. 2R (CA) DWeb R—R 7TYHr— 3 I(fEY
fH1+ %M. CSR % CARRTIZEFA—ILTHEYET., CANDIRAEZ:
ZELIzD, RELIEFLRALIA—IY FTHRELET,

v
FTP La— K H—NICEIAEEREL.
> J74L%ECSSICaE—LET,
v
SEBAEIC T 7 A L& EBER (1T CSS TiEAE L
LTREINBELS5ICLET,
v
F— R7HNOAFF—. BEEMFSII-GEHEND
DEF—E—HLTVSIEEZHELET.
v

ZNT. CSSSSL 7OFY YR b, H—ER, &V
aAVTFUYIIL—ILERETEES,

104548
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CSS pwAi{qep©®"w\R ||
CSS pwAI{gqep©”"Ww\R

7 WAT{qep©"UK”Ouxzfs’> CSSAVYp«t iU"Ap
Vib{7 wAl{qeu©"w iU”AwAlItmMoxz ®Al{q-
HO"w TU"Afthxo«uU”A™ >E° T 0XirM{
CSSw7 w©”z Diffie-Hellman {4Y”"»2zS'|AI{UsMOUxz CSS
tE” teoM”"° EwWAI{S‘|-n©” ga”"AYaeAYpfe’
>\RpVib{\e'wa"AYaeAY>-;b"qz RSA «p©”z DSA

*n©”z Diffie-Hellman iaY”» Ne ¢z Certificate Signing Reque$iCSR;
Al{zEA{f zS‘'|x~zEw>Al{> ot\RpVib{

¢«£ sslgenrsaz gencsrzgendsazS‘| gencertwb,ow UiApz ®sAl
{thx©” Oz>~"RpVib{hi'z\wAI{x,qerw Web O &
¢2pz YYpVsM CAt‘lozE~rehcwg s”e”"\qty™ o
Xi*M{ \RA«hAl{x>Al{pK*“z ®8vx 148 pb{ sslgencsr
“UiA>ieb"qz Privacy Enhanced MAIPEME UpO@="+h PKCS10
PAT{A{U\R"+1b{

\\pxziwe0tmMoti fb{

+ RSA©®” Ozw\R

« DSA©®" Ozw\R

+ Diffie-Hellman ©” {aY”"»w\R

« Al{zEA{w\RwhSw RSA©"w-—;
« x~zEAI{w\R

Cisco Content Services Switch SSL  "TNY24aé"3ai

[ oL-7993-01-J

e



H3 . SSL Ai{qo"wf

W CSS pwAl{gq-u®"w\R

RSA ©” OZw\R

RSA©” Ozxzi-¢A A’»>»wWzEq%e@=t—;"etb{\w©O” o)
7xz w+"¢«8 ZiAthxz"l£q CSS p SSLAI{>!6b
"2t ™Mp 3 AUK“$b{0©" O2qX2-%©"qf+t0 b"e
He3"«@ ¢ AE©"wi\gqpb{\R"«h RSA©” Ozx CSStNe
¢q o- "efb{

0% o=whSw RSAep / =%©” OZ>\Rb"txz

sslgenrsa” U
TAs—:  tb{\w UiAw3i»¢«uxiwgS“pb{

ssl genrsdilename numbitspassword

l:weOoxiwgS“pb{

+ filenames\R"e” RSA©” Oz N« ¢wE2{ 31 EZ°wAoOu
A E»>%;0p“fctO—"1b{ ©” OzwNe ¢cExz CSSp
Y >®@0h8izt—; 1b{

* numbits©” O7zw§S{©” Oz N« cwigcA:t'loz Web A
BiZ«3ATW-Ct:ne" RSA©" O2w+ fU>t“tb{
©"UDZ+y RSA -©4aAY Ux3*"w§SUOT“z-©aaAY
US="etb{ ®soiAaetis A:£xz 512¢7-8Sw-©4

& AY£z768¢2j§Sw-©4adse AYE  21024¢6MESw-©a=x=AYE

z
S‘| 2048¢7G8&§Sw-©aaAYE£pb({

+ [ passwordze RSA +pu©”>Ne ¢cq o CSS t- b2t Data
Encryption StandatiDES; A”» % 8 F " £>—; 0 RSA+p©”">0g
=b"qVt—;b”ipé”A{Ne ¢>O0p=b"qz CSSt i
U"A hAT{eepO©”eWAEYsZ«-p>w-pVib{ 35 E
Z°WAOUA E»wipé”A>%;0p“cepd—"1b{ O0—"h
ing”Axz CSSieft DESpOg="eh E»q 00"+t
b{

hgQyz RSA ©” O myrsakeyfileb\Rb"txziw UiA>iee’

tb{

(config) # ssl genrsa myrsakeyfilel 1024 “passwd123”

Please be patient this could take a few minutes
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CSS pwAi{qep©®"w\R ||
RSA©” OZ>\R h’z RSA©” Oz N« ¢cwAl{zEA{¢ CSRE
Ne ¢>\R zZAI{A{>YAAC¢ CAE£t8upVib{\et‘loz
CSSiw RSA«u@©"UUE—;Nez Z&@T'8Ub"2AUsXs"hSz
-©a®AYUU8§="etb{itz CA UATA{t t'zYA~rshA
1{>&U0 0oX"tpzeaepApA;t—;b">wAI{>"RpVi
b{\R hoo©" O%>—:b"txz0 b"AI{UZApb{
Atz\w-w ®AT{Ne ¢S‘|ep©” Ne cqE2qw EC
Z- wtitHloz\R”sh RSA©” O7t RSA©®” OZE> ECZ

"7AUK“tb{

DSA ©” OZw\R

DSA xz w National Institutes of Standards and TechnolédyiST; q2jU
[ZEtEP % C roh-% ©" 6% 8=3pAUpb{ DSA xzA »¢
zEiZt—;pVzep | =% ©"w!dtx—;pVide{\R"+h

DSA ©” OZx CSStNe ¢cq o- "efb{

t07%2=whSw DSAep / -%©” OZ>\Rb"txz ssl gendsa U
PA>—; tb{\w UiAw3i» s «uxiwgS“pb{
ssl gendsdilename numbit$password
l:weoxiwgS“pb{
+ filenames\Rb” DSA©” Oz N+ ¢wE2{ 31 EZ°wAOuA

E»>%;0p“tctO—"tbh{O©" OzwRNe ¢cExz CSSp
Y >&0hSizt—; tb{

¢ numbite©®” O7w§S{©” OZ% Ne cwigA:t‘loz Web A
AT2«3ATW-Ct—; e DSA ©” Ozwz+ TU>F“fb{
©"UOzZ.y DSA -©4&AY Ux3"w§SUO6t“z-©adaeAY
Ug="etb{ ®suoiAaeti A:£xz 512¢7-8Sw-©4
®AVY£z768¢2j8§Sw-©adaeAYE zS*| 1024¢6M8SwW-©4&
®&AYE£pb{

+ / passworcze DSA +p©”>N+ ¢cq o CSSt- bzt DES > -

0 DSA ep©750g=b"qVt—;b"ip&”A{N. ¢>

Oo=b"qz CSSt iU"A hAl{eep®© " wWAEYSZ« H
>w-pVib{ 3 EZ°wA©uA E»wipé”A>%;0p"
epO—"1b{O—"hipe"Axz CSSieft DESOg= E
»q 007etb{
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W CSS pwAl{gq-u®"w\R

hqQyz DSA ©” Oz mydsakeyfile2\Rb"txziw UiAs>ia"’
th{

(config) # ssl gendsa mydsakeyfile2 512 “passwd123”
Please be patient this could take a few minutes

AEz\W-w ®AT{Ne ¢S'|epo©”
Z7 wtlitHloz\R”«h
"FAUK*“tb{

Ne ¢cqE2qw EC
DSA©” Ozt DSA©” OZE> ECZ

Diffie-Hellman ©” 1&Y"»w\R

Diffie-Hellman xzz ©" 0™ z¢°aefUw° pb{
dpxz 6vszceaeTUqgq-% [*p©”>—; 0ol-¢A
="z 1@="%b{ \R~”eh Diffie-Hellman ©” [4Y"»
t- Nefb{ sslgendh " UiA>—; 0z
» Ne ¢>\R tb{

Diffie-Hellman © |
A" >»>% o

RNe cu CsSS
Diffie-Hellman © "0 ™ [ayY"

¢ «£ Diffie-Hellman © " 0™ [4Y " » Ne ¢cw\Rtx 200,rTT"O0U

K“z CPUt<GVsUY>)Qitb{ sslgendha”AYae AYwieaxzl

a
N¥"Uipewqgeél>wYhStcz CSSWA&ANY¢«0UYUBXs's
M‘'Ot«™ o Xi"M{

\WUTAW3i»¢ «uxiwgS“pb{
ssl gendhfilename numbit$password

l:weOoxiwgS“pb{

+ filenames Diffie-Hellman ©” (&Y ”"»>- b"Ne ¢cwE?2{ 31
EZ°WAOUA E»>%;0p“tctO—"1tb{N+ ¢cExz
CSSpY »22O0hSizt—: th{

s numbits ©"W8S{\wN+ cwigcA:t'loz

Web Adiz2«
SATW-Ct—;Ne”

Diffie-Hellman ©"w+ fU>1“ib{©"
UOZz.y Diffie-Hellman -©4a&AY U&x3"w§SUO6t“z-©aa
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AYU8="etb{ ®soiAac¢lisA £xz 512¢7-8Sw-
©4a®AYEz768¢2)§SWw-©adaeAYE z1024¢6M8Sw-©aee
AY£zS'| 2048¢7G8Sw-©aaeAVYEpb{

+ / passwordze Diffie-Hellman ©”>Ne ¢q o0 CSSt- b"2t DES
>—; 0o Diffie-Hellman © "> O g=b"qVt—;b”ipuée”A{
Ne ¢>Op=b"qz CSSt iU”A hAi{sep© e wAEY
sZ«-PU>w-pVib{ 35 EZ°WAOPA E»wipe”As
%:0p epO—"1tb{O—"hipé”Axz CSSief t DES
Op= E»q 00"retb{

hqQyz Diffie-Hellman ©” [T4Y”» @ pA dhparamfile2>\Rb”"txz
fw UiTA>Tae tb{

(config) # ssl gendh dhparamfile2 512 “passwd123”
Please be patient this could take a few minutes

Atz\w-w ®AT{Ne ¢S‘|epo©” Ne cqE2qw EC
Z- wtitHloz\R”+h Diffie-Hellman f&Y”"» N+ ¢t
Diffie-Hellman f&Y”"» Ne ¢E> ECZ"2AUK"“$Db{

Al{zEA{w\RwhSw RSA ©”w-—;

RSA©” Oz N« ¢cwAlI{zEA{¢ CSREN« ¢>\R zfwAl

A{> CAt8ub”"txz sslgencsrsakey UTA>—; b {\w Ui

Apxz PEM UpOg=~+h PKCS10p CSRU\R”«$b{

CSRNe ¢cxzy MAI{wzE>A{b"Ou+zAi{>Eyb"0
Ut\Rb"ZAUK"“$b{ CAURSA-u©”">—;0zEb"qz CSR
xAlT{ts“Fb{

rsakey ! :txz RSA AI{w/ARt—;2+"©">! “th{\wO”
xZAT{t'S t+0M"=%©"pb{

CSR\R:t RSA®"O%>—:b"Mxz RSA©"0% RN+ ¢U CSSt
6"AreoM"\gq>-Y th{ \RA+h RSA©"0%q RSA©"0O%
E> ECZtbt ®AI{Ne ¢S'|+p0©” Ne cqgE2qw EC

Z T €°£{&~s©” OzU O'sMOuz CSSwé-tod” Yo'
UZ—"etb{
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C«E

hgQyz RSA©” Oz myrsakeylt,nMo CSR>\Rb”"txziw U
iA>Tee thi

CSS11503(config)# ssl gencsr myrsakeyl
You are about to be asked to enter information
that will be incorporated into your certificate
request. What you are about to enter is what is
called a Distinguished Name or a DN.

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US] us

State or Province (full name) [SomeState] Massachusetts

Locality Name (city) [SomeCity] Boxborough

Organization Name (company name) [Acme Inc] Cisco Systems, Inc.
Organizational Unit Name (section) [Web Administration] Web Admin
Common Name (your domain name) [www.acme.com] WWW.Cisco.com

Email address [webadmin@acme.com] webadmin@cisco.com

MIIBWDCCAQICAQAWGZWxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWINQTETMBEGALUE
BXxMKQm94Ym9yb3VnaDEcMB0oGA1UEChMTQ2IzY28gU3IzdGVicywgSWS5jLJESMBAG
ALUECXMJIV2VIIEFKbWIUMRYWFAYDVQQDEw13d3cuY2IzY28uY29tMSEwWHwY JKoZI
hveNAQkBFhJra3JvZWJickBjaXNjby5jb20wXDANBgkghkiGOWOBAQEFAANLADBI
AKEAgHXjtQUVXvmo6tAWPiIMpe6oYhZbJUDgTxbW4VMCygzGZn2wUJTgLrifDB6N3
v+1tKFndE686BhKgfyOidmI3wQIDAQABOAAWDQYJKoZIhveNAQEEBQADQQA94yC3
4SUJJAUQENO20gRGLOZpAEIc4+IV9aTWK6ENmMIiZsM9GtOvPhIKLX5jjhVRLIb27Ak
H6D50mXa0SPJan5x

CSS11503(config)#

sslgencsr UiAs>Taeb qz PEM UpOg=~eh PKCS10p CSR U\
RAezfeUh@tZ—"etb{ sYAAw XUzh@t O”«hA
T{A{>fwtt8: A ZiA O"uA ouCpV” Web20e&-"
387> ™M oMib{h@t OrehAl{xzzAt aoNe+ ¢t

<8§¢A ziA O"uApVib{ CSRx CSSt- "etdae{

ZFM~shO&c¢2pw 128 T¢ Aw%o@=>eDb"=¢é"l¢ + A
Al{uzAsOuxz CA t SETUP/SGCAT{thx¥%E"TIAI{>A{
CoXiAM{AT{>!1Z Th'zfwAl{> CSSp—-;pV”"'Ot
j<b"ZAUK“tb{AItmMoxz ®-é"1¢ = AAT{wj<
>€° 0 XirM{
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CSR>YAAC¢ CAE£tu”"qzzEGCVwWAI{U 70Z72°t8Vib{ CSR

>1Z 1h'z fw CSR> CSSt iU”A 0 ECZ"2AUK"“$b{

CSRw iU”AMOtmMoxz ®AlI{gqep©"w T1U"Athxuo«

HU”A™ >€° oXi*M{AI{w ECZWMOtmMoxz ®AI{
Ne ¢cS‘|+p©” Ne cqE2qw ECZ™ >E°ToXirM{

ZECVWAI{USXtpw tz CSR>"R" xwep©”pfw CSR
tzE 0>Al{>~"R"z CSRNe ¢c>AuAb"\qUpVib{\

st'lo ®sAIT{U\R"etbUz\WAI{x,qoerw Web O &
¢2pzYYpVsM CAt'lozE~shcwqg s?sib{>Al{w
\RMOtmMoxz ®x~zEAI{w\R™ >€° 0 XirM{

x~zEAT{w\R

SSLApA>a200uxz CSR>\R z xwep©’pfw CSRtzE"
0z>WAI{>"RpVib{\R"eh>Al{w ®8vx 300 pb{
>AT{>"R" z CSSWAYp«tK”Ne ¢t- b"txz ssl gencert
_U'I'A>—;‘¢b{

¢«£ sslgencert UTA>Taeb’qz ®sAI{UARA«ftb{hi z\w
Al{x,qoerw Web O&¢2pzYYpVsM CAt'lozE~eh«
wq s”hefb{

AT{>"Rb"Mxziw:>R€ 0Xi*M{

« Al{w,ts"©” OZ2¢ RSAthx DSAE

« Al{tzEb"hSt—;"«"©"

sslgencert UiA>1eeb”qz RSA©” Ozthx DSA®" Ozi>—;°
o0 RSAAi{s DSAAiI{tzEpVib{

t«f CSSpx DSA©”t*” RSAAI{ewzE ¢S‘| RSAO©"t‘” DSA A
lewzEEUDOpPbUZ RSA©"t"” RSAAlI{-wzE¢S"| DSA
©"t'” DSA swzEE£wMU®° $pb{
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W CSS pwAl{gq-u®"w\R

\WUTAWS3T» ¢ «puxiwgS“pb{
ssl gencert certkeycertkeysignkey signkey certfil¢ password

l:weOoxiwgS“pb{

+ certkey certkeye Al {w,ts” RSA©” O72thx DSA©” OZweE
2{ 31 EZ°WAOUA E»>%;0p“tctO—"1b{

+ signkeysignkey Al{wzEt—;"e" RSAthx DSA®©" Oz{ 31
EZOWA©|JA E»>¥%;0p“tctO—"1fb{

« certfilecAl{>N+ ¢cq 0 CSSt- b’hSt—;b"Ne ¢
E{31 EZ°WAOUA E»>%;0p“fctO—"1b{

« [ passwordze AT{>N+ ¢cq 0 CSSt- bzt DES>-; o0
Al{Ne ¢>Op=b"hSt—;b"ipne"A{ Ne ¢ Op@=

b”qz CSSt iU"A hAT{sep©"sWAEYSZ« > wW-

pVib{ 35 EZ°WAOUA E»wipé”A>%;0p“epl
—3b{O0—"hipe”Axz CSSief t DESOg= E»q’
007etb{

hgQyzAI{ mycertfile2>0éa”p\Rb"txziw UikA>iee"
Ib{

CSS11503(config)# ssl gencert certkey myrsakey signkey myrsasignkey
myrsacertfile “passwd123”

You are about to be asked to enter information

that will be incorporated into your certificate

request. What you are about to enter is what is

called a Distinguished Name or a DN.

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US] us

State or Province (full name) [SomeState] Massachusetts

Locality Name (city) [SomeCity] Boxborough

Organization Name (company name) [Acme Inc] Cisco Systems, Inc.
Organizational Unit Name (section) [Web Administration] Web Admin
Common Name (your domain name) [www.acme.com] WWW.Cisco.com

Email address [webadmin@acme.com] webadm@cisco.com

CSS11503(config)#

Artz\wew ®AI{Ne ¢S‘|*pO©” Ne ¢cqE2qw EC
Z - wtitHloz\w>A1{w°0>N+ ¢Et ECZ"ZAUK*"

tb{
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—& ¢ AAi{wj< ]
~é7l¢  + AAT{wj<

ZUMv~AreoMsMO&t2pxz 40T AwW% @=>—;"0 SSL +”
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-é”lc  + AAl{xz ZFM"+hO&c¢2pw 128 T¢ Aw %0 o =
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O&c¢2t th"qz«& ZiApxx"$t€ >6 “>S" o0 128
Te Aw%heo=>—;"FDb{
CAt-¢é"l¢ + AATHA{ hOuxz -é”"1¢Al{gqfwn
CAAI{wtM> "b”"2ZAUK"“tb{n CA Al{pz-¢é"i¢cA
1{>UA tb{e Al{xz
http://www.verisign.com/support/install/intermediate.htm a2 T « T* “p V £
b{
a Al{> ""h’ztMwAI{> 1mwRNe ¢t D" 0z%E”
TAT{> "R tDb{ CSSxzAI{%E"iIT.> 1mwRNes ¢qo7
SW SSLETA3E «lt«8 ZiIAt& tb{
+"iw-é"lcAl{qn Al{> FTP "1t D" tb{ CSS
W% E'TAT{>"Rb"Olxz ~é"I¢Al{gqm AI{>Y Mq
P BD"b"ZAUK“tb{Ne gtxz7stx”] -é"lg %
AAI{>7“CZoT’'ze AI{>7“CZ1tb{ 2 mwAl{w tx
~@> 12adb"2AUK*“tb{
®AT{gepn©"w iU"Athxao«pU"A™ wtlitHlozN-

c>- "o CSSt iU"A $b{
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WM Al{qep©"w TU"Athxa«pU"A

Ai{gep©"w TU”Athxe«pU”A

7 thxy MAI{qep©”"xzeeb”"Aw-0©4az £71t- Ne
oM” 1 mihxé:wRNe ¢T’ CSSAYp«t iU"ApViEb{A
I[{wARMOtmMoxz @®CSSpwAi{qeu®©”"w\R™ >€° 0X
inM{

\e'wNe ¢>8ub”Ouxz CSSqeb”A +"1 ptYs%hno=
8UYSECT>—;b"\g>S¢S fhb{ CSS x Secure Shelld ¢ A "¢
¢SSHV2E>xU"A oMt b{ SSHOEéA ¢>—;beyz-¢reoM
SME¢A& «>p o0 2FWxPA ptIs¥%ke=€606>20\qUp
Vib{ CSSxz Secure File Transfer ProtocdiSFTP; - ©42 Ne ¢800
A CES|Ne ¢c8uOéA¢¢ FTP£>—; 0E¢ Aé"« Al
U pwNe cw8u>+xU”A $b{ 2mwNe ¢800€éA ¢cw
0jz8uvY8CTUQ ox SFTP>-Rb”"\g>S¢S th{ SFTP x
FTPqAoMtbUztp%o="+h€ >—; Fb{

Al{-©"> CSSt T1U"Ab"2tziw:t« ™ oXirM{

e CSSpzCSSew SSHZ«-lU> ®t 0 SSH«& ZiAT' W€
>1ZO0«"\qUpV” Ot 0Xi"M{thzAi{-©">8U
h”2t-©4z ga i ©"> TpHA"¢ o XirM{ ANY¥
¢Apxz SSHZ«-uxz norestrictssh UiAt‘'lo-é”lgt
®="e0M1b{ SSHZ«-pUMV~AeOoM”"TZz4& iy ©”
U ipA”¢greoMsMqz CSSx«d ziAT'w SSH € >!
zO+"\qUpVcz copysslsftp " UTAUe&e “zrd” \ A
U\RA+$b{

¢«f CSS pw Secure Shell DaemanSSHDEW f wAltmMoxz ° Cisco
Content Services Switch Security Configuration Gttigd€ ° ™ o X i~ M {

« SFTP +”ipxza”? AYe«AaUAI{qO"w- "eoM"
AYe«Aaz>0b'Otz +"JU&~tf "eoM”"T-Y oXi
AM{ SFTP+"igw pAi{q®">&~t D"b"hStcz\
WIpXY Xf b”"ZAUK“$Db{
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Ai{qep©"w TU"Athxa«pU~A ||

« ™

SSH>—;b"OuxzE¢ A& "« UtiA haeb”A SHUAUWN »
¢ SHMAUT’ CSS>O"Ab"¢AYu«eépy ¥£'0tsloMsM\

g>-Y oXi*M{ SSHU ®pzTmzEsAé"«U¢CiArNehNe

¢ 3SHAUT’ CSSUE¢ A&« O”ArehOuxz SSHOéA ¢cw
s8=U& ‘0z®ma” Y -" U CSSwé-tZ—"retb{\w™ "
xzAT{gO"w TU"Aeo«pU”"Atér £b{

~

Al{qep©"w TU"A;AN¥cA SFTP thx FTP ="lw
f

t«E

% +b”2tz ftp-record "UiA>—; 0z TU"A hAl{eep

©”> CSSWAVYpu«t¥%c¢ié”Ab”"hSt—;b” SFTP+”1$hx
FTP+"1> [ £b{ CSST'+"itz«-pb"qVt—;b” SFTP
thx FTPeé A N« ¢w”R;w ftp-record "UiAw—;MOtmM

0 xz ° Cisco Content Services Switch Administration Gdid€ ° "0 X i M {

copyssl UiAp—;b” FTP& " A> [b"Mtz O’u AYe«A=
s—:b" ' OpKeyzfwAVe«As> SSH+”IU"0"re0M”
AYée«AaeT'wiOAYeé«Aaeq o! "oXi*M{hqQyza”

2E U sshloginpzSSH+"1U d:\Program Files\Network ipA”¢”e0
M"OuzNs ¢wARNY¥cA AYeé«Aax d\Program Files\Network\ssh
s“tb{ SFTP+”Iqw pAI{q©">&~t " P"b”hStxz\

wig>Y Xf b"ZAUK“fb{

hqQyz ssl record> [b"txziw UiA>O0—"1b{

# ftp-record ssl_record 192.168.19.21 johndoe “abc123” /home/johndoe
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WM Al{qep©"w TU"Athxa«pU"A

Al{qep©"W CSS «w8u

copy ssl UiA>—:b"qz CSSqw pAi{qeu©"w iU"At
hxo«pU”A> otieepVib{ iU”ArehNe ¢xb,0z
CSSwtfsOtt- r"etb{\w UiAxzpu i”ar?2 P"Ap
iZTeepVib{

\WUTAWS3T» ¢ «puxiwgS“pb{

copy ssl[protocol ftp_record[import filename[formaf “password
{"passphrasg}|export filename2‘ password]

l:weOoxiwgS“pb{

+ protocol *Al{esp©” Ne ¢>8ub”"qVt—;b"0éA ¢
w» Of{ ®soiAesexz sftp thx ftp pb{8uY&CYUQq oz
7<tfs SFTPOéA ¢w—;>S¢S thb{

+ ftp_recordeaeP”A xpA@C>"0"0OM"*"RA" FTPe "AwE
2

« import +Ne ¢c>ab”A £71T" TU"ADb"{

+ filenames+” 1T’ TU”Ab"Ne ¢wE2{Ne+ cowifli
W>—; b{7Gp 128 E>—;pVib{

o formate TU"Ab”AT{wNe ¢ U{ PEM Ut!gnrez DES
Op=Ueae"*hAlI{Ne ¢cxz CSSSCMiw> ¢TmtT£EsAY
e«Aat- "efb{ iU"A Ne ¢w ®s UxiwqgS*
pb{

i DER ¢ Distinguished Encoding RulgsDERE£>—; " h ASN.1wl A&
®0g=tDEROg= Uw X509 Ai{£ {hqQyz Microsoft Windows
NTHS4.0+"IT" TU"ArehAT{U\et"p tDb{

U PEM e Privacy Enhanced Ma@l PEM£t‘”  Base640g=¢ PEM O g
= Uw X509 A1{£{hqQyz Apache/SSL UNIX+”1T" i
U”ArehAT{U\st"p fb{

i PKCS12e RSA Data Security, IncUf "hAi{qeu®©”w-

UwF“{ hqQyz Microsoft Windows 2000 IS5.&"1T’ iU”
ArehAT{U\et"p 1b{
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Ai{qep©"w TU"Athxa«pU~A ||
o /password® TU”A hAl{thxep©”> DESOg=b"0ut
—:b"Tué”A{iU"A hN. ¢>O0p=b"qz CSSiwA
[{eep© "ewWwAEYsZ« -u>wY\qUpVib{ 35 EZ°w

AopuA E»wipe”A>%;0p epO—"1tb{O—"hip
€"Axz CSSief t DESOg= E»q 007«fb{

+ / passphrasge¢ PEM N+ cw!O3&T£ CSS e+ TU"Ab"ItA
1{e©">%2=b"hSwipNe”T{ iuNe’y AophAs>z %
;Op“epO—"1thb{

¢«f PKCS12Ne ¢ ¢.pixEwiuNe” >0 —b"ZAUK*“tDb{
CSSUziuNe " >—; oNe ¢>7g="1b{

« export e@b”A 2"1tNe ¢cro«pU”Ab”{
+ filename2+"TwRNe ¢tCZ"E2{Ns gcewifip>—;"

th{ud"u> fsM 32 EZ°WAOUA E»>%;0p“ifc
tO—"$b{
C«£E TU"A hRNe ¢txz Al{z RSAIDSA©” Ozzthx Diffie-Hellman
faY”»U fetb{> w iAiA>Ne ¢cEt ECZo0zN>+
CtAl{z.p©”z Diffie-Hellman &Y "»wMcesU t"T>0b
ZAUK“tb{ ®AI{Ne ¢S‘|epo©” Ne ¢cqE2qw EC

Z7 >€° oXirM{

hgQyz Al{ rsacertpemraeb”A +”1T’ CSSt iU"Ab”"txz
fwotO—"1b{
# copy ssl sftp ssl_record import rsacert.pem PEM “passwd123”

Connecting
Completed successfully
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WM Al{qep©"w TU"Athxa«pU"A

Al{ rsakey.pema&pP”A +”"IT’ CSSt iU"Ab”txziw‘'0O
tO—"1b{

# copy ssl sftp ssl_record import rsakey.pem PEM “passwd123”
Connecting
Completed successfully

Al{ rsacertpem> CSST'aeb”A +"lta«pU”Ab"txziw’
OtO—"tb{

# copy ssl sftp ssl_record export rsacert.pem “passwd123”

copyssl UiApAi{thxo”w iU"Atee "hOuxziw:>

AY oXirM{

« fip @ "Awa"2 28¢iAqiue”AUY " MTroT

« O’u AYeé«AzU sshihx sshipathtsloM”TrOT

+ SSH+"ItxaD6TrOT

o ftp @ "Atf ~eoM” SSH+”Ilw IPZAepUY MTrOT
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AT{N+ ¢S‘|ep©” Ne ¢qE2qw EGZ ||
Al{Re ¢S‘|ep®" Ne cqE2qw ECZ
Al{qo” 0z Ne ¢w TU”A«\RUifb"qz\+"wNe
ctAl{z.po©”z Diffie-Hellman &Y ”"»wMceU ftsoM"T>
CSStObZAUK“tb{\exzAI{wE22z-% [ ep©” OZwE

2zthx Diffie-Hellman &Y »wE2>> w TU”AA N« ¢t
ECZ"\qpaeMib{

a wAl{gqep©"w UiAp! "heiAa>N+ ¢t ECZ

"gqzfwl TAYi-U CSSwief t- "etb{f !E>-

‘olswa O”Alt CSSpfwf >—;pV”"'Otb”txz CSST
"6-2¢A h* CSS>6SO”A h“b"2tziaef N cwe

0>1"f Ne ¢t ®D"b"2AUK“1b{ CSS>6S0O"Ab"qz
Ai{21307358iq©" 21307347Ux"$té"Aretb{

\W\pxziwe0tmMoti fb{

« Al{gNe cqw ECZ

«+ RSA©” OzqNs ¢cqw ECZ

« DSA©” O0zqNe. ¢gqw ECZ

« Diffie-Hellman if&aY"»EqNe+ ¢cqw ECZ
« Al{qo” Ozw-Y

Al{qNe ¢cqw ECZ

iU"AThx\R hAI{tAl{wE2> ECZ"txz ssl associate
cert UiA>—; 1b{ E,t no>¢CZo\w UiA>ieb”qz Ne
¢cqw ECZUrt efb{
\WUTAW3i»¢ «uxiwgS“pb{

ssl associate certertname filename
l:weOoxiwgS“pb{

« certname ECZ"AI{E{ 31 EZ°WAOuUA E»>¥%;0p*
tctO—"1b{

[ oL-7993-01-J
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WM AT{N. ¢S‘[-poO" Ne ¢qE2qw EGZ
+ filenames AT{> %o Ne ¢cwE2{ 128 EZ°WE2>0—"1b{
FTU”Afthx\R hAl{waepA>"Ob"txz ssl associate

certcertname? “UTA>—; £b{

hgQyz TU”ArehAI{Ns ¢ rsacert.pemtAI{E  myrsacert »
ECZ txziw UiA>O—"1%b{

(config) # ssl associate cert myrsacertl rsacert.pem
Ne cqw ECZ>rtb txziw UiA>O0—"%b{

(config) # no ssl associate ssl cert myrsacertl

¢«f \w no>! "h UiAxz ECZ'+hAI{U2«AYOs SSLOé
©2 apAp-otsloM”Oux;6 Fdee{

RSA ©” OzqNe ¢cqw ECZ
iU”Athx\R h RSA©” Ozt RSA©” OZE> ECZ"txz
ssl associate rsakey UiA>—: " fb{ E.,t no>CZo\w UiA>7
@b”qzNe ¢cqw ECZUrtretb{

\WUTAW3i»¢ «uxiwgS“pb{
ssl associate rsakekeyname filename
l:weOoxiwgS“pb{

+ keyname ECZ” RSA©” OZE{ 31 EZ°WAOUA E»>¥%
;Op“tctO—"1b{

+ filenames RSA ©”" 07> % Ne ¢cwE2{ 128 EZ°wE2>0—
“tb{ TU"Afhx\R~eh RSA©"waepA> Ob"txz ssl
associate rsakekeyname? "UiA>—; b

hqQyz RSA©”"E myrsakeylbz iU”A~sh rsakey.pemt ECZ”

txziw UiA>O—"1b{

(config) # ssl associate rsakey myrsakeyl rsakey.pem
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AT{N+ ¢S‘|ep©” Ne ¢qE2qw EGZ ||
Ne cqw ECZ>rtb txziw UiA>O—"1b{
(config) # no ssl associate rsakey myrsakeyl
¢«f \w no >! "h"UiAxz ECZ’+h RSA©” O7zUz2«AYOs

SSLOé©®3 apAp-;otsloM”Oux;6 tdae{

DSA ©” OzqNe ¢cqw ECZ

iU”AThx\R h DSA©” Ozt DSA©®” OZE> ECZ"txz
ssl associate dsakey UiA>—; fb{ E.,t no>CZo\w UiA>1
@b”qzNe ¢cqw ECZUrtretb{

\WUTAWS3T» ¢ «puxiwgS“pb{
ssl associate dsakelyeyname filename
l:weOoxiwgS“pb{

+ keyname ECZ” DSA©" OZE{ 31 EZ°WAOUA E»>¥%
;Op“tctO—"1b{

+ filenames DSA ©” 07> %N+ cwE?2{ 128 EZ°wE2>0—
“tb{ TU”Athx\R”eh DSA ©"weae pA> Ob"txz
ssl associate dsakeyeyname “UiA>—; tb{

hgQyz DSA ©”E mydsakeyl>z iU"AA”eh dsakey.pent ECZ
"txziw UiA>O—"1b{

(config) # ssl associate dsakey mydsakeyl dsakey.pem

Re cqw ECZ>rtb txziw UiA>O— fb{

(config) # no ssl associate dsakey mydsakey1l

¢«f \w no>! "h UiAxz ECZ’+h DSA©” OzU72«AYOs
SSLO¢é©3 apuAp—;otsloM”Oux;6 tdae{

[ oL-7993-01-J
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WM AT{N. ¢S‘[-poO" Ne ¢qE2qw EGZ

Diffie-Hellman f&Y”"»EqNe ¢cqw ECZ

FU"AThx\R h Diffie-Hellman i1&Y”» Ne ¢t  Diffie-Hellman
[&Y"»E> ECZ"txz ssl associate dhparam Ui A>—; 1 b{
E,t no>CZo\w UiA>Taeb”qzNe ¢cqw ECZUrt~

e1b]

\WUTAWS3T» ¢ «puxiwgS“pb{
ssl associate dhparanparamname filename
l:weOoxiwgS“pb{

+ paramname ECZ” Diffie-Helman i[&Y"»E{ 31 EZ°wAo©ou
A E»#%;0p“tctO—"1Db{

+ filenames Diffie-Hellman 1&Y"»> % Ne ¢cwE2{ 128 EZ°w
E2>O—"1b{ iU”Athx\R”+h Diffie-Hellman N« ¢w
@ uA> " Ob"txz ssl associate dhpararfilename? "UTA>—; &
b{

hgQyz TU”A”eh dhparams.pent Diffie-Hellman (&Y " » E

mydhparaml> ECZ"txziw UiA>O— "%b{

(config) # ssl associate dhparam mydhparam1 dhparams.pem

Re gqw ECZ>rtb txziw UiA>O— fb{

(config) # no ssl associate dhparam mydhparaml

¢«f \w no>! "h"UiAxz ECZ’'+h Diffie-Hellman T&Y”"» U 2z
«AYOs SSLOé©3 wpAp—;otsloM”Oux;6 fdee{
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AT{N+ ¢S‘|ep©” Ne ¢qE2qw EGZ ||
Ail{q©” Ozw-Y
A »CAl{Xxz27% ©"t,nMOo"R"ez 1mwo” OzqiZ-:p
Vib{AI{°W-~%©">z ECZ’shep®©”"qzt- "*eoM”
2% ©"qz+ 2% °pK"\q>-YDb"txz sslverify "UTA>—;"
tb{ECZ’+hAl{q©” OzwaepA> " Ob"txz ssl verify ? —
UiA>—:"$b{
C«f  Al{U=% /+p0©” O2q°« sMOUzoa” Ye " Ué-tG
areth{

\WUTAWS3T» ¢ «puxiwgS“pb{
ssl verify certhname keyname

l:weOoxiwgS“pb{

« certname! “h©" Ozw-Y0Aqs”Ai{t ECZ'«0M”
E2

+ keyname! "hAi{w-Y0Aqs"©” Ozt ECZ's0M”
E:2

hgQyz A »c¢Ai{ myrsacertlq©” OZ myrsakeyl>z+ oUAb”
txziw UiA>Tee 1b{

(config)# ssl verify myrsacertl myrsakeyl

Certificate and key match
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WM AT{N. ¢S‘[-poO" Ne ¢qE2qw EGZ

Al{qep©"W CSS T'w_+t

A®tslhAi{qepn©”> CSST'_tb"txz clear ssl file "Ui A
>—;  Fb{ clear sslfile "UiAxzAl{ssp©”"t ECZ’+s0M

"Ne ¢ctxA®pb{\wOuxz7st no ssl associate UTA>! °

o ECZ>rt tbe¢ ®AI{Ne ¢S'|sp©” Ne cqE2qw
ECZz™ €°£{

\w=é”l¢f P"Aw UiTAw3i»¢s«puxiwgS“pb{
clear ssl filefilename password

l:weOoxiwgS“pb{

+ filenames CSST'_tb"Al{z©" Ozzthx Diffie-Hellman &
Y”» Ne gwE?2
« passwordNe ¢> CSSt7st iU”A¢thx CSSp7st\RE

hqVtz DESpOg=b"hSt—; hipe”A{\wipe”A
UY-tee sMqgzNe ¢x_tpVidee{

hqgQyz dsacertpem CSST’' tb txziw UiA>O0—"1b{

# clear ssl file dsacert.pem “passwd123”
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CHAPTER I

SSL 4fwf

\w-pxz

CSS»> SSL4f;w>Y SSL+"iq of b”hSw q>

t1 +b{\w-w s°0xiwqgqS“pb{

SSL4fw"A

SSLOé©3
SSLOé©3
SSLOé®:3
SSLOé©3
SSLOé©3

2 uUAwWNR
@pA.wtiwacC

@ uApw>Y SSL+"Iwf
epAwz«AYO=q-;®..
epuAw!lE

SSLAfwx"Tpwf
SSL4fw TATA C'Ccwf
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M SSL4fweA

SSL 4fw“A

r Cisco Content Services Switch SSL. "TNY24é”"347 " A

CSSp SSL4fUTaere"wxz0E©?3 £"1qg°0;6 oM” SSL b
"da'cU«d ZiAT'w SSL€ >4f 0zx"lew TCP € >-
gb”’qVpb{ SSLP 4"’¢xz SSL€ >4fb"’qVtA"»>ig=
Tzfesé" A T47371-Q ;w«ae? A©uAq o CSStud t
b{ CSSp!O6”rehA"»xz«ee?Z AopuAq o HTTP x”itud”
T SSLb a"¢t&"Nezf\p%oo="e0f A WIi¢«niA
SSL+"itudneth{

$4-1tz SSL+"iq 0;6b” SSLb a"¢wkK” CSSq«é& Zzi
A w SSLE€ >0 tb{

$ 41 SSL 4f

BETF—4 \6¢ ou7 732+
l\ Y »

=
E LT CSS 3
SSLb 4a"¢cz«d 2iAzS‘|x"1 w SSL@Cwvexz SSLO
€03 @pAt'lo> Metb{ SSLOé®3 aphAxz iA¢«p o
iAepyY Ne” 1mZiw>Y SSL+"lw [pIR"~oMZIb{ CSS

wSSLP a"¢xz>Y SSL+"1>—; 0z«8 ziAgq+"l w
SSL ed>&~trg z4zrdib{ 1 mwSSLOé©®3 sepAtxz7
G256w>Y SSL+"1> [pVib{

SSLOé©®3 suA>~ R 0>Y SSL+"I> ["h’zaephAs>Zc
AYOtb”2AUK“tb{ MozfwOé®©?3 a@pAs>+”TutdcC
2 SSLf A"»w SSLbP a"Ccew8U>%+ $h{z"Tp>2«
AYO=b"qz CSSxA"»>b a”¢ct8U tb{itam SSL + "
u> SSLTATA  ¢"¢tadC 1b{
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SSL 6é©2 auAw~ R N

SSL 0é©3 xpAw~R

t«E

SSLO¢é©3 @®pAxz%a SSL+"Tut EGZ’soM”"ZMXmTw

>Y SSL+"Iw-¢"Ophb{ SSLOé©3 auAw”Rtxz ssl-proxy-list
“UiA>—;1b{

ssl-proxy-list f P”Atxz ACL P"AzO"A P"Az-¢"0 P"Az
rmon b"AzS‘|t f P"A>tXz,qeerwf P"AT 7«
-upVib{thz\w UiA> ssl-proxy-listf P"AT’ —; 0z
WSSLOE©® spuAtz«-ub"\qepVib{ SSLOE©3 m®pAE
xz1 ™31 EWAOPA E»>%;0p“tctO—"1b{

hgQyz SSLOé®©3 &puAssllistl>*Rb"txziw UiA>0—"
tb{

(config)# ssl-proxy-list ssl_listl
Create ssl-list <ssl_list1>, [y/n]: y

SSLOE©® @ph>~"Rb"qz  CLI Usslproxy-listf P"AtO“$b{

(config-ssl-proxy-list[ss|_list1])#

7w SSLOEO©3 apA>_tb txziw UiA>O—"1b{

(config)# no ssl-proxy-list ssl_list1

Delete ssl-list <ssl_list1>, [y/n]: y
SSL +"TpU—;oewQuz+"Tput f«"2«AYOs SSL 0¢é©s3
@UAx_tpVide{\wOuxz7st SSL+"Tu>°l -"oT

'z>w  SSLOé©® sphAs_tb"7AUK“tb{
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H4 . SSLAfwf

W ssL 6é0° apA-wtiwacC

SSL 0é©3 spA.wtiwacC

SSLOé©3 apAwti>! b txz description "UTA>—; $b{
tixzuO " p> %o 64 EZ°WAOUA E»>¥%;0p“cepd—"
th{

hqgQyz ssllist1ISSLOé©3 suAtti>a&Cb"txziw UiA>
O— tb{

(config-ssl-proxy-list[ssl_list1])# description “This is the SSL list

for www.brandnewproducts.com”

> w SSLOéO©3 ampAwtl>_tb’txz iw UiA>O—"1b{

(config-ssl-proxy-list[ss|_list1])# no description
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| H4- SSL4fwf

SSL 0é©3

SSL 6é©3 zpApw>Y SSL +”1wf ||

@ uApw>Y SSL +"lwf

\\pxz SSLOé©3 apAp 1mZiw>Y SSL+"I>"Rb"MO't
mMoti tb{ sslserver UiA>—; 0 SSLOé©®3 apAot i
Ai«p iAe> "R z\woiAset\w>Y SSL+"1t Eb"”
x‘w SSLI&Y"»>f “1b{ CSSwWSSLb a"¢xz>Y  SSL+”
I>—:"0z«& ZiAgz"1 w SSLeéd>&~trgz4zrd

tb{ SSLOEé©3 &uA [4AY"»>f b"2tz SSL+"lw TAg
«Uj@> [b”"ZAUK“$b{ 1 mwSSLOéO®3 s puAtxz7Gp
256 w>Y SSL+"1> [pVib{

hqQyz Brand New Products§y MO e "U"p Oi¥%”Uz CSSt'” SSL4
fweO>U["oM”q tb{\wOuz% p Web + A
¢ https://www.brandnewproducts.caf ow TA&AN Y ¢ « UzTMtx CSse
WSSLP a"ctVOAre" Otf “tb{fwhStxz SSL 060
3 euA°p>Y SSL+”"lw VIP zAep>! “z\waepA>TTAi
Ac’cq¥%a VIP zZAéptaei«b”ZAUK“tb{\w VIP zAep
>s—;b"txziwao SSLf [aY”"»UzApb{
« TTATA  ¢"¢tO b’>Y TCPU"AjswY @C
« Y ;w7 w RSAfhx DSAAI{
e %@=S‘|zE>Teb’hSwa&~s SSLO®” O72¢ RSA©" 012>
—:"oM”OUuE
+ CSSSSL-©4aeAYt Diffie-Hellman ©”!672¢°a@fUUZAsO
x Diffie-Hellman [aVY " »
* %oy "AwA“po

Ct<f Z«AYOs SSLO¢é©3 @mpAtxz!E>CQ”"\gxpVidee{!E
>CQ"2t SSLOé©3 @ampAw-—;>°1l -"z!EU4f h'ap
A>6S2«AYO="1b{ cCCSxzfwOé©3 euhA>—;"0 SSL%”
TpedC@Cthx!E°0>06 tb{AltmMoxz ®SSL 0 é©3
EPAWIET >E° 0XiAM{
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H4 - SSL4fwf |

WM SsL 6é©3 apApw>Y SSL +"lwf

iwopz SSLOé©3 mpApw>Y SSL+"IwWARMOtmMoti®

tb{

e SSL+"1  TA¢i«pw”R
e >YIPzAepw!

« >YU"Aw|

e +"IYA;WAI{z©"2S"'|% op "AwA“po
e «& ZiIAYAwf

e HTTPO¢%"alwf

+ SSLthx TLSI" &iw!

e TCPFINY¢-""0 pw«a ZTA€ waf

+ .©4a7z URL &8 Aw|

o SSL-¢s347 ©R¢3a » Uz¢Aw!

o SSL -¢3ATWETA3E «B6E°3a"3&iw!

« SSL©&” A'»w— 1 wf

+ SSLTCP«& ziA w€ » UZ¢Acw!

e SSLTCP+"1 € » UZ¢Acw!

+ SSLTCP€ tSZ"-Y t— w!E

+ SSLTCP€ w Naglezg®°aTUw!

« SSLTCPE w TCPIi¢Neami-w!
SSLO¢é©3 apAwf @C> Ob”MOtmMoxz H7 -® SSLwWf
@CS‘|lw-gCw O~ >€° 0XirM{

SSL +”1 TA¢ «pWAR

SSLOE©2 mph [AY"»>f b 2tz>Y SSL+"1>ARb"%
AUK“tb{ SSLOé®3 @muAt SSL{ widY”»>! b"txz
ssl-servernumber "UiA>—; tb{\w UiA>Teeb’qz>Y SSL
+"1t ECZ’shx'w SSLiaY”"»¢ VIP zAénuzAI{EzO”
OZsrEwf t—;b”j@¢ TA¢«p aiAefU SSLOéO: @
HACtARAeE b 1 ™256wWwT:>O0—"1b{
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| H4- SSL4fwf

SSL 6é©3 zpApw>Y SSL +”1wf ||

hgQyz>Y SSL+"1 205! b"txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20

>Y SSL+"1> SSLOéO©3 a&pAT’ _tbtxziw UiA>0—
Tib{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20

>SY IP zAéepw!
\w VIP zAéux SSLbp a"c¢ct'loz!Z0O«", VAANY ¢ «>
Y b” "q o-;"efb{ VIP ZAeuxz iAiA ¢gtf A
s0oM” VIP ZAépg%acws>! “oXi*M{>Y IPCVIPEZAG
>1 b"txz ssl-servernumbervip addressip_or_host " UiA>—;: 1 b{
SSL TATA  ¢U'cgteeb">Y SSL+"lw VIP zZAéep>O0—"1
b{®SSL4fw iATA ¢c'cwf ~  >€° oXir*M{

®s VIPzZAep>zA,ACV 10 "G¢hqQyz 192.168.11.Efhx
C"PC¢« xuAE¢thgqQyz myhost.mydomain.coip® — 1b{

C«f VIP ZAep>C"PCy¢ « xpAEpO—"hOuz cCssxAy i E"U
#"ITp ¢DNS£>—; z myhost.mydomain.consrwxpAE>z  192.168.11.1
srw IPzAeput!d6 tb{xpAEUr>pVsMOuz VIP zAép
f x!1ZOe' eczxpuAwr>tee "h\g>Obod” \ A
U Oretb{ DNSwf wAltmMoxz °Cisco Content Services Switch
Global Server Load-Balancing Configuration Guitle€° "~ o0 X i M {

>Y SSL+"lw VIPU"A>f sMitt SSLOé©3 apAwz«AY
O=>%""¢ ®SSLTCPE€ w Naglez¢°afUw! ~ €°£qzrd”
Y¢ " UéatZ—Nrez SSLOé0©3 @apAxz«AYO="retdae{

f “eh SSL+"Tup TAiA ¢"¢c>2«AYO=b"qz TAi
Ac’¢cpf ~eha VIP ZzZAépUz&8CArehox"Tpw SSLOé©
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H4 - SSL4fwf |

WM SsL 6é©3 apApw>Y SSL +"lwf

3 @uApf ~eh 1mZiw VIP zZAéuteeb”TU-Y"etb{ °
«>sMOuzed” Yé¢ " Ué-tGarez TATA C"CXZ«
AVYO=retdee(

hgQyz "TAiA ¢”¢pf 'h VIP ZAeutesb”z >Y SSL+”
Iw VIP zZAeps! b"txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 vip address
192.168.3.6

>Y SSL+"IT'  VIPzAép>_tb"txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 vip address

SYU Aw!
SSLP a"¢x>YU"A>—;"0z!Z0+"A&NY ¢ «>> f
b{ >Y SSL+"Iw>Y TCPU"Ajg>! b"txz ssl-servernumber
port number UiA>—; 1b{ SSL iATA  ¢'"gt°eb” TCPU”
Ajg¢ SSLTTATA ¢rgp—;ne” TCPU"AjoE>O—"1b]
U"Ajex 1 ™65535wc“°p! "tb{AN¥cAwU”Aj@x 443
pb{TATA ¢’ctf “hU”Ag°eb”U”Ajg>! "oX
i"M¢ ®SSL4fw iATA ¢c'ewf —  €°£{
>Y SSL+"Tw>YU"A>f “sMtt SSLOE©®3 auAwz«AY
O=>%""¢ ®SSLTCPE€ w Naglez¢°afUw! ~ €°£qzrd”
Yé-""UéatZ—"Nez SSLOé©®3 apuAxz«AYO="etfdeoe{
f “eh SSL+"Tup TAiA ¢"¢c>2«AYO=b"qz iAi
Ac’¢pf "eha>YU”AUzAaC"ehox"Tpw SSLO¢éO3
@ puApf ~+h 1mZiwU"At°«b”"TrOT> CSSx-Y fhb{
ce sMOuzrd” Yé¢ -""Ué-tGarez TATA C"CXZ

«AVOZA'idCE{
hqQyz>YU”A> 444 tf b txziw ' OtO—"Fb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 port 444
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| H4- SSL4fwf

SSL 6é©3 zpApw>Y SSL +”1wf ||

>YU"A>AN¥¢cAw  443tee-¢Ab txziw ' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 port

+" YA, WAI{z©0"zS'|% o "AwA“po
CSSxz+"IYAwe$po«d ziAtudb "+"1AI{>+xU"A
“tb{AI{>>Y SSL+"lqg ECZ"txz CSSt iU"A hTz
CSSp\R hAI{S'|©"¢ H3.® SSLAI{q@©"wf ~ €°£>
A“po”2AUK“tb{thzAI{S'|©"t0 b" %o "Ac«
A“po”2zAUK"“tb{
WWpxz+”"IYAwhSwa f tmMoti $b{

« RSAAI{Ew!

+ RSA©” OZEw!

« DSA AI{Ew!

« DSA©®” OZEw!

+ Diffie-Hellman [&Y”"» N+ ¢Ew|
e %oop "Aw!

YAS|1-¢ A% 8=wW- %0 [ epu©” Ozw!bp—;~s” RSA Al
{z13a"381wWE2>! b"txz ssl-servernumberrsacert name ~ U
iAs—; tb{7 w RSA Al{zt3n"33aiweae pA> " Ob"t

x z ssl-servernumberrsacert? "UiA>—:;"1b {

! “"h  RSAAI{x CSSté”AA"pz ECZUA®EpM”"ZAUK*"
tb¢ H3-® SSLAI{qO"Wf ~ €°f£{&~s RSAAI{z13u”
337U 0°sMOuz SSLOé®3 =pA>2«AYO="'0Oqb”"q

2 n

gd” Y¢ " Ué-tGaNrezaeuAxZ«AYO="etdee{

hqQyzZ2t ["hz rsacert MO E2w RSA Ai{z13a”34j
P b txziw UTA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsacert myrsacertl
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WM SsL 6é©3 apApw>Y SSL +"lwf

> w>Y  SSL+”"IT' RSAAI{z!38”3&i>_tb"txziw

TUTA>O—"1b¢{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 rsacert

RSA ©” (")iEW}
RSA©” Oz 213a”"3aiwE2>! b"txz ssl-servernumber
rsakeyname UiA>—; fb{ RSA©” Ozxz WAl put«é 7
iAfhx+"1£ UCSSq SSLAI{>!8b"hStzApb{ 7 w RSA
©" 0z 72t3a"3aiwaepA> Ob"txz ssl-servernumbermrsakey ?
TUTAS—; 1b{
RSA©” Ozx CSSté”AA"pz ECZUA®pPpM”2ZAUK*“$b
¢H3  -®SSLAI{qO"W[f ~ €°£{&~s RSA©" Oz 213w~

337U 0°sMOuz SSLOé®3 =pA>2«AYO="'0Oqb"q
88" Y¢- " Ué-tGarezaeuAxz«AYO="etdee{

hqQyz rsakeygMOE2w [A"w RSA©” Oz 7213a”3§7>!
b txziw UiA>O—"1tb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsakey myrsakeyl

> W>Y SSL+"IT° RSA©”" 07 7%3u0”3&71>_tb"txz i
wUiA>O—"%b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 rsakey

DSA AT{Ew!
A'»¢ 3-C%Rw!dt—:b” DSAAl{zt3a"3aiwE?2>!
b"txz ssl-servernumberdsacertname UiA>—; tb{7 w DSA
Al{zt3a3aiwaepA> Ob"txz ssl-servernumberdsacert ?
UiA>—:"$b{
' *h  DSAAI{x CSSté"AA"pz ECZUAcpM”"2AUK"
tb¢ H3-® SSLAI{qO "W f ~ €°£{&~s RSAAI{z13w”
337U O sMOuz SSLO¢é©®3 ®puAs>2«AYO="'0qb"q
8d” Y¢ " Ué-tGarezaepAxz«AYO="retdoe{
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SSL 6é©3 zpApw>Y SSL +”1wf ||

H4 . SSLAfwf

hqQyz dsacetqMOEz2w [A"w DSA Al{z130”347>!

b txziw UiA>O—"1b{
ssl-server 20 dsacert mydsacertl

(config-ssl-proxy-list[ssl_list1])#
> w>Y SSLz"IT’ DSAAi{i13n”3é'|'>_'l'b"tXZiW
“UiA>O—"1b{

no ssl-server 20 dsacert

(config-ssl-proxy-list[ssl_list1])#

DSA ©" OZEw!
DSA ©" OzZxi-¢A A"»wzEt—;~"etb{\wo©" Ozxzw
Al pt«d ZiAthx+"l£q CSS p SSLAI{>!6b"2t
c™p 7 AUK“tb{ DSA©” O7 2130"3&iE>! b”txz
ssl-servernumberdsakeyname "UiA>—; tb{7 w DSA ©" 0Oz% 2
13g7337we pA> Ob"txz ssl-servernumberdsakey ? "U i A >
-, 1b{
DSA ©” Ozx CSSté"AA"pz ECZUA®EpPM”"2ZAUK*“%b
¢H3  -®SSLAI{qO"Wf ~ €°£{&~s DSA©" Oz 713u”
337U O sMOuz SSLOé®3 =pA>2«AYO="'0Oqb"q
Bd” Y¢-" Ué-tGarezaeuAxZ«AYO="etdee{
hqQyz dsakeygMOE2wf A~w DSA ©” 213a”3&1>| b

"txziw UiA>O—"1b{
ssl-server 20 dsakey mydsakeyl

(config-ssl-proxy-list[ssl_list1])#
> W>Y SSL+”"IT° DSA©” 07 7%3u”3&71>_tb"txz i
w UiA>O0—"1Db{

(config-ssl-proxy-list[ssl_list1])#

no ssl-server 20 dsakey
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W ssL 6éo3

Diffie-Hellman

%o B " Aw!

®eMApw>Y SSL +"Twf

la

Y”» Ne GEw!

Diffie-Hellman ©” ! 61&4Y " » Ne ¢>—;b"qzA"»!8>20 2
MwAT puxi-¢A%e=qYAt b”2 ©">2%p~ R tb{
Diffie-Hellman ©” ! 61aY " » Ne ¢ 713m”337iwE2>! b

"txz ssl-servernnumberdhparam name " UiA>—; tb{7 w

Diffie-Hellman ©”!814Y " » Ne cwaeuA>"Ob”"txz ssl-server

numberdhparam ? "UiA>—; fb{

Diffie-Hellman i&Y”» Ne ¢x CSSté”AA pz ECZUA®pM

"3AUK“tb ¢ H3 ®SSLAI{qO"Wf ~  €°£{&~s Diffie-Hellman
faY”» Ne ¢ 2!32”387U O'sMOuz SSLOé®3 & pA
>2«AYO="'0Oqb”qea” Yé¢-"" Ué-tGarezapAx

Z«AYO="retde|{

[A"w Diffie-Hellman T&Y”» Ne ¢ Z13a”3&i>! b"t
xzIw UiA>O—"1b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 dhparam mydhparams1
Diffie-Hellman &Y "» Ne ¢ 213a”3&7>> w>Y SSL "1
T _tb txziw UiA>O—"%b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 dhparam

SSLOéA ¢xzx"lewd ZiIAWI“YAZAI{wubz ¢34

i ©"Wf srwart—;pV'7's¥%keozc°@TUC% o=£>+
U"A*oMtb{«d 2iAq+"1U+U"Ab " %o p "At % ow
coAExz+xU "Ab” SSLwli” 4iz!ZO+D6s%owEgSt

b”'AUe&3”z SSLO NACEZw Zt b”"STwFMgMIh
7'sAYat'lozfege Ys”DoQUK“j:b{+"|q«a ZiA
xzi“YAqAIT{wudzS'| ¢34l ©"wWf t—;b"% o

"A>zE°3n”34i>¢&a0 “>S¢b{\wE°3D”3a|WM
0O>> b"wxz SSLETA3E « OéA ¢gw;6w 1mphb{
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| H4- SSL4fwf

SSL 6é©3 zpApw>Y SSL +”1wf ||

C«E  ZDO6s%op "Axz wiNACEZa¥t b” ZFMt [~
*OM”"'Otz wWeaw% o "Atz,8SU M%ou "Apb
thqQyz 128T¢Aw% @=>220 3DESthx RC4E£{ ZDO6S% & U

"Axz T’,qeerw t ZpVz ZDoOsaYth;pV”"7«
§—S%@=> ™ th{

% @ "Apz©"!6z¢°eTUw-,AU [fs0oMIb{ $ 4-2

X z rsa-export-with-rc4-40-md3 g "At ECZ'eoM”"2¢°a& U
>tqShcwpb{

$ 4-2 %o "A ZgeafU

rsa-export-with-rc4-40-md5

Rivest, Shamir and Adelman Ayt —TF8E
(RSA)F—X|7IILTY XL 73 XL

K EBUTF D% H TSRS

X IIOFSE L)Y FILTY XL 8
SSLOéO3 s pAthogpn "A>A“po’txz ssl-servernumbercipher
“UiA>—; tb{-Rb"% opu "Axz CSSp iU"Afhx\R

"hAl{+©"qi“t ECoM"2AUK“tb{hqQyz

all-cipher-suites >-Rb”Ouxz SSLOé©3 s« pA>2«AYO=b"2
tz RSAA1{q©”z DSA Ai{q©”zS"| Diffie-Hellman &Y " »
Ne ¢c>;:™b”"2AUK“tb{

b;Dés SSLI" a7]qtz+xU"A”e" % gu "Awese pAUXx
t;™Aez%g=2¢°@TUS|TAY"»W-RUO”e0M1tDb{
“Rb"% op "Axz ¥z—;owAl{q©"zS'|-©4daeAYA
Et'lo>3“tb{AN¥cApxzzU"Are"%gu "Ax ®t
sloMidaee({
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WM SsL 6é©3 apApw>Y SSL +"lwf

\WUTAWS3T» ¢ «puxiwgS“pb{
ssl-servernumbercipher nameip_address_or_hostnanpert { weight numbe}
\wUTAw!O34aiq!:xiwqgS“pb{

+ ssl-servernumbere SSL 0 é©3 s puA°w>Y SSL+"I>Y b”"hS

t—;b"jo

« ciphernames> W% o p "AwE?2¢ T4-1€°F

+ ip_address_or_hostnanfo g i "Ap—;~e”l¢ «aiAw TAT
Ac¢’¢ctA“po” IPzAeu{ IPzAeuxAsACV 10 "G ¢h

qQyz 192.168.11.E1hxC"bP C¢ « xuAE¢hqQyz
myhost.mydomain.coip| “fb{

o portel¢ «niA HTTP € WUudA&NY¢«U—;b"l¢«aiA
w iATA  ¢’¢w TCPU”A

« weight number«! O3aTwiadY"»{%opn "At ES>A“p
0fb{ 10U7Gw ESpb{AN¥cApxzf "*h%op ”
Aw ESx 1pb{ SSLb a"¢xz—;b"% oy "AwE®:3

a”33iltz 7« ESWOM% g "At,nMo«a ZiAeae
HAT =R b{ ESUOBZeyz! "h%ou "AU bts
“tb{%ou "At ES>f b"txz 1 ™MI0w:<>0—"¢f

b{AN¥cAx 1pb{

hgQyz ES 5UA“po’+h dhe-rsa-with-3des-ede-cbc-sh@ g u " A
>aRb"txzIw UiA>O—"1b{

(config-ssl-proxy-list[ss|_list1])# ssl-server 20 cipher
dhe-rsa-with-3des-ede-cbc-sha 192.168.11.1 80 weight 5

> W>Y  SSL%"1T'> wheop "A>_thtxziw UiA
»O—"tb{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 cipher
dhe-rsa-with-3des-ede-cbc-sha

“41tz>w SSL£"1¢S‘|0 b” SSLOE©% @uALp+U”
Are”b,ow%h o "Aqo>eepAtb{ T 4-1txz%oop A
wWCSST'wa«puU”"AwDqqzfegew%h op "AtZAsYAA
1{q%2©" <O 0oMtb{
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AN¥cAwf >—;b"T

uo”Ax

T 41q%aq,pz

SSL 0é©:3

all-cipher-suite | 034i1>-R hOuz
rsa-with-rc4-128-mdsT’ qiu 62t b {

@ pApw>Y SSL x"Twf ||

%o @

C«E all-cipher-suites f xz > w% @u "AUf "eoMsMOUiZt-;
Netb{ all-cipher-suites f tibtxziO$tf “hb,ow% @
"A>_tb"ZAUK*“tb{

«™ dh-anon3e” Tw% ot "Axzrwi”AY<YAresMift—Ew

Diffie-Hellman ¢6;pb{\W% o "AXE8>!ZebM:t«™ 0
XivM{

» Acgt®
AZpzo” =

export U fe" %@ "Axz
TUMvVAsh% o=2¢°a@fU>—;"oM1b{

STt ZFMwO

T 4-1 CSS pxU"Anrer SSL %o pn "A
.. B pU” ~i"e"@" 18
%o A AwDq —;b"YAAI{ Z¢g°aefU
all-cipher-suites £ED RSAAi{z DSAAI{ |RSA©"!6z
Diffie-Hellman
rsa-with-rc4-128-md5 £ED RSA Al{ RSA©"!8
rsa-with-rc4-128-sha £D RSA Al1{ RSA©"!d
rsa-with-des-cbc-sha £ED RSA Al{ RSA©"!8
rsa-with-3des-ede-cbc-sha £ED RSA Al{ RSA©"!8
dhe-dss-with-des-chc-sha £ED DSA ¢DSSEAT{ Ephemeral Diffie-Hellman
dhe-dss-with-3des-ede-cbc-sha £D DSA ¢ DSSEAIT{ Ephemeral Diffie-Hellman
dhe-rsa-with-des-cbc-sha £D RSA Al{ Ephemeral Diffie-Hellman
©"6
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WM SsL 6é©3 apApw>Y SSL +"lwf

T 41 CSS pxU”Ane"  SSL %egp "A¢ VE

.. B pU L
%oB L A AwDq —;b"YAAI{ Z¢g°aefU
dhe-rsa-with-3des-ede-chc-sha AD RSA Al{ Ephemeral Diffie-Hellman
©"0
dh-anon-with-rc4-128-md5 AD rji'<«—; sM Diffie-Hellman
dh-anon-with-des-cbc-sha AED rji’<—; sM Diffie-Hellman
dh-anon-with-3des-ede-cbc-sha AD rj’<—; sM Diffie-Hellman
dhe-dss-with-rc4-128-sha AD DSA ¢ DSSEAI{ Ephemeral Diffie-Hellman
rsa-export-with-rc4-40-md5 D RSA Al{ RSA©"!d
rsa-export-with-des40-chc-sha D RSA Al{ RSA©”!d
dhe-dss-export-with-des40-cbc-sha D DSA ¢DSSEAT{ Ephemeral Diffie-Hellman
©"6

dhe-rsa-export-with-des40-chc-sha D RSA Al{ Ephemeral Diffie-Hellman
dh-anon-export-with-rc4-40-md5 D ri’<—; sM Diffie-Hellman
dh-anon-export-with-des40-cbc-sha D rji'<—; sM Diffie-Hellman
rsa-export1024-with-des-cbc-sha D RSA Al{ RSA©"|0
dhe-dss-export1024-with-des-cbc-sha D DSA ¢DSSEAIT{ Ephemeral Diffie-Hellman
rsa-export1024-with-rc4-56-sha D RSA Al{ RSA©",0
dhe-dss-export1024-with-rc4-56-sha D DSA ¢ DSSEAIT{ Ephemeral Diffie-Hellman

>

«& ZiAYAwWTf

SSLOé©® +"I>f ‘oz «8 2TAtAI{wuo6>A{beyz
©aeAY>MIfO8=pVib{AN¥cApxz«& ZiAAI{YA
xA®pb{«& 2ZiAYA> ®tb"qz CSSx SSLETAZE «&
tz«d ZIAtAT{w!8>A{ tb{ CSSxiw:>=Y fb{

« Al{budb”«8 2iAUO b”©">EloM"T

+ Al{Uz® oMsMT

e 3.CY%RU ®pK”T

+ Ceai CAUfWAI{> “«’0oMsMT
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8v~+zA®zthx “«”reoM”AI{> CSSprgh”MO>f
pVib{

\W\pxz«8 ZiAYAwhSwe f tmMotT1 $b{

e «8 2iAYAw ®=

e «& 2iAAIT{>UAb"hSw CA Al{w!

e« CRLeéAwf

« CRLe "Aw>Y SSL+"lswA“po

+ CSSt'” CRLeé "AwsM¥icié”A

e «& 2iAYAe lwrg

«8 2iIAYAwf @C> Ob"txz show ssl-proxy-list ssl-server U
iA>— tb{«d 2iAYA EWE"w SSL§¢i»> Ob"t

x z show ssl statistics UTA>—; tb{AltmMoxz H7 -® SSLw
f dCS‘|lw-gCw O~ >E€°T0XirM{
® =

AN¥cApxz CSSw«ad 2iAYAxA®tf "eoMitb{«d 2
TAYAw ®zA®xz  ssl-server UiAw authentication | O3&7t"|
o! pVib{hgQyz«& ZiAYA> ®tb”txziw'OtO

—b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 authentication
enable

«& ZiAYA>AN¥cAWA®Y6tibtxziw OtO—"$b{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 authentication

disable | O34i>—; 0z«& ZiAYA>A®tib\q«pVib{
it«>O tDb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 authentication
disable
CSSw«& ZiAYA> ®@t h™z CSSU«é& ZiAAT{wUAt-

'b” CAAI{>! b"2AUK“$b{
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«8 2TAAT{>bUADb"hSw CA Al{w!
CA Ai{txz CAW-%©"U Fetb{+"It CA =% ®©"UK”"0
Uz +"Ix«8 zZiAAT{Ufw CAt'“zEreoM”"\q>-Yp
Vib{ CAAI{>>Y SSL+"ItA“po”qz CSSx\w CA Ai{t
te"©">-;0z «& 2TAAT{wA »¢zE>UADb" Ot
S“:tb{

C«f SSLOEO? mpA>z2«AYO=b"2tz CAAI{>f b"2AUK"

tb{
>Y SSL+"1tAT{>f b"txz fw2t CSSt CAAI{> iU”
AozfwAl{>Ne ¢Et ECZ"2AUK"“$Db{ CA Al{w
iU”AtmMoxz H3-® SSLAI{qO"wf ~— WRAI{qepno”
w iU"Athxa«pU”A™ >€° oXi"M{AT{gNe cEw
ECZtmMoxz H3-® SSLAI{q@"wf ~ w®AIT{qNe ¢
qw ECZ~ »>€° oXirM{
—sXg< I1mwAI{>f b"ZAUK"z 7GAmwAI{>f pVt%
b{5mZiwAi{>f **Oqb”"qz CSSpod” Y¢-" ' Uz—n
e1b]
«8 2iAYA> ®t h™z ssl-servernumbercacert “UiAt**“ CA
Al{>>Y SSL+"l1tA“po”"\qUpVib{ hqQyz >Y SSL+”
It mycertl CAAI{z%3a"3471>! b txziw'OtO—"1
b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 cacert mycertl
>YSSL+"IT'Al{z13a"34i>_tb"txz no form of the
ssl-servernumbercacert "UiA>—; tb{hqQyz mycertl CAAT{z

1397347> _th txziw OtO—"%b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 cacert mycertl
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CRL e "Awf

CA xAl{> “«bqzfwAi{> certificate revocation list CRLEt& C
Z CRL>-% ¥b{ CSSp CRL>—;b"txz CRL>qOwOtT’
"0z HTTP & p%c¢ié”Ab”2AUK“tb{\wrg>Taeb”t

xz CSSt CRL & "AUZApbDb{ CRL ¢ "Atxz CSSUCRL>qO

wOtT’ 8%t “"o0 TU”Ab"hStzAs URL @CU f+1%
b{ CRLe"A>f b"qzfwe "A>>Y SSL+"itA“po”
\qgUpViIb{

¢«f£ CRL> "b”hSw HTTP A{txz!"pu IP2Aépg o>y  SSL=z”

Tw VIP ZAepu>G\ b

CSSx7G 10wWCRL @ "A>- b”*Otf pVibUz

1 mw>Y
SSL+"1tA“po”"\qUpV” CRLé™Ax 1mizZpb{ CRL &
A>f b txz sslcrl-record "UiA>-é"i¢cf p"Ap-;°
tb{\w UiTAw3i» ¢ «puxiwgS“pb{

ssl crl-record crl_name url sign_cert hours

l:weOoxiwgS“pb{

« crl_names CRL ¢ "AE{pO"pu> tsM 31 EZ°w E»>0
—tb{

e ul*CRLU”Te0oM” URL{pO"u> tsM 168 EZ°w E»
>O—"1b¢ http://www.example.com/crl/clientcert.cdr £ {

+ sign_cerr CRLtzE h CAAI{E{ CAAI{t‘lo CRLWYpQ
UAiretb{ CRL>f b”2tz\wAi{> CcsSSt iU”ADb
"ZAUK*“tb{ CA Al{w iU"AtmMoxz H3 -® SSL Al
{go"wf =~ w®AI{qep©"w TU"Athxa«pU”A~
>€° 0Xi"M{AI{qNe ¢cEw ECZtmMoxz H3 .
®SSL Al{qo"wf ~ w®AI{qN. ¢cqw ECZ™ >€°°
0XirM{

« hourssEy~eh CRL> b fpw4jl { 0 ™2000w«<>0O —"

tb{ 0>} b"q CRLw "UA®ts“z CRL xEy~efdace{
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CSSwSSLb a”"¢gtzf ~shb,ow CRLwae pAU- Mot

b{\wpb"a"¢U CRLw “>% ™~ "wxziwOuizZpb{

L CRL&™A> % SSLOEO® @®pAUZ«AYO=reoM"{
B SO 0é©3 suAt ECZ'«h+x"Tuthx 1ATA
¢"cUZ«AYO=re0M"{

U 2sw CRLw "™z CRL & "A°pf ~eoM”l U&a’
h{

fw«xz mycrl gMOE2w CRL & "A>f b”"MO>0 " oMtb{
CRL w URL x crl.verisign.compb{ CRL>YAb” CSSiw CA Ai{Exz
verisign_cacerppb{ CSSx CRL > 241 JqtEy tb{iw'0OtO—

“th{

(config)# ssl crl-record mycrl http://crl.verisign.com/class1.crl
verisign_cacert 24

CRLe "A> _tb txziw'OtO—"1b{

(config)# no ssl crl-record mycrl

CRLwWf @C> Ob"txz show ssl crl-record "UTA>—; 1 b {\
w UiAwAltmMoxz H7 -® SSLwf @CS‘'|w-@Cw O~
»E° 0XiAM/{

CRL @™"Aw>Y SSL #"lewA“po

CRL & "A>f “h'zfwe "A>>Y SSL+"itA“po”\q
UpViIb{CRL & "A>>Y SSL+z"itA“po”"txz ssl-server
numbercrl “"UiA>—: ftb{>Y SSL+"ItA“po’s"wxz 1m
WCRL & "AiZzpb{hqQyz mycrlCRL @ "A>A“po~txzi
w'otO—"1tb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 crl mycrl

mycrl CRL ¢ "A>>Y SSL+"IT'_tb txziw'OtO—"1%
b {

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 crl mycrl
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CSSt‘” CRL & "Aw8M¥c¢ié”A

b,ow Certificate Revocation List$ CRL; Ai{ae®aepA£ihx ssl-accel
£’Tp » Opf "ehz«AYO +"Tpwz«AYOs SSLO¢é©3
@uAw> w CRL>z CSSp&§MS$t%cié”Ard"\qUpViEb{
Yi¢ié"A>§MS$tiab txzpizar? p"Ap

ssl force-crl-reload "UiA>—; 1 b{

> W CRL>YCié”Ab”txz TUTAO—ItfwE?2>! “tb{
hgQyziw'OtO—"1b{

# ssl force-crl-reload mycrl

“UiAp> w CRLE>! “sTIhOuxz CSSt‘“z 72«AYO ="
Tuwz«AYOs SSLO¢é©2 @&pAt ECZ'shf A"w CRLUY,
Cié”Aretb{hqQyziw' OtO—"%b{

# ssl force-crl-reload

le«z¢eOYBLK™ CSSWCRL x%¢ié”"ApVidoee{

«8 2iAYA=x lwrg
«& 2TAAT{UA®z8v~+zthx CAt'" “«reoM”0O
uz\w«d ZiAAT{wYAtae "tb{AN¥cApxz CSSx«a
ZiAAT{wYAte b qzfw«d ZiIAWE ><q tb{

¢C«f CSSUCRL>Y%Cié”ApVsMOuz«d 2iAWE xee "z
Revoked SSLZ 4" AU —;"eth{ CRLUYxté”Anren\g>-YD
"txz show ssl statistics ssSTUTA>—; £ b{

ssl-servernumberfailure "UiAqiw!O3ait “z CSSUYAte °
h«d ZiAAT{>rw'Otrgb”T>f pVib{
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ignores CSSx«8 2iAYAweae >A1 zZAI{UA®p<£ >
D tb{hgqQyz CSSU«& 2iAYAweae >Alb"'Of
btxziwOtO—"1fb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure ignore
¢«£ ignore !03&ixz-©axAY @ep«tmsU”"SfeUK"“$b{
+ rejecte«d ZiAYAtae "hOuwrg>z CssS wAN¥¢gAw"
"pK”«& ZTA€ «qti tb{it«>O0 tb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure reject
+ redirecteYAtae “h€ >zf “h URL tud thb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure redirect
CSSU«a 2iA€E >a¥% eé«Ab” URL>f b"txz
ssl-servernumberfailure-url “UTA>—; fb{ puO”u> tsM 168
EZ°w URL>! "tb{hgQyz«& zZiAYAte “hq
Vt«d ZTAE€ > URL www.service_css.coniae ¥4 e« Ab”t
xziw'0OtO—"1b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure-url

http://www.service_css.com

7 wael¥s é«<A URL>!'Eb"Ouxz no ssl-servernumberfailure-url
“UiA>-:o URL >_t >z ssl-servernumberfailure-url “U7iA>
6Ca® 0y"M URL>f b"?AUK“tb{\w!E>@ 02tz
7«AYOs>Y SSL+"1>°1 -~oXir"M{

hgQyz URL>_thb”txiwOtO—"1fb{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 failure-url

t«E ®

Iwrgwf t sXz«& 2iAYAwa xzxtad” Y
q'o syslogtGa~retb{
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HTTP O¢v%"alwf

SSL€ pxz«8 ZiAt b”> w@BCrzl¢s«rmiA £t
bzAU\a"Ou«K*“tb{ HTTP O ¢ %" adt “z«& 2ZiAweE
at@C> HTTPO¢%"t’S %\qUpVib{hqQyz«a Zi
AU>Y SSL+"It€ "0S*“z CSSpA"»>ig=b"0uz CSS x
HTTP A{wO ¢ Y% t\w SSL-¢3%ait b"@Cqz «& ZiAS'
[+"TAT{>a0 0T ' zfwO ¢ %">l¢«ail +"1tlb\

gUpVib{

¢t«E HTTP11lw{ € wOuz HITPO % "waOx7sw HTITP A{pizi
®&"Netb{%a TCP€ °wfiw™wA{xz!Erectud”sthb{

HTTP1.0px{ € Ui+"+e0oMsMhSz b,ow HTTPA{tO¢ Y

Uadnreth{

CSSx«& ZiA A"»>1g="h™ziw@CwO|j 1mZi> HTTP

O¢¥tadpVib{

+ «& ziAAI{NY”¢cAS'| E@C

« +"1AI{NY"¢cAS'| E@C

e SSL.¢34&d NY"¢cAs‘| E@C

e u»AY¢i«sAOpA E»

fwar«<e0O\qUpVib{

« HTTPO¢;%"talOb”«& ziAAI{z+x"1Al{zthx SSL
AE-Y| NY"¢cAtOeNY «p>CZ"{0eNY¢«pwf
XzZu»AVYi«sAOUA E»waltxet tdoe{

« «& ziAAI{zx"1Al{zthx SSL - ¢ 38Tw HTTP O ¢
v NY"¢A>IEb”{

\\pxz HTTPO¢%”ewan @CwadOtmMoti $b{

. «8 2iAAI{@CwWa0

. +"1Al{@Ccwao

e .c3ai@Ccwal
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e HTTPO (% "taOrehNY"¢cAewOeNYs«uwacC
s u»AY¢i« AOpA E»wald

e HTTPO¢%"aONY "cAw!E

« b,ow HTTPA{ew HTTPO ;% waol

HTTP O¢ %”alwf > Ob"txz show ssl-proxy-list "UiA>—;"

tb{\w UiAwAltmMoxz H7-® SSLwf @CS‘|w-@C
w07 »€°0oXirM{

«8 2TAAI{@Ccwad

t«E

«& ZTAAT{@BCrl¢«nmiA +"1tubb”"2AUK"Quxz

«& ziAAI{NY"¢cAS‘| E@C> HTTP O ¢ %"taOb""
Ot CSS>f pVib{NY"¢cAtOeNY¢,«pu>CZ"MOtmMo
XxZ®HTTP O ¢ ¥%"taO”rehNY"¢cAewOeNY ¢, «pwaC™ >€
° o XirM{

SSLO¢é©3® ®uAU2z«AYOsOuxz HTTPO %”al>f thxA
®=b"2t0é0©3 @pA>37«AYOt tb{ HTTP O ¢ %”alwf
™z SSLOEO3 a&pA>6S7Z«AYO="1Db{

«8 2TAAT{NY"¢cA> HTTP O ¢%"ta®b”* O  CSS>f b
"txz ssl-servernumberhttp-header client-cert "UiA>—; #b{hqgQ
yziw OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header
client-cert
«8 2ziAAT{NY"¢cAsS'|@Cw HTTP O ¢ %”swaO>A®t
btxziwOtO—"1fb{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header
client-cert
A
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T 42tza0pV'«d ZiAAT{NY"¢cAztiz UzS‘|«>
O tb{AI{w\RMOQqz—;"*h©" 7c°@TUt‘loxz\
< WNY"cAw°eaUAI{t $+sMOUUK"“$b{

T42  HTTP O¢%”tadne"«8 ZiAAI{NY"gA

Client Certificate NY~*¢A tiz UzS*|«
ClientCert-Fingerprint tleEg3aZ—
Us"¢éipa~'eh 16 1 Aw ASClIl E»

«+ ClientCert-Fingerprint:
64:75:CE:AD:9B:71:AC:25:ED:FE:DB:C7:4B:D4:1A:BA

ClientCert-Subject-CN tie X509+0 £«AwzeE

UeAl{5C"e"20 £«AWZeE>"b E»

« * ClientCert-Subject-CN: www.cisco.com
ClientCert-Issuer-CN t1e X509 Al{CaxiwzeE

UeAl{CxiwZzeE>"b E»
« e« ClientCert-Issuer-CN: www.exampleca.com
ClientCert-Certificate-Version t1e X509 Al{wl” &i

Ue X509 wWi” &Tw:<C 3z2zthx  1ftz X.5091”
“&i> ASN.Lp "h¢ ¢2Z4zthx 068¢ p“epCC

« * ClientCert-Certificate-Version: 3 (0x2)

ClientCert-Serial-Number tleAl{w3eaezcjo
UeYAApA“po'shjowU™wT:«

« e« ClientCert-Serial-Number: 2

ClientCert-Data-Signature-Algorithmt Ie X509 WE ¢ 34S ‘| % =M U

UeAl{wzEt—;7rehz¢°ae U
¢ md5WithRSAEnNcryptiorzshalWithRSAENcryptiom f h x
dsaWithSHA1£z S |Z¢°ae TUwWIaY " »

« e« ClientCert-Signature-Algorithm: md5WithRSAEnNcryption
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T 42 HTTP O¢%"tadre"«d 2iAAI{NY"¢cA¢ VE

Client Certificate NY~*¢A tiz UzS*|«
ClientCert-DSA-Public-Key-Size | T1+AT{t DSA©"U t+«"0Ouw DSA =% ©"w*
T¢T¢ A £
Uel¢A:>ObT:ictz E» bit >CC

«* ClientCert-DSA-Public-Key-Size: 1024 bit

ClientCert-DSA-Public-Key

tie DSA7¢°@TUw-%0©" ¢Ai{t DSA©"U t
cOUiIZ—;Ne"E

Ue©"> bz €ic¢ cEpa~'ehl¢-~miAYzi
Uw 16 :¢E,t Ox>CZsMEfw- EwO6:E E»

«+ ClientCert-DSA-Public-Key: 00:d8:1b:94:de:52:a1:20:51:b1:77

ClientCert-DSA-Private-Key-Size

TTeAT{t DSA©"U t«"0Oluw DSA +u©”w
T¢T¢AE
Uei¢A:>ObT:ctz E» bit >CC

«* ClientCert-DSA-Private-Key-Size: 1024 bit

ClientCert-Subject

tie X509+0 £«AwY E
UeYAOAwWe.po© "wt pK"20O £«A>"b
E»

«* ClientCert-Subject: CN=Example, ST=Virginia,
C=US/Email=ca@example.com, 0=Root

ClientCert-Issuer

t1e X509 Al{CeaiwY E

Ue\wAi{>Ce hYAA>"b E»
« e ClientCert-Issuer: CN=Exaple CA, ST=Virginia,
C=US/Email=ca@exampleca.com, 0=Root

ClientCert-Not-After

t1eAl{wae®0

Ue validity NY”¢cAw NotAfter tk” H,I¢ UTCE
thx Generalized TimeUw E»

« e« ClientCert-Not-After: 2003-1-27 23:59.59 UTC
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T 42 HTTP O¢%"tadre"«d 2iAAI{NY"¢cA¢ VE

Client Certificate NY~*¢A tiz UzS*|«
ClientCert-Not-Before t1+Al{wC®0O
Ue Validity NY”¢Aw NotBeforetkK” H,I¢ UTCE

t hx Generalized Time Uw E »

« * ClientCert-Not-Before: 2002-1-27 00:00:00.00 UTC
ClientCert-Public-Key-Algorithm tTlea%©"t—;re"2¢°a U

UeAl{t T+"" % ©"W\Rt—;"ehzc e
U ¢rsaEncryptiorz rsaz $ hx  dsaEncryptior£

« e« ClientCert-Public-Key-Algorithm: rsaEncryption
ClientCert-RSA-Modulus-Size tie RSA-%0©"w+ |

Ue RSAP daduwT:cwigA:texx 51271024z
thx 2048£tz E» bit >CC

« * ClientCert-RSA-Modulus-Size: 1024 bit

ClientCert-RSA-Modulus tle RSADb 4adyu
Us RSAZc°a@fU b adu¢ nfE> bz éic Ep
a~'shi¢-aiAYzi Ow 16 :¢E,t 0x>CZ
SMEw—- EWG6:E Ex»{|:¢ e£qq<«t;Moz RSA

Al{w-% ©"&i> tb{

« ¢ ClientCert-RSA-Modulus: + 00:d8:1b:94:de:52:a1:20:51:b1:77
ClientCert-RSA-Exponent tlea% RSA!:

Us RSAZg°aU!:¢ ef> bT:«
« ClientCert-RSA-Exponent: 65537
ClientCert-Subject-Key-Identifier | t1e X509+0 £«AwO©”Y

Ue X.5091" &7 3wxO £«AwO”"Y > bz
éipa~'«h 16 1 Aw ASClIl E»

«e ClientCert-Subject-Key-ldentifier: 16:13:15:97:FD:8E:16:B9:D2:99
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Client Certificate NY~*¢A tiz UzS*|«
ClientCert-Authority-Key-ldentifier | t1+ X.509 YAA©"Y

Ue X.509 1" &¥ 3WYAA©"Y > bz éip
a~'eh 16 1 Aw ASCIl E»
« * ClientCert-Authority-Key-Identifier:
16:13:15:97:FD:8E:16:B9:D2:99
ClientCert-Basic-Constraints tle X509w,S$sMy

UeAl{w+O £«AUYAAQ 0<;6pV”"Tro
T>0b E» {<«x CA=TRUE t hx CA=FALSE
« ¢ ClientCert-Basic-Constraints: CA=TRUE
ClientCert-Signature-Algorithm t1eAl{zEZz¢°a®TU

U+ md5WithRSAEnNcryptiorz shalWithRSAEncryptiod 1 h x
dsaWithSHA1¢ Secure Hash Algorithnw O 0 £

« e« ClientCert-Signature-Algorithm: md5WithRSAEnNcryption

ClientCert-Signature t1«Al{zE
UsAl{ow wRY"¢cAw-©4az E¢s3azSe )\
WE¢3awA »gzE> bz éi¢ tEpa~'+hig
-oiAYZzi Uw 16 :¢E ,t 0x>CZsMEw- E
Wo6:E E»

« e« ClientCert-Signature: 33:75:8e:a4:05:92:65

+"1Al{@Ccwald
+"TAI{@Cri¢«niA +"TtUOb"2AUK " Olxz+"]
AI{RNY"¢cAS‘| E@Crabb” Ot CSS>f pVib{z”
IAT{x CSSit O 'z ssl-servernumberrsacert 1 h x ssl-servernumber
dsacert "UTAt'“f "e3b{NY"¢cAtOeNY¢,«u>CCh”
MOtmMoxz ®HTTP O ¢ %"tadOr«hNY"cAewOeNY ¢ «p
waC ™ >€° oXir"M{
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SSL 0é©% mpuApw>Y SSL £"Iwf

SSLOé®3 apAUz«AYOsOuxz HTTPO:%"ald>f thxA
®=b"2t0¢é0©3 @pA>t7«AYOt tb{ HTTP O %raldwf
™z SSLOEO2 ®UA>6SZ«AYO="1b{

+"1AT{@Ccwald>f b txz ssl-servernumberhttp-header
server-cert UiA>—; tb{hqQyziw'OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header
server-cert

+"TAI{NY"¢cAS‘|@Cw HTTP O ¢ % "ewaO>A®tb"t
xziw'0tO—"1b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header
server-cert

T 4-3tzaOre"x"1Al{weNY"¢cAqzfe'tmMowti>
O tb{AI{w\RMOQqz—;"*h©" 7c°a@TUt‘loxz\
WNY " cAw e UAT{t tesMOUUK"“tb{

T 43 HTTP O¢%"taO "+ "TAI{NY"cA

NY"cA °0
ServerCert-Fingerprint tleE¢3azZ—
Us"éipa~'«h 16 1 Aw ASClIl E»
« e ServerCert-Fingerprint:
64:75:CE:AD:9B:71:AC:25:ED:FE:DB:C7:4B:D4:1A:BA
ServerCert-Subject-CN tie X509+0 £«AwzeE
UeAl{>Cee"e"20 £«AwzeE>"b E»
« e ServerCert-Subject-CN: www.cisco.com

[ oL-7993-01-J
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Twf

T 43 HTTP O¢%"taOre"+"1AI{NY"¢A¢ VE

NY"cA o

0

ServerCert-Issuer-CN

t1e X509 Al{CaiwzeE
UeAl{CexiwZeE>"b E»

« e ServerCert-Issuer-CN: www.exampleca.com

ServerCert-Certificate-Version

t1e X509 Al{I" &i

Ue X509 wi” aiw:ct 3z2z% hx 1£tz X.509
17 ai> ASN.1p " h<¢ 2z1zthx O0£>8¢ p*
epCC

« e+ ServerCert-Certificate-Version: 3 (0x2)

ServerCert-Serial-Number

tleti{3@zcjo
UeYAApU™tA“po’ehT:<

«* ServerCert-Serial-Number: 2

ServerCert-Data-Signature-Algorithmt I« X509 WE ¢ 34S* | %@ =M U

U«Al{tzEb"wt—:;b" md5WithRSAEnNcryptiorz

shalWithRSAEncryptiom t hx dsaWithSHA1Zz¢°ae TU0zS

‘|2¢°eeqU favy”»

« e ServerCert-Signature-Algithm: md5WithRSAEncryption

ServerCert-DSA-Public-Key-Size

TleAT{t DSA©"U f«"Ouw DSA % © " w
T¢T¢AE
Uei¢A:>ObT:ctz E» bit >CC

« e ServerCert-DSA-Public-Key-Size: 1024 bit

ServerCert-DSA-Public-Key

tile DSAZ7¢c°aefUw-%®©” ¢Al{t DSA©"U t
«"OUiZ—;"Ne"E

Us©"> bz éitc cEpa~'ehi¢-niAYz

i Uw 16 :¢E,t 0x>CZsMEw— EwO6:E E

»

« e ServerCert-DSA-Public-Key: 00:d8:1b:94:de:52:a1:20:51:b1:77
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T 43 HTTP O¢%"taOre"+"1AI{NY"¢A¢ VE
NY"cA 20
ServerCert-DSA-Private-Key-Size | T1eAT{t DSA©"U t+"0Ouw DSA «p®©"w=
T¢T¢ A £
UeT¢A:>ObT:ictz E» bit >CC

« e+ ServerCert-DSA-Private-Key-Size: 1024 bit

ServerCert-Subject

t1e X509+0 £«AwY E
UsYAOAwepo©”wt pK"2O £«A>7b
E»

« e+ ServerCert-Subject: CN=Example, ST=Virginia,
C=US/Email=ca@example.com, 0=Root

ServerCert-Issuer

t1e X509 Al{CeaiwzeéE

U«\wAi{>Ca& hYAA>"b E»
« e ServerCert-Issuer: CN=Example CA, ST=Virginia,
C=US/Email=ca@exampleca.com, 0=Root

ServerCert-Not-After

t1eAl{we®0

U« Vvalidity NY”"¢Aw Not After tK” H, 1¢ UTCE
thx Generalized Timev E »

« e+ ServerCert-Not-After: 2003-1-27 23:59.59 UTC

ServerCert-Not-Before

teAl{wC®O0

Ue Validity NY”¢cAw NotBeforetK” H,i¢ UTCE
thx Generalized TimeUw E »

«+ ServerCert-Not-Before: 2002-1-27 00:00:00.00 UTC

ServerCert-Public-Key-Algorithm

T1e2% ©"t—;"e"2¢° U

UsAl{t $+" - % ©"W\Rt—;"e"2¢c°a
U ¢ rsaEncryptiorz rsaz + hx  dsaEncryptiorf

« e ServerCert-Public-Key-Algorithm: rsaEncryption

Cisco Content Services Switch SSL  "TNY24aé"3ai A
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®eMApw>Y SSL +"Twf

T 43 HTTP O¢%"taOre"+"1AI{NY"¢A¢ VE
NY"cA 20
ServerCert-RSA-Modulus-Size tle RSA-%O®©"wz+ T
Us RSAP a8pwT:cwi¢gA:¢exx 512z 1024z
thx 2048£tz E» bit >CC
« e ServerCert-RSA-Modulus-Size: 1024 bit
ServerCert-RSA-Modulus tle RSA P 44y
Ue RSAZ¢°eTU b &aapu¢ nf>" bz éic £p
a~'ehli¢-oiAYZi Uw 16 ¢E,t 0x>CZ

SMEw— EwO:E E»{:¢ RSA

Al{w-%©"a&l> 1tb{

efqq<«t;Moz

«+ ServerCert-RSA-Modulus: + 00:d8:1b:94:de:52:a1:20:51:b1:77

ServerCert-RSA-Exponent

tle RSA =% !:

Us RSAZc°afU!:¢ ef> bT:«

« e ServerCert-RSA-Exponent: 65537

ServerCert-Subject-Key-ldentifier | tle X509 +0 £«Aw©"Y
Ue X509 1" &i 3WtO £«AwWO"Y > bz
“éipa~'eh 16 1 Aw ASCIl E»
« e ServerCert-Subject-Key-Identifier:
16:13:15:97:FD:8E:16:B9:D2:99
ServerCert-Authority-Key-Identifier | t1+ X509 YAA©”Y
Ue X5091" &7 3wYAA©"Y >"bz éip
a~'<h 16 w ASClI E»
« e ServerCert-Authority-Key-ldentifier:
16:13:15:97:FD:8E:16:B9:D2:99
Cisco Content Services Switch SSL "TNY24aé”34i " A
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SSL 0é©% mpuApw>Y SSL £"Iwf

T 43 HTTP O¢%"taOre"+"1AI{NY"¢A¢ VE

NY"cA

(o]

0

ServerCert-Basic-Constraints

tie X509w,S$sMy

UsAT{wxO £«AUYAAQ 0¢;6pV”"Tro
T>0b E»{(X CA=TRUE t hx CA=FALSE

«* ServerCert-Basic-Constraints: CA=TRUE

ServerCert-Signature-Algorithm

t1«Al{zEz¢ e TU

U+ md5WithRSAEncryptiorz shalWithRSAEncryptioa 1 h x
dsaWithSHA1¢ Secure Hash Algorithnw O 0 £

« e+ ServerCert-Signature-Algibhm: md5WithRSAEnNcryption

ServerCert-Signature

t1eAl{zE

UeAl{°w wNY"¢cAw -©4az E¢s2azS'|
\WE ¢3awA »¢czE> bz éit¢ c£Epa~'+h
T¢-miAYZzi Uw 16 :¢E,t Ox>CZsMEw—
EWéZE E»

« e+ ServerCert-Signature: 33:75:8e:a4:05:92:65

-aigcwaol

SSL - ¢38i@Crl¢ «nil +"71tuob"Ouxz SSL -¢ 34aid
NY"¢cAs‘| E@C>adb” Ot CSS>f pVib{NVY”¢A

tOeNY¢«pu>CZ"MOtmMoxz ®HTTP O ¢ %u"ta O reh

NY"¢cAewOeNY ¢ «uwadcC™ >€° 0 XirM{

t«E SSLOéO?

@UAUZ«AYOsOuxz HTTPO¢;%”al>f FhxA
®=b"2t0é0©3 @pA>37«AYOt tb{ HTTP O ¢ %”alwf

™z SSLOEO?3 &}J.A)GS?«AYO:‘:}:b{
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o3aigCcwalsf b'txz ssl-servernumberhttp-header session™ U
iA>—; tb{hqQyziw'OtO—"1tDb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header session
SSL - ¢ %ari N\"(”(;AS‘|®CW HTTP O ¢ % ewa O >A®th”
txziw 0OtO—"1b{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header
session
T 4-4tza0Nne” SSL-¢38iwaNY"¢cAqgzfe'tmMowtl
>0 1b{
T 44  HTTP Q¢ ¥%"tadne” SSL - ¢ 34af NY*gA
NY"cA °0
Session-Cipher-Name T1e0T% ap "A

Ue\w-¢38i0tE°3a”AMe" % g "Aw
OpenSSLi” &iE

« e+ Session-Cipher-Name: EXP1024-RC4-SHA
Session-Cipher-Key-Size t1e07% 2 ©" + 9

Uea% ©"wONCT A:E5 bT:

«+ Session-Cipher-Key-Size: 128

Session-Cipher-Use-Size T1e0T% awW—;
Ue\w-¢38i0t0 % ot—:~e"0"wbOACT A

E>"bT:

« Session-Cipher-Use-Size: 56

Session-Protocol-Version tle SSLthx TLSwli” &j

U SSLthx TLSOéA ¢ti” aijg>CC h E»

«* Session-Protocol-Version: TLSv1
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SSL 6é©3 zpApw>Y SSL +”1wf ||
T 4-4  HTTP Q¢ va"tadner SSL -¢ 341 NY"¢A¢ VE
NY"cA °0
Session-Id tle SSL-¢3%&7 ID
Us\w.¢38ipE°3a”ArenzihxE°3a”AN
e0M” 321 Aw-¢34ai ID>"b- EwW6:E E» ¢ E
.t 0x>CZcz éi¢ cEpa~'+hi¢g-oiAYZzi U
wl6e £

« e Session-ld: 75:45:62:cf:ee:71:de:ad:be:ef:00:33:ee:23:89:25:75:45:62:
cf:ee:71:de:ad:be:ef:00:33:ee:23:89:25

Session-Verify-Result tle SSL-¢38TWUAAL

Us SSL-¢3aiwWUAAL>Ob:«¢

« e Session-Verify-Result: 0

HTTP O ¢ % "taOrehNY"¢cAewOeNY¢,«pwacC
HTTP O ¢ %"taO”reh«d8 2ZiAAT{zx"TAT{zthx ¢

347 NY"¢cAtOeNVY¢«p>CZ"txz ssl-servernumberhttp-header
prefix "UiTA>—; 1b{ 16 EZ°WAOUA E»>%:;0p“cepd
—thb{

C«f SSLOEO® apAU2«AYOsOuxz HITPO¢%"aO>f thxA
®=bhb"2t0é0©3 @pA>37«AYOt tb{ HTTP O ¢ %”alwf
™z SSLOEO2 @PA>6S2«AYO="1b{

hgQyzaO~rehb,owNY"¢cAtOeNY ¢ «pu® Acme-SSL > &
Chb"txziw'0tO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header prefix
"Acme-SSL"
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\ep ClientCert-Certificate-Versiol Y " ¢ A U
Acme-SSL-ClientCert-Certificate-Versiog 0 O~ et b {

OeNVY¢«p> tsMAN¥cAtibtxziw OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header
prefix

¢«E ssl-servernumberhttp-header prefix "UiAxz HTTP O¢%”"taOb”' 0
tf "h  SSLNVY”"¢cAizte1>)Qitb{ \W UiAxz u»AYye
« AOpA E»waldtxel>)Qtdae(

u»AY¢,« AOpA E»wald

Te«aiA  £71tadNe” HTTP O ¢ %"tA©puA E»>alb”

w x z Microsoft Outlook Web AccessOWA £7 O & -"34a1w0 U sg

pbUz wg pu»AY¢« AouA>adb"\q«pVib{u»
AY¢i« AOpA E»walsf b txz ssl-servernumberhttp-header
static "UTA>—; b {ud"pu> % 199 EZ°WAOUA E»>
%:0p“oepO—"+b{OWA >+U"Ab"txzAOpuA E»
®FRONT-END-HTTPS: 0n>0 — "1 b{

¢t«f SSLOEO3 puAUZ«AYOsOuxz HTTPO: %”a0>f thxA
®=b"2t0¢é0©3 @pA>t7«AYOt tb{ HTTP O, %"alwf
™z SSLOEO©3? ®uA>6S2«AYO="1%b{

hgQyziw'OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header static
“FRONT-END-HTTPS: on”

Cisco Content Services Switch SSL. "TNY24é”"347 " A
m. OL-7993-01-3 |




| H4- SSL4fwf

SSL 6é©3 zpApw>Y SSL +”1wf ||

\n\n E»>—;b \qt'lozfw2™w E»>~a& 0aOb”\q

«<pVib{ &>4fb” \n\n E»pz 199 EwOjw 4 E>—; tb{
iw«pxz 3 mw E»® FRONT-END-HTTPS: onz®session cache: oz S*
| ® vip address: www.acme.conwa O oM $b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header static
“FRONT-END-HTTPS: on\r\nsession cache: on\r\nvipaddress: www.acme.com”

HTTP O ¢ % "ewpu»AY e« E»waO>A®t zfw E»>_tb
"txziw' OtO—"%Db{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header
static

HTTP O ¢ %"aONY "cAwW!E
aOb” HTTPO ;% "wNY "¢cAtajxsXz 70&-"34i20e
-"33Twi+MOt'loYs“tb{\w\qT’z CSSpxz-¢2a
isa®Ob” HITP O %" »-wo$Bb"\qUpVib{

¢«f HTTPO¢:%"a0;6xz HITPO¢%” NY"cAUIE~+hOut<0
"OM”"ZAUK“$b{ CSSp HTTP O ¢ %"a®> ®tbh"MOtmM
ox ®«&a ziAAI{@Ccwald~ ®+"1AT{@Ccwald™ zthx
®-c3aigcwad” >€° 0 XirM{

lEb”txziw 'Ot £b{

o «& ZiAAI{NY"¢cAwOuz ssl-servernumberhttp-header
client-cert-field “"UiA>—;b"{

« +"1AI{NY"¢cAwOuz ssl-servernumberhttp-header
server-cert-field "UTA>—;b"{

o %Al NY"¢cAwOuz ssl-servernumberhttp-header session-field
UiA>—;b"{
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\Ve'w UTAws3i» ¢ «puxiwgS“pb{

ssl-servernumber]http-header client-cert-field|server-cert-field| session-field
default_field configured_field

l:weOoxiwgS“pb{

default field ' E0OAw« & ZiAAT{z+"1Al{zthx- ¢

387 NY"¢cAwAN¥GAE({

U AN¥cAw«d ZiAAI{NY"¢cAtmMoxz T 4-25€°
b"T¢ ®C|ientCert-_OéNV¢«px "tdoef£thxiw 'Ot
O—"1b{

(config-ssl-proxy-list)# ssl-server 1 http-header
client-cert-field ?

u AN¥cAwx"TAI{NY"¢cAtmMoxz T 4-35€°b"T
¢®ServerCert-0eNY ¢ «px “fdefthxiw Ootd—"
tb{

(config-ssl-proxy-list)# ssl-server 1 http-header
server-cert-field ?

U AN¥cAw-¢38iNY"¢cAtmMoxz 4-4 >€°b"T
¢® Session-wOeNY ¢ «pux “fdefihxiw 0otd—"
Fb{

(config-ssl-proxy-list)# ssl-server 1 http-header session-field
?

configured_fielt AN¥cAwWNY"¢cAE>"VEQof b”E2{f
0ANY "cAt 1 ™36 EWAOPA E»>%;0p“cepd—"

ib{A@pA E>wo@Et éic¢ :£>O—‘SMpXi"M{_é
ix CSSt'lox"a0”retb{

AOuA E»>%;0p“tctd—b"qz AN¥cAURY"cA
tf Nethb{

hqQyz ClientCert-Fingerprint «& zZiAAT{NY”"¢cA>
Client-Fingerprint t!'Eb”txziw OtO —"1b{

(config-ssl-proxy-list)# ssl-server 1 http-header client-cert-field
Fingerprint "Client-Fingerprint"
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SSL 6é©3 zpApw>Y SSL +”1wf ||
ServerCert-Fingerprint =" TAT{NY"¢A> Server-Fingerprint t!'E b
"txziw' OtO—"%b{
(config-ssl-proxy-list)# ssl-server 1 http-header server-cert-field
Fingerprint "Server-Fingerprint"
Session-Cipher-Name- ¢, 3a4iNY"¢cAE> CipherName t!'Eb”"txz
fwotO—"1b{
(config-ssl-proxy-list)# ssl-server 1 http-header session-field
Cipher-Name "CipherName"
«8 ZiAAT{z+£"TAl{zthx ¢34l NY"cA>AN¥¢

Actibtxziw UiA>—; tb{
no ssl-servemumberfhttp-header client-cert-field|server-cert-field|

session-field default_field

default_field! : xzl EOAw« & ZiAAT{z£"TAl{zthx ¢
387 NY"¢cAwARN¥cAEpb{ AN¥¢cAw HTTPO:;%"aONY”

¢cAS'| ECZ'ehf <> Ob”txz show ssl-proxy-listlist_name
“UiTAS—; b {\w UiAwAltmMoxz H7-® SSLwf @
CS'|lw-@gCw O~ >€° o Xi"M{AN¥cAWRNY"¢cAxz¥%

;Op“tctO—"1%Db{

«8 ZiAAT{z+"1A1{zS"|-¢%aiNY"cAtxOe
NY¢«pu> SsMpXitM{hgQyz ClientCert-Fingerprint NY "¢
At0 ox  Fingerprintg® — "t b{

thzAN¥¢cAw ClientCert-Fingerprint «& ZiAAT{NY "¢cA>e
o Ab"txziw OtO—"1b{

[ (config-ssl-proxy-list)# no ssl-server 1 http-header
client-cert-field Fingerprint

[ oL-7993-01-J
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AN¥¢Aw ServerCert-Fingerprint +"TAT{NY"¢cA>ae-¢Ab"t
xziw' 0OtO—"1b{
(config-ssl-proxy-list)# no ssl-server 1 http-header server-cert-field
Fingerprint

AN¥¢Aw Session-Cipher-Name- ¢ 3 &' NY"¢cA>ae-¢Ab”"txz
fwotO—"1b{
(config-ssl-proxy-list)# no ssl-server 1 http-header session-field
Cipher-Name

b,ow HTTP A{ew HTTP O¢%”wal
AN¥cApx HTTP{ € wOuz HTTPO ;% "waOx7sw HTTPA
{piZzieer*tb{%a TCP € °wfw™wA{xz!E"ectud
Neth{%a TCP€ °wb,ow HTTP A{t HTTP O¢;%">a0b”
txz ssl-servemumberhttp-headerinsert-per-request "UiA>—: 1 b{

hgQyziw'OtO—"1b{

(config-ssl-proxy-list)# ssl-server 1 http-header insert-per-request

HTTP { € w7sw HTTP A{piZzz HTTP O¢;%"aOwAN¥cAw
"Ny Abtxziw OtO—"fb{

(config-ssl-proxy-list)# no ssl-server 1 http-header
insert-per-request

SSL thx TLSI" aiw!
AN¥cAw SSLI" &ix SSLIi" aj 3zTLS 1" &i 1pb{ SSL
P a”¢xz SSLI” ai 3wO¢¥”z TLS 177 &¥ TwYe - ">
%o ClientHello>u 61 b{

ssl-servernumberversionprotocol "UiA>—; 0z SSL £ hx Transport Layer

Security ¢ TLSEOEA ¢cwli” &ai>! “tb{!03&ixziwgq
S“pb{
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o ssltls e SSLOEA ¢ 17 ai 3.0qg TLS OéA ¢ 17" &i 1.0
CAN¥GAE
o ssleSSLOéA ¢ 17 &i 3.0
e tlseTLS OEA ¢ 17 &j 1.0

hgQyz SSLI”" ai 3.0>! b txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 version ssl

SSLi" ai>AN¥cAw SSLi” ai 30qTLSIi” &i 10tae

oAb txziwTUTA>O—"%b{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 version

TCPFIN Y¢-""0 pw«d ZTA€ w4af
«8 2iA€ xéxz SSL w Close-Notify z&"At‘lood”"sX4f
“tb{hi‘z MSIE O4¢2wMXmTwl” dipxz Close-Notify 7
&"A>160°0¢€ >4f tdee{ CSS p€ U4f hcwqYY"
0¢zO&¢2Ufwe€ >6b;*Ogb”"OuUUK“tb{\w€ px
CSSUYy MA{t t°sMhSz0&¢2xud&”> O tb{
ssl-server “U i Aw unclean-shutdown | O3 &i>—;beyz CSS x TCP
FINY¢-""iZ>ub6 0o«& 2iA€ >4fpVib{ \wOuzCSS
x Close-Notify za”A>0u6 " tdoe{
TCPFINY¢ -" iZ>Uud 0o«& ZTA€ >4f~d" 0Ot CSss

>sf b txziw'OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 unclean-shutdown

\wTUTAt no>mzZ"qz CSSWARNY¥cAw"~¢ Close-Notify 74" A
QTCPFINY ¢ -" " wWtM>Ud 0«& 21A€ >4frd £t]
“th{lt«>O tb{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 unclean-shutdown
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-©47 URL 28 Aw|
«& 2iAw  HTTPS€ xz SSLOé©3 @apAp [Th>Y SSL "1

»prole«ail +71tadre"qViz HTTP € ts"\qUK®
tb{l¢«niA £Ixzfw HTTP € pz«8 ZiAT w«a?
AopA A”»>16 tb{\wx"lUz w HTTP URL t2Zo HTTP
3003 oV e«A>200uz«d 72iAUz HTTPS A{>e&lo

MhOUp<z HTTP A{U& +"'Ots“tb{«d 2ZiAwe€ U
HTTPt!""hSz A{wWA"»>«ee? AOpA€ >—; o0x"IT’
O pVsMOUUK*“1b{

C«f SSLOEO? apAp L1 mZiwlg«nil SSL+"1> [b"Ouxz
>Y SSL+"Ilwf [AY"»q 0-©4z URL &2& A>! “sMp
Xi"M¢ ®SSLTCPE€ w Naglez¢c°afUw! ~ €°£{

1mZiw URL&d& A ¢"¢>f b’\gqpzl¢«niA +"1T'w
-¢heoMsSM HTTP &% é«As>°putw-pVib{ fegewee d
Ac’gxz SSLOEé©®3 seepAp>Y SSL+"It ECZ «1b{ URL
&8 A ¢'¢cpxz-¢~e0MsM HTTPURLta"2>a& Y% e«Ab

" Web+ AwdJls>zfwAY i http:// T* https://t{VEQ"\qgp
r>"tb{ URL @& A>—;b”\qgp Web+”lewb,ow«d 2

TA€ x SSLgs“z HTTPS TAiAw dUTTt«d ZiAtin

ctb{

>Y SSL+”"it URL&& A ¢’¢>a4C oz -¢~e0oMsM  HTTP 300
3e"wev e«A>w-b"txz ssl-servernumberurlrewrite ~U 7 A
s— b {\w UiAt" CSSpxz SSLbP &a"¢c>p ox"l

T'16 hb,ow HTTP O ¢w%” NY"cAUD, «z 3003 " Twa
Yo &«A t¢ 302 Founds 304 Not ModifiedsrEUSMTrOT Y e

tb{ 3003&"fwi“ "AU_mT"qz HTTP O ¢ %"w Location
Response-Headel Y”"¢cAt URL @8 A ¢”"¢p [**oM”xpuAE
g°eb”«<wUsMTUD, «tb{ mT"qz Location NY"¢cA U {
VBQ'ez tw HTTPSwOtq SSLU”AU t+"'Ots“tb{
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SSL Afwf

C«E

SSL 6é©3 zpApw>Y SSL +”1wf ||

hqQyz SSLU"A>U"A 443z«ee? AopA U"A>U"A 80 qfe
g*AN¥¢Af witt oz URL 28 A ¢"¢> [brtxziw
‘Ot0O—"1%Db{

(config-ssl-proxy-list[ss|_list1])#

ssl-server 20 urlrewrite 22
www.website.com

\wOuz http://www.website.come w b, o w HTTP ee¥%s @é«Axz SSLbP

“a’c¢cp  https://lwww.website.comfi T o{V3 Q' -z «& ziAtsu~n
etb{

CSSpxz URL &% e«A ¢’¢cwAY iwxpAEw e, jw°aq

“0é cA§"Aw—;>+U"A oMtb{ AY iEte ¢cAg”A
Zpy»axep«t *£>-:b"qz 1 mwAY icowo:wxpAUA“zZ~
*tb{é cA§"AiZwxpAE¢thqQyz *£20@NV¢«p &

¢cA§"A¢thgqQyz  *mydomaincomEzthx+NY¢ «p & cAg"A
¢thqQyz www.mydomain*t>! pVib{é ¢cA§"AiZwxpAE

»—;b"qzAY TEf.U *CZu»a@epd«Eqs iz 1T \w

VIP ZAép>p ox£Eb”b,ow HTTP &% é«AU HTTPSt{Vd
Q' «tb{\wOuzfw SSL+"1t\eZ1] URL 28 A ¢"cxZA
K“ftdee{

SSLb 4a"¢t‘'lob,ow URL €°U'8dc 0se 8 ANesM*
Otb"hStzé ¢cA§"A>—:b"qVx«™UZApb{ae¥ &«

A>-Y z! "hé ¢cAg”A ¢C"Ct°<b"b,ow URL >{V o

Qb"ZAUK”"TaY oXi*M{

CSSpxziwg,p URL 24 AUg>ia fb{

1. i9°e

2. 7yO0eNY«p>—; " hUpANY ¢ «p &6 cAg"A°ethq
Qy z®ssl-server 1 urlrewrite 12 ciscot®°*b " 2t® ssl-server 1 urlrewrite
7cCis* t°e£

3. 7y°e>—;"hO0eNY«yp & cAg"Ace. ¢ hqQyz ®ssl-server

1 urlrewrite 12 *.ciscot°*b”"2t® ssl-server 1 urlrewrite 7 *.cig ° « £
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4. & ¢cA§"A°+¢hqQy ssl-server 1 urlrewrite 7£
ssl-servernumberurlrewrite ~"UiAw3i» ¢ « uxiwgS“pb{

ssl-servernumberurlrewrite numberhostnamdsslport port { clearport port}]

\wUTAw!O34aiq!:xiwqgS“pb{
+ ssl-servernumbere SSL 0 é©3 @& uAp>Y SSL+”"1>Y b”hSt
_;bnjg
o urlrewrite numbers>Y SSL+”1t&Cb” URL 28 A ¢’¢cw:{
URL &2& A ¢’¢w:t0 b” 1 ™M32wo0—"1tb{ 32%pw

URL 24 A ¢”"¢>a4C oz HTTP T' HTTPSeswae¥ eé«Asr

gpVib{

+ hostnameae ¥ eé«Ab” URLWwWAY iE¢hqQyz
www.mydomain.conf{ URL &e8& A xuAwAY iEt0 b” 240
Etpw E»>%;0p“tctO—"1b{ xuAEtxAYeé«Az
ipx SsMpXirM{ AY iEtée ¢cA8”As! "o 1mw
AY iowé:wxpuA>A“Zbtxz Zu»ep« ¢*£8 cAg”
As—; 1b{

« sslport porte¢2tDE SSL EgAé”«  A&NY ¢ «t—;b"U”A{

TCPU"Ajg¢ SSL iAiA ¢’¢

SSL TATA  ¢”¢gt°eb”

p—;Ne” TCP U Ajg£>0O—"1b{ SSLb a"¢xz URL @

Yy @«A ¢’"ct°e’h HTTP &% é«A>z] “h SSLU”A
443£ t{

¢thxU"Ajg>! " oMsMOuUxAN¥¢cAwU”A
VaQib{ 1 ™65535w«>O—"tb{AN¥cAcx 443 ph{

« clearportporte¢2tD£f«a@? AOPAWE A&« A&ANY ¢ «t—
:b"U”A{ SSLb &”"¢xz Location Response-Head8& Y "¢cAwa
Ya €«A>z! “hea? A@uA U"A¢thxU"Ajg>!
"oMsMOuxU”A  80£q°u tb{ 1 ™65535w>0O—"1Db{
AN¥cA«x 80pb{

hqQyz SSLA&NY ¢ «tU”A  444z«x? AOpAt 81>—-;b"

Otz www.mydomain.comv URL &2& A ¢”¢ 225! b”txziw'O
tO—"1b{

(config-ssl-proxy-list[ssl_list1])#
www.mydomain.com sslport 444 clearport 81

ssl-server 20 urlrewrite 22
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URL 224 A ¢"¢ 22>_tb"txziw' OtO—"tb{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 urlrewrite 22
hqQyziw‘Oté cAg§”A Zu»eu« E¢C *£>—;0z  HTTP
URL wwww.sales.acme.corB ‘| www.services.acme.com®«”~d”\qUp

Vib ¢SSLU"AxAN¥cAwU”A 443z« 7 AOpPA U"AxANY¥
cAwU”A 80witit£({

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 1

*.acme.com

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 2

*.acme.com

fhxz HTTP URL w www.acmesales.cons ‘| www.acmeservices.conw &

cA8"A Zu»ep« EC *E£5iw'Ot—;b"\q«pVib{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 1

www.acme*

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 2

www.acme*

SSLURL > & At b"w-@C> Ob”txz H7 -®SSLwf @C
S‘lw-@Cw O~ >€° 0 XirM{

SSL -¢3ai ©R¢3%4a » UZCAw!
SSLpxz«& ZiAq CSSSSLb a"¢Ui1s©"0>if zy
"MUp»"eg©"U-qgre"h|tzy M-¢3&i ID UNRA
b{ SSL -¢ 34T ©R¢%a » Uz¢As! b qz SSL b a”¢x
isZiw«d ziAqw€ pUpu»" ©">6-;pV"'Ots“z
SSLE°%n"34i Oé-pryVpVib{» Uz¢Ac>! b\
gqt'loz 1 mwsSSL ;387 IDw ®QUE b”u-1>f pV
tb{\wl U&ab"qz SSL b a"¢xifs SSLETA3E «»
A{b"‘Ots“zy M SSL-¢3aiuU-qnethb{
SSL - ¢ 2Ad OR¢3aw» Uz¢Acxze a 5 TATA  ¢"¢p
advanced-balance sseé” A 1&4i371-MU>—;b"Outz«& ZiA
WE E+£"Tw{ t—;"e" SSL-¢ 3471 ID>&~tBT~d"hS
WOASAEQqs"wpz0Otf b”"ZAUK“%b{
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ssl-servernumbersession-cacheseconds Ui A>—; 0zZ2f “heyp

©"p«d 2iAqQWE >6%pV” Ot SSLb a”"¢c>f “ib{

SSL - ¢ 3&ai ©R¢3a » UZCAcCpos£Etxz 0 ¢SSL -¢3%4a
i IDw6—;xA®E™ 7200006201 £, 00— "tb{AN¥cAx 300¢5
GEpb{\w!O3&i>A®tb"¢ > Otf b"E£qz«d 2iA
qSSLb a”’c py M€ >-qgb”h|tifs SSLETAZE «

Use " Ots“thb{

¢«£ ssl-servemumbersession-cachseconds UiAt 0> ' b"\qxS¢S %

de{0ZZwO—b”qz SSL-¢3ai1 IDU6—;~« CSSwiN¥”
Uipuz2i tb{

hqQyz«a Z'I'Aqw€ p SSL -¢3ai IDU6—;"""'0Otz

» Uz¢A> 101 tf b txziw UiA>O—"1%b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 session-cache 36000
SSL -¢3ai6—;w» UZ¢AGANY¥cAwW 300 utae-¢ Ab”

txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 session-cache

SSL ¢ 3EATWETA3SE «6E°30”35jw!
SSL - ¢ 3&i EiA3SE « “UiA>tebrqz SSL HelloRequestY ¢,
U« d ZiAelONez SSL ETA3E « E°3o”3347U6
%o etb{ SSLE6ETA3E «xzOIl t"hlo€ >jE oM"q
Vtz SSL-¢381>6-q 0-©aa&AY>-Ab” "q opqjt

b{

CSSq«& 2iA p!dpV"A"»w7G">! b"txz ssl-server
numberhandshake datakbytes " UiA>—; 1 b{ \\p! "h"wA”»
Ul’'s"qz CSSx SSLETA3E « Yeé-""H>u0"z SSL -¢ 34
fUB-qretb{ data<>f b"qz! "hA"»"wao™t ssL
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SSL 6é©3 zpApw>Y SSL +”1wf ||

cLBATXY M- 3aT ©">6 “>S tb{ SSLETA3E «
wdata<¢ KB oc£txz O CETASE «A®E™ 512000>! “fb{
AN¥cAx O0pb{

hqQyz«d 2iAqwA”»!8U 125000 KBta h™tz SSLOé©
3 ®@uAwSSLBEITAZE « Y¢ " >u06b” ' Otf b"txz
fw UiA>O0—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 handshake data
125000

6ETA3E « A’» 10%ai>A®tb"txziw UiA>0—"
Ib{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 handshake data

7G» Uz¢Ao! b txz ssl-servernumberhandshake timeoutseconds
“UiA>—;"tb{\w» U2¢A<U&ab"qz CSSx SSLETA
3f « Yé-"">060 SSL -¢2a7>6-0q tb{» Uz¢A

<>f beyz] "hp:w&a™t SSL -¢3aixy M-.¢3ai

©">6 “>Sb”"' 0Ots“b{ SSL6ETA3E «w» UZz¢Ac«

xz& a 5 TATA  ¢”¢p advanced-balancessE”A 14i3i-MU
>—:b"Outz«d ZiAWE Ex"Tw{ t—;re" SSL - ¢
347 ID>&~tDT*"d”"hSWOASAEqs”"wpz(iOtf b”z

AUK“tb{ SSLETA3E «w» UZ¢Actpos£txz 0CET
A3E «xA®E™  72000¢201 £>! "ftb{AN¥¢Ax Opb{

hqQyz» UzZz¢Acw 101 U&ab’q SSLBETA3E « Y¢
U060t f btxziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 handshake timeout
36000
6ETA3E « » Uz¢A 103ai>A®tb"txziw UiA>
O—"1b{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 handshake timeout
Cisco Content Services Switch SSL~ "TNY24aé”34¥
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W ssL 6éo3

®eMApw>Y SSL +"Twf

¢« £

SSL ©4”

AH

SSLUAY ¢ ©>—;0€ U{ ~e"f wOulz CSSUETA3E «
E°c3a”3&i>Teeb”h|t SSL - ¢ 3ai IDU7 w TCPRNé”o
Pp6\R"ez SSLUAY;©QUax " «"hS«™UZApb{ \whSz CSS
XYy M SSL-¢387 ID>YY idee{\w SSLNé”piw TCP €
>UZb"qz CSSx\w€ >y°M SSL-¢3aig_s z w SSL "
Tpt0Y>i, tb{6:wx"Tugqo:w SSLb"4”¢cU Ob”
OuzCSSx\we > w SSLb 4a"¢tudb”"DOQUK“tb{\

W€ XUOEW SSLP a"¢cpxy M SSL - 3&4its"hSz 2s
eWBE°3a”38iUa Db 2S@WGBE°3a”"33i™yz CSSp
xfw SSL-¢3%a7 ID>YY z \w SSL-¢38ix\w<O°Mw SSL
P a"ct{ "etb{

\wOuz SSLE6ETAZE «> ®t°oM"qzETA3E «wWBE"®
3n”33iwhStzMteel”’uU«..."+tb{AANY s «’Ww M
¥pa;"oM"Ouz\wY x SSLiIN¥"Uipf.tetb”D6
QUK“thb{

»W— | Wf

CSSWSSLxz+"IT'wi-¢A A"»>@4"t"VzifwA”"»> %

g="0«8 ZiAtud tb{ SSLxziwOutOa"wA »>it

Z%@="0«d ZiAtud th{

+ ©&4"w0"U 16,4001 Ata'hOu¢ SSLw7Ge A+ (£

e +"IT’ TCPFINi-¢AUu6”2hOU

« ©4a’w0”’U 16,4001 A°-p<z CSStf "+h— 1 U&a
“hdu

SSLxz®p=whStz7G+ U 16,4001 Aw SSLeé "AtA”»

>%@="1tb{ %@=;wOAa”> 16,4001 Aftp-hbqz SSLx©4a”

A’»>it"0% @=b"wtl UTT“tb{

©4a” A"»>it’0%@=b"tpw CSS>Y SSL+"1w4;l >f

b"txz  ssl-servernumberssl-queue-delayns "UiA>—; $b{ANY¥

cAcx 2000a@ppb{— 1 tx 0¢CA®E™ 10000w<>O—"1fb{
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— <« 0tf b’qzA"»w0©4a” i—UA®ts“tb{\wdulz
CSSw>Y SSL+"Ixzx"IT'A”»U8XqbYt% o="0zfw
A"»>«a ZiAtuo tb{

hgQyz— 1 w 400Ueutf b txziw OtO—"1fb{
(config-ssl-proxy-list[ss|_list1])# ssl-server 20 ssl-queue-delay 400
— 1 >AN¥cAw 200 0@ pte-¢ Abtxziw' OtO—"1¢
b {

(config-ssl-proxy-list[ss|_list1])# no ssl-server 20 ssl-queue-delay

SSLTCP «& ZiA w€ » UZ¢Acw|

CSSq«a ZiA w TCPE€ xz ! "hl U&ab”q4f 1b{ \
wWTCP» Uz¢A;6>—;b"qz CSSSSLb a"¢cq«a ziA
wWTCP€ >z'“JEt gpVib{

SSLOé©®3 @mpAp>Y SSL+"I>z«& ZiAqw TCPE€ >4fb
"*Otf b"MOtmMoxziwos>€° oXirM{

« TCPSYN» UZz¢CA«w! ¢«& 2iA € £

« TCPAZE"» Uz¢Acw! ¢«d Z2iA € £

TCPSYN » UZ¢A«w! ¢«8 Z2iA € £

CSSwWSYN» U”"xz TCP3¢E EiASE «>4fb” "q oz

CSSt'” SYN/ACK wubdq«d ziAt'” ACK w tw wi )>
§¢iA tb{\w» UZ¢A«xz«& 2iAq CsSsh’a’¢c w
TCP€ p TCP3¢£ EiA3E «UYxtif sTlhqVtzfw

€ A”»802t4f~rd"hSt-; z ssl-servernumbertcp virtual

syn-timeoutseconds UiA>—; 0! “$b{

TCPSYNWAZE"» UZ¢Actpos£txz 1 ™3600¢11 £50—
“tb{AN¥¢cApx 30 utf rsoMiEb{
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€ » U’'xzy ™M
4fF1 *“yXf b"2ZAUK“tb{

¢« £

SSL€ q TCP€ wrj’'tmMoc«zxt6ud

hgQyz TCPSYNw» UZz¢A>
UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])#
syn-timeout 1800

TCPSYN» UzZ¢Awo:AN¥cAw
—Fb{

(config-ssl-proxy-list[ss|_list1])#
syn-timeout

TCP AE"» UZ¢Acw! ¢«& Zi1A € £
TCPAE"» U2¢AwWE8CiAxz
hqVt%oenez TCP3C¢E
WAZE " » U’xzfwAEANY ¢«
P6%etb{

30 ¢ 1800 Etf b txziw ™

ssl-server 20 tep virtual

30 ptibtxziw UTA>O

no ssl-server 20 tep virtual

ACK > CSSU«& ziAT’!6°

EiASE «>4fb "tpe~«tb{

Né”w SYN» U"U -"hi:

ssl-servernumbertcp virtual inactivity-timeout seconds Ui A

»—; 0z«d 2iAgw p,qerK’”MxtlhXAE " "oMsM
TCP€ >4fb”hSt—;b"» UZ¢A«! “1b{

TCPAE"» UZ¢AcCtpos£txz

®E£™3600¢11 Ew>O— " tb{AN¥cAx

hgQyz TCPAE "» U">
A>O—"1fb{

(config-ssl-proxy-list[ssl_list1])#
inactivity-timeout 1800

TCPAE» U"woAN¥cAw
“ib{

(config-ssl-proxy-list[ss|_list1])#
inactivity-timeout

0OCTCPAZE"» Uz¢AxA
240 upb{

300¢ 1800 pELf b txziw Ui

ssl-server 20 tep virtual
240 utibtxz iw UiA>0—
no ssl-server 20 tep virtual
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SSLTCP "1 € » UZ¢Acw!

CSSqg+”"lw TCP€ xz ! “hl U&ab”"g4f tb{ \w TCP
» Uz¢A;6>-;b"qz CSSSSLh a"¢cq+"1 w TCP € >z
““JEtMZpVib{

SSLOé©3 @apAp>Y SSL+"i>zx"iqw

TCP€ >4fb”* 0O
tf b"MOtmMoxziwo>€° 0XirM{

« TCPSYN» Uz¢A«w! ¢+"1 € £
« TCPAE "» Uz¢A«w! ¢x"1 € £
TCPSYN » UZ¢A«w] ¢x"1 € £

TCPSYN» U”"xz CSSUSYN>u6 0l¢«aiAw TCP € >%o¢

“h» Ui-qz #"1U SYN/ACKp t h» OUi-wl )>8¢i
A tb{zx"lqw TCP€ p TCP3¢E£ EiA3E «UYxtif®
sTlhgqVtz

fw€ >A"»8U2t4f rd"hSt—;"e"\w»
Uz¢A«xz ssl-servernumbertcp server syn-timeoutseconds Ui A > —;
‘ol “tb{

TCPSYNw» UZ¢AcCpuoe£txz

1 ™3600¢11 £50—"1b{
AN¥cApx 30ptf ~eoMib{

t<E € » U’xzy'M SSL€ q TCP€ wrj’tmMo<zxt6u0
4f1 *“yXf b"2AUK"“tb{

hgQyz TCPSYNw» UZz¢A>

30 ¢ 1800 pEtf b txziw™
UiA>O—"1Db{

(config-ssl-proxy-list[ssl_list1])#

ssl-server 20 tcp server
syn-timeout 1800
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TCPSYN» Uz¢AwoANY¥cAw 30 utibtxziw UiA>0O
—tb{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 tcp server
syn-timeout

TCP AE"» UZ¢A«w] ¢x"1 € £
TCPAAE"» UzZ¢Aw8CiAxz CSSU%”"IT’ SYN/ACK>!6"h
1:T % e”eth{ \WAZE"» U"xz fwAdNY¢s« Né"w SYN
» U"U -"hl:p6% " efb{+"Iqw TCP € U,qoerzt
hxflhXAZ " oMsMqgVtz fwe€ >4frd"hSt—;"e"»
Uz¢Acz ssl-servernumbertcp server inactivity-timeout seconds U i A
>—; 0} “1b{
TCPAE"» Uz¢Actuo-£txz 0¢TCPAAE"» Uz2¢AxA
®E£™M360011 £ wo>O—"1tb{ AN¥¢Ax 240utf "soMib{

hgQyz TCPAAE"» U”> 300¢ 1800 pEtf b txziw Ui
A>O—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp server
inactivity-timeout 1800

TCPAE » U'woAN¥cAw 240 utibtxz iw UiA>0—
“th{
(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 tcp server

inactivity-timeout
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SSLTCP € tSZ"-Y t— W!E
«8 ZiAthx+"1€ tSZ"AN¥cAw-Y t— 1 x 200

UOzpetMsepb{iw UiA>Teeb”\qpz-Y t— w SSL TCP
» U"wONHA®t h“DT h“pVib{

ssl-serverserver-nuntcp virtual [server ack-delayvalue
value!:xz=Y t— w» U"wO~U0apc Ms£p! “tb{A
N¥¢cA«x 200pb{ 0 ™10000w<«>O—"1tb{ 0>! b"qz«4a
ZiAT® SSLA&ANY¢«>!6b"Mw-Y t— xA®ts“tb{ »
U">A®tb"qz SSL - ¢ 34ai ©R¢34a¢.¢4 34l IDw6—; £
w—;t'“-¢3aiwiN¥"Uipu2i tb{
hqQyz«a ziAq SSLhP a"¢cqw w TCP€ t 4000@pw-

Y t— >f b’txziw'OtO—"1b{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tep virtual
ack-delay 400

£”’lg SSLb a"cqw w TCPE€t 400U0esepw-Y t— >f
b txziwOtO—"1fb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp server ack-delay
400
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W ssL 6éo3

®eMApw>Y SSL +"Twf

SSLTCP € w Nagle Z¢°aefUw!

TCP Naglez¢°a@fUpxz «& ZiAq SSLhP a”¢ thxt"lqg

SSLb &a’¢c w TCPE€ p8u~re”+ fwW—"M :wligNe Y
UL xTStEAEb{\wrgpx‘w TCP € pudre’i-¢
A:Un—"z CSSwu¢”O¢AU2( $Db{ hiz Naglezg¢°afU
qTCP — =Y tw wi“";t'loxz TCP€ w— | UOXs
"Nqe<K“tb{ TCP € ¢«@? AOpAthx SSLEte0c“>0Q
"— UC\b""OpKeyz NagleZ¢c° e TU>A®t 0o Xir"M{

« «& 7ZiAq SSLbh a"¢cw w TCP€ w Naglez¢°afU>A
®tb”zthx6S ®tb"txz ssl-servernumbertcp virtual nagle —
UiAs—; b {\w UiAw3i» ¢ «puxiwgS“pb{
ssl-servernumbertcp virtual nagle enablddisable
«& Z1Aq SSLbh a’¢w w TCP€ w Naglezg°aTU>A
®tb"txziw' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tep virtual
nagle disable

«& ziAq SSLb a’¢cw w TCP€ w Naglez¢c°aTU>6
S ®tb”"txziw'0tO—"1fb{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp virtual
nagle enable

« +"lg SSLP a’¢cw w TCP€ w Naglez¢°®TU>A®zt
hx6S ®tb"txz ssl-servernumbertcp server nagle UiA»>—;
“tbh{\w UTAw3i»¢s«puxiwgS“phb{
ssl-servernumbertcp server nagleenablddisable
£"lqg SSLb a’cw w TCP€ w NagleZz¢°a&TU>A®tb
"txziw' OtO—"%b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp server nagle
disable

+”lq SSLP a’¢cw w TCP€ w Naglezg°aTU>6S ®
th”txziw ' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp server nagle
enable
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SSL 6é©3 zpApw>Y SSL +”1wf ||
SSLTCP € W TCP I¢Nesei-w!
EsAée"«w SU—XoOOUCV oM”Ouz> w TCP € t0°
0zZTCP ¢YiACU3R,AVatiNe0 Otf "Ne"tpti¢gNeed
Ab"A"»"¢1¢ Ne + T£5y+b\qUpVib{i¢Ne £ 9

>Yebqz«d ZiAew—ME€ w4l xn“tbUz CSSpwiyg¢

Neaei-l xyC tb{ Sw—M«8& ZiA€ U : Ob"q
CSSwYba&UZA b"D6QUK”hSz \w;6>—;b"Oux«™Uz
Apb{
> W€ p«d ZiAthxx"IT'w TCPIi¢Nezi->f b”
txz ssl-servernumbertcp buffer-share "UTA>—; tb{\w UiAw
3i» o «puxiwgS“pb{

ssl-servernumbertcp buffer-share rx numbertx number2

e > WE pl¢gNemi-pV'«d ZiA AANY ¢ «T WA”

»"¢1 AE>f btxz rx numberl©”&”Aq!:>—;
b{ AN¥cAwi¢Ne + x 32768pb{ 1¢Ne + ftx 16400
™262144w <>} pVib{hqQyz«> 65535t f b txzi
w'otO—"1tb{
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp buffer-share
rx 65536
i¢Ne + H>AN¥cAw 32768t - ¢ Ab"txziw ' 0tO
—1b{

no ssl-server 20 tcp

(config-ssl-proxy-list[ss|_list1])#
buffer-share rx

> WE plgNeami-pV"£"IT «& ZiAewA"»"

¢i A:E>f b txz tx number2©”é"Aq!l:>—; tb{A
N¥cAwigNe + Tx 65536pb{i¢Ne £ Ttx 16400 ™
262144w<>! pVib{hqQyz<> 131072t f b”"txziw
‘Ot0O—"1%Db{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 tcp buffer-share

tx 131072

T¢Ne + H>AN¥cAwW 65536ta - ¢ Ab"txziw 0tO

— fb{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 tcp

buffer-share tx
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W ssL 6éo3

SSL 0é©3

®2pAwZ«AYO=q—;0o...

eUAWZ«<AYO=q-;0...
SSLOEO3 ®pAs>2«AVYO=b"2tz>Y SSL+"ithxig«an
PA SSL+"lw [» 1mZizeuA°t"R oXi*M¢\w-p?2
\'h ®SSLO¢é©3 @ampApw>Y SSL+"Iwf ~ thx ®SSLTCPE
w Naglez¢°eqUw! ~ €°F {
CSSx SSLOé©3 @mphA>¥%Ei« 0zzZAs TU'ETAUDb,of
NeoM"T-Y tb{\wqVtzAi{q©" Ozwi“~Y<cee M

tb{-Yte "hOuzAI{Ex!ZO+ +eczud” Ye¢-oro
TUEé-tGanez SSLOéO3

®cCertificate and key pair do not match
Oz> _tb’Tz&

@puAxzZ«AYO=Nretdoe{f "e0oM"©"
~sAI{>f b"2ZAUK"“$b{

Yy Mihx!E~eh SSLOé©2 apA>2«AYO=b"txz active ~
UiA>—; +b{hgqQyziw' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# active

SSLOé©2 ®pAxzz«AYO=b"q+"IptdCpVib{\w-

p™\b” ®SSL4fwz ipwf ~ »€° 0 XirM{
epAow>Y+"Ithxli¢«ail SSL+"1> " Ob"txz show
ssl-proxy-list>—; tb ¢ H7-®SSLwf @CS‘'|w-@Cw O~ €°£{
7«AYOs SSLO€é©3 apuAw-—;>°l -b"txz suspend Ui

A>—;"1b{
SSLOé®3 aphs°l -b"txziw UiA>O—"1b{

(config-ssl-proxy-list[ss|_list1])# suspend
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SSL 6é©2 euAw!'E N

SSL 0é©3 xpAw!E

SSLOéO©3 spAxzeuAUz«AYOtsloM"qVitx!EpVi
de{!E>CQ"2t SSLOé©®3 apAw-—;>°1 -"z!EUA4Sf
"h'aephA>6Sz2«AY0O="1b{

0éo©3 spA>'Eb”qz SSL*"Tp>°l -"h“zfwaepA>s
~ 06S2«AYO="h*b"zAxK*tdce{ SSLb &gt
“ziw\gUTae et b{

« 0603 &uhs>-;o0 SSL+"Ipe4aC@Cthx!E°0>06

b”{
e IEthx_tAreh SSL E+"Tpwe€ >rtb”{ SSLb a"¢
Ule'w€ t b”i-¢A>1db"qz SSLp a"cx TCPRST
>0 $h{
«™ NéiAaiA +"1qi¢«miA +"1>Né"t—:"oM”"Ouxz

aiAA”aiA€ >20hSttMw+"1UZ«AYOpK”ZAUK

“tb{ SSLOéO©3 @puA>1Eb"Ouz+"TpUTiz«AYOsO
jxeepAT 1¢«aiA +715_t sMpXirM{ SSLOé©: @&
HA>6|2«AYO=b"MzeiAA"oiA€ Use "0 tMib{
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W SSL4fwz"Tuwf

SSL 4fw+"Tpwf

SSLO¢é©3 @mpAxo:w SSL+"Tut b\gUpVibe+"Tut
mV1ImwSSLOéO®3 sepuhA>! £ {thz 1 mwSSL+"TuUG6:w™
TATA  ¢"ct b\q«Dopb{x"Tpu> TATA ¢"ct&;b
"qgz SSLw TATAA{>8UupVib{

¢«f CSSxzCSS°w SSLP 4a’clqt I1mwz«AYOs SSL+"ip ¢1m
wué AtmV 1 mwSSL+"Tug>+U"A tb{ 1mwuégAto
‘o6:w  SSLx"Tp>f pVibUz Z«AYOtpV ’wx°St 1m

WSSL+"TpiZpb{

WpxziweotmMoti £b{

« SSL+"ipw”R

e SSLZ7«-ae"3ai £'Tp » Ow!

e SSLA4fx"Tpew SSLOé©3 mpAwacC
« SSLP a"¢ pé¢Aw!

e SSLb a"¢cew©”028 O Yé-" wWA®=
e SSL-¢3ai IDwORs2a £ Tw)

+ SSL+"Tpwz«AYO=

e SSLx"Tpwel -

SSL +"TpwAR

SSLb a’¢p—;b"+"Tu> "Rb"Mtxzfw+"Tp> CSSw
SSL+"Tuq o) "z CSStfe>YYAd"ZAUK“:b{x"Tp
wWARtmMowAlxz ° Cisco Content Services Switch Content Load-Balancing
Configuration Guidet >€° "0 X i M{

SLL +"TpEx 1 ™31 EpO—"1Db{
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SSL 4fwx"Tpwf ||

+"Tu  ssl_servbARb”txziw UiA>O0—"1b{

(config)# service ssl_servl
Create service <ssl_serv1>, [y/n]: y

CSSUzy XAR"M+hz"Tuwp"At!™*$b{

(config-service[ssl_serv1])#

SSL Z«-8@"24j +"Tp » Ow!

SSL+"Tu>~R’z CSsUz"Tp  pP"At!"Ih'z+"Tu » O

g o sslaccel>! "oiwrA>2OZAUK"“$b{

e +"Iu> SSLz«-&&"3&i +"lpg of

+ SSLOEé©®3 s pA> SSLx"TutacC

SSLZ«-a&"24i +"Iu » O>! b txz type “UiA>—;

“tb{ SSLwzx"Tp » Ow! tmMoxz ° Cisco Content Services Switch
Content Load-Balancing Configuration Guitle € °~ o X i~ M {

SSLZ«-&&”34i £"Tp » O>) b’txziw UiA>0—
“ib{
(config-service[ssl_serv1])# type ssl-accel

SSL 4f+"Tuew SSL 0é©3 apAwac

SSLb 4"¢;w SSLOé©3 apAp>Y SSL+"1> [ h'zap

A>2«AYO="0z SSL+"TutdC tb{z«AYO epAtxz
CSSU>w SSLb"a"c>éaoz SSLw iATAA{>rgh”MO
U [feoM$b{ SSLOEé©® aph> SSL+"{utdChb”txz +”
Tp P"Ap addssl-proxy-list "UiA>—; ftb{ +"TutdCb”~R

A w SSLOé©3 spAwE2¢\w-w ®SSLOEéO©3 mpuAw~R™~ £
c£50—"thb{
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W SSL4fwz"Tuwf

SSLOé©3 apAssllisti>x”Ip  ssl_servitdCb txziw Ui
A>O—"1b{

(config-service[ssl_serv1])# add ssl-proxy-list ssl_listl

SSLOE©3 aphAs+"TpuT _tb txziw UiA>O0—"%b{

(config-service[ssl_serv1])# remove ssl-proxy-list ssl_listl

SSL P a"¢ pé¢Aw!
CSS 11501xw0 w SSLb a”¢> 1 mzU"A ftb{ CSS11503q

CSS 11506pxz6:w SSLb a”¢¢ CSS11503px7G 2 mzCSS 11506
PXx7G 4mE>—;pVib{ SSL+"Tupxz SSLOé©3 mxpAqg>

YSSL+"1>> w SSLbP 4”¢ct ECZ"hStz SSLbP a"¢w
néeAjgUzApb{ SSLP "4"¢U+£re0M” CSS3R"3wp
éoA>! b txz slot "UiA>—; $b{

®spésAjoxiwgS“phb{
e (CSS 11502 2

» CSS115032q 3
« CSS 11506 2 ™6

HELA 1xz SCM;t'yreoMIb{

¢«f CSSxzCSS°w SSLP 4a’clqt I1mwz«AYOs SSL+”iu ¢1m
wué AtmV 1 mwSSL+"Tug>+U"A tb{ 1mwuégAto

‘06:w  SSLx"Tp>f pVibUz 7«AYOtpV wx°St 1m
WSSL+"TpiZpb{

hqQyz CSS3R"3wpué¢ A 3tK” SSLbP"a"¢»>| b"txz i
w UiA>O0—"1Db{

(config-service[ssl_serv1])# slot 3
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| H4- SSL4fwf
SSL 4fwx"Tpwf ||
SSL P a”’¢ew©”02a O Y¢-" wWA®=
SSLb 4"¢xz CSS3R”"3t°.="0""b”Al ppK”hSz SSL
+"{ut©" 024 O Ye¢ " rudb"2AxK tdee{z ip
te"0z4a O Y¢é-" 5006 sM ' Otb”"txz keepalive type none
TUTA>—; Db ©"07z4 O » Ow! wAltmMoxz ° Cisco

SSL -¢3ai

¢« £

Content Services Switch Content Load-Balancing Configuration Guide® * 0 X
i"M{

SSL+"Tpusw©"0z24 O Ye " wubo>A®tbh"txziw™
UiA>O—"1b{

(config-service[ssl_serv1])# keepalive type none

IDwOR¢32a £ Tw)

\WOR¢34a + fxz SSLb a’¢we;-¢3a810 ©R¢3at-
pV” SSL-.%a7 IDw7G:p tb{AN¥¢cApxz SSL -¢ %4
i ©R¢3atx  10000-¢2ai"0pVib{ SSL+"TupzAsOu
Xz SSL -¢ 3&ai ©R¢3awz 1> 100000 pyeb\qUpViEb{
+"Tpyw  SSL-¢%87 ID ©OBR¢2awzx T>6f b txz
session-cache-siz€UTA>—; $b{ ®s«<x 0¢SSL -¢34ai ©Ry¢
3AXA®E™ 100000-¢3&iphb{

SSL -¢ 3ail IDU6—;7«"'0Otb"txz session-cache-size Ui A
t< 0>! b"\gxS¢SpVidoe{ SSL -¢ 2 &i ORL3AaqORy
3a » Uz¢A>! b”qzisZﬁwfw«é ZiAq CSS SSLpb
“47¢ W€ pUpu»" ©">6—;pV"hSz SSLE°3a”"347
Oé - pub ="ez CSSwiN¥"Uipc2i tb{

l¢«aiA -¢3ai IDOR¢3At" OpV miAae:x 4096 pb{\
Wex!'EpVidoe({
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W SSL4fwz"Tuwf

SSL - ¢ 3ATWOR¢ 34 £+ > O0t! b"qzfw SSL+"Tut

Eb” SSLb a”¢cpxz SSL-¢3%87 ID XOR¢3ate~- ~et

dee{SSL -¢34ai OR¢34>A®tb"Ouxz SSL-¢ 387  ID U-
;NesM'Otb"hStzzciwli&dY"»>&~tf “tb{

+ SSLOé©®3 @apA°p>Y SSL+"lw ssl-servernumbersession-cache
timeout > 0 CA®Etf b {

« SSLpAY:,©>A®tb"h&tz
ssl UiA>A®tbh"{

TiATA  ¢”¢p advanced-balance
hgQyz SSL -¢38TwOR¢ 34 + > 20000-¢3ait) b”
txziw UiA>O—"1b{

(config-service[ssl_serv1])# session-cache-size 20000

SSL - ¢ 3ATWOR 34 + 1>AN¥cAw 10000 - ¢ 3&itae ¢
Ab txziw UiA>O—"1b{

(config-service[ssl_serv1])# no session-cache-size

SSL +”"Tpwz«AYO=

SSLO¢éo:3
+" T Z«AYO="1tb{x"Tp>2«AYO=b"qzfw+"ip
xz«d ZTAqx"l pae”e” SSL TATAA{wé" A 14is3

imwhSweael”p O"¢t onretb{

@pAw+"Tu>f “h'z active "UiA>—; ofw

SSL+"Tpu>z2«AYO=b"2tziwrA>eeMIb{

e >Y SSL+"IwOuxz+"Tu>z«AYO=b"2tz SSLO¢é©s3
@ nA> sslaccel» Owz"TutdCb”2AUK"“1b{ active U
Y(‘,'"

iA>O—"hqVtepuAUf "eoMsMqziwed”
"U€-tGaNezx"Tuxz«AYO="etdee{

Must add at least one ssl-proxy-list to an ssl-accel type service
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SSL 4fwx"Tpwf ||

o l¢«miA SSL+x"IwOuxzx"Tu>z«AYO=b"2tz SSL
0éo©3 @mpuA> sslaccel-backend» Ow+"TutadCb”"zZAUK
“tb{ active UiA>O—"hqVteuAUf ~eoMsMqzi
Wod” Y¢ " Ué-tGaNez+"Tuxz«AYO="e1%d
ce {
Must add at least one ssl-proxy-list to an ssl-accel type service

« x"TutadC’h SSLOEéO®3 seuh>zx"Tp>2«AYO=b"
2t7«AYOt 1b{ @puAU°l -re"qz fwod” Y¢-©
"Ué-tGANezfwx"TuxZ«AYO="etdoe{

No ssl-lists on service, service not activated

+"Tu>2«AYO=Db"j<UpV”"qzo SSLOéO®® suAwé&-~s
SSLf A"»U> w SSLbP 4a”¢e8urezx"IpUZ«AYO=
Aetbh{8UItaA”UC\b"qz0 b"0&"UE-tGAaN+zZ

£ Tux2«AYO="retdoe{

#"Tp  ssl.servl>Z«AYO=b"txziw UiA>O—"1b{

(config-service[ssl_serv1])# active

SSL +"Tpwel -

SSL+"Tps>°1 -z SSL TATAA{wé” A 14i3i->&0
hSweet’p O ¢T'fwx"Tu>_tb"Outxz suspend Ui A
»—; ftb{ SSL+"Tps>°l -"0<7 w TATA Né txe
1K“tdeUzyht€ >=-q ozfwx"Tpw TATA>""\q

xpVidoe{

+"Tu  sslservi>°l -b”"txziw UiA>O—"1fb{

(config-service[ssl_serv1])# suspend
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M SSL 4fw TATA

¢rewf

SSL 4fw iATA C"CWf

CSSU TAiAew SSLA{>8ub”txz>Yx"Tpu> TATA

C"Ct&; 1b{ SSL TATA  ¢"¢>2«AYO="0z TAiA
UiMt Ob”Otz TATAA{wubE¢ SSL+"TpE zS*|-;
b"é”A T&i3i-MU> [b"ftpzE¢ A& "« AaNY ¢ «x

SSLP a"ctudretdoe]
>Y SSL+"1w iATA ¢"cpxzf b” VIP ZAeuqU Ajg
xz SSLOé©®©3 mpAwfwz"lwoiAaewf q°+~"d"ZAUK
“tb{

SSL+"Tupf “hiAiA ¢"¢c>z2«AYO=b"qz°* oM

" VIP 2AepuqU"AUK"TrOTUUAA”tb{ °eU_mT’'sMO
Uziwod” Yeé " Ué-tGanrez TATA ¢"¢cxz«AYO
=nhetdee{

Not all content VIP:Port combinations are configured in an
ssl-proxy-list for sslAccel type of service

TTATA  ¢"¢cq SSLOé©3 s®pAp-;tfeoM”f A"w VIP Z A
eu>-Y zZAt ao!E fb{

CSSU2mZiw SSLb a"¢>—;"oM”Ouxze a 5 TATA
¢"cw SSLI” &i 3-¢3ai IDt,nXpAY:,©Q>—:b"\q
»>S¢S tbh{>Y SSL+"1 ¢"¢pxziw‘Ot! “fb{

+ advanced-balance ssTUTA>—; 0z SSLt,nX TATA ¢’'¢
WHAY ¢, ©Q> ®tb”"{

+ application ssl "UiA>—; o0z SSLzO0e&-"341 » O>!' b
{

@ 4 5SSLpAY¢© TTATA  ¢"cpxz SSL-¢3%ai  ID w6—;t

‘106ETA®E «Ustre"hSz SSLE°2n”34j Oé pu

0 =7ez7.$siN¥"Uipc2i tb{
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SSL 4fw TATA CewWf ||

¢« £

2K wpAY¢© A"OcU° ts”¢t+ At 32000 wa"2U% it
7« W OM”"YBEqzA’O¢gwWE ,ti“z7swa”2U®t{ ~
Y6ts“tb{\wgAxzNé”:quAY;©8 wOAWE 0"dU
j¥apC\b"\qUK“tb{E 0 dt'loxzpAY ¢ ©

‘wW—;D6s—--Ux9t«.."«"hSpb{\wdJIxéxzd:w SSL

P a4”¢c>elL h CSSpC\ tbh{ 288M Ybea&e b 4a"¢>Em SCM
pxz 128K WpuAY ¢ © A"Oc¢>xU"ApViEb{

A"Og¢

¢«f SSLpAY ©>-:;b"e& a
UiA>!' b"qzpAY¢©
34ix" NefbUz
doe{

5 TATA ¢"cp sticky-inact-timeout —
A"Oc¢U° tslhOup«z SSL - ¢
CSSXxy M-¢3aippAYc©Q>jiE £
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CHAPTER 5

l¢«aiA  SSL wf

\w-pxz

CSSpl¢«niA  SSL>f b"hStzAs g>t1 %

b{\w-w s°0xiwqS“pb{

T¢«miA
SSLOéo©?
SSLOéo©?
SSLOé©*
SSLO¢éo©*
SSLO¢éo©*
T¢«miA

T¢«aiA

SSLw“A

2 uAwWAR

@pA.wtiwacC
epApwlie«ailA SSL+"lwf
epAwz«AYO=q-;®..
euAw!lE

SSLw+"Tpwf

SSLw iATA  ¢'cwf
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WM i;«ciA SSL w*A

1¢«niA

SSL w*A
T¢«miA SSL>—;b”qz CSST’ SSL+"IqWE€ >%epVEb{
ATt SSLAfqz Adeyz«d 2iAq SSL+"lU-©azsai

AA"aiA€ pAy+tb{
$51tz SSL4fql¢«nil SSLUZ b”TR>0 $b{

$ 51 SSL 4fqli¢«niA  SSL wi
%o @ = %0 @ = %o @ =
AV » A" L A >»
- -4—P i»"E¢A -
«& ZTA SSL 4fS*| SSL =71
i(‘,«D'I'A
SSL g o
“Ab"  CSS
SSLb 4"¢cz«d 2iAzS‘|x"1 w SSL@Cwvexz SSLO
€03 @pAt'lo> Metb{ SSLOé®3 apAxzt 1A¢«p o
iAepY ~e"£ I1mzZiwi¢«niA SSL+"iw [pIR”+0S
“Z\w [t'lo SSL+"1qWE U%sretb 1 mwSSLOE®©?
@ UAtxz7Gp 256w>Y SSL+"1thxl¢«aiA SSL+"1>
[pPVEDb{
SSLOEé®3 @phAs>~rRolg«ail SSL+"1> ["h'zaepA
>2«AYOth”"2AUK“tb{ MozfwOéo©? euA>t7iy

tb”qz SSLf A"»w SSLP a"cew8U>%eepVib{x"l
W>2«AYO=b"qz CSSxA"»>\wb a"ct8u tb{ita
SSL+”Tu> SSL TATA  ¢"ctdC tb{

Cisco Content Services Switch SSL. "TNY24é”"347 b
m. OL-7993-01-J
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SSL wf

SSL 0é©3

SSL 6é©2 auAw~ R N

@ uAWAR

SSLO¢é©3 @®pAxz%a SSL+"Tut EGZ’soM”"ZMXmTw
le«oiA SSL+x"Tw-a¢c”Opb{ SSLOéE®3 mpAw rRtx
ssl-proxy-list "UiA>—; fb{

ssl-proxy-list f P”Atxz ACL P"AzO"A P"Az-¢"0 P"Az
rmon b"AzS‘|t f P"A>tXz,qeerwf P"AT 7«
-upVib{thz\w UiA> ssl-proxy-listf P"AT’ —; 0z
WSSLOE©® smuAtz«-ub"\qepVib{ SSLOé©3 m®pAE
txz 1 ™31 EWAOUA E»>%;0p“tctO—"1b{

hqQyz SSLOé®©3 &puAssllistl>*Rb"txziw UiA>0—"
tb{

(config)# ssl-proxy-list ssl_listl
Create ssl-list <ssl_list1>, [y/n]: y

SSLOE©® @ph>~"Rb"qz  CLI Usslproxy-listf P"AtO“$b{

(config-ssl-proxy-list[ss|_list1])#

7w SSLOEO©3 apA>_tb txziw UiA>O—"1b{

(config)# no ssl-proxy-list ssl_list1

Delete ssl-list <ssl_list1>, [y/n]: y
¢«f SSL+"TpU—;awOuz+"Tut £«"2«AYOs SSL 0¢é©3
@UAx_tpVide{\wOuxz7st SSL+"Tu>°l -"oT
'zfw SSLOE©3 aph> tb"2AUK“1b{
Cisco Content Services Switch SSL~ "TNY2ae”sai " A
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W ssL 6é0° apA-wtiwacC

SSL 0é©3 spA.wtiwacC

SSLOé©3 apAwti>! b txz description "UTA>—; $b{
tixzuO " p> %o 64 EZ°WAOUA E»>¥%;0p“cepd—"
th{

hqgQyz ssllist1ISSLOé©3 suAtti>a&Cb"txziw UiA>
O— tb{

(config-ssl-proxy-list[ssl_list1])# description “This is the SSL list

for www.brandnewproducts.com”

> w SSLOéO©3 ampAwtl>_tb’txz iw UiA>O—"1b{

(config-ssl-proxy-list[ss|_list1])# no description
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| H5 - T¢e«nil

SSL wf

SSL 0é©3

SSL 6é©3 pApwli«niA  SSL £”Twf ||

epuApwi¢ «ail SSL +”Iwf

\\pxz SSLOEéO3 spAt 1mZiwli«aiA SSL+"1> [b
"MOtmMoti tb{ backend-server UiA>—:"0 SSLOé®:3
ephAot TAs«p aiAe>" "R z\waiAaet\wi¢ «aiA
SSL+"It Eb"x'w SSLIAY"»>f “tb{ CSSwSSLb &~
¢xz SSLOEéO®3 mpuAs—lol¢«nil SSL+"Tew€ >%oe’
tb{ SSLOé®3 apA [AY"»>f b"2tzl¢«nil £"lw
iA¢g«pjo>! b"2ZAUK“1tb{ 1 mwSSLOéO®3 mxpuAtxz
7Gp 256wi¢g«oiA  SSL+”1> [pVib{

t«f Z«AYOs SSLO¢©3 @mpAtxz!E>CQ"\gxpVide{!E
»CQ"2t SSLOEO©3 smuAw—:>°l -"zIEU4f h'eyp
A>6S2«AYO="1b{ cCCSxzfwOé©3 euhA>—;"0 SSL%”
TpedC@Cthx!E°0>006 th{AltmMoxz ®SSL 0é©:3
epAw!lET >€° 0XirM{
l¢«aiA 71> SSLP 4"¢cp—;b"*Ot [b"txz SsL O
€03 @mpAtfwie «nil SSL+"lwaiAaes>*R zf >&0
ZAUK“tb{+"TpwzAeputo b” IPzAéuqz+iw Pz
Aeus>f “tb{it SSLOEé©®3 aphAr>z«AYO="1%b{
SSLOéO®3 spuA>f "0z«AYO="h™zfwaeuAs>is«oi
AsSSL+"TptdC z+"1p » O ssl-accel-backend>A“potb{
+"Tp>z2«AYO=b"qz CSSxf A"»> SSLP 4"¢t8ub
"tOts“thb{

ZiipxziwoetmMotIi fb{
e SSLOEé©®3 @mphAopwie«oiA SSL+"lweiAsew"R
e SSLi¢g«miA x"lw VIPzAépwf
s >YU"Awf
e +"lw IPZAépwf
« "1 U"Awf
 SSLI" &iwf
Cisco Content Services Switch SSL~ "TNY24aé”34¥ A
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M sSSL 6é©3 =pApwig«niA  SSL 27Iwf

e b;D6sS%oopu "Awf

e SSL-¢3%aid OR¢3a » UzCAwf

o SSL -¢3ATWETA3E «B6E°3u”"33iwf

+ TCP>Y«& 2iA€ » UZCA«wf

« SSLP a"¢cpw TCP+"1 € » Uz¢CA«wf

e SSLTCP€ tSZ"-Y t— w!E
+ SSLTCP€ pw6u» U wf

+ SSLTCP€ w Naglezg°aTUw]
« SSLTCPE w TCPIi¢Neai-w!

SSL 0é©3 apA°pwli¢g«aiA SSL +"iweiAaw” R

SSLOEé©®3 @mpAlti¢«niA

SSL+"Iwal&dY"»>f bt

xzfw2tfwi¢ «miA SSL+"lwaiAae>"Rb"2AUK"%
b{ SSLOé©®3 amuhAotig«ail +"lwaiAa>"Rb"txz
backend-servernumber " UiA>—; tb{\w UiA>ieb”qz SSL
0é03 suhAopli¢«ail SSL+"itjg¢ TAi«p oiAef
UA“po’etb{i¢«nil SSL+"it ECZ"x‘w SSLia
Y’»¢ VIP 2ZAepuzAI{EzO” OzsreExz\wjgs>—lof
th{ 1 ™M256w:<>0—"1b{
hgQyO0éo3 apAoti¢«ail +”] 1woiAz>"Rb"t
xziw' 0OtO—"1b{
(config-ssl-proxy-list[ssl_list3])# backend-server 1
SSLOEéO®3 apuAT’'l¢«nmil "] 1lwoiAes_tb txzi
w'otO—"1b{
(config-ssl-proxy-list[ssl_list3])# no backend-server 1
Cisco Content Services Switch SSL~ "iNY2aeé~24i " A
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| H5 - T¢«aiA  SSL wf
SSL 6é©3 pApwli«niA  SSL £”Twf ||
T¢«niA SSL +"1 » Owf
>t! "sMOuzig«aiA SSL+"Tw» Ox backend-sslts “ f
b{l¢«ail SSL+"1U\w» OwOuz CSSxiwrg>taepV
tb{
o «8 ZIAT % @=A"»>18b"{
o &"A T8131-tA"»>1g=b"{
o A"»>6S%B="2zfWhig=A">»> SSL€ >éao SSL 71
tudb{
SSL %o++"1>f "hUzfe>%a0éo:3 epAopie«ail
+”1qg’of "UbOuxz backend-servernumbertype backend-ssl~ U i
As—; 1b{
hqQyz SSLO¢é©3 @pA ssllist3°p SSL %oe+”1 15i¢«nmil
SSL+"1q of "UbqVxziw'OtO—"1tb{
(config-ssl-proxy-list[ssl_list3])# backend-server 1 type backend-ssl
SSL%ostmMowAlxz H6 -® SSL% wf ~ >€° 0Xi*M{
SSL l¢«miA  x"lw VIP ZAepwf
T¢«aihA +"lw  VIP zAeéu>f b’txz backend-servernumberip
address UiA>—; b{ \w VIP ZAéuxz +"TpwzAeupb{
hgQyzl¢ «aiA £71 1t VIP zAépu 19216823 f b"txz
fwotO—"1b{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 ip address
192.168.2.3

T¢«niA o VIP ZAep>_tbtxziw UiA>O0—"
tb{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 ip address

[ oL-7993-01-J
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H5 - T¢«aiA SSL wf
W SSL 0é0® apApwig«nil

SSL +"1wf

¢«£ active UilA>ie hqVt VIP zZAepUf ~eoMsMOuUuxziw
Uén

Y¢ " 'U OrezaeuAxz«AYO="etdeef

SSL-server/Backend-server must have valid IP Address

>SYU”Awf
Te«niA 2" TWAN¥cAw>YU"AxU”A 80pb{>YU”A>
p'oz SSLb &4"¢T’ CSSt«e? AOpAwA”» A&NY ,«US8
GAetb{ SSLic«niA +"1t¥s">YU"A>f b"txz
backend-servernumbermort “UiA>—; fb{ 1 ™65535wU”Ajg>0
—fb{
¢« £

% azAeup backend-servernumberip address S ‘|
b"OuxzYs"U"Ajap
server-port “UiA>f “oXir*M{

server-ip “UiA>f
backend-servernumbermort S ‘|

hgQyzU"Ajg> 1200t f btxziw ' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 port 1200

U"Aje>AN¥cAw 80tibtxziw OtO—"1h{
(config-ssl-proxy-list[ssl_list1])# no backend-server 1 port

+”lw IP zZAépuwf

+"lw IPzAepuxi¢«ail SSL+”"Itf “h
ts“tb{ l¢«niA £"1w
numberserver-ip "UTA>—; tb{

IPzAépnqg% a
IPZAéu>f btxz backend-server

r Cisco Content Services Switch SSL. "TNY24é”"347 " A
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SSL 6é©3 pApwli«niA  SSL £”Twf ||
hgQyz+"I IPzAep 19216823 f b txziw ' OtO—"1%
b {
(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-ip
192.168.2.3
le«waiA 71T IPzAeps>_tbh txziw UiA>O0— 1%
b {
(config-ssl-proxy-list[ssl_list1])# no backend-server 1 server-ip
¢«f active UiA>iee hqVts"l IPzAepUf reoMsMOuz i

WY("_vwU_OAOprAXZ<<AYO:A.¢d(E{

SSL-server/Backend-server must have valid IP address

7| U”Aw f
l¢«aiA SSL+"IwAN¥cAwU”Ajax 443 pb{ SSLI¢ «n
PA £7Twzx”l U"A>IEb”txz backend-servernumberserver-port
“UiA>—; tb{ 1 ™65535wU”Ajg>O—"tb{
¢«f %azAépup backend-servernumberip address S| server-ip "UTA> f
b"OuxzYs"U"Ajap backend-servernumberport S ‘|

server-port "UiA>f ~oXirM{

hgQyz+"lI U"Ajg> 155tf b’txziw'OtO—"1fb{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-port 155

U"Aje>AN¥cAw 443tibtxziw ' 0OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 server-port

Cisco Content Services Switch SSL  "TNY24aé"3ai A
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M sSSL 6é©3 =pApwig«niA  SSL 27Iwf

SSL I” aiwf
l¢«aiA £71t2Zoz SSLb 4"¢x SSL€ >% e tb{z”

Tto’e” ClientHello Y ¢ -” " °wl” dixz +U"Ab"7ywl”
“aipb{

AN¥cApxz 1" &ix SSLi” ai 3qTLSIi” aj 1pb{ SSL
P a"¢xz0¢¥a"U SSLi”"ai 3pY¢-"'U  TLSITAT 1
w ClientHello>u 6 "t b {

T¢«nil £"[UxU"ADp” SSLwi” &i>! b"txz
backend-servernumberversion "UiA>—: 1 b{

+ ssl3eSSLI" &i 3

o tlsle TLS 1" &7 1

o ssltlse SSLI1” &¥ 3qTLSIi” &i 1{SSLb a"¢xz0¢ Vs
USSLI” &ai 3pYe-""U  TLS I &j 1 w ClientHello > 0 6
“th{

hgQyz SSLI”" ai 35f b"txziw UiA>O—"1£b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 version ssl3

AN¥¢cAw SSLi" &itibtxziw'Otd—"1b{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 version

b;D6s% o "Awf

le«aiA £71TU—;b0"%op "A> 1mZif b’txz
backend-servernumbercipher TUiA>—; tb{AN¥cApxzE"A
CE? 7« A@"3ATt “z+U"ANehb,ow% op "Ax
®tsloMib{

SSLb a"¢cpzU"Are"b,ow% gy "Ag0 b"<tmMo

Xz 4-1>€° oXi*"M{\w<cxz SSLI” &ai 30g TLSi” &
i 1.0p [feh<qg%apb{\w txthz:NACEZwW wl”
"dito«pU"ApV %o "AcaepuAreoMib{
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SSL 6é©3 pApwli«niA  SSL £”Twf ||

AN¥cAwf >—;b"T all-cipher-suite | O34i>-R hOuz
4-1teepA hz rsa-with-rc4-128-mdsT '« £7q,p%oon "AUUOAN
e1b{

¢ «£ all-cipher-suites ' O3&ipxzfwli¢ «aiA £"ItmMozb,ow
%ol "AUBS ®ts“tb{\w!0O34ixz> Whoa>f 0
MsMOUtiZ ®pb{ 6| all-cipher-suites ! O3&1>—;b"txz f
“hb,ow% @>10$t_th"2AUK“$hb{

hgQyz% @ rsa-with-rc4-128-md5> f b txziw'OtO—"1tb{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 cipher
rsa-with-rc4-128-md5

—:b"% oy "A>E°30”"Ab"qVz SSLbP a"¢cxzeepAow
7<0"WOM% @ T qt+£”1tud b

AN¥cApxzf "ehb,ow% gu "AwO"x 1pbUz% @
"AtO " >A“po”"\qUpVEibet7GwO x 10£{

hgQyzO~™> 10tf b txziw' OtO—"1tb{

(config-ssl-proxy-list[ss|_list1])# backend-server 1 cipher
rsa-with-rc4-128-md5 weight 10

le«miA £71tf "h%op "As 1mZi_tb txziw®
OtO—"tb{
(config-ssl-proxy-list[ssl_list1])# no backend-server 1 cipher

rsa-with-rc4-128-md5
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M sSSL 6é©3 =pApwig«niA  SSL 27Iwf

SSL -¢32ail ©OR¢34a » UZCAWTS

SSLpxz«d 2iAqz"IUiT1s©”|6>@&Mzy MUpu»"ep

©"U-qre"h|tzy M -¢34ai ID UARANe$b{ ¢ 34T
OR¢3a » Uz¢A> ®tbh”qzfw«d ZiAwZAweE pf

wUp»” ©”>6b;pVib{OR¢ 34 » U2¢A>A®tb"qz
SSLb a"cewfegewy M€ pifs SSLEVA3E «>a&0
ZAUK"“1tb{ backend-servernumbersession-cache UiA>—; 0zZ2

tf "hep©”pl¢«niA SSL+”"IqwW€ >6%pV” Ot

SSLb a"¢>f “fb{

AN¥¢Apxz 300u¢5u0fw» UZCApOR,3a » Uz¢AU
®ts“tb{» Uz¢Acxz 0 ™72000¢0 p™ 201 Ewc“pf p

Vib{» UZ¢Ac Opz ¢24ai OR¢3awb—;xA®ts“th{

hqQyz SSL-¢3aiwOR¢ 34 » UzZ¢At 500p>! b”txz
fw UTA>O—"1tb{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 session-cache 500

AL ©OR¢34& ID6-;>AN¥cAw 300 ptee-¢ Ab txzl
w UiA>O0—"1Db{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 session-cache
ALY ©OR¢3%4 ID6-—;>A®tb"txz Opw» UZ¢A0
—1b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 session-cache 0

SSL ¢ 3ATWETAZE «6E°3u”"33aiwf

SSL - ¢ 3&i EiA3SE « “UiAs>tebrqz SSL HelloRequestY ¢,
U« d@ ZiAeUONez SSL ETA3E « E°30”337U6

% etb{ SSLE6ETA3E «xzOIl t"hlo€ >jE oM"q

Vtz CSSql¢«miA  SSL+"l w SSL-¢38i>6-9 0-©4a
@AY>-Ab” "q opqgjib{
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SSL 6é©3 pApwli«niA  SSL £”Twf ||
backend-servernumberhandshake datakbytes " UTA>—;b”"qz CSSqly¢
«aiA SSLz"1 pw® "wA"»w!dw™z SSLB6ETAZE «
UgMS$tae “stb{\w™z CSSx SSLEIA3E « Yé " ">ub
"z SSL-¢381U6-qnethb{

AN¥cApxzi¢«niA SSL+"1t'""zA"»!d™w SSLG6Ei
A3E «xA®pb¢ Otf £ {A”»x KB oepz 0 ™512000wc*“p
[ Fb{

hqQyz SSL:-¢3aiWB6ETA3E «fpwA”»"> 500 KB t f

b txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 handshake data 500
BETA3E «wWA”»"> Otae-¢Ab’qz A"»!6w™MwBETA

3L «xA®ts“tb{lt«>O tb{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 handshake data

7G» Uz¢Ao! b txz backend-servernumberhandshake timeout
seconds UiA>—; #b{\w» UZ¢A<U&ab"qz CSS x SSL
EiA3E « Yé¢-" >ub"0 SSL -¢381>6-q tb{» U
2¢Aof b’gqzl Thu:w&a™t SSL - ¢ 381Xy M-¢

337 ©7>6 “>Sbhb”'Ots“tb{ SSL6ETA3E «tf b

"«xz & a 5 TATA ¢”¢p advanced-balancessé”A 18i3i-
MU>—:b"Outz  «& 2iA>€ E+"1t{ b hSt—;Ae

" SSL-¢ 3aib ID U&~tDT"-"TrOTWOASAEtS“ib{
AN¥cApxzi¢«niA SSL+"lw SSLG6ETA3E «w» U2
CAxA®pbt O0tf £ {» Uz¢Acxz 0 ™72000¢0 p™201 £w
c'pf pVib{

hqQyz SSL-¢3aiwWB6ETAZE « » UZ¢A> 30utf b~
txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# back-end-server 1 handshake

timeout 30
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W SSL 0é0® apApwig«nil

SSL +"1wf

» Uz¢A> Otibtxziw' OtO—"Fb{\et'“zl¢«ni
A+"IwB6ETASE «8 xA®ts“th{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 handshake
timeout

TCP >Y«& ZiA€ » UZ¢Acwf
«& ziAq SSLb a"¢ w TCP € xz!
f ftb{\w TCP» Uz¢A;6>—;b"qz
ZiAw TCP€ >z'*“JEt gpVib{

“hl U&ab”q4
SSLP a"¢cq«a

«& ZiAqw TCPE€ >f b"MOtmMoxziwos>€° oXi

e >VY«& ZiA€ w TCPSYN» Uz¢CAcw]
e >Y«& ZiA€ w TCPAE» UZ¢Acw!
>Y«d ZTA€E w TCPSYN » UZ¢CAcw!

CSSWSYN» U”"xz TCP3¢£ EiA3E «>4fb” "q oz
CSSt'” SYN/ACK wubdq«d ziAt'” ACK w tw wi )>
§CiA tb{«d ZiAq CSShb a’¢c w TCPE€ p TCP3¢E
EiA3E «UYxtif sTlhqVtz fwe€ >A"»8u2t4f
Ad”hSt—;7re"\w» Uz¢Acxz

ssl-servernumbertcp virtual
syn-timeoutseconds UiA>—; 0! “tb{

TCPSYNWAZA"» UZ¢Actpos£txz

1 ™3600¢11 £-0—
"tb{AN¥cApx 30 utf ~"eoMiEb{

C«f € » U'xzy M SSLE q TCPE€ wrj'tmMo<zxt6Uu6

4F1 *“yXf b"2AUK“$b{
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SSL wf

>Y«d ZiA€ w

SSL 6é©3 pApwli«niA  SSL £”Twf ||

TCPSYN» UZz¢Aw«<> 100 utf b txziw UiA>O— 1%
b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual
syn-timeout 100

» UH>AN¥cAw 30 utibtxziw' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp virtual
syn-timeout

TCP AE"» UZ¢Acw!
TCPAZE"» Uz¢Aw8C¢iAxz ACK > CSSU«& ziAT'16"°
hqVt%s~ez TCP3¢CE£ EiA3E «>4fb”tpae+tb{
WAE » U"xzfwAANY ¢ « Né”w SYN» U"U -"hi:
p6%retb{\w» UZ¢Acxz«d ziAq SSLP a"¢ w
TCP€ U,qeerzihxfilhXA" "oMsMqVtzfw€ >4 f"
d"hSt-;z backend-servernumbertcp virtual inactivity-timeout seconds
UiA>—; 0! “1b{

TCPAZLE " » Uz¢A«tpos£q 0z OCTCPAAE "» Uz¢AxA

®E£™3600¢1 1 £Ewo>O—"+b{AN¥cApx 240 utf ~eo

Mtb{

\w» U”«xz6UWAN¥¢cAwiaY”"»t,nXqz 60uC 1 UE>

OQ"«th”2AUK“fb{

hgQyz>Y«&8 ZiA€ w TCPAZAE » Uz¢A> 100 ptf b
"txziw UiA>O—"1b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual
inactivity-timeout 100

» UZ¢A>A®tb"txz o> Otf "ftb{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual
inactivity-timeout 0

[ oL-7993-01-J
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» UH>AN¥cAw 240 utibtxziw OtO—"1fb{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp virtual
inactivity-timeout

SSL P a’¢pw TCP "1 € » UZ¢CA«wf

SSLb a"¢cqgx"l w TCP € xz! "hl U&ab q4f %
b{\w TCP» Uz¢A;6>-;b"qz CSSSSLb a"¢cq+"I
WTCP€ >z'“JEtMSpVihb{

£"lqw TCP€ w» UZ¢A«f b"MOtmMoxziwod>€

° o XirM{

e " € w TCPSYN» UZ¢Acw!

e "] £ w TCPAZE» Uz¢Acw!

"] € w TCPSYN » UZ¢Acw!
TCPSYN» U”"xz CSSUSYN>u6 0l¢«aiAw TCP € >%o¢
“h» Ui-qz #"1U SYN/ACKp t h» Oi-wl )>8¢i
A tb{\w» Uz¢A«xz+"lqw TCP€ p TCP3¢£ EiA
3£ «UYxtif sTlhqVtz fw€ >A"»8u02t4f"d”
hSt—; z backend-servernumbertcp server syn-timeoutseconds Ui A >
—;70) “fb{
TCPSYNw» UZ¢Actuos£txz 1 ™3600¢11 £O0—"1b{

AN¥cApx 30ptf ~eoMib{

t<E € » U’xzy™'M SSL€ q TCP€ wrj'tmMo<zxt6u0
4F1 *“yXf b"ZAUK“$b{
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"T € w

+

SSL 6é©3 pApwli«niA  SSL £”Twf ||
hgQyz+"l € w TCPSYN» UZ¢A> 100putf b txzi
wUiA>O—"%b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server

syn-timeout 100

» UH>AN¥cAw 30 utibtxziw' OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp server

syn-timeout

TCP AE"» UZ¢Acw!

TCPAE"» Uz¢Aws8¢iAxz CSSU+"IT’ SYN/ACK >!6 " h

1:T % eretb] \WAZLE"» U"xz fwAadNY¢« Né”w SYN
» U"U - hi:p6%~+tb{+"lqw TCP€ U,qeerz?
hxflhXAE oMsMqVtz fw€ >4f~rd"hSt—;b"\w

» UZ¢Axz backend-servernumbertcp server inactivity-timeout seconds

UiA>—; 0! “1b{

TCPAAE » Uz¢Actposftxz 0¢TCPAAE"» Uz¢AxA
®E£™3600¢11 Ew>O— " tb{AN¥cAx 240 upb{
hgQyz "1 € w TCPAE"» Uz¢A> 100 utf b7txz i
w UiA>O0—"1Db{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server
inactivity-timeout 100

» UZ¢A>A®tb"txz o> Otf "ftb{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server
inactivity-timeout 0

» UHAN¥cAw 240 utibtxziw OtO—"1fb{
(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp server

inactivity-timeout
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M sSSL 6é©3 =pApwig«niA  SSL 27Iwf

SSLTCP € tSZ"-Y t— W!E

«8 ZiAthx+"1€ tSZ"AN¥cAw-Y t— 1 x 200
UOzpetMsepb{iw UiA>Teeb”\qpz-Y t— w SSL TCP
» U"wONHA®t h“DT h“pVib{

backend-serverserver-nuntcp virtual |server ack-delayvalue
value!:xz=Y t— w» U"wO~0apc Ms£p! “tb{A
N¥¢cA«x 200pb{ 0 ™10000w<«>O—"1tb{ O0>! b”qz«4a
ZiAT® SSLA&ANY¢«>!8b"Mw-Y t— xA®ts“tb{ »
U">A®tb"qz SSL - ¢ 34ai ©R¢34a¢.¢4 34l IDw6—; £
w—;t'“-¢3aiwiN¥"Uipu2i tb{
hqQyz«a ziAq SSLhP a"¢cqw w TCP€ t 4000@pw-

Y t— >f b’txziw'OtO—"1b{
(config-ssl-proxy-list[ssl_list1])# backend-server 20 tep virtual
ack-delay 400

£”’lg SSLb a"cqw w TCPE€t 400U0esepw-Y t— >f
b txziwOtO—"1fb{

(config-ssl-proxy-list[ssl_list1])# backend-server 20 tcp server
ack-delay 400

SSLTCP € pw6u» U wf
i-¢cA 2UG”"tC\"oM"E¢Aé"«pxz TCP A&i2«34it
xOl >Ab”"\qUK*“1tDb{ TCP Adiz2«3aiw6u» UHDT
b txziw UiA>—; tb{
backend-serverserver-nuricp virtual |server retrans milliseconds
milliseconds!:xz TCP Adi2«3aiw6uw7—-1 ¢Usepo-£p
b{ 50 ™M500w<«>O—"tb{AN¥¢cAx 500 p b {
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SSL wf

SSLTCP € w

SSL 6é©3 pApwli«niA  SSL £”Twf ||

hgQyz«a ziA Adiz«3aiwbeu» U"> 100 U e pt f
b txziw'OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# backend-server 20 tep virtual
retrans 100

+"1 A&iz«3&aiw6u» U 100 Uaeptf b txziw®
OtO—"1tb{
(config-ssl-proxy-list[ssl_list1])# backend-server 20 tcp server

retrans 100

«8 2iA  Adi2«2&ai>AN¥cAw 500 Use ptibtxziw®
OtO—"1tb{

(config-ssl-proxy-list[ssl_list1])# no backend-server 20 tep virtual
retrans

"1 A&i2«3ai>AN¥cAw 500 Dee utibtxziw' 0td
—tb{

(config-ssl-proxy-list[ssl_list1])# no backend-server 20 tcp server
retrans

Nagle Z¢°aefUw|

TCP Naglez¢°a@TUxz «& Z2iAq SSLb a"¢ thxl¢«ai
Ax+ilq SSLp a’¢c w TCP€ pz8une"x TW-"M :w

T¢Ne Ye " 5x $tEA tb{\wrgpx‘w TCP€ pud
Ao AiUn—"1z CsSSwuc”O¢AU2i tb{ hi>z Nagle
7¢°eefUq TCP— t=Ywi“"t'loxz TCP € w— 1
UOXs"\q«K“thb{ TCP € ¢t«we? AOpuAthx SSLEpeOcC
“>0Q”"— UC\b"'OpKeyz NagleZ¢c° e JU>A®t o Xi

AM{

«& ziAq SSLb a"¢c w TCP€ w Naglez¢c°aeJU>A®tb
"txzthx6S ®tb”"txz backend-servernumbertcp virtual nagle —
UiAs—; b {\w UiAw3i» ¢ «puxiwgS“pb{

backend-servernumbertcp virtual nagle enablddisable

[ oL-7993-01-J
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«& ziAq SSLbP"a”¢ w TCP€ w Naglez¢°afU>A®tb

"txziw'OtO—"%Db{

(config-ssl-proxy-list[ssl_list1])# backend-server 1
disable

tep virtual nagle

«& ziAq SSLbP"a”¢ w TCP€ w Naglezg°a2fU>6S ®
th”txziw ' OtO—"%b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual nagle
enable

+"lqg SSLb a’¢c w TCP€ w Naglez¢°aefU>A®zihx6
S ®th"txz backend-servernumbertcp virtual nagle "UTA>—;
b{\w UiAw3i»¢«uxiwgS“pb{

backend-servernumbertcp server nagleenablgdisable
£”lq SSLb"a4”¢ w TCP€ w Naglez¢°aeTU>A®tb”txz
fwotO—"1b{
(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server nagle
disable

£”lq SSLbh a’c¢ w TCP€ w Naglezg°aeTU>6S ®tb”
txziw OtO—"1b{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server nagle
enable

SSLTCP € W TCP I¢Nesei-w!

EcAé"«w SU—XoOOUCVoM”Ouz> w TCP € t0°
0ZTCP¢YiACU3IR,AYCiNe0 Otf Ne"fpt Csst'l
0l¢Neamianre” A"»7¢1¢ Ne + f£>yeb\qUpViEb{

> W TCP€ pi¢gNeai-"e"«d ZiAthx+"IT 'wA”

»">f b"txz backend-servernumbertcp buffer-share Ui A>—;°

tb{\w UiAw3i» ¢ «puxiwgS“pb{

backend-servernumbertcp buffer-share rx numberlix number2

r Cisco Content Services Switch SSL. "TNY24é”"347
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> WE pl¢Neai-pV7«d ZTA AANY ¢ «T WA
>f b"txz rx numberl®”é”Aq!:>—; £b{ ANY¥

¢l A:£

cAwi¢gNe £ fx 32768pb{ 1¢Ne + ftx 16400 ™262144w <

>! pVib{ hgQyz <> 65535tf b”txz fwotO—"1b{
backend-server 20 tcp buffer-share

(config-ssl-proxy-list[ss|_list1])#
rx 65536

T¢Ne + 5AN¥cAwW 32768te - ¢ Ab"txziw Ot —"
Fb{

(config-ssl-proxy-list[ssl_list1])#
buffer-share rx

no backend-server 20 tcp

> WE plegNeami-pV £"1T «8 ZiAewA”»” ¢l
AE>f b txz tx number2©”&”Aq!:>—; tb{AN¥cA
wi¢Ne + fx 65536pb{i¢Ne  + tx 16400 ™262144w <> |

pVib{hqQyz«> 131072t f b"txziw'OtO—"%b{
(config-ssl-proxy-list[ssl_list1])#
tx 131072

backend-server 20 tcp buffer-share

T¢Ne + 5AN¥cAwW 65536t - ¢ Ab"txziw' OtdO—"
tb{

(config-ssl-proxy-list[ss|_list1])#
buffer-share tx

no backend-server 20 tcp
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WM SsL60é0® apAwzi«AYO=q—;n0..

SSL Oe©®©3 aupAwz«AYO=q-—;@o...
SSLOEO3 ®pAs>2«AVYO=b"2tz>Y SSL+"ithxig«an
PA SSL+"lw [» 1mZizeuA°t"R oXi*M¢\w-p?2
\'h ®SSLO¢é©3 @ampApw>Y SSL+"Iwf ~ thx ®SSLTCPE
w Naglez¢°eqUw! ~ €°F {
CSSx SSLOé©3 @mphA>¥%Ei« 0zzZAs TU'ETAUDb,of
NeoM”T-Y tb{\wqVtzAI{q©"~ Ozwi“~Y<cee M

tb{-Yte "hOuzAI{Ex!ZO+ +eczud” Ye¢-oro
TUEé-tGanez SSLOéO3

®cCertificate and key pair do not match
Oz> _tb’Tz&

%qui«AYO:/\.id@{f NeOM”®©"”
~sAI{>f b”ZAUK"“$b{

y " Mihx!E~eh SSLOé©3 =puA>2«AYO=b"txz  active ~
UiA>—; tb{hqQyziw OtO— fb{

(config-ssl-proxy-list[ssl_list1])# active

SSLOé0©2 ®pAxzz«AYO=b"q+"TptdCpVib{\w-

p™\b” ®l¢«riA  SSLwx"Tpwf ~ >€° 0 XirM{

epAow>Y+"lthxlig«aiA SSL+"1>"0b”"txz show
ssl-proxy-list >—; b ¢ H7-®SSLwf @CS‘'|w-@Cw O~ €°£{
7«AYOs SSLOEé©®3 ampuAw-—;>°l -b"txz suspend Ui

As—; 1b{
SSLOé©3 aphAs°l -b"txziw UiA>O—"1fb{

(config-ssl-proxy-list[ss|_list1])# suspend
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SSL 6é©2 euAw!'E N

SSL 0é©3 xpAw!E

SSLOéO©3 spAxzeuAUz«AYOtsloM"qVitx!EpVi
de{!E>CQ"2t SSLOé©®3 apAw-—;>°1 -"z!EUA4Sf
"h'aephA>6Sz2«AY0O="1b{

0éo©3 spA>'Eb”qz SSL*"Tp>°l -"h“zfwaepA>s
~ 06S2«AYO="h*b"zAxK*tdce{ SSLb &gt
“ziw\gUTae et b{

« 0603 &uhs>-;o0 SSL+"Ipe4aC@Cthx!E°0>06

b”{
e IEthx_tAreh SSL E+"Tpwe€ >rtb”{ SSLb a"¢
Ule'w€ t b”i-¢A>1db"qz SSLp a"cx TCPRST
>0 $h{
«™ NéiAaiA +"1qi¢«miA +"1>Né"t—:"oM”"Ouxz

aiAA”aiA€ >20hSttMw+"1UZ«AYOpK”ZAUK

“tb{ SSLOéO©3 @puA>1Eb"Ouz+"TpUTiz«AYOsO
jxeepAT 1¢«aiA +715_t sMpXirM{ SSLOé©: @&
HA>6|2«AYO=b"MzeiAA"oiA€ Use "0 tMib{
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W i;«ofA SSLwx"Tuwf

l¢«aiA  SSL wxTpwf

SSLO¢é©3 @mpAxo:w SSL+"Tut b\gUpVibe+"Tut
mV1ImwSSLOéO®3 sepuhA>! £ {thz 1 mwSSL+"TuUG6:w™
TATA  ¢"ct b\q«Dopb{x"Tpu> TATA ¢"ct&;b
"qgz SSLw TATAA{>8UupVib{

¢«f CSS°w SSLb a’¢]qt 1mwz«AYOs SSL+"Tp ¢1lmwuég

AtmV 1 mwsSSL+"TuEU+U"ANetb{ 1mwpé,At0 00

‘W SSL="Tu>f pVibUz Z«AYOtpV wx°St 1 mwSSL
+"TuiZpb{

\w» Owz"Tp>l¢«aiA TTATA  ¢"ctdCb’txziw

NA>eOZAUK*“tb{
o +"Tut  IPzAep>f b7{

e« l¢«aniA 2’Tuwe©”024 O » O¢ts z ICMPzTCPzSSLz
E"UAzp«aeOA=zthx %0 8 =HTTPE>f b”{% &= HTTP
©"0z8 Ox{ thxi{ tpVib{

TCPzSSLzthx%2=0"024 O>f "hOuzfw+"Tu>

&~t""Ad"h3t©"024 O U"A>&~tf b"2AUK
“tb{
+ SSLO¢O©3 apAtz\w» Owx"Tuwi¢«ail £ f
b"{
C«fE =g U’A>f “sMqzi¢g«oil TTATA ¢’cgq%aU”A
jgU—;:~etb{

\\pxziwe0tmMoti fb{
e SSL+"TuwAR
e l¢«miA SSL+"Tp  » Owf
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T¢«mTA  SSL wx"Tpwf ||

e l¢e«miA SSL+"lw SSLOé©3 suAswacC
e l¢e«aiA 2Tpwo028 O » Of

e l¢e«oiA  SSL+"Tpw IPZAépwf

o l¢e«niA SSL+"TuwU Ajogwf

+ SSL+"Tpwz«AYO=

e SSL+"Tpwel -

SSL "Tpuw”R

SSLb a’¢p—;b"+"Tu>*"Rb"Mtxzfw+"Tp> CSSw
SSL+"Tuqg o) “z CSStfe>YYAd"ZAUK“$b{x"Tp
wWARtmMowAlxz ° Cisco Content Services Switch Content Load-Balancing
Configuration Guidet >€° "0 X i M{

SLL +"TpEx 1 ™31 EpO—"1Db{
+"Tp ssl.servlbARb"txziw UiA>O—"1b{

(config)# service ssl_servl
Create service <ssl_serv1>, [y/n]: y

CSSUzy XARAshx"Tpwp”At1™ $b{

(config-service[ssl_serv1])#

T¢«mil SSL +”Tp » Owf

l¢«aiA SSL+"Tptxz ssl-accel-backend+"Tp  » O>f b”
ZAUK“tb{ T¢«miA  SSLx"Tpwz"lp » O>f b"txz
fw UiA>Tae tb{

(config-service[serverl]# type ssl-accel-backend

Cisco Content Services Switch SSL  "TNY24aé"3ai A
[ oL-7993-01-J .m



HS5 - l¢«niA  SSLwf |
W i;«ofA SSLwx"Tuwf

¢ «niA SSL +”Ilw SSL 0é©3 apA-wacC

SSLOé®3 apAti¢«nil SSL+”"I>f "h'zz«AYO

&
A> SSL+"TutacC z CSSUl¢«aiA  SSL+"IT'w  SSLw i
ATAA{rgb”MO> [T1b{l¢«miA SSLt"Tuwf M
Oxz*"lpu » O> ssl-accel-backendtf b”:>tMoé"§¢ +”

ipwf MOg%apb{thz\w» Ow+"ippxzi¢«nil
+"1> SSLOE©3 suAt [b"2AUK“fb{

SSLOEé©3 apAtxzig«niA SSL+"Tpwa {aY"»> [

“tb{ SSLOéO®3 @puA>+"TptdChb’txz

iA>—; 1b{ SSLOé©3 auAti¢«nil

wAltmMoxz\w -p2\"h ®i¢«niA
»€° 0 XiAM/{

add ssl-proxy-list “U
+"15f b"MO
SSL+"Tu  » Owf

+"TutadCbh”" *RA W SSLOéO©® sepAwE2¢\w-w  ®SSLO
603 a@pPAWART €°£>0—"1FDb{
hqQyz SSLOé©3 @pAssllist3>1¢ «ail

SSL+"TputaChb”
txziw OtO—"1b{

(config-service[serverl])# add ssl-proxy-list ssllist3

l¢«niA +"Tuw  SSLOEé©3

@pA>_tb txziw UiA>
O—"1b{

(config-service[serverl])# remove ssl-proxy-list ssllist3
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SSL wf

T¢«aiA

C«E

T¢«mTA  SSL wx"Tpwf ||

+"Tuw©”02a O » Of
ssl-accel-backend» Owz"Tupxz©”"0z4 O>—; 0z SSL +”
TwY6> 88t «pVib{\wx"Tutf ~eh IPzAeu
tz CSST'©"0%28 OUUO"+1h{
©7078 O>f b"txzx"Tuf P"Ap keepalive type "U i A
>—; 1b{ \wx"Tpf P"Aw UiTAws3i»gs«puxiwgS*
pb{
(config-service[serverl])keepalive typetype
type!l:txziw©"0z24 O » OWMceT>O—"1b{
o icmpeICMP o™ Y¢-""¢  pingf{\+UAN¥cAw©"0z4
O» Opb{
* nonee©"0z4& O Yé " H>x"Tptud sM{
o ssle\wz"Tpuw SSL HELLO ©"0z74& O{ CSSxz«a ziA

HELLO >u6'0 SSL*"It€ “ftb{x"IT’ HELLO »>!6b
"gz CSSx TCPRST>u0 ' 0€ > afb{

e tcpe3 CE EiA3E «qae-¢ A ¢ SYN ZSYN-ACK zZACK ZRST-ACKE
>éao+”"Tuwb;DOY H>Q b~ TCP - ¢ 3417

» http {non-persisten} encrypte %o g="eh{ fhxi{ w HTTP ©”
0z48 O{ ="1T'&"+hN¢ SSLETA3ZE «S‘|A"»>U
A tb{

TCPthx SSLO©"0728 O » O>f "hOuzfwx"ipu>&~t
“ANGT hEtE"024 O U"A>&~tf b"2AUK*$b{

ICMPzSSLzTCPzS‘| w CSSw©"078 OwWAlItmMoxz ° Cisco
Content Services Switch Content Load-Balancing Configuration Guide° ~ o X
i"M{

% @=HTTP©"02& OwWAItmMoxziwo>€° 0oXi*M{
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W i;«ofA SSLwx"Tuwf

%oo=HTTP ©"024& Owf

t«E

t«E

%oo=HTTP ©”028& Ot “z+"IT & +hN¢ SSLETA3E
«qA”»>UApViEb{l¢«nil SSL+"1wOuze"0z4
Ox HTTPGETthx HEAD >fe& 0z CSS°wb,ow SSLb a’ct
0°0¢é”AORUA tb{©"0z4 Ox SSLb 4a”¢>-Rb"qz
\wb a"¢ct©”0z24 O Y¢-">u6z07028 OUa

b"tp & tb{fw™z© 028 Ox CSS°w w SSLb a”¢
>= R fb{

SSLOé©3 apAtxz7G 256wWSSLI¢«niA  +£"Tfthx%e+”
IU t+fb{ hUloz CSSiw% 2=0"024 Owi:x 256 £ p
pb{

%og=HTTP p©"0z& O>f b"Ouzf A wli«aiA +”
1 IPzAeuqix”l IP2ZAépU%apK’\g>=Y oXi*M{
+"Tpthx-6"1¢%e=0"02&4 O>f pVib{ \wx"Tp
f P"Aw TUTAw3i» ¢ «pxiwgS“pb{

(config-service)keepalive type http{ non-persisten} encrypt
hqQyzl¢ «riA +"TUt0 2% @ = HTTP HEAD ${ ©70z%

& O>+”Tpg of b txziw'OtO—"1b{
(config-service [ssl_serv1])# keepalive http non-persistent encrypt
—é”1c% o=0"0%28 Ow3i»¢s«puxiwgS“pb{

(config-keepalive)#ype http { non-persistent encrypt
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SSL wf

C«E

T¢«mTA  SSL wx"Tpwf ||

-é"lc ©"07&8 OwOuze"0248 OtOb "+ Tpspéy
AWQCXK"*d(B{@”Oié Ot‘"D'é“gWﬂszi”Tu

» Owf t'loYs“tb{b,owz"TpuU ssl-accel-backend: ”
H» Owlig«riA +"TupK”Ouzo”0z48 Oxb,owb
“4"cr—;pVib{f t sskinit+”ip  » Ow SSL%e+"ipU

1m t+oM”00z©"024 Oxfwx"Tuwué¢As>—; ¢
b{

%oB=-€"1¢ ©70z8 O>Yxt " A"rd"txz% a SSLO¢é©3
e pAs>s—;b"+"TutdC tb{

hqQyzl¢ «riA +"TUt0 2% @ = HTTP HEAD ${ ©70z2
& O>+”lpg of b txziw'OtO—"1b{

(config-keepalive [SSL1])# http non-persistent encrypt

fw™pzig«aiA " Tuwx"Tut-€é"lg ©”0za O>A
“potb{

o387 IDwW6—:>+U"Ab" Otl¢«niA SSL"1Uf ~
*0M0z©"028 O0>-; 0oN¢ SSLETAZE «>faeb”0l

txz wi¢g«aiA SSL+"I>f b"ZAUK“fb{\w 2FSw
+7Ixzle Acwl¢«ail +"lq%af th"ZAUK“fb{
hizU”Ajgq-¢34ai OR¢%a » UZCAwex wet f

b{itz 2FSwli¢«riA £"IwU"Ajgp%o=0"024 O>

f " 1b{%2=0"028 Oxz SSLb a’c>p o\wzx"len
0retb{\wb a’¢cUiMw SSLi¢s«aiA  +7"1<€ b"qz
©"0z78 OUN¢ SSLETA3E «»>Tae tb{

[ oL-7993-01-J

Cisco Content Services Switch SSL  "TNY24aé"3ai A ]



HS5 - l¢«niA  SSLwf |

| T¢ «nihA

%02=0©"

SSL wx”Tpuwf

248 OWf «

(tObf xzi¢«niA SSL+"1t0b" % o = HTTP £{ ©70
784 Ow«pb{ IPzAeépU 10.10.10.10p U"AjgU 80 w HTTP GET
$t{ ©°02a OU SSLb 4”¢tu6retb{+"ip s1xi¢ «
afA SSL+"IpT-"oM"hSz0é0©3 @ uA plUCSS°wb,o0
WSSLb 4"¢e0é”"AORUANtb{ hUl0z%8=0"01%

& Oxrw SSLbP 4"’¢c<-RpVib{©"07&4 Oxz7swO”

078 OU& b"tp 1 mwb a"¢ctgri“zfw™x CSS°ow
WSSLP 4"ce~“8Q1tb]{

| SSL pROXY L|ST Fkkkkkkkkkkkkkkkhkkkkhkkx
ssl-proxy-list p1

backend-server 1

backend-server 1 IP address 10.10.10.10

backend-server 1 server-IP 10.10.10.10

active
! SERVICE
service sl

IP address 10.10.10.10

port 80

type ssl-accel-backend

add ssl-proxy-list p1

keepalive type http non-persistent encrypt
keepalive method get

keepalive uri "/index.html"

active

Wapxz%o=0"028 OU-¢ 247 D w6—:>+U"Ab"
l¢«miA £"IpxsX WETASE «>—;0"00z wig¢«

afA x7hlae Ecwlig«niA +"lq%af th"ZAUK”
\qg>0 oMtb{hi*zU"Ajaq-¢34ai ©R¢3a » Uze

Acx wet ' 1b{fw™Mpz%o=0"0284 OwU"A>zy M
Te«niA 27TU—;b"U"Ajgq°eb”f t fb{
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| H5 - T¢«aiA  SSL wf

IPzAépU 10.10.10.10p U"Ajg U

OUSSLb a"ctud”etb{\w

plowl¢ «ail £71 2wf q°« tb{l¢«nmil
AepqU"Aw@CxziMwlig «ail

PK”\gqt«™ oXi"M{\w'Otz
A3E «>Teeb”\qsX©" 024 O

M”T ' pb{

T¢«niA

SSL wx"Tpwf ||

81 WHTTPGET+{ ©70z4
IPzAepuqU Ajgxzae pA

1 1wz

+"lwzAepuqU"Ajg
SSLb a"¢xzNg SSL Ei

O0é"0>Tx"1+06"
Zib{ses’'z-¢34ai ©OR¢3aw» UZCAU étf ~eo

| SSL PROXY LIST **¥xkxkkkkskikskxkikkkkk

ssl-proxy-list p1
backend-server 1
backend-server 1 IP address 10.10.10.10
backend-server 1 port 80
backend-server 1 server-IP 10.10.10.10
backend-server 1 server-port 443
backend-server 1 session-cache 500
backend-server 2
backend-server 2 IP address 10.10.10.10
backend-server 2 port 81
backend-server 2 server-IP 10.10.10.10
backend-server 2 server-port 443
backend-server 2 session-cache 0

active
! SERVICE
service sl

IP address 10.10.10.10

port 80

type ssl-accel-backend

add ssl-proxy-list p1

keepalive type http non-persistent encrypt
keepalive port 81

keepalive method get

keepalive uri "/index.html"

active
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HS5 - l¢«niA  SSLwf |

W i;«ofA SSLwx"Tuwf

T¢«miA SSL +”Tpw  IP ZAépwf
l¢«aiA SSL+"Tuw IPZAéuxz SSLOEO©3? apuAtf ~eh
l¢«niA  t7lw IP2Aepg°erd”2AUK“tb{

hgQyz l¢«aiA  SSLx”ipt  IPzZAép 10.11.21.13f b"txz
fwotO—"1b{

(config-service[serverl])# ip address 10.11.21.13

le«aiA SSLx"Tuw IPzAéep>_tb txziw UiA>O—
“ib{

(config-service[serverl])# no ip address

T¢«aihA  SSL +”TpuwU”Ajowf

CSSxU"Ajg>—;"o«ee? AopA A”»> SSLbP a’"cti’z
f\p6|%o=Use " +3b{AN¥¢cApxz CSSx+"Tut ECZ’
coM”"l¢«aiA TTATA ¢’¢cwUAjezU”A 80>—; %
b{A\wWU"AjgUl¢ «aiA HTTP-SSL i1AiA ¢"¢q800uxz
port “"UiA>—:"of “tb{

1 ™65535wT:pU"Aja>O—"1b{f b"U"Ajoxz SSLOé
©3 apAple«nil £"1tf "h>YU"Ajgqg°erd”zA

UK“%b{

hqQyzU"Ajg  55>f b txziw Otd—"tb]{

(config-service[serverl])# port 55

l¢«wniA TTATA  ¢’¢cwU”Ajgree-¢Ab”txziw Ot
O—"tb{

(config-service[serverl])# no port
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H5 - T¢«aiA  SSL wf
T¢«mTA  SSL wx"Tpwf ||
SSL +"Tpwz«AYO=
SSLOé©3 spAwx"Tp>f “h'z active "UiA>—; ofw
£ T 2«AYO="1b{x"Tp>2«AYO=b"qzfw"1p
xz«d ZTAqx"l pae”e” SSL TATAA{wé" A 14is3

imrwhSweael " O’"¢t 0nreth{

SSL+"Tu>2«AYO=b"2tziwrA>aeMib{

>Y SSL+"Iw+"Tu>2«AYO=b"2tz SSLOé©®3 &uA
> ssl-accel» Owz"Tput&dC tb{ active "UiA>O—"hqV
tepuAUf "eoMsMqgziwad” Y¢-""UGaNezt"

luxz«AYO="retdoe{

Must add at least one ssl-proxy-list to an ssl-accel type service

l¢«niA SSL+"Twx"Tu>z2«AYO=b"2tz SSLO¢é©s3
@ HA> ssl-accel-backend» Owz"TutadC 1tb{ active "UTA
>O—"hqVtepuAUf "eoMsMqziwed” Y¢ " U

Ganrez+"TuxZ«AYO="etdoe{
Must add at least one ssl-proxy-list to an ssl-accel type service
+"TutdC h SSLOEéO®3 seuh>zx"Tp>2«AYO=b"

2t7«AYOt tb{ @puAU°l -re"qz fwod” Y¢-©
"U€-tGaNezfwt"Tuxz«AYO="efdoe{

No ssl-lists on service, service not activated

+"Tu>2«AYO=Db"j<UpV”"qzo SSLOéO®® suAwé&~s
SSLf A"»U> w SSLbP 4”¢e8urezx"IpUZ«AYO=
Aetbh{8UItaA”UC\b"qz0 b"0&"UE-tGAaN+zZ

£ Tux2«AYO="retdoe{

#"Tp ssl.servl>Z«AYO=b"txziw UiA>O—"1b{

(config-service[ssl_serv1])# active
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(config-service[ss|_serv1])# suspend

l¢«aiA SSL wiATA ¢"cwf

CSSU iTAiAew SSLA{>8ub”'Otf b"txz TATA
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" VIP zZAépqU A>z SSLOé©3 apAw>Y SSL+"iwaiAee
pf "h%e=p "A [aY"»¢ ®%ou "Aw] ~ €°£qzzc

cendoXirM{
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@ a 5pAY¢c@qTiATA ¢c"cwAltmMoxz ° Cisco Content

Services Switch Content Load-Balancing Configuration G#id€ °~ 0o X i M {
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CHAPTER 6

SSL %oew f

\w-pxz«d ZiAT «eaez A©uA>!'6°h™z SSL+"iqw
SSL€ >%+b" Ot CSS>f b”hSw gq>ti tb{\w -w
s°0xlwqgS“pb{

e SSL %oew“A

e SSL%+0é0©% @®pAw”R

e SSL%+0é03 mpA.wtiwacC

e SSL%*0é03 @mpApwli¢e«oil SSL+"1w [

e SSLOEé©®3 apAwz«AYO=q-;o..

+ SSLOé©®3 m:uAw!E

o SSL%oewzx"Tpwf
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