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�¢ CLI; �¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�¯�Ú�ï
�Å�t�m�M�o
†�Ì�`�o�M�‡�b�{

Cisco 11500 Series Content 
Services Switch Hardware 
Installation Guide

CSS 11500 �³�æ�”�¶�w
ƒ�”�z�­�”�Ò�ç
€���z�S�‘
�|�?�o�d�Ö�t�m�M�o
†�Ì�`�o�M�‡�b�{�‡�h�z CSS
�w�“�7�z�­�”�Ò�ç�w�Ð�ï
��”�z�Ë�”�Å�¢�£�ž�w�Ä
�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�t�m�M�o�‹
†�Ì�`�o�M�‡
�b�{

Cisco Content Services Switch 
Getting Started Guide

�Í�w�‘�O�s  CSS �w	s�8���g�^�À�q
ƒ���^�À�t�m
�M�o
†�Ì�`�o�M�‡�b�{

• CSS �w	s�s�Ò�”�Ä�q�è	×�Ò�”�Ä�z�S�‘�|  CSS
�•�w�é�¬� �ï

• �â�”�²�Ê�q�Í�µ�ë�”�Å�z� �”�±�É�¿�Ä���g
�Ù�”�Ä�z�µ�»�Â�Ÿ�¿�«  IP �ç�”�Ä�z�S�‘�|�Ô
Ç
�q�Ì���w
ƒ��

• �×�µ�Ä�Ê�r�>�›�æ�O  DNS �±�”�Ì�w
ƒ��

• �µ�Â�Ÿ�¿�©  �«�¿�©�”�w
ƒ�� �¢�µ�Â�Ÿ�¿�©�w�“
�A
†�Ì�q�z �«�¿�©�”�t�‘�”�ô�S�s�é�”�Å  �Ì�å
�ï�³�ï�¬�M�Ü�£

• CSS �w
ƒ���t�–�;�b�”�Ò�å�¢�²  �Õ�”�µ�w
�â�” � ²  �   � ï �» � ” �Ñ�£�   �µ  CSS Cisco View
Device Manager �¢ CVDM�£�w� �ï�µ�Ä�”�ç

• �^�À�æ�µ�Ä�q  CSS �w�Ú�Ç�á�ž�ç�p�w
†�Ì�U
	t

• �Ò�”�Ä  �Ó�é�·�µ�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
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Cisco Content Services Switch 
Administration Guide

CSS �¹�Ñ�Ä�¢�£�ž�w�ž�¿�Ó�¬�è�”�Å�•�Í�t�Ô�b
�ò�è�w
ƒ���s�r�z CSS �p�w���g�^�À�w�î�æ�M�O�t
�m�M�o
†�Ì�`�o�M�‡�b�{

• �é�¬  �Ý�¿�·�”�´�w
¯�Ô�q  sys.log �Ý�¿�·�”�´
�w�™�¯�s�r�w�é�¬�;�ó

• �â�”�²  �Ó�é�Ñ�•� �ç�S�‘�|  CSS �Í�å�Ý�”�»

• SNMP

• RMON

• XML ��	{�t�‘�”  CSS �w
ƒ��

• CSS �µ�«�æ�Ó�Ä�t� 

• Offline Diagnostic Monitor �¢ Offline DM �£ �Ý
�Ç�á�”

Cisco Content Services Switch 
Routing and Bridging 
Configuration Guide

�Í�t�Ô�b�ò�è�w
ƒ���s�r�z CSS �w�ç�”�Â�Ÿ�ï�¬�S
�‘�|�Ò�æ�¿�´�ï�¬�w
ƒ���^�À�t�m�M�o
†�Ì�`�o
�M�‡�b�{

• ���g�;�w�Ù�”�Ä�z� �ï�»�”�Ñ�£� �µ�z�S�‘�|
�s
¢

• �µ�Í�Ç�ï�¬�À�æ�”  �Ò�æ�¿�´

• Address Resolution Protocol�¢ ARP; �ž�Å�è�µ�r
�>�Ó�é�Ä�¯�ç�£

• Routing Information Protocol�¢ RIP; �ç�”�Â�Ÿ�ï
�¬	Ø�C�Ó�é�Ä�¯�ç�£

• Internet Protocol�¢ IP; � �ï�»�”�É�¿�Ä  �Ó�é�Ä�¯
�ç�£

• Open Shortest Path First (OSPF) �Ó�é�Ä�¯�ç

• Cisco Discovery Protocol �¢ CDP; �³�µ�¯�U	Z�Ó
�é�Ä�¯�ç�£

• Dynamic Host Configuration Protocol �¢ DHCP; �¼
� �Æ�Û�¿�«  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Ó�é�Ä�¯�ç�£�æ�è�”  �¤�”�´�£�ï�Ä

�Ú�Ç�á�ž�ç�Ê �º�0
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Cisco Content Services Switch 
Content Load-Balancing 
Configuration Guide

�Í�t�Ô�b�ò�è�w
ƒ���s�r�z CSS �w�¯�ï�Â�ï�À  �é�”
�Å �Ì�å�ï�³�ï�¬�w
ƒ���^�À�t�m�M�o
†�Ì�`�o�M
�‡�b�{

• �Ñ�é�”  �Ú�¿�Ð�ï�¬�S�‘�|�Ù�”�Ä  �Ú�¿�Ð�ï�¬

• �±�”�Ï�µ

• �±�”�Ï�µ�z�¬�é�”�Ì�ç�z�µ�«�æ�Ó�Ä  �©�”�Ó�ž
�å� �Ò

• �¹�”�µ  �¬�ç�”�Ó

• �±�”�Ï�µ�w
Û�Y

• Server/Application State Protocol �¢ SASP�£

• Dynamic Feedback Protocol�¢ DFP�£

• 	t��	�

• �¯�ï�Â�ï�À  �ç�”�ç

• �µ�Â�Ÿ�¿�©  �Í�å�Ý�”�»

• HTTP �Ô�¿�¼�”  �é�”�Å  �Ì�å�ï�³�ï�¬

• �¯�ï�Â�ï�À  �©�ß�¿�³�ï�¬

• �¯�ï�Â�ï�À  �è�Ó�æ�­�”�³�ã�ï

Cisco Content Services Switch 
Global Server Load-Balancing 
Configuration Guide

�Í�t�Ô�b�ò�è�w
ƒ���s�r�z CSS �w�¬�é�”�Ì�ç  �é�”
�Å �Ì�å�ï�³�ï�¬�w
ƒ���^�À�t�m�M�o
†�Ì�`�o�M
�‡�b�{

• Domain Name Service�¢ DNS; �Å�Ý� �ï  �É�”�Ü
�±�”�Ï�µ�£

• DNS �µ�Â�Ÿ�¿�©

• �¯�ï�Â�ï�À  �ç�”�Â�Ÿ�ï�¬  �¤�”�´�£�ï�Ä

• �«�å� �ž�ï�Ä���ž�«�·�å�è�”�»

• �É�¿�Ä�ë�”�«  �Ó�é�©�³�Û�Â�Ÿ
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
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Cisco Content Services Switch 
Redundancy Configuration 
Guide

�Í�t�Ô�b�ò�è�w
ƒ���s�r�z CSS �w	Ñ�Õ�=
ƒ���^�À
�t�m�M�o
†�Ì�`�o�M�‡�b�{

• VIP �S�‘�|�>
Ý� �ï�»�”�Ñ�£� �µ�w	Ñ�Õ
Q

• �&� ���·�¿�³�ã�ï�w	Ñ�Õ
Q

• �Ø�¿�«�µ�À�”�Ø�¿�«�µ	Ñ�Õ
Q

Cisco Content Services Switch 
Security Configuration Guide

�Í�t�Ô�b�ò�è�w
ƒ���s�r�z CSS �w�·�©�á�æ�Â�Ÿ�w

ƒ���^�À�t�m�M�o
†�Ì�`�o�M�‡�b�{

• CSS �•�w�ž�«�·�µ�w
M�š

• Secure Shell Daemon�¢ SSHD�£�Ó�é�Ä�¯�ç

• Radius

• TACACS+

• �Ñ�•� �ž�¢�¥�”�ç  �é�”�Å  �Ì�å�ï�³�ï�¬

Cisco Content Services Switch 
Command Reference

�b�‚�o�w  CLI �¯�Ú�ï�Å�›�ž�ç�Ñ�•�Õ�¿�Ä	q�t�Ô
�`�z�³�ï�»�¿�«�µ�z�¦�Ó�³�ã�ï�S�‘�|���È�¯�Ú�ï
�Å�‹���Š�o
†�Ì�`�o�M�‡�b�{

�Ú�Ç�á�ž�ç�Ê �º�0
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�G�ø�q
¯�G�O
�\�w�Ú�Ç�á�ž�ç�p�x�z�Í�w�G�ø�q
¯�G�O�›�–�;�`�o�z�G�L	Ø�C�w	��¨�›�Ô�`�o�M
�‡�b�{

�«�™ �«�™�U
ž�A�p�K�”�\�q�›�Ô�`�‡�b�{ 
÷�”�w�‚	Ë�‡�h�x�Ã�”�»�w���æ�t�m�s�U�”�\
�q�U�K�”�w�p�z	û	O�t�^�À�`�o�X�i�^�M�{

�/�� �)�e�›
¯�`�‡�b�{�^�À	��U
Û	‡�`�h�“�z
÷�”�U�‚	Ë�b�”�)�e�U�K�”�w�p�z	û	O�t
�^�À�`�o�X�i�^�M�{

�¢�«�£ �«	
�p�b�{	O�A�s���È	Ø�C�•�z�«�™�Ä�ò�z
*	‘�Ä�ò�›�Ô�`�‡�b�{

��	·�¤�w�¯�Ú�ï�Å�x�z �Ø�”�ç�Å�. �p
¯�`�‡�b�{

CLI �Ó�é�ï�Ó�Ä�‹���Š�o�¯�Ú�ï�Å�æ�t
¯�Ô�^�•�”���È�x�z courier  �Ñ�¥�ï�Ä�p
¯
�`�‡�b�{

�¯�Ú�ï�Å�æ�t�Ö�—�b�”�¯�Ú�ï�Å�•���È�x�z �Ø�”�ç�Å�.  courier  �Ñ�¥�ï�Ä�p
¯�`�‡
�b�{

	ý�`�M�;� �z�Ú�Ç�á�ž�ç�Ê�z�§�Ð�b�”�º�0�z�S�‘�|�â�”�²�U�‹�›
ƒ���b�”�!
:
�x�z � �»�æ�¿�«�.  �p
¯�`�‡�b�{

1. 
j�ø
Ç�V�ò�è�w�æ�µ�Ä�x�z�f�w	q	‚�t�™�¯�U�K�”�\�q�›
¯�`�‡�b�{

a. �ž�ç�Ñ�•�Õ�¿�Ä	q�w  2 �Í�ò�è�w�æ�µ�Ä�x�z�f�w	q	‚�t�™�¯�U�K�”�\�q�›

¯�`�‡�b�{

• �Å�¿�Ä
Ç�V�w�Ä�Ð�¿�«�w�æ�µ�Ä�x�z�f�w	q	‚�t�™�¯�U�s�M�\�q�›
¯�`�‡�b�{

�µ �È�<�[�^�•�h�±�Ò�Ä�Ð�¿�«�w�æ�µ�Ä�x�z�f�w	q	‚�t�™�¯�U�s�M�\�q�›
¯
�`�‡�b�{



xxiii
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�\�w�Ú�Ç�á�ž�ç�t�m�M�o
�U	[	Ø�C�w�Ö	��M�O

�U	[	Ø�C�w�Ö	��M�O
�³�µ�¯�w�Ú�Ç�á�ž�ç�q�f�w���w�¿�‰�z�Â�«�Ç�§�ç  �±�Ù�”�Ä�z�S�‘�|�f�w���w�æ
�¹�”�µ�x�z�^�‡�_�‡�s�M�O�p�Ö	��b�”�\�q�U�p�V�‡�b�{�\�\�p�x�z�³�µ�¯
a
¼�t
���b�”�U	[	Ø�C�›�Ö	��b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

Web �±� �Ä

�Ô�Š� �w�Ú�Ç�á�ž�ç�x�z�Í�w  Web �±� �Ä�p�Ö	��p�V�‡�b�{

http://www.cisco.com/jp/

�Í�w  URL �T�’�z�³�µ�¯
a
¼�w�7	ý�¿�‰�›�Ö	��p�V�‡�b�{

http://www.cisco.com/techsupport

�³�µ�¯�w  Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com

�¤���w�³�µ�¯  Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�p�V�‡�b�{

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD 

�³�µ�¯
a
¼�w�Ú�Ç�á�ž�ç�S�‘�|�f�w���w�¿�‰�x�z
a
¼�t
Ç���w  Product 
Documentation DVD �Í�¿�­�”�´�p�]�b�;�M�h�i�Z�‡�b�{ Product Documentation
DVD �x���8�$�t�Ë	ý�^�•�”�w�p�z�¹�n�¿�‰�‘�“�‹	ý�`�M	Ø�C�U�˜�’�•�‡�b�{

Product Documentation DVD �x�z�Ù�”�»�Ò�ç�s�Ý�Ã�Ÿ�ž�t	)�å�^�•�h�z�Â�«�Ç�§
�ç  �Ú�Ç�á�ž�ç�w
ï�ù�å� �Ò�å�æ�p�b�{�\�w  DVD �p�x�z�³�µ�¯
a
¼�w�^�‡�_�‡�s
�Ì�”�´�ã�ï�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w� �ï�µ�Ä�è�”�³�ã�ï  �¨� �Å�z
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å�z�S�‘�|�¯�Ú�ï�Å  �¨� �Å�›�b�;�p�V�‡�b�{�‡�h�z
�Â�«�Ç�§�ç  �Ú�Ç�á�ž�ç�›  HTML �p
¯�Ô�b�”�\�q�‹�p�V�‡�b�{�\�w  DVD �›�–�;
�b�”�q�z� �ï�»�”�É�¿�Ä�t
€���`�s�X�o�‹�z�³�µ�¯�w  Web �±� �Ä�t���L�^�•�o
�M�”�Ú�Ç�á�ž�ç�q�‰�a�Ú�Ç�á�ž�ç�›�b�;�p�V�‡�b�{�°
æ�w
a
¼�p�x�z PDF 
[�w�Ú
�Ç�á�ž�ç�‹�b�;�p�V�‡�b�{

�\�w  Product Documentation DVD �x�z �o�.�p�‹���8���ÿ�p�‹�]�b�;�M�h�i�Z�‡�b�{
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�Ú�Ç�á�ž�ç�w
C�«�M�O

�Ô�Š� �w�Ú�Ç�á�ž�ç�x�z�Í�w  Web �±� �Ä�p�]�«���M�h�i�Z�‡�b�{

http://www.cisco.com/jp/

�³�µ�¯
a
¼�w�·�©�á�æ�Â�Ÿ�w�“�A
�³�µ�¯�p�x�z�Á�‰�w�¦�ï�å� �ï  Security Vulnerability Policy�¢�·�©�á�æ�Â�Ÿ�w
l	�

Q�w�Ù�æ�³�”�£�Ù�”�»�ç  �±� �Ä�›�Í�w  URL �p���™�`�o�M�‡�b�{

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

�³�µ�¯
a
¼�w�·�©�á�æ�Â�Ÿ�ð�J�w�C��

�³�µ�¯�x�z	ô�T
Q�w�ô�M
a
¼�›�S�§�Z�b�”�‘�O�t�7�G�w�R�—�›
÷�l�o�M�‡�b�{
a

¼�w�æ�æ�”�µ
²�t�x�º
æ�p
a
¼�›�Â�µ�Ä�`�z �b�‚�o�w
l	�
Q�›�b�y�•�X�r�>�b�”
�‘�O�t�R�Š�o�M�‡�b�{�³�µ�¯
a
¼�t
l	�
Q�U�K�”�q�ß�Q�’�•�”	Ô�ù�t�x�z
a
¼�›
�S
��M	Í�[�w���þ
b
��E�g�3�t�S�ð�M�ù�d�X�i�^�M�{
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
�Â�«�Ç�§�ç  �±�Ù�”�Ä

�Â�«�Ç�§�ç  �±�Ù�”�Ä
�Â�«�Ç�§�ç  �±�Ù�”�Ä�t�m�M�o�x�z
a
¼�›�S
��M	Í�[�w���þ
b
��E�g�3�t�S�ð�M
�ù�d�X�i�^�M�{

Japan TAC Web �±� �Ä

Japan TAC Web �±� �Ä�p�x�z�b�;
Ã�S�w�ô�M  TAC Web �±� �Ä  
�¢ http://www.cisco.com/tac�£�w�Å�©�á�Ý�ï�Ä�›�Ô�Š� �p���™�`�o�M�‡�b�{ Japan TAC
Web �±� �Ä�t�x�z�Í�w URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/jp/go/tac

�±�Ù�”�Ä���ÿ�›�A�œ�p�M�s�M�M�x�z �®�®�µ�Ä�¯ �q�`�o�]�J�å�M�h�i�X�i�Z�p�z Japan
TAC Web �±� �Ä�w�Å�©�á�Ý�ï�Ä�t�ž�«�·�µ�p�V�‡�b�{

Japan TAC Web �±� �Ä�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w�é�¬� �ï  ID �q�Í�µ�ë�”
�Å�U
ž�A�p�b�{�é�¬� �ï  ID �q�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô�ù�x�z�Í�w URL �t
�ž�«�·�µ�`�o�J�å	����V�›�æ�l�o�X�i�^�M�{

http://www.cisco.com/jp/register
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�f�w���w�¿�‰�S�‘�|	Ø�C�w�Ö	��M�O
�³�µ�¯�w
a
¼�z�Â�«�Ê�é�´�”�z�S�‘�|�É�¿�Ä�ë�”�«  �¹�æ�á�”�³�ã�ï�t���b�”	Ø
�C�t�m�M�o�z�^�‡�_�‡�s�¿�‰�›�¦�ï�å� �ï�S�‘�|�¹�n
ú�p�Ö	��p�V�‡�b�{

• Cisco Marketplace �p�x�z�^�‡�_�‡�s�³�µ�¯�w�Š�z�æ�Ñ�•�è�ï�µ  �¨� �Å�z�Ú
�Ç�á�ž�ç �S� ‘ � | �é �° �Ö�“ 	Ž
¼�› � � �™�` �o�M�‡ �b�{� ³ �µ � ¯ �Ú�æ�w  Cisco
Marketplace �t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/marketplace/

• Cisco Press �p�x�z�É�¿�Ä�ë�”�«�z�Ä�è�”�Ç�ï�¬�z�S�‘�|�¿�¨���È�w	Z
[
ú�›

ï�¿�X
C�æ�`�o�M�‡�b�{	s	ú	��T�’	Í�ƒ	��‡�p�þ�q�m�z�^�‡�_�‡�s�¡	��²�Z
�w	Z
[
ú�U�K�“�‡�b�{ Cisco Press �w�7	ý�w	Z
[	Ø�C�s�r�t�m�M�o�x�z�Í�w
URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.ciscopress.com

• �° Packet�±�x�z� �ï�»�”�É�¿�Ä�d�¿�S�‘�|�É�¿�Ä�ë�”�«�d�¿�›�7�G�v�t�Æ�;�b
�”�\�q�›�è�$�q�`�h�z�³�µ�¯�³�µ�Â�Ü�¶�w�â�”�²�²�Z�U	[�½�p�b�{ �° Packet�±
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�H 1 	·       CSS SSL �w�“�A
SSL �‰�ø�=�w�“�A

	Â�Ì	{�x�z�Ý��	Ø�C�U
Y�`�M�\�q�z�S�‘�|�¬�‰�©�”�U�î�M�t�f�w�«�å� �ž�ï�Ä�‡
�h�x�±�”�Ì�t���b�”�\�q�›�-	Â�`�‡�b�{�Ã�´�»�ç	Â�Ì	{�t�x�z	t��	��t���b�”	Ä
�I�z	Â�Ì	{
C�æ	��t���b�”	Ä�I�z	t��	��w�¬�‰�©�”�z���®�Ô
Ç�q�æ�®�Ô
Ç�z���È
�b�”�›�V�s�r�w	Ø�C�U�G�L�^�•�o�M�‡�b�{

	Â�Ì	{�›	!�–�`�h�«�å� �ž�ï�Ä�x�z	Â�Ì	{
C�æ	��t
€���`�z
C�æ	��w�¬�‰�©�”�›
�–�;�`�o	Â�Ì	{�w���®
Q�›�¬�Ý�p�V�‡�b�{�\�•�t�‘�l�o�z	Â�Ì	{�U�î�M�t  CA �p

C�æ�S�‘�|	z�Ê�^�•�h�‹�w�p�K�”�\�q�U�¬�Ý�p�V�‡�b�{	Â�Ì	{�x�z���®�8�v�U
~
�•�”�‡�p�z�‡�h�x	4�ƒ�b�”�‡�p���®�p�b�{

�Ý�¿�·�”�´�w�ì
¶
Q

�Ý�¿�·�”�´�w�ì
¶
Q �t�‘�“�z�Ý�¿�·�”�´�w	!	ô	��x�z�Ý�¿�·�”�´�w�º�0�U
ù	ô�¤
�t�~�_�œ�^�•�s�T�l�h�\�q�›�¬�Ý�p�V�‡�b�{ SSL �p�x�z�Ý�¿�·�”�´  �¼� �´�£�µ
�Ä�›�Ã�”�»�t�&�;�`�o�T�’
ù	ô�b�”�\�q�p�Ý�¿�·�”�´�w�ì
¶
Q�›�î�q�`�‡�b�{
�Ý�¿�·�”�´  �¼� �´�£�µ�Ä�x�z�Ú�™�w�Õ�^�w�Ý�¿�·�”�´�T�’�z�Ý�¿�·�”�´�w�›�Ã
�›
¯�b�{���Õ�w���È�»�›	Z�—�b�”�;�ó�p�b�{

�Ý�¿�·�”�´  �¼� �´�£�µ�Ä�w	O�A�s�›�Ã�t�z�i�t�í�b�w�U
‡	×�t�É�`�M�q�M�O�:
�U�K�“�‡�b�{�Ý�¿�·�”�´�w�¼� �´�£�µ�Ä�›�Ý�¿�·�”�´�×�.�t
Ç�C�b�”�i�Z�p�x�z
�Ý�¿�·�”�´�w�ì
¶
Q�›�-	Â�b�”	��ˆ�q�`�o	G
ü�p�x�K�“�‡�d�œ�{�È�8	��x�Ý�¿
�·�”�´�›�!�Ë�`�o�T�’�z �f�•�t�ù�˜�d�o�¼� �´�£�µ�Ä�›�!�Ë�b�”�D�ó
Q�U�K�“�‡
�b�{ 
ù	ô	��w
•�µ�©�”�›�–�;�`�o�Ý�¿�·�”�´  �¼� �´�£�µ�Ä�›
Ö�ø�=�b�”�q�z �Ý�¿
�·�”�´�Ý	Â�¯�”�Å�¢ MAC�£�q�z�y�•�”�Ý�¿�·�”�´�ì
¶
Q�ž�ç�°�æ�¶�Ü�U
\
R�^
�•�‡�b�{	!	ô	��x�z
ù	ô	��w�¬�‰�©�”�›�–�;�`�o  MAC �›
î�ø�=�p�V�‡�b�{ SSL
�x�zMAC �w 2 �m�w�ž�ç�°�æ�¶�Ü�z Message Digest 5 �¢ MD5�£�q  Secure Hash Algorithm

�¢ SHA�£�›�±�Ù�”�Ä�`�o�M�‡�b�{

�h�i�`�z�\�w�ì
¶
Q�µ�©�”�Ü�x�z
ù	ô	��w
•�µ�©�”�U�Ù�î�`�o�M�”�q���®
Q�›�æ
�M�‡�b�{�f�w	Ô�ù�z�È�8	��x
ù	ô	��w  MAC �›�P���p�V�”�T�’�p�b�{�Ý�¿�·�”�´
�w�ì
¶
Q�‹�z
•�µ�©�”�w�-�¢�t�(�È�^�•�‡�b�{�\�w�Ó�é�·�µ�x�z�Ã�´�»�ç	z�Ê�q
�z�y�•�‡�b�{

RSA �©�”  �Ö�ž�x�z MAC �w	z�Ê�t���®�p�b�{�h�i�`�z�©�”�¦�õ�q	z�Ê�w�;�ó�›
ü
�m�`�h�M�U�®�L�$�s	Ô�ù�‹�K�“�‡�b�{ SSL �ž�ç�°�æ�¶�Ü�w  1 �m�p�K�”  Digital
Signature Algorithm �¢ DSA; �Ã�´�»�ç	z�Ê�ž�ç�°�æ�¶�Ü�£�x�Ã�´�»�ç	z�Ê�t�x�k�¨
�t�&�;�^�•�‡�b�U�z�©�”�¦�õ�t�m�M�o�x�k�¨�p�x�K�“�‡�d�œ�{
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DSA �x  FIPS-186�z�b�s�˜�j  Digital Signature Standard �¢ DSS; �Ã�´�»�ç	z�Ê�F�¨�£
�q�`�o
ª	j�=�^�•�o�M�‡�b�{ DSA �q  DSS �U�“�M�t�à���d�c�t�–�;�^�•�”	Ô�ù�‹
�K�“�‡�b�{ DSS �x  Diffie-Hellman �q�‰�a�‰�ø�=�é�´�¿�«�›�–�;�`�z�©�”�›
\
R�b
�”�t�x  Diffie-Hellman �q�‰�7�w�Í�å�Ý�”�»�U
ž�A�p�b�{�‡�h�z DSS �w�;�M�x�z
Secure Hash Algorithm 1 �¢ SHA-1�£�Ý�¿�·�”�´  �¼� �´�£�µ�Ä�i�Z�t�v���^�•�‡�b�{

SSL �Þ�´�á�”�ç�w�‰�ø�=�;�ó


¯ 1-1 �t�z SSL �Þ�´�á�”�ç�w  SSL �‰�ø�=�;�ó�t�m�M�o
†�Ì�`�‡�b�{  


¯ 1-1 SSL �Þ�´�á�”�ç�w  SSL �‰�ø�=�;�ó

SSL �‰�ø�=�;�ó SSL �Þ�´�á�”�ç�p�±�Ù�”�Ä�^�•�”�;�ó

SSL �w�Ì�”�´�ã�ï SSL �Ì�”�´�ã�ï  3.0 �q  Transport Layer Security �¢ TLS�£�Ì�”
�´�ã�ï  1.0 

�¬�‰�©�”�¦�õ�q�©�”
�ù�™�ž�ç�°�æ�¶�Ü

• RSA�• 512 �Ï�¿�Ä�z 768 �Ï�¿�Ä�z 1024 �Ï�¿�Ä�z�S�‘
�|  2048 �Ï�¿�Ä�¢�©�”�¦�õ�S�‘�|�©�”�ù�™�ž�ç�°�æ
�¶�Ü�£

• DSA�• 512 �Ï�¿�Ä�z 768 �Ï�¿�Ä�z�S�‘�|  1024 �Ï�¿�Ä
�¢	Â�Ì	{	z�Ê�ž�ç�°�æ�¶�Ü�£  

• Diffie-Hellman�• 512 �Ï�¿�Ä�z 768 �Ï�¿�Ä�z 1024 �Ï�¿
�Ä�z�S�‘�|  2048 �Ï�¿�Ä�¢�©�”�ù�™�ž�ç�°�æ�¶�Ü�£  

�‰�ø�=�»� �Ó • Data Encryption Standard �¢ DES; �Ã�”�»�‰�ø�F�¨�£

• Triple-Strength Data Encryption Standard �¢ 3DES; �Ä�æ
�Ó�ç  DES�£

• RC4 

�±�Ù�”�Ä�^�•�o�M�”�‰�ø�µ� �”�Ä�S�‘�|�©�”�‰�ø�=�»
� �Ó�w�æ�µ�Ä�t�m�M�o�x�z �H 4 	·�® SSL 	4�ƒ�w
ƒ���¯ �w

¯ 4-1 �›�€	°�`�o�X�i�^�M�{

�Ë�¿�³�á  �»� �Ó • SSL MAC-MD5 

• SSL MAC-SHA1 

�±�Ù�”�Ä�^�•�o�M�”�‰�ø�µ� �”�Ä�S�‘�|�Ë�¿�³�á  �»� 
�Ó�w�æ�µ�Ä�t�m�M�o�x�z �H 4 	·�® SSL 	4�ƒ�w
ƒ���¯ �w
¯
4-1 �›�€	°�`�o�X�i�^�M�{
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�Ã�´�»�ç	Â�Ì	{ SSL �Þ�´�á�”�ç�x�z�Í�t�K�[�”�‘�O�s�Ý	Â�Á�¢ CA�£�U

C�æ�b�”	��A�s�Ã�´�»�ç	Â�Ì	{�›�b�‚�o�±�Ù�”�Ä�`�‡
�b�{

• VeriSign

• Entrust

• Netscape iPlanet

• Windows 2000 Certificate Server

• Thawte

• Equifax

• Genuity


¯ 1-1 SSL �Þ�´�á�”�ç�w  SSL �‰�ø�=�;�ó�¢���V�£

SSL �‰�ø�=�;�ó SSL �Þ�´�á�”�ç�p�±�Ù�”�Ä�^�•�”�;�ó
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CSS �p�w  SSL �Þ�´�á�”�ç�w�;�ó�w�“�A
CSS 11503 �q  CSS 11506 �x
ó
:�w  SSL �Þ�´�á�”�ç  �¢ CSS 11503 �p�x�7�G  2 �m�z
CSS 11506 �p�x�7�G  4 �m�£�›�–�;�p�V�‡�b�{ CSS 11501 �x�w�ù���w  SSL �Þ�´�á�”
�ç�›  1 �m�±�Ù�”�Ä�`�‡�b�{

SSL �Þ�´�á�”�ç�x�«�å� �ž�ï�Ä�q�±�”�Ì���p�z�b�‚�o�w�â�”�²�w�Ý	Â�z�¬�‰�©�”
�•
•�µ�©�”�w
\
R�z���g�w�•�D�z�S�‘�|�Í�­�¿�Ä�w�‰�ø�=�q
î�ø�=�›�æ�M�‡�b�{
SSL �Þ�´�á�”�ç�x�z�µ� �¿�½  �Þ�´�á�”�ç�t�‘���`�o�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«
�w	r�g�›�æ�O� �ï�»�”�Ñ�£� �µ�›���™�`�z Switch Control Module �¢ SCM; �µ� �¿
�½ �¯�ï�Ä�é�”�ç  �Þ�´�á�”�ç�£�t�‘���`�o
ƒ��	Ø�C�›
ù	!	ô�`�‡�b�{

CSS �x�z�b�‚�o�w	Â�Ì	{�q�©�”�›  SCM �Ã�Ÿ�µ�«�t�¨�ò�`�‡�b�{ CSS �x�z SSL �Þ
�´�á�”�ç�]�q�t�7�G�p  256 �w	Â�Ì	{�q  256 �w�©�”  �Ö�ž�›�±�Ù�”�Ä�`�‡�b�{�\�•
�x�z�Ã�Ÿ�µ�«�w�S�‘�f  3 MB �w�G�1�¬�t
ì�p�`�‡�b�{ CSS �x�z�b�‚�o�w	Â�Ì	{�q
�©�”���È�w�Ñ�•� �ç�›�z�Ã�Ÿ�µ�«�w�†
¶�s	Ô	t�t�¨�ò�`�‡�b�{�¨�ò�A�ˆ�w	Â�Ì	{
�q�©�”�x�z
€���›	r�g�b�”�M�t  CSS �t�‘�l�o  SSL �Þ�´�á�”�ç�w�4
C
Q�Ý�Þ�æ�t
�é�”�Å�^�•�z	r�g�w�ô���=�U
$�’�•�‡�b�{

SSL �¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�`�o�Í�w�¤�ò�è�›�>���b�”�q�z SCM �T�’
SSL �Þ�´�á�”�ç�t�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�U
ù	ô�^�•�‡�b�{

• �¯�ï�Â�ï�À�U
ú�g�$�t���O�b�”	Ô	t

• �¯�ï�Â�ï�À�w�A�{�›
ù	ô�b�”	Ô	t�¢�±�”�Ï�µ�£

• �–�;�b�”�é�”�Å  �Ì�å�ï�³�ï�¬�M�Ü

SSL �Ó�é�©�³  �æ�µ�Ä�t�‘�l�o�z SSL �Þ�´�á�”�ç�U
ù	!	ô�b�”	Ø�C�w�v�•�U�>�‡
�“�‡�b�{�Ó�é�©�³  �æ�µ�Ä�p�x�z�«�å� �ž�ï�Ä�T�’  SSL �Þ�´�á�”�ç�•�w�Ñ�é�”�›
���[�`�‡�b�{�‡�h�z SSL �Þ�´�á�”�ç�T�’�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�•�w�Ñ�é�”�‹
���[�`�‡�b�{ SSL �Þ�´�á�”�ç�U  SSL �¯�ï�Â�ï�À�A�{�›	r�g�b�”�M�O�›���[�b�”
�h�Š�t�z SSL �Ó�é�©�³  �æ�µ�Ä�›  SSL �±�”�Ï�µ�t�å�C�`�‡�b�{ SSL �Þ�´�á�”�ç�w
�;�ó�w	Ä�I�t�m�M�o�x�z �H 8 	·�® CSS SSL 
ƒ���w�«�¯ �w�®SSL �Þ�´�á�”�ç�t�‘�”
SSL �Ñ�é�”�w	r�g�¯ �›�€	°�`�o�X�i�^�M�{
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SSL �Þ�´�á�”�ç�w	��s�;�ó�x�Í�w�q�S�“�p�b�{

• SSL 	4�ƒ

• �«�å� �ž�ï�Ä�Ý	Â

• �Ì�¿�«�¤�ï�Å  SSL

• SSL �‰�•

SSL 	4�ƒ

SSL �Þ�´�á�”�ç�q�«�å� �ž�ï�Ä�w���w�Ñ�é�”�›���[�b�”�h�Š�t�Ó�é�©�³  �æ�µ�Ä
�w�¤�ï�Ä�æ�›���[�b�”�q�V�t�z Web �Ò�å�¢�²�¢�«�å� �ž�ï�Ä�£�q  HTTP 
€��

�¢�±�”�Ì�£�w���w�·�©�á�æ�Â�Ÿ  �±�”�Ï�µ�›�å�C�b�”�\�q�p�z SSL �Þ�´�á�”�ç�x�>

Ý SSL �±�”�Ì�q�`�o�ˆ�^�`�‡�b�{�«�å� �ž�ï�Ä�T�’�£	ô�b�”�b�‚�o�w  SSL �Ñ
�é�”�x�z CSS �w SSL �Þ�´�á�”�ç�p	4�z�`�‡�b�{

�M�l�h�œ
€���›	4�z�b�”�q�z SSL �Þ�´�á�”�ç�x�Ã�”�»�›
î�ø�=�`�z�f�•�›�«�æ�ž
�Â�©�µ�Ä�q�`�o  CSS �t
ù	ô�`�‡�b�{�f�`�o  CSS �p�z�é�”�Å  �Ì�å�ï�³�ï�¬�w�>��
�U�æ�˜�•�‡�b�{ CSS �x�\�w�Ã�”�»�›�«�æ�ž  �Â�©�µ�Ä�p  HTTP �±�”�Ì�t
ù	ô�`�‡
�b�{ CSS �w SSL 	4�ƒ�w	Ä�I�t�m�M�o�x�z �H 4 	·�® SSL 	4�ƒ�w
ƒ���¯ �›�€	°�`�o
�X�i�^�M�{



�H 1 	·       CSS SSL �w�“�A
CSS �p�w  SSL �Þ�´�á�”�ç�w�;�ó�w�“�A

1-10
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�«�å� �ž�ï�Ä�Ý	Â

CSS �t�‘�”�«�å� �ž�ï�Ä�Ý	Â�p�x�z�Í�w�:�U�¬�Ý�^�•�‡�b�{

• 	Â�Ì	{�›
ù	ô�`�h�«�å� �ž�ï�Ä�U�z�0� �b�”
•�µ�©�”�›�Ë�l�o�M�”�\�q

• �7�Œ�w CA �U�«�å� �ž�ï�Ä	Â�Ì	{�t	z�Ê�`�o�M�”�\�q

• 	Â�Ì	{�U�æ�®�`�o�M�s�M�\�q

• �³�¬�Ç�½�ß�U���®�p�K�”�\�q

• Certificate Revocation List �¢ CRL; 	Â�Ì	{�æ�®�æ�µ�Ä�£�U  CSS �t
ƒ���^�•�o�M
�”	Ô�ù�z
C�æ�i  CA �U	Â�Ì	{�›	��“	«�`�o�M�s�M�\�q

�«�å� �ž�ï�Ä�q�±�”�Ì���w�/���$�s  SSL �Ë�ï�Å�³�£� �«�p�x�z 
$  1-1 �t�Ô�b�‘�O
�t�z�«�å� �ž�ï�Ä�x	Â�Ì	{�›
ù	ô�`�‡�d�œ�{


$  1-1 �«�å� �ž�ï�Ä�Ý	Â�w�s�M  SSL �Ë�ï�Å�³�£� �«

11
92
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SSL SSL 

ClientHello

ServerHello

Certificate

ServerHelloDone

ClientKeyExchange

ChangeCipherSpec

Finished

ChangeCipherSpec

Finished
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�«�å� �ž�ï�Ä�t	Â�Ì	{�›
ù	ô�^�d�”�t�x�z 
$  1-2�t�Ô�b�‘�O�t�z�±�”�Ì���p�Ë�ï
�Å�³�£� �«�t	Â�Ì	{�A�{�¢ CertificateRequest�£�Ý�¿�·�”�´�›���Š�”
ž�A�U�K�“�‡
�b�{�\�w�A�{�Ý�¿�·�”�´�t�x�z�±�”�Ì�U�•�D�b�”	Â�Ì	{�w	��¨�U�G�L�^�•�o�M�‡
�b�{�h�i�`�z�\�w�Ý�¿�·�”�´�t�x�Ý	Â�Á�U�Ô�^�•�o�M�‡�d�œ�{


$  1-2 �«�å� �ž�ï�Ä�Ý	Â�w�K�”  SSL �Ë�ï�Å�³�£� �«

�±�”� Ì �U  ServerHelloDone �Ý�¿�· �” �´ �› 
ù 	ô�` �h�™�z�«�å�  �ž�ï �Ä�x	Â�Ì 	{
�¢ Certificate�£�q�©�”�¦�õ�›� �t�`�‡�b�{�Í�t�«�å� �ž�ï�Ä�x�z�±�”�Ì�T�’�w�b�‚
�o�w�Ë�ï�Å�³�£� �«  �Ý�¿�·�”�´�w�¼� �´�£�µ�Ä�›���ˆ�z�«�å� �ž�ï�Ä�w�¬�‰
�©�”�›�–�;�`�o	z�Ê�`�h  CertificateVerify �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{�±�”�Ì�x�«
�å� �ž�ï�Ä�w�¬�‰�©�”�›�–�l�o�Ý�¿�·�”�´�›
î�ø�=�`�‡�b�{�\�•�t�‘�l�o�z�«�å
� �ž�ï�Ä�U
Y�`�M
•�µ�©�”�›�Ë�l�o�M�”�\�q�U�U	Â�^�•�‡�b�{

11
92

28

SSL SSL 

ClientHello

ServerHello

Certificate

ServerHelloDone

ClientKeyExchange

ChangeCipherSpec

Finished

ChangeCipherSpec

Finished

Certificate

CertificateVerify

CertificateRequest
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CertificateVerify �Ý�¿�·�”�´�p�x�z	Â�Ì	{�w
Y�p
Q�x�U	Â�^�•�‡�d�œ�{�«�å� �ž�ï
�Ä�w
•�µ�©�”�w�¬�‰
æ
ü�U�z 	Â�Ì	{�t���‡�•�”�‹�w�q�°�•�b�”�T�r�O�T�U�U	Â�^
�•�‡�b�{�\�•�t�‘�“
ü�T�”�w�x�z�«�å� �ž�ï�Ä�U�f�w	Â�Ì	{�w�^
R�t�–�;�`�h
�©�”�Ö�ž�›	t���`�o�S�“�z��
��w	Â�Ì	{�›
ù	ô�`�h�w�p�x�s�M�q�M�O�\�q�p�b�{
�°�M�zCSS �p�x
C�æ�i�w�³�¬�Ç�½�ß�U
Y�p�s�‹�w�T�r�O�T�›�U	Â�b�”�\�q�U�p�V
�‡�b�{ X.509 	Â�Ì	{�t�x�z CA �w
•�µ�©�”�›�–�l�o	Â�Ì	{�¦�Ò�´�£�«�Ä
¶�.�w�Ý�¿
�·�”�´  �¼� �´�£�µ�Ä�t	z�Ê�b�”�\�q�t�‘�l�o
\
R�^�•�”�³�¬�Ç�½�ß�U���‡�•�‡
�b�{ CA 	Â�Ì	{�t�x�z �«�å� �ž�ï�Ä	Â�Ì	{�w�Ã�´�»�ç	z�Ê�›�U	Â�b�”  CA �¬�‰�©�”
�U���‡�•�‡�b�{�±�”�Ì�U  CA 	Â�Ì	{�›	t���`�z�`�h�U�l�o  CA �w�¬�‰�©�”�›	t��
�`�o�M�•�y�z �«�å� �ž�ï�Ä	Â�Ì	{�U  CA �t�‘�l�o	z�Ê�^�•�h�‹�w�p�K�”�\�q�U�¬
�Ý�p�V�‡�b�{ CSS �p�x�z�>
Ý  SSL �±�”�Ì�]�q�t�7�G  4 �m�w CA 	Â�Ì	{�›
ƒ���p
�V�‡�b�{

CA �x�«�å� �ž�ï�Ä�w	Â�Ì	{�›	��“	«�b�q�z�f�w	Â�Ì	{�›  Certificate Revocation
List�¢ CRL; 	Â�Ì	{�æ�®�æ�µ�Ä�£�q�z�y�•�”�¬�‰�æ�µ�Ä�t�C�Q�‡�b�{ CA �x�\�w�æ
�µ�Ä�›�¬
¯�`�z���8�$�t�Ë	ý�`�‡�b�{�«�å� �ž�ï�Ä�q�±�”�Ì�x  HTTP �&���p�\�w
�æ�µ�Ä�t�ž�«�·�µ�`�z	Â�Ì	{�U���®�T�r�O�T�›�U	Â�p�V�‡�b�{ CSS �p�x�z CRL �›
CSS �t	��“���œ�i�M�O�q�Ô�Ì�›���[�b�”  CRL �è�¯�”�Å�›
ƒ���p�V�‡�b�{ CSS �U
CRL �›�¼�¢�ï�é�”�Å�`�h�™�z�>
Ý  SSL �±�”�Ì�x�f�w  CRL �›�–�;�`�o�z�b�‚�o�w
�«�å� �ž�ï�Ä	Â�Ì	{�w���®
Q�›�¬�Ý�p�V�‡�b�{

CSS �w�>
Ý  SSL �±�”�Ì	Í�p�w�«�å� �ž�ï�Ä�Ý	Â�w
ƒ���¢�«�å� �ž�ï�Ä�Ý	Â�w��
�®�=�z CA 	Â�Ì	{�w
Y�p
Q�w�¬�Ý�z CRL �è�¯�”�Å�w
ƒ���z�>
Ý  SSL �±�”�Ì�•�w
CRL �è�¯�”�Å�w�Â�“�p�o�s�r�£�t�m�M�o�x�z �H 4 	·�® SSL 	4�ƒ�w
ƒ���¯ �›�€	°
�`�o�X�i�^�M�{

�Ì�¿�«�¤�ï�Å  SSL

SSL �Ó�é�©�³  �æ�µ�Ä�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¤�ï�Ä�æ�p�x�z SSL �Þ�´�á�”
�ç�T�’�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�•�w�Ñ�é�”�›���[�`�‡�b�{�«�å� �ž�ï�Ä�T�’�‰
�ø�=�Ã�”�»�›	!�Z	��l�h�™�z SSL �Þ�´�á�”�ç�x�f�w�«�å� �ž�ï�Ä�w  IP �ž�Å�è�µ
�›�-�m�\�q�p�>
Ý�«�å� �ž�ï�Ä�q�`�o�ˆ�^�`�z�Ñ�é�”�w�é�”�Å  �Ì�å�ï�³�ï�¬�t
�–�;�`�h�«�æ�ž  �Â�©�µ�Ä  �Ã�”�»�›�6�S�‰�ø�=�`�o�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�•�w
SSL 
€���›�‰�•�`�‡�b�{
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�H 1 	·       CSS SSL �w�“�A
CSS �p�w  SSL �Þ�´�á�”�ç�w�;�ó�w�“�A

CSS �T�’�w
ù	ô�Ñ�é�”�p�x�z SSL �Þ�´�á�”�ç�x�\�•�q
S�0�M�²�t� �t�`�z�±�”�Ì
�T�’�w�‰�ø�=�Ã�”�»�›�«�å� �ž�ï�Ä�t
ù	ô�`�‡�b�{ CSS �w�Ì�¿�«�¤�ï�Å  SSL �w
	Ä�I�t�m�M�o�x�z �H 5 	·�®�Ì�¿�«�¤�ï�Å  SSL �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

SSL �‰�•

SSL �‰�•�›
ƒ���`�h  CSS �x�z�«�å� �ž�ï�Ä�T�’�«�æ�ž  �Â�©�µ�Ä�›	!	ô�`�z SSL
�±�”�Ì�q�w  SSL �·�¿�³�ã�ï�›�‰�•�`�o�z�«�å� �ž�ï�Ä
€���›  SSL �Ì�¿�«�¤�ï�Å

€���t�A�ù�p�V�‡�b�{ SSL 	4�ƒ�;�t
ƒ���`�h  CSS �¢�>
Ý  SSL �±�”�Ì�£�q�z�î�M
�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�¢ Web �±�”�Ì�£�w�r�j�’�‹�z SSL �±�”�Ì�q�`�o�–�;
�b�”�\�q�U�p�V�‡�b�{


ù	ô�Ñ�é�”�p�x�z CSS �x�±�”�Ì�T�’�w  SSL �Ã�”�»�›
î�ø�=�`�z�«�æ�ž  �Â�©�µ�Ä
�›�«�å� �ž�ï�Ä�t�í�`�‡�b�{ CSS �w SSL �‰�•�w	Ä�I�t�m�M�o�x�z �H 6 	·�® SSL �‰
�•�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

SSL �Þ�´�á�”�ç�w�;�ó�w	Ä�I�t�m�M�o�x�z �H 8 	·�® CSS SSL 
ƒ���w�«�¯ �w�®SSL
�Þ�´�á�”�ç�t�‘�”  SSL �Ñ�é�”�w	r�g�¯ �›�€	°�`�o�X�i�^�M�{
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2
SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

�\�w	·�p�x�z CSS �p�w  SSL 	Â�Ì	{�w���g�M�O�z�>
Ý  SSL �±�”�Ì�q�Ì�¿�«�¤�ï�Å
SSL �±�”�Ì�;�w  SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R�M�O�z �S�‘�|  SSL �Ó�é�©�³  �æ�µ�Ä�w
SSL �±�”�Ï�µ�•�w�å�C�M�O�w�“�A�›�Ô�`�‡�b�{�f�•�g�•�w	�	q�t�z�^�À�›�æ�O�h
�Š�t
ž�A�s  CLI �¯�Ú�ï�Å�‹�Ô�`�‡�b�{ �\�\�t�Ô�b�«� �¿�«  �µ�»�”�Ä	�	q�p�x�z �‰
�ø�=�q�Ý	Â�;�w�¬�‰�©�”  �ž�ç�°�æ�¶�Ü�q�`�o�z�¿�X
Ó�t�`�o�M�”  RSA �›�–�;�`
�o�M�‡�b�{

CSS �t  SSL 	4�ƒ�›
ƒ���b�”�t�x�z�Í�w�«� �¿�«  �µ�»�”�Ä	�	q�›�î�æ�`�o�X�i�^
�M�{

1. RSA 	Â�Ì	{�S�‘�|�©�”
\
R�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-1�£

2. RSA 	Â�Ì	{�S�‘�|�©�”�w� �ï�Ù�”�Ä�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-2�£

3. SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-3�£

4. SSL 	4�ƒ�±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-6�£


ƒ���t�Ì�¿�«�¤�ï�Å  SSL �U���‡�•�o�M�”	Ô�ù�x�z�Í�w�«� �¿�«  �µ�»�”�Ä	�	q�‹
�î�æ�`�o�X�i�^�M�{

1. �Ì�¿�«�¤�ï�Å  SSL �w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-4�£

2. �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-7�£

SSL �‰�•�›
ƒ���b�”�t�x�z�Í�w�«� �¿�«  �µ�»�”�Ä	�	q�›�î�æ�`�o�X�i�^�M�{

1. SSL �‰�•�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-5�£

2. SSL �‰�•�±�”�Ï�µ�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-8�£

3. SSL �‰�•�w�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä �¢ 
¯ 2-9�£
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RSA 	Â�Ì	{�S�‘�|�©�”
\
R�w�«� �¿�«  �µ�»�”�Ä


¯ 2-1 �t�z CSS �p  RSA �©�”  �Ö�ž�q	Â�Ì	{�›
\
R�`�z���È
Ç�Z�”	�	q�w�“�A�›
†
�Ì�`�‡�b�{�©�”�S�‘�|	Â�Ì	{�w
\
R�x�z CSS �t�7���w�©�”�‡�h�x	Â�Ì	{�U���O�`
�s�M	Ô�ù�t
ž�A�p�b�{�º
æ�p  SSL �w�Â�µ�Ä�›�æ�O	Ô�ù�x�z�7	s�t  RSA �©�”�q�>
	Â�Ì	{�›�^
R�b�”�\�q�U�p�V�‡�b�{
\
R�^�•�h�>	Â�Ì	{�w���®�8�v�x  30 �Ô���p
�b�{

 

¯ 2-1 RSA 	Â�Ì	{�S�‘�|�©�”�w
\
R�w�«� �¿�«  �µ�»�”�Ä

�^�À�q�¯�Ú�ï�Å�w�«

1. �¬�é�”�Ì�ç
ƒ���Þ�”�Å�t� �æ�`�‡�b�{

# config
(config) #

2. �¦�õ�t�–�;�b�”  RSA �©�”  �Ö�ž�›
\
R�`�‡�b�{

(config) # ssl genrsa CSSrsakey1 1024  “passwd123”
Please be patient this could take a few minutes

3. 
\
R�`�h  RSA �©�”  �Ö�ž�›�Ñ�•� �ç�q���È
Ç�Z�‡�b�{

(config) # ssl associate rsakey myrsakey1 CSSrsakey1
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

4. RSA �©�”  �Ö�ž�›
\
R�`�h�™�t�z RSA �©�”  �Ö�ž  �Ñ�•� �ç�w  Certificate Signing
Request �¢ CSR; 	Â�Ì	{	z�Ê�A�{�£�›�^
R�`�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

(config) # ssl gencsr myrsakey1
You are about to be asked to enter information
that will be incorporated into your certificate
request. What you are about to enter is what is
called a Distinguished Name or a DN.
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [US] US
State or Province (full name) [SomeState] MA
Locality Name (city) [SomeCity] Boxborough
Organization Name (company name) [Acme Inc] Cisco Systems, Inc.
Organizational Unit Name (section) [Web Administration] Web Admin
Common Name (your domain name) [www.acme.com] www.cisco.com
Email address [webadmin@acme.com] webadmin@cisco.com

-----BEGIN CERTIFICATE REQUEST-----
MIIBWDCCAQICAQAwgZwxCzAJBgNVBAYTAlVTMQswCQYDVQQIEwJNQTETMBEGA1UE
BxMKQm94Ym9yb3VnaDEcMBoGA1UEChMTQ2lzY28gU3lzdGVtcywgSW5jLjESMBAG
A1UECxMJV2ViIEFkbWluMRYwFAYDVQQDEw13d3cuY2lzY28uY29tMSEwHwYJKoZI
hvcNAQkBFhJra3JvZWJlckBjaXNjby5jb20wXDANBgkqhkiG9w0BAQEFAANLADBI
AkEAqHXjtQUVXvmo6tAWPiMpe6oYhZbJUDgTxbW4VMCygzGZn2wUJTgLrifDB6N3
v+1tKFndE686BhKqfyOidml3wQIDAQABoAAwDQYJKoZIhvcNAQEEBQADQQA94yC3
4SUJJ4UQEnO2OqRGLOZpAElc4+IV9aTWK6NmiZsM9Gt0vPhIkLx5jjhVRLlb27Ak
H6D5omXa0SPJan5x
-----END CERTIFICATE REQUEST-----

CSS11503(config)# 

ssl gencsr �¯�Ú�ï�Å�›�î�æ�b�”�q�z Privacy Enhanced Mail �¢ PEM; �Ó�å� �Ì
�³�”�§�=�Ý�”�ç�£�Ñ�¥�”�Ú�¿�Ä�p
Ö�ø�=�^�•�h  PKCS10 �p  CSR �U
\
R�^
�•�z�h�Ø�t	Z�—�^�•�‡�b�{
\
R�^�•�h  CSR �x  CSS �t�-���^�•�‡�d�œ�{

5. 	Â�Ì	{�A�{�›�Ý	Â�Á�¢ CA�£�t�8
ù�`�‡�b�{	��s�Ý	Â�Á�w���X�U�z�h�Ø�t
¯
�Ô�^�•�h	Â�Ì�A�{�›�f�w�‡�‡�¯�Ð�”  �ž�ï�Å  �Ö�”�µ�Ä�`�o
ù
Ç�p�V�”  Web
�ž�Ó�æ�­�”�³�ã�ï�›���™�`�o�M�‡�b�{

��	Z�F
M�^�•�h�Ò�å�¢�²�p�w  128 �Ï�¿�Ä�w�‰�ø�=�›�•�D�b�”�¬�é�”�Ì�ç  �±
� �Ä	Â�Ì	{�U
ž�A�s	Ô�ù�x�z CA �t  SETUP/SGC 	Â�Ì	{�‡�h�x�½�£�”�ï	Â�Ì
	{�›�A�{�`�o�X�i�^�M�{

	Â�Ì	{�x�z 7 �Ô�Ž�º�t�§�V�‡�b�{


¯ 2-1 RSA 	Â�Ì	{�S�‘�|�©�”�w
\
R�w�«� �¿�«  �µ�»�”�Ä�¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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6. �¢	²�t�D�£	z�Ê
Ç�V�w	Â�Ì	{�U�§�X�‡�p�w���t�z CSR �›�^
R�`� �×�w
•�µ
�©�”�p�f�w  CSR �t	z�Ê�`�o�>	Â�Ì	{�›�^
R�`�z CSR �Ñ�•� �ç�›�Â�µ�Ä�b�”
�\�q�U�p�V�‡�b�{�\�•�t�‘�l�o���®�s	Â�Ì	{�U
\
R�^�•�‡�b�U�z�\�w	Â�Ì
	{�x�„�q�œ�r�w  Web �Ò�å�¢�²�p�z�Ý�Ý�p�V�s�M  CA �t�‘�l�o	z�Ê�^�•�h�‹
�w�q�ˆ�s�^�•�‡�b�{�>	Â�Ì	{�w
\
R�t�m�M�o�x�z �®�×�~	z�Ê	Â�Ì	{�w
\
R�¯
�›�€	°�`�o�X�i�^�M�{

7. 	Â�Ì	{�U  7 �Ô�Ž�º�t�§�M�h�’�z�f�w	Â�Ì	{�›�†
¶�s  FTP �±�”�Ì�t�Ñ�•� �ç
�q�`�o�-���`�‡�b�{

• �±�”�Ì	Â�Ì	{�›	!�Z	��l�h	Ô�ù�x�z�µ�Â�¿�Ó  11. �t
��ˆ�‡�b�{

• �¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�›	!�Z	��l�h	Ô�ù�x�z�½�£�”�ï	Â�Ì	{�›�^
R
�b�”
ž�A�U�K�“�‡�b�{�µ�Â�¿�Ó  8. �t
��ˆ�‡�b�{

8. http://www.verisign.com/support/install/intermediate.htm �p�¬�é�”�Ì�ç  �±� �Ä
	Â�Ì	{�w�¤��	Â�Ì	{�›	��˜�`�‡�b�{

�\�w	Â�Ì	{�x�z�†
¶�s  FTP �±�”�Ì�t�Ñ�•� �ç�q�`�o�-���`�‡�b�{

9. �Ñ�•� �ç�›�^
R�`�z�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�q�¤��	Â�Ì	{�›�f�w�Ñ�•� �ç
�t�¯�Ð�”�`�‡�b�{�7	s�t�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�›�¯�Ð�”�`�o�T�’�¤��	Â
�Ì	{�›�¯�Ð�”�b�”
ž�A�U�K�“�‡�b�{�±�”�Ì	Â�Ì	{�q�¤��	Â�Ì	{�w���t�x
ž
�c�~�æ�›  1 �æ
à�Ö�`�o�X�i�^�M�{

10.  �Ñ�•� �ç�›�-���`�‡�b�{

11.�®RSA 	Â�Ì	{�S�‘�|�©�”�w� �ï�Ù�”�Ä�w�«� �¿�«  �µ�»�”�Ä�¯ �p
†�Ì�b�”�µ
�Â�¿�Ó�›�î�æ�`�o�z CSS �t	Â�Ì	{�›� �ï�Ù�”�Ä�`�‡�b�{


¯ 2-1 RSA 	Â�Ì	{�S�‘�|�©�”�w
\
R�w�«� �¿�«  �µ�»�”�Ä�¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

RSA 	Â�Ì	{�S�‘�|�©�”�w� �ï�Ù�”�Ä�w�«� �¿�«  �µ�»�”�Ä


¯ 2-2 �t�z RSA 	Â�Ì	{�q�©�”  �Ö�ž�›�æ�Þ�”�Ä  �±�”�Ì�T�’  CSS �t� �ï�Ù�”�Ä�`�o
���È
Ç�Z�”�h�Š�t
ž�A�s	�	q�w�“�A�›
†�Ì�`�‡�b�{

 

¯ 2-2 RSA 	Â�Ì	{�S�‘�|�©�”�w� �ï�Ù�”�Ä�w�«� �¿�«  �µ�»�”�Ä

�^�À�q�¯�Ú�ï�Å�w�«

1. �†
¶�s�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�¢ FTP�£�è�¯�”�Å  �Ñ�•� �ç�›���[�`�o�z	Â
�Ì	{�q
•�µ�©�”�›  SFTP �±�”�Ì�T�’  CSS �•� �ï�Ù�”�Ä�`�‡�b�{

# ftp-record ssl_record 192.168.19.21 johndoe “abc123”  
/home/johndoe

2. �†
¶�s  FTP �›�–�;�`�o�z� �ï�Ù�”�Ä�`�h	Â�Ì	{�q
•�µ�©�”�›  CSS �t�8
ù
�`�‡�b�{

# copy ssl sftp ssl_record import rsacert.pem PEM “passwd123”
Connecting
Completed successfully

# copy ssl sftp ssl_record import rsakey.pem PEM “passwd123”
Connecting
Completed successfully

3. 
ƒ���Þ�”�Å�t�Ö�“�‡�b�{

# config
(config) #

4. RSA �¬�‰�©�”�w�¦�õ�q�Ý	Â�›�–�;�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

a. � �ï�Ù�”�Ä�`�h  RSA 	Â�Ì	{�q�Ñ�•� �ç�›���È
Ç�Z�‡�b�{

(config) # ssl associate cert myrsacert1 rsacert.pem

b. � �ï�Ù�”�Ä�`�h  RSA �©�”  �Ö�ž�›�Ñ�•� �ç�q���È
Ç�Z�‡�b�{

(config) # ssl associate rsakey myrsakey1 rsakey.pem

5. ���È
Ç�Z�h	Â�Ì	{�º�w�¬�‰�©�”�q�z���È
Ç�Z�h
•�µ�©�”�q�ž�t�-���^�•�o
�M�”�¬�‰�©�”�›
z�±�`�z�†	��U�‰�°�p�K�”�\�q�›�¬�Ý�`�‡�b�{

(config) # ssl verify myrsacert1 myrsakey1  
Certificate mycert1 matches key mykey1
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�Í�w�î�æ
ƒ���«�x�z 
¯ 2-2 �w�¯�Ú�ï�Å�w�Ö�—�A�L�›�Ô�`�o�M�‡�b�{

!*************************** GLOBAL *************************** 
ftp-record ssl-record 192.168.19.21 johndoe des-password 
1frapbyg4fldce4d /home/johndoe

ssl associate cert myrsacert1 rsacert.pem
ssl associate rsakey myrsakey1 rsakey.pem

SSL �Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä

SSL �Þ�´�á�”�ç�U
ù	!	ô�b�”	Ø�C�w�v�•�x�z SSL �Ó�é�©�³  �æ�µ�Ä�t�‘�l�o�>��
�^�•�‡�b�{�\�\�p�x�z�Í�w�;�ó�p�–�;�b�”�Ó�é�©�³  �æ�µ�Ä�w�^
R�M�O�t�m�M�o

†�Ì�`�‡�b�{

• SSL 	4�ƒ

• �Ì�¿�«�¤�ï�Å  SSL

• SSL �‰�•

SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä

SSL �Þ�´�á�”�ç�U�«�å� �ž�ï�Ä�T�’�w  SSL 
€���›�&
~�t	r�g�`�o	4�ƒ�^�d�z �±�”
�Ì�•�w  HTTP 
€���›�‰�•�b�”�‘�O�t�z SSL �Ó�é�©�³  �æ�µ�Ä�º�t�>
Ý  SSL �±�”�Ì
�›���[�b�”
ž�A�U�K�“�‡�b�{


¯ 2-3 �t�z SSL �Ó�é�©�³  �æ�µ�Ä�º�t�>
Ý  SSL �±�”�Ì�w���[�¢ RSA 	Â�Ì	{�q�©�”
�Ö�ž�;�w�£�›�^
R�b�”�h�Š�t
ž�A�s�G�‡�T�s	�	q�›�Ô�`�‡�b�{�«�å� �ž�ï�Ä�Ý	Â
�w
ƒ���t�m�M�o�x�z �H 4 	·�® SSL 	4�ƒ�w
ƒ���¯ �w�®�«�å� �ž�ï�Ä�Ý	Â�w
ƒ���¯ �›
�€	°�`�o�X�i�^�M�{
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ƒ���w�«� �¿�«  �µ�»�”�Ä


¯ 2-3 SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä  

�^�À�q�¯�Ú�ï�Å�w�«

1. SSL �Ó�é�©�³  �æ�µ�Ä�›�^
R�`�‡�b�{

(config)# ssl-proxy-list ssl_list1
Create ssl-list <ssl_list1>, [y/n]: y

SSL �Ó�é�©�³  �æ�µ�Ä�› �^ 
R�b�” �q�z CLI �U SSL �Ó�é �©�³  �æ�µ�Ä�w
ssl-proxy-list 
ƒ���Þ�”�Å�t�Ö�“�‡�b�{

(config-ssl-proxy-list[ssl_list1])#

2. SSL �Ó�é�©�³  �æ�µ�Ä�p�>
Ý  SSL �±�”�Ì�›�Ý���b�”
j�ø�›�¦���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20

3. �>
Ý  IP �¢ VIP�£�ž�Å�è�µ�›�¦���`�‡�b�{ SSL �¯�ï�Â�ï�À  �ç�”�ç�t�°�•�b�”
VIP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 vip address 
192.168.3.6

4. �¢	²�t�D�£�¯�ï�Â�ï�À  �ç�”�ç�t�0� �b�”�‘�O�t�>
Ý  TCP �Ù�”�Ä
j�ø�›�!�Ë
�b�”
ž�A�U�K�”	Ô�ù�x�z�f�w
j�ø�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�>
Ý
TCP �Ù�”�Ä
j�ø�x  443 �p�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 port 444 

5. SSL �Ó�é�©�³  �æ�µ�Ä�w�>
Ý  SSL �±�”�Ì�w�7���w�z RSA 	Â�Ì	{�ž�¹�³�¤�”
�³�ã�ï�q  RSA �©�”  �Ö�ž  �ž�¹�³�¤�”�³�ã�ï�w�Ê
²�›�¦���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsacert 
myrsacert1
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsakey 
myrsakey1

6. �–�;�¤�w  RSA 	Â�Ì	{�q�©�”�t�&�`�h�‰�ø�µ� �”�Ä�z �f�w�‰�ø�µ� �”�Ä�t�–
�;�b�”�Ì�¿�«�¤�ï�Å�w�¯�ï�Â�ï�À  �ç�”�ç�w  IP �ž�Å�è�µ�z�S�‘�|�Ì�¿�«�¤
�ï�Å�w�¯�ï�Â�ï�À  �ç�”�ç�w  TCP �Ù�”�Ä�›�Â�“�p�o�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  cipher 
rsa-export-with-rc4-40-md5 192.168.3.6 8080 weight 5

7. �¢	²�t�D�£�æ�¼� �è�«�Ä�b�”  URL �w�Å�Ý� �ï�Ê�w  URL �æ�å� �Ä  �¦�Ó�³�ã
�ï�›�¦���`�o�z�-�¢�^�•�o�M�s�M  HTTP 300 �³�æ�”�¶�w�æ�¼� �è�«�Ä�›�s

†�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 22 
www.mydomain.com
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�Í�w�î�æ
ƒ���«�x�z 
¯ 2-3 �w�¯�Ú�ï�Å�w�Ö�—�A�L�›�Ô�`�o�M�‡�b�{

!*********************** SSL PROXY LIST ***********************

ssl-proxy-list ssl_list1
  ssl-server 20
  ssl-server 20 vip address 192.168.3.6
  ssl-server 20 port 444

ssl-server 20 rsacert myrsacert1
ssl-server 20 rsakey myrsakey1

  ssl-server 20 cipher rsa-export-with-rc4-40-md5 192.168.3.6 8080 
weight 5
  ssl-server 20 urlrewrite 22 www.mydomain.com

active

�Ì�¿�«�¤�ï�Å  SSL �w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä

CCS �T�’  SSL �±�”�Ì�t�‰�ø�=�`�h�Ã�”�»�›
ù�”
ž�A�U�K�”	Ô�ù�x�z SSL �Þ�´�á�”
�ç�p�Ã�”�»�›�‰�ø�=�`�z�±�”�Ì�•�w SSL 
€���›�‰�•�p�V�”�‘�O�t�z SSL �Ó�é�©
�³  �æ�µ�Ä�º�p�Ì�¿�«�¤�ï�Å  �±�”�Ì�›���[�`�‡�b�{�Ì�¿�«�¤�ï�Å  SSL �x�z SSL 	4
�ƒ�q�q�‹�t
ƒ���b�”
ž�A�U�K�“�‡�b�{ SSL 	4�ƒ�w�«� �¿�«  �µ�»�”�Ä�w	�	q�t�m
�M�o�x�z�®SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä�¯ �›�€	°�`�o�X�i�^�M�{

8. �Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�•�w�Ñ�é�”�t�‰�ø�=�U
ž�A�s	Ô�ù�z 
¯ 2-4 �w�^�À
�›���Z�‡�b�{
ž�A�s�M	Ô�ù�z�µ�Â�¿�Ó  9 �t
��œ�p�X�i�^�M�{

9.  �ì
R�`�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# active


¯ 2-3 SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä  �¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä


¯ 2-4 �t�z�Ì�¿�«�¤�ï�Å  SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R�t
ž�A�s	�	q�w�“�A�›�Ô�`
�‡�b�{


¯ 2-4 �Ì�¿�«�¤�ï�Å  SSL �Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä  

�^�À�q�¯�Ú�ï�Å�w�«

1. �7���w  SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�º�p�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›�Ý���b
�”
j�ø�›�¦���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1

2. IP �ž�Å�è�µ�›�¦���`�‡�b�{ �Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�±�”�Ï�µ�w�ž�Å�è�µ
�t�0� �b�”  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 ip address 
192.168.4.4

3. �¢	²�t�D�£�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�>
Ý  TCP �Ù�”�Ä
j�ø�x
80 �p�b�{�!�Ë�U
ž�A�s	Ô�ù�x�z�>
Ý  TCP 
j�ø�›�Â�“�p�o�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 port 8080

4. �Ì�¿�«�¤�ï�Å  �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{�±�”�Ì�w���®�s  IP �ž�Å
�è�µ�›�Ö�—�`�o�X�i�^�M�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-ip 
192.168.4.4

5. �¢	²�t�D�£�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�Ù�”�Ä
j�ø�x  443 �p�b�{
�!�Ë�U
ž�A�s	Ô�ù�x�z�±�”�Ì  �Ù�”�Ä
j�ø�›�Â�“�p�o�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-port 
113

�¢�«�£ �‰�a�ž�Å�è�µ�p  backend-server number ip address �S�‘�|  server-ip �¯�Ú
�ï�Å�›
ƒ���b�”	Ô�ù�x�z�Ÿ�s�”�Ù�”�Ä
j�ø�p  backend-server number
port  �S�‘�|  server-port �¯�Ú�ï�Å�›
ƒ���`�o�X�i�^�M�{
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�Í�w�î�æ
ƒ���«�x�z 
¯ 2-4 �w�¯�Ú�ï�Å�›�Ö�—�`�h�A�L�¢�Ø�”�ç�Å�.�w
æ
ü�£�q�z

¯ 2-3 �w�>
Ý  SSL �±�”�Ì�t���È�b�”�¯�Ú�ï�Å�›�Ö�—�`�h�A�L�›�Ô�`�o�M�‡�b�{

!*********************** SSL PROXY LIST ***********************

ssl-proxy-list ssl_list1
  ssl-server 20
  ssl-server 20 vip address 192.168.3.6
  ssl-server 20 port 444

ssl-server 20 rsacert myrsacert1
ssl-server 20 rsakey myrsakey1

  ssl-server 20 cipher rsa-export-with-rc4-40-md5 192.168.3.6 8080 
weight 5
  ssl-server 20 urlrewrite 22 www.mydomain.com

active

backend-server 1
  backend-server 1 ip address 192.168.4.4
  backend-server 1 port 8080
  backend-server 1 server-ip 192.168.4.4
  backend-server 1 server-port 113
  backend-server 1 cipher rsa-export-with-rc4-40-md5 

active

6. �¢	²�t�D�£ �Ã�Ñ�¥�ç�Ä�p�x�z �Ì�¿�«�¤�ï�Å  �±�”�Ì�x�b�;�D�ó�s�b�‚�o�w  CSS
�‰�ø�µ� �”�Ä�›�±�Ù�”�Ä�`�‡�b�{
ž�A�t� �a�o�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì
�U�–�;�b�”�z RSA 	Â�Ì	{�q�©�”�s�r�w�›���w�‰�ø�µ� �”�Ä�›�Â�“�p�o�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1  cipher 
rsa-export-with-rc4-40-md5

7.  �ì
R�`�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# active


¯ 2-4 �Ì�¿�«�¤�ï�Å  SSL �Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä  �¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

SSL �‰�•�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä

CCS �U�«�å� �ž�ï�Ä�T�’�«�æ�ž  �Â�©�µ�Ä�›	!	ô�`�o�z�‰�ø�=�`�h�Ã�”�»�›  SSL
�±�”�Ì�t
ù	ô�b�”�‘�O�t
ƒ���b�”
ž�A�U�K�”	Ô�ù�x�z SSL �Þ�´�á�”�ç�U�Ã�”�»�›
�‰�ø�=�`�o�±�”�Ì�•�w SSL 
€���›�‰�•�p�V�”�‘�O�t�z SSL �Ó�é�©�³  �æ�µ�Ä�º�p
SSL �‰�•  �Ì�¿�«�¤�ï�Å  �±�”�Ì�›���[�`�‡�b�{


¯ 2-5 �p�z SSL �‰�•�w�Ó�é�©�³  �æ�µ�Ä�w�^
R�t
ž�A�s	�	q�w�“�A�›
†�Ì�`�‡�b�{


¯ 2-5 SSL �‰�•�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä  

�^�À�q�¯�Ú�ï�Å�w�«

1. SSL �Ó�é�©�³  �æ�µ�Ä�›�^
R�`�‡�b�{

(config)# ssl-proxy-list ssl_list1
Create ssl-list <ssl_list1>, [y/n]: y

SSL �Ó�é�©�³  �æ�µ�Ä�› �^ 
R�b�” �q�z CLI �U SSL �Ó�é �©�³  �æ�µ�Ä�w
ssl-proxy-list 
ƒ���Þ�”�Å�t�Ö�“�‡�b�{

(config-ssl-proxy-list[ssl_list1)#

2. �7���w  SSL 	4�ƒ�w�Ó�é�©�³  �æ�µ�Ä�p�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›�Ý���b�”

j�ø�›�¦���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1

3. �\�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�›  SSL �‰�•�±�”�Ì�q�`�o���[�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 type 
initiation

4. IP �ž�Å�è�µ�›�¦���`�‡�b�{�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�±�”�Ï�µ�w  IP �ž�Å
�è�µ�t�0� �b�”  IP �ž�Å�è�µ�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 ip address 
192.168.2.3

5. �¢	²�t�D�£�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�>
Ý  TCP �Ù�”�Ä
j�ø�x
80 �p�b�{�!�Ë�U
ž�A�s	Ô�ù�x�z�>
Ý  TCP 
j�ø�›�Â�“�p�o�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 port 8080

6. �Ì�¿�«�¤�ï�Å  �±�”�Ì�t���®�s  IP �ž�Å�è�µ�›�¦���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-ip 
192.168.2.3
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7. �¢	²�t�D�£�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�Ù�”�Ä
j�ø�x  443 �p�b�{
�!�Ë�U
ž�A�s	Ô�ù�x�z�±�”�Ì  �Ù�”�Ä
j�ø�›�Â�“�p�o�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-port 
40443

�¢�«�£ �‰�a�ž�Å�è�µ�p  backend-server number ip address �S�‘�|  server-ip �¯�Ú
�ï�Å�›
ƒ���b�”	Ô�ù�x�z�Ÿ�s�”�Ù�”�Ä
j�ø�p  backend-server number
port  �S�‘�|  server-port �¯�Ú�ï�Å�›
ƒ���`�o�X�i�^�M�{

8. �¢	²�t�D�£ �Ã�Ñ�¥�ç�Ä�p�x�z �Ì�¿�«�¤�ï�Å  �±�”�Ì�x�b�;�D�ó�s�b�‚�o�w  CSS
�‰�ø�µ� �”�Ä�›�±�Ù�”�Ä�`�‡�b�{
ž�A�t� �a�o�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�U�–
�;�b�”�‰�ø�µ� �”�Ä�›�Â�“�p�o�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1  cipher 
rsa-with-rc4-128-md5 weight 10

9. 
ž�A�p�K�•�y�z�«�å� �ž�ï�Ä�w	Â�Ì	{�q�©�”�›�z�f�•�’�›�A�{�b�”  SSL
�±�”�Ì�w�Ó�é�©�³  �æ�µ�Ä�t
ƒ���`�‡�b�{	Â�Ì	{�q�©�”�x�z�Ä
²�t� �ï�Ù�”
�Ä�`�z CSS 	Í�w�Ñ�•� �ç�Ê�t���È
Ç�Z�o�S�X
ž�A�U�K�“�‡�b�{�h�q�Q�y�z
�7���w  RSA �«�å� �ž�ï�Ä�w	Â�Ì	{�q�©�”�›
ƒ���b�”�t�x�z �Í�w�‘�O�t�Ö�—
�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 rsacert 
myrsacert
(config-ssl-proxy-list[ssl_list1])# backend-server 1 rsakey 
myrsakey

10.�¢	²�t�D�£  SSL �Þ�´�á�”�ç�¢�«�å� �ž�ï�Ä�£�t�‘�”�±�”�Ì�Ý	Â�w�h�Š�t�z�Ó
�é�©�³  �æ�µ�Ä�t  CA 	Â�Ì	{�›
ƒ���`�‡�b�{ CA 	Â�Ì	{�x�z�Ä
²�t� �ï�Ù�”
�Ä�`�z CSS 	Í�w�Ñ�•� �ç�Ê�t���È
Ç�Z�o�S�X
ž�A�U�K�“�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 cacert 
mycert1

11.  �ì
R�`�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# active


¯ 2-5 SSL �‰�•�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿�«  �µ�»�”�Ä  �¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

�Í�w�î�æ
ƒ���«�x�z 
¯ 2-5 �w�¯�Ú�ï�Å�w�Ö�—�A�L�›
¯�`�o�M�‡�b�{

!*********************** SSL PROXY LIST ***********************

ssl-proxy-list ssl-list1
  backend-server 1

backend-server 1 initiation
  backend-server 1 ip address 192.168.2.3
  backend-server 1 port 8080
  backend-server 1 server-ip 192.168.2.3
  backend-server 1 server-port 40443
  backend-server 1 cipher  rsa-with-rc4-128-md5 weight 10

backend-server 1 rsacert myrsacert
backend-server 1 rsakey myrsakey
backend-server 1 cacert mycert1
active

SSL �±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä

CSS �t  SSL �Ó�é�©�³  �æ�µ�Ä�›�–�;�^�d�”�t�x�z SSL �±�”�Ï�µ�t�Ó�é�©�³�›�å�C
�`�z SSL �¯�ï�Â�ï�À  �ç�”�ç�t�\�w�±�”�Ï�µ�›�å�C�b�”
ž�A�U�K�“�‡�b�{�\�\�p
�x�z�Í�w�º�0�t�m�M�o
†�Ì�`�‡�b�{

• SSL �±�”�Ï�µ�w�^
R

• SSL �¯�ï�Â�ï�À  �ç�”�ç�w�^
R

• SSL �±�”�Ï�µ�w�¯�ï�Â�ï�À  �ç�”�ç�•�w�å�C
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SSL 	4�ƒ�±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä


¯ 2-6 �t�z SSL �±�”�Ï�µ�•�w  SSL �Ó�é�©�³  �æ�µ�Ä�w�å�C�q  SSL �¯�ï�Â�ï�À  �ç�”
�ç�w�^
R�s�r�z SSL 	4�ƒ�;  SSL �±�”�Ï�µ�w�^
R�t
ž�A�s	�	q�w�“�A�›�Ô�`�‡�b�{


¯ 2-6 SSL �±�”�Ì  �±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä  

�^�À�q�¯�Ú�ï�Å�w�«

1. SSL �±�”�Ï�µ�›�^
R�`�‡�b�{

(config)# service ssl_serv1
Create service <ssl_serv1>, [y/n]: y

2. �±�”�Ï�µ  �»� �Ó�q�`�o  ssl-accel �›�¦���`�‡�b�{

(config-service[ssl_serv1])# type ssl-accel

3. SSL �Þ�´�á�”�ç�›
÷�£�`�o�M�”  CSS �³�ß�”�³�w�µ�é�¿�Ä�›�¦���`�‡�b�{

(config-service[ssl_serv1])# slot 3

4. CSS �t�‘�”�\�w�±�”�Ï�µ�•�w�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�w
ù	ô�›�Á�®�t
�`�‡�b�{

(config-service[ssl_serv1])# keepalive type none

5. SSL �Ó�é�©�³  �æ�µ�Ä�›�\�w  SSL �±�”�Ï�µ�t�å�C�`�‡�b�{

(config-service[ssl_serv1])# add ssl-proxy-list ssl_list1

6. �¢	²�t�D�£�y	V�›���®�t�`�o�±�”�Ì� �t�Ã�”�»�›�y	V�`�o�T�’�«�å� �ž�ï
�Ä�t�í�`�‡�b�{

(config-service[ssl_serv1])# compress enable

HTTP �y	V�w	Ä�I�t�m�M�o�x�z �H 9 	·�® HTTP �y	V�w
ƒ���¯ �›�€	°�`�o�X
�i�^�M�{

7. SSL �±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-service[ssl_serv1])# active

8. SSL �¯�ï�Â�ï�À  �ç�”�ç�›�^
R�`�‡�b�{

(config)#  owner ssl_owner
Create owner <ssl_owner>, [y/n]: y
(config-owner[ssl_owner])# content ssl_rule1
Create content <ssl_rule1>, [y/n]: y
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

9. �\�w�¯�ï�Â�ï�À  �ç�”�ç�w  VIP �ž�Å�è�µ�‡�h�x�Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{
VIP �ž�Å�è�µ�x�z SSL �Ó�é�©�³  �æ�µ�Ä�p�¦���`�h�ž�Å�è�µ�q�‰�a�‹�w�›�¦
���`�o�X�i�^�M�{

(config-owner-content[ssl-rule1]# vip address 192.168.3.6 

10. �\�w�¯�ï�Â�ï�À  �ç�”�ç�w  TCP �Ù�”�Ä
j�ø�›�¦���`�‡�b�{�Ù�”�Ä
j�ø�x�z
SSL �Ó�é�©�³  �æ�µ�Ä�p�¦���`�h�Ù�”�Ä�q�‰�a�‹�w�›�¦���`�o�X�i�^�M�{

(config-owner-content[ssl-rule1]# port 444

11. 2 �m�Ž	Í�w  SSL �Þ�´�á�”�ç�›�–�;�`�o�M�”	Ô�ù�t�z�è� �à  5 �¯�ï�Â�ï�À
�ç�”�ç�t�0�`�o  SSL �Ì�”�´�ã�ï  3 �w�·�¿�³�ã�ï  ID �t�,�n�X�µ�Â�Ÿ�¿�©
Q
�›�–�;�b�”�t�x�z�¯�ï�Â�ï�À  �ç�”�ç�p�Í�w�‘�O�t�Í�å�Ý�”�»�›�¦���`�o�z
SSL �·�¿�³�ã�ï  ID �›�6�–�;�p�V�”�‘�O�t�`�‡�b�{

• application ssl �¯�Ú�ï�Å�›�Ö�—�`�o�z SSL �ž�Ó�æ�­�”�³�ã�ï  �»� �Ó�›�¦
���`�‡�b�{

(config-owner-content[ssl-rule1])# application ssl

• advanced-balance ssl �¯�Ú�ï�Å�›�Ö�—�`�o�z SSL �t�,�n�X�µ�Â�Ÿ�¿�©
Q
�›���®�t�`�‡�b�{

(config-owner-content[ssl-rule1])# advanced-balance ssl

12. SSL �±�”�Ï�µ�›�¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

(config-owner-content[ssl_rule1])# add service ssl_serv1

13. �¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-owner-content[ssl_rule1])# active

14. 
ƒ���w�!�Ë�º�0�›�î�æ
ƒ���t�-���`�‡�b�{

# copy running-config startup-config

15. �Ï
R�t�Ì�¿�«�¤�ï�Å  SSL �U���‡�•�”	Ô�ù�x 
¯ 2-7 �w�^�À�›�z �Ï
R�t  SSL �‰
�•�U���‡�•�”	Ô�ù�x�z 
¯ 2-8 �w�^�À�›���Z�‡�b�{


¯ 2-6 SSL �±�”�Ì  �±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä  �¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«



�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

2-16
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�Í�w�î�æ
ƒ���«�x�z 
¯ 2-6 �w�¯�Ú�ï�Å�›�Ö�—�`�h�A�L�›�Ô�`�o�M�‡�b�{

!************************** SERVICE ************************** 
service ssl-serv1
  type ssl-accel

slot 3
  keepalive type none
  add ssl-proxy-list ssl_list1 

compress enable
active

!*************************** OWNER *************************** 
owner ssl_owner

  content ssl_rule1
    protocol tcp
    vip address 192.168.3.6
    port 444
    application ssl
    advanced-balance ssl
    add service ssl-serv1 

active
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�q�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä


¯ 2-7 �t  SSL �Ó�é�©�³  �æ�µ�Ä�•�w�±�”�Ï�µ�w�å�C�•  SSL �¯�ï�Â�ï�À  �ç�”�ç�w�^

R�s�r�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�;  SSL �±�”�Ï�µ�w�^
R�t
ž�A�s	�	q�w�“�A�›
�Ô�`�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�p�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›���[�`�h	Ô�ù�x�z
�\�w	�	q�›�î�æ�`�‡�b�{


¯ 2-7 �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�q�̄ �ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä

�^�À�q�¯�Ú�ï�Å�w�«

1. SSL �±�”�Ï�µ�›�^
R�`�‡�b�{

(config)# service ssl_serv2
Create service <ssl_serv2>, [y/n]: y

2. �±�”�Ï�µ  �»� �Ó�q�`�o  ssl-accel-backend �›�¦���`�‡�b�{

(config-service[ssl_serv2])# type ssl-accel-backend

3. �\�w�±�”�Ï�µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{ �\�w  �ž�Å�è�µ�x�z backend-server
number ip address �¯�Ú�ï�Å�p  SSL �Ó�é�©�³  �æ�µ�Ä�º�t
ƒ���`�h  IP �ž�Å�è
�µ�q�°�•�^�d�”
ž�A�U�K�“�‡�b�{

(config-service[ssl_serv2])# ip address 192.168.4.4

4. �¢	²�t�D�£�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�>
Ý�Ù�”�Ä
j�ø�›
ƒ���`�‡�b�{�\�w�Ù�”
�Ä
j�ø�x�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ƒ���`�h�>
Ý  TCP �Ù�”�Ä
j�ø�q�°�•�^
�d�”
ž�A�U�K�“�‡�b�{ �Ã�Ñ�¥�ç�Ä�p�x�z �Ù�”�Ä
j�ø�x  80�z�\�w�«�p�x�z 8080
�p�b�{

(config-service[ssl_serv2])# port 8080
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5. �¢	²�t�D�£�Ã�Ñ�¥�ç�Ä�p�x�z�\�w�±�”�Ï�µ�w�©�”�Ó�ž�å� �Ò  �»� �Ó�x  ICMP
�p�b�{�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�w�©�”�Ó�ž�å� �Ò  �»� �Ó�x�z�s�`�z�É�”�Ü
�Å�z�µ�«�æ�Ó�Ä�=�z TCP�z SSL�z�‡�h�x�{�� / 
‡�{���‰�ø�=  HTTP �w�©�”�Ó
�ž�å� �Ò�t�p�V�‡�b�{ SSL�z TCP�z�‡�h�x�‰�ø�=�w�M�c�•�T�w�»� �Ó�›�¦
���b�”	Ô�ù�p�z�Ù�”�Ä�U�\�•�’�w�»� �Ó�w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�p�s�M	Ô�ù
�x�z�©�”�Ó�ž�å� �Ò�p�–�;�b�”�Ù�”�Ä�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z�©�”�Ó�ž�å� �Ò  �»� �Ó�›�{���‰�ø�=  HTTP �t
ƒ���b�”�t�x�z�Í
�w�‘�O�t�¯�Ú�ï�Å�›�î�æ�`�‡�b�{

(config-service[ssl_serv2])# keepalive type http encrypt

�Í�t�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�Ù�”�Ä�›
ƒ���`�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

(config-service[ssl_serv2])# keepalive port 443

�¢�«�£ �‰�ø�= HTTP �p�©�”�Ó�ž�å� �Ò�›
ƒ���b�”	Ô�ù�z 
ƒ���A�ˆ�w�Ì�ï�«
�¤�ï�Å  �±�”�Ì�w  IP �ž�Å�è�µ�q�î�±�”�Ì�w  IP �ž�Å�è�µ�x�‰�a�p�K
�”
ž�A�U�K�“�‡�b�{

6. SSL �Ó�é�©�³  �æ�µ�Ä�›�\�w  SSL �±�”�Ï�µ�t�å�C�`�‡�b�{

(config-service[ssl_serv2])# add ssl-proxy-list ssl_list1

7. SSL �±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-service[ssl_serv2])# active

8. �\�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�›  SSL �¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

(config)#  owner ssl_owner
(config-owner[ssl_owner])# content ssl_backend_rule1
Create content <ssl_backend_rule1>, [y/n]: y

9. �\�w�¯�ï�Â�ï�À  �ç�”�ç�w�>
Ý  IP �¢ VIP�£�ž�Å�è�µ�‡�h�x�Å�Ý� �ï�Ê�›
ƒ��
�`�‡�b�{ VIP �ž�Å�è�µ�U�>
Ý  SSL �±�”�Ì�w�¯�ï�Â�ï�À  �ç�”�ç�p�¦���`�h�ž
�Å�è�µ�q�‰�a�t�s�”�‘�O�t�`�o�X�i�^�M�{

(config-owner-content[ssl_backend_rule1]# vip address 192.168.3.6 


¯ 2-7 �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�q�̄ �ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä �¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

10. �\�w�¯�ï�Â�ï�À  �ç�”�ç�w  TCP �Ù�”�Ä
j�ø�›�¦���`�‡�b�{ SSL �Ó�é�©�³  �æ
�µ�Ä�w�Ì�¿�«�¤�ï�Å  SSL �w�¤�ï�Ä�æ�t�¦���`�h�>
Ý  TCP �Ù�”�Ä�q�‰�a
�Ù�”�Ä
j�ø�›�¦���`�o�X�i�^�M�{

(config-owner-content[ssl_backend_rule1]# port 8080

11. advanced-balance arrowpoint-cookie �¯�Ú�ï�Å�›�Ö�—�`�o�z arrowpoint �«�¿
�©�”�t�,�n�X�¯�ï�Â�ï�À  �ç�”�ç�w�µ�Â�Ÿ�¿�©
Q�›���®�t�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# advanced-balance 
arrowpoint-cookie 

12. �«�¿�©�”�t�,�n�X�µ�Â�Ÿ�¿�©
Q�›�–�;�b�”�‘�O�t�z url  �¯�Ú�ï�Å�›�z /* �›�¦
���`�o�î�æ�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# url “/*”

13. SSL �±�”�Ï�µ�›�¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# add service ssl_serv2

14. �¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# active

15. 
ƒ���w�!�Ë�º�0�›�î�æ
ƒ���t�-���`�‡�b�{

# copy running-config startup-config


¯ 2-7 �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�q�̄ �ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä �¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�Í�w�î�æ
ƒ���«�x�z 
¯ 2-7 �w�¯�Ú�ï�Å�›�Ö�—�`�h�A�L�¢�Ø�”�ç�Å�.�w
æ
ü�£�q�z

¯ 2-6 �w�>
Ý  SSL �±�”�Ì�t���È�b�”�¯�Ú�ï�Å�›�Ö�—�`�h�A�L�›�Ô�`�o�M�‡�b�{

!************************** SERVICE ************************** 
service ssl-serv1
  type ssl-accel

slot 3
  keepalive type none
  add ssl-proxy-list ssl_list1 

active

service ssl_serv2
  type ssl-accel-backend
  ip address 192.168.4.4
  port 8080
  keepalive http encrypt
  keepalive port 443
  add ssl-proxy-list ssl_list1 

active

!*************************** OWNER *************************** 
owner ssl_owner

content ssl_backend_rule1
    vip address 192.168.3.6
    advanced-balance arrowpoint-cookie
    protocol tcp
    port 8080
    url “/*”
    add service ssl_serv2

active

  content ssl_rule1
    protocol tcp
    vip address 192.168.3.6
    port 444
    application ssl
    advanced-balance ssl
    add service ssl-serv1 

active
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

SSL �‰�•�±�”�Ï�µ�w�«� �¿�«  �µ�»�”�Ä


¯ 2-8 �t�z SSL �‰�•�±�”�Ì�;  SSL �±�”�Ï�µ�w�^
R�t
ž�A�s	�	q�w�“�A�›�Ô�`�‡
�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�p  SSL �‰�•�±�”�Ì�›���[�`�h	Ô�ù�x�z�\�w	�	q�›�î�æ
�`�‡�b�{


¯ 2-8 SSL �‰�•�±�”�Ï�µ�w�«� �¿�«  �µ�»�”�Ä

�^�À�q�¯�Ú�ï�Å�w�«

1. SSL �±�”�Ï�µ�›�^
R�`�‡�b�{

(config)# service ssl_serv1
Create service <ssl_serv1>, [y/n]: y

2. �±�”�Ï�µ  �»� �Ó�q�`�o  ssl-init �›�¦���`�‡�b�{

(config-service[ssl_serv1])# type ssl-init

3. �\�w�±�”�Ï�µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{ �\�w  �ž�Å�è�µ�x�z backend-server
number ip address �¯�Ú�ï�Å�p  SSL �‰�•�Ó�é�©�³  �æ�µ�Ä�º�t
ƒ���`�h  IP �ž
�Å�è�µ�q�°�•�^�d�”
ž�A�U�K�“�‡�b�{ �®SSL �‰�•�w�Ó�é�©�³  �æ�µ�Ä�w�«� �¿
�«  �µ�»�”�Ä�¯ �›�€	°�`�o�X�i�^�M�{

(config-service[ssl_serv1])# ip address 192.168.2.3

4. �±�”�Ï�µ  �Ù�”�Ä�›
ƒ���`�‡�b�{�\�w�±�”�Ï�µ  �Ù�”�Ä�x�z SSL �‰�•�Ì�¿�«�¤
�ï�Å  �±�”�Ì  �Ù�”�Ä�q�°�•�^�d�”
ž�A�U�K�“�‡�b�{

(config-service[ssl_serv1])# port 8080
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5. �Ã�Ñ�¥�ç�Ä�p�x�z �\�w�±�”�Ï�µ�w�©�”�Ó�ž�å� �Ò  �»� �Ó�x  ICMP �p�b�{ SSL
�‰�•�p�x�z�©�”�Ó�ž�å� �Ò  �»� �Ó�x  ICMP �z�s�`�z SSL�z TCP�z�É�”�Ü�Å�z
�µ�«�æ�Ó�Ä�=�z�‡�h�x�{�� / 
‡�{���w�‰�ø�= HTTP �©�”�Ó�ž�å� �Ò�t
ƒ��
�p�V�‡�b�{ SSL�zTCP�z�‡�h�x�‰�ø�=�»� �Ó�w�M�c�•�T�›�¦���b�”	Ô�ù�p�z
�Ù�”�Ä�U�\�•�’�w�»� �Ó�w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�p�s�M	Ô�ù�x�z�©�”�Ó�ž�å
� �Ò�p�–�;�b�”�Ù�”�Ä�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�©�”�Ó�ž�å� �Ò  �Ù�”
�Ä�x�zSSL �‰�•�Ì�¿�«�¤�ï�Å  �±�”�Ì  �Ù�”�Ä�q�°�•�^�d�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z�©�”�Ó�ž�å� �Ò  �»� �Ó�›�{���‰�ø�=  HTTP �t
ƒ���b�”�t�x�z�Í
�w�‘�O�t�¯�Ú�ï�Å�›�î�æ�`�‡�b�{

(config-service[ssl_serv1])# keepalive type http encrypt
(config-service[ssl_serv1])# keepalive port 40443

�¢�«�£ �‰�ø�= HTTP �w�©�”�Ó�ž�å� �Ò�›
ƒ���b�”	Ô�ù�z
ƒ���^�•�h�‰�•
�±�”�Ì�w  IP �ž�Å�è�µ�q�î�±�”�Ì�w  IP �ž�Å�è�µ�x�‰�a�p�K�”
ž�A�U
�K�“�‡�b�{

6. SSL �‰�•�t�¦���`�h  SSL �Þ�´�á�”�ç�U
÷�£�^�•�o�M�”  CSS �³�ß�”�³�w�µ
�é�¿�Ä�›�¦���`�‡�b�{

(config-service[ssl_serv1])# slot 5

7. SSL �Ó�é�©�³  �æ�µ�Ä�›�\�w  SSL �±�”�Ï�µ�t�å�C�`�‡�b�{

(config-service[ssl_serv1])# add ssl-proxy-list ssl_list1

8. �¢	²�t�D�£ �y	V�›���®�t�`�o�±�”�Ì� �t�Ã�”�»�›�y	V�`�o�T�’�«�å� �ž�ï�Ä
�t�í�`�‡�b�{

(config-service[ssl_serv1])# compress enable

HTTP �y	V�w	Ä�I�t�m�M�o�x�z �H 9 	·�® HTTP �y	V�w
ƒ���¯ �›�€	°�`�o�X�i
�^�M�{

9. SSL �±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-service[ssl_serv1])# active


¯ 2-8 SSL �‰�•�±�”�Ï�µ�w�«� �¿�«  �µ�»�”�Ä�¢���V�£

�^�À�q�¯�Ú�ï�Å�w�«
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

�Í�w�î�æ
ƒ���«�x�z 
¯ 2-8 �w�¯�Ú�ï�Å�w�Ö�—�A�L�›
¯�`�o�M�‡�b�{

!************************** SERVICE ************************** 
service ssl-serv2
  type ssl-init

ip address 192.168.2.3
port 8080
slot 5

  keepalive type http encrypt
keepalive port 40443

  add ssl-proxy-list ssl_list1 
compress enable
active
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SSL �‰�•�w�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä


¯ 2-9 �t�z SSL �‰�•�±�”�Ì�;  SSL �¯�ï�Â�ï�À  �ç�”�ç�w�^
R�t
ž�A�s	�	q�w�“�A
�›�Ô�`�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�p  SSL �‰�•�±�”�Ì�›���[�`�h	Ô�ù�x�z�\�w	�
	q�›�î�ª�`�‡�b�{


¯ 2-9 SSL �‰�•�w�¯�ï�Â�ï�À  �ç�”�ç�w�«� �¿�«  �µ�»�”�Ä

1. 
ž�A�t� �a�o	t��	��›�^
R�`�‡�b�{

(config)#  owner ssl_owner
Create owner <ssl_owner>, [y/n]: y

2. SSL �‰�•�Ì�¿�«�¤�ï�Å  �±�”�Ì�›  SSL �¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

(config)#  owner ssl_owner
(config-owner[ssl_owner])# content ssl_init_rule1
Create content <ssl_init_rule1>, [y/n]: y

3. �\�w�¯�ï�Â�ï�À  �ç�”�ç�w�>
Ý  IP �¢ VIP�£�ž�Å�è�µ�‡�h�x�Å�Ý� �ï�Ê�›
ƒ��
�`�‡�b�{

(config-owner-content[ssl_backend_rule1]# vip address 192.168.2.3 

4. �\�w�¯�ï�Â�ï�À  �ç�”�ç�w  TCP �Ù�”�Ä
j�ø�›�¦���`�‡�b�{

(config-owner-content[ssl_backend_rule1]# port 80

5. �¢	²�t�D�£�«�¿�©�”�t�,�n�X�µ�Â�Ÿ�¿�©
Q�›�–�;�b�”�‘�O�t�z url  �¯�Ú�ï�Å
�›�z /* �›�¦���`�o�î�æ�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# url “/*”

6. �¢	²�t�D�£ advanced-balance arrowpoint-cookie �¯�Ú�ï�Å�›�Ö�—�`�o�z
arrowpoint �«�¿�©�”�t�,�n�X�¯�ï�Â�ï�À  �ç�”�ç�w�µ�Â�Ÿ�¿�©
Q�›���®�t�`
�‡�b�{

(config-owner-content[ssl_backend_rule1])# advanced-balance 
arrowpoint-cookie 

7. SSL �±�”�Ï�µ�›�¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# add service ssl_serv2

8. �¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

(config-owner-content[ssl_backend_rule1])# active

9. 
ƒ���w�!�Ë�º�0�›�î�æ
ƒ���t�-���`�‡�b�{

# copy running-config startup-config
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�H 2 	·       SSL 
ƒ���w�«� �¿�«  �µ�»�”�Ä

�Í�w�î�æ
ƒ���«�x�z 
¯ 2-9 �w�¯�Ú�ï�Å�›�Ö�—�`�h�A�L�›�Ô�`�o�M�‡�b�{

!*************************** OWNER *************************** 
owner ssl_owner

content ssl_init_rule1
    vip address 192.168.2.3

port 80
    url “/*”

advanced-balance arrowpoint-cookie
add service ssl_serv1
active



�H 2 	·       SSL 
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3
SSL 	Â�Ì	{�q�©�”�w
ƒ��

�\�w	·�p�x�z SSL 	Â�Ì	{�q�©�”�w
\
R�q� �ï�Ù�”�Ä�w�M�O�z�S�‘�|	Â�Ì	{�q�©�”
�›�Ñ�•� �ç�t���È
Ç�Z�o  CSS �p�–�;�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{�\�w	·�w	�
�s�º�0�x�Í�w�q�S�“�p�b�{

• SSL 	Â�Ì	{�q�©�”�w�“�A

• CSS �p�w	Â�Ì	{�q
•�µ�©�”�w
\
R

• �¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�w	j
‹

• 	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä

• 	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z

• 	Â�Ì	{�q
•�µ�©�”�w  CSS �T�’�w�_	†
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ƒ��
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SSL 	Â�Ì	{�q�©�”�w�“�A
�Ã�´�»�ç	Â�Ì	{�q�©�”  �Ö�ž�x�z�â�”�²�Ý	Â�;�w�Ã�´�»�ç  ID �w�°	��p�b�{	Â�Ì	{
�x�z VeriSign �•  Thawte �s�r�w  Certificate Authority�¢ CA; �Ý	Â�Á�£�U
C�æ�`�‡�b�{
�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�w	Â�Ì	{�t�x�z
C�æ�i�Ý	Â�Á�w�Ê
²�z�Ã�´�»�ç	z�Ê�z
�³�æ�ž�ç
j�ø�z	Â�Ì	{�w
C�æ�0	Å�p�K�”�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�w�Ê
²�z�¬�‰
�©�”�z	Â�Ì	{�w�æ�®�Ô�›�Ô�b�»� �Ü�µ�»�ï�Ó�U�G	\�`�o�K�“�‡�b�{

CA �x�z�×
��U�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�w	Â�Ì	{�w
C�æ�i�p�K�”�\�q�›	Â�Ì�b
�”�z	ô�T�p�V�”  CA 	Â�Ì	{�‹���™�`�‡�b�{�\�w	Â�Ì	{�t�‘�l�o�z�‰�a  CA �U
C�æ
�`�h  Certificate Revocation List�¢ CRL; 	Â�Ì	{�æ�®�æ�µ�Ä�£�w
C�æ�i�‹�z�‰�7�t	Â
�Ì�^�•�‡�b�{	ô�T�p�V�”  CA 	Â�Ì	{�t�x�z CA �w�Ý���Ê�z�¬�‰�©�”�z�Ã�´�»�ç	z
�Ê�U�G�L�^�•�o�M�‡�b�{

CSS �p	Â�Ì	{�q�©�”�U
ž�A�t�s�”�w�x�Í�w	Ô�ù�p�b�{

• SSL 	4�ƒ�•�±�”�Ì�w	Â�Ì	{�q�©�”�w	��˜�U
ž�A�{

• SSL �‰�•�•�«�å� �ž�ï�Ä�w	Â�Ì	{�q�©�”�w	��˜�U
ž�A�{

• �«�å� �ž�ï�Ä�Ý	Â�•�«�å� �ž�ï�Ä	Â�Ì	{�q	Â�Ì	{�æ�®�æ�µ�Ä�¢ CRL�£�w
C�æ
�i  CA �U
Y�`�M�\�q�›�¬�Ý�b�”�h�Š�t�z�f�w  CA �T�’	ô�T�p�V�”  CA 	Â�Ì	{
�›	��˜�`�s�Z�•�y�s�’�s�M�{

SSL 	4�ƒ�z�«�å� �ž�ï�Ä�Ý	Â�z�‡�h�x  SSL �‰�•�›
ƒ���b�”�t�x�z�f�w
²�t�Ã�´
�»�ç	Â�Ì	{�›  CSS �Ã�Ÿ�µ�«�¢�Ñ�å�¿�³�á  �Ã�Ÿ�µ�«�‡�h�x�Ë�”�Å�Ã�Ÿ�µ�«�£�t�¼
�¢�ï�é�”�Å�b�”
ž�A�U�K�“�‡�b�{ SSL 	4�ƒ�‡�h�x  SSL �‰�•�w	Ô�ù�x�z�¬�‰�©�” /

•�µ�©�”�w�Ö�ž�‹  CSS 	Í�t�-���`�s�Z�•�y�s�“�‡�d�œ�{ CSS �p�x�z�Ã�´�»�ç	Â
�Ì�q�©�”  �Ö�ž�x�z�†
¶�s�–�¬�º�t�K�”�‰�ø�=�Ñ�•� �ç�t�-���^�•�‡�b�{

�±�”�Ì�S�‘�|�«�å� �ž�ï�Ä�w	Â�Ì	{�w	Ô�ù�x�z CA �T�’	!�–�`�h�Ñ�•� �ç�›�–�;
�b�”�M�O�z�7���w�·�©�á�ž  �±�”�Ì�T�’	Â�Ì	{�q�©�”�›� �ï�Ù�”�Ä�b�”�M�O�z CSS
�p� �×�w	Â�Ì	{�q�©�”�›
\
R�b�”�M�O�U�–�;�p�V�‡�b�{ CSS �p�x�z�Â�µ�Ä�;�w	Â
�Ì	{�q�©�”�›  CSS �º�p�^
R�p�V�‡�b�{���¥�t�‘�l�o�x�z	ô�T�p�V�”�Ý	Â�Á�U
C
�æ�`�h	Â�Ì	{�q�©�”�w�E�˜�“�t�z �×
ü�p
\
R�`�h	Â�Ì	{�›�–�;�p�V�”	Ô�ù�U�K�“
�‡�b�{�h�q�Q�y�z�'�À�º�w  Web �±� �Ä�p  CSS �q  SSL �›�–�;�b�”���¥�p�x�z	ô�T
�p�V�”  CA �T�’	!�–�`�h	Â�Ì	{�x
ž�c�`�‹
Æ�D�=�p�x�K�“�‡�d�œ�{ CSS �º�p
\
R
�^�•�h	Â�Ì	{�q�©�”  �Ö�ž�p�z� �ï�Ä�å�É�¿�Ä  SSL �w�A�E�›�¬�h�d�”�\�q�U�K�“
�‡�b�{
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
SSL 	Â�Ì	{�q�©�”�w�“�A

	Â�Ì	{�‡�h�x�©�”  �Ö�ž�›  CSS �t� �ï�Ù�”�Ä�`�h�™�z�Ñ�•� �ç�Ê�›
Ç�Z�s�Z�•�y
�s�“�‡�d�œ�{�\�w�Ñ�•� �ç�Ê�x�z SSL 	4�ƒ�z�«�å� �ž�ï�Ä�Ý	Â�z SSL �‰�•�›
ƒ��
�b�”�q�V�t�–�;�`�‡�b�{

�«�™ CSS �p	Â�Ì	{�q�©�”�›� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä�b�”	Ô�ù�z CSS �U�É�¿�Ä
�ë�”�«�Ú�¢�ï�Ä�`�h�æ�Þ�”�Ä  �³�µ�Â�Ü	Í�w�Ñ�•� �ç  �³�µ�Â�Ü�T�’�Ò�”�Ä�b�”

�¢�Ã�Ÿ�µ�«�è�µ���¥�p�ˆ�^�b�”�£�‘�O�t
ƒ���^�•�o�M�s�M�\�q�›�¬�Ý�`�o�X�i�^
�M�{ CSS �w�É�¿�Ä�ë�”�«�Ú�¢�ï�Ä�M�Ü�w�Ò�”�Ä�x�z SSL 	4�ƒ�p�x�±�Ù�”�Ä�^�•�‡
�d�œ�{�m�‡�“�z	Â�Ì	{�q�©�”�x�z CSS �q  SSL �Þ�´�á�”�ç�t�é�”�§�ç�p�K�”
ž�A
�U�K�“�‡�b�{

�¢�«�£ SSL 	Â�Ì	{�q�©�”  �Ö�ž�›� �ï�Ù�”�Ä�‡�h�x
\
R�b�”�M�t	G
ü�s�·�©�á�æ�Â�Ÿ�›
�¬�-�b�”�h�Š�t�‹�z���g	��x  CSS �w�¤	��â�”�²  �Þ�”�Å�›�g�r�`�z�f�•�’�w�â�”
�²  �Þ�”�Å�›�k�¨�s�Í�µ�ë�”�Å  �Ù�æ�³�”�p�-�¢�b�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M
�o�x�z�° Cisco Content Services Switch Command Reference�±�w�H 2 	·�®CLI Commands�¯
�w�®(config) username-technician�¯�›�€	°�`�o�X�i�^�M�{


$  3-1 �t�z CSS �p�w  RSA �©�”  �Ö�ž�q  SSL �±�”�Ì  	Â�Ì	{�w
ƒ���M�O�w�“�A�›�Ô�`
�‡�b�{
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SSL 	Â�Ì	{�q�©�”�w�“�A
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$  3-1 SSL �©�”�q�±�”�Ì	Â�Ì	{�w
ƒ���w�“�A

10
45

48

FTP  SFTP  CSS  FTP 
 CSS  RSA  

 

FTP 

 CSS 

 RSA
  

?

RSA /  CSS 
  

  CSS  SSL 

?

CSR  SSL 
CSR  RSA   

FTP  
 CSS 

 CSS 

CSS SSL  
 

  CSS  
RSA  

?

CSR CA  Web  
CSR  CA CA 
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
CSS �p�w	Â�Ì	{�q
•�µ�©�”�w
\
R

CSS �p�w	Â�Ì	{�q
•�µ�©�”�w
\
R
�7���w	Â�Ì	{�q
•�µ�©�”�U�K�”	Ô�ù�x�z�f�•�’�›  CSS �Ã�Ÿ�µ�«�t� �ï�Ù�”�Ä�p
�V�‡�b�{�7���w	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�w	Ä�I�t�m�M�o�x�z �®	Â�Ì	{�q
•
�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä�¯ �›�€	°�`�o�X�i�^�M�{

CSS �w�7���w�©�”�z Diffie-Hellman �Í�å�Ý�”�»�z�S�‘�|	Â�Ì	{�U�s�M	Ô�ù�x�z CSS
�t
Ê�ˆ���‡�•�o�M�”�°�È�w	Â�Ì	{�S�‘�|
•�µ�©�”���g�â�”�Â�Ÿ�æ�Â�Ÿ�p�f�•�’
�›
\
R�p�V�‡�b�{�\�•�’�w�â�”�Â�Ÿ�æ�Â�Ÿ�›�–�;�b�”�q�z RSA 
•�µ�©�”�z DSA

•�µ�©�”�z Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�z Certificate Signing Request�¢ CSR;
	Â�Ì	{	z�Ê�A�{�£ �z�S�‘�|�×�~	z�Ê�w�>	Â�Ì	{�›���o�t
\
R�p�V�‡�b�{

�¢�«�£ ssl genrsa�z gencsr�z gendsa�z�S�‘�|  gencert �w�b�‚�o�w�¯�Ú�ï�Å�p�z���®�s	Â�Ì
	{�‡�h�x�©�”  �Ö�ž�›�^
R�p�V�‡�b�{�h�i�`�z�\�w	Â�Ì	{�x�„�q�œ�r�w  Web �Ò�å
�¢�²�p�z �Ý�Ý�p�V�s�M  CA �t�‘�l�o	z�Ê�^�•�h�‹�w�q�ˆ�s�^�•�”�\�q�t�y�™�`�o
�X�i�^�M�{ 
\
R�^�•�h	Â�Ì	{�x�>	Â�Ì	{�p�K�“�z ���®�8�v�x  1 �å���p�b�{ ssl gencsr
�¯�Ú�ï�Å�›�î�æ�b�”�q�z Privacy Enhanced Mail�¢ PEM�£���Ü�p
Ö�ø�=�^�•�h  PKCS10
�p	Â�Ì	{�A�{�U
\
R�^�•�‡�b�{

�\�\�p�x�z�Í�w�º�0�t�m�M�o
†�Ì�`�‡�b�{

• RSA �©�”  �Ö�ž�w
\
R

• DSA �©�”  �Ö�ž�w
\
R

• Diffie-Hellman �©�”  �Í�å�Ý�”�»�w
\
R

• 	Â�Ì	{	z�Ê�A�{�w
\
R�w�h�Š�w  RSA �©�”�w�–�;

• �×�~	z�Ê	Â�Ì	{�w
\
R
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RSA �©�”  �Ö�ž�w
\
R

RSA �©�”  �Ö�ž�x�z�Í�­�¿�Ä  �Ã�”�»�w	z�Ê�q�‰�ø�=�t�–�;�^�•�‡�b�{�\�w�©�”  �Ö
�ž�x�z���w
÷�”�¢�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�£�q  CSS ���p  SSL 	Â�Ì	{�›�¦�õ�b
�”
²�t�;�™�b�”
ž�A�U�K�“�‡�b�{�©�”  �Ö�ž�q�x�z�¬�‰�©�”�q�f�•�t�0� �b�”
•
�µ�¢�³�”�«�è�¿�Ä�£�©�”�w�\�q�p�b�{
\
R�^�•�h  RSA �©�”  �Ö�ž�x  CSS �t�Ñ�•� 
�ç�q�`�o�-���^�•�‡�b�{


‡�0	¶�‰�ø�=�w�h�Š�w  RSA 
•�µ / �¬�‰�©�”  �Ö�ž�›
\
R�b�”�t�x�z ssl genrsa �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl genrsa filename numbits “ password”  

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• filename�•
\
R�^�•�”  RSA �©�”  �Ö�ž  �Ñ�•� �ç�w�Ê
²�{ 31 ���È�Ž�º�w�Â�©�µ
�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{ �©�”  �Ö�ž�w�Ñ�•� �ç�Ê�x�z CSS �p
�Ý���›�æ�O�h�Š�i�Z�t�–�;�`�‡�b�{

• numbits�•�©�”  �Ö�ž�w�§�S�{�©�”  �Ö�ž  �Ñ�•� �ç�w�Ï�¿�Ä
:�t�‘�l�o�z Web �Ä
�å�ï�²�«�³�ã�ï�w�-�¢�t�–�;�^�•�”  RSA �©�”  �Ö�ž�w�±� �¶�U�>�‡�“�‡�b�{
�©�”�U�Õ�Z�•�y  RSA �·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�w�§�S�U�ô�‡�“�z�·�©�á�æ�Â�Ÿ
�U�§�=�^�•�‡�b�{���®�s�¤�ï�Ä�æ�¢�Ï�¿�Ä
:�£�x�z 512 �¢�7	–�§�S�w�·�©�á
�æ�Â�Ÿ�£�z768 �¢
ª	j�§�S�w�·�©�á�æ�Â�Ÿ�£ �z1024 �¢�ô�M�§�S�w�·�©�á�æ�Â�Ÿ�£ �z
�S�‘�|  2048 �¢�7�G�§�S�w�·�©�á�æ�Â�Ÿ�£�p�b�{

• �l password�z�• RSA 
•�µ�©�”�›�Ñ�•� �ç�q�`�o  CSS �t�-���b�”
²�t  Data
Encryption Standard�¢ DES; �Ã�”�»�‰�ø�F�¨�£�›�–�;�`�o  RSA 
•�µ�©�”�›
Ö�ø
�=�b�”�q�V�t�–�;�b�”�Í�µ�ë�”�Å�{�Ñ�•� �ç�›
Ö�ø�=�b�”�q�z CSS �t� �ï
�Ù�”�Ä�`�h	Â�Ì	{�•
•�µ�©�”�•�w
Æ
Y�s�ž�«�·�µ�›�w�­�p�V�‡�b�{ 35 ���È
�Ž�º�w�Â�©�µ�Ä���È�»�w�Í�µ�ë�”�Å�›�¾�;
Ö�p�“�œ�p�Ö�—�`�‡�b�{ �Ö�—�`�h
�Í�µ�ë�”�Å�x�z CSS �î�æ
ƒ���t  DES �p
Ö�ø�=�^�•�h���È�»�q�`�o�Ô�^�•�‡
�b�{

�h�q�Q�y�z RSA �©�”  �Ö�ž  myrsakeyfile1 �›
\
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�î�æ�`
�‡�b�{

(config) # ssl genrsa myrsakeyfile1 1024  “passwd123”
 Please be patient this could take a few minutes
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ƒ��
CSS �p�w	Â�Ì	{�q
•�µ�©�”�w
\
R

RSA �©�”  �Ö�ž�›
\
R�`�h�’�z RSA �©�”  �Ö�ž  �Ñ�•� �ç�w	Â�Ì	{	z�Ê�A�{�¢ CSR�£
�Ñ�•� �ç�›
\
R�`�z	Â�Ì	{�A�{�›�Ý	Â�Á�¢ CA�£�t�8
ù�p�V�‡�b�{�\�•�t�‘�l�o�z
CSS 	Í�w  RSA 
•�µ�©�”�U�Ú
€�–�;�^�•�z �Ž
æ�T�’�8
ù�b�”
ž�A�U�s�X�s�”�h�Š�z
�·�©�á�æ�Â�Ÿ
Ú�U�§�=�^�•�‡�b�{�Í�t�z CA �U	Â�Ì�A�{�t� �t�`�z�Ý	Â�^�•�h	Â
�Ì	{�›�&
ù�`�o�X�”�‡�p�z�º
æ�p�Â�µ�Ä�;�t�–�;�b�”�>�w	Â�Ì	{�›�^
R�p�V�‡
�b�{
\
R�`�h�¤�©�”  �Ö�ž�›�–�;�b�”�t�x�z�0� �b�”	Â�Ì	{�U
ž�A�p�b�{

�^�’�t�z�\�w	·�w �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç
�Z�¯ �w
†�Ì�t	H�l�o�z
\
R�^�•�h  RSA �©�”  �Ö�ž�t  RSA �©�”  �Ö�ž�Ê�›���È
Ç�Z
�”
ž�A�U�K�“�‡�b�{

DSA �©�”  �Ö�ž�w
\
R

DSA �x�z�����w  National Institutes of Standards and Technology �¢ NIST; ���q
ª	j�U
	[�Z�€	t�£�p�‰
C�^�•�h�¬�‰�©�”�¦�õ�‰�ø�=�³�µ�Â�Ü�p�b�{ DSA �x�z�Ã�´�»�ç
	z�Ê�i�Z�t�–�;�p�V�z
•�µ / �¬�‰�©�”�w�¦�õ�t�x�–�;�p�V�‡�d�œ�{
\
R�^�•�h
DSA �©�”  �Ö�ž�x  CSS �t�Ñ�•� �ç�q�`�o�-���^�•�‡�b�{


‡�0	¶�‰�ø�=�w�h�Š�w  DSA 
•�µ / �¬�‰�©�”  �Ö�ž�›
\
R�b�”�t�x�z ssl gendsa �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl gendsa filename numbits “ password”

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• filename�•
\
R�b�”  DSA �©�”  �Ö�ž  �Ñ�•� �ç�w�Ê
²�{ 31 ���È�Ž�º�w�Â�©�µ�Ä
���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{�©�”  �Ö�ž�w�Ñ�•� �ç�Ê�x�z CSS �p
�Ý���›�æ�O�h�Š�i�Z�t�–�;�`�‡�b�{

• numbits�•�©�”  �Ö�ž�w�§�S�{�©�”  �Ö�ž  �Ñ�•� �ç�w�Ï�¿�Ä
:�t�‘�l�o�z Web �Ä
�å�ï�²�«�³�ã�ï�w�-�¢�t�–�;�^�•�”  DSA �©�”  �Ö�ž�w�±� �¶�U�>�‡�“�‡�b�{
�©�”�U�Õ�Z�•�y  DSA �·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�w�§�S�U�ô�‡�“�z�·�©�á�æ�Â�Ÿ
�U�§�=�^�•�‡�b�{���®�s�¤�ï�Ä�æ�¢�Ï�¿�Ä
:�£�x�z 512 �¢�7	–�§�S�w�·�©�á
�æ�Â�Ÿ�£�z768 �¢
ª	j�§�S�w�·�©�á�æ�Â�Ÿ�£ �z�S�‘�|  1024 �¢�ô�M�§�S�w�·�©�á
�æ�Â�Ÿ�£�p�b�{

• �l password�z�• DSA 
•�µ�©�”�›�Ñ�•� �ç�q�`�o  CSS �t�-���b�”
²�t  DES �›�–
�;�`�o  DSA 
•�µ�©�”�›
Ö�ø�=�b�”�q�V�t�–�;�b�”�Í�µ�ë�”�Å�{�Ñ�•� �ç�›

Ö�ø�=�b�”�q�z CSS �t� �ï�Ù�”�Ä�`�h	Â�Ì	{�•
•�µ�©�”�•�w
Æ
Y�s�ž�«�·�µ
�›�w�­�p�V�‡�b�{ 35 ���È�Ž�º�w�Â�©�µ�Ä���È�»�w�Í�µ�ë�”�Å�›�¾�;
Ö�p�“
�œ�p�Ö�—�`�‡�b�{�Ö�—�`�h�Í�µ�ë�”�Å�x�z CSS �î�æ
ƒ���t  DES 
Ö�ø�=���È
�»�q�`�o�Ô�^�•�‡�b�{
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�h�q�Q�y�z DSA �©�”  �Ö�ž  mydsakeyfile2 �›
\
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�î�æ�`
�‡�b�{

(config) # ssl gendsa mydsakeyfile2 512 “passwd123”
Please be patient this could take a few minutes

�^�’�t�z�\�w	·�w �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç
�Z�¯ �w
†�Ì�t	H�l�o�z
\
R�^�•�h  DSA �©�”  �Ö�ž�t  DSA �©�”  �Ö�ž�Ê�›���È
Ç�Z
�”
ž�A�U�K�“�‡�b�{

Diffie-Hellman �©�”  �Í�å�Ý�”�»�w
\
R

Diffie-Hellman �x�z�ž���©�”�ù�™�ž�ç�°�æ�¶�Ü�w�°	��p�b�{ Diffie-Hellman �©�”�¦
�õ�p�x�z 
ó�v�s�ž�ç�°�æ�¶�Ü�q�¬�‰ / 
•�µ�©�”�›�–�;�`�o�Í�­�¿�Ä  �Ã�”�»�›�‰�ø
�=�`�z 
î�ø�=�`�‡�b�{ 
\
R�^�•�h  Diffie-Hellman �©�”  �Í�å�Ý�”�»  �Ñ�•� �ç�U  CSS
�t�-���^�•�‡�b�{ ssl gendh �¯�Ú�ï�Å�›�–�;�`�o�z Diffie-Hellman �©�”�ù�™�Í�å�Ý�”
�»  �Ñ�•� �ç�›
\
R�`�‡�b�{

�¢�«�£ Diffie-Hellman �©�”�ù�™�Í�å�Ý�”�»  �Ñ�•� �ç�w
\
R�t�x  20 
ü�„�r�T�T�”	Ô�ù�U
�K�“�z CPU �t�‹�G�V�s
Û�Y�›�)�Q�‡�b�{ ssl gendh �â�”�Â�Ÿ�æ�Â�Ÿ�w�î�æ�¤�x�z�Í
�Ñ�¥�”�Ú�ï�µ�•�w�q�è�¹�›�w�Y�h�Š�t�‹�z CSS �w�Ä�å�Ñ�Ÿ�¿�«
Û�Y�U�ô�X�s�’�s
�M�‘�O�t�«�™�`�o�X�i�^�M�{

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl gendh filename numbits “ password”

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• filename�• Diffie-Hellman �©�”  �Í�å�Ý�”�»�›�-���b�”�Ñ�•� �ç�w�Ê
²�{ 31 ��
�È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{�Ñ�•� �ç�Ê�x�z
CSS �p�Ý���›�æ�O�h�Š�i�Z�t�–�;�`�‡�b�{

• numbits�•�©�”�w�§�S�{�\�w�Ñ�•� �ç�w�Ï�¿�Ä
:�t�‘�l�o�z Web �Ä�å�ï�²�«
�³�ã�ï�w�-�¢�t�–�;�^�•�”  Diffie-Hellman �©�”�w�±� �¶�U�>�‡�“�‡�b�{�©�”
�U�Õ�Z�•�y  Diffie-Hellman �·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�w�§�S�U�ô�‡�“�z�·�©�á�æ
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�Â�Ÿ�U�§�=�^�•�‡�b�{���®�s�¤�ï�Ä�æ�¢�Ï�¿�Ä
:�£�x�z 512 �¢�7	–�§�S�w�·
�©�á�æ�Â�Ÿ�£�z 768 �¢
ª	j�§�S�w�·�©�á�æ�Â�Ÿ�£ �z 1024 �¢�ô�M�§�S�w�·�©�á�æ
�Â�Ÿ�£�z�S�‘�|  2048 �¢�7�G�§�S�w�·�©�á�æ�Â�Ÿ�£�p�b�{

• �l password�z�• Diffie-Hellman �©�”�›�Ñ�•� �ç�q�`�o  CSS �t�-���b�”
²�t  DES
�›�–�;�`�o  Diffie-Hellman �©�”�›
Ö�ø�=�b�”�q�V�t�–�;�b�”�Í�µ�ë�”�Å�{
�Ñ�•� �ç�›
Ö�ø�=�b�”�q�z CSS �t� �ï�Ù�”�Ä�`�h	Â�Ì	{�•
•�µ�©�”�•�w
Æ
Y
�s�ž�«�·�µ�›�w�­�p�V�‡�b�{ 35 ���È�Ž�º�w�Â�©�µ�Ä���È�»�w�Í�µ�ë�”�Å�›
�¾�;
Ö�p�“�œ�p�Ö�—�`�‡�b�{�Ö�—�`�h�Í�µ�ë�”�Å�x�z CSS �î�æ
ƒ���t  DES

Ö�ø�=���È�»�q�`�o�Ô�^�•�‡�b�{

�h�q�Q�y�z Diffie-Hellman �©�”  �Í�å�Ý�”�»  �æ�µ�Ä dhparamfile2 �›
\
R�b�”�t�x�z
�Í�w�¯�Ú�ï�Å�›�î�æ�`�‡�b�{

(config) # ssl gendh dhparamfile2 512 “passwd123”
Please be patient this could take a few minutes

�^�’�t�z�\�w	·�w �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç
�Z�¯ �w
†�Ì�t	H�l�o�z
\
R�^�•�h  Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�t  
Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�Ê�›���È
Ç�Z�”
ž�A�U�K�“�‡�b�{

	Â�Ì	{	z�Ê�A�{�w
\
R�w�h�Š�w  RSA �©�”�w�–�;

RSA �©�”  �Ö�ž  �Ñ�•� �ç�w	Â�Ì	{	z�Ê�A�{�¢ CSR�£�Ñ�•� �ç�›
\
R�`�z�f�w	Â�Ì
�A�{�›  CA �t�8
ù�b�”�t�x�z ssl gencsr rsakey �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï
�Å�p�x�z PEM ���Ü�p
Ö�ø�=�^�•�h  PKCS10 �p  CSR �U
\
R�^�•�‡�b�{

CSR �Ñ�•� �ç�x�z	ý�`�M	Â�Ì	{�w	z�Ê�›�A�{�b�”	Ô�ù�•�z	Â�Ì	{�›�Ë	ý�b�”	Ô
�ù�t
\
R�b�”
ž�A�U�K�“�‡�b�{ CA �U RSA 
•�µ�©�”�›�–�;�`�o	z�Ê�b�”�q�z CSR
�x	Â�Ì	{�t�s�“�‡�b�{

rsakey �!
:�t�x�z RSA 	Â�Ì	{�w�^
R�t�–�;�^�•�”�©�”�›�¦���`�‡�b�{�\�w�©�”
�x�z	Â�Ì	{�t�’�Š���‡�•�o�M�”�¬�‰�©�”�p�b�{

CSR 
\
R�;�t  RSA �©�”�Ö�ž�›�–�;�b�”�M�x�z RSA �©�”�Ö�ž  �Ñ�•� �ç�U  CSS �t
�é�”�Å�^�•�o�M�”�\�q�›�¬�Ý�`�‡�b�{ 
\
R�^�•�h  RSA �©�”�Ö�ž�q  RSA �©�”�Ö�ž
�Ê�›���È
Ç�Z�‡�b�¢ �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç
�Z�¯ �€	°�£ �{�&
~�s�©�”  �Ö�ž�U���O�`�s�M	Ô�ù�z CSS �w�é�¬�t�¤�å�”  �Ý�¿�·�”�´
�U	Z�—�^�•�‡�b�{
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�h�q�Q�y�z RSA �©�”  �Ö�ž  myrsakey1 �t�,�n�M�o  CSR �›
\
R�b�”�t�x�z�Í�w�¯�Ú
�ï�Å�›�î�æ�`�‡�b�{

CSS11503(config)# ssl gencsr myrsakey1
You are about to be asked to enter information
that will be incorporated into your certificate
request. What you are about to enter is what is
called a Distinguished Name or a DN.
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [US] US
State or Province (full name) [SomeState] Massachusetts
Locality Name (city) [SomeCity] Boxborough
Organization Name (company name) [Acme Inc] Cisco Systems, Inc.
Organizational Unit Name (section) [Web Administration] Web Admin
Common Name (your domain name) [www.acme.com] www.cisco.com
Email address [webadmin@acme.com] webadmin@cisco.com

-----BEGIN CERTIFICATE REQUEST-----
MIIBWDCCAQICAQAwgZwxCzAJBgNVBAYTAlVTMQswCQYDVQQIEwJNQTETMBEGA1UE
BxMKQm94Ym9yb3VnaDEcMBoGA1UEChMTQ2lzY28gU3lzdGVtcywgSW5jLjESMBAG
A1UECxMJV2ViIEFkbWluMRYwFAYDVQQDEw13d3cuY2lzY28uY29tMSEwHwYJKoZI
hvcNAQkBFhJra3JvZWJlckBjaXNjby5jb20wXDANBgkqhkiG9w0BAQEFAANLADBI
AkEAqHXjtQUVXvmo6tAWPiMpe6oYhZbJUDgTxbW4VMCygzGZn2wUJTgLrifDB6N3
v+1tKFndE686BhKqfyOidml3wQIDAQABoAAwDQYJKoZIhvcNAQEEBQADQQA94yC3
4SUJJ4UQEnO2OqRGLOZpAElc4+IV9aTWK6NmiZsM9Gt0vPhIkLx5jjhVRLlb27Ak
H6D5omXa0SPJan5x
-----END CERTIFICATE REQUEST-----

CSS11503(config)# 

ssl gencsr �¯�Ú�ï�Å�›�î�æ�b�”�q�z PEM ���Ü�p
Ö�ø�=�^�•�h  PKCS10 �p  CSR �U
\

R�^�•�z�f�•�U�h�Ø�t	Z�—�^�•�‡�b�{	��s�Ý	Â�Á�w���X�U�z�h�Ø�t
¯�Ô�^�•�h	Â
�Ì	{�A�{�›�f�w�‡�‡�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�`�o
ù
Ç�p�V�”  Web �ž�Ó�æ�­�”
�³�ã�ï�›���™�`�o�M�‡�b�{�h�Ø�t
¯�Ô�^�•�h	Â�Ì	{�x�z
ž�A�t� �a�o�Ñ�•� �ç�t
�‹�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�p�V�‡�b�{ CSR �x  CSS �t�-���^�•�‡�d�œ�{

�¢�«�£ ��	Z�F
M�^�•�h�Ò�å�¢�²�p�w  128 �Ï�¿�Ä�w�‰�ø�=�›�•�D�b�”�¬�é�”�Ì�ç  �±� �Ä
	Â�Ì	{�U
ž�A�s	Ô�ù�x�z CA �t  SETUP/SGC 	Â�Ì	{�‡�h�x�½�£�”�ï	Â�Ì	{�›�A�{
�`�o�X�i�^�M�{	Â�Ì	{�›	!�Z	��l�h�’�z�f�w	Â�Ì	{�›  CSS �p�–�;�p�V�”�‘�O�t
	j
‹�b�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�w	j
‹�¯
�›�€	°�`�o�X�i�^�M�{
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CSR �›�Ý	Â�Á�¢ CA�£�t
ù�”�q�z	z�Ê
Ç�V�w	Â�Ì	{�U  7 �Ô�Ž�º�t�§�V�‡�b�{ CSR
�›	!�Z	��l�h�’�z �f�w  CSR �›  CSS �t� �ï�Ù�”�Ä�`�o���È
Ç�Z�”
ž�A�U�K�“�‡�b�{
CSR �w� �ï�Ù�”�Ä�M�O�t�m�M�o�x�z �®	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«
�µ�Ù�”�Ä�¯ �›�€	°�`�o�X�i�^�M�{	Â�Ì	{�w���È
Ç�Z�w�M�O�t�m�M�o�x�z �®	Â�Ì	{
�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z�¯ �›�€	°�`�o�X�i�^�M�{

	z�Ê
Ç�V�w	Â�Ì	{�U�§�X�‡�p�w���t�z CSR �›�^
R�`� �×�w
•�µ�©�”�p�f�w  CSR
�t	z�Ê�`�o�>	Â�Ì	{�›�^
R�`�z CSR �Ñ�•� �ç�›�Â�µ�Ä�b�”�\�q�U�p�V�‡�b�{�\
�•�t�‘�l�o���®�s	Â�Ì	{�U
\
R�^�•�‡�b�U�z�\�w	Â�Ì	{�x�„�q�œ�r�w  Web �Ò�å
�¢�²�p�z�Ý�Ý�p�V�s�M  CA �t�‘�l�o	z�Ê�^�•�h�‹�w�q�ˆ�s�^�•�‡�b�{�>	Â�Ì	{�w

\
R�M�O�t�m�M�o�x�z �®�×�~	z�Ê	Â�Ì	{�w
\
R�¯ �›�€	°�`�o�X�i�^�M�{

�×�~	z�Ê	Â�Ì	{�w
\
R

SSL �Â�µ�Ä�›�æ�O	Ô�ù�x�z CSR �›
\
R�`�z� �×�w
•�µ�©�”�p�f�w  CSR �t	z�Ê�`
�o�z�>�w	Â�Ì	{�›�^
R�p�V�‡�b�{
\
R�^�•�h�>	Â�Ì	{�w���®�8�v�x  30 �Ô���p�b�{
�>	Â�Ì	{�›�^
R�`�z CSS �w�Ã�Ÿ�µ�«�t�K�”�Ñ�•� �ç�t�-���b�”�t�x�z ssl gencert
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ ssl gencert �¯�Ú�ï�Å�›�î�æ�b�”�q�z���®�s	Â�Ì	{�U�^
R�^�•�‡�b�{�h�i�`�z�\�w
	Â�Ì	{�x�„�q�œ�r�w  Web �Ò�å�¢�²�p�z�Ý�Ý�p�V�s�M  CA �t�‘�l�o	z�Ê�^�•�h�‹
�w�q�ˆ�s�^�•�‡�b�{

	Â�Ì	{�›�^
R�b�”�M�x�z�Í�w�:�›�ß�€�`�o�X�i�^�M�{

• 	Â�Ì	{�w�,�t�s�”�©�”  �Ö�ž�¢ RSA �‡�h�x  DSA�£

• 	Â�Ì	{�t	z�Ê�b�”�h�Š�t�–�;�^�•�”�©�”  

ssl gencert �¯�Ú�ï�Å�›�î�æ�b�”�q�z RSA �©�”  �Ö�ž�‡�h�x  DSA �©�”  �Ö�ž�›�–�;�`
�o  RSA 	Â�Ì	{�•  DSA 	Â�Ì	{�t	z�Ê�p�V�‡�b�{

�¢�«�£ CSS �p�x  DSA �©�”�t�‘�”  RSA 	Â�Ì	{�•�w	z�Ê �¢�S�‘�|  RSA �©�”�t�‘�”  DSA 	Â
�Ì�•�w	z�Ê�£�U�D�ó�p�b�U�z RSA �©�”�t�‘�”  RSA 	Â�Ì	{�•�w	z�Ê�¢�S�‘�|  DSA
�©�”�t�‘�”  DSA �•�w	z�Ê�£�w�M�U�°
`�$�p�b�{
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�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl gencert certkey certkey signkey signkey certfile “ password”

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• certkey certkey�•	Â�Ì	{�w�,�t�s�”  RSA �©�”  �Ö�ž�‡�h�x  DSA �©�”  �Ö�ž�w�Ê

²�{ 31 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

• signkey signkey�•	Â�Ì	{�w	z�Ê�t�–�;�^�•�”  RSA �‡�h�x  DSA �©�”  �Ö�ž�{ 31
���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

• certfile�•	Â�Ì	{�›�Ñ�•� �ç�q�`�o  CSS �t�-���b�”�h�Š�t�–�;�b�”�Ñ�•� �ç
�Ê�{ 31 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

• �l password�z�•	Â�Ì	{�›�Ñ�•� �ç�q�`�o  CSS �t�-���b�”
²�t  DES �›�–�;�`�o
	Â�Ì	{�Ñ�•� �ç�›
Ö�ø�=�b�”�h�Š�t�–�;�b�”�Í�µ�ë�”�Å�{ �Ñ�•� �ç�›
Ö�ø�=
�b�”�q�z CSS �t� �ï�Ù�”�Ä�`�h	Â�Ì	{�•
•�µ�©�”�•�w
Æ
Y�s�ž�«�·�µ�›�w�­
�p�V�‡�b�{ 35 ���È�Ž�º�w�Â�©�µ�Ä���È�»�w�Í�µ�ë�”�Å�›�¾�;
Ö�p�“�œ�p�Ö
�—�`�‡�b�{�Ö�—�`�h�Í�µ�ë�”�Å�x�z CSS �î�æ
ƒ���t  DES 
Ö�ø�=���È�»�q�`
�o�Ô�^�•�‡�b�{

�h�q�Q�y�z	Â�Ì	{  mycertfile2 �›�0�é
â�^�p
\
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�î�æ�`
�‡�b�{

CSS11503(config)# ssl gencert certkey myrsakey signkey myrsasignkey  
myrsacertfile  “passwd123”
You are about to be asked to enter information
that will be incorporated into your certificate
request. What you are about to enter is what is
called a Distinguished Name or a DN.
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [US] US
State or Province (full name) [SomeState] Massachusetts
Locality Name (city) [SomeCity] Boxborough
Organization Name (company name) [Acme Inc] Cisco Systems, Inc.
Organizational Unit Name (section) [Web Administration] Web Admin
Common Name (your domain name) [www.acme.com] www.cisco.com
Email address [webadmin@acme.com] webadm@cisco.com

CSS11503(config)# 

�^�’�t�z�\�w	·�w �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç
�Z�¯ �w
†�Ì�t	H�l�o�z�\�w�>	Â�Ì	{�w�º�0�›�Ñ�•� �ç�Ê�t���È
Ç�Z�”
ž�A�U�K�“
�‡�b�{
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�w	j
‹

�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�w	j
‹
��	Z�U
M�v�^�•�o�M�s�M�Ò�å�¢�²�p�x�z 40 �Ï�¿�Ä�w�‰�ø�=�›�–�;�`�o  SSL �±�”
�Ï�µ�•�w
€���›�‰�•�p�V�‡�b�{�è	×�w�±�”�Ì	Â�Ì	{�›�–�;�b�”�q�z�Ò�å�¢�²�q
�±�”�Ì�x  SSL �Ë�ï�Å�³�£� �«�›�î�æ�`�z 40 �Ï�¿�Ä�w�©�”�›�–�;�`�o�ž�Ó�æ�­�”
�³�ã�ï  �Ã�”�»�›�‰�ø�=�`�‡�b�{

�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�x�z��	Z�F
M�^�•�h�Ò�å�¢�²�p�w  128 �Ï�¿�Ä�w�‰�ø�=
�›�•�D�b�”�¦�Á�^�•�h�±�”�Ì	Â�Ì	{�p�b�{ �±�”�Ì�U�¬�é�”�Ì�ç	Â�Ì	{�›�–�;�`�o
�Ò�å�¢�²�t� �t�b�”�q�z�«�å� �ž�ï�Ä�p�x�×�ˆ�$�t
€���›�6	��“�>�Š�`�o  128
�Ï�¿�Ä�w�‰�ø�=�›�–�;�`�‡�b�{

CA �t�¬�é�”�Ì�ç  �±� �Ä	Â�Ì	{�›�A�{�`�h	Ô�ù�x�z �¬�é�”�Ì�ç	Â�Ì	{�q�f�w�¤��
CA 	Â�Ì	{�w�†�M�›	��˜�b�”
ž�A�U�K�“�‡�b�{�¤��  CA 	Â�Ì	{�p�z�¬�é�”�Ì�ç	Â
�Ì	{�›�U	Â�`�‡�b�{�¤��	Â�Ì	{�x�z
http://www.verisign.com/support/install/intermediate.html �w�æ�ï�«�T� ’ 	 � � ˜ �p �V�‡
�b�{

�¤��	Â�Ì	{�›	��˜�`�h�’�z�†�M�w	Â�Ì	{�›  1 �m�w�Ñ�•� �ç�t�¯�Ð�”�`�o�z�½�£�”
�ï	Â�Ì	{�›�^
R�`�‡�b�{ CSS �x�z	Â�Ì	{�½�£�”�ï
¶�.�›  1 �m�w�Ñ�•� �ç�q�`�o�7
	s�w  SSL �Ë�ï�Å�³�£� �«�Ì�t�«�å� �ž�ï�Ä�t�&�`�‡�b�{

�±�”�Ì�w�¬�é�”�Ì�ç	Â�Ì	{�q�¤��	Â�Ì	{�›  FTP �±�”�Ì�t�¯�Ð�”�`�‡�b�{ CSS �;
�w�½�£�”�ï	Â�Ì	{�›�^
R�b�”	Ô�ù�x�z �¬�é�”�Ì�ç	Â�Ì	{�q�¤��	Â�Ì	{�›
Y�`�M	q
	‚�p�¯�Ð�”�b�”
ž�A�U�K�“�‡�b�{�Ñ�•� �ç�t�x�z�7	s�t�±�”�Ì  �¬�é�”�Ì�ç  �±� 
�Ä	Â�Ì	{�›�7�“
Ç�Z�o�T�’�z�¤��	Â�Ì	{�›�7�“
Ç�Z�‡�b�{ 2 �m�w	Â�Ì	{�w���t�x
�~�æ�›  1 �æ
à�Ö�b�”
ž�A�U�K�“�‡�b�{

�®	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä�¯ �w
†�Ì�t	H�l�o�z�Ñ�•� 
�ç�›�-���`�o  CSS �t� �ï�Ù�”�Ä�`�‡�b�{
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	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä
�7���‡�h�x	ý�`�M	Â�Ì	{�q
•�µ�©�”�x�z�æ�Þ�”�Ä�w�·�©�á�ž  �±�”�Ì�t�-���^�•
�o�M�”  1 �m�‡�h�x
ó
:�w�Ñ�•� �ç�T�’  CSS �Ã�Ÿ�µ�«�t� �ï�Ù�”�Ä�p�V�‡�b�{	Â
�Ì	{�w�^
R�M�O�t�m�M�o�x�z �®CSS �p�w	Â�Ì	{�q
•�µ�©�”�w
\
R�¯ �›�€	°�`�o�X
�i�^�M�{

�\�•�’�w�Ñ�•� �ç�›�8
ù�b�”	Ô�ù�x�z CSS �q�æ�Þ�”�Ä  �±�”�Ì���p�†
¶�s�‰�ø�=
�8
ù�Ý�§�Ç�¶�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ CSS �x  Secure Shell �Ó�é�Ä�¯�ç

�¢ SSHv2�£�›�±�Ù�”�Ä�`�o�M�‡�b�{ SSH �Ó�é�Ä�¯�ç�›�–�;�b�•�y�z�-�¢�^�•�o�M
�s�M�É�¿�Ä�ë�”�«�›�p�`�o  2 �F�w�×�µ�Ä���p�†
¶�s�‰�ø�=�è	ô�›�æ�O�\�q�U�p
�V�‡�b�{ CSS �x�z Secure File Transfer Protocol �¢ SFTP; �·�©�á�ž  �Ñ�•� �ç�8
ù�Ó
�é�Ä�¯�ç�£�S�‘�|�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�¢ FTP�£�›�–�;�`�o�É�¿�Ä�ë�”�«  �Ã�Ì
� �µ���p�w�Ñ�•� �ç�w�8
ù�›�±�Ù�”�Ä�`�‡�b�{ 2 �m�w�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�w
�O�j�z�8
ù�Ý�§�Ç�¶�Ü�q�`�o�x  SFTP �›
¬�R�b�”�\�q�›�S�ç�Š�`�‡�b�{ SFTP �x
FTP �q�Å�o�M�‡�b�U�z�†
¶�p�‰�ø�=�^�•�h
€���›�–�;�`�‡�b�{

	Â�Ì	{�•�©�”�›  CSS �t� �ï�Ù�”�Ä�b�”
²�t�z�Í�w�:�t�«�™�`�o�X�i�^�M�{

• CSS �p�z CSS �•�w  SSH �ž�«�·�µ�›���®�t�`�o  SSH �«�å� �ž�ï�Ä�T�’�w
€��
�›	!�Z�Ö�•�”�\�q�U�p�V�”�‘�O�t�`�o�X�i�^�M�{�‡�h�z	Â�Ì	{�•�©�”�›�8
ù
�b�”
²�t�·�©�á�ž���g�å� �·�ï�µ  �©�”�›� �ï�µ�Ä�”�ç�`�o�X�i�^�M�{ �Ã�Ñ�¥
�ç�Ä�p�x�z SSH �ž�«�·�µ�x�z no restrict ssh �¯�Ú�ï�Å�t�‘�l�o�¬�é�”�Ì�ç�t
���®�=�^�•�o�M�‡�b�{ SSH �ž�«�·�µ�U
M�v�^�•�o�M�”�T�z�å� �·�ï�µ  �©�”
�U� �ï�µ�Ä�”�ç�^�•�o�M�s�M�q�z CSS �x�«�å� �ž�ï�Ä�T�’�w  SSH 
€���›	!
�Z�Ö�•�”�\�q�U�p�V�c�z copy ssl sftp �¯�Ú�ï�Å�U�æ

�`�z�¤�å�”  �Ý�¿�·�”�´
�U
\
R�^�•�‡�b�{

�¢�«�£ CSS �p�w  Secure Shell Daemon�¢ SSHD�£�w
ƒ���w	Ä�I�t�m�M�o�x�z �° Cisco
Content Services Switch Security Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

• SFTP �±�”�Ì�p�x�z�â�”�²  �Ã�Ÿ�è�«�Ä�æ�U	Â�Ì	{�q�©�”�w�-���^�•�o�M�”
�Ã�Ÿ�è�«�Ä�æ�›�Ô�b�‘�O�t�z �±�”�Ì�U�&
~�t
ƒ���^�•�o�M�”�T�¬�Ý�`�o�X�i
�^�M�{ SFTP �±�”�Ì�q�w���p	Â�Ì	{�q�©�”�›�&
~�t�¯�Ð�”�b�”�h�Š�t�‹�z�\
�w�Í�µ�x
Y�`�X
ƒ���b�”
ž�A�U�K�“�‡�b�{
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä

�«�™ SSH �›�–�;�b�”	Ô�ù�x�z�É�¿�Ä�ë�”�«  �Ú�¢�ï�Ä�`�h�æ�Þ�”�Ä  �³�µ�Â�Ü�w�Ñ�•� 
�ç  �³�µ�Â�Ü�T�’  CSS �›�Ò�”�Ä�b�”�¢�Ã�Ÿ�µ�«�è�µ���¥�£�‘�O�t�s�l�o�M�s�M�\
�q�›�¬�Ý�`�o�X�i�^�M�{  SSH �U���®�p�z�T�m�z�É�¿�Ä�ë�”�«�Ú�¢�ï�Ä�^�•�h�Ñ�•
� �ç  �³�µ�Â�Ü�T�’  CSS �U�É�¿�Ä�ë�”�«  �Ò�”�Ä�^�•�h	Ô�ù�x�z SSH �Ó�é�Ä�¯�ç�w
	s�8�=�U�æ

�`�o�z�¤�å�”  �Ý�¿�·�”�´�U  CSS �w�é�¬�t	Z�—�^�•�‡�b�{�\�w�ˆ�^
�x�z	Â�Ì	{�q�©�”�w� �ï�Ù�”�Ä�•�¤�«�µ�Ù�”�Ä�t�è�¹�`�‡�b�{

	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�;�Ã�Ñ�¥�ç�Ä  SFTP �‡�h�x  FTP �±�”�Ì�w

ƒ��

�‰�•�b�”
²�t�z ftp-record �¯�Ú�ï�Å�›�–�;�`�o�z� �ï�Ù�”�Ä�`�h	Â�Ì	{�•
•�µ
�©�”�›  CSS �w�Ã�Ÿ�µ�«�t�¼�¢�ï�é�”�Å�b�”�h�Š�t�–�;�b�”  SFTP �±�”�Ì�‡�h�x
FTP �±�”�Ì�›���[�`�‡�b�{ CSS �T�’�±�”�Ì�t�ž�«�·�µ�b�”�q�V�t�–�;�b�”  SFTP
�‡�h�x  FTP �è�¯�”�Å  �Ñ�•� �ç�w�^
R�;�w  ftp-record �¯�Ú�ï�Å�w�–�;�M�O�t�m�M
�o�x�z �° Cisco Content Services Switch Administration Guide�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ copy ssl �¯�Ú�ï�Å�p�–�;�b�”  FTP �è�¯�”�Å�›���[�b�”�M�t�z �Õ�”�µ  �Ã�Ÿ�è�«�Ä�æ
�›�–�;�b�”�‘�O�p�K�•�y�z�f�w�Ã�Ÿ�è�«�Ä�æ�›  SSH �±�”�Ì�U�¨�ò�^�•�o�M�”
�Ã�Ÿ�è�«�Ä�æ�T�’�w
ì�0�Ã�Ÿ�è�«�Ä�æ�q�`�o�¦���`�o�X�i�^�M�{�h�q�Q�y�z�â�”
�²�Ê�U  sshlogin �p�z SSH �±�”�Ì�U  d:\Program Files\Network �t� �ï�µ�Ä�”�ç�^�•�o
�M�”	Ô�ù�z�Ñ�•� �ç�w�Ã�Ñ�¥�ç�Ä  �Ã�Ÿ�è�«�Ä�æ�x  d:\Program Files\Network\ssh �t
�s�“�‡�b�{  SFTP �±�”�Ì�q�w���p	Â�Ì	{�q�©�”�›�&
~�t�¯�Ð�”�b�”�h�Š�t�x�z�\
�w�Í�µ�›
Y�`�X
ƒ���b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z ssl_record �›���[�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

# ftp-record ssl_record 192.168.19.21 johndoe “abc123” /home/johndoe



�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä

3-16
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

	Â�Ì	{�q
•�µ�©�”�w  CSS �•�w�8
ù

copy ssl �¯�Ú�ï�Å�›�–�;�b�”�q�z CSS �q�w���p	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡
�h�x�¤�«�µ�Ù�”�Ä�›���o�t�î�æ�p�V�‡�b�{� �ï�Ù�”�Ä�^�•�h�Ñ�•� �ç�x�b�‚�o�z
CSS �w�†
¶�s	Ô	t�t�-���^�•�‡�b�{�\�w�¯�Ú�ï�Å�x�z�µ�”�Í�”�â�”�²  �Þ�”�Å�p
�i�Z�î�æ�p�V�‡�b�{  

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

copy ssl [protocol] ftp_record [import filename [format] “ password” 
{ “ passphrase” }|export filename2 “ password” ] 

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• protocol �•	Â�Ì	{�•
•�µ�©�”  �Ñ�•� �ç�›�8
ù�b�”�q�V�t�–�;�b�”�Ó�é�Ä�¯�ç
�w�»� �Ó�{���®�s�¤�ï�Ä�æ�x�z sftp �‡�h�x  ftp  �p�b�{�8
ù�Ý�§�Ç�¶�Ü�q�`�o�z
�7�‹�†
¶�s  SFTP �Ó�é�Ä�¯�ç�w�–�;�›�S�ç�Š�`�‡�b�{

• ftp_record�•�æ�Þ�”�Ä  �×�µ�Ä	Ø�C�›�¨�ò�`�o�M�”�^
R�A�ˆ  FTP �è�¯�”�Å�w�Ê

²

• import �•�Ñ�•� �ç�›�æ�Þ�”�Ä  �±�”�Ì�T�’� �ï�Ù�”�Ä�b�”�{

• filename�•�±�”�Ì�T�’� �ï�Ù�”�Ä�b�”�Ñ�•� �ç�w�Ê
²�{�Ñ�•� �ç�•�w�ì
¶�Í
�µ�›�–�;�`�‡�b�{�7�G�p  128 ���È�›�–�;�p�V�‡�b�{

• format �•� �ï�Ù�”�Ä�b�”	Â�Ì	{�w�Ñ�•� �ç���Ü�{ PEM ���Ü�t�!�õ�^�•�z DES

Ö�ø�=�U�æ�˜�•�h	Â�Ì	{�Ñ�•� �ç�x�z CSS SCM 	Í�w�›	��¢�T�m�†
¶�£�s�Ã�Ÿ
�è�«�Ä�æ�t�-���^�•�‡�b�{� �ï�Ù�”�Ä  �Ñ�•� �ç�w���®�s���Ü�x�Í�w�q�S�“
�p�b�{

�µ DER�• Distinguished Encoding Rules�¢ DER�£�›�–�;�`�h  ASN.1 �w�Ì� �Æ
�æ
Ö�ø�=�¢ DER 
Ö�ø�=���Ü�w  X509 	Â�Ì	{�£ �{�h�q�Q�y�z Microsoft Windows
NT IIS 4.0 �±�”�Ì�T�’� �ï�Ù�”�Ä�^�•�h	Â�Ì	{�U�\�•�t�˜�p�`�‡�b�{

�µ PEM�• Privacy Enhanced Mail�¢ PEM�£�t�‘�”  Base64 
Ö�ø�=�¢ PEM 
Ö�ø
�=���Ü�w  X509 	Â�Ì	{�£�{�h�q�Q�y�z Apache/SSL UNIX �±�”�Ì�T�’� �ï
�Ù�”�Ä�^�•�h	Â�Ì	{�U�\�•�t�˜�p�`�‡�b�{  

�µ PKCS12�• RSA Data Security, Inc. �U�f���`�h	Â�Ì	{�q
•�µ�©�”�w�-����
�Ü�w�F�¨�{ �h�q�Q�y�z Microsoft Windows 2000 IIS 5.0 �±�”�Ì�T�’� �ï�Ù�”
�Ä�^�•�h	Â�Ì	{�U�\�•�t�˜�p�`�‡�b�{
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä

• �l password�z�•� �ï�Ù�”�Ä�`�h	Â�Ì	{�‡�h�x
•�µ�©�”�›  DES 
Ö�ø�=�b�”	Ô�ù�t
�–�;�b�”�Í�µ�ë�”�Å�{� �ï�Ù�”�Ä�`�h�Ñ�•� �ç�›
Ö�ø�=�b�”�q�z CSS 	Í�w	Â
�Ì	{�•
•�µ�©�”�•�w
Æ
Y�s�ž�«�·�µ�›�w�Y�\�q�U�p�V�‡�b�{ 35 ���È�Ž�º�w
�Â�©�µ�Ä���È�»�w�Í�µ�ë�”�Å�›�¾�;
Ö�p�“�œ�p�Ö�—�`�‡�b�{�Ö�—�`�h�Í�µ
�ë�”�Å�x�z CSS �î�æ
ƒ���t  DES 
Ö�ø�=���È�»�q�`�o�Ô�^�•�‡�b�{

• �l passphrase�z�•�¢ PEM �Ñ�•� �ç�w�¦�Ó�³�ã�ï�£ CSS �•� �ï�Ù�”�Ä�b�”�Ì�t	Â
�Ì	{�•�©�”�›�‰�ø�=�b�”�h�Š�w�Í�µ�Ñ�è�”�¶�{ �Í�µ�Ñ�è�”�¶  �Â�©�µ�Ä�›�z �¾
�;
Ö�p�“�œ�p�Ö�—�`�‡�b�{

�¢�«�£ PKCS12 �Ñ�•� �ç �¢ .pfx�£�w�Í�µ�Ñ�è�”�¶�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{
CSS �U�z�Í�µ�Ñ�è�”�¶�›�–�;�`�o�Ñ�•� �ç�›
î�ø�=�`�‡�b�{

• export �•�æ�Þ�”�Ä  �±�”�Ì�t�Ñ�•� �ç�›�¤�«�µ�Ù�”�Ä�b�”�{

• filename2�•�±�”�Ì�w�Ñ�•� �ç�t
Ç�Z�”�Ê
²�{�Ñ�•� �ç�•�w�ì
¶�Í�µ�›�–�;�`
�‡�b�{�µ�Ö�”�µ�›���‡�s�M  32 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c
�t�Ö�—�`�‡�b�{

�¢�«�£ � �ï�Ù�”�Ä�`�h�Ñ�•� �ç�t�x�z 	Â�Ì	{�z RSA/DSA �©�”  �Ö�ž�z�‡�h�x  Diffie-Hellman
�Í�å�Ý�”�»�U���‡�•�‡�b�{�›���w�¯�ï�Â�ï�À�›�Ñ�•� �ç�Ê�t���È
Ç�Z�o�z�Ñ�•� 
�ç�t	Â�Ì	{�z
•�µ�©�”�z Diffie-Hellman �Í�å�Ý�”�»�w�M�c�•�U���‡�•�”�T�›�Ô�b

ž�A�U�K�“�‡�b�{ �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç
�Z�¯ �›�€	°�`�o�X�i�^�M�{

�h�q�Q�y�z 	Â�Ì	{  rsacert.pem �›�æ�Þ�”�Ä  �±�”�Ì�T�’  CSS �t� �ï�Ù�”�Ä�b�”�t�x�z
�Í�w�‘�O�t�Ö�—�`�‡�b�{

# copy ssl sftp ssl_record import rsacert.pem PEM “passwd123” 
Connecting
Completed successfully
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	Â�Ì	{  rsakey.pem �›�æ�Þ�”�Ä  �±�”�Ì�T�’  CSS �t� �ï�Ù�”�Ä�b�”�t�x�z�Í�w�‘�O
�t�Ö�—�`�‡�b�{

# copy ssl sftp ssl_record import rsakey.pem PEM “passwd123” 
Connecting
Completed successfully

	Â�Ì	{  rsacert.pem �›  CSS �T�’�æ�Þ�”�Ä  �±�”�Ì�t�¤�«�µ�Ù�”�Ä�b�”�t�x�z�Í�w�‘
�O�t�Ö�—�`�‡�b�{

# copy ssl sftp ssl_record export rsacert.pem “passwd123”

copy ssl �¯�Ú�ï�Å�p	Â�Ì	{�‡�h�x�©�”�w� �ï�Ù�”�Ä�t�æ

�`�h	Ô�ù�x�z�Í�w�:�›
�¬�Ý�`�o�X�i�^�M�{

• ftp �è�¯�”�Å�w�â�”�²  �ž�§�¢�ï�Ä�q�Í�µ�ë�”�Å�U
Y�`�M�T�r�O�T

• �Õ�”�µ  �Ã�Ÿ�è�«�Ä�æ�U  ssh �‡�h�x  ssh/path �t�s�l�o�M�”�T�r�O�T

• SSH �±�”�Ì�t�x�a�D�ó�T�r�O�T

• ftp �è�¯�”�Å�t
ƒ���^�•�o�M�”  SSH �±�”�Ì�w  IP �ž�Å�è�µ�U
Y�`�M�T�r�O�T
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z

	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z
	Â�Ì	{�q�©�”  �Ö�ž  �Ñ�•� �ç�w� �ï�Ù�”�Ä�•
\
R�U�ì�ƒ�b�”�q�z�\�•�’�w�Ñ�•� 
�ç�t	Â�Ì	{�z
•�µ�©�”�z Diffie-Hellman �Í�å�Ý�”�»�w�M�c�•�U���‡�•�o�M�”�T�›
CSS �t�Ô�b
ž�A�U�K�“�‡�b�{�\�•�x�z	Â�Ì	{�w�Ê
²�z�¬�‰ / 
•�µ�©�”  �Ö�ž�w�Ê

²�z�‡�h�x  Diffie-Hellman �Í�å�Ý�”�»�w�Ê
²�›�›���w� �ï�Ù�”�Ä�A�ˆ�Ñ�•� �ç�t
���È
Ç�Z�”�\�q�p�æ�M�‡�b�{

�¤	��w	Â�Ì	{�q
•�µ�©�”�w�¯�Ú�ï�Å�p�¦���`�h�¤�ï�Ä�æ�›�Ñ�•� �ç�t���È
Ç�Z
�”�q�z�f�w�Ì� �ï�Ã�Ÿ�ï�¬�U  CSS �w�î�æ
ƒ���t�-���^�•�‡�b�{
ƒ���!�Ë�›�-��
�`�o�Í�s�w�æ�Ò�”�Ä�Ì�t  CSS �p�f�w
ƒ���›�–�;�p�V�”�‘�O�t�b�”�t�x�z CSS �T
�’�é�¬�ž�¢�Ä�`�h�“  CSS �›�6�S�Ò�”�Ä�`�h�“�b�”
²�t�z�î�æ
ƒ���Ñ�•� �ç�w�º
�0�›�I�ˆ
ƒ���Ñ�•� �ç�t�¯�Ð�”�b�”
ž�A�U�K�“�‡�b�{ CSS �›�6�S�Ò�”�Ä�b�”�q�z
	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�q�©�”  �ž�¹�³�¤�”�³�ã�ï�U�×�ˆ�$�t�é�”�Å�^�•�‡�b�{

�\�\�p�x�z�Í�w�º�0�t�m�M�o
†�Ì�`�‡�b�{

• 	Â�Ì	{�q�Ñ�•� �ç�q�w���È
Ç�Z

• RSA �©�”  �Ö�ž�q�Ñ�•� �ç�q�w���È
Ç�Z

• DSA �©�”  �Ö�ž�q�Ñ�•� �ç�q�w���È
Ç�Z

• Diffie-Hellman �Í�å�Ý�”�»�Ê�q�Ñ�•� �ç�q�w���È
Ç�Z

• 	Â�Ì	{�q�©�”  �Ö�ž�w�¬�Ý

	Â�Ì	{�q�Ñ�•� �ç�q�w���È
Ç�Z

� �ï�Ù�”�Ä�‡�h�x
\
R�`�h	Â�Ì	{�t	Â�Ì	{�w�Ê
²�›���È
Ç�Z�”�t�x�z ssl associate
cert �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 
Œ�„�t  no �›
Ç�Z�o�\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z �Ñ�•
� �ç�q�w���È
Ç�Z�U�r	†�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl associate cert certname filename

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• certname�•���È
Ç�Z�”	Â�Ì	{�Ê�{ 31 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“
�‡�c�t�Ö�—�`�‡�b�{
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•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z
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• filename�•	Â�Ì	{�›���‰�Ñ�•� �ç�w�Ê
²�{ 128 ���È�Ž�º�w�Ê
²�›�Ö�—�`�‡�b�{
� �ï�Ù�”�Ä�‡�h�x
\
R�^�•�h	Â�Ì	{�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl associate
cert certname ? �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�h�q�Q�y�z � �ï�Ù�”�Ä�^�•�h	Â�Ì	{�Ñ�•� �ç  rsacert.pem �t	Â�Ì	{�Ê  myrsacert1 �›
���È
Ç�Z�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # ssl associate cert myrsacert1 rsacert.pem

�Ñ�•� �ç�q�w���È
Ç�Z�›�r	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # no ssl associate ssl cert myrsacert1

�¢�«�£ �\�w  no �›�¦���`�h�¯�Ú�ï�Å�x�z���È
Ç�Z�’�•�h	Â�Ì	{�U�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é
�©�³  �æ�µ�Ä�p�–�;�¤�t�s�l�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{

RSA �©�”  �Ö�ž�q�Ñ�•� �ç�q�w���È
Ç�Z

� �ï�Ù�”�Ä�‡�h�x
\
R�`�h  RSA �©�”  �Ö�ž�t  RSA �©�”  �Ö�ž�Ê�›���È
Ç�Z�”�t�x�z
ssl associate rsakey �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 
Œ�„�t  no �›
Ç�Z�o�\�w�¯�Ú�ï�Å�›�î
�æ�b�”�q�z�Ñ�•� �ç�q�w���È
Ç�Z�U�r	†�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl associate rsakey keyname filename

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• keyname�•���È
Ç�Z�”  RSA �©�”  �Ö�ž�Ê�{ 31 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾
�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

• filename�• RSA �©�”  �Ö�ž�›���‰�Ñ�•� �ç�w�Ê
²�{ 128 ���È�Ž�º�w�Ê
²�›�Ö�—
�`�‡�b�{ � �ï�Ù�”�Ä�‡�h�x
\
R�^�•�h  RSA �©�”�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl
associate rsakey keyname ? �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�h�q�Q�y�z RSA �©�”�Ê  myrsakey1 �›�z� �ï�Ù�”�Ä�^�•�h  rsakey.pem �t���È
Ç�Z�”
�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # ssl associate rsakey myrsakey1 rsakey.pem
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�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z

�Ñ�•� �ç�q�w���È
Ç�Z�›�r	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # no ssl associate rsakey myrsakey1

�¢�«�£ �\�w  no �›�¦���`�h�¯�Ú�ï�Å�x�z���È
Ç�Z�’�•�h  RSA �©�”  �Ö�ž�U�ž�«�Â�Ÿ�Ò�s
SSL �Ó�é�©�³  �æ�µ�Ä�p�–�;�¤�t�s�l�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{

DSA �©�”  �Ö�ž�q�Ñ�•� �ç�q�w���È
Ç�Z

� �ï�Ù�”�Ä�‡�h�x
\
R�`�h  DSA �©�”  �Ö�ž�t  DSA �©�”  �Ö�ž�Ê�›���È
Ç�Z�”�t�x�z
ssl associate dsakey �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 
Œ�„�t  no �›
Ç�Z�o�\�w�¯�Ú�ï�Å�›�î
�æ�b�”�q�z�Ñ�•� �ç�q�w���È
Ç�Z�U�r	†�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl associate dsakey keyname filename

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• keyname�•���È
Ç�Z�”  DSA �©�”  �Ö�ž�Ê�{ 31 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾
�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

• filename�• DSA �©�”  �Ö�ž�›���‰�Ñ�•� �ç�w�Ê
²�{ 128 ���È�Ž�º�w�Ê
²�›�Ö�—
�`�‡�b�{� �ï�Ù�”�Ä�‡�h�x
\
R�^�•�h  DSA �©�”�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z
ssl associate dsakey keyname ? �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�h�q�Q�y�z DSA �©�”�Ê  mydsakey1 �›�z� �ï�Ù�”�Ä�^�•�h  dsakey.pem �t���È
Ç�Z
�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # ssl associate dsakey mydsakey1 dsakey.pem

�Ñ�•� �ç�q�w���È
Ç�Z�›�r	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # no ssl associate dsakey mydsakey1

�¢�«�£ �\�w  no �›�¦���`�h�¯�Ú�ï�Å�x�z���È
Ç�Z�’�•�h  DSA �©�”  �Ö�ž�U�ž�«�Â�Ÿ�Ò�s
SSL �Ó�é�©�³  �æ�µ�Ä�p�–�;�¤�t�s�l�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{



�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z
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Diffie-Hellman �Í�å�Ý�”�»�Ê�q�Ñ�•� �ç�q�w���È
Ç�Z

� �ï�Ù�”�Ä�‡�h�x
\
R�`�h  Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�t  Diffie-Hellman
�Í�å�Ý�”�»�Ê�›���È
Ç�Z�”�t�x�z ssl associate dhparam �¯�Ú�ï�Å�›�–�;�`�‡�b�{

Œ�„�t  no �›
Ç�Z�o�\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ñ�•� �ç�q�w���È
Ç�Z�U�r	†�^
�•�‡�b�{

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl associate dhparam paramname filename

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• paramname�•���È
Ç�Z�”  Diffie-Hellman �Í�å�Ý�”�»�Ê�{ 31 ���È�Ž�º�w�Â�©�µ
�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

• filename�• Diffie-Hellman �Í�å�Ý�”�»�›���‰�Ñ�•� �ç�w�Ê
²�{ 128 ���È�Ž�º�w
�Ê
²�›�Ö�—�`�‡�b�{� �ï�Ù�”�Ä�‡�h�x
\
R�^�•�h  Diffie-Hellman �Ñ�•� �ç�w
�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl associate dhparam filename ? �¯�Ú�ï�Å�›�–�;�`�‡
�b�{

�h�q�Q�y�z� �ï�Ù�”�Ä�^�•�h  dhparams.pem �t  Diffie-Hellman �Í�å�Ý�”�»�Ê  
mydhparam1 �›���È
Ç�Z�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config) # ssl associate dhparam mydhparam1 dhparams.pem

�Ñ�•� �ç�q�w���È
Ç�Z�›�r	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

 (config) # no ssl associate dhparam mydhparam1

�¢�«�£ �\�w  no �›�¦���`�h�¯�Ú�ï�Å�x�z���È
Ç�Z�’�•�h  Diffie-Hellman �Í�å�Ý�”�»�U�ž
�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³  �æ�µ�Ä�p�–�;�¤�t�s�l�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{



3-23
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�H 3 	·       SSL 	Â�Ì	{�q�©�”�w
ƒ��
	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z

	Â�Ì	{�q�©�”  �Ö�ž�w�¬�Ý

�Ã�´�»�ç	Â�Ì	{�x�z�¬�‰�©�”�t�,�n�M�o�^
R�^�•�z 1 �m�w�©�”  �Ö�ž�q�i�Z�–�;�p
�V�‡�b�{	Â�Ì	{�º�w�¬�‰�©�”�›�z���È
Ç�Z�’�•�h
•�µ�©�”�q�ž�t�-���^�•�o�M�”
�¬�‰�©�”�q
z�±�`�z�‰�°�p�K�”�\�q�›�¬�Ý�b�”�t�x�z ssl verify �¯�Ú�ï�Å�›�–�;�`
�‡�b�{���È
Ç�Z�’�•�h	Â�Ì	{�q�©�”  �Ö�ž�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl verify ? �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ 	Â�Ì	{�U�¬�‰ / 
•�µ�©�”  �Ö�ž�q�°�•�`�s�M	Ô�ù�z�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G
�å�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl verify certname keyname

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• certname�•�¦���`�h�©�”  �Ö�ž�w�¬�Ý�0	Å�q�s�”	Â�Ì	{�t���È
Ç�Z�’�•�o�M�”
�Ê
²

• keyname�•�¦���`�h	Â�Ì	{�w�¬�Ý�0	Å�q�s�”�©�”  �Ö�ž�t���È
Ç�Z�’�•�o�M�”
�Ê
²  

�h�q�Q�y�z �Ã�´�»�ç	Â�Ì	{  myrsacert1 �q�©�”  �Ö�ž  myrsakey1 �›
z�±�`�o�U	Â�b�”
�t�x�z�Í�w�¯�Ú�ï�Å�›�î�æ�`�‡�b�{

(config)# ssl verify myrsacert1 myrsakey1
Certificate and key match 
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•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w���È
Ç�Z
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	Â�Ì	{�q
•�µ�©�”�w  CSS �T�’�w�_	†

�Á�®�t�s�l�h	Â�Ì	{�q
•�µ�©�”�›  CSS �T�’�_	†�b�”�t�x�z clear ssl file �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ clear ssl file �¯�Ú�ï�Å�x�z	Â�Ì	{�•
•�µ�©�”�t���È
Ç�Z�’�•�o�M
�”�Ñ�•� �ç�t�x�Á�®�p�b�{�\�w	Ô�ù�x�z�7	s�t  no ssl associate �¯�Ú�ï�Å�›�¦���`
�o���È
Ç�Z�›�r	†�`�‡�b�¢ �®	Â�Ì	{�Ñ�•� �ç�S�‘�|
•�µ�©�”  �Ñ�•� �ç�q�Ê
²�q�w
���È
Ç�Z�¯ �€	°�£ �{

�\�w�¬�é�”�Ì�ç
ƒ���Þ�”�Å�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

clear ssl file filename password

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• filename�• CSS �T�’�_	†�b�”	Â�Ì	{�z�©�”  �Ö�ž�z�‡�h�x  Diffie-Hellman �Í�å
�Ý�”�»  �Ñ�•� �ç�w�Ê
²

• password�•�Ñ�•� �ç�›  CSS �t�7	s�t� �ï�Ù�”�Ä�¢�‡�h�x  CSS �p�7	s�t
\
R�£
�`�h�q�V�t�z DES �p
Ö�ø�=�b�”�h�Š�t�–�;�`�h�Í�µ�ë�”�Å�{�\�w�Í�µ�ë�”�Å
�U
Y�¬�t�°�•�`�s�M�q�z�Ñ�•� �ç�x�_	†�p�V�‡�d�œ�{

�h�q�Q�y�z dsacert.pem �›  CSS �T�’�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

# clear ssl file dsacert.pem “passwd123”
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4
SSL 	4�ƒ�w
ƒ��

�\�w	·�p�x�z CSS �›  SSL 	4�ƒ�;�w�>
Ý  SSL �±�”�Ì�q�`�o
ƒ���b�”�h�Š�w	�	q�›

†�Ì�`�‡�b�{�\�w	·�w	��s�º�0�x�Í�w�q�S�“�p�b�{

• SSL 	4�ƒ�w�“�A

• SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R

• SSL �Ó�é�©�³  �æ�µ�Ä�•�w
†�Ì�w�å�C

• SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

• SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ�Ò�=�q�–�;�¤�…

• SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë

• SSL 	4�ƒ�w�±�”�Ï�µ�w
ƒ��

• SSL 	4�ƒ�w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��
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SSL 	4�ƒ�w�“�A
CSS �p  SSL 	4�ƒ�U�î�æ�^�•�”�w�x�z�Ó�é�©�³  �±�”�Ì�q�`�o�;�ó�`�o�M�”  SSL �Þ
�´�á�”�ç�U�«�å� �ž�ï�Ä�T�’�w  SSL 
€���›	4�ƒ�`�o�z�±�”�Ì�•�w  TCP 
€���›�¬
�q�b�”�q�V�p�b�{ SSL �Þ�´�á�”�ç�x�z SSL 
€���›	4�ƒ�b�”�q�V�t�Ã�”�»�›
î�ø�=
�`�z�f�•�›�é�”�Å  �Ì�å�ï�³�ï�¬
Q���;�w�«�æ�ž  �Â�©�µ�Ä�q�`�o  CSS �t
ù	ô�`�‡
�b�{ CSS �p	!	ô�^�•�h�Ã�”�»�x�z�«�æ�ž  �Â�©�µ�Ä�q�`�o  HTTP �±�”�Ì�t
ù	ô�^
�•�”�T  SSL �Þ�´�á�”�ç�t�&�^�•�z�f�\�p�‰�ø�=�^�•�o
ƒ���A�ˆ�w�Ì�¿�«�¤�ï�Å
SSL �±�”�Ì�t
ù	ô�^�•�‡�b�{


$  4-1 �t�z SSL �±�”�Ì�q�`�o�;�ó�b�”  SSL �Þ�´�á�”�ç�w�K�”  CSS �q�«�å� �ž�ï
�Ä���w  SSL 
€���›�Ô�`�‡�b�{


$  4-1 SSL 	4�ƒ

SSL �Þ�´�á�”�ç�z�«�å� �ž�ï�Ä�z�S�‘�|�±�”�Ì���w  SSL 	Ø�C�w�v�•�x�z SSL �Ó
�é�©�³  �æ�µ�Ä�t�‘�l�o�>���^�•�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�x�z� �ï�Ã�¿�«�µ  �¤
�ï�Ä�æ�p�Ý���^�•�”  1 �m�Ž	Í�w�>
Ý  SSL �±�”�Ì�w���[�p�Ï
R�^�•�o�M�‡�b�{ CSS
�w SSL �Þ�´�á�”�ç�x�z�>
Ý  SSL �±�”�Ì�›�–�;�`�o�z�«�å� �ž�ï�Ä�q�±�”�Ì���w
SSL �è	ô�›�&
~�t	r�g�`�z	4�z�^�d�‡�b�{ 1 �m�w SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z�7
�G 256 �w�>
Ý  SSL �±�”�Ì�›���[�p�V�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�›�^
R�`�o�>
Ý  SSL �±�”�Ì�›���[�`�h�’�z�æ�µ�Ä�›�ž�«
�Â�Ÿ�Ò�t�b�”
ž�A�U�K�“�‡�b�{���M�o�z�f�w�Ó�é�©�³  �æ�µ�Ä�›�±�”�Ï�µ�t�å�C
�`�z SSL 
ƒ���Ã�”�»�w  SSL �Þ�´�á�”�ç�•�w�8
ù�›�‰�•�`�‡�b�{�±�”�Ï�µ�›�ž�«
�Â�Ÿ�Ò�=�b�”�q�z CSS �x�Ã�”�»�›�Þ�´�á�”�ç�t�8
ù�`�‡�b�{�Í�t�¤  SSL �±�”�Ï
�µ�›  SSL �¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

11
95

67HTTP SSL 
CSS



4-3
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R

SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R
SSL �Ó�é�©�³  �æ�µ�Ä�x�z�‰�a  SSL �±�”�Ï�µ�t���È
Ç�Z�’�•�o�M�”�z�M�X�m�T�w
�>
Ý  SSL �±�”�Ì�w�¬�ç�”�Ó�p�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R�t�x�z ssl-proxy-list
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

ssl-proxy-list 
ƒ���Þ�”�Å�t�x�z ACL �Þ�”�Å�z�Ò�”�Ä  �Þ�”�Å�z�¬�ç�”�Ó  �Þ�”�Å�z
rmon �Þ�”�Å�z�S�‘�|	t��	�
ƒ���Þ�”�Å�›	†�X�z�„�q�œ�r�w
ƒ���Þ�”�Å�T�’�ž�«
�·�µ�p�V�‡�b�{�‡�h�z�\�w�¯�Ú�ï�Å�›  ssl-proxy-list 
ƒ���Þ�”�Å�T�’�–�;�`�o�z��
�w SSL �Ó�é�©�³  �æ�µ�Ä�t�ž�«�·�µ�b�”�\�q�‹�p�V�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�Ê
�x�z 1 �™31 ���È�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

�h�q�Q�y�z SSL �Ó�é�©�³  �æ�µ�Ä  ssl_list1 �›�^
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{

(config)# ssl-proxy-list ssl_list1
Create ssl-list <ssl_list1>, [y/n]: y

SSL �Ó�é�©�³  �æ�µ�Ä�›�^
R�b�”�q�z CLI �U ssl-proxy-list 
ƒ���Þ�”�Å�t�Ö�“�‡�b�{

(config-ssl-proxy-list[ssl_list1])#

�7���w  SSL �Ó�é�©�³  �æ�µ�Ä�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config)# no ssl-proxy-list ssl_list1
Delete ssl-list <ssl_list1>, [y/n]: y

�¢�«�£ SSL �±�”�Ï�µ�U�–�;�¤�w	Ô�ù�z�±�”�Ï�µ�t���‡�•�”�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³
�æ�µ�Ä�x�_	†�p�V�‡�d�œ�{�\�w	Ô�ù�x�z�7	s�t  SSL �±�”�Ï�µ�›�°�Ì���­�`�o�T
�’�z�›���w  SSL �Ó�é�©�³  �æ�µ�Ä�›�_	†�b�”
ž�A�U�K�“�‡�b�{
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SSL �Ó�é�©�³  �æ�µ�Ä�•�w
†�Ì�w�å�C
SSL �Ó�é�©�³  �æ�µ�Ä�w
†�Ì�›�¦���b�”�t�x�z description �¯�Ú�ï�Å�›�–�;�`�‡�b�{

†�Ì�x�z�µ�Ö�”�µ�›���‰  64 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�œ�p�Ö�—�`
�‡�b�{

�h�q�Q�y�z ssl_list1 SSL �Ó�é�©�³  �æ�µ�Ä�t
†�Ì�›�å�C�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›
�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# description “This is the SSL list 
for www.brandnewproducts.com”

�›���w  SSL �Ó�é�©�³  �æ�µ�Ä�w
†�Ì�›�_	†�b�”�t�x�z �Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no description
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
�\�\�p�x�z SSL �Ó�é�©�³  �æ�µ�Ä�p  1 �m�Ž	Í�w�>
Ý  SSL �±�”�Ì�›�^
R�b�”�M�O�t
�m�M�o
†�Ì�`�‡�b�{ ssl-server �¯�Ú�ï�Å�›�–�;�`�o  SSL �Ó�é�©�³  �æ�µ�Ä�º�t� �ï
�Ã�¿�«�µ  �¤�ï�Ä�æ�›�^
R�`�z�\�w�¤�ï�Ä�æ�t�\�w�>
Ý  SSL �±�”�Ì�t���È�b�”
�x�‘�w  SSL �Í�å�Ý�”�»�›
ƒ���`�‡�b�{ CSS �w SSL �Þ�´�á�”�ç�x�z�>
Ý  SSL �±�”
�Ì�›�–�;�`�o�z�«�å� �ž�ï�Ä�q�±�”�Ì���w  SSL �è	ô�›�&
~�t	r�g�`�z	4�z�^�d
�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä  �Í�å�Ý�”�»�›
ƒ���b�”
²�t�z SSL �±�”�Ì�w� �ï�Ã�¿
�«�µ
j�ø�›���[�b�”
ž�A�U�K�“�‡�b�{ 1 �m�w SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z�7�G�p
256 �w�>
Ý  SSL �±�”�Ì�›���[�p�V�‡�b�{

�h�q�Q�y�z Brand New Products �q�M�O e �¯�Ú�”�µ  �Õ�ï�¼�”�U�z CSS �t�‘�”  SSL 	4
�ƒ�w�‹�Ö�›�U�|�`�o�M�”�q�`�‡�b�{�\�w	Ô�ù�z�‰�þ  Web �±� �Ä

�¢ https://www.brandnewproducts.com�£�|�o�w
¶�Ä�å�Ñ�Ÿ�¿�«�U�z�î�M�t�x  CSS �º
�w SSL �Þ�´�á�”�ç�t
V�Ö�^�•�”�‘�O�t
ƒ���`�‡�b�{�f�w�h�Š�t�x�z SSL �Ó�é�©
�³  �æ�µ�Ä�º�p�>
Ý  SSL �±�”�Ì�w  VIP �ž�Å�è�µ�›�¦���`�z�\�w�æ�µ�Ä�›�¯�ï�Â�ï
�À �ç�”�ç�q�‰�a  VIP �ž�Å�è�µ�t�æ�ï�«�b�”
ž�A�U�K�“�‡�b�{�\�w  VIP �ž�Å�è�µ
�›�–�;�b�”�t�x�z�Í�w�¤  SSL 
ƒ���Í�å�Ý�”�»�U
ž�A�p�b�{

• �¯�ï�Â�ï�À  �ç�”�ç�t�0� �b�”�>
Ý  TCP �Ù�”�Ä
j�ø�w�Ý��	Ø�C

• �Ý���;�w�7���w  RSA �‡�h�x  DSA 	Â�Ì	{

• �‰�ø�=�S�‘�|	z�Ê�›�î�æ�b�”�h�Š�w�&
~�s  SSL �©�”  �Ö�ž�¢ RSA �©�”  �Ö�ž�›
�–�;�`�o�M�”	Ô�ù�£

• CSS SSL �·�©�á�æ�Â�Ÿ�t  Diffie-Hellman �©�”�¦�õ�ž�ç�°�æ�¶�Ü�U
ž�A�s	Ô�ù
�x  Diffie-Hellman �Í�å�Ý�”�»

• �‰�ø�µ� �”�Ä�w�Â�“�p�o

�¢�«�£ �ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z�!�Ë�›�C�Q�”�\�q�x�p�V�‡�d�œ�{�!�Ë
�›�C�Q�”
²�t  SSL �Ó�é�©�³  �æ�µ�Ä�w�–�;�›�°�Ì���­�`�z�!�Ë�U	4�ƒ�`�h�’�æ�µ
�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{ CCS �x�z�f�w�Ó�é�©�³  �æ�µ�Ä�›�–�;�`�o  SSL �±�”
�Ï�µ�•�å�C	Ø�C�‡�h�x�!�Ë�º�0�›
ù	ô�`�‡�b�{	Ä�I�t�m�M�o�x�z �®SSL �Ó�é�©�³
�æ�µ�Ä�w�!�Ë�¯ �›�€	°�`�o�X�i�^�M�{
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�Í�w�ò�p�z SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w�^
R�M�O�t�m�M�o
†�Ì�`
�‡�b�{

• SSL �±�”�Ì  � �ï�Ã�¿�«�µ�w�^
R

• �>
Ý  IP �ž�Å�è�µ�w�¦��

• �>
Ý�Ù�”�Ä�w�¦��

• �±�”�Ì�Ý	Â�;�w	Â�Ì	{�z�©�”�z�S�‘�|�‰�ø�µ� �”�Ä�w�Â�“�p�o

• �«�å� �ž�ï�Ä�Ý	Â�w
ƒ��

• HTTP �Ô�¿�¼�”
à�Ö�w
ƒ��

• SSL �‡�h�x  TLS �Ì�”�´�ã�ï�w�¦��

• TCP FIN �Ý�¿�·�”�´�o� �p�w�«�å� �ž�ï�Ä
€���w	4�ƒ

• �·�©�á�ž  URL �æ�å� �Ä�w�¦��

• SSL �·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�w�¦��

• SSL �·�¿�³�ã�ï�w�Ë�ï�Å�³�£� �«�6�É�°�³�¤�”�³�ã�ï�w�¦��

• SSL �©�á�”  �Ã�”�»�w�—���Ì���w
ƒ��

• SSL TCP �«�å� �ž�ï�Ä���w
€���»� �Ü�ž�¢�Ä�‹�w�¦��

• SSL TCP �±�”�Ì��
€���»� �Ü�ž�¢�Ä�‹�w�¦��

• SSL TCP 
€���t�S�Z�”�¬�Ý� �t�—���w�!�Ë

• SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦��

• SSL TCP 
€���w  TCP �Ì�¿�Ñ�•�æ�ï�¬�w�¦��

SSL �Ó�é�©�³  �æ�µ�Ä�w
ƒ��	Ø�C�›
¯�Ô�b�”�M�O�t�m�M�o�x�z �H 7 	·�® SSL �w
ƒ
��	Ø�C�S�‘�|�w�-	Ø�C�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

SSL �±�”�Ì  � �ï�Ã�¿�«�µ�w�^
R

SSL �Ó�é�©�³  �æ�µ�Ä  �Í�å�Ý�”�»�›
ƒ���b�”
²�t�z�>
Ý  SSL �±�”�Ì�›�^
R�b�”
ž
�A�U�K�“�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�t  SSL �{���w�Í�å�Ý�”�»�›�¦���b�”�t�x�z
ssl-server number �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z�>
Ý  SSL
�±�”�Ì�t���È
Ç�Z�’�•�h�x�‘�w  SSL �Í�å�Ý�”�»�¢ VIP �ž�Å�è�µ�z	Â�Ì	{�Ê�z�©�”
�Ö�ž�s�r�£�w
ƒ���t�–�;�b�”
j�ø�¢� �ï�Ã�¿�«�µ  �¤�ï�Ä�æ�£�U  SSL �Ó�é�©�³  �æ
�µ�Ä�º�t�^
R�^�•�‡�b�{ 1 �™ 256 �w
T
:�›�Ö�—�`�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�h�q�Q�y�z�>
Ý  SSL �±�”�Ì  20 �›�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20

�>
Ý  SSL �±�”�Ì�›  SSL �Ó�é�©�³  �æ�µ�Ä�T�’�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20

�>
Ý  IP �ž�Å�è�µ�w�¦��

�\�w  VIP �ž�Å�è�µ�x  SSL �Þ�´�á�”�ç�t�‘�l�o�z	!�Z�Ö�•�”�‚�V�Ä�å�Ñ�Ÿ�¿�«�›
�Ý���b�”	��ˆ�q�`�o�–�;�^�•�‡�b�{ VIP �ž�Å�è�µ�x�z�¯�ï�Â�ï�À  �ç�”�ç�t
ƒ���^
�•�o�M�”  VIP �ž�Å�è�µ�q�‰�a�‹�w�›�¦���`�o�X�i�^�M�{�>
Ý  IP�¢ VIP�£�ž�Å�è�µ
�›�¦���b�”�t�x�z ssl-server number vip address ip_or_host �¯�Ú�ï�Å�›�–�;�`�‡�b�{
SSL �¯�ï�Â�ï�À  �ç�”�ç�t�°�•�b�”�>
Ý  SSL �±�”�Ì�w  VIP �ž�Å�è�µ�›�Ö�—�`�‡
�b�{ �®SSL 	4�ƒ�w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

���®�s  VIP �ž�Å�è�µ�›�z�Å�¿�Ä
Ç�V  10 
�
¯�G�¢�h�q�Q�y�z 192.168.11.1�£�‡�h�x
�Ç�”�Þ�Ç�¿�«  �×�µ�Ä�Ê�¢�h�q�Q�y�z myhost.mydomain.com�£�p�Ö�—�`�‡�b�{

�¢�«�£ VIP �ž�Å�è�µ�›�Ç�”�Þ�Ç�¿�«  �×�µ�Ä�Ê�p�Ö�—�`�h	Ô�ù�z CSS �x�Å�Ý� �ï  �É�”�Ü
�±�”�Ï�µ �¢ DNS�£�›�–�;�`�z myhost.mydomain.com �s�r�w�×�µ�Ä�Ê�›�z 192.168.11.1
�s�r�w  IP �ž�Å�è�µ�t�!�õ�`�‡�b�{�×�µ�Ä�Ê�U�r�>�p�V�s�M	Ô�ù�z VIP �ž�Å�è�µ

ƒ���x	!�Z�Ö�•�’�•�c�z�×�µ�Ä�w�r�>�t�æ

�`�h�\�q�›�Ô�b�¤�å�”  �Ý�¿�·�”�´
�U
¯�Ô�^�•�‡�b�{ DNS �w
ƒ���w	Ä�I�t�m�M�o�x�z �° Cisco Content Services Switch
Global Server Load-Balancing Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

�>
Ý  SSL �±�”�Ì�w  VIP �Ù�”�Ä�›
ƒ���`�s�M�‡�‡  SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ
�Ò�=�›�¼�ˆ�”�¢ �®SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦���¯ �€	°�£�q�z�¤�å�”
�Ý�¿�·�”�´�U�é�¬�t	Z�—�^�•�z SSL �Ó�é�©�³  �æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

ƒ���^�•�h  SSL �±�”�Ï�µ�p�¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z�¯�ï�Â�ï
�À �ç�”�ç�p
ƒ���^�•�h�¤  VIP �ž�Å�è�µ�U�z�å�C�^�•�h�¤�±�”�Ï�µ�w  SSL �Ó�é�©
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�³  �æ�µ�Ä�p
ƒ���^�•�h  1 �m�Ž	Í�w  VIP �ž�Å�è�µ�t�°�•�b�”�T�U�¬�Ý�^�•�‡�b�{ �°
�•�`�s�M	Ô�ù�z�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�¯�ï�Â�ï�À  �ç�”�ç�x�ž�«
�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�h�q�Q�y�z �¯�ï�Â�ï�À  �ç�”�ç�p
ƒ���`�h  VIP �ž�Å�è�µ�t�°�•�b�”�z �>
Ý  SSL �±�”
�Ì�w  VIP �ž�Å�è�µ�›�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 vip address 
192.168.3.6

�>
Ý  SSL �±�”�Ì�T�’  VIP �ž�Å�è�µ�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 vip address

�>
Ý�Ù�”�Ä�w�¦��

SSL �Þ�´�á�”�ç�x�>
Ý�Ù�”�Ä�›�–�;�`�o�z	!�Z�Ö�•�”�Ä�å�Ñ�Ÿ�¿�«�›�›���`�‡
�b�{  �>
Ý  SSL �±�”�Ì�w�>
Ý  TCP �Ù�”�Ä
j�ø�›�¦���b�”�t�x�z ssl-server number
port  number �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SSL �¯�ï�Â�ï�À  �ç�”�ç�t�°�•�b�”  TCP �Ù�”
�Ä
j�ø�¢ SSL �¯�ï�Â�ï�À  �ç�”�ç�p�–�;�^�•�”  TCP �Ù�”�Ä
j�ø�£�›�Ö�—�`�‡�b�{

�Ù�”�Ä
j�ø�x  1 �™65535 �w
c�“�º�p�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä
j�ø�x  443
�p�b�{�¯�ï�Â�ï�À  �ç�”�ç�t
ƒ���`�h�Ù�”�Ä�q�°�•�b�”�Ù�”�Ä
j�ø�›�¦���`�o�X
�i�^�M�¢ �®SSL 	4�ƒ�w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ���¯ �€	°�£ �{

�>
Ý  SSL �±�”�Ì�w�>
Ý�Ù�”�Ä�›
ƒ���`�s�M�‡�‡  SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ
�Ò�=�›�¼�ˆ�”�¢ �®SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦���¯ �€	°�£�q�z�¤�å�”
�Ý�¿�·�”�´�U�é�¬�t	Z�—�^�•�z SSL �Ó�é�©�³  �æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

ƒ���^�•�h  SSL �±�”�Ï�µ�p�¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z�¯�ï�Â�ï
�À �ç�”�ç�p
ƒ���^�•�h�¤�>
Ý�Ù�”�Ä�U�z�å�C�^�•�h�¤�±�”�Ï�µ�w  SSL �Ó�é�©�³
�æ�µ�Ä�p
ƒ���^�•�h  1 �m�Ž	Í�w�Ù�”�Ä�t�°�•�b�”�T�r�O�T�›  CSS �x�¬�Ý�`�‡�b�{
�°�•�`�s�M	Ô�ù�z�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�¯�ï�Â�ï�À  �ç�”�ç�x�ž
�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�h�q�Q�y�z�>
Ý�Ù�”�Ä�›  444 �t
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 port 444
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�>
Ý�Ù�”�Ä�›�Ã�Ñ�¥�ç�Ä�w  443 �t�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 port

�±�”�Ì�Ý	Â�;�w	Â�Ì	{�z�©�”�z�S�‘�|�‰�ø�µ� �”�Ä�w�Â�“�p�o

CSS �x�z�±�”�Ì�Ý	Â�w�è�$�p�¤�«�å� �ž�ï�Ä�t
ù	ô�b�”�±�”�Ì	Â�Ì	{�›�±�Ù�”�Ä
�`�‡�b�{	Â�Ì	{�›�>
Ý  SSL �±�”�Ì�q���È
Ç�Z�”�t�x�z CSS �t� �ï�Ù�”�Ä�`�h�T�z
CSS �p
\
R�`�h	Â�Ì	{�S�‘�|�©�”�¢ �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �€	°�£�›
�Â�“�p�o�”
ž�A�U�K�“�‡�b�{�‡�h�z	Â�Ì	{�S�‘�|�©�”�t�0� �b�”�‰�ø�µ� �”�Ä�‹
�Â�“�p�o�”
ž�A�U�K�“�‡�b�{

�\�\�p�x�z�±�”�Ì�Ý	Â�w�h�Š�w�¤	�
ƒ���t�m�M�o
†�Ì�`�‡�b�{

• RSA 	Â�Ì	{�Ê�w�¦��

• RSA �©�”  �Ö�ž�Ê�w�¦��

• DSA 	Â�Ì	{�Ê�w�¦��

• DSA �©�”  �Ö�ž�Ê�w�¦��

• Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�Ê�w�¦��

• �‰�ø�µ� �”�Ä�w�¦��

RSA 	Â�Ì	{�Ê�w�¦��

�Ý	Â�S�‘�|�Í�­�¿�Ä�‰�ø�=�w�¬�‰ / 
•�µ�©�”  �Ö�ž�w�¦�õ�p�–�;�^�•�”  RSA 	Â�Ì
	{�ž�¹�³�¤�”�³�ã�ï�w�Ê
²�›�¦���b�”�t�x�z ssl-server number rsacert name �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�7���w  RSA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�b�”�t
�x�z ssl-server number rsacert ? �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¦���`�h  RSA 	Â�Ì	{�x  CSS �t�é�”�Å�A�ˆ�p�z���È
Ç�Z�U�A�œ�p�M�”
ž�A�U�K�“
�‡�b�¢ �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �€	°�£ �{�&
~�s  RSA 	Â�Ì	{�ž�¹�³�¤�”
�³�ã�ï�U���O�`�s�M	Ô�ù�z SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‘�O�q�b�”�q
�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�h�q�Q�y�z�Ž
²�t���[�`�h�z rsacert �q�M�O�Ê
²�w  RSA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï
�›�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsacert myrsacert1 
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ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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�›���w�>
Ý  SSL �±�”�Ì�T�’  RSA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�›�_	†�b�”�t�x�z�Í�w
�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  rsacert

RSA �©�”  �Ö�ž�Ê�w�¦��

RSA �©�”  �Ö�ž �ž � ¹ � ³ �¤ � ” � ³ �ã � ï �w�Ê
² � › � ¦ � � �b � ” � t �x�z   ssl-server number
rsakey name �¯�Ú�ï�Å�›�–�;�`�‡�b�{ RSA �©�”  �Ö�ž�x�z���w�Ã�Ì� �µ�¢�«�å� �ž
�ï�Ä�‡�h�x�±�”�Ì�£ �U CSS �q  SSL 	Â�Ì	{�›�¦�õ�b�”�h�Š�t
ž�A�p�b�{ �7���w  RSA
�©�”  �Ö�ž  �ž�¹�³�¤�”�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl-server number rsakey ?
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

RSA �©�”  �Ö�ž�x  CSS �t�é�”�Å�A�ˆ�p�z���È
Ç�Z�U�A�œ�p�M�”
ž�A�U�K�“�‡�b
�¢ �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �€	°�£ �{�&
~�s  RSA �©�”  �Ö�ž  �ž�¹�³�¤�”
�³�ã�ï�U���O�`�s�M	Ô�ù�z SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‘�O�q�b�”�q
�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�h�q�Q�y�z rsakey �q�M�O�Ê
²�w���[�A�ˆ�w  RSA �©�”  �Ö�ž  �ž�¹�³�¤�”�³�ã�ï�›�¦
���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 rsakey myrsakey1
 

�›���w�>
Ý  SSL �±�”�Ì�T�’  RSA �©�”  �Ö�ž  �ž�¹�³�¤�”�³�ã�ï�›�_	†�b�”�t�x�z �Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  rsakey

DSA 	Â�Ì	{�Ê�w�¦��

�Ã�´�»�ç  �³�¬�Ç�½�ß�w�¦�õ�t�–�;�b�”  DSA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�w�Ê
²�›�¦
���b�”�t�x�z ssl-server number dsacert name �¯�Ú�ï�Å�›�–�;�`�‡�b�{�7���w  DSA
	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl-server number dsacert  ? �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

�¦���`�h  DSA 	Â�Ì	{�x  CSS �t�é�”�Å�A�ˆ�p�z���È
Ç�Z�U�A�œ�p�M�”
ž�A�U�K�“
�‡�b�¢ �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �€	°�£ �{�&
~�s  RSA 	Â�Ì	{�ž�¹�³�¤�”
�³�ã�ï�U���O�`�s�M	Ô�ù�z SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‘�O�q�b�”�q
�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�h�q�Q�y�z dsacert �q�M�O�Ê
²�w���[�A�ˆ�w  DSA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�›�¦��
�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 dsacert mydsacert1
 

�›���w�>
Ý  SSL �±�”�Ì�T�’  DSA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�›�_	†�b�”�t�x�z�Í�w
�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  dsacert

DSA �©�”  �Ö�ž�Ê�w�¦��

DSA �©�”  �Ö�ž�x�Í�­�¿�Ä  �Ã�”�»�w	z�Ê�t�–�;�^�•�‡�b�{�\�w�©�”  �Ö�ž�x�z���w
�Ã�Ì� �µ�¢�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�£�q  CSS ���p  SSL 	Â�Ì	{�›�¦�õ�b�”
²�t
�;�™�b�”
ž�A�U�K�“�‡�b�{ DSA �©�”  �Ö�ž  �ž�¹�³�¤�”�³�ã�ï�Ê�›�¦���b�”�t�x�z
ssl-server number dsakey name �¯�Ú�ï�Å�›�–�;�`�‡�b�{�7���w  DSA �©�”  �Ö�ž  �ž
�¹�³�¤�”�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl-server number dsakey ? �¯�Ú�ï�Å�›
�–�;�`�‡�b�{

DSA �©�”  �Ö�ž�x  CSS �t�é�”�Å�A�ˆ�p�z���È
Ç�Z�U�A�œ�p�M�”
ž�A�U�K�“�‡�b
�¢ �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �€	°�£ �{�&
~�s  DSA �©�”  �Ö�ž  �ž�¹�³�¤�”
�³�ã�ï�U���O�`�s�M	Ô�ù�z SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‘�O�q�b�”�q
�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�h�q�Q�y�z dsakey �q�M�O�Ê
²�w
ƒ���A�ˆ�w  DSA �©�”  �ž�¹�³�¤�”�³�ã�ï�›�¦���b
�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 dsakey mydsakey1
 

�›���w�>
Ý  SSL �±�”�Ì�T�’  DSA �©�”  �Ö�ž  �ž�¹�³�¤�”�³�ã�ï�›�_	†�b�”�t�x�z �Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  dsakey



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�Ê�w�¦��

Diffie-Hellman �©�”�¦�õ�Í�å�Ý�”�»  �Ñ�•� �ç�›�–�;�b�”�q�z�Ã�”�»�¦�õ�›�æ�O  2
�m�w�Ã�Ì� �µ�x�Í�­�¿�Ä�‰�ø�=�q�Ý	Â�t���b�”�ž���©�”�›�ž�‰�p�^
R�`�‡�b�{
Diffie-Hellman �©�”�¦�õ�Í�å�Ý�”�»  �Ñ�•� �ç  �ž�¹�³�¤�”�³�ã�ï�w�Ê
²�›�¦���b
�”�t�x�z ssl-server number dhparam name �¯�Ú�ï�Å�›�–�;�`�‡�b�{�7���w  
Diffie-Hellman �©�”�¦�õ�Í�å�Ý�”�»  �Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z ssl-server
number dhparam ? �¯�Ú�ï�Å�›�–�;�`�‡�b�{

Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç�x  CSS �t�é�”�Å�A�ˆ�p�z ���È
Ç�Z�U�A�œ�p�M
�”
ž�A�U�K�“�‡�b �¢ �H 3 	·�®SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �€	°�£ �{�&
~�s  Diffie-Hellman
�Í�å�Ý�”�»  �Ñ�•� �ç  �ž�¹�³�¤�”�³�ã�ï�U���O�`�s�M	Ô�ù�z SSL �Ó�é�©�³  �æ�µ�Ä
�›�ž�«�Â�Ÿ�Ò�=�`�‘�O�q�b�”�q�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�æ�µ�Ä�x
�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

���[�A�ˆ�w  Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç  �ž�¹�³�¤�”�³�ã�ï�›�¦���b�”�t
�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  dhparam mydhparams1
 

Diffie-Hellman �Í�å�Ý�”�»  �Ñ�•� �ç  �ž�¹�³�¤�”�³�ã�ï�›�›���w�>
Ý  SSL �±�”�Ì
�T�’�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  dhparam

�‰�ø�µ� �”�Ä�w�¦��

SSL �Ó�é�Ä�¯�ç�x�z�±�”�Ì�•�«�å� �ž�ï�Ä�w
ì�“�Ý	Â�z	Â�Ì	{�w
ù	ô�z�·�¿�³�ã
�ï  �©�”�w
ƒ���s�r�w
â�^�t�–�;�p�V�”�7�‘�s�‰�ø�ž�ç�°�æ�¶�Ü�¢�‰�ø�=�£�›�±
�Ù�”�Ä�`�o�M�‡�b�{�«�å� �ž�ï�Ä�q�±�”�Ì�U�±�Ù�”�Ä�b�”�‰�ø�µ� �”�Ä�¢�‰�ø�w
�·�¿�Ä�£�x�z�±�Ù �”�Ä�b�”  SSL �w�Ì�”�´�ã�ï�z	!�Z�Ö�•�D�ó�s�‰�ø�w�§�S�t��
�b�”�'�À�Ù�æ�³�”�z SSL �0� �¹�Ñ�Ä�¢�£�ž�w��	Z�t���b�”
S
Î�w�F
M�q�M�l�h
�7�‘�s�A�¼�t�‘�l�o�z�f�•�g�•�Ÿ�s�”�D�ó
Q�U�K�“�‡�b�{�±�”�Ì�q�«�å� �ž�ï�Ä
�x�z
ì�“�Ý	Â�q	Â�Ì	{�w
ù	ô�z�S�‘�|�·�¿�³�ã�ï  �©�”�w
ƒ���t�–�;�b�”�‰�ø�µ
� �”�Ä�›�z�É�°�³�¤�”�³�ã�ï�›�è�a�o	��“�>�Š�‡�b�{�\�w�É�°�³�¤�”�³�ã�ï�w�M
�O�›�>���b�”�w�x�z SSL �Ë�ï�Å�³�£� �«  �Ó�é�Ä�¯�ç�w�;�ó�w  1 �m�p�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�¢�«�£ ��	Z�D�ó�s�‰�ø�µ� �”�Ä�x�z �����w�¹�Ñ�Ä�¢�£�ž
a
¼�t���b�”��	Z�F
M�t���[�^
�•�o�M�”�‘�O�t�z���w�°
æ�w�‰�ø�µ� �”�Ä�t
z�‚�§�S�U	��M�‰�ø�µ� �”�Ä�p�b

�¢�h�q�Q�y�z 128 �Ï�¿�Ä�w�‰�ø�=�›�æ�O  3DES �‡�h�x  RC4�£�{��	Z�D�ó�s�‰�ø�µ
� �”�Ä�x�z�����T�’�„�q�œ�r�w���t��	Z�p�V�z��	Z�D�ó�s
a
¼�t�b�;�p�V�”�7�‹
�§�—�s�‰�ø�=�›���™�`�‡�b�{

�¤�‰�ø�µ� �”�Ä�p�z�©�”�¦�õ�ž�ç�°�æ�¶�Ü�w�·�¿�Ä�U���[�^�•�o�M�‡�b�{ 
$  4-2
�x�z rsa-export-with-rc4-40-md5 �‰�ø�µ� �”�Ä�t���È
Ç�Z�’�•�o�M�”�ž�ç�°�æ�¶�Ü
�›�‡�q�Š�h�‹�w�p�b�{


$  4-2 �‰�ø�µ� �”�Ä  �ž�ç�°�æ�¶�Ü

SSL �Ó�é�©�³  �æ�µ�Ä�t�‰�ø�µ� �”�Ä�›�Â�“�p�o�”�t�x�z ssl-server number cipher
�¯�Ú�ï�Å�›�–�;�`�‡�b�{
¬�R�b�”�‰�ø�µ� �”�Ä�x�z CSS �p� �ï�Ù�”�Ä�‡�h�x
\
R
�`�h	Â�Ì	{�•�©�”�q
ì�“�t���È�`�o�M�”
ž�A�U�K�“�‡�b�{�h�q�Q�y�z
all-cipher-suites �›
¬�R�b�”	Ô�ù�x�z SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�b�”
²
�t�z RSA 	Â�Ì	{�q�©�”�z DSA 	Â�Ì	{�q�©�”�z�S�‘�|  Diffie-Hellman �Í�å�Ý�”�»
�Ñ�•� �ç�›�;�™�b�”
ž�A�U�K�“�‡�b�{

�b�;�D�ó�s  SSL �Ì�”�´�ã�ï�]�q�t�z�±�Ù�”�Ä�^�•�”�‰�ø�µ� �”�Ä�w�æ�µ�Ä�U�x
���t�;�™�^�•�z�‰�ø�=�ž�ç�°�æ�¶�Ü�S�‘�|�Í�å�Ý�”�»�w
¬�R�U�Ô�^�•�o�M�‡�b�{

¬�R�b�”�‰�ø�µ� �”�Ä�x�z���¥�z�–�;�¤�w	Â�Ì	{�q�©�”�z�S�‘�|�·�©�á�æ�Â�Ÿ�A
�E�t�‘�l�o�>�‡�“�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�±�Ù�”�Ä�^�•�”�‰�ø�µ� �”�Ä�x���®�t
�s�l�o�M�‡�d�œ�{

78
26

5

rsa-export-with-rc4-40-md5

Rivest, Shamir and Adelman 
(RSA)
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Ý  SSL �±�”�Ì�w
ƒ��
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�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl-server number cipher name ip_address_or_hostname port { weight number}

�\�w�¯�Ú�ï�Å�w�¦�Ó�³�ã�ï�q�!
:�x�Í�w�q�S�“�p�b�{

• ssl-server number �• SSL �Ó�é�©�³  �æ�µ�Ä�º�w�>
Ý  SSL �±�”�Ì�›�Ý���b�”�h�Š
�t�–�;�b�”
j�ø

• cipher name�•�›���w�‰�ø�µ� �”�Ä�w�Ê
²�¢ 
¯ 4-1 �€	°�£

• ip_address_or_hostname�•�‰�ø�µ� �”�Ä�p�–�;�^�•�”�Ì�¿�«�¤�ï�Å�w�¯�ï�Â�ï
�À �ç�”�ç�t�Â�“�p�o�”  IP �ž�Å�è�µ�{ IP �ž�Å�è�µ�x�Å�¿�Ä
Ç�V  10 
�
¯�G �¢�h
�q�Q�y�z 192.168.11.1�£�‡�h�x�Ç�”�Þ�Ç�¿�«  �×�µ�Ä�Ê�¢�h�q�Q�y�z
myhost.mydomain.com�£�p�¦���`�‡�b�{

• port�•�Ì�¿�«�¤�ï�Å  HTTP 
€���w
ù	ô�Ä�å�Ñ�Ÿ�¿�«�U�–�;�b�”�Ì�¿�«�¤�ï�Å
�w�¯�ï�Â�ï�À  �ç�”�ç�w  TCP �Ù�”�Ä

• weight number �•�¦�Ó�³�ã�ï�w�Í�å�Ý�”�»�{�‰�ø�µ� �”�Ä�t��
Œ�S�›�Â�“�p
�o�‡�b�{ 10 �U�7�G�w��
Œ�S�p�b�{�Ã�Ñ�¥�ç�Ä�p�x�z
ƒ���^�•�h�‰�ø�µ� �”
�Ä�w��
Œ�S�x  1 �p�b�{ SSL �Þ�´�á�”�ç�x�z�–�;�b�”�‰�ø�µ� �”�Ä�w�É�°�³
�¤�”�³�ã�ï�Ì�t�z �7�‹��
Œ�S�w�ô�M�‰�ø�µ� �”�Ä�t�,�n�M�o�«�å� �ž�ï�Ä�æ
�µ�Ä�T�’
¬�R�`�‡�b�{��
Œ�S�U�ô�Z�•�y�z�¦���`�h�‰�ø�µ� �”�Ä�U���b�t�s
�“�‡�b�{�‰�ø�µ� �”�Ä�t��
Œ�S�›
ƒ���b�”�t�x�z 1 �™ 10 �w
:�‹�›�Ö�—�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{

�h�q�Q�y�z ��
Œ�S  5 �U�Â�“�p�o�’�•�h  dhe-rsa-with-3des-ede-cbc-sha �‰�ø�µ� �”�Ä
�›
¬�R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 cipher 
dhe-rsa-with-3des-ede-cbc-sha 192.168.11.1 80 weight 5

�›���w�>
Ý  SSL �±�”�Ì�T�’�›���w�‰�ø�µ� �”�Ä�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å
�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  cipher 
dhe-rsa-with-3des-ede-cbc-sha


¯ 4-1 �t�z�›���w  SSL �±�”�Ì�¢�S�‘�|�0� �b�”  SSL �Ó�é�©�³  �æ�µ�Ä�£�p�±�Ù�”
�Ä�^�•�”�b�‚�o�w�‰�ø�µ� �”�Ä�q�‹�›�æ�µ�Ä�`�‡�b�{ 
¯ 4-1 �t�x�z�‰�ø�µ� �”�Ä
�w CSS �T�’�w�¤�«�µ�Ù�”�Ä�w�D
q�q�z�f�•�g�•�w�‰�ø�µ� �”�Ä�t
ž�A�s�Ý	Â	Â
�Ì	{�q�‰�ø�©�”�‹�Ô�`�o�M�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�Ã�Ñ�¥�ç�Ä�w
ƒ���›�–�;�b�”�T  all-cipher-suite �¦�Ó�³�ã�ï�›
¬�R�`�h	Ô�ù�z �‰�ø
�µ� �”�Ä�x 
¯ 4-1 �q�‰�a	q	‚�p�z rsa-with-rc4-128-md5 �T�’	q�Í
ù	ô�^�•�‡�b�{

�¢�«�£ all-cipher-suites 
ƒ���x�z �›���w�‰�ø�µ� �”�Ä�U
ƒ���^�•�o�M�s�M	Ô�ù�i�Z�t�–�;
�^�•�‡�b�{ all-cipher-suites 
ƒ���t�í�b�t�x�z�Ì�Ô�$�t
ƒ���`�h�b�‚�o�w�‰�ø�µ
� �”�Ä�›�_	†�b�”
ž�A�U�K�“�‡�b�{

�«�™ dh-anon �³�æ�”�¶�w�‰�ø�µ� �”�Ä�x�z�r�w�Í�”�Â�Ÿ�‹�Ý	Â�^�•�s�M�ì
¶�t�—�Ê�w
Diffie-Hellman �è	ô�;�p�b�{�\�w�‰�ø�µ� �”�Ä�x�È�8�›	!�Z�•�b�M�:�t�«�™�`�o
�X�i�^�M�{

�»� �Ä�ç�t�® export�¯�U���‡�•�”�‰�ø�µ� �”�Ä�x�z����
S
Î�t�‘�”��	Z�F
M�w�0
	Å�Ž�p�z�©�”  �±� �¶�U
M�v�^�•�h�‰�ø�=�ž�ç�°�æ�¶�Ü�›�–�;�`�o�M�‡�b�{


¯ 4-1 CSS �p�±�Ù�”�Ä�^�•�”  SSL �‰�ø�µ� �”�Ä

�‰�ø�µ� �”�Ä
�¤�«�µ�Ù�”
�Ä�w�D
q �–�;�b�”�Ý	Â	Â�Ì	{

�–�;�^�•�”�©�”�¦�õ
�ž�ç�°�æ�¶�Ü

all-cipher-suites 
Æ�D RSA 	Â�Ì	{�z DSA 	Â�Ì	{ RSA �©�”�¦�õ�z
Diffie-Hellman

rsa-with-rc4-128-md5 
Æ�D RSA 	Â�Ì	{ RSA �©�”�¦�õ

rsa-with-rc4-128-sha 
Æ�D RSA 	Â�Ì	{ RSA �©�”�¦�õ

rsa-with-des-cbc-sha 
Æ�D RSA 	Â�Ì	{ RSA �©�”�¦�õ

rsa-with-3des-ede-cbc-sha 
Æ�D RSA 	Â�Ì	{ RSA �©�”�¦�õ

dhe-dss-with-des-cbc-sha 
Æ�D DSA �¢ DSS�£	Â�Ì	{ Ephemeral Diffie-Hellman

dhe-dss-with-3des-ede-cbc-sha 
Æ�D DSA �¢ DSS�£	Â�Ì	{ Ephemeral Diffie-Hellman

dhe-rsa-with-des-cbc-sha 
Æ�D RSA 	Â�Ì	{ Ephemeral Diffie-Hellman
�©�”�¦�õ



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

4-16
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�«�å� �ž�ï�Ä�Ý	Â�w
ƒ��

SSL �Ó�é�©�³  �±�”�Ì�›
ƒ���`�o�z �«�å� �ž�ï�Ä�t	Â�Ì	{�w
ù	ô�›�A�{�b�•�y�z �·
�©�á�æ�Â�Ÿ�›�M�l�f�O�§�=�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�«�å� �ž�ï�Ä	Â�Ì	{�Ý	Â
�x�Á�®�p�b�{�«�å� �ž�ï�Ä�Ý	Â�›���®�t�b�”�q�z CSS �x  SSL �Ë�ï�Å�³�£� �«�¤
�t�z�«�å� �ž�ï�Ä�t	Â�Ì	{�w�¦�õ�›�A�{�`�‡�b�{ CSS �x�Í�w�:�›�¬�Ý�`�‡�b�{

• 	Â�Ì	{�›
ù	ô�b�”�«�å� �ž�ï�Ä�U�0� �b�”�©�”�›�Ë�l�o�M�”�T

• 	Â�Ì	{�U�æ�®�`�o�M�s�M�T

• �³�¬�Ç�½�ß�U���®�p�K�”�T

• 
C�æ�i  CA �U�f�w	Â�Ì	{�›	��“	«�`�o�M�s�M�T

dhe-rsa-with-3des-ede-cbc-sha 
Æ�D RSA 	Â�Ì	{ Ephemeral Diffie-Hellman 
�©�”�¦�õ

dh-anon-with-rc4-128-md5 
Æ�D �r�j�’�‹�–�;�`�s�M Diffie-Hellman

dh-anon-with-des-cbc-sha 
Æ�D �r�j�’�‹�–�;�`�s�M Diffie-Hellman

dh-anon-with-3des-ede-cbc-sha 
Æ�D �r�j�’�‹�–�;�`�s�M Diffie-Hellman

dhe-dss-with-rc4-128-sha 
Æ�D DSA �¢ DSS�£	Â�Ì	{ Ephemeral Diffie-Hellman

rsa-export-with-rc4-40-md5 �D RSA 	Â�Ì	{ RSA �©�”�¦�õ

rsa-export-with-des40-cbc-sha �D RSA 	Â�Ì	{ RSA �©�”�¦�õ

dhe-dss-export-with-des40-cbc-sha �D DSA �¢ DSS�£	Â�Ì	{ Ephemeral Diffie-Hellman 
�©�”�¦�õ

dhe-rsa-export-with-des40-cbc-sha �D RSA 	Â�Ì	{ Ephemeral Diffie-Hellman

dh-anon-export-with-rc4-40-md5 �D �r�j�’�‹�–�;�`�s�M Diffie-Hellman

dh-anon-export-with-des40-cbc-sha �D �r�j�’�‹�–�;�`�s�M Diffie-Hellman

rsa-export1024-with-des-cbc-sha �D RSA 	Â�Ì	{ RSA �©�”�¦�õ

dhe-dss-export1024-with-des-cbc-sha �D DSA �¢ DSS�£	Â�Ì	{ Ephemeral Diffie-Hellman

rsa-export1024-with-rc4-56-sha �D RSA 	Â�Ì	{ RSA �©�”�¦�õ

dhe-dss-export1024-with-rc4-56-sha �D DSA �¢ DSS�£	Â�Ì	{ Ephemeral Diffie-Hellman


¯ 4-1 CSS �p�±�Ù�”�Ä�^�•�”  SSL �‰�ø�µ� �”�Ä�¢���V�£

�‰�ø�µ� �”�Ä
�¤�«�µ�Ù�”
�Ä�w�D
q �–�;�b�”�Ý	Â	Â�Ì	{

�–�;�^�•�”�©�”�¦�õ
�ž�ç�°�æ�¶�Ü
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�8�v
~�•�z�Á�®�z�‡�h�x	��“	«�^�•�o�M�”	Â�Ì	{�›  CSS �p	r�g�b�”�M�O�›
ƒ��
�p�V�‡�b�{

�\�\�p�x�z�«�å� �ž�ï�Ä�Ý	Â�w�h�Š�w�¤	�
ƒ���t�m�M�o
†�Ì�`�‡�b�{

• �«�å� �ž�ï�Ä�Ý	Â�w���®�=

• �«�å� �ž�ï�Ä	Â�Ì	{�›�U	Â�b�”�h�Š�w  CA 	Â�Ì	{�w�¦��

• CRL �è�¯�”�Å�w
ƒ��

• CRL �è�¯�”�Å�w�>
Ý  SSL �±�”�Ì�•�w�Â�“�p�o

• CSS �t�‘�”  CRL �è�¯�”�Å�w�§
M�¼�¢�ï�é�”�Å

• �«�å� �ž�ï�Ä�Ý	Â�æ

�Ì�w	r�g

�«�å� �ž�ï�Ä�Ý	Â�w
ƒ��	Ø�C�›
¯�Ô�b�”�t�x�z  show ssl-proxy-list ssl-server �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�«�å� �ž�ï�Ä�Ý	Â���È�w�Æ�ˆ�w  SSL �§�¢�ï�»�›
¯�Ô�b�”�t
�x�z show ssl statistics �¯�Ú�ï�Å�›�–�;�`�‡�b�{	Ä�I�t�m�M�o�x�z �H 7 	·�® SSL �w

ƒ��	Ø�C�S�‘�|�w�-	Ø�C�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

�«�å� �ž�ï�Ä�Ý	Â�w���®�=

�Ã�Ñ�¥�ç�Ä�p�x�z CSS �w�«�å� �ž�ï�Ä�Ý	Â�x�Á�®�t
ƒ���^�•�o�M�‡�b�{�«�å� �ž
�ï�Ä�Ý	Â�w���®�z�Á�®�x�z ssl-server �¯�Ú�ï�Å�w  authentication �¦�Ó�³�ã�ï�t�‘�l
�o�¦���p�V�‡�b�{�h�q�Q�y�z�«�å� �ž�ï�Ä�Ý	Â�›���®�t�b�”�t�x�z�Í�w�‘�O�t�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 authentication 
enable

�«�å� �ž�ï�Ä�Ý	Â�›�Ã�Ñ�¥�ç�Ä�w�Á�®	Ý�6�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 authentication

disable �¦�Ó�³�ã�ï�›�–�;�`�o�z�«�å� �ž�ï�Ä�Ý	Â�›�Á�®�t�í�b�\�q�‹�p�V�‡�b�{
�Í�t�«�›�Ô�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 authentication 
disable

CSS �w�«�å� �ž�ï�Ä�Ý	Â�›���®�t�`�h�™�z CSS �U�«�å� �ž�ï�Ä	Â�Ì	{�w�U	Â�t�–
�;�b�”  CA 	Â�Ì	{�›�¦���b�”
ž�A�U�K�“�‡�b�{



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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�«�å� �ž�ï�Ä	Â�Ì	{�›�U	Â�b�”�h�Š�w  CA 	Â�Ì	{�w�¦��

CA 	Â�Ì	{�t�x�z CA �w�¬�‰�©�”�U���‡�•�‡�b�{�±�”�Ì�t  CA �¬�‰�©�”�U�K�”	Ô
�ù�z �±�”�Ì�x�«�å� �ž�ï�Ä	Â�Ì	{�U�f�w  CA �t�‘�“	z�Ê�^�•�o�M�”�\�q�›�¬�Ý�p
�V�‡�b�{ CA 	Â�Ì	{�›�>
Ý  SSL �±�”�Ì�t�Â�“�p�o�”�q�z CSS �x�\�w  CA 	Â�Ì	{�t
���‡�•�”�©�”�›�–�;�`�o�z �«�å� �ž�ï�Ä	Â�Ì	{�w�Ã�´�»�ç	z�Ê�›�U	Â�b�”�‘�O�t
�s�“�‡�b�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z CA 	Â�Ì	{�›
ƒ���b�”
ž�A�U�K�“
�‡�b�{

�>
Ý  SSL �±�”�Ì�t	Â�Ì	{�›
ƒ���b�”�t�x�z �f�w
²�t  CSS �t  CA 	Â�Ì	{�›� �ï�Ù�”
�Ä�`�o�z�f�w	Â�Ì	{�›�Ñ�•� �ç�Ê�t���È
Ç�Z�”
ž�A�U�K�“�‡�b�{ CA 	Â�Ì	{�w� 
�ï�Ù�”�Ä�t�m�M�o�x�z �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �w�®	Â�Ì	{�q
•�µ�©�”
�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä�¯ �›�€	°�`�o�X�i�^�M�{	Â�Ì	{�q�Ñ�•� �ç�Ê�w
���È
Ç�Z�t�m�M�o�x�z �H 3 	·�® SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �w�®	Â�Ì	{�q�Ñ�•� �ç
�q�w���È
Ç�Z�¯ �›�€	°�`�o�X�i�^�M�{

	—�s�X�q�‹  1 �m�w	Â�Ì	{�›
ƒ���b�”
ž�A�U�K�“�z �7�G  4 �m�w	Â�Ì	{�›
ƒ���p�V�‡
�b�{ 5 �m�Ž	Í�w	Â�Ì	{�›
ƒ���`�‘�O�q�b�”�q�z CSS �p�¤�å�”  �Ý�¿�·�”�´�U	Z�—�^
�•�‡�b�{

�«�å� �ž�ï�Ä�Ý	Â�›���®�t�`�h�™�z ssl-server number cacert �¯�Ú�ï�Å�t�‘�“  CA
	Â�Ì	{�›�>
Ý  SSL �±�”�Ì�t�Â�“�p�o�”�\�q�U�p�V�‡�b�{ �h�q�Q�y�z �>
Ý  SSL �±�”
�Ì�t  mycert1 CA 	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�›�¦���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 cacert mycert1

�>
Ý  SSL �±�”�Ì�T�’	Â�Ì	{�ž�¹�³�¤�”�³�ã�ï�›�_	†�b�”�t�x�z no form of the
ssl-server number cacert �¯�Ú�ï�Å�›�–�;�`�‡�b�{�h�q�Q�y�z mycert1 CA 	Â�Ì	{�ž
�¹�³�¤�”�³�ã�ï�›�_	†�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])#  no ssl-server 20 cacert mycert1
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

CRL �è�¯�”�Å�w
ƒ��

CA �x	Â�Ì	{�›	��“	«�b�q�z�f�w	Â�Ì	{�›  certificate revocation list�¢ CRL�£�t�å�C
�`�z CRL �›�¬�‰�`�‡�b�{ CSS �p  CRL �›�–�;�b�”�t�x�z CRL �›�q�O�w	Ô	t�T�’	�
�˜�`�o�z HTTP �&���p�¼�¢�ï�é�”�Å�b�”
ž�A�U�K�“�‡�b�{�\�w	r�g�›�î�æ�b�”�t
�x�z CSS �t  CRL �è�¯�”�Å�U
ž�A�p�b�{ CRL �è�¯�”�Å�t�x�z CSS �U CRL �›�q�O
�w	Ô	t�T�’���8�$�t	��˜�`�o� �ï�Ù�”�Ä�b�”�h�Š�t
ž�A�s  URL 	Ø�C�U���‡�•�‡
�b�{ CRL �è�¯�”�Å�›
ƒ���b�”�q�z�f�w�è�¯�”�Å�›�>
Ý  SSL �±�”�Ì�t�Â�“�p�o�”
�\�q�U�p�V�‡�b�{

�¢�«�£ CRL �›	��˜�b�”�h�Š�w  HTTP �A�{�t�x�z�¹�”�µ  IP �ž�Å�è�µ�q�`�o�>
Ý  SSL �±�”
�Ì�w  VIP �ž�Å�è�µ�›�G	\�`�‡�b�{

CSS �x�7�G  10 �w CRL �è�¯�”�Å�›�-���b�”�‘�O�t
ƒ���p�V�‡�b�U�z 1 �m�w�>
Ý
SSL �±�”�Ì�t�Â�“�p�o�”�\�q�U�p�V�”  CRL �è�¯�”�Å�x  1 �m�i�Z�p�b�{ CRL �è
�¯�”�Å�›
ƒ���b�”�t�x�z  ssl crl-record �¯�Ú�ï�Å�›�¬�é�”�Ì�ç
ƒ���Þ�”�Å�p�–�;�`
�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl crl-record crl_name url sign_cert hours

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• crl_name�• CRL �è�¯�”�Å�Ê�{�µ�Ö�”�µ�›���‡�s�M  31 ���È�Ž�º�w���È�»�›�Ö
�—�`�‡�b�{

• url�• CRL �U�”�T�•�o�M�”  URL�{�µ�Ö�”�µ�›���‡�s�M  168 ���È�Ž�º�w���È�»
�›�Ö�—�`�‡�b�¢ http://www.example.com/crl/clientcert.crl �s�r�£ �{

• sign_cert�• CRL �t	z�Ê�`�h  CA 	Â�Ì	{�Ê�{ CA 	Â�Ì	{�t�‘�l�o  CRL �w
Y�p
Q
�U	Â�Ì�^�•�‡�b�{ CRL �›
ƒ���b�”
²�t�z�\�w	Â�Ì	{�›  CSS �t� �ï�Ù�”�Ä�b
�”
ž�A�U�K�“�‡�b�{ CA 	Â�Ì	{�w� �ï�Ù�”�Ä�t�m�M�o�x�z �H 3 	·�® SSL 	Â�Ì
	{�q�©�”�w
ƒ���¯ �w�®	Â�Ì	{�q
•�µ�©�”�w� �ï�Ù�”�Ä�‡�h�x�¤�«�µ�Ù�”�Ä�¯
�›�€	°�`�o�X�i�^�M�{	Â�Ì	{�q�Ñ�•� �ç�Ê�w���È
Ç�Z�t�m�M�o�x�z �H 3 	·

�®SSL 	Â�Ì	{�q�©�”�w
ƒ���¯ �w�®	Â�Ì	{�q�Ñ�•� �ç�q�w���È
Ç�Z�¯ �›�€	°�`
�o�X�i�^�M�{

• hours�•�Ë	ý�^�•�h  CRL �›	��˜�b�”�‡�p�w�4�j�Ì���{ 0 �™2000 �w�‹�›�Ö�—�`
�‡�b�{ 0 �›�¦���b�”�q  CRL �w	��˜�U�Á�®�t�s�“�z CRL �x�Ë	ý�^�•�‡�d�œ�{



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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CSS �w SSL �Þ�´�á�”�ç�t�z
ƒ���^�•�h�b�‚�o�w  CRL �w�æ�µ�Ä�U�-���^�•�‡
�b�{�\�w�Þ�´�á�”�ç�U  CRL �w	��˜�›�¼�ˆ�”�w�x�z�Í�w	Ô�ù�i�Z�p�b�{

�µ CRL �è�¯�”�Å�›���‰  SSL �Ó�é�©�³  �æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�=�^�•�o�M�”�{

� µ � f� w SSL �Ó�é�©�³  �æ�µ�Ä�t���È
Ç�Z�’�•�h�±�”�Ï�µ�‡�h�x�¯�ï�Â�ï�À
�ç�”�ç�U�ž�«�Â�Ÿ�Ò�=�^�•�o�M�”�{

�µ 
²�s�w  CRL �w	��˜�™�z CRL �è�¯�”�Å�º�p
ƒ���^�•�o�M�”�Ì���U�&�a�`
�h�{

�Í�w�«�x�z mycrl �q�M�O�Ê
²�w  CRL �è�¯�”�Å�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{
CRL �w URL �x  crl.verisign.com �p�b�{ CRL �›�Ý	Â�b�”  CSS 	Í�w  CA 	Â�Ì	{�Ê�x�z
verisign_cacert �p�b�{ CSS �x  CRL �›  24 �Ì���]�q�t�Ë	ý�`�‡�b�{�Í�w�‘�O�t�Ö�—
�`�‡�b�{

(config)# ssl crl-record mycrl http://crl.verisign.com/class1.crl 
verisign_cacert 24

CRL �è�¯�”�Å�›�_	†�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config)# no ssl crl-record mycrl

CRL �w
ƒ��	Ø�C�›
¯�Ô�b�”�t�x�z show ssl crl-record �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\
�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �H 7 	·�® SSL �w
ƒ��	Ø�C�S�‘�|�w�-	Ø�C�w
¯�Ô�¯
�›�€	°�`�o�X�i�^�M�{

CRL �è�¯�”�Å�w�>
Ý  SSL �±�”�Ì�•�w�Â�“�p�o

CRL �è�¯�”�Å�›
ƒ���`�h�’�z�f�w�è�¯�”�Å�›�>
Ý  SSL �±�”�Ì�t�Â�“�p�o�”�\�q
�U�p�V�‡�b�{ CRL �è�¯ � ” �Å�› �>
Ý  SSL �±�” � Ì � t �Â�“ �p�o�” � t �x�z  ssl-server
number crl  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�>
Ý  SSL �±�”�Ì�t�Â�“�p�o�’�•�”�w�x�z 1 �m
�w CRL �è�¯�”�Å�i�Z�p�b�{�h�q�Q�y�z mycrl CRL �è�¯�”�Å�›�Â�“�p�o�”�t�x�z�Í
�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 crl mycrl

mycrl CRL �è�¯�”�Å�›�>
Ý  SSL �±�”�Ì�T�’�_	†�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 crl mycrl
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

CSS �t�‘�”  CRL �è�¯�”�Å�w�§
M�¼�¢�ï�é�”�Å

�b�‚�o�w  Certificate Revocation Lists �¢ CRL; 	Â�Ì	{�æ�®�æ�µ�Ä�£�‡�h�x  ssl-accel
�±�”�Ï�µ  �»� �Ó�p
ƒ���^�•�h�ž�«�Â�Ÿ�Ò  �±�”�Ï�µ�w�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³
�æ�µ�Ä�w�›���w  CRL �›�z CSS �p�§
M�$�t�¼�¢�ï�é�”�Å�^�d�”�\�q�U�p�V�‡�b�{
�¼�¢�ï�é�”�Å�›�§
M�$�t�î�æ�b�”�t�x�z�µ�”�Í�”�â�”�²  �Þ�”�Å�p  
ssl force-crl-reload �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�›���w  CRL �›�¼�¢�ï�é�”�Å�b�”�t�x�z �¯�Ú�ï�Å�Ö�—�Ì�t�f�w�Ê
²�›�¦���`�‡�b�{
�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

# ssl force-crl-reload mycrl

�¯�Ú�ï�Å�p�›���w  CRL �Ê�›�¦���`�s�T�l�h	Ô�ù�x�z CSS �t�‘�“�z �ž�«�Â�Ÿ�Ò  �±�”
�Ï�µ�w�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³  �æ�µ�Ä�t���È
Ç�Z�’�•�h
ƒ���A�ˆ�w  CRL �U�¼
�¢�ï�é�”�Å�^�•�‡�b�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

# ssl force-crl-reload

�Ì�¿�«�ž�¿�Ó	Ý�6�t�K�”  CSS �w CRL �x�¼�¢�ï�é�”�Å�p�V�‡�d�œ�{

�«�å� �ž�ï�Ä�Ý	Â�æ

�Ì�w	r�g

�«�å� �ž�ï�Ä	Â�Ì	{�U�Á�®�z�8�v
~�•�z�‡�h�x  CA �t�‘�“	��“	«�^�•�o�M�”	Ô
�ù�z�\�w�«�å� �ž�ï�Ä	Â�Ì	{�w�Ý	Â�t�æ

�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z CSS �x�«�å
� �ž�ï�Ä	Â�Ì	{�w�Ý	Â�t�æ

�b�”�q�z�f�w�«�å� �ž�ï�Ä�w
€���›�‹
q�`�‡�b�{

�¢�«�£ CSS �U CRL �›�¼�¢�ï�é�”�Å�p�V�s�M	Ô�ù�z�«�å� �ž�ï�Ä�w
€���x�æ

�`�z
Revoked SSL �ž�å�”�Ä�U�–�;�^�•�‡�b�{ CRL �U
Y	×�t�é�”�Å�^�•�h�\�q�›�¬�Ý�b
�”�t�x�z show ssl statistics ssl �¯�Ú�ï�Å�›�–�;�`�‡�b�{

ssl-server number failure �¯�Ú�ï�Å�q�Í�w�¦�Ó�³�ã�ï�t�‘�“�z CSS �U�Ý	Â�t�æ

�`
�h�«�å� �ž�ï�Ä	Â�Ì	{�›�r�w�‘�O�t	r�g�b�”�T�›
ƒ���p�V�‡�b�{



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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• ignore�• CSS �x�«�å� �ž�ï�Ä�Ý	Â�w�æ

�›�Á�¹�`�z	Â�Ì	{�U�Á�®�p�‹
€���›
�•�D�`�‡�b�{�h�q�Q�y�z CSS �U�«�å� �ž�ï�Ä�Ý	Â�w�æ

�›�Á�¹�b�”�‘�O
ƒ��
�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure ignore

�¢�«�£ ignore �¦�Ó�³�ã�ï�x�z�·�©�á�æ�Â�Ÿ  �æ�µ�«�t�m�s�U�”�S�f�•�U�K�“�‡�b�{

• reject�•�«�å� �ž�ï�Ä�Ý	Â�t�æ

�`�h	Ô�ù�w	r�g�›�z CSS �w�Ã�Ñ�¥�ç�Ä�w�ˆ
�^�p�K�”�«�å� �ž�ï�Ä
€���‹
q�t�í�`�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure reject

• redirect�•�Ý	Â�t�æ

�`�h
€���›�z
ƒ���`�h  URL �t
ù	ô�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure redirect 

CSS �U�«�å� �ž�ï�Ä
€���›�æ�¼� �è�«�Ä�b�”  URL �›
ƒ���b�”�t�x�z
ssl-server number failure-url �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �µ�Ö�”�µ�›���‡�s�M  168
���È�Ž�º�w  URL �›�¦���`�‡�b�{�h�q�Q�y�z�«�å� �ž�ï�Ä�Ý	Â�t�æ

�`�h�q
�V�t�«�å� �ž�ï�Ä
€���›  URL www.service_css.com �t�æ�¼� �è�«�Ä�b�”�t
�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 failure-url 
http://www.service_css.com

�7���w�æ�¼� �è�«�Ä  URL �›�!�Ë�b�”	Ô�ù�x�z no ssl-server number failure-url
�¯�Ú�ï�Å�›�–�;�`�o  URL �›�_	†�`�z ssl-server number failure-url �¯�Ú�ï�Å�›
�6
C�æ�`�o	ý�`�M  URL �›
ƒ���b�”
ž�A�U�K�“�‡�b�{�\�w�!�Ë�›�æ�O
²�t�z
�ž�«�Â�Ÿ�Ò�s�>
Ý  SSL �±�”�Ì�›�°�Ì���­�`�o�X�i�^�M�{

�h�q�Q�y�z URL �›�_	†�b�”�t�x�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])#  no ssl-server 20 failure-url

�¢�«�£ �æ

�Ì�w	r�g�w
ƒ���t�����s�X�z�«�å� �ž�ï�Ä�Ý	Â�w�æ

�x�z	×�t�¤�å�”  �Ý�¿
�·�”�´�q�`�o  syslog �t�G�å�^�•�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

HTTP �Ô�¿�¼�”
à�Ö�w
ƒ��

SSL 
€���p�x�z�«�å� �ž�ï�Ä�t���b�”�›���w	Ø�C�›�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�t�I
�b
ž�A�U
\�a�”	Ô�ù�‹�K�“�‡�b�{ HTTP �Ô�¿�¼�”
à�Ö�t�‘�“�z�«�å� �ž�ï�Ä�w
€
���¤�t	Ø�C�›  HTTP �Ô�¿�¼�”�t�’�Š���‰�\�q�U�p�V�‡�b�{�h�q�Q�y�z�«�å� �ž�ï
�Ä�U�>
Ý  SSL �±�”�Ì�t
€���`�o�S�“�z CSS �p�Ã�”�»�›
î�ø�=�b�”	Ô�ù�z CSS �x
HTTP �A�{�w�Ô�¿�¼�”�t�\�w  SSL �·�¿�³�ã�ï�t���b�”	Ø�C�q�z �«�å� �ž�ï�Ä�S�‘
�|�±�”�Ì	Â�Ì	{�›
à�Ö�`�o�T�’�z�f�w�Ô�¿�¼�”�›�Ì�¿�«�¤�ï�Å  �±�”�Ì�t�I�b�\
�q�U�p�V�‡�b�{

�¢�«�£ HTTP 1.1 �w�{��
€���w	Ô�ù�z HTTP �Ô�¿�¼�”�w
à�Ö�x�7	s�w  HTTP �A�{�p�i�Z�î
�æ�^�•�‡�b�{�‰�a  TCP 
€���º�w�f�w�™�w�A�{�x�z�!�Ë�^�•�c�t
ù	ô�^�•�‡�b�{
HTTP 1.0 �p�x�{��
€���U�î
÷�^�•�o�M�s�M�h�Š�z �b�‚�o�w  HTTP �A�{�t�Ô�¿�¼�”
�U
à�Ö�^�•�‡�b�{

CSS �x�«�å� �ž�ï�Ä  �Ã�”�»�›
î�ø�=�`�h�™�z�Í�w	Ø�C�w�O�j  1 �m�Ž	Í�›  HTTP
�Ô�¿�¼�”�t
à�Ö�p�V�‡�b�{

• �«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�S�‘�|���È	Ø�C

• �±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�S�‘�|���È	Ø�C

• SSL �·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�S�‘�|���È	Ø�C

• �µ�»�Â�Ÿ�¿�«�s�Â�©�µ�Ä���È�»

�Í�w
â�^�‹�æ�O�\�q�U�p�V�‡�b�{

• HTTP �Ô�¿�¼�”�t
à�Ö�b�”�«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�‡�h�x  SSL
�·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�t�Ó�è�Ñ�Ÿ�¿�«�µ�›
Ç�Z�”�{�Ó�è�Ñ�Ÿ�¿�«�µ�w
ƒ��
�x�z�µ�»�Â�Ÿ�¿�«�s�Â�©�µ�Ä���È�»�w
à�Ö�t�x�è�¹�`�‡�d�œ�{

• �«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�‡�h�x  SSL �·�¿�³�ã�ï�w HTTP �Ô�¿
�¼�”  �Ñ�Ÿ�”�ç�Å�›�!�Ë�b�”�{

�\�\�p�x�z HTTP �Ô�¿�¼�”�•�w�¤	�	Ø�C�w
à�Ö�t�m�M�o
†�Ì�`�‡�b�{

• �«�å� �ž�ï�Ä	Â�Ì	{	Ø�C�w
à�Ö

• �±�”�Ì	Â�Ì	{	Ø�C�w
à�Ö

• �·�¿�³�ã�ï	Ø�C�w
à�Ö



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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• HTTP �Ô�¿�¼�”�t
à�Ö�^�•�h�Ñ�Ÿ�”�ç�Å�•�w�Ó�è�Ñ�Ÿ�¿�«�µ�w�å�C

• �µ�»�Â�Ÿ�¿�«  �Â�©�µ�Ä���È�»�w
à�Ö

• HTTP �Ô�¿�¼�”
à�Ö�Ñ�Ÿ�”�ç�Å�w�!�Ë

• �b�‚�o�w  HTTP �A�{�•�w  HTTP �Ô�¿�¼�”�w
à�Ö

HTTP �Ô�¿�¼�”
à�Ö�w
ƒ���›
¯�Ô�b�”�t�x�z show ssl-proxy-list �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�\�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �H 7 	·�® SSL �w
ƒ��	Ø�C�S�‘�|�w�-	Ø�C
�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

�«�å� �ž�ï�Ä	Â�Ì	{	Ø�C�w
à�Ö

�«�å� �ž�ï�Ä	Â�Ì	{	Ø�C�›�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ù	ô�b�”
ž�A�U�K�”	Ô�ù�x�z
�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�S�‘�|���È	Ø�C�›  HTTP �Ô�¿�¼�”�t
à�Ö�b�”�‘
�O�t  CSS �›
ƒ���p�V�‡�b�{�Ñ�Ÿ�”�ç�Å�t�Ó�è�Ñ�Ÿ�¿�«�µ�›
Ç�Z�”�M�O�t�m�M�o
�x�z�®HTTP �Ô�¿�¼�”�t
à�Ö�^�•�h�Ñ�Ÿ�”�ç�Å�•�w�Ó�è�Ñ�Ÿ�¿�«�µ�w�å�C�¯ �›�€
	°�`�o�X�i�^�M�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�s	Ô�ù�x�z HTTP �Ô�¿�¼�”
à�Ö�›
ƒ���‡�h�x�Á
�®�=�b�”
²�t�Ó�é�©�³  �æ�µ�Ä�›
‡�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ HTTP �Ô�¿�¼�”
à�Ö�w
ƒ
���™�z SSL �Ó�é�©�³  �æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�›  HTTP �Ô�¿�¼�”�t
à�Ö�b�”�‘�O  CSS �›
ƒ���b
�”�t�x�z ssl-server number http-header client-cert �¯�Ú�ï�Å�›�–�;�`�‡�b�{�h�q�Q
�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header 
client-cert

�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�S�‘�|	Ø�C�w  HTTP �Ô�¿�¼�”�•�w
à�Ö�›�Á�®�t
�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header 
client-cert
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��


¯ 4-2 �t�z
à�Ö�p�V�”�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�z
†�Ì�z���Ü�z�S�‘�|�«�›
�Ô�`�‡�b�{	Â�Ì	{�w
\
R�M�O�q�z�–�;�^�•�h�©�”  �ž�ç�°�æ�¶�Ü�t�‘�l�o�x�z�\
�•�’�w�Ñ�Ÿ�”�ç�Å�w�°
æ�U	Â�Ì	{�t���‡�•�s�M	Ô�ù�U�K�“�‡�b�{


¯ 4-2 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å

Client Certificate �Ñ�Ÿ�”�ç�Å 
†�Ì�z���Ü�z�S�‘�|�«

ClientCert-Fingerprint 
†�Ì�•�Ë�¿�³�á	Z�—

���Ü�•�¯�é�ï�p�à
~�’�•�h  16 
��Ì� �Ä�w  ASCII ���È�»

�«�• ClientCert-Fingerprint: 
64:75:CE:AD:9B:71:AC:25:ED:FE:DB:C7:4B:D4:1A:BA

ClientCert-Subject-CN 
†�Ì�• X.509 �±�Ò�´�£�«�Ä�w�ž�è�Ê

���Ü�•	Â�Ì	{�›
C�æ�^�•�”�±�Ò�´�£�«�Ä�w�ž�è�Ê�›
¯�b���È�»

�«�• ClientCert-Subject-CN: www.cisco.com

ClientCert-Issuer-CN 
†�Ì�• X.509 	Â�Ì	{
C�æ�i�w�ž�è�Ê

���Ü�•	Â�Ì	{
C�æ�i�w�ž�è�Ê�›
¯�b���È�»

�«�• ClientCert-Issuer-CN: www.exampleca.com

ClientCert-Certificate-Version 
†�Ì�• X.509 	Â�Ì	{�w�Ì�”�´�ã�ï

���Ü�• X.509 �w�Ì�”�´�ã�ï�w
:�‹�¢ 3�z 2�z�‡�h�x  1�£�t�z X.509 �Ì�”
�´�ã�ï�›  ASN.1 �p
¯�`�h�‹ �¢ 2�z1�z�‡�h�x  0�£�›�§�¿�¯�p�“�œ�p
Ç�C

�«�• ClientCert-Certificate-Version: 3 (0x2)

ClientCert-Serial-Number 
†�Ì�•	Â�Ì	{�w�³�æ�ž�ç
j�ø

���Ü�•�Ý	Â�Á�p�Â�“�p�o�’�•�h
j�ø�w�Ú�™�w
T
:�‹

�«�• ClientCert-Serial-Number: 2

ClientCert-Data-Signature-Algorithm
†�Ì�• X.509 �w�Ë�¿�³�á�S�‘�|�‰�ø�=�M�Ü

���Ü�•	Â�Ì	{�w	z�Ê�t�–�;�^�•�h�ž�ç�°�æ�¶�Ü
�¢ md5WithRSAEncryption�z sha1WithRSAEncryption�z�‡�h�x  
dsaWithSHA1�£�z�S�‘�|�ž�ç�°�æ�¶�Ü�w�Í�å�Ý�”�»

�«�• ClientCert-Signature-Algorithm: md5WithRSAEncryption
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ClientCert-DSA-Public-Key-Size 
†�Ì�•	Â�Ì	{�t  DSA �©�”�U���‡�•�”	Ô�ù�w  DSA �¬�‰�©�”�w�±� 
�¶�¢�Ï�¿�Ä
:�£  

���Ü�•�Ï�¿�Ä
:�›�Ô�b
T
:�‹�t�z���È�»  bit  �›
Ç�C

�«�• ClientCert-DSA-Public-Key-Size: 1024 bit

ClientCert-DSA-Public-Key 
†�Ì�• DSA �ž�ç�°�æ�¶�Ü�w�¬�‰�©�”  �¢	Â�Ì	{�t  DSA �©�”�U���‡
�•	Ô�ù�i�Z�–�;�^�•�”�£

���Ü�•�©�”�›
¯�b�z�¯�é�ï�¢ :�£�p�à
~�’�•�h�Ï�¿�¬�¤�ï�Ã�Ÿ�ž�ï
���Ü�w  16 
�
:�¢
Œ�„�t  0x �›
Ç�Z�s�M�£�w	–���È�w�ó
:�È���È�»

�«�• ClientCert-DSA-Public-Key: 00:d8:1b:94:de:52:a1:20:51:b1:77

ClientCert-DSA-Private-Key-Size 
†�Ì�•	Â�Ì	{�t  DSA �©�”�U���‡�•�”	Ô�ù�w  DSA 
•�µ�©�”�w�±� 
�¶�¢�Ï�¿�Ä
:�£  

���Ü�•�Ï�¿�Ä
:�›�Ô�b
T
:�‹�t�z���È�»  bit  �›
Ç�C

�«�• ClientCert-DSA-Private-Key-Size: 1024 bit

ClientCert-Subject 
†�Ì�• X.509 �±�Ò�´�£�«�Ä�w�Ý���Ê

���Ü�•�Ý	Â�0	Å�w
•�µ�©�”�w	t��	��p�K�”�±�Ò�´�£�«�Ä�›
¯�b��
�È�»

�«�• ClientCert-Subject: CN=Example, ST=Virginia, 
C=US/Email=ca@example.com, 0=Root

ClientCert-Issuer 
†�Ì�• X.509 	Â�Ì	{
C�æ�i�w�Ý���Ê

���Ü�•�\�w	Â�Ì	{�›
C�æ�`�h�Ý	Â�Á�›
¯�b���È�»

�«�• ClientCert-Issuer: CN=Example CA, ST=Virginia, 
C=US/Email=ca@exampleca.com, 0=Root

ClientCert-Not-After 
†�Ì�•	Â�Ì	{�w�æ�®�Ô

���Ü�• Validity �Ñ�Ÿ�”�ç�Å�w  Not After �t�K�”� ��
H�„�Ì�¢ UTC�£
�‡�h�x  Generalized Time ���Ü�w���È�»

�«�• ClientCert-Not-After: 2003-1-27 23:59.59 UTC


¯ 4-2 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

Client Certificate �Ñ�Ÿ�”�ç�Å 
†�Ì�z���Ü�z�S�‘�|�«
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

ClientCert-Not-Before 
†�Ì�•	Â�Ì	{�w
C�®�Ô

���Ü�• Validity �Ñ�Ÿ�”�ç�Å�w  Not Before �t�K�”� ��
H�„�Ì�¢ UTC�£
�‡�h�x  Generalized Time ���Ü�w���È�»

�«�• ClientCert-Not-Before: 2002-1-27 00:00:00.00 UTC

ClientCert-Public-Key-Algorithm 
†�Ì�•�¬�‰�©�”�t�–�;�^�•�”�ž�ç�°�æ�¶�Ü

���Ü�•	Â�Ì	{�t���‡�•�”�¬�‰�©�”�w
\
R�t�–�;�^�•�h�ž�ç�°�æ�¶
�Ü�¢ rsaEncryption�z rsa�z�‡�h�x  dsaEncryption�£

�«�• ClientCert-Public-Key-Algorithm: rsaEncryption

ClientCert-RSA-Modulus-Size 
†�Ì�• RSA �¬�‰�©�”�w�±� �¶

���Ü�• RSA �Þ�´�á�å�µ�w
T
:�‹�w�Ï�¿�Ä
:�¢�è	×�x  512�z 1024�z
�‡�h�x  2048�£�t�z���È�»  bit  �›
Ç�C

�«�• ClientCert-RSA-Modulus-Size: 1024 bit

ClientCert-RSA-Modulus 
†�Ì�• RSA �Þ�´�á�å�µ

���Ü�• RSA �ž�ç�°�æ�¶�Ü  �Þ�´�á�å�µ�¢ n�£�›
¯�b�z�¯�é�ï�¢ :�£�p
�à
~�’�•�h�Ï�¿�¬�¤�ï�Ã�Ÿ�ž�ï���Ü�w  16 
�
:�¢
Œ�„�t  0x �›
Ç�Z
�s�M�£�w	–���È�w�ó
:�È���È�»�{�¦
:�¢ e�£�q�q�‹�t�;�M�o�z RSA
	Â�Ì	{�w�¬�‰�©�”
æ
ü�›
¯�`�‡�b�{

�«�• ClientCert-RSA-Modulus: + 00:d8:1b:94:de:52:a1:20:51:b1:77

ClientCert-RSA-Exponent 
†�Ì�•�¬�‰  RSA �¦
:

���Ü�• RSA �ž�ç�°�æ�¶�Ü�¦
:�¢ e�£�›
¯�b
T
:�‹

�«�• ClientCert-RSA-Exponent: 65537

ClientCert-Subject-Key-Identifier 
†�Ì�• X.509 �±�Ò�´�£�«�Ä�w�©�”�Ý��� 

���Ü�• X.509 �Ì�”�´�ã�ï  3 �w�±�Ò�´�£�«�Ä�w�©�”�Ý��� �›
¯�b�z �¯
�é�ï�p�à
~�’�•�h  16 
��Ì� �Ä�w  ASCII ���È�»

�«�• ClientCert-Subject-Key-Identifier: 16:13:15:97:FD:8E:16:B9:D2:99


¯ 4-2 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

Client Certificate �Ñ�Ÿ�”�ç�Å 
†�Ì�z���Ü�z�S�‘�|�«
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�±�”�Ì	Â�Ì	{	Ø�C�w
à�Ö

�±�”�Ì	Â�Ì	{	Ø�C�›�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ù	ô�b�”
ž�A�U�K�”	Ô�ù�x�z�±�”�Ì
	Â�Ì	{�Ñ�Ÿ�”�ç�Å�S�‘�|���È	Ø�C�›
à�Ö�b�”�‘�O�t  CSS �›
ƒ���p�V�‡�b�{�±�”
�Ì	Â�Ì	{�x  CSS 	Í�t���O�`�z ssl-server number rsacert �‡�h�x  ssl-server number
dsacert �¯�Ú�ï�Å�t�‘�“
ƒ���^�•�‡�b�{�Ñ�Ÿ�”�ç�Å�t�Ó�è�Ñ�Ÿ�¿�«�µ�›
Ç�C�b�”
�M�O�t�m�M�o�x�z �®HTTP �Ô�¿�¼�”�t
à�Ö�^�•�h�Ñ�Ÿ�”�ç�Å�•�w�Ó�è�Ñ�Ÿ�¿�«�µ
�w�å�C�¯ �›�€	°�`�o�X�i�^�M�{

ClientCert-Authority-Key-Identifier 
†�Ì�• X.509 �Ý	Â�Á�©�”�Ý��� 

���Ü�• X.509 �Ì�”�´�ã�ï  3 �w�Ý	Â�Á�©�”�Ý��� �›
¯�b�z�¯�é�ï�p
�à
~�’�•�h  16 
��Ì� �Ä�w  ASCII ���È�»

�«�• ClientCert-Authority-Key-Identifier: 
16:13:15:97:FD:8E:16:B9:D2:99

ClientCert-Basic-Constraints 
†�Ì�• X.509 �w�,�Š�$�s
M�ÿ

���Ü�•	Â�Ì	{�w�±�Ò�´�£�«�Ä�U�Ý	Â�Á�q�`�o�‹�;�ó�p�V�”�T�r�O
�T�›�Ô�b���È�»�{�‹�x  CA=TRUE �‡�h�x  CA=FALSE

�«�• ClientCert-Basic-Constraints: CA=TRUE

ClientCert-Signature-Algorithm 
†�Ì�•	Â�Ì	{	z�Ê�ž�ç�°�æ�¶�Ü

���Ü�• md5WithRSAEncryption�z sha1WithRSAEncryption�z�‡�h�x  
dsaWithSHA1�¢ Secure Hash Algorithm �w	Ô�ù�£

�«�• ClientCert-Signature-Algorithm: md5WithRSAEncryption

ClientCert-Signature 
†�Ì�•	Â�Ì	{	z�Ê

���Ü�•	Â�Ì	{�º�w���w�Ñ�Ÿ�”�ç�Å�w�·�©�á�ž  �Ë�¿�³�á�z�S�‘�|�\
�w�Ë�¿�³�á�w�Ã�´�»�ç	z�Ê�›
¯�b�z�¯�é�ï�¢ :�£�p�à
~�’�•�h�Ï�¿
�¬�¤�ï�Ã�Ÿ�ž�ï���Ü�w  16 
�
:�¢
Œ�„�t  0x �›
Ç�Z�s�M�£�w	–���È
�w�ó
:�È���È�»

�«�• ClientCert-Signature: 33:75:8e:a4:05:92:65


¯ 4-2 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

Client Certificate �Ñ�Ÿ�”�ç�Å 
†�Ì�z���Ü�z�S�‘�|�«
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�s	Ô�ù�x�z HTTP �Ô�¿�¼�”
à�Ö�›
ƒ���‡�h�x�Á
�®�=�b�”
²�t�Ó�é�©�³  �æ�µ�Ä�›
‡�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ HTTP �Ô�¿�¼�”
à�Ö�w
ƒ
���™�z SSL �Ó�é�©�³  �æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

�±�”�Ì	Â�Ì	{	Ø�C�w
à�Ö�›
ƒ���b�”�t�x�z ssl-server number http-header 
server-cert �¯�Ú�ï�Å�›�–�;�`�‡�b�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header 
server-cert

�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�S�‘�|	Ø�C�w  HTTP �Ô�¿�¼�”�•�w
à�Ö�›�Á�®�t�b�”�t
�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header 
server-cert


¯ 4-3 �t�z
à�Ö�^�•�”�±�”�Ì	Â�Ì	{�w�¤�Ñ�Ÿ�”�ç�Å�q�z�f�•�’�t�m�M�o�w
†�Ì�›
�Ô�`�‡�b�{	Â�Ì	{�w
\
R�M�O�q�z�–�;�^�•�h�©�”  �ž�ç�°�æ�¶�Ü�t�‘�l�o�x�z�\
�•�’�w�Ñ�Ÿ�”�ç�Å�w�°
æ�U	Â�Ì	{�t���‡�•�s�M	Ô�ù�U�K�“�‡�b�{


¯ 4-3 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å �º�0

ServerCert-Fingerprint 
†�Ì�•�Ë�¿�³�á	Z�—

���Ü�•�¯�é�ï�p�à
~�’�•�h  16 
��Ì� �Ä�w  ASCII ���È�»

�«�• ServerCert-Fingerprint: 
64:75:CE:AD:9B:71:AC:25:ED:FE:DB:C7:4B:D4:1A:BA

ServerCert-Subject-CN 
†�Ì�• X.509 �±�Ò�´�£�«�Ä�w�ž�è�Ê

���Ü�•	Â�Ì	{�›
C�æ�^�•�”�±�Ò�´�£�«�Ä�w�ž�è�Ê�›
¯�b���È�»

�«�• ServerCert-Subject-CN: www.cisco.com
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ServerCert-Issuer-CN 
†�Ì�• X.509 	Â�Ì	{
C�æ�i�w�ž�è�Ê

���Ü�•	Â�Ì	{
C�æ�i�w�ž�è�Ê�›
¯�b���È�»

�«�• ServerCert-Issuer-CN: www.exampleca.com

ServerCert-Certificate-Version 
†�Ì�• X.509 	Â�Ì	{�Ì�”�´�ã�ï

���Ü�• X.509 �w�Ì�”�´�ã�ï�w
:�‹�¢ 3�z 2�z�‡�h�x  1�£�t�z X.509
�Ì�”�´�ã�ï�›  ASN.1 �p
¯�`�h�‹�¢ 2�z 1�z�‡�h�x  0�£�›�§�¿�¯�p�“
�œ�p
Ç�C

�«�• ServerCert-Certificate-Version: 3 (0x2)

ServerCert-Serial-Number 
†�Ì�•
†�Ì	{�³�æ�ž�ç
j�ø

���Ü�•�Ý	Â�Á�p�Ú�™�t�Â�“�p�o�’�•�h
T
:�‹

�«�• ServerCert-Serial-Number: 2

ServerCert-Data-Signature-Algorithm
†�Ì�• X.509 �w�Ë�¿�³�á�S�‘�|�‰�ø�=�M�Ü

���Ü�•	Â�Ì	{�t	z�Ê�b�”�w�t�–�;�b�”  md5WithRSAEncryption�z
sha1WithRSAEncryption�z�‡�h�x  dsaWithSHA1 �ž�ç�°�æ�¶�Ü�z�S
�‘�|�ž�ç�°�æ�¶�Ü  �Í�å�Ý�”�»

�«�• ServerCert-Signature-Algorithm: md5WithRSAEncryption

ServerCert-DSA-Public-Key-Size 
†�Ì�•	Â�Ì	{�t  DSA �©�”�U���‡�•�”	Ô�ù�w  DSA �¬�‰�©�”�w�±� 
�¶�¢�Ï�¿�Ä
:�£  

���Ü�•�Ï�¿�Ä
:�›�Ô�b
T
:�‹�t�z���È�»  bit  �›
Ç�C

�«�• ServerCert-DSA-Public-Key-Size: 1024 bit

ServerCert-DSA-Public-Key 
†�Ì�• DSA �ž�ç�°�æ�¶�Ü�w�¬�‰�©�”  �¢	Â�Ì	{�t  DSA �©�”�U���‡
�•�”	Ô�ù�i�Z�–�;�^�•�”�£

���Ü�•�©�”�›
¯�b�z�¯�é�ï�¢ :�£�p�à
~�’�•�h�Ï�¿�¬�¤�ï�Ã�Ÿ�ž
�ï���Ü�w  16 
�
:�¢
Œ�„�t  0x �›
Ç�Z�s�M�£�w	–���È�w�ó
:�È���È
�»

�«�• ServerCert-DSA-Public-Key: 00:d8:1b:94:de:52:a1:20:51:b1:77


¯ 4-3 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

�Ñ�Ÿ�”�ç�Å �º�0
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

ServerCert-DSA-Private-Key-Size 
†�Ì�•	Â�Ì	{�t  DSA �©�”�U���‡�•�”	Ô�ù�w  DSA 
•�µ�©�”�w�±� 
�¶�¢�Ï�¿�Ä
:�£  

���Ü�•�Ï�¿�Ä
:�›�Ô�b
T
:�‹�t�z���È�»  bit  �›
Ç�C

�«�• ServerCert-DSA-Private-Key-Size: 1024 bit

ServerCert-Subject 
†�Ì�• X.509 �±�Ò�´�£�«�Ä�w�Ý���Ê

���Ü�•�Ý	Â�0	Å�w
•�µ�©�”�w	t��	��p�K�”�±�Ò�´�£�«�Ä�›
¯�b��
�È�»

�«�• ServerCert-Subject: CN=Example, ST=Virginia, 
C=US/Email=ca@example.com, 0=Root

ServerCert-Issuer 
†�Ì�• X.509 	Â�Ì	{
C�æ�i�w�ž�è�Ê

���Ü�•�\�w	Â�Ì	{�›
C�æ�`�h�Ý	Â�Á�›
¯�b���È�»

�«�• ServerCert-Issuer: CN=Example CA, ST=Virginia, 
C=US/Email=ca@exampleca.com, 0=Root

ServerCert-Not-After 
†�Ì�•	Â�Ì	{�w�æ�®�Ô

���Ü�• Validity �Ñ�Ÿ�”�ç�Å�w  Not After �t�K�”� ��
H�„�Ì�¢ UTC�£
�‡�h�x  Generalized Time �w���È�»

�«�• ServerCert-Not-After: 2003-1-27 23:59.59 UTC

ServerCert-Not-Before 
†�Ì�•	Â�Ì	{�w
C�®�Ô

���Ü�• Validity �Ñ�Ÿ�”�ç�Å�w  Not Before �t�K�”� ��
H�„�Ì�¢ UTC�£
�‡�h�x  Generalized Time ���Ü�w���È�»

�«�• ServerCert-Not-Before: 2002-1-27 00:00:00.00 UTC

ServerCert-Public-Key-Algorithm 
†�Ì�•�¬�‰�©�”�t�–�;�^�•�”�ž�ç�°�æ�¶�Ü

���Ü�•	Â�Ì	{�t���‡�•�”�¬�‰�©�”�w
\
R�t�–�;�^�•�”�ž�ç�°�æ�¶
�Ü�¢ rsaEncryption�z rsa�z�‡�h�x  dsaEncryption�£

�«�• ServerCert-Public-Key-Algorithm: rsaEncryption


¯ 4-3 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

�Ñ�Ÿ�”�ç�Å �º�0
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ServerCert-RSA-Modulus-Size 
†�Ì�• RSA �¬�‰�©�”�w�±� �¶

���Ü�• RSA �Þ�´�á�å�µ�w
T
:�‹�w�Ï�¿�Ä
:�¢�è	×�x  512�z 1024�z
�‡�h�x  2048�£�t�z���È�»  bit  �›
Ç�C

�«�• ServerCert-RSA-Modulus-Size: 1024 bit

ServerCert-RSA-Modulus 
†�Ì�• RSA �Þ�´�á�å�µ

���Ü�• RSA �ž�ç�°�æ�¶�Ü  �Þ�´�á�å�µ�¢ n�£�›
¯�b�z�¯�é�ï�¢ :�£�p
�à
~�’�•�h�Ï�¿�¬�¤�ï�Ã�Ÿ�ž�ï���Ü�w  16 
�
: �¢
Œ�„�t  0x �›
Ç�Z
�s�M�£�w	–���È�w�ó
:�È���È�»�{�¦
:�¢ e�£�q�q�‹�t�;�M�o�z RSA
	Â�Ì	{�w�¬�‰�©�”
æ
ü�›
¯�`�‡�b�{

�«�• ServerCert-RSA-Modulus: + 00:d8:1b:94:de:52:a1:20:51:b1:77

ServerCert-RSA-Exponent 
†�Ì�• RSA �¬�‰�¦
:

���Ü�• RSA �ž�ç�°�æ�¶�Ü�¦
:�¢ e�£�›
¯�b
T
:�‹

�«�• ServerCert-RSA-Exponent: 65537

ServerCert-Subject-Key-Identifier 
†�Ì�• X.509 �±�Ò�´�£�«�Ä�w�©�”�Ý��� 

���Ü�• X.509 �Ì�”�´�ã�ï  3 �w�±�Ò�´�£�«�Ä�w�©�”�Ý��� �›
¯�b�z
�¯�é�ï�p�à
~�’�•�h  16 
��Ì� �Ä�w  ASCII ���È�»

�«�• ServerCert-Subject-Key-Identifier: 
16:13:15:97:FD:8E:16:B9:D2:99

ServerCert-Authority-Key-Identifier 
†�Ì�• X.509 �Ý	Â�Á�©�”�Ý��� 

���Ü�• X.509 �Ì�”�´�ã�ï  3 �w�Ý	Â�Á�©�”�Ý��� �›
¯�b�z�¯�é�ï�p
�à
~�’�•�h  16 
��w  ASCII ���È�»

�«�• ServerCert-Authority-Key-Identifier: 
16:13:15:97:FD:8E:16:B9:D2:99


¯ 4-3 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

�Ñ�Ÿ�”�ç�Å �º�0
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�·�¿�³�ã�ï	Ø�C�w
à�Ö

SSL �·�¿�³�ã�ï	Ø�C�›�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ù	ô�b�”	Ô�ù�x�z SSL �·�¿�³�ã�ï
�Ñ�Ÿ�”�ç�Å�S�‘�|���È	Ø�C�›
à�Ö�b�”�‘�O�t  CSS �›
ƒ���p�V�‡�b�{�Ñ�Ÿ�”�ç�Å
�t�Ó�è�Ñ�Ÿ�¿�«�µ�›
Ç�Z�”�M�O�t�m�M�o�x�z �®HTTP �Ô�¿�¼�”�t 
à�Ö�^�•�h
�Ñ�Ÿ�”�ç�Å�•�w�Ó�è�Ñ�Ÿ�¿�«�µ�w�å�C�¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�s	Ô�ù�x�z HTTP �Ô�¿�¼�”
à�Ö�›
ƒ���‡�h�x�Á
�®�=�b�”
²�t�Ó�é�©�³  �æ�µ�Ä�›
‡�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ HTTP �Ô�¿�¼�”
à�Ö�w
ƒ
���™�z SSL �Ó�é�©�³  �æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

ServerCert-Basic-Constraints 
†�Ì�• X.509 �w�,�Š�$�s
M�ÿ

���Ü�•	Â�Ì	{�w�±�Ò�´�£�«�Ä�U�Ý	Â�Á�q�`�o�‹�;�ó�p�V�”�T�r�O
�T�›�Ô�b���È�»�{�‹�x  CA=TRUE �‡�h�x  CA=FALSE

�«�• ServerCert-Basic-Constraints: CA=TRUE

ServerCert-Signature-Algorithm 
†�Ì�•	Â�Ì	{	z�Ê�ž�ç�°�æ�¶�Ü

���Ü�• md5WithRSAEncryption�z sha1WithRSAEncryption�z�‡�h�x  
dsaWithSHA1�¢ Secure Hash Algorithm �w	Ô�ù�£

�«�• ServerCert-Signature-Algorithm: md5WithRSAEncryption

ServerCert-Signature 
†�Ì�•	Â�Ì	{	z�Ê

���Ü�•	Â�Ì	{�º�w���w�Ñ�Ÿ�”�ç�Å�w�·�©�á�ž  �Ë�¿�³�á�z�S�‘�|
�\�w�Ë�¿�³�á�w�Ã�´�»�ç	z�Ê�›
¯�b�z�¯�é�ï�¢ :�£�p�à
~�’�•�h
�Ï�¿�¬�¤�ï�Ã�Ÿ�ž�ï���Ü�w  16 
�
:�¢
Œ�„�t  0x �›
Ç�Z�s�M�£�w	–
���È�w�ó
:�È���È�»

�«�• ServerCert-Signature: 33:75:8e:a4:05:92:65


¯ 4-3 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�¢���V�£

�Ñ�Ÿ�”�ç�Å �º�0
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�·�¿�³�ã�ï	Ø�C�w
à�Ö�›
ƒ���b�”�t�x�z ssl-server number http-header session �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header session

SSL �·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�S�‘�|	Ø�C�w  HTTP �Ô�¿�¼�”�•�w
à�Ö�›�Á�®�t�b�”
�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header 
session


¯ 4-4 �t�z
à�Ö�^�•�”  SSL �·�¿�³�ã�ï�w�¤�Ñ�Ÿ�”�ç�Å�q�z�f�•�’�t�m�M�o�w
†�Ì
�›�Ô�`�‡�b�{


¯ 4-4 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”  SSL �·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å

�Ñ�Ÿ�”�ç�Å �º�0

Session-Cipher-Name 
†�Ì�•�0	¶�‰�ø�µ� �”�Ä

���Ü�•�\�w�·�¿�³�ã�ï�¤�t�É�°�³�¤�”�Ä�^�•�”�‰�ø�µ� �”�Ä�w  
OpenSSL �Ì�”�´�ã�ï�Ê

�«�• Session-Cipher-Name: EXP1024-RC4-SHA

Session-Cipher-Key-Size 
†�Ì�•�0	¶�‰�ø�©�”  �±� �¶

���Ü�•�¬�‰�©�”�w�Õ�^�¢�Ì� �Ä
:�£�›
¯�b
T
:

�«�• Session-Cipher-Key-Size: 128

Session-Cipher-Use-Size 
†�Ì�•�0	¶�‰�ø�w�–�;

���Ü�•�\�w�·�¿�³�ã�ï�¤�t�0	¶�‰�ø�t�–�;�^�•�”�©�”�w�Õ� �̂¢�Ì� �Ä

:�£�›
¯�b
T
:

�«�• Session-Cipher-Use-Size: 56

Session-Protocol-Version 
†�Ì�• SSL �‡�h�x  TLS �w�Ì�”�´�ã�ï

���Ü�• SSL �‡�h�x  TLS �Ó�é�Ä�¯�ç�t�Ì�”�´�ã�ï
j�ø�›
Ç�C�`�h���È�»

�«�• Session-Protocol-Version: TLSv1
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

HTTP �Ô�¿�¼�”�t
à�Ö�^�•�h�Ñ�Ÿ�”�ç�Å�•�w�Ó�è�Ñ�Ÿ�¿�«�µ�w�å�C

HTTP �Ô�¿�¼�”�t
à�Ö�^�•�h�«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�‡�h�x�·�¿
�³�ã�ï  �Ñ�Ÿ�”�ç�Å�t�Ó�è�Ñ�Ÿ�¿�«�µ�›
Ç�Z�”�t�x�z ssl-server number http-header
prefix �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 16 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�œ�p�Ö
�—�`�‡�b�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�s	Ô�ù�x�z HTTP �Ô�¿�¼�”
à�Ö�›
ƒ���‡�h�x�Á
�®�=�b�”
²�t�Ó�é�©�³  �æ�µ�Ä�›
‡�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ HTTP �Ô�¿�¼�”
à�Ö�w
ƒ
���™�z SSL �Ó�é�©�³  �æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

�h�q�Q�y�z
à�Ö�^�•�h�b�‚�o�w�Ñ�Ÿ�”�ç�Å�t�Ó�è�Ñ�Ÿ�¿�«�µ�® Acme-SSL�¯�›�å
�C�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header prefix 
"Acme-SSL"

Session-Id 
†�Ì�• SSL �·�¿�³�ã�ï  ID

���Ü�•�\�w�·�¿�³�ã�ï�p�É�°�³�¤�”�Ä�^�•�h�z�‡�h�x�É�°�³�¤�”�Ä�^
�•�o�M�”  32 �Ì� �Ä�w�·�¿�³�ã�ï  ID �›
¯�b	–���È�w�ó
:�È���È�» �¢
Œ
�„�t  0x �›
Ç�Z�c�z�¯�é�ï�¢ :�£�p�à
~�’�•�h�Ï�¿�¬�¤�ï�Ã�Ÿ�ž�ï���Ü
�w 16 
�
:�£

�«�• Session-Id: 75:45:62:cf:ee:71:de:ad:be:ef:00:33:ee:23:89:25:75:45:62:
cf:ee:71:de:ad:be:ef:00:33:ee:23:89:25

Session-Verify-Result 
†�Ì�• SSL �·�¿�³�ã�ï�w�U	Â�A�L

���Ü�• SSL �·�¿�³�ã�ï�w�U	Â�A�L�›�Ô�b
:�‹

�«�• Session-Verify-Result: 0


¯ 4-4 HTTP �Ô�¿�¼�”�t
à�Ö�^�•�”  SSL �·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�¢���V�£

�Ñ�Ÿ�”�ç�Å �º�0
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�\�•�p  ClientCert-Certificate-Version �Ñ�Ÿ�”�ç�Å�U  
Acme-SSL-ClientCert-Certificate-Version �q�`�o
¯�Ô�^�•�‡�b�{

�Ó�è�Ñ�Ÿ�¿�«�µ�›���‡�s�M�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header 
prefix

�¢�«�£ ssl-server number http-header prefix �¯�Ú�ï�Å�x�z HTTP �Ô�¿�¼�”�t
à�Ö�b�”�‘�O
�t
ƒ���`�h  SSL �Ñ�Ÿ�”�ç�Å�i�Z�t�è�¹�›�)�Q�‡�b�{ �\�w�¯�Ú�ï�Å�x�z �µ�»�Â�Ÿ�¿
�«  �Â�©�µ�Ä���È�»�w
à�Ö�t�x�è�¹�›�)�Q�‡�d�œ�{

�µ�»�Â�Ÿ�¿�«  �Â�©�µ�Ä���È�»�w
à�Ö

�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ù	ô�^�•�”  HTTP �Ô�¿�¼�”�t�Â�©�µ�Ä���È�»�›
à�Ö�b�”
�w�x�z Microsoft Outlook Web Access�¢ OWA�£�ž�Ó�æ�­�”�³�ã�ï�•�w�0� �U	��s�g
���p�b�U�z���w�g���p�µ�»�Â�Ÿ�¿�«  �Â�©�µ�Ä�›
à�Ö�b�”�\�q�‹�p�V�‡�b�{�µ�»
�Â�Ÿ�¿�«  �Â�©�µ�Ä���È�»�w
à�Ö�›
ƒ���b�”�t�x�z ssl-server number http-header
static �¯�Ú�ï�Å�›�–�;�`�‡�b�{�µ�Ö�”�µ�›���‰  199 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›
�¾�; 
Ö�p�“ �œ�p�Ö�—�` �‡�b�{ OWA �› �±�Ù�” �Ä�b�” � t �x�z�Â�©�µ�Ä� � �È�»

�®FRONT-END-HTTPS: on�¯�›�Ö�—�`�‡�b�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�s	Ô�ù�x�z HTTP �Ô�¿�¼�”
à�Ö�›
ƒ���‡�h�x�Á
�®�=�b�”
²�t�Ó�é�©�³  �æ�µ�Ä�›
‡�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ HTTP �Ô�¿�¼�”
à�Ö�w
ƒ
���™�z SSL �Ó�é�©�³  �æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header static 
“FRONT-END-HTTPS: on”
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

\r\n ���È�»�›�–�;�b�”�\�q�t�‘�l�o�z�f�w
²�™�w���È�»�›�~�æ�`�o
à�Ö�b�”�\�q
�‹�p�V�‡�b�{ �æ�›	4�ƒ�b�”  \r\n ���È�»�p�z 199 ���È�w�O�j�w  4 ���È�›�–�;�`�‡�b�{
�Í�w�«�p�x�z 3 �m�w���È�»�® FRONT-END-HTTPS: on� �̄z�®session cache: on� �̄z�S�‘
�|�® vip address: www.acme.com�¯�w
à�Ö�`�o�M�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 http-header static 
“FRONT-END-HTTPS: on\r\nsession cache: on\r\nvipaddress: www.acme.com”

HTTP �Ô�¿�¼�”�•�w�µ�»�Â�Ÿ�¿�«���È�»�w
à�Ö�›�Á�®�t�`�z�f�w���È�»�›�_	†�b
�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 http-header 
static

HTTP �Ô�¿�¼�”
à�Ö�Ñ�Ÿ�”�ç�Å�w�!�Ë


à�Ö�b�”  HTTP �Ô�¿�¼�”�w�Ñ�Ÿ�”�ç�Å�t
ª	j�x�s�X�z �ž�Ó�æ�­�”�³�ã�ï�•�ž�Ó�æ
�­�”�³�ã�ï�w�î
÷�M�O�t�‘�l�o�Ÿ�s�“�‡�b�{�\�w�\�q�T�’�z CSS �p�x�z�·�¿�³�ã
�ï�•
à�Ö�b�”  HTTP �Ô�¿�¼�”  �»�¬�w�‹�›�$	B�b�”�\�q�U�p�V�‡�b�{

�¢�«�£ HTTP �Ô�¿�¼�”
à�Ö�;�ó�x�z HTTP �Ô�¿�¼�”  �Ñ�Ÿ�”�ç�Å�U�!�Ë�^�•�h	Ô�ù�t�‹�0
� �`�o�M�”
ž�A�U�K�“�‡�b�{ CSS �p  HTTP �Ô�¿�¼�”
à�Ö�›���®�t�b�”�M�O�t�m�M
�o�x  �®�«�å� �ž�ï�Ä	Â�Ì	{	Ø�C�w
à�Ö�¯ �z�®�±�”�Ì	Â�Ì	{	Ø�C�w
à�Ö�¯ �z�‡�h�x

�®�·�¿�³�ã�ï	Ø�C�w
à�Ö�¯ �›�€	°�`�o�X�i�^�M�{

�!�Ë�b�”�t�x�z�Í�w�‘�O�t�`�‡�b�{

• �«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�w	Ô�ù�z ssl-server number http-header 
client-cert-field �¯�Ú�ï�Å�›�–�;�b�”�{

• �±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�w	Ô�ù�z ssl-server number http-header 
server-cert-field �¯�Ú�ï�Å�›�–�;�b�”�{

• �·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�w	Ô�ù�z ssl-server number http-header session-field �¯
�Ú�ï�Å�›�–�;�b�”�{
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�\�•�’�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl-server number [http-header client-cert-field|server-cert-field| session-field] 
default_field “ configured_field”

�!
:�w�º�0�x�Í�w�q�S�“�p�b�{

• default_field�•�!�Ë�0	Å�w�«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�‡�h�x�·�¿
�³�ã�ï  �Ñ�Ÿ�”�ç�Å�w�Ã�Ñ�¥�ç�Ä�Ê�{

�µ �Ã�Ñ�¥�ç�Ä�w�«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�t�m�M�o�x�z 
¯ 4-2 �›�€	°
�b�”�T�¢ �®ClientCert-� �̄Ó�è�Ñ�Ÿ�¿�«�µ�x���ˆ�‡�d�œ�£�‡�h�x�Í�w�‘�O�t
�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header 
client-cert-field ?

�µ �Ã�Ñ�¥�ç�Ä�w�±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�t�m�M�o�x�z 
¯ 4-3 �›�€	°�b�”�T
�¢�®ServerCert-�¯�Ó�è�Ñ�Ÿ�¿�«�µ�x���ˆ�‡�d�œ�£�‡�h�x�Í�w�‘�O�t�Ö�—�`
�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header 
server-cert-field ?

�µ �Ã�Ñ�¥�ç�Ä�w�·�¿�³�ã�ï�Ñ�Ÿ�”�ç�Å�t�m�M�o�x�z 
¯ 4-4 �›�€	°�b�”�T
�¢�® Session-�¯�w�Ó�è�Ñ�Ÿ�¿�«�µ�x���ˆ�‡�d�œ�£�‡�h�x�Í�w�‘�O�t�Ö�—�`
�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header session-field 
?

• configured_field�•�Ã�Ñ�¥�ç�Ä�w�Ñ�Ÿ�”�ç�Å�Ê�›�”�V�õ�Q�o
ƒ���b�”�Ê
²�{
ƒ
���0	Å�Ñ�Ÿ�”�ç�Å�t  1 �™36 ���È�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�œ�p�Ö�—�`
�‡�b�{�Â�©�µ�Ä���È�»�w�¤
Œ�t�¯�é�ï�¢ :�£�›�Ö�—�`�s�M�p�X�i�^�M�{�¯�é
�ï�x CSS �t�‘�l�o�×�ˆ
à�Ö�^�•�‡�b�{

�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�b�”�q�z �Ã�Ñ�¥�ç�Ä�‹�U�Ñ�Ÿ�”�ç�Å
�t
ƒ���^�•�‡�b�{

�h�q�Q�y�z ClientCert-Fingerprint  �«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�›  
Client-Fingerprint  �t�!�Ë�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header client-cert-field 
Fingerprint "Client-Fingerprint"
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

ServerCert-Fingerprint  �±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�›  Server-Fingerprint �t�!�Ë�b
�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header server-cert-field 
Fingerprint "Server-Fingerprint"

Session-Cipher-Name �·�¿�³�ã�ï�Ñ�Ÿ�”�ç�Å�Ê�›  CipherName �t�!�Ë�b�”�t�x�z
�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header session-field 
Cipher-Name "CipherName"

�«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�‡�h�x�·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�›�Ã�Ñ�¥�ç
�Ä�‹�t�í�b�t�x�z�Í�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{

no ssl-server number [http-header client-cert-field|server-cert-field| 
session-field] default_field 

default_field �!
:�x�z�!�Ë�0	Å�w�«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�‡�h�x�·�¿
�³�ã�ï  �Ñ�Ÿ�”�ç�Å�w�Ã�Ñ�¥�ç�Ä�Ê�p�b�{ �Ã�Ñ�¥�ç�Ä�w  HTTP �Ô�¿�¼�”
à�Ö�Ñ�Ÿ�”
�ç�Å�S�‘�|���È
Ç�Z�’�•�h
ƒ���‹�›
¯�Ô�b�”�t�x�z show ssl-proxy-list list_name
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �H 7 	·�® SSL �w
ƒ��	Ø
�C�S�‘�|�w�-	Ø�C�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{�Ã�Ñ�¥�ç�Ä�w�Ñ�Ÿ�”�ç�Å�x�z�¾
�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

�¢�«�£ �«�å� �ž�ï�Ä	Â�Ì	{�z�±�”�Ì	Â�Ì	{�z�S�‘�|�·�¿�³�ã�ï�Ñ�Ÿ�”�ç�Å�t�x�Ó�è
�Ñ�Ÿ�¿�«�µ�›���Š�s�M�p�X�i�^�M�{�h�q�Q�y�z ClientCert-Fingerprint  �Ñ�Ÿ�”�ç
�Å�t�0�`�o�x  Fingerprint �q�Ö�—�`�‡�b�{

�‡�h�z�Ã�Ñ�¥�ç�Ä�w  ClientCert-Fingerprint  �«�å� �ž�ï�Ä	Â�Ì	{�Ñ�Ÿ�”�ç�Å�›�æ
�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

[(config-ssl-proxy-list)#  no ssl-server 1 http-header 
client-cert-field Fingerprint



�H 4 	·       SSL 	4�ƒ�w
ƒ��
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Ý  SSL �±�”�Ì�w
ƒ��
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�Ã�Ñ�¥�ç�Ä�w  ServerCert-Fingerprint  �±�”�Ì	Â�Ì	{�Ñ�Ÿ�”�ç�Å�›�æ�·�¿�Ä�b�”�t
�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  no ssl-server 1 http-header server-cert-field 
Fingerprint

�Ã�Ñ�¥�ç�Ä�w  Session-Cipher-Name �·�¿�³�ã�ï  �Ñ�Ÿ�”�ç�Å�›�æ�·�¿�Ä�b�”�t�x�z
�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  no ssl-server 1 http-header session-field 
Cipher-Name

�b�‚�o�w  HTTP �A�{�•�w  HTTP �Ô�¿�¼�”�w
à�Ö

�Ã�Ñ�¥�ç�Ä�p�x  HTTP �{��
€���w	Ô�ù�z HTTP �Ô�¿�¼�”�w
à�Ö�x�7	s�w  HTTP �A
�{�p�i�Z�î�æ�^�•�‡�b�{�‰�a  TCP 
€���º�w�f�w�™�w�A�{�x�z�!�Ë�^�•�c�t
ù	ô
�^�•�‡�b�{�‰�a  TCP 
€���º�w�b�‚�o�w  HTTP �A�{�t  HTTP �Ô�¿�¼�”�›
à�Ö�b�”
�t�x�z  ssl-server number http-header insert-per-request �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  ssl-server 1 http-header insert-per-request

HTTP �{��
€���w�7	s�w  HTTP �A�{�p�i�Z�z HTTP �Ô�¿�¼�”
à�Ö�w�Ã�Ñ�¥�ç�Ä�w
�ˆ�^�›�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list)#  no ssl-server 1 http-header 
insert-per-request

SSL �‡�h�x  TLS �Ì�”�´�ã�ï�w�¦��

�Ã�Ñ�¥�ç�Ä�w  SSL �Ì�”�´�ã�ï�x  SSL �Ì�”�´�ã�ï  3�zTLS �Ì�”�´�ã�ï  1 �p�b�{ SSL
�Þ�´�á�”�ç�x�z SSL �Ì�”�´�ã�ï  3 �w�Ô�¿�¼�”�z TLS �Ì�”�´�ã�ï  1 �w�Ý�¿�·�”�´�›
���‰  ClientHello �›
ù	ô�`�‡�b�{

ssl-server number version protocol �¯�Ú�ï�Å�›�–�;�`�o�z SSL �‡�h�x  Transport Layer
Security �¢ TLS�£�Ó�é�Ä�¯�ç�w�Ì�”�´�ã�ï�›�¦���`�‡�b�{�¦�Ó�³�ã�ï�x�z�Í�w�q
�S�“�p�b�{



4-41
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

• ssl-tls �• SSL �Ó�é�Ä�¯�ç  �Ì�”�´�ã�ï  3.0 �q  TLS �Ó�é�Ä�¯�ç  �Ì�”�´�ã�ï  1.0
�¢�Ã�Ñ�¥�ç�Ä�£

• ssl �• SSL �Ó�é�Ä�¯�ç  �Ì�”�´�ã�ï  3.0

• tls�• TLS �Ó�é�Ä�¯�ç  �Ì�”�´�ã�ï  1.0

�h�q�Q�y�z SSL �Ì�”�´�ã�ï  3.0 �›�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 version ssl

SSL �Ì�”�´�ã�ï�›�Ã�Ñ�¥�ç�Ä�w  SSL �Ì�”�´�ã�ï  3.0 �q  TLS �Ì�”�´�ã�ï  1.0 �t�æ
�·�¿�Ä�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  version

TCP FIN �Ý�¿�·�”�´�o� �p�w�«�å� �ž�ï�Ä
€���w	4�ƒ

�«�å� �ž�ï�Ä
€���x�è	×�z SSL �w Close-Notify �ž�å�”�Ä�t�‘�l�o�¤�å�”�s�X	4�ƒ
�`�‡�b�{�h�i�`�z MSIE �Ò�å�¢�²�w�M�X�m�T�w�Ì�”�´�ã�ï�p�x�z Close-Notify �ž
�å�”�Ä�›	!	ô�`�o�‹
€���›	4�ƒ�`�‡�d�œ�{ CSS ���p
€���U	4�ƒ�`�h�‹�w�q�Ý�Ý�`
�o�‹�z�Ò�å�¢�²�U�f�w
€���›�6�b�;�`�‘�O�q�b�”	Ô�ù�U�K�“�‡�b�{�\�w
€���p�x
CSS �U	ý�`�M�A�{�t� �t�`�s�M�h�Š�z�Ò�å�¢�²�x�¤�å�”�›
¯�Ô�`�‡�b�{

ssl-server �¯�Ú�ï�Å�w  unclean-shutdown �¦�Ó�³�ã�ï�›�–�;�b�•�y�z CSS �x  TCP
FIN �Ý�¿�·�”�´�i�Z�›
ù	ô�`�o�«�å� �ž�ï�Ä
€���›	4�ƒ�p�V�‡�b�{ �\�w	Ô�ù�z CSS
�x  Close-Notify �ž�å�”�Ä�›
ù	ô�`�‡�d�œ�{

TCP FIN �Ý�¿�·�”�´�i�Z�›
ù	ô�`�o�«�å� �ž�ï�Ä
€���›	4�ƒ�^�d�”�‘�O�t  CSS
�›
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 unclean-shutdown

�\�w�¯�Ú�ï�Å�t  no �›�m�Z�”�q�z CSS �w�Ã�Ñ�¥�ç�Ä�w�ˆ� �̂¢ Close-Notify �ž�å�”�Ä
�q  TCP FIN �Ý�¿�·�”�´�w�†�M�›
ù	ô�`�o�«�å� �ž�ï�Ä
€���›	4�ƒ�^�d�”�£�t�í
�“�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  unclean-shutdown



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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�·�©�á�ž  URL �æ�å� �Ä�w�¦��

�«�å� �ž�ï�Ä�w  HTTPS 
€���x�z SSL �Ó�é�©�³  �æ�µ�Ä�p���[�`�h�>
Ý  SSL �±�”�Ì
�›�p�`�o�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ù	ô�^�•�”�q�V�t�z HTTP 
€���t�s�”�\�q�U�K�“
�‡�b�{�Ì�¿�«�¤�ï�Å  �±�”�Ì�x�z�f�w  HTTP 
€���p�z�«�å� �ž�ï�Ä�T�’�w�«�æ�ž
�Â�©�µ�Ä  �Ã�”�»�›	!	ô�`�‡�b�{�\�w�±�”�Ì�U�z���w  HTTP URL �t�²�Z�o  HTTP
300 �³�æ�”�¶  �æ�¼� �è�«�Ä�›�æ�O	Ô�ù�z�«�å� �ž�ï�Ä�U�z HTTPS �A�{�›�æ�l�o
�M�h	Ô�ù�p�‹�z HTTP �A�{�U�æ�˜�•�”�‘�O�t�s�“�‡�b�{�«�å� �ž�ï�Ä�w
€���U
HTTP �t�!�˜�”�h�Š�z �A�{�w�Ã�”�»�›�«�æ�ž  �Â�©�µ�Ä
€���›�–�;�`�o�±�”�Ì�T�’
�Ö	��p�V�s�M	Ô�ù�U�K�“�‡�b�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�p  1 �m�Ž	Í�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›���[�b�”	Ô�ù�x�z
�>
Ý  SSL �±�”�Ì�w
ƒ���Í�å�Ý�”�»�q�`�o�·�©�á�ž  URL �æ�å� �Ä�›�¦���`�s�M�p
�X�i�^�M�¢ �®SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦���¯ �€	°�£ �{

1 �m�Ž	Í�w  URL �æ�å� �Ä  �ç�”�ç�›
ƒ���b�”�\�q�p�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�T�’�w
�-�¢�^�•�o�M�s�M  HTTP �æ�¼� �è�«�Ä�›�°
µ�t�w�­�p�V�‡�b�{ �f�•�g�•�w�æ�å� 
�Ä �ç�”�ç�x�z SSL �Ó�é�©�³  �æ�µ�Ä�p�>
Ý  SSL �±�”�Ì�t���È
Ç�Z�’�•�‡�b�{ URL
�æ�å� �Ä  �ç�”�ç�p�x�z�-�¢�^�•�o�M�s�M  HTTP URL �t�â�”�²�›�æ�¼� �è�«�Ä�b
�”  Web �±� �Ä�w�ð�J�›�z�f�w�Å�Ý� �ï�›  http:// �T�’  https:// �t	{�V�õ�Q�”�\�q�p
�r�>�`�‡�b�{ URL �æ�å� �Ä�›�–�;�b�”�\�q�p  Web �±�”�Ì�•�w�b�‚�o�w�«�å� �ž
�ï�Ä
€���x  SSL �q�s�“�z HTTPS �¯�ï�Â�ï�À�w
�	ô�U�†
¶�t�«�å� �ž�ï�Ä�t�í�^
�•�‡�b�{

�>
Ý  SSL �±�”�Ì�t  URL �æ�å� �Ä  �ç�”�ç�›�å�C�`�o�z �-�¢�^�•�o�M�s�M  HTTP 300
�³�æ�”�¶�w�æ�¼� �è�«�Ä�›�w�­�b�”�t�x�z ssl-server number urlrewrite �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�t�‘�“  CSS �p�x�z SSL �Þ�´�á�”�ç�›�p�`�o�±�”�Ì
�T�’	!	ô�`�h�b�‚�o�w  HTTP �Ô�¿�¼�”  �Ñ�Ÿ�”�ç�Å�U�Ð�‚�’�•�z 300 �³�æ�”�¶�w�æ
�¼� �è�«�Ä� �t�¢ 302 Found �•  304 Not Modified �s�r�£�U�s�M�T�r�O�T�¬�Ý�^�•
�‡�b�{ 300 �³�æ�”�¶�w�í�“�¯�”�Å�U�_�m�T�”�q�z HTTP �Ô�¿�¼�”�w  Location 
Response-Header �Ñ�Ÿ�”�ç�Å�t  URL �æ�å� �Ä  �ç�”�ç�p���[�^�•�o�M�”�×�µ�Ä�Ê
�q�°�•�b�”�‹�w�U�s�M�T�U�Ð�‚�’�•�‡�b�{�_�m�T�”�q�z Location �Ñ�Ÿ�”�ç�Å�U	{
�V�õ�Q�’�•�z� �t�w  HTTPS �w	Ô	t�q  SSL �Ù�”�Ä�U���‡�•�”�‘�O�t�s�“�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�h�q�Q�y�z SSL �Ù�”�Ä�›�Ù�”�Ä  443�z�«�æ�ž  �Â�©�µ�Ä  �Ù�”�Ä�›�Ù�”�Ä  80 �q�f�•
�g�•�Ã�Ñ�¥�ç�Ä
ƒ���w�‡�‡�t�`�o�z URL �æ�å� �Ä  �ç�”�ç�›���[�b�”�t�x�z�Í�w
�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 22 
www.website.com

�\�w	Ô�ù�z http://www.website.com/ �•�w�b�‚�o�w  HTTP �æ�¼� �è�«�Ä�x�z SSL �Þ
�´�á�”�ç�p  https://www.website.com/ �q�`�o	{�V�õ�Q�’�•�z �«�å� �ž�ï�Ä�t�8
ù�^
�•�‡�b�{

CSS �p�x�z URL �æ�¼� �è�«�Ä  �ç�”�ç�w�Å�Ý� �ï�w�×�µ�Ä�Ê�w�°�•�,	j�w�°
æ�q
�`�o�ë� �ç�Å�§�”�Å�w�–�;�›�±�Ù�”�Ä�`�o�M�‡�b�{ �Å�Ý� �ï�Ê�t�ë� �ç�Å�§�”�Å
�ž�µ�»�æ�µ�«�¢ * �£�›�–�;�b�”�q�z 1 �m�w�Å�Ý� �ï�º�w
ó
:�w�×�µ�Ä�U�Â�“	Z�^
�•�‡�b�{�ë� �ç�Å�§�”�Å�i�Z�w�×�µ�Ä�Ê�¢�h�q�Q�y�z * �£�z�Ó�æ�Ñ�Ÿ�¿�«�µ  �ë� 
�ç�Å�§�”�Å�¢�h�q�Q�y�z *.mydomain.com�£�z�‡�h�x�±�Ñ�Ÿ�¿�«�µ  �ë� �ç�Å�§�”�Å

�¢�h�q�Q�y�z www.mydomain.*�£�›�¦���p�V�‡�b�{�ë� �ç�Å�§�”�Å�i�Z�w�×�µ�Ä�Ê
�›�–�;�b�”�q�z�Å�Ý� �ï�Ê
¶�.�U  * �¢�ž�µ�»�æ�µ�«�£�q�s�“�z�±�”�Ì�T�’�\�w
VIP �ž�Å�è�µ�›�p�`�o�x�£�b�”�b�‚�o�w  HTTP �æ�¼� �è�«�Ä�U  HTTPS �t	{�V�õ
�Q�’�•�‡�b�{�\�w	Ô�ù�z�f�w  SSL �±�”�Ì�t�\�•�Ž	Í  URL �æ�å� �Ä  �ç�”�ç�x
ž�A
�K�“�‡�d�œ�{

�¢�«�£ SSL �Þ�´�á�”�ç�t�‘�l�o�b�‚�o�w  URL �€	°�U�'�8�d�c�`�o�æ�å� �Ä�^�•�s�M�‘
�O�t�b�”�h�Š�t�z�ë� �ç�Å�§�”�Å�›�–�;�b�”�q�V�x�«�™�U
ž�A�p�b�{�æ�¼� �è�«
�Ä�›�¬�Ý�`�z�¦���`�h�ë� �ç�Å�§�”�Å  �ç�”�ç�t�°�•�b�”�b�‚�o�w  URL �›	{�V�õ
�Q�b�”
ž�A�U�K�”�T�¬�Ý�`�o�X�i�^�M�{

CSS �p�x�z�Í�w	q	‚�p  URL �æ�å� �Ä�U�g�›�î�æ�`�‡�b�{

1. �ì
¶�°�•

2. �7�y�Ó�è�Ñ�Ÿ�«�µ�›�–�;�`�h�Ù�µ�Ä�Ñ�Ÿ�¿�«�µ  �ë� �ç�Å�§�”�Å�°�•�¢�h�q
�Q�y�z�®ssl-server 1 urlrewrite 12 cisco.*� �̄t�°�•�b�”
²�t�® ssl-server 1 urlrewrite
7 cis*�¯�t�°�•�£

3. �7�y�°�•�›�–�;�`�h�Ó�è�Ñ�Ÿ�«�µ  �ë� �ç�Å�§�”�Å�°�• �¢�h�q�Q�y�z �®ssl-server
1 urlrewrite 12 *.cisco� �̄t�°�•�b�”
²�t�® ssl-server 1 urlrewrite 7 *.cis� �̄t�°�•�£
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4. �ë� �ç�Å�§�”�Å�°�•�¢�h�q�Q�y  ssl-server 1 urlrewrite 7 *�£

ssl-server number urlrewrite �¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl-server number urlrewrite number hostname [sslport port { clearport port}]

�\�w�¯�Ú�ï�Å�w�¦�Ó�³�ã�ï�q�!
:�x�Í�w�q�S�“�p�b�{

• ssl-server number �• SSL �Ó�é�©�³  �æ�µ�Ä�p�>
Ý  SSL �±�”�Ì�›�Ý���b�”�h�Š�t
�–�;�b�”
j�ø

• urlrewrite number �•�>
Ý  SSL �±�”�Ì�t�å�C�b�”  URL �æ�å� �Ä  �ç�”�ç�w
:�{
URL �æ�å� �Ä  �ç�”�ç�w
:�t�0� �b�”  1 �™ 32 �w�‹�›�Ö�—�`�‡�b�{ 32 �‡�p�w
URL �æ�å� �Ä  �ç�”�ç�›�å�C�`�o�z HTTP �T�’  HTTPS �•�w�æ�¼� �è�«�Ä�›	r
�g�p�V�‡�b�{

• hostname�•�æ�¼� �è�«�Ä�b�”  URL �w�Å�Ý� �ï�Ê�¢�h�q�Q�y�z
www.mydomain.com�£�{ URL �æ�å� �Ä  �×�µ�Ä�w�Å�Ý� �ï�Ê�t�0� �b�”  240 ��
�È�‡�p�w���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{ �×�µ�Ä�Ê�t�x�Ã�Ÿ�è�«�Ä�æ
�Í�µ�x���Š�s�M�p�X�i�^�M�{ �Å�Ý� �ï�Ê�t�ë� �ç�Å�§�”�Å�›�¦���`�o  1 �m�w
�Å�Ý� �ï�º�w
ó
:�w�×�µ�Ä�›�Â�“	Z�b�t�x�z �ž�µ�»�æ�µ�« �¢ * �£�ë� �ç�Å�§�”
�Å�›�–�;�`�‡�b�{

• sslport port�•�¢	²�t�D�£ SSL �É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�t�–�;�b�”�Ù�”�Ä�{
SSL �¯�ï�Â�ï�À  �ç�”�ç�t�°�•�b�”  TCP �Ù�”�Ä
j�ø�¢ SSL �¯�ï�Â�ï�À  �ç�”�ç
�p�–�;�^�•�”  TCP �Ù�”�Ä
j�ø�£�›�Ö�—�`�‡�b�{ SSL �Þ�´�á�”�ç�x�z URL �æ
�¼� �è�«�Ä  �ç�”�ç�t�°�•�`�h  HTTP �æ�¼� �è�«�Ä�›�z�¦���`�h  SSL �Ù�”�Ä

�¢�‡�h�x�Ù�”�Ä
j�ø�›�¦���`�o�M�s�M	Ô�ù�x�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  443�£�t	{
�V�õ�Q�‡�b�{ 1 �™ 65535 �w�‹�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�x  443 �p�b�{

• clearport port�•�¢	²�t�D�£�«�æ�ž  �Â�©�µ�Ä�w�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�t�–
�;�b�”�Ù�”�Ä�{ SSL �Þ�´�á�”�ç�x�z  Location Response-Header �Ñ�Ÿ�”�ç�Å�w�æ
�¼� �è�«�Ä�›�z�¦���`�h�«�æ�ž  �Â�©�µ�Ä  �Ù�”�Ä�¢�‡�h�x�Ù�”�Ä
j�ø�›�¦��
�`�o�M�s�M	Ô�ù�x�Ù�”�Ä  80�£�q	°�ù�`�‡�b�{ 1 �™ 65535 �w�‹�›�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�‹�x  80 �p�b�{

�h�q�Q�y�z SSL �Ä�å�Ñ�Ÿ�¿�«�t�Ù�”�Ä  444�z�«�æ�ž  �Â�©�µ�Ä�t  81 �›�–�;�b�”�‘
�O�t�z www.mydomain.com �w URL �æ�å� �Ä  �ç�”�ç  22 �›�¦���b�”�t�x�z�Í�w�‘�O
�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 22 
www.mydomain.com sslport 444 clearport 81
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

URL �æ�å� �Ä  �ç�”�ç  22 �›�_	†�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20 urlrewrite 22

�h�q�Q�y�z�Í�w�‘�O�t�ë� �ç�Å�§�”�Å  �ž�µ�»�æ�µ�«���È�¢ * �£�›�–�;�`�o�z HTTP
URL �w www.sales.acme.com �S�‘�|  www.services.acme.com �t�°�•�^�d�”�\�q�U�p
�V�‡�b �¢ SSL �Ù�”�Ä�x�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  443�z�«�æ�ž  �Â�©�µ�Ä  �Ù�”�Ä�x�Ã�Ñ�¥
�ç�Ä�w�Ù�”�Ä  80 �w�‡�‡�£ �{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 1 
*.acme.com 
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 2 
*.acme.com

�‡�h�x�z HTTP URL �w www.acmesales.com �S�‘�|  www.acmeservices.com �w�ë� 
�ç�Å�§�”�Å  �ž�µ�»�æ�µ�«���È�¢ * �£�›�Í�w�‘�O�t�–�;�b�”�\�q�‹�p�V�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 1 
www.acme*
(config-ssl-proxy-list[ssl_list1])# ssl-server 20 urlrewrite 2 
www.acme*

SSL URL �æ�å� �Ä�t���b�”�w�-	Ø�C�›
¯�Ô�b�”�t�x�z �H 7 	·�® SSL �w
ƒ��	Ø�C
�S�‘�|�w�-	Ø�C�w
¯�Ô�¯ �›�€	°�`�o�X�i�^�M�{

SSL �·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�w�¦��

SSL �p�x�z�«�å� �ž�ï�Ä�q  CSS SSL �Þ�´�á�”�ç�U�ì
¶�s�©�”�¦�õ�›�ì�ƒ�`�z	ý
�`�M�Ú�µ�»�”
•�µ�©�”�U�¬�q�^�•�”�h�|�t�z	ý�`�M�·�¿�³�ã�ï  ID �U�^
R�^�•�‡
�b�{ SSL �·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�›�¦���b�”�q�z SSL �Þ�´�á�”�ç�x
�Í�s�Ž�ñ�w�«�å� �ž�ï�Ä�q�w
€���p�Ú�µ�»�”  �©�”�›�6�–�;�p�V�”�‘�O�t�s�“�z
SSL �É�°�³�¤�”�³�ã�ï  �Ó�é�·�µ�›�y	V�p�V�‡�b�{�»� �Ü�ž�¢�Ä�‹�›�¦���b�”�\
�q�t�‘�l�o�z 1 �m�w SSL �·�¿�³�ã�ï  ID �w���®
Q�U�Ë���b�”�ù�-�Ì���›
ƒ���p�V
�‡�b�{�\�w�Ì���U�&�a�b�”�q�z SSL �Þ�´�á�”�ç�x�ì
¶�s  SSL �Ë�ï�Å�³�£� �«�›
�A�{�b�”�‘�O�t�s�“�z	ý�`�M  SSL �·�¿�³�ã�ï�U�¬�q�^�•�‡�b�{

SSL �·�¿�³�ã�ï  �©�ß�¿�³�á�w�»� �Ü�ž�¢�Ä�‹�x�z�è� �à  5 �¯�ï�Â�ï�À  �ç�”�ç�p
advanced-balance ssl �é�”�Å  �Ì�å�ï�³�ï�¬�M�Ü�›�–�;�b�”	Ô�ù�t�z�«�å� �ž�ï�Ä
�w
€��
Œ�±�”�Ì�w�{���t�–�;�^�•�”  SSL �·�¿�³�ã�ï  ID �›�&
~�t�Ð
T�^�d�”�h�Š
�w	O�A�s�A
É�q�s�”�w�p�z	û	O�t
ƒ���b�”
ž�A�U�K�“�‡�b�{
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ssl-server number session-cache seconds �¯�Ú�ï�Å�›�–�;�`�o�z�Ž
²
ƒ���`�h
•�µ
�©�”�p�«�å� �ž�ï�Ä�q�w
€���›�6�‰�p�V�”�‘�O�t  SSL �Þ�´�á�”�ç�›
ƒ���`�‡�b�{
SSL �·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 0 �¢ SSL �·�¿�³�ã
�ï  ID �w�6�–�;�x�Á�®�£�™  72000 �¢ 20 �Ì���£�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  300 �¢ 5

ü�£�p�b�{�\�w�¦�Ó�³�ã�ï�›�Á�®�t�b�”�¢�‹�›  0 �t
ƒ���b�”�£�q�z�«�å� �ž�ï�Ä
�q  SSL �Þ�´�á�”�ç���p	ý�`�M
€���›�¬�q�b�”�h�|�t�ì
¶�s  SSL �Ë�ï�Å�³�£� �«
�U�æ�˜�•�”�‘�O�t�s�“�‡�b�{

�¢�«�£ ssl-server number session-cache seconds �¯�Ú�ï�Å�t  0 �›�¦���b�”�\�q�x�S�ç�Š�`�‡
�d�œ�{0 �Ž�Ž�w�‹�›�Ö�—�b�”�q�z SSL �·�¿�³�ã�ï  ID �U�6�–�;�^�•  CSS �w�Í�Ñ�¥�”
�Ú�ï�µ�U�²	Í�`�‡�b�{

�h�q�Q�y�z�«�å� �ž�ï�Ä�q�w
€���p  SSL �·�¿�³�ã�ï  ID �U�6�–�;�^�•�”�‘�O�t�z
�»� �Ü�ž�¢�Ä�›  10 �Ì���t
ƒ���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  session-cache 36000
 

SSL �·�¿�³�ã�ï�6�–�;�w�»� �Ü�ž�¢�Ä�‹�›�Ã�Ñ�¥�ç�Ä�w  300
µ�t�æ�·�¿�Ä�b�”
�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  session-cache 

SSL �·�¿�³�ã�ï�w�Ë�ï�Å�³�£� �«�6�É�°�³�¤�”�³�ã�ï�w�¦��

SSL �·�¿�³�ã�ï  �Ë�ï�Å�³�£� �«  �¯�Ú�ï�Å�›�î�æ�b�”�q�z SSL HelloRequest �Ý�¿
�·�”�´�U�«�å� �ž�ï�Ä�•
ù	ô�^�•�z SSL �Ë�ï�Å�³�£� �«  �É�°�³�¤�”�³�ã�ï�U�6
�‰�^�•�‡�b�{ SSL �6�Ë�ï�Å�³�£� �«�x�z�Õ�Ì���t�˜�h�l�o
€���›�¡�Ë�`�o�M�”�q
�V�t�z SSL �·�¿�³�ã�ï�›�6�¬�q�`�o�·�©�á�æ�Â�Ÿ�›�-	Â�b�”	��ˆ�q�`�o�þ�q�j�‡
�b�{

CSS �q�«�å� �ž�ï�Ä���p�¦�õ�p�V�”�Ã�”�»�w�7�G�”�›�¦���b�”�t�x�z ssl-server
number handshake data kbytes �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�\�p�¦���`�h�”�w�Ã�”�»
�U
ù�’�•�”�q�z CSS �x  SSL �Ë�ï�Å�³�£� �«  �Ý�¿�·�”�´�›
ù	ô�`�z SSL �·�¿�³�ã
�ï�U�6�¬�q�^�•�‡�b�{ data �‹�›
ƒ���b�”�q�z�¦���`�h�Ã�”�»�”�w
ù	ô�™�t  SSL
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�·�¿�³�ã�ï�x	ý�`�M�·�¿�³�ã�ï  �©�”�›�6	��“�>�Š�`�‡�b�{ SSL �Ë�ï�Å�³�£� �«
�w data �‹�¢ KB �o�•�£�t�x�z 0 �¢�Ë�ï�Å�³�£� �«�Á�®�£�™  512000 �›�¦���`�‡�b�{
�Ã�Ñ�¥�ç�Ä�x  0 �p�b�{

�h�q�Q�y�z�«�å� �ž�ï�Ä�q�w�Ã�”�»�¦�õ�U  125000 KB �t�a�`�h�™�t�z SSL �Ó�é�©
�³  �æ�µ�Ä�w SSL �6�Ë�ï�Å�³�£� �«  �Ý�¿�·�”�´�›
ù	ô�b�”�‘�O�t
ƒ���b�”�t�x�z
�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  handshake data 
125000
 

�6�Ë�ï�Å�³�£� �«  �Ã�”�»  �¦�Ó�³�ã�ï�›�Á�®�t�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  handshake data

�7�G�»� �Ü�ž�¢�Ä�‹�›�¦���b�”�t�x�z ssl-server number handshake timeout seconds
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�»� �Ü�ž�¢�Ä�‹�U�&�a�b�”�q�z CSS �x  SSL �Ë�ï�Å
�³�£� �«  �Ý�¿�·�”�´�›
ù	ô�`�o  SSL �·�¿�³�ã�ï�›�6�¬�q�`�‡�b�{�»� �Ü�ž�¢�Ä
�‹�›
ƒ���b�•�y�z�¦���`�h
µ
:�w�&�a�™�t  SSL �·�¿�³�ã�ï�x	ý�`�M�·�¿�³�ã�ï
�©�”�›�6	��“�>�Š�b�”�‘�O�t�s�“�‡�b�{ SSL �6�Ë�ï�Å�³�£� �«�w�»� �Ü�ž�¢�Ä�‹
�x�z �è� �à  5 �¯�ï�Â�ï�À  �ç�”�ç�p  advanced-balance ssl �é�”�Å  �Ì�å�ï�³�ï�¬�M�Ü
�›�–�;�b�”	Ô�ù�t�z�«�å� �ž�ï�Ä�w
€��
Œ�±�”�Ì�w�{���t�–�;�^�•�”  SSL �·�¿
�³�ã�ï  ID �›�&
~�t�Ð
T�^�d�”�h�Š�w	O�A�s�A
É�q�s�”�w�p�z	û	O�t
ƒ���b�”
ž
�A�U�K�“�‡�b�{ SSL �Ë�ï�Å�³�£� �«�w�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 0 �¢�Ë�ï
�Å�³�£� �«�x�Á�®�£�™  72000 �¢ 20 �Ì���£�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  0 �p�b�{

�h�q�Q�y�z�»� �Ü�ž�¢�Ä�‹�w  10 �Ì���U�&�a�b�”�q  SSL �6�Ë�ï�Å�³�£� �«  �Ý�¿
�·�”�´�U
ù	ô�^�•�”�‘�O�t
ƒ���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  handshake timeout 
36000
 

�6�Ë�ï�Å�³�£� �«  �»� �Ü�ž�¢�Ä  �¦�Ó�³�ã�ï�›�Á�®�t�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›
�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  handshake timeout 
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�¢�«�£ SSL �µ�Â�Ÿ�¿�©�›�–�;�`�o
€���U�{���^�•�”
ƒ���w	Ô�ù�z CSS �U�Ë�ï�Å�³�£� �«
�É�°�³�¤�”�³�ã�ï�›�î�æ�b�”�h�|�t  SSL �·�¿�³�ã�ï  ID �U�7���w  TCP �Ñ�é�”�º
�p�6
\
R�^�•�z SSL �µ�Â�Ÿ�¿�©
Q�U�æ�˜�•�”�h�Š�«�™�U
ž�A�p�b�{ �\�w�h�Š�z  CSS
�x	ý�`�M  SSL �·�¿�³�ã�ï  ID �›�Ý�Ý�`�‡�d�œ�{�\�w  SSL �Ñ�é�”�p�Í�w  TCP 
€��
�›�U	Z�b�”�q�z CSS �x�\�w
€���›	ý�`�M  SSL �·�¿�³�ã�ï�q�_�s�`�z ���w  SSL �±�”
�Ï�µ�t
Û�Y�›
ü�„�`�‡�b�{
ó
:�w�±�”�Ï�µ�q
ó
:�w  SSL �Þ�´�á�”�ç�U���O�b�”
	Ô�ù�z CSS �x�\�w
€���›���w  SSL �Þ�´�á�”�ç�t
ù	ô�b�”�D�ó
Q�U�K�“�‡�b�{�\
�w
€���x
ù	ô
Œ�w  SSL �Þ�´�á�”�ç�p�x	ý�`�M  SSL �·�¿�³�ã�ï�t�s�”�h�Š�z 2 �s
�è�w�6�É�°�³�¤�”�³�ã�ï�U�æ�˜�•�‡�b�{ 2 �s�è�w�6�É�°�³�¤�”�³�ã�ï�™�z CSS �p
�x�f�w  SSL �·�¿�³�ã�ï  ID �›�Ý�Ý�`�z �\�w  SSL �·�¿�³�ã�ï�x�\�w�‹�O�°�M�w  SSL
�Þ�´�á�”�ç�t�{���^�•�‡�b�{

�\�w	Ô�ù�z SSL �6�Ë�ï�Å�³�£� �«�›���®�t�`�o�M�”�q�z�Ë�ï�Å�³�£� �«�w�6�É�°
�³�¤�”�³�ã�ï�w�h�Š�t�z�^�’�t�æ�¹�”�µ�U	«
…�^�•�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�”�w���M
���¥�p�á�;�`�o�M�”	Ô�ù�z�\�w	Ý�¯�x  SSL �Í�Ñ�¥�”�Ú�ï�µ
¶�.�t�è�¹�b�”�D�ó

Q�U�K�“�‡�b�{

SSL �©�á�”  �Ã�”�»�w�—���Ì���w
ƒ��

CSS �w SSL �x�z�±�”�Ì�T�’�w�Í�­�¿�Ä  �Ã�”�»�›�©�á�”�t�”�V�z�f�w�Ã�”�»�›�‰
�ø�=�`�o�«�å� �ž�ï�Ä�t
ù	ô�`�‡�b�{ SSL �x�z�Í�w	Ô�ù�t�©�á�”�w�Ã�”�»�›�í�t
�`�z�‰�ø�=�`�o�«�å� �ž�ï�Ä�t
ù	ô�`�‡�b�{

• �©�á�”�w�0�”�U  16,400 �Ì� �Ä�t�a�`�h	Ô�ù�¢ SSL �w�7�G�è�¯�”�Å  �±� �¶�£

• �±�”�Ì�T�’  TCP FIN �Í�­�¿�Ä�U
ù	ô�^�•�h	Ô�ù

• �©�á�”�w�0�”�U  16,400 �Ì� �Ä�°�¬�p�‹�z CSS �t
ƒ���^�•�h�—���Ì���U�&�a
�`�h	Ô�ù

SSL �x�z�®�p�=�w�h�Š�t�z�7�G�±� �¶�U  16,400 �Ì� �Ä�w  SSL �è�¯�”�Å�t�Ã�”�»
�›�‰�ø�=�`�‡�b�{ �‰�ø�=�;�w�©�á�”�›  16,400 �Ì� �Ä�‡�p�¬�h�b�q�z SSL �x�©�á�”
�Ã�”�»�›�í�t�`�o�‰�ø�=�b�”�w�t�Ì���U�T�T�“�‡�b�{

�©�á�”  �Ã�”�»�›�í�t�`�o�‰�ø�=�b�”�‡�p�w  CSS �>
Ý  SSL �±�”�Ì�w�4�;�Ì���›
ƒ
���b�”�t�x�z ssl-server number ssl-queue-delay ms �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥
�ç�Ä�‹�x  200 �Û�æ
µ�p�b�{�—���Ì���t�x  0 �¢�Á�®�£�™  10000 �w�‹�›�Ö�—�`�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

�—���‹�›  0 �t
ƒ���b�”�q�z�Ã�”�»�w�©�á�”� �ï�¬�U�Á�®�t�s�“�‡�b�{�\�w	Ô�ù�z
CSS �w�>
Ý  SSL �±�”�Ì�x�z�±�”�Ì�T�’�Ã�”�»�U�§�X�q�b�Y�t�‰�ø�=�`�o�z�f�w
�Ã�”�»�›�«�å� �ž�ï�Ä�t
ù	ô�`�‡�b�{

�h�q�Q�y�z�—���Ì���w�‹�›  400 �Û�æ
µ�t
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  ssl-queue-delay 400
 

�—���Ì���›�Ã�Ñ�¥�ç�Ä�w  200 �Û�æ
µ�t�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  ssl-queue-delay 

SSL TCP �«�å� �ž�ï�Ä���w
€���»� �Ü�ž�¢�Ä�‹�w�¦��

CSS �q�«�å� �ž�ï�Ä���w  TCP 
€���x�z �¦���`�h�Ì���U�&�a�b�”�q	4�ƒ�`�‡�b�{ �\
�w TCP �»� �Ü�ž�¢�Ä�;�ó�›�–�;�b�”�q�z CSS SSL �Þ�´�á�”�ç�q�«�å� �ž�ï�Ä��
�w TCP 
€���›�z�‘�“	J�È�t���g�p�V�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�p�>
Ý  SSL �±�”�Ì�›�z�«�å� �ž�ï�Ä�q�w  TCP 
€���›	4�ƒ�b
�”�‘�O�t
ƒ���b�”�M�O�t�m�M�o�x�z�Í�w�ò�›�€	°�`�o�X�i�^�M�{

• TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦���¢�«�å� �ž�ï�Ä��
€���£

• TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦���¢�«�å� �ž�ï�Ä��
€���£

TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦���¢�«�å� �ž�ï�Ä��
€���£

CSS �w SYN �»� �Ú�”�x�z TCP 3 �¢�£�   �Ë�ï�Å�³�£� �«�›	4�ƒ�b�”	��ˆ�q�`�o�z
CSS �t�‘�”  SYN/ACK �w
ù	ô�q�«�å� �ž�ï�Ä�t�‘�”  ACK �w� �t�w���w�Ì���)�›
�§�¢�ï�Ä�`�‡�b�{�\�w�»� �Ü�ž�¢�Ä�‹�x�z�«�å� �ž�ï�Ä�q  CSS �Þ�´�á�”�ç���w
TCP 
€���p TCP 3 �¢�£�   �Ë�ï�Å�³�£� �«�U
Y	×�t�ì�ƒ�`�s�T�l�h�q�V�t�z�f�w

€���›�Ã�”�»�8
ù
²�t	4�ƒ�^�d�”�h�Š�t�–�;�`�z ssl-server number tcp virtual
syn-timeout seconds �¯�Ú�ï�Å�›�–�;�`�o�¦���`�‡�b�{

TCP SYN �w�Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 1 �™3600 �¢ 1 �Ì���£�›�Ö�—
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x  30 
µ�t
ƒ���^�•�o�M�‡�b�{



�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��
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�¢�«�£ 
€���»� �Ú�”�x�z	ý�`�M  SSL 
€���q  TCP 
€���w�r�j�’�t�m�M�o�‹�z	×�t�6
ù	ô
	4�ƒ�Ì���‘�“�y�X
ƒ���b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z TCP SYN �w�»� �Ü�ž�¢�Ä�›  30 
ü�¢ 1800 
µ�£�t
ƒ���b�”�t�x�z�Í�w�¯
�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp virtual 
syn-timeout 1800

TCP SYN �»� �Ü�ž�¢�Ä�w�‹�›�Ã�Ñ�¥�ç�Ä�w  30 
µ�t�í�b�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  tcp virtual 
syn-timeout

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦���¢�«�å� �ž�ï�Ä��
€���£

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�w�§�¢�ï�Ä�x�z ACK �›  CSS �U�«�å� �ž�ï�Ä�T�’	!	ô�`
�h�q�V�t�‰�•�^�•�z TCP 3 �¢�£�   �Ë�ï�Å�³�£� �«�›	4�ƒ�b�”�‡�p�æ�˜�•�‡�b�{�\
�w�Á�Æ�ˆ�»� �Ú�”�x�z�f�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w  SYN �»� �Ú�”�U���­�`�h�Ì�:
�p�6�‰�^�•�‡�b�{ ssl-server number tcp virtual inactivity-timeout  seconds �¯�Ú�ï�Å
�›�–�;�`�o�z�«�å� �ž�ï�Ä�q�w���p�„�q�œ�r�K�”�M�x�‡�l�h�X�Æ�ˆ�`�o�M�s�M
TCP 
€���›	4�ƒ�b�”�h�Š�t�–�;�b�”�»� �Ü�ž�¢�Ä�‹�›�¦���`�‡�b�{

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 0 �¢ TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�x�Á
�®�£�™ 3600 �¢ 1 �Ì���£�w�‹�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  240 
µ�p�b�{

�h�q�Q�y�z TCP �Á�Æ�ˆ�»� �Ú�”�›  30 
ü�¢ 1800 
µ�£�t
ƒ���b�”�t�x�z�Í�w�¯�Ú�ï
�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp virtual 
inactivity-timeout 1800

TCP �Á�Æ�ˆ�»� �Ú�”�w�‹�›�Ã�Ñ�¥�ç�Ä�w  240 
µ�t�í�b�t�x�z �Í�w�¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  tcp virtual 
inactivity-timeout
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

SSL TCP �±�”�Ì��
€���»� �Ü�ž�¢�Ä�‹�w�¦��

CSS �q�±�”�Ì���w  TCP 
€���x�z �¦���`�h�Ì���U�&�a�b�”�q	4�ƒ�`�‡�b�{ �\�w  TCP
�»� �Ü�ž�¢�Ä�;�ó�›�–�;�b�”�q�z CSS SSL �Þ�´�á�”�ç�q�±�”�Ì���w  TCP 
€���›�z
�‘�“	J�È�t
M�š�p�V�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�p�>
Ý  SSL �±�”�Ì�›�z�±�”�Ì�q�w  TCP 
€���›	4�ƒ�b�”�‘�O
�t
ƒ���b�”�M�O�t�m�M�o�x�z�Í�w�ò�›�€	°�`�o�X�i�^�M�{

• TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦���¢�±�”�Ì��
€���£

• TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦���¢�±�”�Ì��
€���£

TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦���¢�±�”�Ì��
€���£

TCP SYN �»� �Ú�”�x�z CSS �U SYN �›
ù	ô�`�o�Ì�¿�«�¤�ï�Å�w  TCP 
€���›�‰�•
�`�h�»� �Û�ï�¬�q�z �±�”�Ì�U  SYN/ACK �p� �t�`�h�»� �Û�ï�¬�w�Ì���)�›�§�¢�ï
�Ä�`�‡�b�{�±�”�Ì�q�w  TCP 
€���p  TCP 3 �¢�£�   �Ë�ï�Å�³�£� �«�U
Y	×�t�ì�ƒ�`
�s�T�l�h�q�V�t�z �f�w
€���›�Ã�”�»�8
ù
²�t	4�ƒ�^�d�”�h�Š�t�–�;�^�•�”�\�w�»
� �Ü�ž�¢�Ä�‹�x�z ssl-server number tcp server syn-timeout seconds �¯�Ú�ï�Å�›�–�;
�`�o�¦���`�‡�b�{

TCP SYN �w�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 1 �™3600 �¢ 1 �Ì���£�›�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�p�x  30 
µ�t
ƒ���^�•�o�M�‡�b�{

�¢�«�£ 
€���»� �Ú�”�x�z	ý�`�M  SSL 
€���q  TCP 
€���w�r�j�’�t�m�M�o�‹�z	×�t�6
ù	ô
	4�ƒ�Ì���‘�“�y�X
ƒ���b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z TCP SYN �w�»� �Ü�ž�¢�Ä�›  30 
ü�¢ 1800 
µ�£�t
ƒ���b�”�t�x�z�Í�w�¯
�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp server 
syn-timeout 1800
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ƒ��
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ƒ��
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TCP SYN �»� �Ü�ž�¢�Ä�w�‹�›�Ã�Ñ�¥�ç�Ä�w  30 
µ�t�í�b�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  tcp server 
syn-timeout

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦���¢�±�”�Ì��
€���£

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�w�§�¢�ï�Ä�x�z CSS �U�±�”�Ì�T�’  SYN/ACK �›	!	ô�`�h
�Ì�:�T�’�‰�•�^�•�‡�b�{ �\�w�Á�Æ�ˆ�»� �Ú�”�x�z �f�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w  SYN
�»� �Ú�”�U���­�`�h�Ì�:�p�6�‰�^�•�‡�b�{�±�”�Ì�q�w  TCP 
€���U�„�q�œ�r�z�‡
�h�x�‡�l�h�X�Æ�ˆ�`�o�M�s�M�q�V�t�z �f�w
€���›	4�ƒ�^�d�”�h�Š�t�–�;�^�•�”�»
� �Ü�ž�¢�Ä�‹�›�z ssl-server number tcp server inactivity-timeout seconds �¯�Ú�ï�Å
�›�–�;�`�o�¦���`�‡�b�{

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 0 �¢ TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�x�Á
�®�£�™ 3600 �¢ 1 �Ì���£ �w�‹�›�Ö�—�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�x  240 
µ�t
ƒ���^�•�o�M�‡�b�{

�h�q�Q�y�z TCP �Á�Æ�ˆ�»� �Ú�”�›  30 
ü�¢ 1800 
µ�£�t
ƒ���b�”�t�x�z�Í�w�¯�Ú�ï
�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp server 
inactivity-timeout 1800

TCP �Á�Æ�ˆ�»� �Ú�”�w�‹�›�Ã�Ñ�¥�ç�Ä�w  240 
µ�t�í�b�t�x�z �Í�w�¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  tcp server 
inactivity-timeout
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

SSL TCP 
€���t�S�Z�”�¬�Ý� �t�—���w�!�Ë

�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì
€���t�S�Z�”�Ã�Ñ�¥�ç�Ä�w�¬�Ý� �t�—���Ì���x  200
�Û�æ
µ�¢ Ms�£�p�b�{�Í�w�¯�Ú�ï�Å�›�î�æ�b�”�\�q�p�z�¬�Ý� �t�—���w  SSL TCP
�»� �Ú�”�w�Õ�^�›�Á�®�t�`�h�“�Ð
T�`�h�“�p�V�‡�b�{

ssl-server server-num tcp virtual |server ack-delay value

value �!
:�x�z�¬�Ý� �t�—���w�»� �Ú�”�w�Õ�^�›�Û�æ
µ�¢ Ms�£�p�¦���`�‡�b�{�Ã
�Ñ�¥�ç�Ä�‹�x  200 �p�b�{ 0 �™10000 �w�‹�›�Ö�—�`�‡�b�{ 0 �›�¦���b�”�q�z�«�å� 
�ž�ï�Ä�T�’  SSL �Ä�å�Ñ�Ÿ�¿�«�›	!	ô�b�”�M�w�¬�Ý� �t�—���x�Á�®�t�s�“�‡�b�{ �»
� �Ú�”�›�Á�®�t�b�”�q�z SSL �·�¿�³�ã�ï  �©�ß�¿�³�á�¢�·�¿�³�ã�ï  ID �w�6�–�;�£
�w�–�;�t�‘�“�·�¿�³�ã�ï�w�Í�Ñ�¥�”�Ú�ï�µ�U�²	Í�`�‡�b�{

�h�q�Q�y�z�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç�q�w���w  TCP 
€���t  400 �Û�æ
µ�w�¬
�Ý� �t�—���›
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp virtual 
ack-delay 400

�±�”�Ì�q  SSL �Þ�´�á�”�ç�q�w���w  TCP 
€���t  400 �Û�æ
µ�w�¬�Ý� �t�—���›
ƒ��
�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp server ack-delay 
400
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ƒ��
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SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦��

TCP Nagle �ž�ç�°�æ�¶�Ü�p�x�z �«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���‡�h�x�±�”�Ì�q
SSL �Þ�´�á�”�ç���w  TCP 
€���p�8
ù�^�•�”�±� �¶�w	–�^�M��
:�w�Ì�¿�Ñ�•  �Ý�¿
�·�”�´�›�×�ˆ�$�t�È�A�`�‡�b�{�\�w	r�g�p�x�‘�w  TCP 
€���p
ù	ô�^�•�”�Í�­�¿
�Ä
:�U�n	—�`�z CSS �w�µ�ç�”�Ó�¿�Ä�U�²	Í�`�‡�b�{  �h�i�`�z Nagle �ž�ç�°�æ�¶�Ü
�q  TCP �—���¬�Ý� �t�w���w
ì�“�^�;�t�‘�l�o�x�z TCP 
€���w�—���Ì���U�Õ�X�s
�”�\�q�‹�K�“�‡�b�{ TCP 
€���¢�«�æ�ž  �Â�©�µ�Ä�‡�h�x  SSL�£�t�•�0
c�“�›�Ò�Q
�”�—���U
C
\�b�”�‘�O�p�K�•�y�z Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�t�`�o�X�i�^�M�{

• �«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç�w���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á
�®�t�b�”�z�‡�h�x�6�S���®�t�b�”�t�x�z ssl-server number tcp virtual nagle �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl-server number tcp virtual nagle enable|disable

�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç�w���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á
�®�t�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp virtual 
nagle disable

�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç�w���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�6
�S���®�t�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp virtual 
nagle enable

• �±�”�Ì�q  SSL �Þ�´�á�”�ç�w���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�z�‡
�h�x�6�S���®�t�b�”�t�x�z ssl-server number tcp server nagle �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl-server number tcp server nagle enable|disable

�±�”�Ì�q  SSL �Þ�´�á�”�ç�w���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�t�b
�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp server nagle 
disable

�±�”�Ì�q  SSL �Þ�´�á�”�ç�w���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�6�S���®
�t�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp server nagle 
enable
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ��

SSL TCP 
€���w  TCP �Ì�¿�Ñ�•�æ�ï�¬�w�¦��

�É�¿�Ä�ë�”�«�w���S�U�—�X�o�Ô�Ó�U
C
\�`�o�M�”	Ô�ù�z�›���w  TCP 
€���t�0�`
�o�zTCP �¢�Ÿ�ï�Å�¢�U�³�ß�¿�Ä�¼�¢�ï�^�•�o  0 �t
ƒ���^�•�”�‡�p�t�Ì�¿�Ñ�•�æ�ï
�¬�b�”�Ã�”�»�”�¢�Ì�¿�Ñ�•  �±� �¶�£�›
ÿ�•�b�\�q�U�p�V�‡�b�{�Ì�¿�Ñ�•  �±� �¶
�›
ÿ�•�b�q�z�«�å� �ž�ï�Ä�•�w�—�M
€���w�4�;�Ì���x�n�“�‡�b�U�z CSS �p�w�Ì�¿
�Ñ�•�æ�ï�¬�Ì���x
ÿ�C�`�‡�b�{���S�w�—�M�«�å� �ž�ï�Ä
€���U��
:���O�b�”�q
CSS �w�Ý�Þ�æ�U
Æ�
�b�”�D�ó
Q�U�K�”�h�Š�z �\�w�;�ó�›�–�;�b�”	Ô�ù�x�«�™�U
ž
�A�p�b�{

�›���w
€���p�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�T�’�w  TCP �Ì�¿�Ñ�•�æ�ï�¬�›
ƒ���b�”
�t�x�z ssl-server number tcp buffer-share �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�w
�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

ssl-server number tcp buffer-share rx number1|tx number2

• �›���w
€���p�Ì�¿�Ñ�•�æ�ï�¬�p�V�”�«�å� �ž�ï�Ä  �Ä�å�Ñ�Ÿ�¿�«�T�’�w�Ã�”
�»�”�¢�Ì� �Ä
:�£�›
ƒ���b�”�t�x�z rx  number1 �©�”�ë�”�Å�q�!
:�›�–�;�`�‡
�b�{ �Ã�Ñ�¥�ç�Ä�w�Ì�¿�Ñ�•  �±� �¶�x  32768 �p�b�{ �Ì�¿�Ñ�•  �±� �¶�t�x  16400
�™ 262144 �w�‹�›�¦���p�V�‡�b�{�h�q�Q�y�z�‹�›  65535 �t
ƒ���b�”�t�x�z�Í
�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp buffer-share 
rx 65536

�Ì�¿�Ñ�•  �±� �¶�›�Ã�Ñ�¥�ç�Ä�w  32768 �t�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  tcp 
buffer-share rx 

• �›���w
€���p�Ì�¿�Ñ�•�æ�ï�¬�p�V�”�±�”�Ì�T�’�«�å� �ž�ï�Ä�•�w�Ã�”�»�”
�¢�Ì� �Ä
:�£�›
ƒ���b�”�t�x�z tx number2 �©�”�ë�”�Å�q�!
:�›�–�;�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�w�Ì�¿�Ñ�•  �±� �¶�x  65536 �p�b�{�Ì�¿�Ñ�•  �±� �¶�t�x  16400 �™
262144 �w�‹�›�¦���p�V�‡�b�{�h�q�Q�y�z�‹�›  131072 �t
ƒ���b�”�t�x�z�Í�w
�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# ssl-server 20  tcp buffer-share 
tx 131072

�Ì�¿�Ñ�•  �±� �¶�›�Ã�Ñ�¥�ç�Ä�w  65536 �t�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no ssl-server 20  tcp 
buffer-share tx 
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ƒ��
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SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ�Ò�=�q�–�;�¤�…
SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z�>
Ý  SSL �±�”�Ì�‡�h�x�Ì�¿�«�¤
�ï�Å  SSL �±�”�Ì�w���[�›  1 �m�Ž	Í�z�æ�µ�Ä�º�t�^
R�`�o�X�i�^�M�¢�\�w	·�p
²
	\�`�h �®SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ���¯ �‡�h�x �®SSL TCP 
€
���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦���¯ �€	°�£ �{

CSS �x  SSL �Ó�é�©�³  �æ�µ�Ä�›�½�£�¿�«�`�o�z
ž�A�s�¯�ï�Ù�”�É�ï�Ä�U�b�‚�o
ƒ
���^�•�o�M�”�T�¬�Ý�`�‡�b�{�\�w�q�V�t�z	Â�Ì	{�q�©�”  �Ö�ž�w
ì�“�¬�Ý�‹�æ�M
�‡�b�{�¬�Ý�t�æ

�`�h	Ô�ù�z	Â�Ì	{�Ê�x	!�Z�Ö�•�’�•�c�z�¤�å�”  �Ý�¿�·�”�´

�®Certificate and key pair do not match �¯�U�é�¬�t�G�å�^�•�z SSL �Ó�é�©�³
�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{
ƒ���^�•�o�M�”�©�”  �Ö�ž�›�_	†�b�”�T�z�&

~�s	Â�Ì	{�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

	ý�`�M�‡�h�x�!�Ë�^�•�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�b�”�t�x�z active �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# active

SSL �Ó�é�©�³  �æ�µ�Ä�x�z�ž�«�Â�Ÿ�Ò�=�b�”�q�±�”�Ï�µ�t�å�C�p�V�‡�b�{�\�w	·
�p�™	\�b�” �®SSL 	4�ƒ�w�±�”�Ï�µ�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�æ�µ�Ä�º�w�>
Ý�±�”�Ì�‡�h�x�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›
¯�Ô�b�”�t�x�z show
ssl-proxy-list �›�–�;�`�‡�b �¢ �H7	·�®SSL �w
ƒ��	Ø�C�S�‘�|�w�-	Ø�C�w
¯�Ô�¯ �€	°�£ �{

�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³  �æ�µ�Ä�w�–�;�›�°�Ì���­�b�”�t�x�z suspend �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�›�°�Ì���­�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# suspend
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë

SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë
SSL �Ó�é�©�³  �æ�µ�Ä�x�z�æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�t�s�l�o�M�”�q�V�t�x�!�Ë�p�V�‡
�d�œ�{�!�Ë�›�C�Q�”
²�t  SSL �Ó�é�©�³  �æ�µ�Ä�w�–�;�›�°�Ì���­�`�z�!�Ë�U	4�ƒ
�`�h�’�æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

�Ó�é�©�³  �æ�µ�Ä�›�!�Ë�b�”�q�z SSL �±�”�Ï�µ�›�°�Ì���­�`�h�“�z�f�w�æ�µ�Ä�›
�–�;�`�o�6�S�ž�«�Â�Ÿ�Ò�=�`�h�“�b�”
ž�A�x�K�“�‡�d�œ�{ SSL �Þ�´�á�”�ç�t�‘
�“�z�Í�w�\�q�U�î�æ�^�•�‡�b�{

• �Ó�é�©�³  �æ�µ�Ä�›�–�;�`�o  SSL �±�”�Ï�µ�•�å�C	Ø�C�‡�h�x�!�Ë�º�0�›
ù	ô
�b�”�{

• �!�Ë�‡�h�x�_	†�^�•�h  SSL ���È�±�”�Ï�µ�w
€���›�r	†�b�”�{ SSL �Þ�´�á�”�ç
�U�\�•�’�w
€���t���b�”�Í�­�¿�Ä�›	!	ô�b�”�q�z SSL �Þ�´�á�”�ç�x  TCP RST
�›
ù	ô�`�‡�b�{

�«�™ �Ñ�é�ï�Ä�¤�ï�Å  �±�”�Ì�q�Ì�¿�«�¤�ï�Å  �±�”�Ì�›�Ñ�é�”�t�–�;�`�o�M�”	Ô�ù�x�z
�¤�ï�Å�À�”�¤�ï�Å
€���›�æ�O�h�Š�t�†�M�w�±�”�Ì�U�ž�«�Â�Ÿ�Ò�p�K�”
ž�A�U�K
�“�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�›�!�Ë�b�”	Ô�ù�z�±�”�Ï�µ�U�‡�i�ž�«�Â�Ÿ�Ò�s�O
�j�x�æ�µ�Ä�T�’�Ì�¿�«�¤�ï�Å  �±�”�Ì�›�_	†�`�s�M�p�X�i�^�M�{ SSL �Ó�é�©�³  �æ
�µ�Ä�›�6�|�ž�«�Â�Ÿ�Ò�=�b�”�M�z�¤�ï�Å�À�”�¤�ï�Å
€���U�æ

�`�o�`�‡�M�‡�b�{
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SSL 	4�ƒ�w�±�”�Ï�µ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�x
ó
:�w  SSL �±�”�Ï�µ�t���b�\�q�U�p�V�‡�b�¢�±�”�Ï�µ�t
�m�V 1 �m�w SSL �Ó�é�©�³  �æ�µ�Ä�›�¦���£ �{�‡�h�z 1 �m�w SSL �±�”�Ï�µ�U
ó
:�w�¯
�ï�Â�ï�À  �ç�”�ç�t���b�\�q�‹�D�ó�p�b�{�±�”�Ï�µ�›�¯�ï�Â�ï�À  �ç�”�ç�t�&�;�b
�”�q�z SSL �w�¯�ï�Â�ï�À�A�{�›�8
ù�p�V�‡�b�{

�¢�«�£ CSS �x�z CSS �º�w  SSL �Þ�´�á�”�ç�]�q�t  1 �m�w�ž�«�Â�Ÿ�Ò�s  SSL �±�”�Ï�µ �¢ 1 �m
�w�µ�é�¿�Ä�t�m�V  1 �m�w SSL �±�”�Ï�µ�£�›�±�Ù�”�Ä�`�‡�b�{ 1 �m�w�µ�é�¿�Ä�t�0
�`�o
ó
:�w  SSL �±�”�Ï�µ�›
ƒ���p�V�‡�b�U�z �ž�«�Â�Ÿ�Ò�t�p�V�”�w�x�°�S�t  1 �m
�w SSL �±�”�Ï�µ�i�Z�p�b�{

�\�\�p�x�z�Í�w�º�0�t�m�M�o
†�Ì�`�‡�b�{

• SSL �±�”�Ï�µ�w�^
R

• SSL �ž�«�·�å�è�”�³�ã�ï  �±�”�Ï�µ  �»� �Ó�w�¦��

• SSL 	4�ƒ�±�”�Ï�µ�•�w  SSL �Ó�é�©�³  �æ�µ�Ä�w�å�C

• SSL �Þ�´�á�”�ç  �µ�é�¿�Ä�w�¦��

• SSL �Þ�´�á�”�ç�•�w�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�w�Á�®�=

• SSL �·�¿�³�ã�ï  ID �w�©�ß�¿�³�á  �±� �¶�w�¦��

• SSL �±�”�Ï�µ�w�ž�«�Â�Ÿ�Ò�=

• SSL �±�”�Ï�µ�w�°�Ì���­

SSL �±�”�Ï�µ�w�^
R

SSL �Þ�´�á�”�ç�p�–�;�b�”�±�”�Ï�µ�›�^
R�b�”�M�t�x�z�f�w�±�”�Ï�µ�›  CSS �w
SSL �±�”�Ï�µ�q�`�o�¦���`�z CSS �t�f�•�›�Ý�Ý�^�d�”
ž�A�U�K�“�‡�b�{�±�”�Ï�µ
�w�^
R�t�m�M�o�w	Ä�I�x�z �° Cisco Content Services Switch Content Load-Balancing
Configuration Guide�±�›�€	°�`�o�X�i�^�M�{  

SLL �±�”�Ï�µ�Ê�x  1 �™ 31 ���È�p�Ö�—�`�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL 	4�ƒ�w�±�”�Ï�µ�w
ƒ��

�±�”�Ï�µ  ssl_serv1 �›�^
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config)# service ssl_serv1
Create service <ssl_serv1>, [y/n]: y

CSS �U�z	ý�`�X�^
R�^�•�h�±�”�Ï�µ�w�Þ�”�Å�t�!�˜�“�‡�b�{

(config-service[ssl_serv1])#

SSL �ž�«�·�å�è�”�³�ã�ï  �±�”�Ï�µ  �»� �Ó�w�¦��

SSL �±�”�Ï�µ�›�^
R�`�z CSS �U�±�”�Ï�µ  �Þ�”�Å�t�!�˜�l�h�’�z�±�”�Ï�µ  �»� �Ó
�q�`�o  ssl-accel �›�¦���`�o�Í�w�^�À�›�æ�O
ž�A�U�K�“�‡�b�{

• �±�”�Ï�µ�›  SSL �ž�«�·�å�è�”�³�ã�ï  �±�”�Ï�µ�q�`�o
ƒ��

• SSL �Ó�é�©�³  �æ�µ�Ä�›  SSL �±�”�Ï�µ�t�å�C  

SSL �ž�«�·�å�è�”�³�ã�ï  �±�”�Ï�µ  �»� �Ó�›�¦���b�”�t�x�z type �¯�Ú�ï�Å�›�–�;
�`�‡�b�{  SSL �w�±�”�Ï�µ  �»� �Ó�w�¦���t�m�M�o�x�z �° Cisco Content Services Switch
Content Load-Balancing Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

SSL �ž�«�·�å�è�”�³�ã�ï  �±�”�Ï�µ  �»� �Ó�›�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{

(config-service[ssl_serv1])# type ssl-accel

SSL 	4�ƒ�±�”�Ï�µ�•�w  SSL �Ó�é�©�³  �æ�µ�Ä�w�å�C

SSL �Þ�´�á�”�ç�;�w  SSL �Ó�é�©�³  �æ�µ�Ä�p�>
Ý  SSL �±�”�Ì�›���[�`�h�’�z�æ�µ
�Ä�›�ž�«�Â�Ÿ�Ò�=�`�o�z SSL �±�”�Ï�µ�t�å�C�`�‡�b�{�ž�«�Â�Ÿ�Ò  �æ�µ�Ä�t�x�z
CSS �U�›���w  SSL �Þ�´�á�”�ç�›�è�a�o�z SSL �w�¯�ï�Â�ï�À�A�{�›	r�g�b�”�M�O
�U���[�^�•�o�M�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�›  SSL �±�”�Ï�µ�t�å�C�b�”�t�x�z �±�”
�Ï�µ  �Þ�”�Å�p  add ssl-proxy-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �±�”�Ï�µ�t�å�C�b�”�^
R
�A�ˆ�w  SSL �Ó�é�©�³  �æ�µ�Ä�w�Ê
²�¢�\�w	·�w �®SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R�¯ �€
	°�£�›�Ö�—�`�‡�b�{
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SSL �Ó�é�©�³  �æ�µ�Ä  ssl_list1 �›�±�”�Ï�µ  ssl_serv1 �t�å�C�b�”�t�x�z�Í�w�¯�Ú�ï
�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# add ssl-proxy-list ssl_list1

SSL �Ó�é�©�³  �æ�µ�Ä�›�±�”�Ï�µ�T�’�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# remove ssl-proxy-list ssl_list1

SSL �Þ�´�á�”�ç  �µ�é�¿�Ä�w�¦��

CSS 11501 �x�w�ù���w  SSL �Þ�´�á�”�ç�›  1 �m�±�Ù�”�Ä�`�‡�b�{ CSS 11503 �q
CSS 11506 �p�x�z
ó
:�w  SSL �Þ�´�á�”�ç�¢ CSS 11503 �p�x�7�G  2 �m�zCSS 11506
�p�x�7�G  4 �m�£�›�–�;�p�V�‡�b�{ SSL �±�”�Ï�µ�p�x�z SSL �Ó�é�©�³  �æ�µ�Ä�q�>

Ý SSL �±�”�Ì�›�›���w  SSL �Þ�´�á�”�ç�t���È
Ç�Z�”�h�Š�t�z SSL �Þ�´�á�”�ç�w
�µ�é�¿�Ä
j�ø�U
ž�A�p�b�{ SSL �Þ�´�á�”�ç�U
÷�£�^�•�o�M�”  CSS �³�ß�”�³�w�µ
�é�¿�Ä�›�¦���b�”�t�x�z slot �¯�Ú�ï�Å�›�–�;�`�‡�b�{

���®�s�µ�é�¿�Ä
j�ø�x�Í�w�q�S�“�p�b�{

• CSS 11501�• 2

• CSS 11503�• 2 �q  3

• CSS 11506�• 2 �™ 6

�µ�é�¿�Ä  1 �x�z SCM �;�t�'�ÿ�^�•�o�M�‡�b�{

�¢�«�£ CSS �x�z CSS �º�w  SSL �Þ�´�á�”�ç�]�q�t  1 �m�w�ž�«�Â�Ÿ�Ò�s  SSL �±�”�Ï�µ �¢ 1 �m
�w�µ�é�¿�Ä�t�m�V  1 �m�w SSL �±�”�Ï�µ�£�›�±�Ù�”�Ä�`�‡�b�{ 1 �m�w�µ�é�¿�Ä�t�0
�`�o
ó
:�w  SSL �±�”�Ï�µ�›
ƒ���p�V�‡�b�U�z �ž�«�Â�Ÿ�Ò�t�p�V�”�w�x�°�S�t  1 �m
�w SSL �±�”�Ï�µ�i�Z�p�b�{

�h�q�Q�y�z CSS �³�ß�”�³�w�µ�é�¿�Ä  3 �t�K�”  SSL �Þ�´�á�”�ç�›�¦���b�”�t�x�z �Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# slot 3
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL 	4�ƒ�w�±�”�Ï�µ�w
ƒ��

SSL �Þ�´�á�”�ç�•�w�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�w�Á�®�=

SSL �Þ�´�á�”�ç�x�z CSS �³�ß�”�³�t�°�.�=�`�o�ˆ�^�b�”�Ã�Ì� �µ�p�K�”�h�Š�z SSL
�±�”�Ï�µ�t�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�›
ù	ô�b�”
ž�A�x�K�“�‡�d�œ�{�±�”�Ï�µ
�t�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�›
ù	ô�`�s�M�‘�O�t�b�”�t�x�z keepalive type none
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ �©�”�Ó�ž�å� �Ò  �»� �Ó�w�¦���w	Ä�I�t�m�M�o�x�z �° Cisco
Content Services Switch Content Load-Balancing Configuration Guide�±�›�€	°�`�o�X
�i�^�M�{

SSL �±�”�Ï�µ�•�w�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�w
ù	ô�›�Á�®�t�b�”�t�x�z�Í�w�¯
�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# keepalive type none

SSL �·�¿�³�ã�ï  ID �w�©�ß�¿�³�á  �±� �¶�w�¦��

�\�w�©�ß�¿�³�á  �±� �¶�x�z SSL �Þ�´�á�”�ç�w
•�;�·�¿�³�ã�ï  �©�ß�¿�³�á�t�-��
�p�V�”  SSL �·�¿�³�ã�ï  ID �w�7�G
:�p
¯�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z SSL �·�¿�³�ã
�ï  �©�ß�¿�³�á�t�x  10000 �·�¿�³�ã�ï�¨�ò�p�V�‡�b�{ SSL �±�”�Ï�µ�p
ž�A�s	Ô�ù
�x�z SSL �·�¿�³�ã�ï  �©�ß�¿�³�á�w�±� �¶�›  100000 �‡�p
ÿ�•�b�\�q�U�p�V�‡�b�{
�±�”�Ï�µ�w  SSL �·�¿�³�ã�ï  ID �©�ß�¿�³�á�w�±� �¶�›�6
ƒ���b�”�t�x�z
session-cache-size �¯�Ú�ï�Å�›�–�;�`�‡�b�{���®�s�‹�x  0 �¢ SSL �·�¿�³�ã�ï  �©�ß�¿
�³�á�x�Á�®�£�™  100000 �·�¿�³�ã�ï�p�b�{

�¢�«�£ SSL �·�¿�³�ã�ï  ID �U�6�–�;�^�•�”�‘�O�t�b�”�t�x�z session-cache-size �¯�Ú�ï�Å
�t�‹  0 �›�¦���b�”�\�q�x�S�ç�Š�p�V�‡�d�œ�{ SSL �·�¿�³�ã�ï  �©�ß�¿�³�á�q�©�ß�¿
�³�á  �»� �Ü�ž�¢�Ä�›�¦���b�”�q�z�Í�s�Ž�ñ�w�f�w�«�å� �ž�ï�Ä�q  CSS SSL �Þ
�´�á�”�ç���w
€���p�Ú�µ�»�”  �©�”�›�6�–�;�p�V�”�h�Š�z SSL �É�°�³�¤�”�³�ã�ï
�Ó�é�·�µ�U�ô���=�^�•�z CSS �w�Í�Ñ�¥�”�Ú�ï�µ�‹�²	Í�`�‡�b�{

�Ì�¿�«�¤�ï�Å  �·�¿�³�ã�ï  ID �©�ß�¿�³�á�t�¨�ò�p�V�”�¤�ï�Ä�æ
:�x  4096 �p�b�{ �\
�w�‹�x�!�Ë�p�V�‡�d�œ�{
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ƒ��

4-62
Cisco Content Services Switch SSL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7993-01-J

SSL �·�¿�³�ã�ï�w�©�ß�¿�³�á  �±� �¶�›  0 �t�¦���b�”�q�z�f�w  SSL �±�”�Ï�µ�t��
�È�b�”  SSL �Þ�´�á�”�ç�p�x�z SSL �·�¿�³�ã�ï  ID �x�©�ß�¿�³�á�t�°
~�-���^�•�‡
�d�œ�{ SSL �·�¿�³�ã�ï  �©�ß�¿�³�á�›�Á�®�t�b�”	Ô�ù�x�z SSL �·�¿�³�ã�ï  ID �U�–
�;�^�•�s�M�‘�O�t�b�”�h�Š�t�z
ž�c�Í�w�Í�å�Ý�”�»�›�&
~�t
ƒ���`�‡�b�{

• SSL �Ó�é�©�³  �æ�µ�Ä�º�p�>
Ý  SSL �±�”�Ì�w  ssl-server number session-cache
timeout �›  0 �¢�Á�®�£�t
ƒ���b�”�{

• SSL �µ�Â�Ÿ�¿�©�›�Á�®�t�b�”�h�Š�t�z �¯�ï�Â�ï�À  �ç�”�ç�p  advanced-balance
ssl �¯�Ú�ï�Å�›�Á�®�t�b�”�{

�h�q�Q�y�z SSL �·�¿�³�ã�ï�w�©�ß�¿�³�á  �±� �¶�›  20000 �·�¿�³�ã�ï�t�¦���b�”
�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# session-cache-size 20000

SSL �·�¿�³�ã�ï�w�©�ß�¿�³�á  �±� �¶�›�Ã�Ñ�¥�ç�Ä�w  10000 �·�¿�³�ã�ï�t�æ�·�¿
�Ä�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# no session-cache-size

SSL �±�”�Ï�µ�w�ž�«�Â�Ÿ�Ò�=

SSL �Ó�é�©�³  �æ�µ�Ä�w�±�”�Ï�µ�›
ƒ���`�h�’�z active �¯�Ú�ï�Å�›�–�;�`�o�f�w
�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z�f�w�±�”�Ï�µ
�x�z�«�å� �ž�ï�Ä�q�±�”�Ì���p�æ�˜�•�”  SSL �¯�ï�Â�ï�À�A�{�w�é�”�Å  �Ì�å�ï�³
�ï�¬�w�h�Š�w�æ�¹�”�µ  �Ó�”�ç�t�¨�ò�^�•�‡�b�{

SSL �±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z�Í�w�^�À�›�æ�M�‡�b�{

• �>
Ý  SSL �±�”�Ì�w	Ô�ù�x�z�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z SSL �Ó�é�©�³
�æ�µ�Ä�›  ssl-accel �»� �Ó�w�±�”�Ï�µ�t�å�C�b�”
ž�A�U�K�“�‡�b�{ active �¯�Ú
�ï�Å�›�Ö�—�`�h�q�V�t�æ�µ�Ä�U
ƒ���^�•�o�M�s�M�q�z�Í�w�¤�å�”  �Ý�¿�·�”
�´�U�é�¬�t�G�å�^�•�z�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

Must add at least one ssl-proxy-list to an ssl-accel type service  
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL 	4�ƒ�w�±�”�Ï�µ�w
ƒ��

• �Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w	Ô�ù�x�z�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z SSL
�Ó�é�©�³  �æ�µ�Ä�›  ssl-accel-backend �»� �Ó�w�±�”�Ï�µ�t�å�C�b�”
ž�A�U�K
�“�‡�b�{ active �¯�Ú�ï�Å�›�Ö�—�`�h�q�V�t�æ�µ�Ä�U
ƒ���^�•�o�M�s�M�q�z�Í
�w�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d
�œ�{

Must add at least one ssl-proxy-list to an ssl-accel type service  

• �±�”�Ï�µ�t�å�C�`�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�z�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”

²�t�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ �æ�µ�Ä�U�°�Ì���­�^�•�”�q�z �Í�w�¤�å�”  �Ý�¿�·�”
�´�U�é�¬�t�G�å�^�•�z�f�w�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

No ssl-lists on service, service not activated

�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”	j
‹�U�p�V�”�q�z�¤  SSL �Ó�é�©�³  �æ�µ�Ä�w�&
~�s
SSL 
ƒ���Ã�”�»�U�›���w  SSL �Þ�´�á�”�ç�•�8
ù�^�•�z�±�”�Ï�µ�U�ž�«�Â�Ÿ�Ò�=
�^�•�‡�b�{�8
ù�Ì�t�¤�å�”�U
C
\�b�”�q�z�0� �b�”�¤�å�”�U�é�¬�t�G�å�^�•�z
�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�±�”�Ï�µ  ssl_serv1 �›�ž�«�Â�Ÿ�Ò�=�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# active

SSL �±�”�Ï�µ�w�°�Ì���­

SSL �±�”�Ï�µ�›�°�Ì���­�`�z SSL �¯�ï�Â�ï�À�A�{�w�é�”�Å  �Ì�å�ï�³�ï�¬�›�æ�O
�h�Š�w�æ�¹�”�µ  �Ó�”�ç�T�’�f�w�±�”�Ï�µ�›�_	†�b�”	Ô�ù�t�x�z suspend �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ SSL �±�”�Ï�µ�›�°�Ì���­�`�o�‹�7���w�¯�ï�Â�ï�À  �Ñ�é�”�t�x�è
�¹�K�“�‡�d�œ�U�z	ý�h�t
€���›�¬�q�`�o�z�f�w�±�”�Ï�µ�w�¯�ï�Â�ï�À�›�˜�”�\�q
�x�p�V�‡�d�œ�{

�±�”�Ï�µ  ssl_serv1 �›�°�Ì���­�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# suspend
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SSL 	4�ƒ�w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��
CSS �U�¯�ï�Â�ï�À�•�w  SSL �A�{�›�8
ù�b�”�t�x�z�>
Ý�±�”�Ï�µ�›�¯�ï�Â�ï�À
�ç�”�ç�t�&�;�`�‡�b�{ SSL �¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�`�o�z�¯�ï�Â�ï�À
�U�î�M�t���O�b�”	Ô	t�z�¯�ï�Â�ï�À�A�{�w
ù	ô
Œ�¢ SSL �±�”�Ï�µ�£ �z�S�‘�|�–�;
�b�”�é�”�Å  �Ì�å�ï�³�ï�¬�M�Ü�›���[�b�”�‡�p�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�x
SSL �Þ�´�á�”�ç�t
ù	ô�^�•�‡�d�œ�{

�>
Ý  SSL �±�”�Ì�w�¯�ï�Â�ï�À  �ç�”�ç�p�x�z
ƒ���b�”  VIP �ž�Å�è�µ�q�Ù�”�Ä
j�ø
�x�z SSL �Ó�é�©�³  �æ�µ�Ä�w�f�w�±�”�Ì�w�¤�ï�Ä�æ�w
ƒ���q�°�•�^�d�”
ž�A�U�K
�“�‡�b�{

SSL �±�”�Ï�µ�p
ƒ���`�h�¯�ï�Â�ï�À  �ç�”�ç�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z�°�•�`�o�M
�”  VIP �ž�Å�è�µ�q�Ù�”�Ä�U�K�”�T�r�O�T�U�U	Â�^�•�‡�b�{ �°�•�U�_�m�T�’�s�M	Ô
�ù�z�Í�w�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z�¯�ï�Â�ï�À  �ç�”�ç�x�ž�«�Â�Ÿ�Ò
�=�^�•�‡�d�œ�{

Not all content VIP:Port combinations are configured in an 
ssl-proxy-list for sslAccel type of service

�¯�ï�Â�ï�À  �ç�”�ç�q  SSL �Ó�é�©�³  �æ�µ�Ä�p�–�;�^�•�o�M�”
ƒ���A�ˆ�w  VIP �ž�Å
�è�µ�›�¬�Ý�`�z
ž�A�t� �a�o�!�Ë�`�‡�b�{

CSS �U 2 �m�Ž	Í�w  SSL �Þ�´�á�”�ç�›�–�;�`�o�M�”	Ô�ù�x�z�è� �à  5 �¯�ï�Â�ï�À
�ç�”�ç�w  SSL �Ì�”�´�ã�ï  3 �·�¿�³�ã�ï  ID �t�,�n�X�µ�Â�Ÿ�¿�©
Q�›�–�;�b�”�\�q
�›�S�ç�Š�`�‡�b�{�>
Ý  SSL �±�”�Ì  �ç�”�ç�p�x�z�Í�w�‘�O�t�¦���`�‡�b�{

• advanced-balance ssl �¯�Ú�ï�Å�›�–�;�`�o�z SSL �t�,�n�X�¯�ï�Â�ï�À  �ç�”�ç
�w�µ�Â�Ÿ�¿�©
Q�›���®�t�b�”�{

• application ssl �¯�Ú�ï�Å�›�–�;�`�o�z SSL �ž�Ó�æ�­�”�³�ã�ï  �»� �Ó�›�¦���b
�”�{

�è� �à  5 SSL �µ�Â�Ÿ�¿�©  �¯�ï�Â�ï�À  �ç�”�ç�p�x�z SSL �·�¿�³�ã�ï  ID �w�6�–�;�t
�‘�l�o�6�Ë�ï�Å�³�£� �«�U�s
†�^�•�”�h�Š�z SSL �É�°�³�¤�”�³�ã�ï  �Ó�é�·�µ�U
�ô���=�^�•�z
¶�.�$�s�Í�Ñ�¥�”�Ú�ï�µ�‹�²	Í�`�‡�b�{
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�H 4 	·       SSL 	4�ƒ�w
ƒ��
SSL 	4�ƒ�w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��

�¢�«�£ 32K �w�µ�Â�Ÿ�¿�©  �Â�”�Ò�ç�U�°
��t�s�”�¢�±� �Ä�t  32000 
��w�â�”�²�U�‰�Ì�t
�ž�«�·�µ�`�o�M�”	Ý�6�£�q�z�Â�”�Ò�ç�w
Œ�„�t�í�“�z�7	s�w�â�”�²�U�®
‡�{���¯
	Ý�6�t�s�“�‡�b�{�\�w�q	Å�x�z�Ñ�é�”
:�q�µ�Â�Ÿ�¿�©�8���w�Õ�^�w
Ê�ˆ�ù�˜�d�U
�j�¼�p
C
\�b�”�\�q�U�K�“�‡�b�{
Ê�ˆ�ù�˜�d�t�‘�l�o�x�z�µ�Â�Ÿ�¿�©  �Â�”�Ò�ç
�º�w�–�;�D�ó�s�–�¬�U�x�9�t	«
…�^�•�”�h�Š�p�b�{�\�w�ð�J�x�è	×�z
ó
:�w  SSL
�Þ�´�á�”�ç�›�e�L�`�h  CSS �p
C
\�`�‡�b�{ 288M �Ý�Þ�æ �Þ�´�á�”�ç�›�Ë�m  SCM
�p�x�z 128K �w�µ�Â�Ÿ�¿�©  �Â�”�Ò�ç�›�±�Ù�”�Ä�p�V�‡�b�{

�¢�«�£ SSL �µ�Â�Ÿ�¿�©�›�–�;�b�”�è� �à  5 �¯�ï�Â�ï�À  �ç�”�ç�p  sticky-inact-timeout �¯
�Ú�ï�Å�›�¦���b�”�q�z�µ�Â�Ÿ�¿�©  �Â�”�Ò�ç�U�°
��t�s�l�h	Ô�ù�p�‹�z SSL �·�¿
�³�ã�ï�x�'���^�•�‡�b�U�z  CSS �x	ý�`�M�·�¿�³�ã�ï�p�µ�Â�Ÿ�¿�©
Q�›�¡�Ë�`�‡
�d�œ�{
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5
�Ì�¿�«�¤�ï�Å  SSL �w
ƒ��

�\�w	·�p�x�z CSS �p�Ì�¿�«�¤�ï�Å  SSL �›
ƒ���b�”�h�Š�t
ž�A�s	�	q�›
†�Ì�`�‡
�b�{�\�w	·�w	��s�º�0�x�Í�w�q�S�“�p�b�{

• �Ì�¿�«�¤�ï�Å  SSL �w�“�A

• SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R

• SSL �Ó�é�©�³  �æ�µ�Ä�•�w
†�Ì�w�å�C

• SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

• SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ�Ò�=�q�–�;�¤�…

• SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë

• �Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��

• �Ì�¿�«�¤�ï�Å  SSL �w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��
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�Ì�¿�«�¤�ï�Å  SSL �w�“�A
�Ì�¿�«�¤�ï�Å  SSL �›�–�;�b�”�q�z CSS �T�’  SSL �±�”�Ì�q�w
€���›�‰�•�p�V�‡�b�{
�^�’�t  SSL 	4�ƒ�q�ž���^�d�•�y�z�«�å� �ž�ï�Ä�q  SSL �±�”�Ì�U�·�©�á�ž�s�¤�ï
�Å�À�”�¤�ï�Å
€���p�A�y�•�‡�b�{


$  5-1 �t�z SSL 	4�ƒ�q�Ì�¿�«�¤�ï�Å  SSL �U�ž���b�”�Ï
R�›�Ô�`�‡�b�{


$  5-1 SSL 	4�ƒ�q�Ì�¿�«�¤�ï�Å  SSL �w�ž��

SSL �Þ�´�á�”�ç�z�«�å� �ž�ï�Ä�z�S�‘�|�±�”�Ì���w  SSL 	Ø�C�w�v�•�x�z SSL �Ó
�é�©�³  �æ�µ�Ä�t�‘�l�o�>���^�•�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�x�z�¢� �ï�Ã�¿�«�µ  �¤
�ï�Ä�æ�p�Ý���^�•�”�£ 1 �m�Ž	Í�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w���[�p�Ï
R�^�•�o�S
�“�z  �\�w���[�t�‘�l�o  SSL �±�”�Ì�q�w
€���U�‰�•�^�•�‡�b�{ 1 �m�w SSL �Ó�é�©�³
�æ�µ�Ä�t�x�z�7�G�p  256 �w�>
Ý  SSL �±�”�Ì�‡�h�x�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›��
�[�p�V�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�›�^
R�`�o�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›���[�`�h�’�z�æ�µ�Ä
�›�ž�«�Â�Ÿ�Ò�t�b�”
ž�A�U�K�“�‡�b�{���M�o�z�f�w�Ó�é�©�³  �æ�µ�Ä�›�±�”�Ï�µ
�t�b�”�q�z SSL 
ƒ���Ã�”�»�w  SSL �Þ�´�á�”�ç�•�w�8
ù�›�‰�•�p�V�‡�b�{�±�”�Ï
�µ�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z CSS �x�Ã�”�»�›�\�w�Þ�´�á�”�ç�t�8
ù�`�‡�b�{�Í�t�¤
SSL �±�”�Ï�µ�›  SSL �¯�ï�Â�ï�À  �ç�”�ç�t�å�C�`�‡�b�{

�«�å� �ž�ï�Ä SSL 	4�ƒ�S�‘�|
�Ì�¿�«�¤�ï�Å  
SSL �q�`�o
�ˆ�^�b�” CSS

�‰�ø�=
�Ã�”�»

�‰�ø�=
�Ã�”�»

SSL �±�”�Ì

� �ï�»�”�É�¿�Ä

�‰�ø�=
�Ã�”�»
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R

SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R
SSL �Ó�é�©�³  �æ�µ�Ä�x�z�‰�a  SSL �±�”�Ï�µ�t���È
Ç�Z�’�•�o�M�”�z�M�X�m�T�w
�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¬�ç�”�Ó�p�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�w�^
R�t�x
ssl-proxy-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{

ssl-proxy-list 
ƒ���Þ�”�Å�t�x�z ACL �Þ�”�Å�z�Ò�”�Ä  �Þ�”�Å�z�¬�ç�”�Ó  �Þ�”�Å�z
rmon �Þ�”�Å�z�S�‘�|	t��	�
ƒ���Þ�”�Å�›	†�X�z�„�q�œ�r�w
ƒ���Þ�”�Å�T�’�ž�«
�·�µ�p�V�‡�b�{�‡�h�z�\�w�¯�Ú�ï�Å�›  ssl-proxy-list 
ƒ���Þ�”�Å�T�’�–�;�`�o�z��
�w SSL �Ó�é�©�³  �æ�µ�Ä�t�ž�«�·�µ�b�”�\�q�‹�p�V�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�Ê
�t�x�z 1 �™31 ���È�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�‡�c�t�Ö�—�`�‡�b�{

�h�q�Q�y�z SSL �Ó�é�©�³  �æ�µ�Ä  ssl_list1 �›�^
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{

(config)# ssl-proxy-list ssl_list1
Create ssl-list <ssl_list1>, [y/n]: y

SSL �Ó�é�©�³  �æ�µ�Ä�›�^
R�b�”�q�z CLI �U ssl-proxy-list 
ƒ���Þ�”�Å�t�Ö�“�‡�b�{

(config-ssl-proxy-list[ssl_list1])#

�7���w  SSL �Ó�é�©�³  �æ�µ�Ä�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config)# no ssl-proxy-list ssl_list1
Delete ssl-list <ssl_list1>, [y/n]: y

�¢�«�£ SSL �±�”�Ï�µ�U�–�;�¤�w	Ô�ù�z�±�”�Ï�µ�t���‡�•�”�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³
�æ�µ�Ä�x�_	†�p�V�‡�d�œ�{�\�w	Ô�ù�x�z�7	s�t  SSL �±�”�Ï�µ�›�°�Ì���­�`�o�T
�’�z�f�w  SSL �Ó�é�©�³  �æ�µ�Ä�›�_	†�b�”
ž�A�U�K�“�‡�b�{



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�•�w
†�Ì�w�å�C
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SSL �Ó�é�©�³  �æ�µ�Ä�•�w
†�Ì�w�å�C
SSL �Ó�é�©�³  �æ�µ�Ä�w
†�Ì�›�¦���b�”�t�x�z description �¯�Ú�ï�Å�›�–�;�`�‡�b�{

†�Ì�x�z�µ�Ö�”�µ�›���‰  64 ���È�Ž�º�w�Â�©�µ�Ä���È�»�›�¾�;
Ö�p�“�œ�p�Ö�—�`
�‡�b�{

�h�q�Q�y�z ssl_list1 SSL �Ó�é�©�³  �æ�µ�Ä�t
†�Ì�›�å�C�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›
�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# description “This is the SSL list 
for www.brandnewproducts.com”

�›���w  SSL �Ó�é�©�³  �æ�µ�Ä�w
†�Ì�›�_	†�b�”�t�x�z �Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no description
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
�\�\�p�x�z SSL �Ó�é�©�³  �æ�µ�Ä�t  1 �m�Ž	Í�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›���[�b
�”�M�O�t�m�M�o
†�Ì�`�‡�b�{ backend-server �¯�Ú�ï�Å�›�–�;�`�o  SSL �Ó�é�©�³
�æ�µ�Ä�º�t� �ï�Ã�¿�«�µ  �¤�ï�Ä�æ�›�^
R�`�z�\�w�¤�ï�Ä�æ�t�\�w�Ì�¿�«�¤�ï�Å
SSL �±�”�Ì�t���È�b�”�x�‘�w  SSL �Í�å�Ý�”�»�›
ƒ���`�‡�b�{ CSS �w SSL �Þ�´�á�”
�ç�x�z SSL �Ó�é�©�³  �æ�µ�Ä�›�–�l�o�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�•�w
€���›�‰�•�`
�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä  �Í�å�Ý�”�»�›
ƒ���b�”
²�t�z�Ì�¿�«�¤�ï�Å  �±�”�Ì�w
� �ï�Ã�¿�«�µ
j�ø�›�¦���b�”
ž�A�U�K�“�‡�b�{ 1 �m�w SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z
�7�G�p  256 �w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›���[�p�V�‡�b�{

�¢�«�£ �ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z�!�Ë�›�C�Q�”�\�q�x�p�V�‡�d�œ�{�!�Ë
�›�C�Q�”
²�t  SSL �Ó�é�©�³  �æ�µ�Ä�w�–�;�›�°�Ì���­�`�z�!�Ë�U	4�ƒ�`�h�’�æ�µ
�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{ CCS �x�z�f�w�Ó�é�©�³  �æ�µ�Ä�›�–�;�`�o  SSL �±�”
�Ï�µ�•�å�C	Ø�C�‡�h�x�!�Ë�º�0�›
ù	ô�`�‡�b�{	Ä�I�t�m�M�o�x�z �®SSL �Ó�é�©�³
�æ�µ�Ä�w�!�Ë�¯ �›�€	°�`�o�X�i�^�M�{

�Ì�¿�«�¤�ï�Å  �±�”�Ì�›  SSL �Þ�´�á�”�ç�p�–�;�b�”�‘�O�t���[�b�”�t�x�z SSL �Ó
�é�©�³  �æ�µ�Ä�t�f�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¤�ï�Ä�æ�›�^
R�`�z
ƒ���›�æ�O

ž�A�U�K�“�‡�b�{�±�”�Ï�µ�w�ž�Å�è�µ�t�0� �b�”  IP �ž�Å�è�µ�q�z�±�”�Ì�w  IP �ž
�Å�è�µ�›
ƒ���`�‡�b�{�Í�t  SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�›
ƒ���`�o�ž�«�Â�Ÿ�Ò�=�`�h�™�z�f�w�æ�µ�Ä�›�Ì�¿�«�¤�ï
�Å SSL �±�”�Ï�µ�t�å�C�`�z�±�”�Ï�µ  �»� �Ó  ssl-accel-backend �›�Â�“�p�o�‡�b�{
�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z CSS �x
ƒ���Ã�”�»�›  SSL �Þ�´�á�”�ç�t�8
ù�b
�”�‘�O�t�s�“�‡�b�{

�Ž�ñ�p�x�z�Í�w�ò�è�t�m�M�o
†�Ì�`�‡�b�{

• SSL �Ó�é�©�³  �æ�µ�Ä�º�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¤�ï�Ä�æ�w�^
R

• SSL �Ì�¿�«�¤�ï�Å  �±�”�Ì�w  VIP �ž�Å�è�µ�w
ƒ��

• �>
Ý�Ù�”�Ä�w
ƒ��

• �±�”�Ì�w  IP �ž�Å�è�µ�w
ƒ��

• �±�”�Ì  �Ù�”�Ä�w
ƒ��

• SSL �Ì�”�´�ã�ï�w
ƒ��



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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• �b�;�D�ó�s�‰�ø�µ� �”�Ä�w
ƒ��

• SSL �·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�w
ƒ��

• SSL �·�¿�³�ã�ï�w�Ë�ï�Å�³�£� �«�6�É�°�³�¤�”�³�ã�ï�w
ƒ��

• TCP �>
Ý�«�å� �ž�ï�Ä
€���»� �Ü�ž�¢�Ä�‹�w
ƒ��

• SSL �Þ�´�á�”�ç�p�w  TCP �±�”�Ì��
€���»� �Ü�ž�¢�Ä�‹�w
ƒ��

• SSL TCP 
€���t�S�Z�”�¬�Ý� �t�—���w�!�Ë

• SSL TCP 
€���p�w�6
ù�»� �Ú�”�w
ƒ��

• SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦��

• SSL TCP 
€���w  TCP �Ì�¿�Ñ�•�æ�ï�¬�w�¦��

SSL �Ó�é�©�³  �æ�µ�Ä�º�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¤�ï�Ä�æ�w�^
R

SSL �Ó�é�©�³  �æ�µ�Ä�º�t�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¤�Í�å�Ý�”�»�›
ƒ���b�”�t
�x�z�f�w
²�t�f�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¤�ï�Ä�æ�›�^
R�b�”
ž�A�U�K�“�‡
�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�º�t�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�¤�ï�Ä�æ�›�^
R�b�”�t�x�z
backend-server number �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z  SSL
�Ó�é�©�³  �æ�µ�Ä�º�p�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�t
j�ø�¢� �ï�Ã�¿�«�µ  �¤�ï�Ä�æ�£
�U�Â�“�p�o�’�•�‡�b�{�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�t���È
Ç�Z�”�x�‘�w  SSL �Í�å
�Ý�”�»�¢ VIP �ž�Å�è�µ�z	Â�Ì	{�Ê�z�©�”  �Ö�ž�s�r�£�x�z�\�w
j�ø�›�–�l�o
ƒ���`
�‡�b�{ 1 �™256 �w
:�‹�›�Ö�—�`�‡�b�{

�h�q�Q�y�Ó�é�©�³  �æ�µ�Ä�º�t�Ì�¿�«�¤�ï�Å  �±�”�Ì  1 �w�¤�ï�Ä�æ�›�^
R�b�”�t
�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list3])# backend-server 1
 

SSL �Ó�é�©�³  �æ�µ�Ä�T�’�Ì�¿�«�¤�ï�Å  �±�”�Ì  1 �w�¤�ï�Ä�æ�›�_	†�b�”�t�x�z�Í
�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list3])#  no backend-server 1
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì  �»� �Ó�w
ƒ��

�›�t�¦���`�s�M	Ô�ù�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�»� �Ó�x  backend-ssl �t�s�“�‡
�b�{�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�U�\�w�»� �Ó�w	Ô�ù�z CSS �x�Í�w	r�g�›�î�æ�p�V
�‡�b�{

• �«�å� �ž�ï�Ä�T�’�‰�ø�=�Ã�”�»�›	!	ô�b�”�{

• �é�”�Å  �Ì�å�ï�³�ï�¬�;�t�Ã�”�»�›
î�ø�=�b�”�{

• �Ã�”�»�›�6�S�‰�ø�=�`�z�f�w�‰�ø�=�Ã�”�»�›  SSL 
€���›�è�a�o  SSL �±�”�Ì
�t
ù	ô�b�”�{

SSL �‰�•�±�”�Ì�›
ƒ���`�h�U�z�f�•�›�‰�a�Ó�é�©�³  �æ�µ�Ä�º�p�Ì�¿�«�¤�ï�Å
�±�”�Ì�q�`�o
ƒ���`�Ú�b	Ô�ù�x�z backend-server number type backend-ssl �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

�h�q�Q�y�z SSL �Ó�é�©�³  �æ�µ�Ä  ssl_list3 �º�p  SSL �‰�•�±�”�Ì  1 �›�Ì�¿�«�¤�ï�Å
SSL �±�”�Ì�q�`�o
ƒ���`�Ú�b�q�V�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list3])# backend-server 1 type backend-ssl

SSL �‰�•�t�m�M�o�w	Ä�I�x�z �H 6 	·�® SSL �‰�•�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

SSL �Ì�¿�«�¤�ï�Å  �±�”�Ì�w  VIP �ž�Å�è�µ�w
ƒ��

�Ì�¿�«�¤�ï�Å  �±�”�Ì�w  VIP �ž�Å�è�µ�›
ƒ���b�”�t�x�z backend-server number ip
address �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w  VIP �ž�Å�è�µ�x�z �±�”�Ï�µ�w�ž�Å�è�µ�p�b�{

�h�q�Q�y�z�Ì�¿�«�¤�ï�Å  �±�”�Ì  1 �t  VIP �ž�Å�è�µ  192.168.2.3 �›
ƒ���b�”�t�x�z
�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 ip address 
192.168.2.3
 

�Ì�¿�«�¤�ï�Å  �±�”�Ì�T�’  VIP �ž�Å�è�µ�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 ip address



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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�¢�«�£ active �¯�Ú�ï�Å�›�î�æ�`�h�q�V�t  VIP �ž�Å�è�µ�U
ƒ���^�•�o�M�s�M	Ô�ù�x�z�Í�w
�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�z�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

SSL-server/Backend-server must have valid IP Address

�>
Ý�Ù�”�Ä�w
ƒ��

�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�Ã�Ñ�¥�ç�Ä�w�>
Ý�Ù�”�Ä�x�Ù�”�Ä  80 �p�b�{�>
Ý�Ù�”�Ä�›
�p�`�o�z SSL �Þ�´�á�”�ç�T�’  CSS �t�«�æ�ž  �Â�©�µ�Ä�w�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�U�8

ù�^�•�‡�b�{ SSL �Ì�¿�«�¤�ï�Å  �±�”�Ì�t�Ÿ�s�”�>
Ý�Ù�”�Ä�›
ƒ���b�”�t�x�z
backend-server number port  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 1 �™ 65535 �w�Ù�”�Ä
j�ø�›�Ö
�—�`�‡�b�{

�¢�«�£ �‰�a�ž�Å�è�µ�p  backend-server number ip address �S�‘�|  server-ip �¯�Ú�ï�Å�›
ƒ
���b�”	Ô�ù�x�z�Ÿ�s�”�Ù�”�Ä
j�ø�p  backend-server number port  �S�‘�|  
server-port �¯�Ú�ï�Å�›
ƒ���`�o�X�i�^�M�{

�h�q�Q�y�z�Ù�”�Ä
j�ø�›  1200 �t
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])#  backend-server 1 port  1200
 

�Ù�”�Ä
j�ø�›�Ã�Ñ�¥�ç�Ä�w  80 �t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 port

�±�”�Ì�w  IP �ž�Å�è�µ�w
ƒ��

�±�”�Ì�w  IP �ž�Å�è�µ�x�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�t
ƒ���`�h  IP �ž�Å�è�µ�q�‰�a
�t�s�“�‡�b�{ �Ì�¿�«�¤�ï�Å  �±�”�Ì�w  IP �ž�Å�è�µ�›
ƒ���b�”�t�x�z backend-server
number server-ip �¯�Ú�ï�Å�›�–�;�`�‡�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

�h�q�Q�y�z�±�”�Ì  IP �ž�Å�è�µ  192.168.2.3 �›
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 server-ip 
192.168.2.3
 

�Ì�¿�«�¤�ï�Å  �±�”�Ì�T�’  IP �ž�Å�è�µ�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server  1 server-ip

�¢�«�£ active �¯�Ú�ï�Å�›�î�æ�`�h�q�V�t�±�”�Ì  IP �ž�Å�è�µ�U
ƒ���^�•�o�M�s�M	Ô�ù�z �Í
�w�Ý�¿�·�”�´�U
¯�Ô�^�•�z�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

SSL-server/Backend-server must have valid IP address

�±�”�Ì  �Ù�”�Ä�w
ƒ��

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä
j�ø�x  443 �p�b�{ SSL �Ì�¿�«�¤
�ï�Å  �±�”�Ì�w�±�”�Ì  �Ù�”�Ä�›�!�Ë�b�”�t�x�z backend-server number server-port
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ 1 �™ 65535 �w�Ù�”�Ä
j�ø�›�Ö�—�`�‡�b�{

�¢�«�£ �‰�a�ž�Å�è�µ�p  backend-server number ip address �S�‘�|  server-ip �¯�Ú�ï�Å�›
ƒ
���b�”	Ô�ù�x�z�Ÿ�s�”�Ù�”�Ä
j�ø�p  backend-server number port  �S�‘�|  
server-port �¯�Ú�ï�Å�›
ƒ���`�o�X�i�^�M�{

�h�q�Q�y�z�±�”�Ì  �Ù�”�Ä
j�ø�›  155 �t
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])#  backend-server 1 server-port 155
 

�Ù�”�Ä
j�ø�›�Ã�Ñ�¥�ç�Ä�w  443 �t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 server-port



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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SSL �Ì�”�´�ã�ï�w
ƒ��

�Ì�¿�«�¤�ï�Å  �±�”�Ì�t�²�Z�o�z SSL �Þ�´�á�”�ç�x  SSL 
€���›�‰�•�`�‡�b�{�±�”
�Ì�t
ù�’�•�”  ClientHello �Ý�¿�·�”�´�º�w�Ì�”�´�ã�ï�x�z �±�Ù�”�Ä�b�”�7	ý�w�Ì�”
�´�ã�ï�p�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z �Ì�”�´�ã�ï�x  SSL �Ì�”�´�ã�ï  3 �q  TLS �Ì�”�´�ã�ï  1 �p�b�{ SSL
�Þ�´�á�”�ç�x�z�Ô�¿�¼�”�U  SSL �Ì�”�´�ã�ï  3 �p�Ý�¿�·�”�´�U  TLS �Ì�”�´�ã�ï  1
�w ClientHello �›
ù	ô�`�‡�b�{

�Ì�¿�«�¤�ï�Å  �±�”�Ì�U�±�Ù�”�Ä�b�”  SSL �w�Ì�”�´�ã�ï�›�¦���b�”�t�x�z
backend-server number version �¯�Ú�ï�Å�›�–�;�`�‡�b�{

• ssl3 �• SSL �Ì�”�´�ã�ï  3

• tls1�• TLS �Ì�”�´�ã�ï  1

• ssl-tls�• SSL �Ì�”�´�ã�ï  3 �q  TLS �Ì�”�´�ã�ï  1�{ SSL �Þ�´�á�”�ç�x�z�Ô�¿�¼�”
�U SSL �Ì�”�´�ã�ï  3 �p�Ý�¿�·�”�´�U  TLS �Ì�”�´�ã�ï  1 �w ClientHello �›
ù	ô
�`�‡�b�{

�h�q�Q�y�z SSL �Ì�”�´�ã�ï  3 �›
ƒ���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 version  ssl3
 

�Ã�Ñ�¥�ç�Ä�w  SSL �Ì�”�´�ã�ï�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 version

�b�;�D�ó�s�‰�ø�µ� �”�Ä�w
ƒ��

�Ì�¿�«�¤�ï�Å  �±�”�Ì�U�–�;�b�”�‰�ø�µ� �”�Ä�›  1 �m�Ž	Í
ƒ���b�”�t�x�z
backend-server number cipher �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�Ë�”�Å
�¢�£�ž  �ž�«�·�å�è�”�³�ã�ï�t�‘�“�z�±�Ù�”�Ä�^�•�h�b�‚�o�w�‰�ø�µ� �”�Ä�x��
�®�t�s�l�o�M�‡�b�{

SSL �Þ�´�á�”�ç�p�±�Ù�”�Ä�^�•�”�b�‚�o�w�‰�ø�µ� �”�Ä�q�0� �b�”�‹�t�m�M�o
�x�z 
¯ 4-1 �›�€	°�`�o�X�i�^�M�{�\�w�‹�x�z SSL �Ì�”�´�ã�ï  3.0 �q  TLS �Ì�”�´�ã
�ï  1.0 �p���[�^�•�h�‹�q�‰�a�p�b�{�\�w
¯�t�x�‡�h�z�¹�Ñ�Ä�¢�£�ž�w���w�Ì�”
�´�ã�ï�t�¤�«�µ�Ù�”�Ä�p�V�”�‰�ø�µ� �”�Ä�‹�æ�µ�Ä�^�•�o�M�‡�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

�Ã�Ñ�¥�ç�Ä�w
ƒ���›�–�;�b�”�T  all-cipher-suite �¦�Ó�³�ã�ï�›
¬�R�`�h	Ô�ù�z 
¯
4-1 �t�æ�µ�Ä�`�h�z rsa-with-rc4-128-md5 �T�’�•�‡�”	q	‚�p�‰�ø�µ� �”�Ä�U
ù	ô�^
�•�‡�b�{

�¢�«�£ all-cipher-suites �¦�Ó�³�ã�ï�p�x�z�f�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�t�m�M�o�z�b�‚�o�w
�‰�ø�µ� �”�Ä�U�6�S���®�t�s�“�‡�b�{�\�w�¦�Ó�³�ã�ï�x�z�›���w�‰�ø�›
ƒ���`�o
�M�s�M	Ô�ù�t�i�Z���®�p�b�{ �6�|  all-cipher-suites �¦�Ó�³�ã�ï�›�–�;�b�”�t�x�z 
ƒ
���`�h�b�‚�o�w�‰�ø�›�Ì�Ô�$�t�_	†�b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z�‰�ø  rsa-with-rc4-128-md5 �›
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 cipher 
rsa-with-rc4-128-md5

�–�;�b�”�‰�ø�µ� �”�Ä�›�É�°�³�¤�”�Ä�b�”�q�V�z SSL �Þ�´�á�”�ç�x�z�æ�µ�Ä�¤�w
�7�‹	O�ˆ�w�ô�M�‰�ø�T�’	q�t�±�”�Ì�t
ù	ô�`�‡�b�{    

�Ã�Ñ�¥�ç�Ä�p�x�z
ƒ���^�•�h�b�‚�o�w�‰�ø�µ� �”�Ä�w	O�ˆ�x  1 �p�b�U�z�‰�ø�µ
� �”�Ä�t	O�ˆ�›�Â�“�p�o�”�\�q�U�p�V�‡�b�¢�7�G�w	O�ˆ�x  10�£�{

�h�q�Q�y�z	O�ˆ�›  10 �t
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 cipher 
rsa-with-rc4-128-md5 weight 10

�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ƒ���`�h�‰�ø�µ� �”�Ä�›  1 �m�Ž	Í�_	†�b�”�t�x�z�Í�w�‘
�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 cipher  
rsa-with-rc4-128-md5 



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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SSL �·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�w
ƒ��

SSL �p�x�z�«�å� �ž�ï�Ä�q�±�”�Ì�U�ì
¶�s�©�”�¦�õ�›�æ�M�z	ý�`�M�Ú�µ�»�”
•�µ
�©�”�U�¬�q�^�•�”�h�|�t�z	ý�`�M�·�¿�³�ã�ï  ID �U�^
R�^�•�‡�b�{�·�¿�³�ã�ï
�©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�›���®�t�b�”�q�z�f�w�«�å� �ž�ï�Ä�w�Ž�ñ�w
€���p�f
�w�Ú�µ�»�”  �©�”�›�6�b�;�p�V�‡�b�{�©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�›�Á�®�t�b�”�q�z
SSL �Þ�´�á�”�ç�•�w�f�•�g�•�w	ý�`�M
€���p�ì
¶�s  SSL �Ë�ï�Å�³�£� �«�›�æ�O

ž�A�U�K�“�‡�b�{ backend-server number session-cache �¯�Ú�ï�Å�›�–�;�`�o�z�Ž
²
�t
ƒ���`�h
•�µ�©�”�p�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�q�w
€���›�6�‰�p�V�”�‘�O�t
SSL �Þ�´�á�”�ç�›
ƒ���`�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z 300 
µ�¢ 5 
ü�£�w�»� �Ü�ž�¢�Ä�p�©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�U��
�®�t�s�“�‡�b�{�»� �Ü�ž�¢�Ä�‹�x�z 0 �™ 72000 �¢ 0 
µ�™ 20 �Ì���£�w
c�“�p
ƒ���p
�V�‡�b�{ �»� �Ü�ž�¢�Ä�‹  0 �p�z�·�¿�³�ã�ï  �©�ß�¿�³�á�w�6�–�;�x�Á�®�t�s�“�‡�b�{

�h�q�Q�y�z SSL �·�¿�³�ã�ï�w�©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�t  500 
µ�›�¦���b�”�t�x�z
�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 session-cache 500
 

�·�¿�³�ã�ï  �©�ß�¿�³�á  ID �6�–�;�›�Ã�Ñ�¥�ç�Ä�w  300 
µ�t�æ�·�¿�Ä�b�”�t�x�z�Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 session-cache

�·�¿�³�ã�ï  �©�ß�¿�³�á  ID �6�–�;�›�Á�®�t�b�”�t�x�z 0 
µ�w�»� �Ü�ž�¢�Ä�‹�›�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 session-cache 0
 

SSL �·�¿�³�ã�ï�w�Ë�ï�Å�³�£� �«�6�É�°�³�¤�”�³�ã�ï�w
ƒ��

SSL �·�¿�³�ã�ï  �Ë�ï�Å�³�£� �«  �¯�Ú�ï�Å�›�î�æ�b�”�q�z SSL HelloRequest �Ý�¿
�·�”�´�U�«�å� �ž�ï�Ä�•
ù	ô�^�•�z SSL �Ë�ï�Å�³�£� �«  �É�°�³�¤�”�³�ã�ï�U�6
�‰�^�•�‡�b�{ SSL �6�Ë�ï�Å�³�£� �«�x�z�Õ�Ì���t�˜�h�l�o
€���›�¡�Ë�`�o�M�”�q
�V�t�z CSS �q�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì���w  SSL �·�¿�³�ã�ï�›�6�¬�q�`�o�·�©�á
�æ�Â�Ÿ�›�-	Â�b�”	��ˆ�q�`�o�þ�q�j�‡�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

backend-server number handshake data kbytes �¯�Ú�ï�Å�›�–�;�b�”�q�z CSS �q�Ì�¿
�«�¤�ï�Å  SSL �±�”�Ì���p�w�°���”�w�Ã�”�»�w�¦�õ�w�™�z SSL �6�Ë�ï�Å�³�£� �«
�U�§
M�$�t�æ�˜�•�‡�b�{�\�w�™�z CSS �x  SSL �Ë�ï�Å�³�£� �«  �Ý�¿�·�”�´�›
ù	ô
�`�z SSL �·�¿�³�ã�ï�U�6�¬�q�^�•�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�t�‘�”�z�Ã�”�»�¦�õ�™�w  SSL �6�Ë�ï
�Å�³�£� �«�x�Á�®�p�b�¢ 0 �t
ƒ���£ �{�Ã�”�»�x  KB �o�•�p�z 0 �™ 512000 �w
c�“�p

ƒ���`�‡�b�{

�h�q�Q�y�z SSL �·�¿�³�ã�ï�w�6�Ë�ï�Å�³�£� �«�‡�p�w�Ã�”�»�”�›  500 KB �t
ƒ��
�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 handshake data 500
 

�6�Ë�ï�Å�³�£� �«�w�Ã�”�»�”�›  0 �t�æ�·�¿�Ä�b�”�q�z �Ã�”�»�¦�õ�w�™�w�6�Ë�ï�Å
�³�£� �«�x�Á�®�t�s�“�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 handshake data

�7�G�»� �Ü�ž�¢�Ä�‹�›�¦���b�”�t�x�z backend-server number handshake timeout
seconds �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�»� �Ü�ž�¢�Ä�‹�U�&�a�b�”�q�z CSS �x  SSL
�Ë�ï�Å�³�£� �«  �Ý�¿�·�”�´�›
ù	ô�`�o  SSL �·�¿�³�ã�ï�›�6�¬�q�`�‡�b�{�»� �Ü
�ž�¢�Ä�‹�›
ƒ���b�”�q�z�¦���`�h
µ
:�w�&�a�™�t  SSL �·�¿�³�ã�ï�x	ý�`�M�·�¿
�³�ã�ï  �©�”�›�6	��“�>�Š�b�”�‘�O�t�s�“�‡�b�{ SSL �6�Ë�ï�Å�³�£� �«�t
ƒ���b
�”�‹�x�z �è� �à  5 �¯�ï�Â�ï�À  �ç�”�ç�p  advanced-balance ssl �é�”�Å  �Ì�å�ï�³�ï�¬
�M�Ü�›�–�;�b�”	Ô�ù�t�z �«�å� �ž�ï�Ä�›
€��
Œ�±�”�Ì�t�{���b�”�h�Š�t�–�;�^�•
�”  SSL �·�¿�³�ã�ï  ID �U�&
~�t�Ð
T�^�•�”�T�r�O�T�w	O�A�s�A
É�t�s�“�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w  SSL �6�Ë�ï�Å�³�£� �«�w�»� �Ü�ž
�¢�Ä�x�Á�®�p�b�¢ 0 �t
ƒ���£ �{�»� �Ü�ž�¢�Ä�‹�x�z 0 �™ 72000 �¢ 0 
µ�™ 20 �Ì���£�w

c�“�p
ƒ���p�V�‡�b�{    

�h�q�Q�y�z SSL �·�¿�³�ã�ï�w�6�Ë�ï�Å�³�£� �«  �»� �Ü�ž�¢�Ä�›  30 
µ�t
ƒ���b�”
�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# back-end-server 1 handshake 
timeout 30
 



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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�»� �Ü�ž�¢�Ä�›  0 �t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{�\�•�t�‘�“�z�Ì�¿�«�¤�ï
�Å �±�”�Ì�w�6�Ë�ï�Å�³�£� �«�8���x�Á�®�t�s�“�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 handshake  
timeout

TCP �>
Ý�«�å� �ž�ï�Ä
€���»� �Ü�ž�¢�Ä�‹�w
ƒ��

�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���w  TCP 
€���x�z�¦���`�h�Ì���U�&�a�b�”�q	4
�ƒ�`�‡�b�{�\�w  TCP �»� �Ü�ž�¢�Ä�;�ó�›�–�;�b�”�q�z SSL �Þ�´�á�”�ç�q�«�å� 
�ž�ï�Ä���w  TCP 
€���›�z�‘�“	J�È�t���g�p�V�‡�b�{

�«�å� �ž�ï�Ä�q�w  TCP 
€���›
ƒ���b�”�M�O�t�m�M�o�x�z�Í�w�ò�›�€	°�`�o�X�i
�^�M�{

• �>
Ý�«�å� �ž�ï�Ä
€���w  TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦��

• �>
Ý�«�å� �ž�ï�Ä
€���w  TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦��

�>
Ý�«�å� �ž�ï�Ä
€���w  TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦��

CSS �w SYN �»� �Ú�”�x�z TCP 3 �¢�£�   �Ë�ï�Å�³�£� �«�›	4�ƒ�b�”	��ˆ�q�`�o�z
CSS �t�‘�”  SYN/ACK �w
ù	ô�q�«�å� �ž�ï�Ä�t�‘�”  ACK �w� �t�w���w�Ì���)�›
�§�¢�ï�Ä�`�‡�b�{�«�å� �ž�ï�Ä�q  CSS �Þ�´�á�”�ç���w  TCP 
€���p TCP 3 �¢�£� 
�Ë�ï�Å�³�£� �«�U
Y	×�t�ì�ƒ�`�s�T�l�h�q�V�t�z �f�w
€���›�Ã�”�»�8
ù
²�t	4�ƒ
�^�d�”�h�Š�t�–�;�^�•�”�\�w�»� �Ü�ž�¢�Ä�‹�x�z ssl-server number tcp virtual
syn-timeout seconds �¯�Ú�ï�Å�›�–�;�`�o�¦���`�‡�b�{

TCP SYN �w�Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 1 �™3600 �¢ 1 �Ì���£�›�Ö�—
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x  30 
µ�t
ƒ���^�•�o�M�‡�b�{

�¢�«�£ 
€���»� �Ú�”�x�z	ý�`�M  SSL 
€���q  TCP 
€���w�r�j�’�t�m�M�o�‹�z	×�t�6
ù	ô
	4�ƒ�Ì���‘�“�y�X
ƒ���b�”
ž�A�U�K�“�‡�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

TCP SYN �»� �Ü�ž�¢�Ä�w�‹�›  100 
µ�t
ƒ���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡
�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual 
syn-timeout 100
 

�»� �Ú�”�›�Ã�Ñ�¥�ç�Ä�w  30 
µ�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp virtual 
syn-timeout

�>
Ý�«�å� �ž�ï�Ä
€���w  TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦��

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�w�§�¢�ï�Ä�x�z ACK �›  CSS �U�«�å� �ž�ï�Ä�T�’	!	ô�`
�h�q�V�t�‰�•�^�•�z TCP 3 �¢�£�   �Ë�ï�Å�³�£� �«�›	4�ƒ�b�”�‡�p�æ�˜�•�‡�b�{�\
�w�Á�Æ�ˆ�»� �Ú�”�x�z�f�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w  SYN �»� �Ú�”�U���­�`�h�Ì�:
�p�6�‰�^�•�‡�b�{�\�w�»� �Ü�ž�¢�Ä�‹�x�z�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���w
TCP 
€���U�„�q�œ�r�z�‡�h�x�‡�l�h�X�Æ�ˆ�`�o�M�s�M�q�V�t�z�f�w
€���›	4�ƒ�^
�d�”�h�Š�t�–�;�`�z backend-server number tcp virtual inactivity-timeout  seconds �¯
�Ú�ï�Å�›�–�;�`�o�¦���`�‡�b�{

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�q�`�o�z 0 �¢ TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�x�Á
�®�£�™ 3600 �¢ 1 �Ì���£�w�‹�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x  240 
µ�t
ƒ���^�•�o
�M�‡�b�{

�\�w�»� �Ú�”�‹�x�z�6
ù�w�Ã�Ñ�¥�ç�Ä�w�Í�å�Ý�”�»�t�,�n�X�q�z 60 
µ�¢ 1 
ü�£�›
�Ò�Q�”�‹�t�b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z�>
Ý�«�å� �ž�ï�Ä
€���w  TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�›  100 
µ�t
ƒ���b
�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual 
inactivity-timeout 100
 

�»� �Ü�ž�¢�Ä�›�Á�®�t�b�”�t�x�z�‹�›  0 �t
ƒ���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp virtual 
inactivity-timeout 0



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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�»� �Ú�”�›�Ã�Ñ�¥�ç�Ä�w  240 
µ�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp virtual 
inactivity-timeout

SSL �Þ�´�á�”�ç�p�w  TCP �±�”�Ì��
€���»� �Ü�ž�¢�Ä�‹�w
ƒ��

SSL �Þ�´�á�”�ç�q�±�”�Ì���w  TCP 
€���x�z�¦���`�h�Ì���U�&�a�b�”�q	4�ƒ�`�‡
�b�{�\�w  TCP �»� �Ü�ž�¢�Ä�;�ó�›�–�;�b�”�q�z CSS SSL �Þ�´�á�”�ç�q�±�”�Ì��
�w TCP 
€���›�z�‘�“	J�È�t
M�š�p�V�‡�b�{

�±�”�Ì�q�w  TCP 
€���w�»� �Ü�ž�¢�Ä�‹�›
ƒ���b�”�M�O�t�m�M�o�x�z�Í�w�ò�›�€
	°�`�o�X�i�^�M�{

• �±�”�Ì��
€���w  TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦��

• �±�”�Ì��
€���w  TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦��

�±�”�Ì��
€���w  TCP SYN �»� �Ü�ž�¢�Ä�‹�w�¦��

TCP SYN �»� �Ú�”�x�z CSS �U SYN �›
ù	ô�`�o�Ì�¿�«�¤�ï�Å�w  TCP 
€���›�‰�•
�`�h�»� �Û�ï�¬�q�z �±�”�Ì�U  SYN/ACK �p� �t�`�h�»� �Û�ï�¬�w�Ì���)�›�§�¢�ï
�Ä�`�‡�b�{�\�w�»� �Ü�ž�¢�Ä�‹�x�z�±�”�Ì�q�w  TCP 
€���p  TCP 3 �¢�£�   �Ë�ï�Å
�³�£� �«�U
Y	×�t�ì�ƒ�`�s�T�l�h�q�V�t�z �f�w
€���›�Ã�”�»�8
ù
²�t	4�ƒ�^�d�”
�h�Š�t�–�;�`�z backend-server number tcp server syn-timeout seconds  �¯�Ú�ï�Å�›
�–�;�`�o�¦���`�‡�b�{

TCP SYN �w�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 1 �™3600 �¢ 1 �Ì���£�›�Ö�—�`�‡�b�{
�Ã�Ñ�¥�ç�Ä�p�x  30 
µ�t
ƒ���^�•�o�M�‡�b�{

�¢�«�£ 
€���»� �Ú�”�x�z	ý�`�M  SSL 
€���q  TCP 
€���w�r�j�’�t�m�M�o�‹�z	×�t�6
ù	ô
	4�ƒ�Ì���‘�“�y�X
ƒ���b�”
ž�A�U�K�“�‡�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

�h�q�Q�y�z�±�”�Ì��
€���w  TCP SYN �»� �Ü�ž�¢�Ä�›  100 
µ�t
ƒ���b�”�t�x�z�Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server 
syn-timeout 100
 

�»� �Ú�”�›�Ã�Ñ�¥�ç�Ä�w  30 
µ�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp server 
syn-timeout

�±�”�Ì��
€���w  TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�w�¦��

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�w�§�¢�ï�Ä�x�z CSS �U�±�”�Ì�T�’  SYN/ACK �›	!	ô�`�h
�Ì�:�T�’�‰�•�^�•�‡�b�{ �\�w�Á�Æ�ˆ�»� �Ú�”�x�z �f�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w  SYN
�»� �Ú�”�U���­�`�h�Ì�:�p�6�‰�^�•�‡�b�{�±�”�Ì�q�w  TCP 
€���U�„�q�œ�r�z�‡
�h�x�‡�l�h�X�Æ�ˆ�`�o�M�s�M�q�V�t�z �f�w
€���›	4�ƒ�^�d�”�h�Š�t�–�;�b�”�\�w
�»� �Ü�ž�¢�Ä�‹�x�z backend-server number tcp server inactivity-timeout seconds �¯
�Ú�ï�Å�›�–�;�`�o�¦���`�‡�b�{

TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�‹�¢
µ�o�•�£�t�x�z 0 �¢ TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�x�Á
�®�£�™ 3600 �¢ 1 �Ì���£�w�‹�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  240 
µ�p�b�{

�h�q�Q�y�z �±�”�Ì��
€���w  TCP �Á�Æ�ˆ�»� �Ü�ž�¢�Ä�›  100 
µ�t
ƒ���b�”�t�x�z �Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server 
inactivity-timeout 100
 

�»� �Ü�ž�¢�Ä�›�Á�®�t�b�”�t�x�z�‹�›  0 �t
ƒ���`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1 tcp server 
inactivity-timeout 0

�»� �Ú�”�›�Ã�Ñ�¥�ç�Ä�w  240 
µ�t�í�b�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 1 tcp server 
inactivity-timeout



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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SSL TCP 
€���t�S�Z�”�¬�Ý� �t�—���w�!�Ë

�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì
€���t�S�Z�”�Ã�Ñ�¥�ç�Ä�w�¬�Ý� �t�—���Ì���x  200
�Û�æ
µ�¢ Ms�£�p�b�{�Í�w�¯�Ú�ï�Å�›�î�æ�b�”�\�q�p�z�¬�Ý� �t�—���w  SSL TCP
�»� �Ú�”�w�Õ�^�›�Á�®�t�`�h�“�Ð
T�`�h�“�p�V�‡�b�{

backend-server server-num tcp virtual |server ack-delay value

value �!
:�x�z�¬�Ý� �t�—���w�»� �Ú�”�w�Õ�^�›�Û�æ
µ�¢ Ms�£�p�¦���`�‡�b�{�Ã
�Ñ�¥�ç�Ä�‹�x  200 �p�b�{ 0 �™10000 �w�‹�›�Ö�—�`�‡�b�{ 0 �›�¦���b�”�q�z�«�å� 
�ž�ï�Ä�T�’  SSL �Ä�å�Ñ�Ÿ�¿�«�›	!	ô�b�”�M�w�¬�Ý� �t�—���x�Á�®�t�s�“�‡�b�{ �»
� �Ú�”�›�Á�®�t�b�”�q�z SSL �·�¿�³�ã�ï  �©�ß�¿�³�á�¢�·�¿�³�ã�ï  ID �w�6�–�;�£
�w�–�;�t�‘�“�·�¿�³�ã�ï�w�Í�Ñ�¥�”�Ú�ï�µ�U�²	Í�`�‡�b�{

�h�q�Q�y�z�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç�q�w���w  TCP 
€���t  400 �Û�æ
µ�w�¬
�Ý� �t�—���›
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 20  tcp virtual 
ack-delay 400

�±�”�Ì�q  SSL �Þ�´�á�”�ç�q�w���w  TCP 
€���t  400 �Û�æ
µ�w�¬�Ý� �t�—���›
ƒ��
�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 20  tcp server 
ack-delay 400

SSL TCP 
€���p�w�6
ù�»� �Ú�”�w
ƒ��

�Í�­�¿�Ä���æ�U�G�”�t
C
\�`�o�M�”�É�¿�Ä�ë�”�«�p�x�z TCP �Ä�å�ï�²�«�³�ã�ï�t
�x�Õ�Ì���›�A�b�”�\�q�U�K�“�‡�b�{ TCP �Ä�å�ï�²�«�³�ã�ï�w�6
ù�»� �Ú�”�›�Ð
T
�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{

backend-server server-num tcp virtual |server retrans milliseconds

milliseconds �!
:�x�z TCP �Ä�å�ï�²�«�³�ã�ï�w�6
ù�w�7	–�Ì���¢�Û�æ
µ�o�•�£�p
�b�{ 50 �™500 �w�‹�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  500 �p�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

�h�q�Q�y�z�«�å� �ž�ï�Ä  �Ä�å�ï�²�«�³�ã�ï�w�6
ù�»� �Ú�”�›  100 �Û�æ
µ�t
ƒ��
�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 20  tcp virtual 
retrans 100

�±�”�Ì  �Ä�å�ï�²�«�³�ã�ï�w�6
ù�»� �Ú�”�›  100 �Û�æ
µ�t
ƒ���b�”�t�x�z�Í�w�‘
�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 20  tcp server 
retrans 100

�«�å� �ž�ï�Ä  �Ä�å�ï�²�«�³�ã�ï�›�Ã�Ñ�¥�ç�Ä�w  500 �Û�æ
µ�t�í�b�t�x�z�Í�w�‘
�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 20  tcp virtual 
retrans 

�±�”�Ì  �Ä�å�ï�²�«�³�ã�ï�›�Ã�Ñ�¥�ç�Ä�w  500 �Û�æ
µ�t�í�b�t�x�z�Í�w�‘�O�t�Ö
�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 20  tcp server 
retrans 

SSL TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦��

TCP Nagle �ž�ç�°�æ�¶�Ü�x�z �«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���‡�h�x�Ì�¿�«�¤�ï
�Å �±�”�Ì�q  SSL �Þ�´�á�”�ç���w  TCP 
€���p�z�8
ù�^�•�”�±� �¶�w	–�^�M��
:�w
�Ì�¿�Ñ�•  �Ý�¿�·�”�´�›�×�ˆ�$�t�È�A�`�‡�b�{�\�w	r�g�p�x�‘�w  TCP 
€���p
ù	ô
�^�•�”�Í�­�¿�Ä
:�U�n	—�`�z CSS �w�µ�ç�”�Ó�¿�Ä�U�²	Í�`�‡�b�{  �h�i�`�z Nagle
�ž�ç�°�æ�¶�Ü�q  TCP �—��� �t�¬�Ý�w
ì�“�^�;�t�‘�l�o�x�z TCP 
€���w�—���Ì��
�U�Õ�X�s�”�\�q�‹�K�“�‡�b�{ TCP 
€���¢�«�æ�ž  �Â�©�µ�Ä�‡�h�x  SSL�£�p�•�0
c
�“�›�Ò�Q�”�—���U
C
\�b�”�‘�O�p�K�•�y�z Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�t�`�o�X�i
�^�M�{

�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�t�b
�”�t�x�z�‡�h�x�6�S���®�t�b�”�t�x�z backend-server number tcp virtual nagle �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

backend-server number tcp virtual nagle enable|disable



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��
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�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�t�b
�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])#  backend-server 1  tcp virtual nagle 
disable

�«�å� �ž�ï�Ä�q  SSL �Þ�´�á�”�ç���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�6�S���®
�t�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1  tcp virtual nagle 
enable

�±�”�Ì�q  SSL �Þ�´�á�”�ç���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�z�‡�h�x�6
�S���®�t�b�”�t�x�z backend-server number tcp virtual nagle �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

backend-server number tcp server nagle enable|disable

�±�”�Ì�q  SSL �Þ�´�á�”�ç���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�Á�®�t�b�”�t�x�z
�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1  tcp server nagle 
disable

�±�”�Ì�q  SSL �Þ�´�á�”�ç���w  TCP 
€���w  Nagle �ž�ç�°�æ�¶�Ü�›�6�S���®�t�b�”
�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 1  tcp server nagle 
enable

SSL TCP 
€���w  TCP �Ì�¿�Ñ�•�æ�ï�¬�w�¦��

�É�¿�Ä�ë�”�«�w���S�U�—�X�o�Ô�Ó�U
C
\�`�o�M�”	Ô�ù�z�›���w  TCP 
€���t�0�`
�o�z TCP �¢�Ÿ�ï�Å�¢�U�³�ß�¿�Ä�¼�¢�ï�^�•�o  0 �t
ƒ���^�•�”�‡�p�t  CSS �t�‘�l
�o�Ì�¿�Ñ�•�æ�ï�¬�^�•�”�Ã�”�»�”�¢�Ì�¿�Ñ�•  �±� �¶�£�›
ÿ�•�b�\�q�U�p�V�‡�b�{
�›���w  TCP 
€���p�Ì�¿�Ñ�•�æ�ï�¬�^�•�”�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�T�’�w�Ã�”
�»�”�›
ƒ���b�”�t�x�z backend-server number tcp buffer-share �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�\�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

backend-server number tcp buffer-share rx number1|tx number2
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w
ƒ��

�›���w
€���p�Ì�¿�Ñ�•�æ�ï�¬�p�V�”�«�å� �ž�ï�Ä  �Ä�å�Ñ�Ÿ�¿�«�T�’�w�Ã�”�»�”
�¢�Ì� �Ä
:�£ �›
ƒ���b�”�t�x�z rx number1 �©�”�ë�”�Å�q�!
:�›�–�;�`�‡�b�{ �Ã�Ñ�¥
�ç�Ä�w�Ì�¿�Ñ�•  �±� �¶�x  32768 �p�b�{ �Ì�¿�Ñ�•  �±� �¶�t�x  16400 �™ 262144 �w�‹
�›�¦���p�V�‡�b�{ �h�q�Q�y�z �‹�›  65535 �t
ƒ���b�”�t�x�z �Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 20  tcp buffer-share 
rx 65536

�Ì�¿�Ñ�•  �±� �¶�›�Ã�Ñ�¥�ç�Ä�w  32768 �t�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`
�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 20  tcp 
buffer-share rx 

�›���w
€���p�Ì�¿�Ñ�•�æ�ï�¬�p�V�”�±�”�Ì�T�’�«�å� �ž�ï�Ä�•�w�Ã�”�»�” �¢�Ì� 
�Ä
:�£�›
ƒ���b�”�t�x�z tx number2 �©�”�ë�”�Å�q�!
:�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
�w�Ì�¿�Ñ�•  �±� �¶�x  65536 �p�b�{ �Ì�¿�Ñ�•  �±� �¶�t�x  16400 �™ 262144 �w�‹�›�¦
���p�V�‡�b�{�h�q�Q�y�z�‹�›  131072 �t
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# backend-server 20  tcp buffer-share 
tx 131072

�Ì�¿�Ñ�•  �±� �¶�›�Ã�Ñ�¥�ç�Ä�w  65536 �t�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`
�‡�b�{

(config-ssl-proxy-list[ssl_list1])# no backend-server 20  tcp 
buffer-share tx 
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ƒ��
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SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ�Ò�=�q�–�;�¤�…
SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z�>
Ý  SSL �±�”�Ì�‡�h�x�Ì�¿�«�¤
�ï�Å  SSL �±�”�Ì�w���[�›  1 �m�Ž	Í�z�æ�µ�Ä�º�t�^
R�`�o�X�i�^�M�¢�\�w	·�p
²
	\�`�h �®SSL �Ó�é�©�³  �æ�µ�Ä�p�w�>
Ý  SSL �±�”�Ì�w
ƒ���¯ �‡�h�x �®SSL TCP 
€
���w  Nagle �ž�ç�°�æ�¶�Ü�w�¦���¯ �€	°�£ �{

CSS �x  SSL �Ó�é�©�³  �æ�µ�Ä�›�½�£�¿�«�`�o�z
ž�A�s�¯�ï�Ù�”�É�ï�Ä�U�b�‚�o
ƒ
���^�•�o�M�”�T�¬�Ý�`�‡�b�{�\�w�q�V�t�z	Â�Ì	{�q�©�”  �Ö�ž�w
ì�“�¬�Ý�‹�æ�M
�‡�b�{�¬�Ý�t�æ

�`�h	Ô�ù�z	Â�Ì	{�Ê�x	!�Z�Ö�•�’�•�c�z�¤�å�”  �Ý�¿�·�”�´

�®Certificate and key pair do not match �¯�U�é�¬�t�G�å�^�•�z SSL �Ó�é�©�³
�æ�µ�Ä�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{
ƒ���^�•�o�M�”�©�”  �Ö�ž�›�_	†�b�”�T�z�&

~�s	Â�Ì	{�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

	ý�`�M�‡�h�x�!�Ë�^�•�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�ž�«�Â�Ÿ�Ò�=�b�”�t�x�z active �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# active

SSL �Ó�é�©�³  �æ�µ�Ä�x�z�ž�«�Â�Ÿ�Ò�=�b�”�q�±�”�Ï�µ�t�å�C�p�V�‡�b�{�\�w	·
�p�™	\�b�” �®�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�æ�µ�Ä�º�w�>
Ý�±�”�Ì�‡�h�x�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›
¯�Ô�b�”�t�x�z show
ssl-proxy-list �›�–�;�`�‡�b �¢ �H7	·�®SSL �w
ƒ��	Ø�C�S�‘�|�w�-	Ø�C�w
¯�Ô�¯ �€	°�£ �{

�ž�«�Â�Ÿ�Ò�s  SSL �Ó�é�©�³  �æ�µ�Ä�w�–�;�›�°�Ì���­�b�”�t�x�z suspend �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�›�°�Ì���­�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-ssl-proxy-list[ssl_list1])# suspend
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë

SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë
SSL �Ó�é�©�³  �æ�µ�Ä�x�z�æ�µ�Ä�U�ž�«�Â�Ÿ�Ò�t�s�l�o�M�”�q�V�t�x�!�Ë�p�V�‡
�d�œ�{�!�Ë�›�C�Q�”
²�t  SSL �Ó�é�©�³  �æ�µ�Ä�w�–�;�›�°�Ì���­�`�z�!�Ë�U	4�ƒ
�`�h�’�æ�µ�Ä�›�6�S�ž�«�Â�Ÿ�Ò�=�`�‡�b�{

�Ó�é�©�³  �æ�µ�Ä�›�!�Ë�b�”�q�z SSL �±�”�Ï�µ�›�°�Ì���­�`�h�“�z�f�w�æ�µ�Ä�›
�–�;�`�o�6�S�ž�«�Â�Ÿ�Ò�=�`�h�“�b�”
ž�A�x�K�“�‡�d�œ�{ SSL �Þ�´�á�”�ç�t�‘
�“�z�Í�w�\�q�U�î�æ�^�•�‡�b�{

• �Ó�é�©�³  �æ�µ�Ä�›�–�;�`�o  SSL �±�”�Ï�µ�•�å�C	Ø�C�‡�h�x�!�Ë�º�0�›
ù	ô
�b�”�{

• �!�Ë�‡�h�x�_	†�^�•�h  SSL ���È�±�”�Ï�µ�w
€���›�r	†�b�”�{ SSL �Þ�´�á�”�ç
�U�\�•�’�w
€���t���b�”�Í�­�¿�Ä�›	!	ô�b�”�q�z SSL �Þ�´�á�”�ç�x  TCP RST
�›
ù	ô�`�‡�b�{

�«�™ �Ñ�é�ï�Ä�¤�ï�Å  �±�”�Ì�q�Ì�¿�«�¤�ï�Å  �±�”�Ì�›�Ñ�é�”�t�–�;�`�o�M�”	Ô�ù�x�z
�¤�ï�Å�À�”�¤�ï�Å
€���›�æ�O�h�Š�t�†�M�w�±�”�Ì�U�ž�«�Â�Ÿ�Ò�p�K�”
ž�A�U�K
�“�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�›�!�Ë�b�”	Ô�ù�z�±�”�Ï�µ�U�‡�i�ž�«�Â�Ÿ�Ò�s�O
�j�x�æ�µ�Ä�T�’�Ì�¿�«�¤�ï�Å  �±�”�Ì�›�_	†�`�s�M�p�X�i�^�M�{ SSL �Ó�é�©�³  �æ
�µ�Ä�›�6�|�ž�«�Â�Ÿ�Ò�=�b�”�M�z�¤�ï�Å�À�”�¤�ï�Å
€���U�æ

�`�o�`�‡�M�‡�b�{
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ƒ��
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�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��
SSL �Ó�é�©�³  �æ�µ�Ä�x
ó
:�w  SSL �±�”�Ï�µ�t���b�\�q�U�p�V�‡�b�¢�±�”�Ï�µ�t
�m�V 1 �m�w SSL �Ó�é�©�³  �æ�µ�Ä�›�¦���£ �{�‡�h�z 1 �m�w SSL �±�”�Ï�µ�U
ó
:�w�¯
�ï�Â�ï�À  �ç�”�ç�t���b�\�q�‹�D�ó�p�b�{�±�”�Ï�µ�›�¯�ï�Â�ï�À  �ç�”�ç�t�&�;�b
�”�q�z SSL �w�¯�ï�Â�ï�À�A�{�›�8
ù�p�V�‡�b�{

�¢�«�£ CSS �º�w  SSL �Þ�´�á�”�ç�]�q�t  1 �m�w�ž�«�Â�Ÿ�Ò�s  SSL �±�”�Ï�µ �¢ 1 �m�w�µ�é�¿
�Ä�t�m�V  1 �m�w SSL �±�”�Ï�µ�£�U�±�Ù�”�Ä�^�•�‡�b�{ 1 �m�w�µ�é�¿�Ä�t�0�`�o
ó

:�w  SSL �±�”�Ï�µ�›
ƒ���p�V�‡�b�U�z �ž�«�Â�Ÿ�Ò�t�p�V�”�w�x�°�S�t  1 �m�w SSL
�±�”�Ï�µ�i�Z�p�b�{

�\�w�»� �Ó�w�±�”�Ï�µ�›�Ì�¿�«�¤�ï�Å  �¯�ï�Â�ï�À  �ç�”�ç�t�å�C�b�”�t�x�z�Í�w
�^�À�›�æ�O
ž�A�U�K�“�‡�b�{

• �±�”�Ï�µ�t  IP �ž�Å�è�µ�›
ƒ���b�”�{

• �Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�w�©�”�Ó�ž�å� �Ò  �»� �Ó�¢�s�`�z ICMP�z TCP�z SSL�z
�É�”�Ü�Å�z�µ�«�æ�Ó�Ä�=�z�‡�h�x  �‰�ø�= HTTP�£�›
ƒ���b�”�{�‰�ø�=  HTTP
�©�”�Ó�ž�å� �Ò�x�{���‡�h�x
‡�{���t�p�V�‡�b�{

TCP�z SSL�z�‡�h�x�‰�ø�=�©�”�Ó�ž�å� �Ò�›
ƒ���`�h	Ô�ù�z�f�w�±�”�Ï�µ�›
�&
~�t�ˆ�^�^�d�”�h�Š�t�©�”�Ó�ž�å� �Ò  �Ù�”�Ä�›�&
~�t
ƒ���b�”
ž�A�U�K
�“�‡�b�{

• SSL �Ó�é�©�³  �æ�µ�Ä�t�z�\�w�»� �Ó�w�±�”�Ï�µ�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�›
ƒ
���b�”�{

�¢�«�£ �±�”�Ï�µ  �Ù�”�Ä�›
ƒ���`�s�M�q�z�Ì�¿�«�¤�ï�Å  �¯�ï�Â�ï�À  �ç�”�ç�q�‰�a�Ù�”�Ä

j�ø�U�–�;�^�•�‡�b�{

�\�\�p�x�z�Í�w�º�0�t�m�M�o
†�Ì�`�‡�b�{

• SSL �±�”�Ï�µ�w�^
R

• �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ  �»� �Ó�w
ƒ��
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��

• �Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w  SSL �Ó�é�©�³  �æ�µ�Ä�•�w�å�C

• �Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�w�©�”�Ó�ž�å� �Ò  �»� �Ó
ƒ��

• �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w  IP �ž�Å�è�µ�w
ƒ��

• �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w�Ù�”�Ä
j�ø�w
ƒ��

• SSL �±�”�Ï�µ�w�ž�«�Â�Ÿ�Ò�=

• SSL �±�”�Ï�µ�w�°�Ì���­

SSL �±�”�Ï�µ�w�^
R

SSL �Þ�´�á�”�ç�p�–�;�b�”�±�”�Ï�µ�›�^
R�b�”�M�t�x�z�f�w�±�”�Ï�µ�›  CSS �w
SSL �±�”�Ï�µ�q�`�o�¦���`�z CSS �t�f�•�›�Ý�Ý�^�d�”
ž�A�U�K�“�‡�b�{�±�”�Ï�µ
�w�^
R�t�m�M�o�w	Ä�I�x�z �° Cisco Content Services Switch Content Load-Balancing
Configuration Guide�±�›�€	°�`�o�X�i�^�M�{  

SLL �±�”�Ï�µ�Ê�x  1 �™ 31 ���È�p�Ö�—�`�‡�b�{

�±�”�Ï�µ  ssl_serv1 �›�^
R�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config)# service ssl_serv1
Create service <ssl_serv1>, [y/n]: y

CSS �U�z	ý�`�X�^
R�^�•�h�±�”�Ï�µ�w�Þ�”�Å�t�!�˜�“�‡�b�{

(config-service[ssl_serv1])#

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ  �»� �Ó�w
ƒ��

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�t�x�z ssl-accel-backend �±�”�Ï�µ  �»� �Ó�›
ƒ���b�”

ž�A�U�K�“�‡�b�{ �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w�±�”�Ï�µ  �»� �Ó�›
ƒ���b�”�t�x�z
�Í�w�¯�Ú�ï�Å�›�î�æ�`�‡�b�{

(config-service[server1]# type ssl-accel-backend
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ƒ��
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�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w  SSL �Ó�é�©�³  �æ�µ�Ä�•�w�å�C

SSL �Ó�é�©�³  �æ�µ�Ä�t�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›
ƒ���`�h�’�z�ž�«�Â�Ÿ�Ò  �æ�µ
�Ä�›  SSL �±�”�Ï�µ�t�å�C�`�z CSS �U�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�T�’�w  SSL �w�¯�ï
�Â�ï�À�A�{�›	r�g�b�”�M�O�›���[�`�‡�b�{�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w
ƒ���M
�O�x�z�±�”�Ï�µ  �»� �Ó�›  ssl-accel-backend �t
ƒ���b�”�:�›	†�M�o�é�”�§�ç  �±�”
�Ï�µ�w
ƒ���M�O�q�‰�a�p�b�{�‡�h�z�\�w�»� �Ó�w�±�”�Ï�µ�p�x�z�Ì�¿�«�¤�ï�Å
�±�”�Ì�›  SSL �Ó�é�©�³  �æ�µ�Ä�t���[�b�”
ž�A�U�K�“�‡�b�{

SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w�¤	��Í�å�Ý�”�»�›���[
�`�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�›�±�”�Ï�µ�t�å�C�b�”�t�x�z add ssl-proxy-list �¯�Ú
�ï�Å�›�–�;�`�‡�b�{ SSL �Ó�é�©�³  �æ�µ�Ä�t�Ì�¿�«�¤�ï�Å  �±�”�Ì�›
ƒ���b�”�M�O
�w	Ä�I�t�m�M�o�x�z�\�w	·�p
²	\�`�h �®�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ  �»� �Ó�w
ƒ
���¯ �›�€	°�`�o�X�i�^�M�{

�±�”�Ï�µ�t�å�C�b�”�^
R�A�ˆ�w  SSL �Ó�é�©�³  �æ�µ�Ä�w�Ê
²�¢�\�w	·�w �®SSL �Ó
�é�©�³  �æ�µ�Ä�w�^
R�¯ �€	°�£�›�Ö�—�`�‡�b�{

�h�q�Q�y�z SSL �Ó�é�©�³  �æ�µ�Ä  ssl list3 �›�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�t�å�C�b�”
�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-service[server1])# add ssl-proxy-list  ssllist3

�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�w SSL �Ó�é�©�³  �æ�µ�Ä�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›
�Ö�—�`�‡�b�{

(config-service[server1])# remove ssl-proxy-list  ssllist3
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��

�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�w�©�”�Ó�ž�å� �Ò  �»� �Ó
ƒ��

ssl-accel-backend �»� �Ó�w�±�”�Ï�µ�p�x�z�©�”�Ó�ž�å� �Ò�›�–�;�`�o�z SSL �±�”
�Ì�w	Ý�6�›���8�$�t�½�£�¿�«�p�V�‡�b�{�\�w�±�”�Ï�µ�t
ƒ���^�•�h  IP �ž�Å�è�µ
�t�z CSS �T�’�©�”�Ó�ž�å� �Ò�U
ù	ô�^�•�‡�b�{

�©�”�Ó�ž�å� �Ò�›
ƒ���b�”�t�x�z�±�”�Ï�µ
ƒ���Þ�”�Å�p  keepalive type �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ �\�w�±�”�Ï�µ
ƒ���Þ�”�Å�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“
�p�b�{

(config-service[server1])# keepalive type type

type �!
:�t�x�z�Í�w�©�”�Ó�ž�å� �Ò  �»� �Ó�w�M�c�•�T�›�Ö�—�`�‡�b�{

• icmp�• ICMP �¤�¯�”  �Ý�¿�·�”�´�¢ ping�£�{�\�•�U�Ã�Ñ�¥�ç�Ä�w�©�”�Ó�ž�å� 
�Ò �»� �Ó�p�b�{

• none�•�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�›�±�”�Ï�µ�t
ù	ô�`�s�M�{

• ssl�•�\�w�±�”�Ï�µ�w  SSL HELLO �©�”�Ó�ž�å� �Ò�{ CSS �x�z�«�å� �ž�ï�Ä
HELLO �›
ù	ô�`�o  SSL �±�”�Ì�t
€���`�‡�b�{�±�”�Ì�T�’  HELLO �›	!	ô�b
�”�q�z CSS �x  TCP RST �›
ù	ô�`�o
€���›���a�‡�b�{

• tcp�• 3 �¢�£�   �Ë�ï�Å�³�£� �«�q�æ�·�¿�Ä �¢ SYN�zSYN-ACK�zACK�zRST-ACK�£
�›�è�a�o�±�”�Ï�µ�w�b�;�D�ó	Ý�¯�›
Q���b�”  TCP �·�¿�³�ã�ï

• http  {non-persistent} encrypt�•�‰�ø�=�^�•�h�{���‡�h�x
‡�{���w  HTTP �©�”
�Ó�ž�å� �Ò�{ �±�”�Ì�T�’�&�^�•�h�Ñ�ç  SSL �Ë�ï�Å�³�£� �«�S�‘�|�Ã�”�»�›�U
	Â�`�‡�b�{

�¢�«�£ TCP �‡�h�x  SSL �©�”�Ó�ž�å� �Ò  �»� �Ó�›
ƒ���`�h	Ô�ù�z�f�w�±�”�Ï�µ�›�&
~�t
�ˆ�^�^�d�”�h�Š�t�©�”�Ó�ž�å� �Ò  �Ù�”�Ä�›�&
~�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

ICMP�z SSL�z TCP�z�S�‘�|���w  CSS �w�©�”�Ó�ž�å� �Ò�w	Ä�I�t�m�M�o�x�z �° Cisco
Content Services Switch Content Load-Balancing Configuration Guide�±�›�€	°�`�o�X
�i�^�M�{

�‰�ø�= HTTP �©�”�Ó�ž�å� �Ò�w	Ä�I�t�m�M�o�x�z�Í�w�ò�›�€	°�`�o�X�i�^�M�{



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
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ƒ��
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�‰�ø�= HTTP �©�”�Ó�ž�å� �Ò�w
ƒ��

�‰�ø�= HTTP �©�”�Ó�ž�å� �Ò�t�‘�“�z�±�”�Ì�T�’�&�^�•�h�Ñ�ç  SSL �Ë�ï�Å�³�£
� �«�q�Ã�”�»�›�U	Â�p�V�‡�b�{�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w	Ô�ù�z�©�”�Ó�ž�å� 
�Ò�x  HTTP GET �‡�h�x  HEAD �›�î�æ�`�o�z CSS �º�w�b�‚�o�w  SSL �Þ�´�á�”�ç�t
�0�`�Ò�é�”�Å�©�ß�µ�Ä�`�‡�b�{�©�”�Ó�ž�å� �Ò�x  SSL �Þ�´�á�”�ç�›
¬�R�b�”�q�z
�\�w�Þ�´�á�”�ç�t�©�”�Ó�ž�å� �Ò  �Ý�¿�·�”�´�›
ù	ô�`�z�©�”�Ó�ž�å� �Ò�U�æ


�b�”�‡�p���æ�`�‡�b�{�f�w�™�z�©�”�Ó�ž�å� �Ò�x  CSS �º�w���w  SSL �Þ�´�á�”�ç
�›
¬�R�`�‡�b�{

�¢�«�£ SSL �Ó�é�©�³  �æ�µ�Ä�t�x�z�7�G  256 �w SSL �Ì�¿�«�¤�ï�Å  �±�”�Ì�‡�h�x�‰�•�±�”
�Ì�U���‡�•�‡�b�{�`�h�U�l�o�z CSS 	Í�w�‰�ø�=�©�”�Ó�ž�å� �Ò�w
ï
:�x  256 �‡�p
�p�b�{

�¢�«�£ �‰�ø�= HTTP �p�©�”�Ó�ž�å� �Ò�›
ƒ���b�”	Ô�ù�z
ƒ���A�ˆ�w�Ì�ï�«�¤�ï�Å  �±�”
�Ì  IP �ž�Å�è�µ�q�î�±�”�Ì  IP �ž�Å�è�µ�U�‰�a�p�K�”�\�q�›�¬�Ý�`�o�X�i�^�M�{

�±�”�Ï�µ�‡�h�x�¬�é�”�Ì�ç�‰�ø�=�©�”�Ó�ž�å� �Ò�›
ƒ���p�V�‡�b�{ �\�w�±�”�Ï�µ

ƒ���Þ�”�Å�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

(config-service)# keepalive type http { non-persistent}  encrypt

�h�q�Q�y�z�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�t�0�`�z�‰�ø�=  HTTP HEAD 
‡�{���©�”�Ó�ž
�å� �Ò�›�±�”�Ï�µ�q�`�o
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-service [ssl_serv1])# keepalive http non-persistent encrypt

�¬�é�”�Ì�ç�‰�ø�=�©�”�Ó�ž�å� �Ò�w�³�ï�»�¿�«�µ�x�Í�w�q�S�“�p�b�{

(config-keepalive)# type http { non-persistent}  encrypt
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��

�¬�é�”�Ì�ç  �©�”�Ó�ž�å� �Ò�w	Ô�ù�z�©�”�Ó�ž�å� �Ò�t�0�b�”�±�”�Ï�µ�•�µ�é�¿
�Ä�w	Ø�C�x�K�“�‡�d�œ�{�©�”�Ó�ž�å� �Ò�t�‘�”�Þ�´�á�”�ç�w
¬�R�x�z�±�”�Ï�µ
�»� �Ó�w
ƒ���t�‘�l�o�Ÿ�s�“�‡�b�{�b�‚�o�w�±�”�Ï�µ�U  ssl-accel-backend �±�”�Ï
�µ  �»� �Ó�w�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�p�K�”	Ô�ù�z�©�”�Ó�ž�å� �Ò�x�b�‚�o�w�Þ
�´�á�”�ç�›�–�;�p�V�‡�b�{
ƒ���t  ssl-init �±�”�Ï�µ  �»� �Ó�w  SSL �‰�•�±�”�Ï�µ�U
1 �m���‡�•�o�M�”	Ô�ù�z�©�”�Ó�ž�å� �Ò�x�f�w�±�”�Ï�µ�w�µ�é�¿�Ä�›�–�;�`�‡
�b�{

�¢�«�£ �‰�ø�=�¬�é�”�Ì�ç  �©�”�Ó�ž�å� �Ò�›
Y	×�t�ˆ�^�^�d�”�t�x�z�‰�a  SSL �Ó�é�©�³
�æ�µ�Ä�›�–�;�b�”�±�”�Ï�µ�t�å�C�`�‡�b�{

�h�q�Q�y�z�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�t�0�`�z�‰�ø�=  HTTP HEAD 
‡�{���©�”�Ó�ž
�å� �Ò�›�±�”�Ï�µ�q�`�o
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-keepalive [SSL1])# http non-persistent encrypt

�f�w�™�p�z�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�w�±�”�Ï�µ�t�¬�é�”�Ì�ç  �©�”�Ó�ž�å� �Ò�›�Â
�“�p�o�‡�b�{

�·�¿�³�ã�ï  ID �w�6�–�;�›�±�Ù�”�Ä�b�”�‘�O�t�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�U
ƒ���^
�•�o�M�o�z�©�”�Ó�ž�å� �Ò�›�–�;�`�o�Ñ�ç  SSL �Ë�ï�Å�³�£� �«�›�î�æ�b�”	Ô�ù
�t�x�z���w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�\�w  2 �F�Š�w
�±�”�Ì�x�z�¦�æ�´�Æ�ç�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�q�‰�a
ƒ���t�b�”
ž�A�U�K�“�‡�b�{
�h�i�`�z�Ù�”�Ä
j�ø�q�·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢�Ä�w�‹�x���w�‹�t�`�‡
�b�{�Í�t�z 2 �F�Š�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�Ù�”�Ä
j�ø�p�‰�ø�=�©�”�Ó�ž�å� �Ò�›

ƒ���`�‡�b�{�‰�ø�=�©�”�Ó�ž�å� �Ò�x�z SSL �Þ�´�á�”�ç�›�p�`�o�\�w�±�”�Ì�•
ù
	ô�^�•�‡�b�{�\�w�Þ�´�á�”�ç�U�î�M�w  SSL �Ì�¿�«�¤�ï�Å  �±�”�Ì�•
€���b�”�q�z
�©�”�Ó�ž�å� �Ò�U�Ñ�ç  SSL �Ë�ï�Å�³�£� �«�›�î�æ�`�‡�b�{
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�‰�ø�=�©�”�Ó�ž�å� �Ò�w
ƒ���«

�Í�t�Ô�b
ƒ���x�z�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�t�0�b�”�‰�ø�=  HTTP 
‡�{���©�”�Ó
�ž�å� �Ò�w�«�p�b�{ IP �ž�Å�è�µ�U  10.10.10.10 �p  �Ù�”�Ä
j�ø�U  80 �w HTTP GET

‡�{���©�”�Ó�ž�å� �Ò�U  SSL �Þ�´�á�”�ç�t
ù	ô�^�•�‡�b�{�±�”�Ï�µ  s1 �x�Ì�¿�«
�¤�ï�Å  SSL �±�”�Ì�p�T�ˆ�`�o�M�”�h�Š�z�Ó�é�©�³  �æ�µ�Ä  p1 �U CSS �º�w�b�‚�o
�w SSL �Þ�´�á�”�ç�•�Ò�é�”�Å�©�ß�µ�Ä�^�•�‡�b�{�`�h�U�l�o�z�‰�ø�=�©�”�Ó�ž
�å� �Ò�x�r�w  SSL �Þ�´�á�”�ç�‹
¬�R�p�V�‡�b�{�©�”�Ó�ž�å� �Ò�x�z�7	s�w�©�”
�Ó�ž�å� �Ò�U�æ

�b�”�‡�p  1 �m�w�Þ�´�á�”�ç�t�q�r�‡�“�z�f�w�™�x  CSS �º�w��
�w SSL �Þ�´�á�”�ç�•
~�“�8�Q�‡�b�{

!*********************** SSL PROXY LIST ***********************
ssl-proxy-list p1 
  backend-server 1 
  backend-server 1 IP address 10.10.10.10 
  backend-server 1 server-IP 10.10.10.10 
  active

!************************** SERVICE **************************
service s1 
  IP address 10.10.10.10
  port 80
  type ssl-accel-backend
  add ssl-proxy-list p1 
  keepalive type http non-persistent encrypt
  keepalive method get
  keepalive uri "/index.html"
  active

�Í�w�«�p�x�z�‰�ø�=�©�”�Ó�ž�å� �Ò�U�·�¿�³�ã�ï  ID �w�6�–�;�›�±�Ù�”�Ä�b�”
�Ì�¿�«�¤�ï�Å  �±�”�Ì�p�x�s�X���w�Ë�ï�Å�³�£� �«�›�–�;�b�”	Ô�ù�z���w�Ì�¿�«
�¤�ï�Å  �±�”�Ì�›�¦�æ�´�Æ�ç�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�q�‰�a
ƒ���t�b�”
ž�A�U�K�”
�\�q�›�Ô�`�o�M�‡�b�{�h�i�`�z�Ù�”�Ä
j�ø�q�·�¿�³�ã�ï  �©�ß�¿�³�á  �»� �Ü�ž�¢
�Ä�‹�x���w�‹�t�`�‡�b�{�f�w�™�p�z�‰�ø�=�©�”�Ó�ž�å� �Ò�w�Ù�”�Ä�›�z	ý�`�M
�Ì�¿�«�¤�ï�Å  �±�”�Ì�U�–�;�b�”�Ù�”�Ä
j�ø�q�°�•�b�”
ƒ���t�`�‡�b�{
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��

IP �ž�Å�è�µ�U  10.10.10.10 �p  �Ù�”�Ä
j�ø�U  81 �w HTTP GET 
‡�{���©�”�Ó�ž�å� 
�Ò�U SSL �Þ�´�á�”�ç�t
ù	ô�^�•�‡�b�{�\�w  IP �ž�Å�è�µ�q�Ù�”�Ä
j�ø�x�z�æ�µ�Ä
p1 �º�w�Ì�¿�«�¤�ï�Å  �±�”�Ì  2 �w
ƒ���q�°�•�`�‡�b�{�Ì�¿�«�¤�ï�Å  �±�”�Ì  1 �w�ž
�Å�è�µ�q�Ù�”�Ä�w	Ø�C�x�z�î�M�w�Ì�¿�«�¤�ï�Å  �±�”�Ì�w�ž�Å�è�µ�q�Ù�”�Ä
j�ø
�p�K�”�\�q�t�«�™�`�o�X�i�^�M�{�\�w�‘�O�t�z  SSL �Þ�´�á�”�ç�x�z�Ñ�ç  SSL �Ë�ï
�Å�³�£� �«�›�î�æ�b�”�\�q�s�X�©�”�Ó�ž�å� �Ò  �Ó�é�”�Ò�›�î�±�”�Ì�•
ù	ô�`��
�Z�‡�b�{�s�e�s�’�z�·�¿�³�ã�ï  �©�ß�¿�³�á�w�»� �Ü�ž�¢�Ä�U�¸�é�t
ƒ���^�•�o
�M�”�T�’�p�b�{

!*********************** SSL PROXY LIST ***********************
ssl-proxy-list p1 
  backend-server 1 
  backend-server 1 IP address 10.10.10.10 
  backend-server 1 port 80
  backend-server 1 server-IP 10.10.10.10 
  backend-server 1 server-port 443
  backend-server 1 session-cache 500
  backend-server 2 
  backend-server 2 IP address 10.10.10.10 
  backend-server 2 port 81 
  backend-server 2 server-IP 10.10.10.10 
  backend-server 2 server-port 443
  backend-server 2 session-cache 0
  active

!************************** SERVICE **************************
service s1 
  IP address 10.10.10.10
  port 80
  type ssl-accel-backend
  add ssl-proxy-list p1 
  keepalive type http non-persistent encrypt
  keepalive port 81
  keepalive method get
  keepalive uri "/index.html"
  active
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�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w  IP �ž�Å�è�µ�w
ƒ��

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w  IP �ž�Å�è�µ�x�z SSL �Ó�é�©�³  �æ�µ�Ä�t
ƒ���^�•�h
�Ì�¿�«�¤�ï�Å  �±�”�Ì�w  IP �ž�Å�è�µ�q�°�•�^�d�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z �Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�t  IP �ž�Å�è�µ  10.11.21.13 �›
ƒ���b�”�t�x�z
�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-service[server1])# ip address 10.11.21.13

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w  IP �ž�Å�è�µ�›�_	†�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{

(config-service[server1])# no ip address 

�Ì�¿�«�¤�ï�Å  SSL �±�”�Ï�µ�w�Ù�”�Ä
j�ø�w
ƒ��

CSS �x�Ù�”�Ä
j�ø�›�–�;�`�o�«�æ�ž  �Â�©�µ�Ä  �Ã�”�»�›  SSL �Þ�´�á�”�ç�t�í�`�z
�f�\�p�6�|�‰�ø�=�U�æ�˜�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z CSS �x�±�”�Ï�µ�t���È
Ç�Z�’
�•�o�M�”�Ì�¿�«�¤�ï�Å  �¯�ï�Â�ï�À  �ç�”�ç�w�Ù�”�Ä
j�ø�z�Ù�”�Ä  80 �›�–�;�`�‡
�b�{�\�w�Ù�”�Ä
j�ø�U�Ì�¿�«�¤�ï�Å  HTTP-SSL �¯�ï�Â�ï�À  �ç�”�ç�q�§�O	Ô�ù�x�z
port  �¯�Ú�ï�Å�›�–�;�`�o
ƒ���`�‡�b�{

1 �™65535 �w
T
:�p�Ù�”�Ä
j�ø�›�Ö�—�`�‡�b�{
ƒ���b�”�Ù�”�Ä
j�ø�x�z SSL �Ó�é
�©�³  �æ�µ�Ä�p�Ì�¿�«�¤�ï�Å  �±�”�Ì�t
ƒ���`�h�>
Ý�Ù�”�Ä
j�ø�q�°�•�^�d�”
ž�A
�U�K�“�‡�b�{

�h�q�Q�y�z�Ù�”�Ä
j�ø  55 �›
ƒ���b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

(config-service[server1])# port 55

�Ì�¿�«�¤�ï�Å  �¯�ï�Â�ï�À  �ç�”�ç�w�Ù�”�Ä
j�ø�›�æ�·�¿�Ä�b�”�t�x�z�Í�w�‘�O�t
�Ö�—�`�‡�b�{

(config-service[server1])# no port
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�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
�Ì�¿�«�¤�ï�Å  SSL �w�±�”�Ï�µ�w
ƒ��

SSL �±�”�Ï�µ�w�ž�«�Â�Ÿ�Ò�=

SSL �Ó�é�©�³  �æ�µ�Ä�w�±�”�Ï�µ�›
ƒ���`�h�’�z active �¯�Ú�ï�Å�›�–�;�`�o�f�w
�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�`�‡�b�{�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”�q�z�f�w�±�”�Ï�µ
�x�z�«�å� �ž�ï�Ä�q�±�”�Ì���p�æ�˜�•�”  SSL �¯�ï�Â�ï�À�A�{�w�é�”�Å  �Ì�å�ï�³
�ï�¬�w�h�Š�w�æ�¹�”�µ  �Ó�”�ç�t�¨�ò�^�•�‡�b�{

SSL �±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z�Í�w�^�À�›�æ�M�‡�b�{

• �>
Ý  SSL �±�”�Ì�w�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z SSL �Ó�é�©�³  �æ�µ�Ä
�›  ssl-accel �»� �Ó�w�±�”�Ï�µ�t�å�C�`�‡�b�{ active �¯�Ú�ï�Å�›�Ö�—�`�h�q�V
�t�æ�µ�Ä�U
ƒ���^�•�o�M�s�M�q�z�Í�w�¤�å�”  �Ý�¿�·�”�´�U�G�å�^�•�z�±�”
�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

Must add at least one ssl-proxy-list to an ssl-accel type service  

• �Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”
²�t�z SSL �Ó�é�©�³
�æ�µ�Ä�›  ssl-accel-backend �»� �Ó�w�±�”�Ï�µ�t�å�C�`�‡�b�{ active �¯�Ú�ï�Å
�›�Ö�—�`�h�q�V�t�æ�µ�Ä�U
ƒ���^�•�o�M�s�M�q�z�Í�w�¤�å�”  �Ý�¿�·�”�´�U
�G�å�^�•�z�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

Must add at least one ssl-proxy-list to an ssl-accel type service  

• �±�”�Ï�µ�t�å�C�`�h  SSL �Ó�é�©�³  �æ�µ�Ä�›�z�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”

²�t�ž�«�Â�Ÿ�Ò�t�`�‡�b�{ �æ�µ�Ä�U�°�Ì���­�^�•�”�q�z �Í�w�¤�å�”  �Ý�¿�·�”
�´�U�é�¬�t�G�å�^�•�z�f�w�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

No ssl-lists on service, service not activated

�±�”�Ï�µ�›�ž�«�Â�Ÿ�Ò�=�b�”	j
‹�U�p�V�”�q�z�¤  SSL �Ó�é�©�³  �æ�µ�Ä�w�&
~�s
SSL 
ƒ���Ã�”�»�U�›���w  SSL �Þ�´�á�”�ç�•�8
ù�^�•�z�±�”�Ï�µ�U�ž�«�Â�Ÿ�Ò�=
�^�•�‡�b�{�8
ù�Ì�t�¤�å�”�U
C
\�b�”�q�z�0� �b�”�¤�å�”�U�é�¬�t�G�å�^�•�z
�±�”�Ï�µ�x�ž�«�Â�Ÿ�Ò�=�^�•�‡�d�œ�{

�±�”�Ï�µ  ssl_serv1 �›�ž�«�Â�Ÿ�Ò�=�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# active



�H 5 	·       �Ì�¿�«�¤�ï�Å  SSL �w
ƒ��
�Ì�¿�«�¤�ï�Å  SSL �w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��
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SSL �±�”�Ï�µ�w�°�Ì���­

SSL �±�”�Ï�µ�›�°�Ì���­�`�z SSL �¯�ï�Â�ï�À�A�{�w�é�”�Å  �Ì�å�ï�³�ï�¬�›�æ�O
�h�Š�w�æ�¹�”�µ  �Ó�”�ç�T�’�f�w�±�”�Ï�µ�›�_	†�b�”	Ô�ù�t�x�z suspend �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ SSL �±�”�Ï�µ�›�°�Ì���­�`�o�‹�7���w�¯�ï�Â�ï�À  �Ñ�é�”�t�x�è
�¹�K�“�‡�d�œ�U�z 	ý�h�s
€���›�¬�q�`�o�¯�ï�Â�ï�À�A�{�w�h�Š�t�±�”�Ï�µ�t�ž�«
�·�µ�b�”�\�q�x�p�V�s�X�s�“�‡�b�{

�±�”�Ï�µ  ssl_serv1 �›�°�Ì���­�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

(config-service[ssl_serv1])# suspend

�Ì�¿�«�¤�ï�Å  SSL �w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��
CSS �U�¯�ï�Â�ï�À�•�w  SSL �A�{�›�8
ù�b�”�‘�O�t
ƒ���b�”�t�x�z�¯�ï�Â�ï�À
�ç�”�ç�t�Ì�¿�«�¤�ï�Å  �±�”�Ï�µ�›�&�;�`�‡�b�{ SSL �¯�ï�Â�ï�À  �ç�”�ç�›�ž�«
�Â�Ÿ�Ò�=�`�o�z �¯�ï�Â�ï�À�U�î�M�t���O�b�”	Ô	t�z �¯�ï�Â�ï�À�A�{�w
ù	ô
Œ �¢ SSL
�±�”�Ï�µ�£�z�S�‘�|�–�;�b�”�é�”�Å  �Ì�å�ï�³�ï�¬�M�Ü�›���[�b�”�‡�p�z�É�¿�Ä
�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�x  SSL �Þ�´�á�”�ç�t
ù	ô�^�•�‡�d�œ�{

HTTP �±�”�Ì�‡�h�x�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w�¯�ï�Â�ï�À  �ç�”�ç�p�x�z
ƒ���b
�”  VIP �ž�Å�è�µ�q�Ù�”�Ä�›�z SSL �Ó�é�©�³  �æ�µ�Ä�w�>
Ý  SSL �±�”�Ì�w�¤�ï�Ä�æ
�p
ƒ���`�h�‰�ø�=�µ� �”�Ä  �Í�å�Ý�”�»�¢ �®�‰�ø�µ� �”�Ä�w�¦���¯ �€	°�£�q�z
ž�c
�°�•�^�d�o�X�i�^�M�{

�Ì�¿�«�¤�ï�Å  �±�”�Ì�p�x�z �è� �à  5 �«�¿�©�”�‡�h�x  URL �ç�”�ç�›�¦���p�V�‡�b�{
�\�w�ç�”�ç�w	Ø�C�p�z�–�;�b�”�µ�Â�Ÿ�¿�©  �±�”�Ì�›�_�m�Z�h�“�z	ý�`�M�«�å� 
�ž�ï�Ä�A�{�t�0�`�o	ý�`�M�±�”�Ì�w�é�”�Å�Ì�å�ï�µ�›	��l�h�“�b�”�\�q�U�p�V
�‡�b�{

�è� �à  5 �µ�Â�Ÿ�¿�©�q�¯�ï�Â�ï�À  �ç�”�ç�w	Ä�I�t�m�M�o�x�z �° Cisco Content 
Services Switch Content Load-Balancing Configuration Guide�±�›�€	°�`�o�X�i�^�M�{
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6
SSL �‰�•�w
ƒ��

�\�w	·�p�x�z�«�å� �ž�ï�Ä�T�’�«�æ�ž  �Â�©�µ�Ä�›	!	ô�`�h�™�z SSL �±�”�Ì�q�w
SSL 
€���›�‰�•�b�”�‘�O�t  CSS �›
ƒ���b�”�h�Š�w	�	q�›
†�Ì�`�‡�b�{�\�w	·�w
	��s�º�0�x�Í�w�q�S�“�p�b�{

• SSL �‰�•�w�“�A

• SSL �‰�•�Ó�é�©�³  �æ�µ�Ä�w�^
R

• SSL �‰�•�Ó�é�©�³  �æ�µ�Ä�•�w
†�Ì�w�å�C

• SSL �‰�•�Ó�é�©�³  �æ�µ�Ä�p�w�Ì�¿�«�¤�ï�Å  SSL �±�”�Ì�w���[

• SSL �Ó�é�©�³  �æ�µ�Ä�w�ž�«�Â�Ÿ�Ò�=�q�–�;�¤�…

• SSL �Ó�é�©�³  �æ�µ�Ä�w�!�Ë

• SSL �‰�•�w�±�”�Ï�µ�w
ƒ��

• SSL �‰�•�w�¯�ï�Â�ï�À  �ç�”�ç�w
ƒ��

• SSL �‰�•�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬
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