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Connect 
A centralized network model made sense when the enterprise data center was the primary destination for users to access 
applications and data across the network. The wide-scale use of cloud applications has become fundamental to business 
operations at all locations. The centralized security approach has become impractical because of the high cost of backhauling 
traffic and the resulting performance issues at remote locations. 

To overcome these cost and performance issues, many organizations are adopting a more decentralized networking approach 
to optimize performance, otherwise known as direct Internet access (DIA). DIA is an architecture component in which certain 
Internet-bound traffic or public cloud traffic from the branch can be routed directly to the Internet, thereby bypassing the 
latency of tunneling Internet-bound traffic to a central site. The goal of SASE is to connect users and devices, regardless of 
location, to any application across any cloud. A secure automated WAN is used to optimize performance by ensuring the fastest, 
most reliable and secure path to the cloud. 

Branches 

Configuring multiple routers connected to different circuits (for example, an MPLS link and a broadband Internet link) to route 
network traffic efficiently and optimally can be challenging. Beyond simple load balancing, available bandwidth capacity may go 
unused during periods of congestion. For example, your broadband Internet connection may be running slowly during a given 
period of time, while your costly MPLS link is relatively uncongested and may actually be able to provide faster Internet 
connectivity. The inability to aggregate disparate links means wasted bandwidth capacity and lower employee satisfaction. 

Software defined wide area network (SD-WAN) combines and optimizes traditional WAN technologies, such as MPLS and 
broadband Internet connections. This allows organizations to efficiently route network traffic to multiple remote branch 
locations while providing enhanced monitoring and management capabilities. SD-WAN monitors network traffic across all 
available links in real-time and dynamically selects the best route for each data packet traversing the network.  
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A Web Application Firewall is used to block specific user activities in select applications, such as uploading files or sharing social 
media content. TLS/SSL Decryption is necessary to inspect encrypted web traffic. 

Network anti-malware inspects files as they traverse the network, using dynamic threat intelligence to check the disposition of 
files before they reach the device. File sandboxing is used to open and inspect untrusted files which could compromise an 
endpoint. 

 

Figure 9.   
SWG capability group 

Cloud Delivered Firewall 

 

Figure 10.   
CDFW capability group 

FWaaS is the cloud-based delivery of firewall functionality to protect non-web Internet traffic. This typically includes enabling 
intrusion prevention rules for application-level visibility and control.  

Cloud Access Security Broker 
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Figure 11.   
CASB capability group 

CASBs help control and secure the use of SaaS applications. The value of CASBs stems from their capability to give insight into 
cloud application usage across cloud platforms and to identify unsanctioned use. CASBs use auto discovery to expose shadow IT, 
detecting and reporting on the cloud applications that are in use across the network. 

A vital ability of CASB is data loss prevention - the capability to detect and provide alerts when abnormal user activity occurs to 
help stop both internal and external threats. 

Data Loss Prevention 

 

Figure 12.   
In line Data Loss Prevention 

Atlhough included as part of CASB, DLP warrants its own group. A common CASB deployment is to install out of band and to 
provide API based DLP functionality. For increased security, DLP should be implemented as a standalone inline feature of the 
SASE security stack to catch sensitive information as it passes through the network. This can then be supplemented with DLP 
capabilities built into a CASB. 

Zero Trust Network Access 
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Figure 14.   
SASE Business Flows with required Capabilities 

Identity 

Common across all use cases, identity is the fundamental component of ZTNA. To allow a user to communicate across the 
network, one must ensure the user is who they say they are through mechanisms such as MFA. Clients can include both 
managed and unmanaged devices. With managed devices, there is option to install endpoint security software to ensure that 
devices connecting to trusted networks have not been compromised. Endpoint security verifies that security patches have been 
installed and no harmful applications are running on the endpoint before granting access to the network. 

 

Figure 15.   
Security controls on a managed device  

Unmanaged devices do not provide that luxury. When using an unmanaged device, such as a personal smartphone or PC, the 
user can verify their identity using MFA, however, there is no insight into what services are running on the device. Network 
controls must be put in place to limit network access and to detect suspicious traffic patterns. 
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Figure 23.   
Convergence of Networking and Security capabilities into a single as a service cloud offering 

The convergence and orchestration of networking and security into a single pane of glass enables enterprise networking and 
security teams to confidently build out their networks with the agility that modern businesses require. By consolidating secure 
access services from a single provider, the overall number of vendors will be reduced, the number of physical and/or virtual 
appliances will be reduced, and the number of agents required on an end-user device will be reduced. 
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Appendix A- Path to SASE 
As of today, there is no known solution that covers all of the needs for SASE in a single platform. However, that does not mean 
that the transition and the realization of the benefits of SASE cannot begin. Cisco has many of the SASE components already in 
place, with additional integration among current solution sets well underway. 

 

Figure 24.   
Current Cisco SASE Architecture 

Moving to a SASE model will be a gradual process as enterprise IT rethinks how to connect to the distributed information 
resources they need. Flexibility will be fundamental as IT chooses among multiple security and networking capabilities that best 
fit their operations, regulatory requirements, and types of applications. Security services can be predominately delivered from 
the cloud to provide consistent access policies across all types of endpoints. However, globally distributed organizations may 
need to apply security and routing services differently according to regional requirements. 

Starting with the endpoints, your chosen method of protection will depend on where your applications are currently hosted. 












