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Scope of This Session

= Introduce and highlight some new or significantly
changed topics in IT Essentials: PC Hardware
and Software, version 4.0

= Give overview of 2006 CompTIA A+® exam
= Suggest exam prep tips

= Suggest resources

= Provide take-home activities

= Demonstrate an activity


Presenter
Presentation Notes
Today, we will cover some of the new topics in version 4.0 and provide information about the new CompTIA A+ exam. We will also give you some study tips and links to resources for the exam. 

We won’t have time to cover all the new material in version 4.0. For example, there is increased coverage of laptops. You may have learned about the virtual laptop tool in a session this morning. We leave it to you to take a look at Chapters 6 and 13, about laptops.

Following the presentation, we have an activity to demonstrate, and we will use the time allowed to cover as much of the activity as we can.

In the interest of time, please try to save your questions for the end of the session.

We will have some time for questions and discussion at the end of the hour.

We encourage you to jot down your questions.


Overview of 2006

CompTIA A+ Exam
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Overview of 2006 CompTIA A+ Exam

What's new to the certification process?

= One required exam
A+® Essentials (220-601)

= At least one of the following options:
IT Technician (220-602)
Remote Support Technician (220-603)
Depot Technician (220-604)

= Each option has a different certification designation

Source:; http://certification.comptia.org/a/default.aspx



http://certification.comptia.org/a/default.aspx

A+ Certification Options
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IT Technician

Essentials 220-602

Technical Role
Examples

IT Technician
Enterprise Technician
PC Technician
Desktop Support Technician
Field Technician
PC Support Specialist

Non-Technical
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~

Student
Sales
SMB Office Mgr.

CompTIA A+ » Egdt:omm

220-603 Remote S-uppm Trchnmn

CompTIA A+
220-604
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A¥ Certified
Depot Technician

»

Remote Support
Technician
Remote Support Technician
Help Desk Technician
Call Center Technician

Depot Technician
Depot Technician
Bench Technician
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CompTIA A+ 220-601 Exam

Essentials

Questions: 100, Time-Limit: 90 Minutes, Passing Score: 675

1.0 Personal Computer Components 21%
2.0 Laptop and Portable Devices 11%
3.0 Operating Systems 21%
4.0 Printers and Scanners 9%

5.0 Networks 12%
6.0 Security 11%
7.0 Safety and Environmental Issues 10%
8.0 Communication and Professionalism 9%

Total 100%

Areas in red are covered In this session

Source: CompTIA A+ Essentials 2006 Examination Objectives


Presenter
Presentation Notes
In the 2006 version of the exam, there are no weighted questions. All questions are worth the same number of points.

Some previous versions of the exam used weighted questions.

A perfect score on an exam is 900 points. For the Essentials exam, for example, the minimum passing score is 675 out of 900.
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CompTIA A+ 220-602 Exam

IT Technician

Questions: 90, Time-Limit: 90 Minutes, Passing Score: 700

1.0 Personal Computer Components 18%
2.0 Laptop and Portable Devices 9%
3.0 Operating Systems 20%
4.0 Printers and Scanners 14%
5.0 Networks 11%
6.0 Security 8%
7.0 Safety and Environmental Issues 2%
8.0 Communication and Professionalism 15%
Total 100%

Areas In red are covered In this session

Source: CompTIA A+ 220-602 2006 Examination Objectives
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CompTIA A+ 220-603 Exam

Remote Support Technician

Questions: 90, Time-Limit: 90 Minutes, Passing Score: 700

1.0 Personal Computer Components 15%
2.0 Operating Systems 29%
3.0 Printers and Scanners 10%
4.0 Networks 11%
5.0 Security 15%
6.0 Communication and Professionalism 20%
Total 100%

Areas In red are covered In this session

Source: CompTIA A+ 220-603 2006 Examination Objectives
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CompTIA A+ 220-604 Exam

Depot Technician

Questions: 90, Time-Limit: 90 Minutes, Passing Score: 700

1.0 Personal Computer Components 45%
2.0 Laptop and Portable Devices 20%
3.0 Printers and Scanners 20%
4.0 Security 2%

5.0 Safety and Environmental Issues 10%
Total 100%

Areas In red are covered In this session

Source: CompTIA A+ 220-604 2006 Examination Objectives



CompTIA A+ Exam Prep

Tips and Resources
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The A+ Exam and the New Curriculum
A CompTIA Authorized Quality Curriculum

= CompTIA has approved ITE PC v4.0 as
a CompTIA Authorized Quality Curriculum

= The curriculum addresses all the objectives
of the four A+® exams

= The previous version of the curriculum did not have
that designation

= Download the 2006 A+® Exam objectives from
http://certification.comptia.org/resources/objectives.aspx



http://certification.comptia.org/resources/objectives.aspx

The A+ Exam and the New Curriculum

Mapping the version 4.0 curriculum to the 2006 A+ Exam

= There is not a chapter-level split of the coverage
of the 601, 602, 603, and 604 exams. Portions of the
coverage may appear in several different chapters

= There are four mapping documents to show the
detailed mapping between the version 4.0 curriculum
and exams

= These are available on the ITE PC Course Catalog
page and on the resource CD

= All 16 chapters would prepare students for any
of the three focus exams
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A+ Exam Prep Tips
Going Beyond the Curriculum

= Explore CompTIA's website

Exam preparation page:
http://certification.comptia.org/a/prepare.aspx

= Practice exams

Take as many different practice exams as possible
Simulate testing environment—time, number of questions, etc.
Don’t wait to take the exam

= Find a book or books that fit your learning style
More technical vs. more simplified


Presenter
Presentation Notes
This web site has the complete information about all four certifications. Teachers/students should explore this site to prepare for the exams.

Google A+ Certification Test Prep and you will get variety of prep materials, including some free practice tests. There are also many test prep resources such as flash cards, books with CDs with practice tests, fee based test prep materials, etc. The more resources, the better. 

Go to a book store and look through the book, contents writing style and choose a book that suits you. Most books come with a CD for test prep, and many include video based information.

Be prepared to answer test questions that describe a problem and require you to evaluate the information available and choose the “best” solution of the given options.

Even your best students need to prepare. Overconfidence and lack of preparation will not serve a student well.

http://certification.comptia.org/a/prepare.aspx
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A+ Exam Prep Tips

What's on the Test?
= That's a secret, but...

More emphasis is given to story/scenario questions than
on previous exams

Less emphasis on fact and figure type questions

= Check out the sample questions from CompTIA:
http://certification.comptia.org/resources/practice test.aspx



Presenter
Presentation Notes
In viewing the sample questions on CompTIA’s website, there is more of an emphasis on story or scenario-based questions.

http://certification.comptia.org/resources/practice_test.aspx

A+ Exam Prep Tips

Preparing your students to take the test

= Create a detailed handout or presentation, including...
Test-taking tips
Exam cost

How to obtain a voucher

Specific test information, such as number of questions
and amount of time allotted

= Help your students find a testing center:
www.vue.com

WWW.prometric.com



Presenter
Presentation Notes
Create a handout including details, such as:

Study tips

The cost of the exam

How to obtain a voucher to take the exam.

What students can expect for their exam-taking experience: time and number of questions

http://www.vue.com/
http://www.prometric.com/
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A+ Exam Prep Resources

= Cisco Press, wwWw.CISCOpPress.com

IT Essentials: PC Hardware and Software: Labs and Study
Guide, Third Edition, Patrick Regan, ISBN-10: 1-58713-198-6

= Wiley Publishing, www.dummies.com
A+ for dummies series of books

= Total Seminars, www.totalsem.com

Mike Meyers' Passport to CompTIA A+ Certification, Third
Edition, Mike Meyers and Scott Jernigan, ISBN: 0-07-226308-3



Presenter
Presentation Notes
This is by no means an exhaustive list.

The Cisco Press books are available to students. The Lab and Study Guide has extensive vocabulary and matching activities and includes all the labs from the curriculum. Vocabulary is often the biggest challenge for students new to this curriculum so this may be a good resource and something for students to use as a guide to test prep once they complete the course. 

The Dummies books are well written, and to the point. Another book that comes with a CD-ROM and test prep.

Total Seminars books – written by Mike Meyers. Excellent source of information.  Very easy to read and not overly technical. 

Exam Cram also has a variety of books – generally a little more technical, but a long list of book titles.

http://www.ciscopress.com/
http://www.dummies.com/
http://www.totalsem.com/

A+ Exam Prep Resources

= A+ Exams Guide, 2nd Edition, Christopher A. Crayton,
ISBN 13:978-1-58450-566-2 (Course Technology
Cengage Learning)

http://www.course.com

= Exam Cram—CompTIA A+ Prep:
http://www.informit.com/store/product.aspx?isbn=0789735652



http://www.course.com/
http://www.informit.com/store/product.aspx?isbn=0789735652

A+ Exam Prep Resources

= www.mrfordsclass.com

= www.teachertube.com

= http://en.wikibooks.org/wiki/A Plus Certification

= Wwww.selftestsoftware.com

= Wwww.simulationexams.com/practice-test/aplus.htm

= Wwww.freepractice.com/default.htm

= WWW.Ccramsession.com



Presenter
Presentation Notes
This is by no means an exhaustive list.

Google A+ Computer Repair or Test Prep for A+ Certification and you will discover many resources.

Mr. Ford’s class web site is loaded with information including test prep pages, pod casts, etc. If you go to teachertube.com you will also discover Mr. Ford has uploaded videos on a variety of topics. If you are new to teaching this course, these are great resources that could be used for introducing topics.

The remaining web sites are those that provide either free test prep or the ability to purchase an on-line test prep program. Generally, the test prep costs is under $40 for individual access for one exam. In some cases it is possible to buy a classroom set of test prep software at a reduced cost so that each machine in a classroom has it’s own licensed copy.

http://www.mrfordsclass.com/
http://www.teachertube.com/
http://en.wikibooks.org/wiki/A_Plus_Certification
http://www.selftestsoftware.com/
http://www.simulationexams.com/practice-test/aplus.htm
http://www.freepractice.com/default.htm
http://www.cramsession.com/

Instructor Resource
Guide and PowerPoints
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Instructor Resource Guide (IRG)
Shows Changes Since Version 3.1.1

Instructor Home

Start at Instructor Home Page cisce é@c Networng Acodemy

Headlines

Curriculum PowerPoints
and Speaker notes are
available at this site, too

Metworking Academy Program Headlines

Limited Lifetime Warranty on Select Cisco Hardware Products
(05ME/2008)

Visit lletSpace to See What's Hew!
(05/16/2008)

C ion Outage and
(05ME/2008)

7 My Academy Program Headlines

| | Multicast: Instructor Hews
Aine Doris (11/20/2007)

CCMA Exploration: LAN Switching and Wireless v4.0 CurnCUIlJm

CCNA Exploration: Accessing the WAN v4.0 Powe r P Ol ntS

IT Essentials: PC Hardware and Software v4.0 I RG \

IT Essentials: PC Hardware and Software v4.0 Instructor Reference Guide /l-.

Speaker Notes

o 1

Chapter One - Introduction to the Personal Computer \ IlEJI @ @
s 1

Chapter Two - Safe Lab Procedure and Tool Use IlEJI @ Q
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Instructor Resource Guide

It Is Detailed—to the Curriculum Page Level

PC HARDWARE AND SOFTWARE INSTRUCTOR
REFERENCE GUIDE

COMPARISON OF NEW CURRICULA WITH
EXISTING CURRICULA

Loarning

Praparad by
Cises Learning bertiule

Juma 4, 2007

— 4.0

3.1.1 —

Cis . Crsco, Inc.
L arnlng IT Esseniais: Pc HaRDWwARE AND SOPTWARE VERSION
| 4,0 INSTRUCTOR REFESENCE GUIDE
Nne ul
Courss Outiing Ref from “old”
werglon
of storage drives 273274
147 | identily the names, purpases, and characterlssies | 3.5.2 353
of iniemal cables 363364
3.8.2
15 \dentity Ine names, purposes, and charactenstics |26
of ports and cables
16 \dentify Ine names, purpasas, and characterstics | 13.3.1
of Input devices
1.7 Identy the names, purpasas, and characteristies | 13.3.2
of sutpul dewices
1.8 Explain system resources ang thelr purposes 291282
233204
20 Safa Lab Proceduras and Tool Use
21 Explain the purpase of sare working conditions and
procedures
21.1 | ld=nilty safety procedures and patenlial hazards | 1.6.1 1.6.6
1o ugars 3nd techniclans 12.1.4
212 Identity safety procedurss to protect equipment 12211222
fram damags and data fram ss 1223
1225
1245
1246
213 | identiily safely precadures te protect the 12131215
environment from contamination 1216
22 Identity tools and software usad with personal
Ccomputer componsnts and (Nair pUDoEES
221 Identify hardwars toods and thelr purpose 163164
1651212
12231224
1225
2237 [ Igeniify software tools and helr purpose 1631241
1243
223 [ igeniify organizational taols and thalr purpose 16.314.13.1
12132
23 Implement proper toal use
Demonsirate proper uee of an antistalic wristsirap | 1621323
Demonslrate proper use of an antistatic mat 1225
Demonslrate propsr use of vanous nang 1ools 1631212
Demonsirate propar use of cleaning materials 1641212
12311232
1233
30 Computar Aesambly — Step by 5t 313
3.1 Open the Case 311312
32 232334
Install the Powar Supply 35313212
K £, 2007




Interactive Course
Guides

From Cisco
Learning Institute
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Interactive Course Guides (ICG)

Several Types of Resources

= PowerPoints = Preparation for class and labs

Key ideas = Discussion with helpful tips

Activities (labs) and tricks

= Reflections with great self-checks

Teaching goals
= Tools

Critical concepts
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Headlines
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Networking Academy Program Headlines

Limited Lifetime Warranty on Select Cisco Hardware Products
(05M6/2003)

Visit HetSpace to See What's Hew!
{05/16/2008)

Academy Connection Outage and Enhancements
(054052008 )

Viewable Online,
or Downloadable

7 | My Academy Program Headlines

Multicast: Instructor Hews
Aine Doris (11/20/2007)

Hide Secondaty: Cl

CCNA Exploration: LAN Switching and Wireless v4.0 |CG to DOWn |Oad

CCNA Exploration: Accessing the WAN v4.0 .
IT Essentials: PC Hardware and Software v4.0
IT Essentials: PC Hardware and Software v4.0 Instructor Reference Guide . 1

Chapter One - Introduction to the Personal Computer _.--. ”EJ @ @

Chapter Two - Safe Lab Procedure and Tool Use “E} @ @




Interactive Course Guides
Sample Page

Bk {lndex ________~|
Laarning

Institute

How ta Teach 10 g

Protection Against Malicious Software

In chapter 9, we talked about malicious
software. ILis highly recommended that the
instructor begins with defining malicious
software, and how computers get and cure
them.

Chapter I6: Advanced Security

Lase Studies

« Virus protection — anti-virus programs run
in the background and monitor for
suspected viruses

= Spyware protection — anti-spyware
programs detect keyloggers and other
malware that gather user data

= Adware protection — anti-adware
programs look for programs that launch
advertising popups

« Phishing protection — anti-grayware
programs detect various harmful
programs

No Virus

No Spyware
No Adware
No Phishing

Note: The phishing attack is getting serious v

Key Ideas Teaching Critical I}“ﬂ:;!_lu Discussion =~ Reflection Q b 1

Goals Concepts

C | N N 1 O OO — e




Printers and Scanners:

“What's New?”




Percentage of Exam

Printers and Scanners
= 220-601 Exam: Essentials—9%

= 220-602 Exam: IT Technician—14%
= 220-603 Exam: Remote Support Technician—10%
= 220-604 Exam: Depot Technician—20%

Source:; http://certification.comptia.org/a/default.aspx



Presenter
Presentation Notes
The 220-601 Exam Objectives for printers and scanners include:

Identify fundamental principals of using printers and scanners

Identify basic concepts of installing, configuring, optimizing, and upgrading printers and scanners

Identify tools, basic diagnostic procedures and troubleshooting techniques for printers and scanners



The 220-602, 220-603, and 220-604 Exam Objectives for printers and scanners include:

Identify the fundamental principals of using printers and scanners

Install, configure, optimize, and upgrade printers and scanners

Identify tools and diagnostic procedures to troubleshoot printers and scanners



The 220-602 Exam also includes:

Perform preventive maintenance of printers and scanners

http://certification.comptia.org/a/default.aspx

_E
Two Chapters, One Focus...Certification

= Chapter 7, Fundamental Printers and Scanners
Includes one installation lab for all-in-one printer

= Chapter 14, Advanced Printers and Scanners
Includes four labs, one worksheet, and a Remote
Technician lab

= Labs to supplement the curriculum—we’ve included
Install a Plug and Play USB Printer
Install a TCP/IP Network Printer
Add a Network Printer
Share a Local Printer


Presenter
Presentation Notes
Chapter 7 aligns with the CompTIA A+ Essentials Exam Objectives

Chapter 14 aligns with the CompTIA A+ IT Technician (602), Remote Support Technician (603), and Bench Technician (604) Exam Objectives

Note: We are including four additional labs to supplement the curriculum. They are:

“Install a Plug and Play USB Printer,”

“Install a TCP/IP Network Printer.”

“Add a Network Printer”

“Share a Local Printer”


o\ .
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ypes of Printers Expanded

Version 4.0 Version 3.1.1
= Laser = Dot Matrix
= Impact Printers: Daisy = Inkjet

Wheel and Dot Matrix
= Laser

= |Inkjet: Thermal and
Piezoelectric

= Solid-Ink

= Other types: Thermal
and Dye-Sublimation


Presenter
Presentation Notes
Version 4.0 is more comprehensive with regard to types of printers discussed. Students can expect to see questions regarding all types of printers on the A+ Certification exams.




Types of Scanners Expanded

Version 4.0 Version 3.1.1

= Covers types of scanners = Brief mention of scanners
= Install and configuration m Chapte!rs 2 and 11 with
regard to interface types
" Sharing scanners = Brief mention of scanners
= Preventive maintenance In Chapters 12 and 13 with
regard to preventative
maintenance and

troubleshooting

= Troubleshooting


Presenter
Presentation Notes
Version 3.1.1 briefly mentioned scanners in various chapters but did not provide a lot of detail. With the changes to the A+ certification exams, Version 4.0 takes a more in depth look at scanners.

Version 4.0 uses an All-In-One printer for the labs.

Prior versions of the A+ certification exams rarely mentioned scanners; however, students can now expect to see scanner related questions on their certification exams.
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Chapter 7 and 14 ICG

Valuable resources about printers and scanners
= Scanning 101: Setting the Right Resolution

= Printer and Scanner Cleaning

- L|nkS to: L:aé:.'f"__:r]ing (s ]| Ghepter 14: Advarced Printers and Scanners

Lose Shuding

WWW.microsoft.com ~ HwtaTeachoz

Safety Frocedures

From Chapoer 1, we Igamed abaul safety
procedures when Wik on sampubes, Foo
WWW.epson.com P s o

- - antigtalic mal g wesr ar ariishaic wrkt strap
whan working on GRLUS, Than an soma nies

1 conly whan warking with prinlaes aod

www.adobe.com FESEES Sl Sante 1 s

. . matariats, high vartage, 6rd Fioh em pereires,
The ingtuctor neecs b spead erough Hime
making sure hat shdele ko thea

WWW.scantips.com pocecres

WThiars mniwing Bge pees of aquipmert
= Lill gouipmant by uging the airangth in
Iechricay's lage ard hresas
= Wear approprane work dothas and shoes

Belore performing sarsicas an sguipmenl
= Tum ol printes ane scanres and alow
them to cocl

Teaching Critical How to

Rey |deas naks [— T Discussion  Reflection " " |



Presenter
Presentation Notes
As you have already learned, the ICG, Interactive Course Guide, is most definitely a valuable resource for instructors.

With regard to printers and scanners, I particularly like the Discussion and Reflection for Chapters 7 and 14.

Discussion 02 for Chapter 14 includes weblinks. For example, one weblink is for “Scanning 101: Setting the Right Resolution” and another weblink is for “Printer and Scanner Cleaning.” Links to sites like: Microsoft, Adobe, Epson, informit.com, Michigan State Univ. Division of Engineering Computer Services, and scantips.com are a few of the examples.

Be sure to take advantage of the ICG.

http://www.microsoft.com/
http://www.epson.com/
http://www.adobe.com/
http://www.scantips.com/

Networking:
“What's New?”




Percentage of Exam

Networks
= 220-601 Exam: Essentials—12%

= 220-602 Exam: IT Technician—11%
= 220-603 Exam: Remote Support Technician—11%

Source: http://certification.comptia.org/a/default.aspx



Presenter
Presentation Notes
The percentage of this Exam Domain in three of the exams is about equal.

There is no listing for the 604 exam.

The depot technician primarily repairs computers that are brought into the repair facility. 

http://certification.comptia.org/a/default.aspx
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Chapter 8, Fundamental Networks

Objectives: Red Is New Since v.3.1.1
8.1 Explain the principles of networking

8.2 Describe types of networks

8.3 Describe basic networking concepts and technologies
8.4 Describe the physical components of a network

8.5 Describe LAN topologies and architectures

8.6 ldentify standards organizations


Presenter
Presentation Notes
These are the objectives for Chapter 8, Fundamental Networks. We are highlighting objectives in Red if they are largely new or completely new since version 3.1.1.

Some of these concepts were interwoven into Chapters 1, 5, 6, and 10 in version 3.1.1


Chapter 8, Fundamental Networks

Objectives: Red Is New Since v.3.1.1

8.7 Identify Ethernet standards

8.8 Explain Cisco OSI and TCP/IP data models
8.9 Describe how to configure a NIC and a modem

8.10 Identify names, purposes, and characteristics
of other technologies used to establish connectivity

8.11 Identify and apply common preventive maintenance
techniques used for networks

8.12 Troubleshoot a network


Presenter
Presentation Notes
The rest of the objectives for Chapter 8. you can see there is quite a bit of new material.

A knowledge of networking is increasingly important for PC repair technicians.

Because of that, there is more breadth and depth of coverage of networking concepts.


Comparison of Style of Coverage

Comparing the Topic “Introduction to Networks” Between
Version 3.1.1 and Version 4.0 (Next Three Slides)

22~
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Presenter
Presentation Notes
The next three slides show a difference in the way topics are introduced in version 3.1.1 and version 4.0.


Defining a Computer Network

This introduction iIs from version 3.1.1

= A computer network allows users to communicate with
other users on the same network by transmitting data
on the cables used to connect them

= A computer network is defined as having two or more
devices (such as workstations, printers, or servers)
that are linked together for the purpose of sharing

Information, resources, or both
9.2 2
el
\
ey O

e=vs s



Presenter
Presentation Notes
In the slide from the version 3.1.1 curriculum the concept is vague and leaves the reader hanging out there for more but the next slide is vibrant, and relates the technology to everyday things we do or see.
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Principles of Networking

Version 4.0 uses analogies and examples of things
familiar to students

= Networks are systems that are formed by links;
people use different types of networks every day:

Mail delivery system
Telephone system

Public transportation system
Corporate computer network



Presenter
Presentation Notes
A slide from the version 4.0 curriculum PowerPoint.


Wide Area Network, WAN

Version 4.0 uses more graphics to illustrate the more
abstract concepts

= A WAN connects LANSs in geographically separated
locations

= A WAN covers a much larger area than a LAN
= The Internet is a large WAN

= Telecommunications service
providers (TSP) are used to
Interconnect these LANS at
different locations



Presenter
Presentation Notes
Another slide from the version 4.0 curriculum PowerPoint.
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Chapter 15, Advanced Networks

Objectives: Red Is New Since v.3.1.1

15.1 Identify potential safety hazards and implement
proper safety procedures related to networks

15.2 Design a network based on the customer’s needs
15.3 Determine protocols and network applications

15.4 Select the network device



Chapter 15, Advanced Networks

Objectives: Red Is New Since v.3.1.1
15.5 Upgrade the customer’s network

15.6 Describe installation, configuration and
management of a simple mail server

15.7 Describe preventive maintenance procedures
for networks

15.8 Troubleshoot the network
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Network Design

Section 15.2

A network will work best if it is designed to meet the
needs of your customer

= Analyze the environment
= Understand network options

= |nterview the customer and
other people involved

= List hardware and software
to be used

= Consider future growth
of the company and the
network



Presenter
Presentation Notes
Slide X – Network Design

15.2 Design a network based on the customer's needs 

Version 4 introduces network design concepts.


Determine a Network Topology

Section 15.2

= A site survey is a physical inspection of the building
that will help determine a basic logical topology, which
IS the flow of data and protocols

= Considerations for topology choice:
Number and location of users
Cable and wireless types
Expandability

i (O B O

Bus Topology Ring Topology Star Topology Extended Star Hierarchical Mesh Topology
Topology Topology



Presenter
Presentation Notes
Slide 10 – Determine a Network Topology

15.2.1 Determine a topology

Version 4 describes different types of network topologies
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Select Network Device
Section 15.4

Hub = Sends all traffic received out all ports
= Regenerates traffic that passes through it
: = Filters and segments network traffic by sending

Switch L .

only to the destination device
R = Connects networks together (example: connects

outer
a home network to the Internet)

ISP Equipment
(Cable or DSL = Connects customer network to ISP network

;/-—nf
1

Modem)



Presenter
Presentation Notes
Slide 17 – Select Network Device

15.3.4 Select the network device 

Version 4 introduces the major types of network devices.


Security:
“What's New?”




Percentage of Exam

Security

= 220-601 Exam: Essentials—11%

= 220-602 Exam: IT Technician—8%

= 220-603 Exam: Remote Support Technician—15%
= 220-604 Exam: Depot Technician—5%

Source: http://certification.comptia.org/a/default.aspx



http://certification.comptia.org/a/default.aspx
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Chapter 9 Objectives

Objectives: Red Is New Since v.3.1.1
9.1 Explain why security is important

9.2 Describe security threats
9.3 Identify security procedures

9.4 Identify common preventive maintenance
techniques for security

9.5 Troubleshooting security
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he Importance of Security

= Private information, company
secrets, financial data,
computer equipment, and items
of national security are placed
at risk if proper security
procedures are not followed

= A technician’s primary
responsibilities include data and
network security




Security Threats

= Types of attacks to computer security
Physical: Theft, damage, or destruction to computer equipment
Data: Removal, corruption, denial of access, unauthorized
access, or theft of information

= Potential threats to computer security

Internal threats: Employees can cause a malicious threat or
an accidental threat

External threats: Outside users can attack in an unstructured
or structured way
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Protecting Data

Methods of Securing Data:

= Password protection

Data encryption

Port protection

Data backups

File system security



Presenter
Presentation Notes
Slide 18 – Protecting Data

9.3.3 Describe ways to protect data

Version 4 describes different methods of safeguarding customers’ data.
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Chapter 16 Advanced Security

Objectives: Red Is New Since v.3.1.1

16.1 Outline security requirements based
on customer needs

16.2 Select security components based
on customer needs

16.3 Implement customer’s security policy
16.4 Perform preventive maintenance on security

16.5 Troubleshooting security


Presenter
Presentation Notes
Advanced Security is a new section in version 4.0
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Outline Security Requirements

Security policy includes a comprehensive statement
about the level of security required and how this
security will be achieved

= |s the computer located
at a home or a business?

= |s there full-time Internet SX‘E,%QTV
access?

= |s the computer a laptop? Security

Hardware

Local Security
Policy


Presenter
Presentation Notes
Slide 5 – Advanced Security

16.0 Chapter Introduction

This chapter in version 4.0 reviews the types of attacks that threaten the security of computers and the data contained on them. 
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Chapter 16 Advanced Security

Some critical concepts from the Chapter 16 ICG

= A security policy must
be in place and followed j“;‘;“:;’:’::";:*‘::;:“;:;“:;fw

waluna of ihe da asd squipment thad may be oad or damaged s Dranrs Bl mud b coasdesd when impismasing its aaiomers
Sy ey

3 ‘Whia developing & secrity policy, chome the comed bpe of Faewall H Sependa on bucpged, tha hpe of squipmant o sscure, snd the dsomon
employees S
2 Crpiraibitd (i Sl Dokl Dy urie (L Sdvuiite BEwORS KY Dol METsE STk B, T 00 s B O o8 i Tal g ) P
iy
G Tha 555 hadd SRS 10 (RARE thy Wirditaes, WP Migasll - areurkondiy pral maraiollp \WRER ardaly B BARIUETE OF FOIH. [ B >

Conirl Parel > Sucuritp Condet = Wirnknes Finesal) = Esoptions > Al Frogrsre.
shiuld Lam 8 o full wred diFsreniinl 2adopm o slow f cain ic b backed uUp In e sgued Hmeireme

= Keep in mind the value R
of the customer’s data
when implementing their W™
security policy e

= Choose the correct type of firewall
= Authenticate employee access to resources

= Use the proper combination of backup methods


Presenter
Presentation Notes
Critical Concepts are included in the ICG for each chapter

It is important to teach the Critical Concepts such as those listed here. 


Chapter 16 Advanced Security

Security Labs from Chapter 16

= Lab 16.5.3 Fixing a Security Problem

Use computer resources to correct a security problem
In a wireless network

= Lab 16.5.3RT: Remote Technician: lemg a Security
Problem (two students) | g

The “Level 2 technician”,
provides steps for a “customer”
to follow

They correct a security
problem in a wireless
network

These Two Labs Are
on the Resource CD


Presenter
Presentation Notes
 Here are two examples of security labs in the version 4.0 curriculum

These are also included on your CD.
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Chapter 16 Advanced Security

ICG Suggested Activity —r—ry

Chapter 16 (Critical ......T..@.fmw el

Importance of Security m:: T
e
e '::E"“

B (4 i
7 | R — PP ) -

Discuss with Students:
= Start with a question about security
= Emphasize that security will be an important part of their job

= Ask students to outline parts of their role in security


Presenter
Presentation Notes
There is also a discussion activity in the ICG that will help students appreciate the importance of security in their job.


Additional Resources

= Ciampa, Mark. Security Guide to Network Security,
2nd.,Course Technology, Ed.

http://www.course.com

= Carr, H., C. Seyden. Data Communications and
Network Security, 1st Ed. McGraw-Hill, 2007

http://www.mheducation.com

= Mallery, John, Kelly, Patrick, McMullin, Robert.
Hardening Network Security, ISBN 0-07-225703-2

http://www.windowsitlibrary.com/Documents/Book.cfm?
DocumentlD=1452



http://www.mheducation.com/
http://www.windowsitlibrary.com/Documents/Book.cfm?�DocumentID=1452
http://www.windowsitlibrary.com/Documents/Book.cfm?�DocumentID=1452

Preventive
Maintenance and

Troubleshooting:
“What's New?”

Chapter 4



Presenter
Presentation Notes
The next section is on Chapter 4, Preventive Maintenance and Troubleshooting 


Percentage of Exam

Preventive Maintenance and Troubleshooting

= Note: There is no separate Troubleshooting domain
on the A+® exam

= Some troubleshooting questions are likely in the
Communication and Professionalism domain (Chapter
10), later in this presentation

= Other troubleshooting questions would be in Exam
Domains 1, 2, and 3, not covered In this presentation


Presenter
Presentation Notes
We haven’t shown percentages of the A+ exam that come from this chapter because there is no separate Troubleshooting domain in the exam.

The second and third bullets show the domains in which troubleshooting questions can be found. 


Preventive Maintenance and

Troubleshooting
Instructor Resource Guide: A “Delta Document”

4.0 Basics of Preventive Maintenance and Troubleshooting
4.1 Explain the Purpose of Preventive Maintenance 12.1.1
4.2 Identify the Steps of the Troubleshooting Process 13.1.114.1.1

4.2.1 Explain the Purpose of Data Protection

4.2.2 Gather Data from the Customer 13.1.2 13.1.3
14.1.214.1.3
14.1.414.13.2

4.2.3 Verify the Obvious Issues 13.1.213.1.3
14.1.214.1.3
14.1.4

4.2.4  Try Quick Solutions First 13.1.4 13.1.5
14.1.6

4.2.5 Gather Data from the Computer 13.1.213.1.3
13.1.6 13.1.7
13.1.9 13.2.2
13.2.313.3.1
14.1.514.5.1
14.5.2 14.5.3
14.6.1 14.6.2
14.13.1

4.2.6 Evaluate the Problem and Implement the Solution 13.1.513.1.6

4.2.7 Close with the Customer 13.1.7


Presenter
Presentation Notes
Here is a page from the Instructor Resource Guide for Chapter 4.

Notice that there are many references to curriculum pages in version 3.1.1, in the right column.

However, that doesn’t necessarily mean that a large majority of the Chapter 4 material on troubleshooting was present in version 3.1.1.

A number of the version 3.1.1 pages referenced had just one concept or fact that was carried over to version 4.0.

Note also that a blank in the right-hand column (red arrow) means that there was no content in version 3.1.1. 


Preventive Maintenance

and

roubleshooting

Chapter 4 Objectives: Red Is New Since Version 3.1.1

4.1

Explain the purpose of preventive maintenance
|dentify the steps of the troubleshooting process
Explain the purpose of data protection

Gather data from the customer

Verify the obvious issues

Try quick solutions first

Gather data from the computer

Evaluate the problem and implement the solution

Close with the customer



Presenter
Presentation Notes
Here are the Chapter 4 objectives.

As with the other chapters in this session, Red means the content leading to an objective is largely new or all new in version 4.0.

Notice that two objectives involve an increased focus on the customer. They are 4.2.2, Gather data from the customer and 4.2.7, Close with the customer (Red arrows). 


Preventive Maintenance and
Troubleshooting

New, Moved or Expanded Topics

= Chapter 4 primarily introduces the six-step process
of troubleshooting. Troubleshooting examples are given
at the end of most other chapters

= Most preventive maintenance content from version 3.1.1
was moved to these chapters in version 4.0:

Chapter 2: Safe Lab Procedures
Chapter 11: Advanced Personal Computers
Chapter 15: Advanced Networks

= Data Protection Is new
= Closing with the Customer is new
= Work Orders are new


Presenter
Presentation Notes
Chapter 4 introduces the troubleshooting process.

It mentions Preventive Maintenance, and the chapter name includes “Preventive maintenance”

However, most of that content has been moved to other chapters in version 4.0.

Data Protection, Closing with the Customer, and Work Orders are largely new. 
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Preventive Maintenance

and Troubleshooting
The Troubleshooting Process

Gather Data from the Customer

74 Verify the Obvious Issues

%® Try Quick Solutions First

8 Gather Data from the Computer

Evaluate the Problem and
Implement the Solution

i Close with the Customer

= Note: A variation of these six
steps was in version 3.1.1,
but did not emphasize
communicating with the
customer

= The first and last steps
iInvolve effectively
communicating with
the customer

= These steps describe
following an organized and
logical procedure for
effective troubleshooting


Presenter
Presentation Notes
The six-step troubleshooting process looks a little different than in version 3.1.1.

Notice the first and last steps, which are customer-oriented.

This sets the stage for the need for good communication, which will be covered in Chapter 10. 
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Preventive Maintenance
and Troubleshooting

Data Protection
Verify with Customer:

= Date of the last backup
= Contents of the backup
= Data integrity of the backup

= Availability of media for
data restore

= If no backup can be created,
ask customer to sign a
release form



Presenter
Presentation Notes
The next three slides are from the curriculum PowerPoints.

They illustrate the new topics in Chapter 4.

This one is about Data Protection. 
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Preventive Maintenance
and Troubleshooting

Completed Work Order

= Document each solution gm};?;wigﬁ;m SR
that you try Wﬂﬂﬂ_
= This is vital if the problem L — o m—
needs to be escalated to g Ty i
another technician :’:; - ﬁmfm |
e i S |

= Document the resolution
In the Work Order, for future
reference

o Pimam (Windaws XP %

FProblem Description.

User complains that the laptop won't boot up.
No software was added recently. No operating system changes have been made.
No peripherals have been added.

Note: Students Will Benefit

from Exercises that Require Protiem Solution:
. The existing battery is three years old. The exisiting battery does not boot the laptop
CO m p I Etl n g a WO rk O rd er even when the AC adapter is connected. A known good battery was installed and the

laptop booted and passed all POST tests. The old battery appears fo have a short in it
that is causing the problem. The customer was advised that the old battery will need
to be replaced, preferable with a new one. Time fo complete repairs: 30 minutes.



Presenter
Presentation Notes
An emphasis on documentation and the use of work orders adds a professional dimension to version 4.0

Some labs require students to complete work orders. 


Preventive Maintenance
and Troubleshooting

Close with the Customer
= Discuss the solution with the customer

= Have the customer confirm that
the problem is solved

= Document the process
Problem description
Solution
Components used
Time spent solving the problem



Presenter
Presentation Notes
Closing with the customer is emphasized, particularly having the customer agree that the problem is solved before closing the case.

It is important to document the results of the repair, both for the customer and as a reference for the support staff. 
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ICG Suggested Activity: e P
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= Make two groups of students

= Student group 1 asks open-ended guestions

= Student group 2 asks closed-ended questions

= The two groups compare the information they gathered

Discuss the benefits of the two types of questions



Communication
Skills: “What’s

New?”
Chapter 10




Percentage of Exam

Communication and Professionalism
= 220-601 Exam: Essentials—5%

= 220-602 Exam: IT Technician—15%
= 220-603 Exam: Remote Support Technician—20%

Source: http://certification.comptia.org/a/default.aspx



Presenter
Presentation Notes
Here are the percentages of each exam that pertain to Communication and Professionalism.

As you would expect, the IT Technician and Remote Support Technician need these skills.

There is no listing for the 604 exam. A Depot Technician repairs computers while not in contact with a customer.

http://certification.comptia.org/a/default.aspx
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“In this chapter, you will learn to use good
communication skills as confidently as you use
a screwdriver.”

IT Essentials: PC Hardware and Software
Chapter 10




Communication Skills

“What's New?”

= More emphasis on soft skills: Communication,
professionalism and documentation

= One Worksheet in Chapter 10: Technician Resources
Students search the web for examples of a FAQ, blog,
forum, etc.

= Role-playing exercises can help student learning
The Chapter 10 ICG (Reflection 01) has a role-playing exercise

Instructors should consider supplementing with their own
activities emphasizing communication


Presenter
Presentation Notes
Chapter 10 uses some of the concepts found in Chapter 4 on Troubleshooting.

This chapter emphasizes soft skills in demand by industry today: communication, professionalism and documentation.

These skills need to be taught a little differently than technical skills.

Instructors should consider using role-playing exercises.

There is one Worksheet in Chapter 10. Because there is only one, Instructors should consider developing additional activities that work in their classroom. 


Communication Skills

Chapter 10 Objectives: All New Since Version 3.1.1

10.1 Explain the relationship between communication
and troubleshooting

10.2 Describe good communication skills and
professional behavior

10.3 Explain ethics and legal aspects of working with
computer technology

10.4 Describe call center environment and technician
responsibilities



Communication Skills

Relationship between communlcatlon and
troubleshooting - -

= Troubleshooting is as much
about communicating with
the customer as it is about
knowing how to fix a computer

= A technician’s professionalism
and good communication
skills will enhance their
credibility with the customer



Presenter
Presentation Notes
The next four slides are from the curriculum PowerPoints. They illustrate new topics.

The first bullet in this slide nicely summarizes the point of Chapter 10- that communication skill is as important as technical skill. 


Communication Skills

Professional behavior: dealing with dlfferent types
of customers

= A talkative customer

= A rude customer

= An angry customer

= A knowledgeable customer

= An inexperienced customer



Presenter
Presentation Notes
Details are given on how to deal with these different types of customers.

You can probably see opportunities for role-playing exercises, with one student acting as the “difficult customer.” 
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Communication Skills

Service Level Agreement

= A contract defining
expectations between an
organization and the service
vendor to provide an agreed
upon level of support

= A legal agreement that
contains the responsibilities
and liablilities of all parties
Involved



Presenter
Presentation Notes
In addition to Work Orders and documentation, an introduction to Service Level Agreements is given.

This helps the student see that their company is entering into an important legal agreement with a customer.
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Communication Skills

A Call Center
= Very professional and fast-paced

= A help desk system
= Customers call in and are placed on a callboard
= Available technicians take the customer calls

L
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Communication Skills
Role-Playing

= |nstructors should give special attention to the topic
of Communication Skills; it requires a different
approach to teaching

= Consider role-playing exercises such as ...


Presenter
Presentation Notes
To repeat this important point, teaching communication skills will require extra thought and preparation for Instructors.

Consider role-playing exercises, such as the following… 
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Role-Playing Exercise
=

Hello, Mr. Perpich, how can |
help you today?

@#H%&* @ ! !

| see! I'm happy to help, if you
can describe your computer’s
problem.

Well, the blasted thing worked
yesterday ... !

Well, OK ...
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Communication Skills: Role-Playing

ICG Suggested Activity
Chapter 10, (Reflection 01):
In-Class Role Playing T e

Wl B b L i Pl o (o T, ] Y i T il O i | ) i o
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= Have two willing students demonstrate it first

= They should practice listening and understanding, to
solve a problem

= Then let the whole class try the exercise in pairs



Activity

Packet Tracer
Demo



Presenter
Presentation Notes
We will demonstrate an activity now, using Packet Tracer, which is a tool used in the Discovery and Exploration curricula. If your laptop is turned on and you can work fast, you can follow along by running Packet Tracer.


Activity: Achieving Network Connectivity

Use Packet Tracer to simulate connecting two computers

= The Packet Tracer simulator is part of the CCNA
curricula

= We will demonstrate the activity; You can follow with
your computer if you wish

= Look for these features:
Intuitive operation
Ease of network simulation
Powerful inspection of packet contents


Presenter
Presentation Notes
Packet Tracer is a simulator used to quickly build simulated networks and observe how packets travel between devices. It is quite easy to use, but is very powerful.

In this demonstration, we will build a simple network and achieve connectivity with a ping command.

This demonstration pertains to the networking content of version 4.0.

You can follow along on the handout we provided.

*** AT THIS POINT SWITCH TO PACKET TRACER *** COME BACK TO THE PPT WHEN FINISHED ***





Thank You For Attending!
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Mind Wide Open



NIIr
CISCO



	New Topics in IT Essentials: PC Hardware and Software, v.4.0
	Your Presenters
	Your Presenters
	Your Presenters
	Scope of This Session
	Slide Number 6
	Overview of 2006 CompTIA A+ Exam
	A+ Certification Options
	CompTIA A+ 220-601 Exam�Essentials
	CompTIA A+ 220-602 Exam�IT Technician
	CompTIA A+ 220-603 Exam�Remote Support Technician
	CompTIA A+ 220-604 Exam�Depot Technician
	Slide Number 13
	The A+ Exam and the New Curriculum�A CompTIA Authorized Quality Curriculum
	The A+ Exam and the New Curriculum
	A+ Exam Prep Tips
	A+ Exam Prep Tips
	A+ Exam Prep Tips
	A+ Exam Prep Resources
	A+ Exam Prep Resources
	A+ Exam Prep Resources
	Slide Number 22
	Instructor Resource Guide (IRG)�
	Instructor Resource Guide
	Slide Number 25
	Interactive Course Guides (ICG)
	Interactive Course Guides
	Interactive Course Guides
	Slide Number 29
	Percentage of Exam
	Two Chapters, One Focus…Certification
	Types of Printers Expanded
	Types of Scanners Expanded
	Chapter 7 and 14 ICG
	Slide Number 35
	Percentage of Exam
	Chapter 8, Fundamental Networks
	Chapter 8, Fundamental Networks
	Comparison of Style of Coverage
	Defining a Computer Network
	Principles of Networking
	Wide Area Network, WAN
	Chapter 15, Advanced Networks
	Chapter 15, Advanced Networks
	Network Design
	Determine a Network Topology
	Select Network Device
	Slide Number 48
	Percentage of Exam
	Chapter 9 Objectives 
	The Importance of Security
	Security Threats
	Protecting Data
	Chapter 16 Advanced Security
	Outline Security Requirements
	Chapter 16 Advanced Security
	Chapter 16 Advanced Security
	Chapter 16 Advanced Security
	Additional Resources
	Slide Number 60
	Percentage of Exam
	Preventive Maintenance and Troubleshooting
	Preventive Maintenance �and Troubleshooting
	Preventive Maintenance and Troubleshooting
	Preventive Maintenance �and Troubleshooting
	Preventive Maintenance �and Troubleshooting
	Preventive Maintenance �and Troubleshooting
	Preventive Maintenance �and Troubleshooting
	Preventive Maintenance �and Troubleshooting
	Slide Number 70
	Percentage of Exam
	Slide Number 72
	Communication Skills
	Communication Skills
	Slide Number 75
	Slide Number 76
	Communication Skills
	Communication Skills
	Communication Skills
	Role-Playing Exercise
	Communication Skills: Role-Playing
	Slide Number 82
	Activity: Achieving Network Connectivity
	Slide Number 84
	Slide Number 85
	Slide Number 86
	Slide Number 87

