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ace# show connection

conn-id np dir proto vlan source destination state

—————————— oo o

7 1 in TCP 220 10.20.1.102:32869 10.30.1.101:1521 ESTAB

6 1 out TCP 320 10.30.1.101:1521 10.20.1.102:32869 ESTAB

fwsm# show connection

TCP out 10.30.1.101:1521 in 10.20.1.102:32869 idle 0:00:05 Bytes 155360 FLAGS - UOI
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SSL
Oracle 11i E-Business Suite  SSL

1 OAM [Site Map - System Administration] [AutoConfig]
17

2 [Launch Wizards]
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| |
adstpall Oracle
adautocfg
9 adstrtall
Web
Web
Web
ACE
ACE ACE
Oracle E-Business Web
HTTP Set-Cookie ACE
Web
HTTP Web ACE

APPL_TOP

GET /OA_HTML/AppsLocalLogin.jsp HTTP/1.1

Accept: */*

Accept-Language: en-us

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; SV1; .NET CLR 1.1.4322)
Host: web.eselab.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Set-Cookie: acecookie=R193696788; path=/; expires=Wed, 18-0ct-2006 03:47:09 GMT
Date: Tue, 17 Oct 2006 03:36:40 GMT

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Pragma: no-cache

Keep-Alive: timeout=15

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

GET /OA_HTML/cabo/styles/cache/oracle-desktop-2_2_18-en-ie-6-windows.css HTTP/1.1
Accept: */*

Referer: http://web.eselab.com/OA_HTML/AppsLocallLogin.jsp

Accept-Language: en-us

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; SV1; .NET CLR 1.1.4322)
Host: web.eselab.com

Connection: Keep-Alive

Cookie: acecookie=R193696788
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Oracle 11i

6500 MSFC ACE FWSM
Access Control List ACL;

FWSM

Catalyst 6500 MSFC

Catalyst 6500 MSFC

VLAN ACE FWSM

firewall multiple-vlan-interfaces

firewall module 8 vlan-group 3,20,77,146,220

svclc multiple-vlan-interfaces

svclc module 13 vlan-group 1,146,220,320

svclc vlian-group 1 5,13
svclc vlan-group 3 30,330
svclc vlian-group 20 20
svclc vlan-group 77 77
svclce vlan-group 146 146
svclc vlan-group 220 220
svclc vlian-group 320 320

VLAN

ISL

interface Port-channel6

description <<** ISL between dcOlagg Tenl2/3
switchport
switchport trunk encapsulation dotlg

Catalyst

ACE

VLAN
ISL ISL

- 4 FF>>

switchport trunk allowed vlan 5,13,14,20,30,77,220,320,330
switchport mode trunk

no ip address

event link-status

event spanning-tree status
event bundle-status

logging
logging
logging
logging

event trunk-status
load-interval 30

ACE SVI

interface Vlanb

description <<** ACE OneArm VLAN **>>

ip address 10.5.1.2 255.255.0.0
no ip redirects

no ip proxy-arp

logging event link-status
load-interval 30

standby
standby
standby
standby
standby

1

1
1
1
1

ip 10.5.1.1

timers 1 3

priority 51

preempt delay minimum 120
name ace

Oracle E-Business Suite 11i
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ACE

interface Vl1an320
description <<** App Server DGW **>>
ip address 10.20.1.2 255.255.0.0
no ip redirects
no ip proxy-arp
ip route-cache flow
logging event link-status
load-interval 30
standby 1 ip 10.20.1.1
standby 1 timers 1 3
standby 1 priority 51
standby 1 preempt delay minimum 120
standby 1 name app
|
interface Vvlan330
description <<** DB Server DGW **>>
ip address 10.30.1.2 255.255.0.0
no ip redirects
no ip proxy-arp
ip route-cache flow
logging event link-status
load-interval 30
standby 1 ip 10.30.1.1

standby 1 timers 1 3

standby 1 priority 51

standby 1 preempt delay minimum 120
standby 1 name db

firewall multiple-vlan-interfaces
firewall module 8 vlan-group 3,20,77,146,220
svclc multiple-vlan-interfaces
svclc module 13 vlan-group 1,146,220,320
svclc vlian-group 1 5,13
svclc vlan-group 3 30,330
svclce vlan-group 20 20
svclc vlan-group 77 77
svclc vlian-group 146 146
svclce vlan-group 220 220
svclc vlan-group 320 320
interface Port-channel6
description <<** ISL between dc03agg Tenl2/3 - 4 **>>
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 5,13,14,20,30,77,220,320,330
switchport mode trunk
no ip address
logging event link-status
logging event spanning-tree status
logging event bundle-status
logging event trunk-status
load-interval 30
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interface Vlanb

description <<** ACE OneArm VLAN **>>

ip address 10.5.1.3 255.255.0.0
no ip redirects

no ip proxy-arp

logging event link-status
load-interval 30

standby

standby

standby

standby

standby
|

interface

description <<** App Server DGW **>>

1

1
1
1
1

ip 10.5.1.1
timers 1 3
priority 50
preempt
name ace

Vlan320

ip address 10.20.1.3 255.255.0.0
no ip redirects

no ip proxy-arp

logging event link-status
load-interval 30

standby

standby

standby

standby

standby
|

interface

description <<** DB Server DGW **>>

1

1
1
1
1

ip 10.20.1.1
timers 1 3
priority 50
preempt

name app

Vlan330

ip address 10.30.1.3 255.255.0.0
no ip redirects

no ip proxy-arp

logging event link-status
load-interval 30

standby
standby
standby
standby
standby

ip 10.30.1.1
timers 1 3
priority 50
preempt

name db
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ACE

ACE

dc03-ace/Admin# show run
Generating configuration....

login timeout 0
hostname dc03-ace
boot system image:c6ace-tlk9-mz.3.0.0_Al_2.bin

resource-class onearm
limit-resource all minimum 0.00 maximum unlimited
limit-resource conc-connections minimum 20.00 maximum equal-to-min
limit-resource rate connection minimum 20.00 maximum equal-to-min
limit-resource sticky minimum 20.00 maximum equal-to-min
resource-class transparent
limit-resource all minimum 0.00 maximum unlimited
limit-resource conc-connections minimum 20.00 maximum equal-to-min
limit-resource rate connection minimum 20.00 maximum equal-to-min
limit-resource sticky minimum 20.00 maximum equal-to-min

access-list EVERYONE line 10 extended permit icmp any any
access-list EVERYONE line 20 extended permit ip any any

class-map type management match-any REMOTE_ACCESS
10 match protocol telnet any
20 match protocol ssh any
30 match protocol icmp any

policy-map type management first-match REMOTE_MGMT_ALLOW_POLICY
class REMOTE_ACCESS
permit

interface vlan 146
description Management Address
ip address 172.xx.xx.xx 255.255.254.0
peer ip address 172.xx.xXX.xx 255.255.254.0
access-group input EVERYONE
access-group output EVERYONE
service-policy input REMOTE_MGMT_ALLOW_POLICY
no shutdown

ft interface vlan 13
ip address 13.13.13.1 255.255.255.0
peer ip address 13.13.13.2 255.255.255.0
no shutdown

ft peer 1
heartbeat interval 200
heartbeat count 10
ft-interface vlan 13

ft group 1
peer 1
priority 150
peer priority 110
associate-context Admin
inservice

ip route 0.0.0.0 0.0.0.0 172.26.146.1

context onearm
description Context for 1-Arm Testing
allocate-interface vlan 5
member onearm

context transparent
description Context for Transparent Testing
allocate-interface vlan 220
allocate-interface vlan 320
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ACE

member transparent

ft group 2
peer 1

priority 150
peer priority 110
associate-context onearm

inservice
ft group 3
peer 1

priority 150
peer priority 110
associate-context transparent

inservice

username admin password 5 $1$faXJEFBjSTIRINx7sLPTi5Bz97v08c/ role Admin domain
default-domain
username www password 5 $1SUZIiwUk7S$SQMVYN1JASaycabrHkhGecS/ role Admin domain
default-domain

ace/onearm# show run
Generating configuration....

logging enable
logging standby
logging buffered 6

crypto csr-params testparams

country US

state California

locality SJ
organization-name ESE-AS
organization-unit Ch-US
common-name web.eselab.com
serial-number ciscol23

access-list EVERYONE line 10

access-list EVERYONE line 20 extended permit ip any any

probe http web

port 8000
interval 5
faildetect
passdetect
receive 2

15
interval 15

expect status 200 200

open 2

parameter-map type ssl sslparams
cipher RSA_WITH_RC4_128_MD5
version SSL3

rserver host
ip address
inservice

rserver host
ip address
inservice

rserver host
ip address
inservice

nodel
10.20.1.101

node?2
10.20.1.102

node3
10.20.1.103

Oracle E-Business Suite 11i
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ssl-proxy service testssl
key test.key
cert testcert.pem
ssl advanced-options sslparams

serverfarm host WEB
probe web
rserver nodel 8000
inservice
rserver node2 8000
inservice
rserver node3 8000
inservice

sticky ip-netmask 255.255.255.255 address source sticky-src-ip
timeout 10
replicate sticky
serverfarm WEB
sticky http-cookie acecookie sticky-cookie-insert
cookie insert
replicate sticky
serverfarm WEB

class-map match-all ACL

2 match access-list EVERYONE
class-map match-all VIP-APP-100

2 match virtual-address 10.99.10.100 tcp eqg 9000
class-map match-all VIP-SSL-99

2 match virtual-address 10.99.10.99 tcp eq https
class-map match-all VIP-WEB-99

2 match virtual-address 10.99.10.99 tcp eqg www
class-map type management match-any remote-mgmt

10 match protocol ssh any

20 match protocol telnet any

30 match protocol icmp any

40 match protocol http any

50 match protocol https any
class-map match-any server-initiated

2 match source-address 10.20.0.0 255.255.0.0
class-map match-any test

2 match virtual-address 0.0.0.0 0.0.0.0 any

policy-map type management first-match remote-access
class remote-mgmt
permit
policy-map type loadbalance first-match vip-pol-99
class class-default
sticky-serverfarm sticky-cookie-insert
policy-map type loadbalance first-match vip-pol-SSL-99
class class-default
sticky-serverfarm sticky-src-ip
policy-map multi-match lb-vip
class VIP-WEB-99
loadbalance vip inservice
loadbalance policy vip-pol-99
loadbalance vip icmp-reply
nat dynamic 1 vlan 5
class VIP-SSL-99
loadbalance vip inservice
loadbalance policy vip-pol-SSL-99
loadbalance vip icmp-reply
ssl-proxy server testssl
policy-map multi-match server-side
class server-initiated
nat dynamic 1 vlan 5

interface vlan 5

ip address 10.5.1.4 255.255.255.0
alias 10.5.1.6 255.255.255.0

Oracle E-Business Suite 11i
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ACE

peer ip address 10.5.1.5 255.255.255.0

access-group input EVERYONE

nat-pool 1 10.5.1.10 10.5.1.20 netmask 255.255.255.0 pat
service-policy input remote-access

service-policy input lb-vip

service-policy input server-side

no shutdown

ip route 0.0.0.0 0.0.0.0 10.5.1.1

ACE

dc03-ace/transparent# show run
Generating configuration....

logging enable
logging standby
logging buffered 6

crypto csr-params testparams
country US
state California
locality SJ
organization-name ESE-AS
organization-unit Ch-US
common-name web.eselab.com
serial-number ciscol23
access-1list BPDU ethertype permit bpdu

access-list EVERYONE line 10 extended permit icmp any any alternate-address

access-list EVERYONE line 20 extended permit ip any any

probe http web
port 8000
interval 5
faildetect 15
passdetect interval 15
receive 2
expect status 200 200
open 2

parameter-map type ssl sslparams
cipher RSA_WITH_RC4_128_MD5
version SSL3

rserver host nodel
ip address 10.20.1.101
inservice

rserver host node2
ip address 10.20.1.102
inservice

rserver host node3
ip address 10.20.1.103
inservice

ssl-proxy service testssl
ssl advanced-options sslparams

serverfarm host WEB
probe web
rserver nodel 8000
inservice
rserver node2 8000
inservice
rserver node3 8000

Oracle E-Business Suite 11i
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inservice

sticky ip-netmask 255.255.255.255 address source sticky-src-ip
timeout 10
replicate sticky
serverfarm WEB
sticky http-cookie acecookie sticky-cookie-insert
cookie insert
replicate sticky
serverfarm WEB

class-map match-all ACL
2 match access-list EVERYONE
class-map match-all AppVIP
description class-map for appltop loadbalancing
10 match virtual-address 10.20.100.100 tcp eqg www
class-map type management match-any remote-mgmt
10 match protocol ssh any
20 match protocol telnet any
30 match protocol icmp any
40 match protocol http any
50 match protocol https any
class-map match-all server-initiated
description NAT Server Initiated Connections to the VIP
2 match source-address 10.20.0.0 255.255.0.0
3 match destination-address 10.20.100.100 255.255.255.255

policy-map type management first-match remote-access
class remote-mgmt
permit
policy-map type loadbalance first-match VIP-POL-100
class class-default
sticky-serverfarm sticky-cookie-insert
policy-map multi-match SLB_WEB
class server-initiated
nat dynamic 1 vlan 220
class AppVIP
loadbalance vip inservice
loadbalance policy VIP-POL-100
loadbalance vip icmp-reply

interface vlan 220
description South Side Server VLAN
bridge-group 1
access-group input BPDU
access-group input EVERYONE
nat-pool 1 10.20.254.250 10.20.254.254 netmask 255.255.255.0 pat
service-policy input remote-access
service-policy input SLB_WEB
no shutdown

interface vlan 320
description North Side ACE VLAN
bridge-group 1
access-group input BPDU
access-group input EVERYONE
service-policy input remote-access
service-policy input SLB_WEB
no shutdown

interface bvi 1
ip address 10.20.1.5 255.255.0.0
alias 10.20.1.7 255.255.0.0
peer ip address 10.20.1.6 255.255.0.0
no shutdown

ip route 0.0.0.0 0.0.0.0 10.20.1.1
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FWSM
FWSM

FWSM (config) # show run
Saved

FWSM Version 3.1(1) <system>
|
resource acl-partition 12
hostname FWSM
domain-name cisco.com
enable password 2KFQnbNIdI.2KYOU encrypted
|
interface Vl1an20
description APPL_TOP VLAN
|
interface Vl1an30
description DATABASE VLAN
|
interface Vlan77
description LAN/STATE Failover Interface
|
interface Vlanl4é6
description MGMT VLAN
|
interface Vl1an220
description APPL_TOP Bridge VLAN
|
interface Vl1an330
description DATABASE Bridge VLAN
|
passwd 2KFQnbNIdI.2KYOU encrypted
class default
limit-resource ASDM 5
limit-resource IPSec 5
limit-resource Mac-addresses 65535
limit-resource SSH 5
limit-resource Telnet 5
limit-resource All 0

ftp mode passive
pager lines 30
failover
failover lan unit secondary
failover lan interface fover Vlan77
failover polltime unit msec 500 holdtime 3
failover polltime interface 3
failover interface-policy 1%
failover replication http
failover link fover Vlan77
failover interface ip fover 10.77.1.1 255.255.0.0 standby 10.77.1.2
asdm history enable
arp timeout 14400
username admin password elz89R3cZe9Kt6Ib encrypted
console timeout 0
admin-context admin
context admin
allocate-interface Vlanl46 intl
config-url disk:/admin.cfg

context appltop
description <<** Bridge VLAN 220 - 20 (11i APPL_TOP) **>>
allocate-interface Vl1an20
allocate-interface Vlan220
config-url disk:/tp220-20.cfg

Oracle E-Business Suite 11i
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FWSM

context db
description <<** Bridge VLAN 330 - 30 (11i DB) **>>
allocate-interface Vlan30
allocate-interface vV1an330
config-url disk:/tp330-30.cfg

prompt hostname context
Cryptochecksum:2£7216al4c3b94aeb334b38cf19e7b9%b
: end

FWSM

FWSM/db (config) # show run
Saved

FWSM Version 3.1(1) <context>
|
firewall transparent
hostname db
domain-name eselab.com
enable password 2KFQnbNIdI.2KYOU encrypted
names
|
interface vlan30
nameif inside
bridge-group 1
security-level 100
|
interface Vl1an330
nameif outside
bridge-group 1
security-level 0
|
interface BVI1
ip address 10.30.1.4 255.255.0.0
|
passwd 2KFQnbNIdI.2KYOU encrypted
access-list outside extended permit ip any any log
access-1list inside extended permit ip any any log
access-list BPDU ethertype permit bpdu
pager lines 35
logging enable
logging timestamp
logging buffered informational
logging trap informational
logging asdm informational
logging queue 0
logging device-id hostname
mtu outside 1500
mtu inside 1500
icmp permit any outside
icmp permit any inside
no asdm history enable
arp timeout 14400
access-group BPDU in interface outside
access-group outside in interface outside
access-group BPDU in interface inside
access-group inside in interface inside
route outside 0.0.0.0 0.0.0.0 10.30.1.1 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
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timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet timeout 360
ssh timeout 5
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect smtp
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect sglnet
|
service-policy global_policy global
Cryptochecksum:c74e5affbad50ceb83052cf618bf7996
: end

FWSM APPL_TOP
FWSM APPL_TOP

FWSM/appltop (config)# show run
Saved

FWSM Version 3.1(1) <context>
|
firewall transparent
hostname appltop
domain-name eselab.com
enable password 2KFQnbNIdI.2KYOU encrypted
names
!
interface Vl1an220
nameif outside
bridge-group 1
security-level 0
|
interface Vl1an20
nameif inside
bridge-group 1
security-level 100
|
interface BVI1
ip address 10.20.1.4 255.255.0.0
|
passwd 2KFQnbNIdI.2KYOU encrypted
access-1list outside extended permit ip any any log
access-list inside extended permit ip any any log
access-1list BPDU ethertype permit bpdu
pager lines 24
logging enable
logging timestamp
logging buffered informational
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logging trap informational

logging asdm informational

logging queue 0

logging device-id hostname

mtu outside 1500

mtu inside 1500

icmp permit any outside

icmp permit any inside

no asdm history enable

arp timeout 14400

access-group BPDU in interface outside
access-group outside in interface outside
access-group BPDU in interface inside
access-group inside in interface inside
route outside 0.0.0.0 0.0.0.0 10.20.1.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

telnet timeout 5
ssh timeout 5
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect smtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
|

service-policy global_policy global

Cryptochecksum:822088e52ddf41626a20bf206al13b80c

end
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