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El Problema….
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La Solución?

“Email has become the de facto filing system for nearly all 
corporate information, making it even more critical to protect 
the outbound flow of messages.”

- Brian Burke, Security Products Research Manager, IDC

http://www.brandsoftheworld.com/brands/0002/4512/IDC.eps
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Regulatory Compliance
PCI, HIPAA, GLB, SOX Regulations
Scan for sensitive information and block infractions
Secure business partner communication

Acceptable Use
Block offensive content
Enforce messaging policy (attachment size, etc)
Add legal disclaimers to outgoing mails

Intellectual Property Protection
Block messages containing confidential data
Prevent email communications with competitor

Data Loss Prevention 
Multi-Faceted Problem
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IronPort Security Appliances 
Integrated Security Appliances For The Network Perimeter

IronPort S-Series™

 

WEB SECURITY APPLIANCE

IronPort C-Series 
EMAIL SECURITY APPLIANCE

IronPort M-Series™

 

SECURITY MANAGEMENT APPLIANCE

• Integrated DLP Scanning and Remediation For Email
• Encryption Without any Additional Hardware Required
• Industry-leading Anti-Spam and Anti-Virus Scanning

• Acceptable Use Policy (AUP) Management
• Industry-leading Malware and Spyware Filtering
• Layer 4 Traffic Monitor Inspects all Traffic

• Centralized Reporting
• Centralized Tracking
• Centralized Policy Management
• Centralized Archiving
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Data Loss Prevention Deployment 
IronPort Reduces Complexity

After IronPort

Groupware

Firewall

IronPort Email Security Appliance

Internet

Before IronPort
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Anti-Virus

Policy Enforcement

Mail Routing

Internet

Firewall
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Users

Encryption Platform
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Scanner

DLP Policy 
Manager
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Data Loss Prevention Foundation 
Integrated Scanning

Weighted Content 
Dictionaries

Compliance 
Dictionaries

Users

Custom Content Filters

Smart Identifiers

Integrated Scanning 
Makes DLP 

Deployments Quick 
& Easy

Outbound Mail

Attachment Scanning
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Data Loss Prevention Foundation 
Integrated Remediation

Users

Remediation: Quarantine

Remediation: Notification

Remediation: Reporting

Outbound Mail

Remediation:  Encryption

Integrated 
Remediation 
Eases Work 
Flow Burden
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Scanning Work Flow Remediation Work Flow

Compliance Dictionaries

Pre-Defined Filters

Pre-Defined Filters

Compliance 
Dictionaries Smart Identifiers

Smart Identifiers

DLP Notification

DLP Notification

Quarantine View Of Violation
Quarantine View Of 

Violation

Encrypt The MessageEncrypt The Message

View HIPAA Violation ReportView HIPAA Violation Report

Data Loss Prevention:  
Integrated Scanning and Remediation
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Encryption Market Evolution 
The Technical View

Legacy Encryption Solutions IronPort PXE™

S/MIME, PGP, Secure Webmail Secure Envelopes

Multi-Platform Deployment                             

Certificate Requirements           

Sender/Receiver Plug-Ins         

Single, Integrated Platform

No Certificate Complexity 

No Plug-Ins Required
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IronPort PXE: Sending a Message 
Instant Deployment, Zero Management Costs

Automated user enrollment and account creation
User authentication and key delivery
Message Tracking
Secure Reply
NEVER stores email message → highest security

CISCO REGISTERED 
ENVELOPE SERVICE
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IronPort PXE: Receiving a Message 
Seamless End-User Experience

3. View message

2. Enter password

1. Open Attachment
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California Department of 
Alcohol & Drug Programs 
Data Loss Prevention with IronPort’s Email Security Appliances

The IronPort 
Solution

IronPort Email Security 
Appliance

(Anti-Spam, Anti-Virus and DLP) 

Internet

Users

Firewall

Groupware

ADP’s Challenge:
State mandated outbound content filtering

Encryption to meet HIPAA and similar regulations

Prevent accidental disclosures of state data, including patient 
records and SSNs

Secure messaging with outside partners

Other needs: phishing protection, easy message retention, 
improved system management

The IronPort Solution:
IronPort C-Series™

 

email security appliance

Email Encryption Envelope Server

IronPort Anti-Spam™

IronPort Virus Outbreak Filters™

Sophos

 

Anti-Virus
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California Department of 
Alcohol & Drug Programs 
Data Loss Prevention with IronPort’s Email Security Appliances

“The selection of 
IronPort’s email and 

encryption system fulfilled 
our need for a secure 
electronic messaging 

system. The department 
requires a secure 

transmission method to 
meet HIPAA guidelines    

and other administrative 
requirements...”

– Gary Hummel, CISSP 
Information Security Officer

CALIFORNIA DEPARTMENT OF       
ALCOHOL & DRUG PROGRAMS

IronPort Results:

Rapid deployment of Data Loss Prevention technology

Ensures compliance with state and federal laws

Set and forget management; little to no administrative   
intervention

Industry-leading anti-spam and anti-virus protection at 
the network perimeter, providing a first line of defense for 
Microsoft Exchange servers
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Regulated Industries Retail All-Comers

Financial Health Care

IronPort Customer Snapshot 
Over 95% of Our Customers Use IronPort to Define 
Acceptable Use Policies

http://www.appliedmaterials.com/index.html
http://www.brandsoftheworld.com/brands/0007/4466/Capital_One.eps
http://www.bcbs.com/index.html
http://www.brandsoftheworld.com/brands/0001/7666/Veritas.eps
http://www.pixar.com/index.html
http://www.brandsoftheworld.com/brands/0007/8570/CNET.eps
http://www.brandsoftheworld.com/brands/0015/2967/cisco.ai
http://www.brandsoftheworld.com/brands/0002/7625/Gap.eps
http://www.brandsoftheworld.com/brands/0000/6627/Amazon.eps
http://www.brandsoftheworld.com/brands/0000/6643/eBay.eps
http://www.brandsoftheworld.com/brands/0006/9245/Tiffany__and__Co_.eps
http://www.brandsoftheworld.com/brands/0000/3577/Virgin.eps
http://www.brandsoftheworld.com/brands/0006/2543/Smart__and__Final.eps
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Gracias

http://pages.ironport.com/dlp.html
 

---->

http://www.ironport.com/technology/ironport_dlp_overview.html

http://pages.ironport.com/dlp.html
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