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El Problema....

Verizon gaffe lets customer details slip

Published: August 25, 2006, 5:11 PM PDT

The Microsoft Excel spreadsheet file was e-mailed on Monday and
includes names, e-mail addressgs -='" = mms mremmlemes mem e m il m e o

models of 5,210 Verizon Wireless SA'C warns 'Df pﬂSSiblE data Apmwnm
file obtained by CHET Mews.com.

Razr phones, according to the sprdreach

By Donna Borak, AP Business Writer | July 20, 2007

WASHINGTON --Pentagon contractor SAIC Inc. may have
campramised personal information about mare than half a million
military persannel and their relatives because it did not encrypt data

transmitted onlir . .
Aflac Reports Laptop Detailing 152,000 Clients Stolen

July 26 (Bloomberg) -- Aflac Inc., the world's largest seller of supplemental
health insurance, said a laptop containing information on 152,000
customers in Japan was stolen from an employee of an insurance agency
there,

The stock
dropped £2.87, or 5.1 percent, to $532.22 in New York Stock Exchange
composite trading.
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La Solucion?

[February 04, 2006]

FedEx tries to recall up to 8,500 faulty W-2s

(Orange County Eegister, The (CTA) (EET) Via Thomson Dialog NewsEdge) Feb.
4--FedEx Freight "West officials were scrambling today to recall W-2s sent to as
matiy as 8,500 employees after learning that some of the forms also included other
wotliers' tax mformation. Up to 1,100 workers in the Los Angeles-Orange County
area could be affected.

The commpany 13n't sure how it happened, although they think thewr internal
processing center, which was responsible for printing and mailing the "Wis, may
have musaligned the forms so that they weren't cutting off at the proper place.

ID( : “Email has become the de facto filing system for nearly all
- corporate information, making it even more critical to protect

Aﬂm_'yzﬁ the Future the outbound flow of messages.”

|

1

- Brian Burke, Security Products Research Manager, IDC


http://www.brandsoftheworld.com/brands/0002/4512/IDC.eps

Data Loss Prevention
Multi-Faceted Problem

= Regulatory Compliance -
PCI, HIPAA, GLB, SOX Regulations l Il
Scan for sensitive information and block infractions
Secure business partner communication

= Acceptable Use
Block offensive content
Enforce messaging policy (attachment size, etc)
Add legal disclaimers to outgoing mails

o
= |[ntellectual Property Protection
Block messages containing confidential data

Prevent email communications with competitor



lIronPort Security Appliances
Integrated Security Appliances For The Network Perimeter

 Integrated DLP Scanning and Remediation For Email
* Encryption Without any Additional Hardware Required
* Industry-leading Anti-Spam and Anti-Virus Scanning

IronPort C-Series
EMAIL SECURITY APPLIANCE

» Acceptable Use Policy (AUP) Management
* Industry-leading Malware and Spyware Filtering
« Layer 4 Traffic Monitor Inspects all Traffic

IronPort S-Series™
WEB SECURITY APPLIANCE

» Centralized Reporting

* Centralized Tracking

+ Centralized Policy Management
* Centralized Archiving

IronPort M-Series™
SECURITY MANAGEMENT APPLIANCE



Data Loss Prevention Deployment
IronPort Reduces Complexity

Before IronPort After IronPort
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Data Loss Prevention Foundation

Integrated Scanning

Outbound Mail

Integrated Scanning
Makes DLP

Deployments Quick
& Easy

R P

| Message Body or Attachment

Message Body
Message Size
Attachment
Attachment Type
Attachment Name
Attachment Protected
Subject Header

Other Header
Envelope Sender

Envelope Recipient

Body or Attachment Help

Does the message body contain text or an attachment
that matches a specific pattern? This includes delivery-
status parts and associated attachments.

¢ Contains text:

@) Contains smart identifier:

ABA Routing Number

compliance |

Number of matches required: |1

]

¢ Contains term in content dictionary:

Custom Content Filters

|
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Edit Dictionary
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Enable Smart Identifiers

Compliance
Dictionaries

Weight (0-10)

I_ Credit Card Numbers I

¥ Social Security Numbers |3
I- ABA Routing Numbers I

[~ cusips |_

Smart Identifiers

Message Body or Attachment
Message Body
Message Size

artachment Contong

Attachment File Info
Does the message contain an sttachment of 3 filetype matching &
speahc flename or pattern based on its fimgerpnnt, (semlar to &
UNIX file command)? Alternatively, does the dedared MIME type of
an attach it match?

Iﬂl‘ achment Filo Info

Artachment Protected

Envelope Recipient
Receiving Listener

Subject Header
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Data Loss Prevention Foundation
Integrated Remediation

M
CISCO

Secured Message [(Reply | [(Replyall | [ Forward |

From: kkennedy®@ironport.com

Date: October 12, 2007 6:30:50 AM PDT Name: | Financial_Info_Detected
Subject: Product Roadmap e s

Type: | Notification Template

Attachments: Roadmap.doc
Text: | [& message containing sensitive financial information was

detected and redirected to the Policy Quarantine.
Product roedmep doc attached, as regquested.

Best regards.
- Kevin

[(Reply | [(Replyall | [ Forward |

Remediation: Encryption

. Remediation: Notification
—_— —_— i ® , i
Users |
.Curltenl Filters —
Outbound Mail ; -
14 Aug 7004 DD:00 82 11 Sap J00S 15:19 (GMT -0720)

Edit Policy Quarantine 106 ttgeing Latent 1iller Matches

[Delete Quarantine
Quarantine Name: | Policy
- — 1
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) R
Defaul action: | Retnin 5| Bays % then |Delete - -
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Sinp Atiachmens: | © N Yed

Available Users Authorized Users [

Integrated
Remediation

dip_admin, Gusst

EaseS Work Remediation: Reporting
FIOW B u rden Remediation: Quarantine




___________________________________________________________________________
Data Loss Prevention:
Integrated Scanning and Remediation

Scanning Work Flow Remediation Work Flow
Time Range:|[Hour v

05 Dec 2006 10:45 to 05 Dec 2006 11:48 (GMT -0800) |
=| Order | Filter Name Description | Rules | Policies Duplicate | Delete | Matches Over Time
HIPAA compliance filter. The severity of the infraction is denoted by the
c g Lol X-Iron... h @
a2 GLBA/SOX compliance filter. The severity of the infraction is denoted by the B @ o
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Encryption Market Evolution
The Technical View

Legacy Encryption Solutions lIronPort PXE™

S/MIME, PGP, Secure Webmaiil Secure Envelopes

= Multi-Platform Deployment —> = Single, Integrated Platform
= Certificate Requirements — = No Certificate Complexity

= Sender/Receiver Plug-Ins — = No Plug-Ins Required

@ IRONPORT"



lIronPort PXE: Sending a Message

Instant Deployment, Zero Management Costs

Q I“Ill‘.l
IRONPORT EMAIL SECURITY APPLIANCE .

X
nmm ———— _.". RECIPIENT

CCCCC

MESSAGE OPEN

CISCO REGISTERED
ENVELOPE SERVICE

Automated user enrollment and account creation
User authentication and key delivery
Message Tracking

Secure Reply

NEVER stores email message — highest security




lIronPort PXE: Receiving a Message
Seamless End-User Experience

1. Open Attachment

_._.._._._,,'I _____ il

2. Enter password

1l
L1 14-]

I ———
3. View m
. View message
3 PostX Secure Messape; Product Roadmap - Magzilla Firefox Z IE"'El
Fle Edt Yew Hgory Bockmads Tooks Help
@ Coitng Stavted ) Latest Meacknes
ilran]
Secured Message Reply Repiyall | [ Forwaed |
Fram Ekannedy@ironport.com
T Eevin_Hennedyd5@yahoa.com
Cate: Octoher 12, 2007 £:30:50 &AM PDT
Subject: Product Resdmap
Atischments: Bobdman doc
duct roadsap d 4 qr d
Bes egards.
Reply Replypall Forward |
& 2000-2007 Cisen Systams Inc. All nghts resarved,
Duarad




California Department of

Alcohol & Drug Programs

Data Loss Prevention with IronPort’'s Email Security Appliances

= ADP’s Challenge:

State mandated outbound content filtering
Encryption to meet HIPAA and similar regulations

Prevent accidental disclosures of state data, including patient
records and SSNs

Secure messaging with outside partners

Other needs: phishing protection, easy message retention,
improved system management

= The IronPort Solution:
IronPort C-Series™ email security appliance

Email Encryption Envelope Server
IronPort Anti-Spam™
IronPort Virus Outbreak Filters™

Sophos Anti-Virus

The IronPort
Solution

<
Firewal %

® g |

[ronPort Email Security
Appliance

(Anti-Spam, Anti-Virus and DLP)

|

Groupware @

Users @ﬁﬁﬁﬁﬁﬁ



California Department of

Alcohol & Drug Programs

Data Loss Prevention with IronPort’'s Email Security Appliances

IronPort Results:

Rapid deployment of Data Loss Prevention technology
Ensures compliance with state and federal laws

Set and forget management; little to no administrative
intervention

Industry-leading anti-spam and anti-virus protection at
the network perimeter, providing a first line of defense for
Microsoft Exchange servers

1)

California Dopartment of Alcohol & Drug Programs

“The selection of
IronPort’s email and
encryption system fulfilled
our need for a secure
electronic messaging
system. The department
requires a secure
transmission method to
meet HIPAA guidelines
and other administrative
requirements...”

— Gary Hummel, CISSP
Information Security Officer

CALIFORNIA DEPARTMENT OF
ALCOHOL & DRUG PROGRAMS



lIronPort Customer Snapshot

Over 95% of Our Customers Use IronPort to Define
Acceptable Use Policies

Regulated Industries

Retalil

All-Comers

Financial Health Care

KeyBank (s
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http://www.appliedmaterials.com/index.html
http://www.brandsoftheworld.com/brands/0007/4466/Capital_One.eps
http://www.bcbs.com/index.html
http://www.brandsoftheworld.com/brands/0001/7666/Veritas.eps
http://www.pixar.com/index.html
http://www.brandsoftheworld.com/brands/0007/8570/CNET.eps
http://www.brandsoftheworld.com/brands/0015/2967/cisco.ai
http://www.brandsoftheworld.com/brands/0002/7625/Gap.eps
http://www.brandsoftheworld.com/brands/0000/6627/Amazon.eps
http://www.brandsoftheworld.com/brands/0000/6643/eBay.eps
http://www.brandsoftheworld.com/brands/0006/9245/Tiffany__and__Co_.eps
http://www.brandsoftheworld.com/brands/0000/3577/Virgin.eps
http://www.brandsoftheworld.com/brands/0006/2543/Smart__and__Final.eps
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Gracilas
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DOWNLOAD A COPY TODAY

Data Loss
Prevention Best
Practices

http://pages.ironport.com/dlp.html ---->

http://www.ironport.com/technology/ironport_dlp _overview.html ggp&?rg‘gé‘gw "clllsltl:l;


http://pages.ironport.com/dlp.html
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