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Self Defending 
N et w o r k s  3 . 0  
E r r o r es H u m a no s en la  
F u ga de Da t o s

The Human Network @ WorkThe Human Network @ Work

P i l ar S antamari a
Directora Desarrollo de Negocio
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The Changing Data Landscape 
Today’s  W or k  E n v i r on m e n t  
I s  C h an g i n g

More Data Is Lost or Stolen*
*A t t r i t i o n . o r g D a t a  L o s s  A r c h i v e  a n d  D a t a b a s e  

C ol l ab or at i on  i s  a B u s i n e s s  
A dv an t ag e

I n c r e as i n g  R e g u l at or y an d 
G ov e r n an c e  P r e s s u r e s
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W eb  2 . 0  &  3 . 0  M o v es Cr itical  Data 
O u tside the Co r po r ate N etw o r k
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The P er im eter  I s Disso l v ing



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a l1 3 9 9 4 _ 0 7 _ 2 0 0 7 _ X 5

E v o l u tio n o f  S ecu r ity  

Security 1.0 – th e m a in f ra m e era :
• R A C F ,  T o p  S e c r e t
• G u r u s  i n  t h e  b a s e m e n t  k n o w  b e s t
• R e s t r i c t  t h e  u s e r

Security 2 .0 – th e f irs t I n tern et era : w o rm s  a n d  id en tity th ef t
• N e w  v i r u s e s  a n d  w o r m s  h i t  t h e  g l o b a l  n e t w o r k
• Bu y  n e w  p o i n t  s o l u t i o n s  f o r  v i r u s ,  s p a m ,  w o r m ,  s p y w a r e ,  e t c .
• C a t c h  u p  t o  t h e  u s e r

Security 3 .0 – w eb  2 .0,  s k a tin g  a h ea d  o f  th e p uck
• A d a p t i v e / i n t e g r a t e d  s e c u r i t y  p r o c e s s e s ,  a r c h i t e c t u r e ,  
c o n t r o l s

• K e e p  u p  w i t h  t h e  u s e r  b y  b u i l d i n g  s e c u r i t y  i n  

Source – J oh n  P es ca t ore,  G a rt n er,  V P ,  D i s t i n g ui s h ed  A n a l y s t
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