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I Regulatory Information for 1000 Series Access Points

European Community, Switzerland, Norway, Iceland, and Liechtenstein

Model:
AIR-AP1010-E-K9, AIR-AP1020-E-K9, AIR-AP1030-E-K9

Declaration of Conformity with Regard to the R&TTE Directive 1999/5/EC

English: This equiom ent is n com pliance w ith the essential requiram ents and otherrelevant
provisions of D irective 19995 EC .

Deutsch: D jeses G erdtentsprichtden grundlegenden A nforderungen und den w elteren
entsprecheneden Vorgaben derR ichtlinie 19995 EU .

Dansk: D ette udstyrer i overensstem m elsem ed de vee sentlige krav og andre relevante
bestemm elser 1D irectiv 1999 5 EF.

Espafiol: Este equipo cum ple con los requisitos esenciales asi com o con otras digposiciones de
Ja D irective 1999 5 EC .

‘EAnvag: AUTOC 0 €E0TAIONOC CULPOPPWVETAI HE TI OUCIWAELC OMAITATEIC KOl TIC AOITEC

dlatagelg tng Odnyiag 19995 EK .

Francais: C etappareil estconform e aux exigencies essentialles etaux autres digpositions
pertnantes de Ja D irective 1999 5 EC .

fdlencka: Pessi binadur sam rym ist Ibgbodnum krofim og 68rum dkvee Sum tHlskipunar
19995 ESB.

Taliano: Q uesto apparato € confom e ai requisit essenziali ed agli alir principi sancit dalla
D irettiva 19995 EC .

N ederlands: D eze apparatuurvoldoetaan de belangrikste eisen en andere voorzieningen van
richtlijn 19995 EC .

Norsk: D ette utstyreterisam svarm ed de grunnleggende krav og andre relevante
bestamm elser iEU -directdv 19995 EC .

Portugués: E ste equipam ento satisfaz os requisitos essenciais e outras provisdes da D frectiva
1999AEC.

Suom alanen: Téam 4 laite Eytad direktitvin 1999 5 EY oleellisetvaatim ukset p on sind asetetiin
m uidenkin ehtojen m ukainen.

Svenska: D enna uttustming dr 1 6verensstém m elsem ed de vasentliga kraven och andra

relevanta besttmm elseriD frektiy 19995 EC .

For 2.4 GHz radios, the following standards were applied:

¢ Radio: EN 300.328-1, EN 300.328-2
e EMC: EN 301.489-1, EN 301.489-17
e Safety: EN 60950
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| Appendix B

Declarations of Conformity and Regulatory Information

Note

Regulatory Information for 1000 Series Access Points

This equipment is intended to be used in all EU and EFTA countries. Outdoor use may be restricted to
certain frequencies and/or may require a license for operation. For more details, contact Cisco Corporate
Compliance.

For 54 Mbps, 5 GHz access points, the following standards were applied:

e Radio: EN 301.893
e EMC: EN 301.489-1, EN 301.489-17
e Safety: EN 60950

The following CE mark is affixed to the access point with a 2.4 GHz radio and a 54 Mbps, 5 GHz radio:

430,

Declaration of Conformity for RF Exposure

Note

The radio has been found to be compliant to the requirements set forth in CFR 47 Sections 2.1091, and
15.247 (b) (4) addressing RF Exposure from radio frequency devices as defined in Evaluating
Compliance with FCC Guidelines for Human Exposure to Radio Frequency Electromagnetic Fields. The
equipment should be installed more than 20 cm (7.9 in.) from your body or nearby persons.

The access point must be installed to maintain a minimum 20 cm (7.9 in.) co-located separation distance
from other FCC approved indoor/outdoor antennas used with the access point. Any antennas or
transmitters not approved by the FCC cannot be co-located with the access point. The access point’s
co-located 2.4 GHz and 5 GHz integrated antennas support a minimum separation distance of

8 cm (3.2 in.) and are compliant with the applicable FCC RF exposure limit when transmitting
simultaneously.

Dual antennas used for diversity operation are not considered co-located.

[ oL-13826-01
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I Regulatory Information for 1000 Series Access Points

Guidelines for Operating Cisco Aironet Access Points in Japan

This section provides guidelines for avoiding interference when operating Cisco Aironet access points
in Japan. These guidelines are provided in both Japanese and English.

Model:
AIR-AP1010-J-K9, AIR-AP1020-J-K9, AIR-AP1030-J-K9

Japanese Translation

COBBOFERARBETIE. BFLUOCESOEX - HY - EEABEDIEZH
THEOHESA VETERASATVWI2BDEEINAORAELS (RELXETS
B’EE) RUBENENRER (REZELLVVESR) NERAIhTLET,
1 CORBEFERATIHIC. A TBHERIBOBANEERRUSE/NED

MEBNEHINATULWVEVWIEZEELTTEL,

2 F—.COBBHOBREEBINAOHMARERICHLTERTSOEMA R
ELEBEICIE. EONERARARREEET IO RIERORFEEILE LT
L. TREREICCERAZ. BEEARO-HORBERZIE. —F1 >
AVOBRBLEICTOVTIHELTTFELY,

3 Toft, CoMBHLHrORBEAEIAORENENRERICH LTERFSHD
FOALNRE LEBELREMIMESRYDC EMiBE-E 21X, ROERE~ABH
LWEbhETEL,

M4 . 03-5549-6500

43768

English Translation

This equipment operates in the same frequency bandwidth as industrial, scientific, and medical devices
such as microwave ovens and mobile object identification (RF-ID) systems (licensed premises radio
stations and unlicensed specified low-power radio stations) used in factory production lines.

1. Before using this equipment, make sure that no premises radio stations or specified low-power radio
stations of RF-ID are used in the vicinity.

2. If this equipment causes RF interference to a premises radio station of RF-ID, promptly change the
frequency or stop using the device; contact the number below and ask for recommendations on
avoiding radio interference, such as setting partitions.

3. If this equipment causes RF interference to a specified low-power radio station of RF-ID, contact
the number below.

Contact Number: 03-5549-6500

Cisco Wireless LAN Controller Configuration Guide
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Regulatory Information for 1000 Series Access Points

Administrative Rules for Cisco Aironet Access Points in Taiwan

This section provides administrative rules for operating Cisco Aironet access points in Taiwan. The rules
are provided in both Chinese and English.

Access Points with IEEE 802.11a Radios

Chinese Translation

AR PR E AR,

English Translation

This equipment is limited for indoor use.

All Access Points

Chinese Translation

Boh R ERBHEERET ML

otk SAXDBESHRZBAELETH e
oo E) > BIRRAE A RIFIEE S P AE
B R BERE P REITZHERAE -

Frmtk BARHBAERIEARETRERME AT
Wkl BRBA THRARE > BILEFE
A EREE&TEFTTFEKEA -

WIEA AR BB ARG EZ LT

.y

= s}

BAZRFBERBELZESFTRIERTE -~ #2
REHA TR EHEEZTE -

127048

Cisco Wireless LAN Controller Configuration Guide
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I FCC Statement for Cisco 2000 and 2100 Series Wireless LAN Controllers

English Translation

Administrative Rules for Low-power Radio-Frequency Devices
Article 12

For those low-power radio-frequency devices that have already received a type-approval, companies,
business units or users should not change its frequencies, increase its power or change its original
features and functions.

Article 14

The operation of the low-power radio-frequency devices is subject to the conditions that no harmful
interference is caused to aviation safety and authorized radio station; and if interference is caused, the
user must stop operating the device immediately and can't re-operate it until the harmful interference is
clear.

The authorized radio station means a radio-communication service operating in accordance with the
Communication Act.

The operation of the low-power radio-frequency devices is subject to the interference caused by the
operation of an authorized radio station, by another intentional or unintentional radiator, by industrial,
scientific and medical (ISM) equipment, or by an incidental radiator.

Declaration of Conformity Statements

All the Declaration of Conformity statements related to this product can be found at the following URL:

http://www.ciscofax.com

FCC Statement for Cisco 2000 and 2100 Series Wireless LAN

Controllers

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help. [cfr reference 15.105]

Cisco Wireless LAN Controller Configuration Guide
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FCC Statement for Cisco 4400 Series Wireless LAN Controllers

FCC Statement for Cisco 4400 Series Wireless LAN Controllers

The Cisco 4400 Series Wireless LAN Controller equipment has been tested and found to comply with
the limits for a Class A digital device, pursuant to Part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency energy and,
if not installed and used in accordance with the instruction manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own expense.

Cisco Wireless LAN Controller Configuration Guide
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APPENDIX

End User License and Warranty

This appendix describes the end user license and warranty that apply to the Cisco UWN Solution
products:

e Cisco 1000 Series Lightweight Access Points
e Cisco 2000 Series Wireless LAN Controllers
e Cisco 2100 Series Wireless LAN Controllers
e Cisco 4400 Series Wireless LAN Controllers
e Cisco Wireless Services Modules

This appendix contains these sections:
¢ End User License Agreement, page C-2
e Limited Warranty, page C-4

e General Terms Applicable to the Limited Warranty Statement and End User License Agreement,
page C-6

e Additional Open Source Terms, page C-7

[ oL-13826-01
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I End User License Agreement

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.
DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO IS WILLING TO LICENSE THE SOFTWARE TO YOU ONLY UPON THE CONDITION
THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS LICENSE AGREEMENT. BY
DOWNLOADING OR INSTALLING THE SOFTWARE, OR USING THE EQUIPMENT THAT
CONTAINS THIS SOFTWARE, YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY, “CUSTOMER”) TO THIS AGREEMENT. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, THEN CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TO YOU AND (A) DO NOT DOWNLOAD, INSTALL OR USE THE
SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE FOR A FULL REFUND, OR, IF THE
SOFTWARE IS SUPPLIED AS PART OF ANOTHER PRODUCT, YOU MAY RETURN THE ENTIRE
PRODUCT FOR A FULL REFUND. YOUR RIGHT TO RETURN AND REFUND EXPIRES 30 DAYS
AFTER PURCHASE FROM CISCO OR AN AUTHORIZED CISCO RESELLER, AND APPLIES
ONLY IF YOU ARE THE ORIGINAL END USER PURCHASER.

The following terms of this End User License Agreement (“Agreement”) govern Customer’s access and
use of the Software, except to the extent (a) there is a separate signed agreement between Customer and
Cisco governing Customer’s use of the Software or (b) the Software includes a separate “click-accept”
license agreement as part of the installation and/or download process. To the extent of a conflict between
the provisions of the foregoing documents, the order of precedence shall be (1) the signed agreement, (2)
the click-accept agreement, and (3) this End User License Agreement.

License. Conditioned upon compliance with the terms and conditions of this Agreement, Cisco Systems,
Inc. or its subsidiary licensing the Software instead of Cisco Systems, Inc. (“Cisco”), grants to Customer
anonexclusive and nontransferable license to use for Customer’s internal business purposes the Software
and the Documentation for which Customer has paid the required license fees. “Documentation” means
written information (whether contained in user or technical manuals, training materials, specifications
or otherwise) specifically pertaining to the Software and made available by Cisco with the Software in
any manner (including on CD-ROM, or on-line).

Customer’s license to use the Software shall be limited to, and Customer shall not use the Software in
excess of, a single hardware chassis or card or that number of agent(s), concurrent users, sessions, IP
addresses, port(s), seat(s), server(s) or site(s), as set forth in the applicable Purchase Order which has
been accepted by Cisco and for which Customer has paid to Cisco the required license fee.

Unless otherwise expressly provided in the Documentation, Customer shall use the Software solely as
embedded in, for execution on, or (where the applicable documentation permits installation on
non-Cisco equipment) for communication with Cisco equipment owned or leased by Customer and used
for Customer’s internal business purposes. NOTE: For evaluation or beta copies for which Cisco does
not charge a license fee, the above requirement to pay license fees does not apply.

General Limitations. This is a license, not a transfer of title, to the Software and Documentation, and
Cisco retains ownership of all copies of the Software and Documentation. Customer acknowledges that
the Software and Documentation contain trade secrets of Cisco, its suppliers or licensors, including but
not limited to the specific internal design and structure of individual programs and associated interface
information. Accordingly, except as otherwise expressly provided under this Agreement, Customer shall
have no right, and Customer specifically agrees not to:

(i) transfer, assign or sublicense its license rights to any other person or entity, or use the Software on
unauthorized or secondhand Cisco equipment, and Customer acknowledges that any attempted transfer,
assignment, sublicense or use shall be void;

Cisco Wireless LAN Controller Configuration Guide
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End User License Agreement

(i1) make error corrections to or otherwise modify or adapt the Software or create derivative works
based upon the Software, or permit third parties to do the same;

(iii) reverse engineer or decompile, decrypt, disassemble or otherwise reduce the Software to
human-readable form, except to the extent otherwise expressly permitted under applicable law
notwithstanding this restriction;

(iv) use or permit the Software to be used to perform services for third parties, whether on a service
bureau or time sharing basis or otherwise, without the express written authorization of Cisco; or

(v) disclose, provide, or otherwise make available trade secrets contained within the Software and
Documentation in any form to any third party without the prior written consent of Cisco. Customer shall
implement reasonable security measures to protect such trade secrets; or

(vi) use the Software to develop any software application intended for resale which employs the
Software.

To the extent required by law, and at Customer's written request, Cisco shall provide Customer with the
interface information needed to achieve interoperability between the Software and another
independently created program, on payment of Cisco's applicable fee, if any. Customer shall observe
strict obligations of confidentiality with respect to such information and shall use such information in
compliance with any applicable terms and conditions upon which Cisco makes such information
available. Customer is granted no implied licenses to any other intellectual property rights other than as
specifically granted herein.

Software, Upgrades and Additional Copies. For purposes of this Agreement, “Software” shall include
(and the terms and conditions of this Agreement shall apply to) computer programs, including firmware,
as provided to Customer by Cisco or an authorized Cisco reseller, and any upgrades, updates, bug fixes
or modified versions thereto (collectively, “Upgrades”) or backup copies of the Software licensed or
provided to Customer by Cisco or an authorized Cisco reseller. NOTWITHSTANDING ANY OTHER
PROVISION OF THIS AGREEMENT: (1) CUSTOMER HAS NO LICENSE OR RIGHT TO USE ANY
ADDITIONAL COPIES OR UPGRADES UNLESS CUSTOMER, AT THE TIME OF ACQUIRING
SUCH COPY OR UPGRADE, ALREADY HOLDS A VALID LICENSE TO THE ORIGINAL
SOFTWARE AND HAS PAID THE APPLICABLE FEE FOR THE UPGRADE OR ADDITIONAL
COPIES; (2) USE OF UPGRADES IS LIMITED TO CISCO EQUIPMENT FOR WHICH CUSTOMER
IS THE ORIGINAL END USER PURCHASER OR LESSEE OR WHO OTHERWISE HOLDS A
VALID LICENSE TO USE THE SOFTWARE WHICH IS BEING UPGRADED; AND (3) THE
MAKING AND USE OF ADDITIONAL COPIES IS LIMITED TO NECESSARY BACKUP
PURPOSES ONLY.

Proprietary Notices. Customer agrees to maintain and reproduce all copyright and other proprietary
notices on all copies, in any form, of the Software in the same form and manner that such copyright and
other proprietary notices are included on the Software. Except as expressly authorized in this
Agreement, Customer shall not make any copies or duplicates of any Software without the prior written
permission of Cisco.

Open Source Content. Customer acknowledges that the Software contains open source or publicly
available content under separate license and copyright requirements which are located either in an
attachment to this license, the Software README file or the Documentation. Customer agrees to
comply with such separate license and copyright requirements.

Third Party Beneficiaries. Certain Cisco or Cisco affiliate suppliers are intended third party
beneficiaries of this Agreement. The terms and conditions herein are made expressly for the benefit of
and are enforceable by Cisco’s suppliers; provided, however, that suppliers are not in any contractual
relationship with Customer. Cisco’s suppliers include without limitation: (a) Hifn, Inc., a Delaware
corporation with principal offices at 750 University Avenue, Los Gatos, California and (b) Wind River
Systems, Inc., and its suppliers. Additional suppliers may be provided in subsequent updates of
Documentation supplied to Customer.

[ oL-13826-01
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M Limited Warranty

Term and Termination. This Agreement and the license granted herein shall remain effective until
terminated. Customer may terminate this Agreement and the license at any time by destroying all copies
of Software and any Documentation. Customer’s rights under this Agreement will terminate
immediately without notice from Cisco if Customer fails to comply with any provision of this
Agreement. Cisco and its suppliers are further entitled to obtain injunctive relief if Customer’s use of the
Software is in violation of any license restrictions. Upon termination, Customer shall destroy all copies
of Software and Documentation in its possession or control. All confidentiality obligations of Customer
and all limitations of liability and disclaimers and restrictions of warranty shall survive termination of
this Agreement. In addition, the provisions of the sections titled “U.S. Government End User
Purchasers” and “General Terms Applicable to the Limited Warranty Statement and End User License”
shall survive termination of this Agreement.

Customer Records. Customer grants to Cisco and its independent accountants the right to examine
Customer’s books, records and accounts during Customer’s normal business hours to verify compliance
with this Agreement. In the event such audit discloses non-compliance with this Agreement, Customer
shall promptly pay to Cisco the appropriate license fees, plus the reasonable cost of conducting the audit.

Export. Software and Documentation, including technical data, may be subject to U.S. export control
laws, including the U.S. Export Administration Act and its associated regulations, and may be subject
to export or import regulations in other countries. Customer agrees to comply strictly with all such
regulations and acknowledges that it has the responsibility to obtain licenses to export, re-export, or
import Software and Documentation. Customer’s failure to comply with such restrictions shall constitute
a material breach of the Agreement.

U.S. Government End User Purchasers. The Software and Documentation qualify as “commercial
items,” as that term is defined at Federal Acquisition Regulation (“FAR”) (48 C.F.R.) 2.101, consisting
of “commercial computer software” and “commercial computer software documentation” as such terms
are used in FAR 12.212. Consistent with FAR 12.212 and DoD FAR Supp. 227.7202-1 through
227.7202-4, and notwithstanding any other FAR or other contractual clause to the contrary in any
agreement into which this End User License Agreement may be incorporated, Customer may provide to
Government end user or, if this Agreement is direct, Government end user will acquire, the Software and
Documentation with only those rights set forth in this End User License Agreement. Use of either the
Software or Documentation or both constitutes agreement by the Government that the Software and
Documentation are “commercial computer software” and “commercial computer software
documentation,” and constitutes acceptance of the rights and restrictions herein.

Limited Warranty

Hardware for 1000 Series Access Points. Cisco Systems, Inc., or the Cisco Systems, Inc. subsidiary
selling the Product (“Cisco”) warrants that commencing from the date of shipment to Customer (and in
case of resale by a Cisco reseller, commencing not more than ninety (90) days after original shipment
by Cisco), and continuing for a period of one (1) year, the Hardware will be free from defects in material
and workmanship under normal use. The date of shipment of a Product by Cisco is set forth on the
packaging material in which the Product is shipped. This limited warranty extends only to the original
user of the Product. Customer's sole and exclusive remedy and the entire liability of Cisco and its
suppliers under this limited warranty will be, at Cisco's or its service center's option, shipment of a
replacement within the warranty period and according to the replacement process described in the
Warranty Card (if any), or if no Warranty Card, as described at
www.cisco.com/en/US/products/prod_warranties_listing.html or a refund of the purchase price if the
Hardware is returned to the party supplying it to Customer, freight and insurance prepaid. Cisco
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Limited Warranty

replacement parts used in Hardware replacement may be new or equivalent to new. Cisco's obligations
hereunder are conditioned upon the return of affected Hardware in accordance with Cisco's or its service
center's then-current Return Material Authorization (RMA) procedures.

Hardware for Cisco 2000 Series Wireless LAN Controllers, Cisco 2100 Series Wireless LAN
Controllers, Cisco 4400 Series Wireless LAN Controllers, and Cisco Wireless Services Modules.
Cisco Systems, Inc., or the Cisco Systems, Inc. subsidiary selling the Product (“Cisco”) warrants that
commencing from the date of shipment to Customer (and in case of resale by a Cisco reseller,
commencing not more than ninety (90) days after original shipment by Cisco), and continuing for a
period of ninety (90) days, the Hardware will be free from defects in material and workmanship under
normal use. The date of shipment of a Product by Cisco is set forth on the packaging material in which
the Product is shipped. This limited warranty extends only to the original user of the Product. Customer's
sole and exclusive remedy and the entire liability of Cisco and its suppliers under this limited warranty
will be, at Cisco's or its service center's option, shipment of a replacement within the warranty period
and according to the replacement process described in the Warranty Card (if any), or if no Warranty
Card, as described at www.cisco.com/en/US/products/prod_warranties_listing.html or a refund of the
purchase price if the Hardware is returned to the party supplying it to Customer, freight and insurance
prepaid. Cisco replacement parts used in Hardware replacement may be new or equivalent to new.
Cisco's obligations hereunder are conditioned upon the return of affected Hardware in accordance with
Cisco's or its service center's then-current Return Material Authorization (RMA) procedures.

Software. Cisco warrants that commencing from the date of shipment to Customer (but in case of resale
by an authorized Cisco reseller, commencing not more than ninety (90) days after original shipment by
Cisco), and continuing for a period of the longer of (a) ninety (90) days or (b) the software warranty
period (if any) set forth in the warranty card accompanying the Product (if any): (a) the media on which
the Software is furnished will be free of defects in materials and workmanship under normal use; and (b)
the Software substantially conforms to its published specifications. The date of shipment of a Product
by Cisco is set forth on the packaging material in which the Product is shipped. Except for the foregoing,
the Software is provided AS IS. This limited warranty extends only to the Customer who is the original
licensee. Customer's sole and exclusive remedy and the entire liability of Cisco and its suppliers and
licensors under this limited warranty will be, at Cisco's option, repair, replacement, or refund of the
Software if reported (or, upon request, returned) to Cisco or the party supplying the Software to
Customer. In no event does Cisco warrant that the Software is error free or that Customer will be able to
operate the Software without problems or interruptions. In addition, due to the continual development
of new techniques for intruding upon and attacking networks, Cisco does not warrant that the Software
or any equipment, system or network on which the Software is used will be free of vulnerability to
intrusion or attack.

Restrictions. This warranty does not apply if the Software, Product or any other equipment upon which
the Software is authorized to be used (a) has been altered, except by Cisco or its authorized
representative, (b) has not been installed, operated, repaired, or maintained in accordance with
instructions supplied by Cisco, (c) has been subjected to abnormal physical or electrical stress, misuse,
negligence, or accident; or (d) is licensed, for beta, evaluation, testing or demonstration purposes for
which Cisco does not charge a purchase price or license fee.

[ oL-13826-01
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M General Terms Applicable to the Limited Warranty Statement and End User License Agreement

Disclaimer of Warranty

EXCEPT AS SPECIFIED IN THIS WARRANTY, ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTY OR CONDITION OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, NON-INFRINGEMENT, SATISFACTORY QUALITY,
NON-INTERFERENCE, ACCURACY OF INFORMATIONAL CONTENT, OR ARISING FROM
A COURSE OF DEALING, LAW, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED
TO THE EXTENT ALLOWED BY APPLICABLE LAW AND ARE EXPRESSLY DISCLAIMED
BY CISCO, ITS SUPPLIERS AND LICENSORS. TO THE EXTENT AN IMPLIED WARRANTY
CANNOT BE EXCLUDED, SUCH WARRANTY IS LIMITED IN DURATION TO THE
EXPRESS WARRANTY PERIOD. BECAUSE SOME STATES OR JURISDICTIONS DO NOT
ALLOW LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY LASTS, THE ABOVE
LIMITATION MAY NOT APPLY. THIS WARRANTY GIVES CUSTOMER SPECIFIC LEGAL
RIGHTS, AND CUSTOMER MAY ALSO HAVE OTHER RIGHTS WHICH VARY FROM
JURISDICTION TO JURISDICTION. This disclaimer and exclusion shall apply even if the express
warranty set forth above fails of its essential purpose.

General Terms Applicable to the Limited Warranty Statement
and End User License Agreement

Disclaimer of Liabilities. REGARDLESS WHETHER ANY REMEDY SET FORTH HEREIN FAILS
OFITS ESSENTIAL PURPOSE OR OTHERWISE, IN NO EVENT WILL CISCO OR ITS SUPPLIERS
BE LIABLE FOR ANY LOST REVENUE, PROFIT, OR LOST OR DAMAGED DATA, BUSINESS
INTERRUPTION, LOSS OF CAPITAL, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL, OR PUNITIVE DAMAGES HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY OR WHETHER ARISING OUT OF THE USE OF OR INABILITY TO USE
SOFTWARE OR OTHERWISE AND EVEN IF CISCO OR ITS SUPPLIERS OR LICENSORS HAVE
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In no event shall Cisco's or its
suppliers' or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of
warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim or
if the Software is part of another Product, the price paid for such other Product. BECAUSE SOME
STATES OR JURISDICTIONS DO NOT ALLOW LIMITATION OR EXCLUSION OF
CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY
TO YOU.

Customer agrees that the limitations of liability and disclaimers set forth herein will apply regardless of
whether Customer has accepted the Software or any other product or service delivered by Cisco.
Customer acknowledges and agrees that Cisco has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the parties (including the risk that a contract remedy may fail of its
essential purpose and cause consequential loss), and that the same form an essential basis of the bargain
between the parties.

The Warranty and the End User License shall be governed by and construed in accordance with the laws
of the State of California, without reference to or application of choice of law rules or principles. The
United Nations Convention on the International Sale of Goods shall not apply. If any portion hereof is
found to be void or unenforceable, the remaining provisions of the Agreement shall remain in full force
and effect. Except as expressly provided herein, this Agreement constitutes the entire agreement between
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Additional Open Source Terms W

the parties with respect to the license of the Software and Documentation and supersedes any conflicting
or additional terms contained in any purchase order or elsewhere, all of which terms are excluded. This
Agreement has been written in the English language, and the parties agree that the English version will
govern. For warranty or license terms which may apply in particular countries and for translations of the
above information please contact the Cisco Legal Department, 300 E. Tasman Drive, San Jose,
California 95134.

Additional Open Source Terms

GNU General Public License. Certain portions of the Software are licensed under and Customer’s use
of such portions are subject to the GNU General Public License version 2. A copy of the license is
available at www.fsf.org or by writing to licensing @fsf.org or the Free Software Foundation, 59 Temple
Place, Suite 330, Boston, MA 02111-1307. Source code governed by the GNU General Public License
version 2 is available upon written request to the Cisco Legal Department, 300 E. Tasman Drive, San
Jose, California 95134.

SSH Source Code Statement. © 1995 - 2004 SAFENET, Inc. This software is protected by international
copyright laws. All rights reserved. SafeNet is a registered trademark of SAFENET, Inc., in the United
States and in certain other jurisdictions. SAFENET and the SAFENET logo are trademarks of
SAFENET, Inc., and may be registered in certain jurisdictions. All other names and marks are property
of their respective owners.

Copyright (c) 1983, 1990, 1992, 1993, 1995 The Regents of the University of California. All rights
reserved.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Components of the software are provided under a standard 2-term BSD license with the following names
as copyright holders:

e Markus Friedl

¢ Theo de Raadt

¢ Niels Provos

¢ Dug Song

e Aaron Campbell
e Damien Miller

e Kevin Steves
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M interpreting LEDs

Interpreting LEDs

Interpreting Controller LEDs

Refer to the quick start guide for your specific controller for a description of the LED patterns. You can
find the guides at this URL.:

http://www.cisco.com/en/US/products/hw/wirel ess/index.html

Interpreting Lightweight Access Point LEDs

Refer to the hardware installation guide for your specific access point for a description of the LED
patterns. You can find the guides at this URL:

http://www.cisco.com/en/U S/products/hw/wirel ess/index.html

System Messages

Table D-1 lists some common system messages and their descriptions. For a complete list of system
messages, refer to the Cisco Wireless LAN Controller System Message Guide, Release 4.2.

Table D-1 System Messages and Descriptions

Error Message Description

apf_utils.c 680: Received a CIF field without the |A client is sending an association request on a
protected bit set from mobile Xx:xx:xx:xx:xx:xx  |security-enabled WLAN with the protected bit set
to 0 (in the Capability field of the association
request). As designed, the controller rejects the
association request, and the client sees an
association failure.

dtl_arp.c 480: Got an idle-timeout message from |The controller’s network processing unit (NPU)
an unknown client XX:XX:XX:XX:XX:XX sends atimeout message to the central processing
unit (CPU) indicating that a particular client has
timed out or aged out. This normally occurs when
the CPU has removed a wireless client from its
internal database but has not notified the NPU.
Because the client remainsin the NPU database, it
ages out on the network processor and notifies the
CPU. The CPU finds the client that is not present
in its database and then sends this message.

STATION_DISASSOCIATE Client may haveintentionally terminated usage or
may have experienced a service disruption.

STATION_DEAUTHENTICATE Client may have intentionally terminated usage or
it could indicate an authentication issue.

STATION_AUTHENTICATION_FAIL Check disable, key mismatch or other

configuration issues.

Cisco Wireless LAN Controller Configuration Guide
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Table D-1 System Messages and Descriptions (continued)

Error Message

Description

ROGUE_AP_REMOVED

Detected rogue access point has timed out. The
unit might have shut down or moved out of the
coverage area.

AP_MAX_ROGUE_COUNT_EXCEEDED

The current number of active rogue access points
has exceeded system threshold.

LINK_UP

Positive confirmation message.

LINK_DOWN

Port may have a problem or is administratively
disabled.

LINK_FAILURE

Port may have a problem or is administratively
disabled.

AUTHENTICATION_FAILURE

Attempted security breech. Investigate.

STP_NEWROOT

Informational message.

STP_TOPOLOGY_CHANGE

Informational message.

IPSEC_ESP_AUTH_FAILURE

Check WLAN |PSec configuration.

IPSEC_ESP_REPLAY_FAILURE

Check for attempt to spoof 1P Address.

IPSEC_ESP_POLICY_FAILURE

Check for IPSec configuration mismatch between
WLAN and client.

IPSEC_ESP_INVALID_SPI

Informational message.

IPSEC_OTHER_POLICY_FAILURE

Check for IPSec configuration mismatch between
WLAN and client.

IPSEC_IKE_NEG_FAILURE

Check for IPSec IKE configuration mismatch
between WLAN and client.

IPSEC_SUITE_NEG_FAILURE

Check for IPSec IKE configuration mismatch
between WLAN and client.

IPSEC_INVALID_COOKIE

Informational message.

RADIOS_EXCEEDED

Maximum number of supported Cisco Radios
exceeded. Check for controller failurein the same
Layer 2 network or add another controller.

SENSED_TEMPERATURE_HIGH

Check fan, air conditioning and/or other cooling
arrangements.

SENSED_TEMPERATURE_LOW

Check room temperature and/or other reasons for
low temperature.

TEMPERATURE_SENSOR_FAILURE

Replace temperature sensor ASAP.

TEMPERATURE_SENSOR_CLEAR

Temperature sensor is operational .

POE_CONTROLLER_FAILURE

Check ports — possible serious failure detected.

MAX_ROGUE_COUNT_EXCEEDED

The current number of active rogue access points
has exceeded system threshold.

SWITCH_UP

Controller isresponding to SNMP polls.

SWITCH_DOWN

Controller isnot responding to SNM P polls, check
controller and SNMP settings.
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Table D-1 System Messages and Descriptions (continued)

Error Message Description

RADIUS_SERVERS FAILED Check network connectivity between RADIUS
and the controller.

CONFIG_SAVED Running configuration has been saved to flash -
will be active after reboot.

MULTIPLE_USERS Another user with the same username has logged
in.

FAN_FAILURE Monitor Cisco Wireless LAN Controller
temperature to avoid overheating.

POWER_SUPPLY_CHANGE Check for power-supply malfunction.

COLD_START Cisco Wireless LAN Controller may have been
rebooted.

WARM_START Cisco Wireless LAN Controller may have been
rebooted.

Using the CLI to Troubleshoot Problems

If you experience any problems with your controller, you can use the commandsin this section to gather
information and debug issues.

1. show process cpu—Shows how varioustasksin the system are using the CPU at that instant in time.
This command is helpful in understanding if any single task is monopolizing the CPU and
preventing other tasks from being performed.

Information similar to the following appears:

Name Priority CPU Use Reaper
reaperWatcher ( 3/124) 0% ( 0o/ 0% I
osapiReaper (10/121) 0% ( 0o/ 0)% I
TempStatus (255/ 1) 0% ( 0o/ 0)% I
emWeb (255/ 1) 0 % ( 0o/ 0% T 300
cliWebTask (255/ 1) 0 % ( o/ 0)% I
UtilTask (255/ 1) 0% ( 0o/ 0% T 300

In the example above, the following fields provide information:
« The Name field shows the tasks that the CPU is to perform.

« ThePriority field shows two values: 1) the original priority of the task that was created by the
actual function call and 2) the priority of the task divided by a range of system priorities.

» The CPU Use field shows the CPU usage of a particular task.

» The Reaper field shows three values: 1) the amount of time for which the task is scheduled in
user mode operation, 2) the amount of time for which the task is scheduled in system mode
operation, and 3) whether the task is being watched by the reaper task monitor (indicated by a
“T"). If the task is being watched by the reaper task monitor, this field also shows the timeout
value (in seconds) before which the task needs to alert the task monitor.

N

Note If you want to see the total CPU usage as a percentage, enter the show cpu command.

Cisco Wireless LAN Controller Configuration Guide
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2. show process memor y—Shows the allocation and deall ocation of memory from various processes
in the system at that instant in time.

Information similar to the following appears:

Name Priority BytesInUse BlocksInUse Reaper
reaperWatcher ( 3/124) 0 0 ( o/ 0)% I
osapiReaper (10/121) 0 0 ( o/ 0)% I
TempStatus (255/ 1) 308 1 ( 0o/ 0)% I
emWeb (255/ 1) 294440 4910 ( o0/ 0)% T 300
cliWebTask (255/ 1) 738 2 ( 0o/ 0)% I
UtilTask (255/ 1) 308 1 ( 0/ 0)% T 300

In the example above, the following fields provide information:
- The Name field shows the tasks that the CPU is to perform.

» The Priority field shows two values: 1) the original priority of the task that was created by the
actual function call and 2) the priority of the task divided by a range of system priorities.

» TheBytesInUse field showsthe actual number of bytes used by dynamic memory allocation for
a particular task.

« The BlockslnUse field shows the chunks of memory that are assigned to perform a particular
task.

» The Reaper field shows three values: 1) the amount of time for which the task is scheduled in
user mode operation, 2) the amount of time for which the task is scheduled in system mode
operation, and 3) whether the task is being watched by the reaper task monitor (indicated by a
“T"). If the task is being watched by the reaper task monitor, this field also shows the timeout
value (in seconds) before which the task needs to alert the task monitor.

3. show tech-support—Shows an array of information related to the state of the system, including the
current configuration, last crash file, CPU utilization, and memory utilization.

4. show running-config—Shows the full current configuration of the controller. Access point
configuration settings are not included. This command shows only values configured by the user. It
does not show system-configured default values. This command is different from the show
run-config command, which outputs a portion of the current configuration plus alot of extra
dynamic information. In contrast, the show running-config command provides a clean
configuration output of the controller in command format.

Hereis abrief sample of the output:

radius auth add 1 10.50.3.104 1812 ascii ***x*

radius backward compatibility enable
radius admin-authentication disable
radius cred-cache enable

radius callStationIdType macAddr

radius acct retransmit-timeout 1 4
radius acct network 1 disable
radius auth rfc3576 enable 1

radius auth retransmit-timeout 1 6

Cisco Wireless LAN Controller Configuration Guide
m. 0L-13826-01 |



| Appendix D

Troubleshooting

Configuring the Syslog Facility and Log Level

radius auth network 1 disable
radius auth management 1 disable

radius auth ipsec enable

Note  If you want to see the passwordsin clear text, enter config passwd-cleartext enable. To
execute this command, you must enter an admin password. This command is valid only for
this particular session. It is not saved following a reboot.

Note  You cannot use TFTP to upload the output of this command. Rather, you can cut and paste
the output as necessary.

Configuring the Syslog Facility and Log Level

Step 1

Step 2

This section providesinstructionsfor configuring the syslog facility and thelog level. Follow these steps
to perform the configuration using the controller CLI.

To configure a remote host for sending syslog messages, enter this command:
config logging syslog host host_IP_address
A

Note  Toremove aremote host that was configured for sending syslog messages, enter this command:
config logging syslog host host_IP_address delete

To set the facility for outgoing syslog messages to the remote host, enter this command:
config logging syslog facility facility_code
where facility_code is one of the following:
» authorization = Authorization system. Facility level = 4.
» auth-private = Authorization system (private). Facility level = 10.
« cron = Cron/at facility. Facility level = 9.
- daemon = System daemons. Facility level = 3.
- ftp = FTP daemon. Facility level = 11.
- kern = Kernel. Facility level = 0.
» local0 = Local use. Facility level = 16.
e locall=Local use. Facility level = 17.
» local2 = Local use. Facility level = 18.
- local3 = Local use. Facility level = 19.
» local4 = Local use. Facility level = 20.
- local5 = Local use. Facility level = 21.
« local6 = Local use. Facility level = 22.
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- local7 = Local use. Facility level = 23.
- Ipr = Line printer system. Facility level = 6.
- mail = Mail system. Facility level = 2.
« news = USENET news. Facility level = 7.
e sysl2 = System use. Facility level = 12.
» sysl3 = System use. Facility level = 13.
» sysl4d = System use. Facility level = 14.
» sysl5 = System use. Facility level = 15.
» syslog = The syslog itself. Facility level = 5.
e user = User process. Facility level = 1.
e uucp = Unix-to-Unix copy system. Facility level = 8.
Step3  To set the severity level for filtering syslog messages to the remote host, enter this command:
config logging syslog level severity level
where severity_level is one of the following:
- emergencies = Severity level 0
- adlerts = Severity level 1
- critical = Severity level 2
» errors = Severity level 3
e warnings = Severity level 4
» notifications = Severity level 5
» informational = Severity level 6
- debugging = Severity level 7

Note  Asan alternative, you can enter O through 7 for the severity |level parameter.

Note  If you set asyslog level, only those messages whose severity isequal to or less than that level
are sent to the remote syslog host. For example, if you set the syslog level to 4, only those
messages Whose severity is between 0 and 4 are sent to the remote syslog host.

Step4  To save your changes, enter this command:

save config
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Step5  To seethe logging parameters and buffer contents, enter this command:
show logging

Information similar to the following appears:

Logging to buffer :

- Logging filter level............ ... .. ... errors
- Number of lines logged...............iiionn.. 51747
- Number of lines dropped........... ... ... ... .... 419704
Logging to console
- Logging filter level......... ... ... errors
- Number of lines logged............... ... ... ... 0
- Number of lines dropped........... ... ... ... .... 471451
Logging to syslog :
- Logging filter level............. ... .. ... alerts
- Syslog facility. ... syslog
- Number of lines logged...............iiiienn.. 51737
- Number of lines dropped........... ... ... ... .... 419714
- Number of remote syslog hosts.................. 0

- HOSE 0ttt e e Not Configured
Logging of traceback........ ... ... .. i i, Enabled
- Traceback logging level........... ... ... ... .... errors
Logging of process information................... Enabled
Logging of source file informational............. Enabled
Timestamping of messages.......... ... ... ... ... Enabled
- Timestamp format......... ... ... .. Date and Time

Uploading Core Dumps from the Controller

To help troubleshoot controller crashes, you can configure the controller to automatically upload its core
dump file to an FTP server after experiencing a crash. This section provides instructions to do so using
the controller CLI.

Using the CLI to Upload Controller Core Dumps

Using the controller CL1, follow these stepsto enable the controller to automatically upload acore dump
file of the controller.

Stepl  To enable or disable the controller to generate a core dump file following a crash, enter this command:
config coredump {enable | disable}

Step2  To specify the FTP server to which the core dump file is uploaded, enter this command:
config coredump ftp server_ip_address filename
where

- server_ip_addressisthe IP address of the FTP server to which the controller sends its core dump
file, and

~

Note  The controller must be able to reach the FTP server.

- filename is the name that the controller uses to label the core dump file.
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Diagnostic Channel

The diagnostic channel feature enables you to troubleshoot problems regarding client communication
with aWLAN. The client and access points can be put through a defined set of tests in an attempt to
identify the cause of communication difficulties the client is experiencing and then allow corrective
measures to be taken to make the client operational on the network. You can use the controller GUI or
CL1 to enable the diagnostic channel, and you can use the controller CLI or WCS to run the diagnostic
tests.

Note  Cisco recommends that you enable the diagnostic channel feature only for non-anchored SSIDs that use
the management interface.

Client Reporting

The client reporting protocol is used by the client and the access point to exchange client information.
Client reports are collected automatically when the client associates. You can use the controller GUI or
CLI to send aclient report request to any CCXv5 client any time after the client associates. There are

four types of client reports:

« Client profile—Provides information about the configuration of the client.

» Operating parameters—Provides the details of the client’s current operational modes.

- Manufacturers’ information—Provides data about the wireless LAN client adapter in use.
- Client capabilities—Provides information about the client’s capabilities.

Roaming and Real-Time Diagnostics

You can use roaming and real-time logs and statistics to solve system problems. The event log enables
you to identify and track the behavior of aclient device. It is especially useful when attempting to
diagnose difficulties that a user may be having on aWLAN. The event log provides alog of events and
reports them to the access point. There are three categories of event logs:

» Roaming log—Thislog providesahistorical view of theroaming eventsfor agiven client. Theclient
mai ntains a minimum of five previous roaming events including failed attempts and successful
roams.

- Robust Security Network Association (RSNA) log—This log provides a historical view of the
authentication events for a given client. The client maintains a minimum of five previous
authentication attempts including failed attempts and successful ones.

» Syslog—Thislog providesinternal system information from the client. For example, it may indicate
problems with 802.11 operation, system operation, and so on.

The statistics report provides 802.1X and security information for the client. You can use the controller
CL1 to send the event log and statistics request to any CCXV5 client any time after the client associates.
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APPENDIX E

Logical Connectivity Diagrams

This appendix provides logical connectivity diagrams and related software commands for integrated
controllers. It contains these sections:

e Cisco WiSM, page E-2
e Cisco 28/37/38xx Integrated Services Router, page E-3
e Catalyst 3750G Integrated Wireless LAN Controller Switch, page E-4

This section provides logical connectivity diagrams for the controllers integrated into other Cisco
products, specifically the Catalyst 3750G Integrated Wireless LAN Controller Switch, the Cisco WiSM,
and the Cisco 28/37/38xx Series Integrated Services Router. These diagrams show the internal
connections between the switch or router and the controller. The software commands used for
communication between the devices are also provided.
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W Cisco WiSM

Cisco WiSM

Figure E-1 Logical Connectivity Diagram for the Cisco WiSM
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Cisco 28/37/38xx Integrated Services Router

The commands used for communication between the Cisco WiSM, the Supervisor 720, and the 4404
controllers are documented in Configuring a Cisco Wireless Services Module and Wireless Control
System at this URL:

http://www.cisco.com/en/US/docs/wireless/technology/wism/technical/reference/appnote.html#wp394
98

Cisco 28/37/38xx Integrated Services Router

Figure E-2 Logical Connectivity Diagram for the Cisco 28/37/38xx Integrated Services Router

’ Console ‘

28/37/38xx ‘
Integrated

Router CPU
(Cisco IOS Software)

Services Router

Controller Internal Ethernet
Network Module Interface
Internal Ethernet CPU
Interface 1

l
Compact Flash StrataFlash

These commands are used for communication between the 28/37/38xx Integrated Services Router and
the controller network module. They are initiated from the router. The commands vary depending on the
version of the network module.

230621

These commands are used for communication between the router and Fast Ethernet versions of the
controller network module:

¢ interface wlan-controller slo#/unit (and support for subinterfaces with dotlq encap)

¢ show interfaces wlan-controller slot/unit

¢ show controllers wlan-controller slot/unit

¢ test service-module wlan-controller slot/unit

¢ test HW-module wlan-controller s/ot/unit reset {enable | disable}

¢ service-module wlan-controller slot/port {reload | reset | session [clear] | shutdown | status}

These commands are used for communication between the router and Gigabit Ethernet versions of the
controller network module:

¢ interface integrated-service-engine slot/unit (and support for subinterfaces with dotlq encap)
e show interfaces integrated-service-engine slot/unit
e show controllers integrated-service-engine slot/unit

e test service-module integrated-service-engine slot/unit

Cisco Wireless LAN Controller Configuration Guide
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¢ test HW-module integrated-service-engine slot/unit reset {enable | disable}

¢ service-module integrated-service engine slot/port {reload | reset | session [clear] | shutdown |
status }

Note  Refer to the Cisco Wireless LAN Controller Network Module Feature Guide for more information. You
can find this document at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124newft/1241limit/124x/124xa2/bo
xernm.htm#wp2033271

Catalyst 3750G Integrated Wireless LAN Controller Switch

Figure E-3 Logical Connectivity Diagram for the Catalyst 3750G Integrated Wireless LAN
Controller Switch
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These commands are used for communication between the Catalyst 3750G switch and the 4402
controller.

Login Command
This command is used to initiate a telnet session from the switch to the controller:

session switch_number processor 1
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Because there can be several switches in a stack, the switch_number parameter is used to indicate to
which controller in the stack this session should be directed. Once a session is established, the user
interacts with the controller CLI. Entering exit terminates the session and returns the user to the switch
CLIL

Show Commands
These commands are used to view the status of the internal controller. They are initiated from the switch.
e show platform wireless-controller switch_number summary

Information similar to the following appears:
Switch Status State

1 up operational

2 up operational

e show platform wireless-controller switch_number status

Information similar to the following appears:

Switch Service IP Management IP SW Version Status
—————— B it et S ittt L L PP
1 127.0.1.1 70.1.30.1 4.0.52.0 operational
2 127.0.1.2 70.1.31.1 4.0.45.0 operational

e show platform wireless-controller switch_number management-info

sw vlan ip gateway http https mac version
1 0 70.1.30.1/16 70.1.1.1 1 1 0016.9dca.d963 4.0.52.0
2 0 70.1.31.1/16 70.1.1.1 0 1 0016.9dca.dba3 4.0.45.0

Debug Commands

The Wireless Control Protocol (WCP) is an internal keep-alive protocol that runs between the switch and
the controller. It enables the switch to monitor the health of the controller and to report any problems. It
uses UDP and runs over the two internal Gigabit ports, but it creates an internal VLAN 4095 to separate
control traffic from data traffic. Every 20 seconds the switch sends a keep-alive message to the controller.
If the controller does not acknowledge 16 consecutive keep-alive messages, the switch declares the
controller dead and sends a reset signal to reboot the controller.

These commands are used to monitor the health of the internal controller.
This command is initiated from the controller.
e debug wep ?
where ? is one of the following:
packet—Debugs WCP packets.
events—Debugs WCP events.

Information similar to the following appears:

Tue Feb 7 23:30:31 2006: Received WCP_MSG_TYPE_REQUEST

Tue Feb 7 23:30:31 2006: Received WCP_MSG_TYPE_REQUEST,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:30:31 2006: Sent WCP_MSG_TYPE_RESPONSE,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:30:51 2006: Received WCP_MSG_TYPE_REQUEST

Tue Feb 7 23:30:51 2006: Received WCP_MSG_TYPE_REQUEST,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:30:51 2006: Sent WCP_MSG_TYPE_RESPONSE,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:31:11 2006: Received WCP_MSG_TYPE_REQUEST

Tue Feb 7 23:31:11 2006: Received WCP_MSG_TYPE_REQUEST,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:31:11 2006: Sent WCP_MSG_TYPE_RESPONSE,of type WCP_TLV_KEEP_ALIVE
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This command is initiated from the switch.
¢ debug platform wireless-controller switch_number ?
where ? is one of the following:
all—All
errors—Errors
packets—WCP packets
sm—State machine

wep—WCP protocol

Reset Commands

These two commands (in this order) are used to reset the controller from the switch. They are not yet
available but will be supported in a future release.

e test wireless-controller stop switch_number

e test wireless-controller start switch_number

Note A direct console connection to the controller does not operate when hardware flow control is enabled on
the PC. However, the switch console port operates with hardware flow control enabled.
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