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New and Changed Information

The following table provides an overview of the significant changes up to this current release. The
table does not provide an exhaustive list of all changes or of the new features up to this release.

Release Version Feature Description

There were no major changes from the previous release.



License Management

Cisco Nexus Dashboard Fabric Controller no longer has support for the following:

¢ Eval license state

o e Server License files

You must convert existing server license files to smart licenses using Cisco Smart
Software Manager (CSSM). The CSSM allows you to convert traditional licenses to
Smart Licenses. For more information, see Cisco Smart Software Manager and
Migrate from Traditional Licensing to Smart Licensing.

To configure license management in Cisco Nexus Dashboard Fabric Controller, navigate to the
License Management page:

Admin > Licensing
You can view and assign licenses in the following tabs in the License Management window:

e Overview
 NDFC Licenses

» Switch License Inventory


https://www.cisco.com/c/en/us/support/docs/licensing/common-licensing-issues/how-to/lic217250-how-to-convert-a-hybrid-to-smart-license.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/smart-licensing/qsg/b_Smart_Licensing_QuickStart/b_Smart_Licensing_QuickStart_chapter_011.html

Overview

You can view the existing licenses for NDFC-managed devices by choosing Admin > Licensing. By
default, the Overview tab appears.

The Overview tab displays all or some of the following cards, depending in the license manager
state:

NDFC Licenses

Switch License Inventory
* License Management Status
* Smart License Details

¢ Smart Licenses

NDFC Licenses

The NDFC Licenses card in the Overview tab displays the total number of unlicensed NDFC-
managed devices where licenses need to be purchased or NDFC-managed devices where licenses
will be expiring soon. Clicking on the numbers displayed in either the Need to Purchase or the
Expiring Soon areas in the NDFC Licenses card redirects you to the NDFC Licenses tab.

Switch License Inventory

The Switch License Inventory card in the Overview tab displays the total number of switch
licenses to purchase and the total number of switch licenses that will be expiring. Clicking on the
numbers displayed in either the Need to Purchase or the Expiring Soon areas in the Switch
License Inventory card redirects you to the Switch License Inventory tab.

License Management Status

This card displays the license management status. The information displayed in this card varies,
depending on the following factors:

 If you have not configured license management yet, then the text "License Management is not
configured" appears in the License Management Status area. Click Configure License
Management to configure license management in this case.

* If you've already configured license management and you selected Switch-Based License Only
in the Configure License Management window, then the text "Switch based license only"
appears in the License Management Status area.

 If you've already configured license management and you selected NDFC Smart License or
Mixed Mode in the Configure License Management window, then information related to NDFC
Smart Agent appears in the License Management Status area:

- NDFC Smart Agent: Shows Enabled or Disabled as the state for the NDFC Smart Agent.

o License Status: Specifies the status of the licensing on NDFC.



Resync

The Resync area is displayed only if you selected NDFC Smart License or Mixed Mode in the
Configure License Management window.

When the total number of licenses for NDFC devices are not same as the CSSM license count, click
Resync to refresh the license count. Resync causes a local audit of the NDFC licenses in the switch
inventory and updates the smart license counts for reporting.

Smart License Details

The Smart License Details area is displayed only if you selected NDFC Smart License or Mixed
Mode in the Configure License Management window.

This card provides detailed smart license information, such as the Last report generated date, Next
Report generated date, Transport mode, UDI Serial Number, and so on.

* If you enabled smart licensing on the server in the online mode, it will also display the Account
Name, Virtual Account Name and Transport URL. For more information, see the Online
procedure provided in NDFC Smart License.

 If you enabled smart licensing on the server in the offline mode, the Export License Data and
Import License Data options are displayed, and are used to export the license data and import
the response from the CSSM. For more information, see the Offline procedure provided in NDFC
Smart License.

Smart Licenses

The Smart Licenses area is displayed only if you selected NDFC Smart License or Mixed Mode in
the Configure License Management window.

The following table describes the fields that appear in the Smart Licenses area:

Field Description

Name Specifies the license name.

Count Specifies the number of licenses used.

Status Specifies the status of the licenses used. Valid values are IN USE and NOT
IN USE.

Description Specifies the type and details of the license.

To upload or download license reports, go to https://software.cisco.com/ and navigate to Smart
Software Licensing > Reports. In the Usage Data Files tab, click Upload Usage Data to upload
usage report from NDFC. After few minutes of uploading the report, click Download in the
Acknowledgment column to download a response, then import the response into NDFC.


https://software.cisco.com/

NDFC Licenses

In the NDFC Licenses tab, you can review the status of NDFC licenses for each switch. These
licenses can be provisioned on the device as a Smart License, an Honor License, or an Unlicensed

device.

Choose one or multiple switches by clicking Actions > Assign or Assign All.

When you assign a license to a device, the NDFC license service assigns the available license based
on availability on the device, the status of smart licensing, and other factors.

The Cisco MDS switches and Cisco Nexus 3000, 5000, 7000, and 9000 series of switches support a
server-based smart license.

The following table displays the fields that appear on License Management > NDFC Licenses:

Field

Switch Name

Type

State

Expiration Date

WWN/Chassis ID
Model

Fabric

Description
Displays the name of the switch.

Displays the license type of the switch, which can be one of the following:

» Switch
e Smart
* Switch Smart
* DCNM-Server

Displays the license type of the switch, which can be one of the following:

* Permanent

* Unlicensed

e Smart

* Honor

» Expired

* Not Applicable
¢ Invalid

Specifies the expiration date of the license. In the case of the Honor
license, the expiration data field shows the date that the switch started
using an Honor license.

Displays the world wide name or chassis ID.

Displays the model of the device. For example, DS-C9124 or N9K-
C93180YC-FX3.

Specifies the name of the fabric.

The following table describes the items in the Actions menu drop-down list that appear on License



Management > NDFC Licenses:

Action Item Description

Assign Choose a switch, then from the Actions drop-down list, choose Assign. A
confirmation message appears.

Unassign Choose a switch, then from the Actions drop-down list, choose UnAssign.
A confirmation message appears.

Assign All To assign license to all switches in the table:
1. From the Actions drop-down list, choose Assign All. A confirmation
message appears.
2. Click OK to refresh the table.
Unassign All To unassign license to all switches in the table:
1. From the Actions drop-down list, choose UnAssign All. A
confirmation message appears.

2. Click OK to refresh the table.



Switch License Inventory

The following table displays the fields that appear in License Management > Switch License
Inventory:

Field Description

Switch Displays the name of the switch.

Features Displays the license features on the switch.

Status Displays whether the feature on the device is in use or not.
* Unused
* IN USE

* Out Of Compliance

Type Displays the license type of the switch, which can be one of the following:

* Temporary

* Permanent License
e Smart License

* Counter Permanent

e Unlicensed

* Counted
Warnings Specifies the warnings about the license, such as the expiration date and
time.
Group Specifies the fabric or LAN name.

Managing License Files

Cisco Nexus Dashboard Fabric Controller allows you to upload multiple licenses with a single
instance. Nexus Dashboard Fabric Controller parses the license files and extracts the switch serial
numbers. NDFC maps the serial numbers in the license files with the discovered fabric to install the
licenses on each switch. License files are moved to bootflash and installed.

To bulk install licenses on the switches on the Cisco Nexus Dashboard Fabric Controller:
1. In the Switch License Inventory tab, click Manage License Files.
The Manage License Files window appears.
2. Click Actions > Add License.
The Add License File window appears.

3. Drag and drop the appropriate files from your local directory, or click Browse to navigate to
your local directory to select the appropriate files.



4. Click Upload.

The License file is uploaded to the Nexus Dashboard Fabric Controller. The following
information is extracted from the license file:

- Switch IP: IP address of the switch to which this license is assigned

o License File: Filename of the license file

- Features List: List of features supported by the license file

. Select the set of licenses that you want to upload and install on their respective switches. A
license file is applicable for a single specific switch.

. Click Actions > Install to install the licenses.

NDFC uploads and installs the selected licenses on their respective switches. Status messages,
including any issues or errors, are updated for each file as the installation completes.

. After the licenses match with their respective devices and complete their installation, the Status
column displays the latest status.

The following table describes the fields that appear in the Manage License Files window.

Field Description
Switch Specifies the switch name.
Switch IP Specifies the switch IP address.

License File

Specifies the type of license file.

Status Specifies the status of license.

Result Message Specifies the license details.

Last Upload Time Specifies the date and time uploaded on server.
Features Specifies the license features.



Configure License Management

Follow the procedures in this section to configure license management.
1. Navigate to the License Management window, if you are not there already.
Admin > Licensing

The License Management window appears, with the Overview tab automatically selected by
default.

2. In the License Management Status area in the Overview tab, click Configure License
Management.

The Configure License Management window appears.

3. Choose the appropriate license management option based on the licenses that you’ve
purchased.

The following sections provide more information for each license management type displayed
in this window:
o Switch Based License Only: These are licenses that have one of these characteristics:
= They are licenses that reside on the switch, such as legacy file-based licenses, or

» The switch has smart license mode enabled and will retrieve its own license from CSSM
(DCN and NX-0S Essentials, Advantage, or Premier License)

o NDFC Smart License: These are smart licenses for the following switches:
= N7K
= N5K
= 3rd party switches
= Switches that do not have switch-based licenses

o Mixed Mode: These are a combination of both switch-based licenses and NDFC smart
licenses.

Switch Based License Only

To configure switch-based license management:

1. In the Configure License Management window, click the button next to Switch Based License
Only, then click Next.

The Switch Based License Only window appears.
2. Verify that the information provided in this window applies for your switches.

This mode supports switches operating with the legacy file-based licenses or the switch smart
license mode.



- Legacy file based licenses:
You should have licenses reside on the switch in this mode.
o Switch Smart License:

If smart licensing mode is configured on the switch, the switch reports smart license usage
to CSSM (Cisco Smart Software Manager). See the documentation for enabling Smart Mode.

= Minimum NX-0OS version for smart license mode: 9.3(6)
= Minimum MDS version for smart license mode: 9.2(2)

3. Click Done to complete the switch-based license management configurations.

NDFC Smart License

Cisco Nexus Dashboard Fabric Controller allows you to configure Smart Licensing. Cisco Smart
Licensing is a flexible licensing model that provides you with an easier, faster, and more consistent
way to purchase and manage software across the Cisco portfolio and across your organization. You
can use the Smart Licensing feature to manage licenses at the device level and renew them if
required.

* To use Smart Licensing, you must first set up a Smart Account on Cisco Software Central.

» For a more detailed overview on Cisco Licensing, see the Cisco Software Licensing Guide.

The Smart Licensing policy runs in the license microservice and provides the ability to manage
licenses for NDFC using CSSM. You can register smart licensing on-premises or in the offline mode.

You can discover, configure, and manage licenses for third-party switches, such as Arista switches,
on NDFC. You can either configure third-party Essentials licenses for fixed platforms or third-party
Essentials licenses for modular platforms. To view a list of supported platforms and chassis IDs, see
Smart Licensing Using Policy for Cisco NDFC, Release 12.1.x.

* Enable NDFC server smart licensing; otherwise, the license will be in the
Honor state.

* When you register smart licensing on NDFC directly with internet access, you
might see an error message because Cisco Nexus Dashboard uses IP addresses
to access the smart license rather than using a hostname.

Ensure that subnets for IP addresses on https://smartreceiver.cisco.com are
o added to the route table in the Nexus Dashboard running NDFC.

To add IP addresses/subnets, in the Cisco Nexus Dashboard Web GUI, navigate
to Admin > System Settings > Routes. Click Edit in the Management Network
Routes area and add the necessary IP addresses/subnets, then click Save to
confirm.

You can ping https://smartreceiver.cisco.com to find the most recent subnet.
For example:
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https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html
https://software.cisco.com/software/csws/ws/platform/home
https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html
https://www.cisco.com/c/en/us/td/docs/dcn/ndfc/121x/licensing/smart-licensing-using-policy-for-cisco-ndfc-121x.html#_Toc85137663
https://smartreceiver.cisco.com/
https://smartreceiver.cisco.com/

$ ping smartreceiver.cisco.com

PING smartreceiver.cisco.com (146.112.59.81): 56 data bytes
64 bytes from 146.112.59.81: icmp_seq=0 tt1=52 time=48.661 ms
64 bytes from 146.112.59.81: icmp_seq=1 tt1=52 time=44.730 ms
64 bytes from 146.112.59.81: icmp_seq=2 tt1=52 time=48.188 ms

» After you register Smart Licensing, you must manually assign licenses to the
existing switches. For all switches discovered after registration, smart licenses
are automatically assigned to the switches.

» Switch-based smart licenses are supported for MDS switches and the Nexus
9000 and 3000 series of switches.

To configure NDFC smart license management:

1. In the Configure License Management window, click the button next to NDFC Smart License,
then click Next.

The Select Mode step in the Enable NDFC Smart License window appears.
2. Select the appropriate mode for your NDFC smart license management:
o Online: In the Online mode, NDFC can communicate with the Cisco Smart Licensing servers
to report license usage. This includes:
= Direct Connection
= Via a proxy

= Using a Cisco OnPrem server
A trust token is required for direct connection and proxy. See the Cisco Software Licensing
Guide for more information.

o Offline: In the Offline mode, you can share data between the NDFC instance and CSSM.
Operating in an air-gap or disconnected environment, usage reporting is done using an xml
file, which is downloaded from NDFC before being uploaded to CSSM. A response file is then
downloaded from CSSM, which is then uploaded to NDFC. See the Cisco Software Licensing
Guide for more information.

Online

To enable the online mode:

1. Select the Online option in the Enable NDFC Smart License window, then click Next.

2. Select the transport option that you would like to use when establishing trust for the Smart
License Agent:

o Direct: With this transport option, NDFC communicates directly with Cisco’s licensing
servers. This option uses the following URL: https://smartreceiver.cisco.com/licservice/
license.

a. Click Direct, then click Next.

11


https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html
https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html
https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html
https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html
https://smartreceiver.cisco.com/licservice/license
https://smartreceiver.cisco.com/licservice/license

3.

4.
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b. In the Select Transport step, click Get Trust Token.

For Direct transport, NDFC must establish Trust with CSSM. A Trust Token can be
retrieved or generated at https://software.cisco.com.

c. Enter the trust token in the Token field, then click Next.
Go to Step 3.

o Proxy: With this transport option, NDFC wuses a proxy to reach
https://smartreceiver.cisco.com.

a. Click Proxy, then enter the URL and port details to access the license using a proxy
server.

b. Click Next.
Go to Step 3.

o On prem: With this transport option, NDFC communicates with OnPrem (CSLU Transport
Protocol required).

o You must configure the license smart URL on the product to use the CSLU
transport URL.

a. Click On prem, then enter the CSLU transport URL.

You do not require a trust token to enable licensing. Trust is established between the
CSSM and the OnPrem CSLU. From NDFC and the OnPrem CSLU, trust is constant, as it
expected to be a local connection.

b. Click Next.
Go to Step 3.
Verify that the process is proceeding correctly.

A screen appears, displaying the progress at each stage of the online license management
configuration:
- The Enabling Smart Agent field initially shows In Progress, then changes to Success.

- The Verifying connectivity to <URL> field initially shows Pending, then changes to In
Progress, and finally changes to Success.

o The Establish trust field initially shows Pending, then changes to In Progress, and finally
changes to Trusted.

When the state in all fields change to Success and Trusted, click Done.

You return to the main License Management window, with the Overview tab selected by
default.

The fields in the License Management Status area should display the following values:


https://software.cisco.com
https://smartreceiver.cisco.com

- NDFC Smart Agent: Enabled
- License Status: In Use
o Trust Status: Trusted
Offline
To export the license data and import the response from the CSSM:
1. Select the Offline option in the Enable NDFC Smart License window, then click Next.
A screen appears, displaying the progress of the offline license management configuration:

- The Enabling Smart Agent field changes to Success.
o The Setting Mode to OFFLINE field moves from In Progress to Success.

2. When the state in both fields change to Success, click Done.

You return to the main License Management window, with the Overview tab selected by
default.

3. In the Smart License Details area, click Export License Data.

4. On Cisco Software Central, navigate to the smart licensing section, then click the Reports tab
and choose the relevant usage data files tab.

You can upload the usage report from NDFC, and after few minutes, you can download a
response and the import response to NDFC.

5. In the Smart License Details area within the Overview tab in the License Management
window, click Import License Data and upload the CSSM acknowledge file to NDFC.

Mixed Mode

To configure mixed mode license management:

1. In the Configure License Management window, click the button next to Mixed Mode, then
click Next.

The Mixed Mode window appears.
2. Verify that the information provided in this window applies for your switches.
This mode supports both switch-based license and NDFC Smart License.

o Switch based licenses include switches operating with the legacy file-based licenses or the
switch smart license mode. See the documentation for enabling Smart Mode.

= Legacy file based licenses: You should have licenses reside on the switch in this mode.

= Switch Smart License: If smart licensing mode is configured on the switch, the switch
reports smart license usage to CSSM (Cisco Smart Software Manager).

13
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» Minimum NX-0OS version for smart license mode: 9.3(6)
= Minimum MDS version for smart license mode: 9.2(2)

o NDFC Smart Licenses include Smart license for N7K, N5K, 3rd party and switches that do not
have switch based licenses.

3. Click Next.
4. Select the appropriate mode for your NDFC smart license management:
o Online: In the Online mode, you can communicate with the Cisco Smart Licensing servers to
report license usage. This includes:
= Direct Connection
= Via a proxy

= Using a Cisco OnPrem server
A trust token is required for direct connection and proxy. See the Cisco Software Licensing
Guide for more information.

o Offline: In the Offline mode, you can share data between the NDFC instance and CSSM.
Operating in an air-gap or disconnected environment, usage reporting is done using an xml
file, which is downloaded from NDFC before being uploaded to CSSM. A response file is then
downloaded from CSSM, which is then uploaded to NDFC. See the Cisco Software Licensing
Guide for more information.

NDFC Smart Licensing FAQs

For more information on NDFC smart licensing, see the NDFC Smart Licensing FAQs.
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Copyright

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE
SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by
the University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX
operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED
SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS
OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL,
EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to
be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes
only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP
documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the
U.S. and other countries. To view a list of Cisco trademarks, go to this URL: http://www.cisco.com/go/
trademarks. Third-party trademarks mentioned are the property of their respective owners. The
use of the word partner does not imply a partnership relationship between Cisco and any other
company. (1110R)

© 2017-2024 Cisco Systems, Inc. All rights reserved.
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