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   It is important that a datacenter solution embrace technology advancement in various areas, such as compute, network, and storage technologies to address rapidly changing requirements and challenges of IT organizations. 
 
   FlexPod is a popular converged datacenter solution created by Cisco and NetApp. It is designed to incorporate and support a wide variety of technologies and products into the solution portfolio. There have been continuous efforts to incorporate advancements in the technologies into the FlexPod solution. This enables the FlexPod solution to offer a more robust, flexible, and resilient platform to host a wide range of enterprise applications. 
 
   This document discusses a FlexPod reference architecture using the latest hardware and software products and provides deployment recommendations for hosting Microsoft SQL Server databases in VMware ESXi and Microsoft Windows Hyper-V virtualized environments, with Linux support enablement from Microsoft for SQL Server deployment. 
 
   The recommended solution architecture is built on Cisco Unified Computing System (Cisco UCS) using the unified software release 4.0.1c to support the Cisco UCS hardware platforms including Cisco UCS B-Series Blade Servers, Cisco UCS 6300 Fabric Interconnects, Cisco Nexus 9000 Series Switches, and NetApp AFF Series Storage Arrays. 
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   [bookmark: _Toc536167769]Introduction
 
   The current IT industry is witnessing vast transformations in the datacenter solutions. In the recent years, there is a considerable interest towards pre-validated and engineered datacenter solutions. Introduction of virtualization technology in the key areas has impacted the design principles and architectures of these solutions in a big way. It has opened the doors for many applications running on bare metal systems to migrate to these new virtualized integrated solutions. 
 
   FlexPod System is one such pre-validated and engineered datacenter solution designed to address rapidly changing needs of IT organizations. Cisco and NetApp have partnered to deliver FlexPod, which uses best of breed compute, network and storage components to serve as the foundation for a variety of enterprise workloads including databases, ERP, CRM and Web applications, etc. 
 
   With Microsoft SQL Server 2017, Microsoft has made a big announcement to support SQL Server deployments on Linux Operating systems. SQL Server 2017 on Linux platforms brings in support for most of the major features that are currently supported by SQL in a Windows platform. Microsoft claims that database performance of SQL on Linux should be similar as that of SQL in Windows. SQL on Linux is as secured as SQL in Windows platform. High availability features such as Always On Availability Groups and Failover Cluster Instance are well supported and integrated in Linux operating systems.
 
   This enablement relieves Windows centric deployments of SQL Server and offers flexibility to customers to choose and deploy SQL Server databases on variety of widely used Linux operating systems.
 
   [bookmark: _Toc536167770]Audience
 
   The audience for this document includes, but is not limited to; sales engineers, field consultants, professional services, IT managers, partner engineers, and customers who want to take advantage of an infrastructure built to deliver IT efficiency and enable IT innovation.
 
   [bookmark: _Toc536167771]Purpose of this Document
 
   This document discusses reference architecture and step-by-step deployment guidelines for deploying Microsoft SQL Server 2017 databases on Red Hat Enterprise Linux Operating system on FlexPod system. It also provides deployment steps for configuring SQL Always On Availability Group feature for achieving high availability of SQL databases.
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   The following software and hardware products distinguish the reference architecture from others.
 
   ·         SQL Server 2017 deployment on Red Hat Enterprise Linux 7.4
 
   ·         SQL Always On Availability Group configuration for high availability of databases
 
   ·         Cisco UCS B200 M5 Blade Servers
 
   ·         NetApp All Flash A300 storage with Data ONTAP 9.5 and NetApp SnapCenter 4.1.1 for virtual machine backup and recovery
 
   ·         40G end-to-end networking and storage connectivity
 
   ·         VMWare vSphere 6.7 and Windows Server 2016 Hyper-V
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   FlexPod is a best practice datacenter architecture that includes these components:
 
   ·         Cisco Unified Computing System
 
   ·         Cisco Nexus Switches
 
   ·         NetApp FAS or AFF storage, NetApp E-Series storage systems
 
   These components are connected and configured according to best practices of both Cisco and NetApp and provide the ideal platform for running multiple enterprise workloads with confidence. The reference architecture covered in this document leverages the Cisco Nexus 9000 Series switch. One of the key benefits of FlexPod is the ability to maintain consistency at scaling, including scale up and scale out. Each of the component families shown in Figure 7 (Cisco Unified Computing System, Cisco Nexus, and NetApp storage systems) offers platform and resource options to scale the infrastructure up or down, while supporting the same features and functionality that are required under the configuration and connectivity best practices of FlexPod.
 
   [bookmark: _Toc536167775]FlexPod Benefits
 
   As customers transition toward shared infrastructure or cloud computing they face several challenges such as initial transition hiccups, return on investment (ROI) analysis, infrastructure management and future growth plan. The FlexPod architecture is designed to help with proven guidance and measurable value. By introducing standardization, FlexPod helps customers mitigate the risk and uncertainty involved in planning, designing, and implementing a new datacenter infrastructure. The result is a more predictive and adaptable architecture capable of meeting and exceeding customers' IT demands.
 
   The following list provides the unique features and benefits that FlexPod system provides for consolidation SQL Server database deployments.
 
   ·         Support for latest Intel Xeon processor scalable family CPUs, UCS B200 M5 blades enables consolidating more SQL Server virtual machines and thereby achieving higher consolidation ratios reducing Total Cost of Ownership and achieving quick ROIs.
 
   ·         End to End 40 Gbps networking connectivity using Cisco third-generation fabric interconnects, Nexus 9000 series switches and NetApp AFF A300 storage Arrays.
 
   ·         Blazing IO performance using NetApp All Flash Storage Arrays and Complete virtual machine protection by using NetApp Snapshot technology and direct storage access to SQL virtual machines using in-guest iSCSI Initiator.
 
   ·         Nondisruptive policy-based management of infrastructure using Cisco UCS Manager.
 
   [bookmark: _Toc536167776]FlexPod: Cisco and NetApp Verified and Validated Architecture
 
   Cisco and NetApp have thoroughly validated and verified the FlexPod solution architecture and its many use cases while creating a portfolio of detailed documentation, information, and references to assist customers in transforming their datacenters to this shared infrastructure model. This portfolio includes, but is not limited to the following items:
 
   ·         Best practice architectural design
 
   ·         Workload sizing and scaling guidance
 
   ·         Implementation and deployment instructions
 
   ·         Technical specifications (rules for FlexPod configuration do's and don’ts)
 
   ·         Frequently asked questions (FAQs)
 
   ·         Cisco Validated Designs and NetApp Verified Architectures (NVAs) focused on many use cases
 
   Cisco and NetApp have also built a robust and experienced support team focused on FlexPod solutions, from customer account and technical sales representatives to professional services and technical support engineers. The cooperative support program extended by Cisco and NetApp provides customers and channel service partners with direct access to technical experts who collaborate with cross vendors and have access to shared lab resources to resolve potential issues. FlexPod supports tight integration with virtualized and cloud infrastructures, making it a logical choice for long-term investment. The following IT initiatives are addressed by the FlexPod solution.
 
   [bookmark: _Toc536167777]Integrated System
 
   FlexPod is a pre-validated infrastructure that brings together compute, storage, and network to simplify, accelerate, and minimize the risk associated with datacenter builds and application rollouts. These integrated systems provide a standardized approach in the datacenter that facilitates staff expertise, application onboarding, and automation as well as operational efficiencies relating to compliance and certification.
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   FlexPod is a highly available and scalable infrastructure that IT can evolve over time to support multiple physical and virtual application workloads. FlexPod has no single point of failure at any level, from the server through the network, to the storage. The fabric is fully redundant and scalable, and provides seamless traffic failover, should any individual component fail at the physical or virtual layer.
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   FlexPod addresses four primary design principles:
 
   ·         Application availability: Makes sure that services are accessible and ready to use
 
   ·         Scalability: Addresses increasing demands with appropriate resources
 
   ·         Flexibility: Provides new services or recovers resources without requiring infrastructure modifications
 
   ·         Manageability: Facilitates efficient infrastructure operations through open standards and APIs 
 
   The following sections provide a brief introduction of the various hardware and software components used in this solution.
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   Cisco Unified Computing System is a next-generation solution for blade and rack server computing. The system integrates a low-latency; lossless 40 Gigabit Ethernet unified network fabric with enterprise-class, x86-architecture servers. The system is an integrated, scalable, multi-chassis platform in which all resources participate in a unified management domain. Cisco Unified Computing System accelerates the delivery of new services simply, reliably, and securely through end-to-end provisioning and migration support for both virtualized and non-virtualized systems. Cisco Unified Computing System provides:
 
   ·         Comprehensive Management
 
   ·         Radical Simplification
 
   ·         High Performance
 
   Cisco Unified Computing System consists of the following components:
 
   ·         Compute - The system is based on an entirely new class of computing system that incorporates rack mount and blade servers based on Intel Xeon scalable processors product family.
 
   ·         Network - The system is integrated onto a low-latency, lossless, 40-Gbps unified network fabric. This network foundation consolidates Local Area Networks (LANs), Storage Area Networks (SANs), and high-performance computing networks, which are separate networks today. The unified fabric lowers costs by reducing the number of network adapters, switches, and cables, and by decreasing the power and cooling requirements.
 
   ·         Virtualization - The system unleashes the full potential of virtualization by enhancing the scalability, performance, and operational control of virtual environments. Cisco security, policy enforcement, and diagnostic features are now extended into virtualized environments to better support changing business and IT requirements.
 
   ·         Storage access - The system provides consolidated access to both SAN storage and Network Attached Storage (NAS) over the unified fabric. It is also an ideal system for Software defined Storage (SDS). Combining the benefits of single framework to manage both the compute and Storage servers in a single pane, Quality of Service (QOS) can be implemented if needed to inject IO throttling in the system. In addition, the server administrators can pre-assign storage-access policies to storage resources, for simplified storage connectivity and management leading to increased productivity. In addition to external storage, both rack and blade servers have internal storage which can be accessed through built-in hardware RAID controllers. With storage profile and disk configuration policy configured in Cisco UCS Manager, storage needs for the host OS and application data gets fulfilled by user defined RAID groups for high availability and better performance.
 
   ·         Management - the system uniquely integrates all system components to enable the entire solution to be managed as a single entity by Cisco UCS Manager. Cisco UCS Manager has an intuitive GUI, a CLI, and a powerful scripting library module for Microsoft PowerShell built on a robust API to manage all system configuration and operations.
 
   Cisco Unified Computing System fuses access layer networking and servers. This high-performance, next-generation server system provides a data center with a high degree of workload agility and scalability.
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   Cisco UCS Manager (UCSM) provides unified, embedded management for all software and hardware components in the Cisco UCS. Using Single Connect technology, it manages, controls, and administers multiple chassis for thousands of virtual machines. Administrators use the software to manage the entire Cisco Unified Computing System as a single logical entity through an intuitive GUI, CLI, or an XML API. Cisco UCS Manager resides on a pair of Cisco UCS 6300 Series Fabric Interconnects using a clustered, active-standby configuration for high availability.
 
   Cisco UCS Manager offers unified embedded management interface that integrates server, network, and storage. Cisco UCS Manager performs auto-discovery to detect inventory, manage, and provision system components that are added or changed. It offers comprehensive set of XML API for third part integration, exposes 9000 points of integration and facilitates custom development for automation, orchestration, and to achieve new levels of system visibility and control. 
 
   Service profiles benefit both virtualized and non-virtualized environments and increase the mobility of non-virtualized servers, such as when moving workloads from server to server or taking a server offline for service or upgrade. Profiles can also be used in conjunction with virtualization clusters to bring new resources online easily, complementing existing virtual machine mobility.
 
   For more information about Cisco UCS Manager, go to: https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-manager/index.html
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   The Fabric interconnects provide a single point for connectivity and management for the entire system. Typically deployed as an active-active pair, the system’s fabric interconnects integrate all components into a single, highly-available management domain controlled by Cisco UCS Manager. The fabric interconnects manage all I/O efficiently and securely at a single point, resulting in deterministic I/O latency regardless of a server or virtual machine’s topological location in the system.
 
   Cisco UCS 6300 Series Fabric Interconnects support the bandwidth up to 2.43-Tbps unified fabric with low-latency, lossless, cut-through switching that supports IP, storage, and management traffic using a single set of cables. The fabric interconnects feature virtual interfaces that terminate both physical and virtual connections equivalently, establishing a virtualization-aware environment in which blade, rack servers, and virtual machines are interconnected using the same mechanisms. The Cisco UCS 6332-16UP is a 1-RU Fabric Interconnect that features up to 40 universal ports that can support 24 40-Gigabit Ethernet, Fiber Channel over Ethernet, or native Fiber Channel connectivity. In addition to this it supports up to 16 1- and 10-Gbps FCoE or 4-, 8- and 16-Gbps Fibre Channel unified ports.
 
   Figure 1  Cisco UCS Fabric Interconnect 6332-16UP
 
   
 
   For more information, go to: https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-6332-16up-fabric-interconnect/index.html
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   The Cisco UCS 5100 Series Blade Server Chassis is a crucial building block of the Cisco Unified Computing System, delivering a scalable and flexible blade server chassis. The Cisco UCS 5108 Blade Server Chassis is six rack units (6RU) high and can mount in an industry-standard 19-inch rack. A single chassis can house up to eight half-width Cisco UCS B-Series Blade Servers and can accommodate both half-width and full-width blade form factors. Four single-phase, hot-swappable power supplies are accessible from the front of the chassis. These power supplies are 92 percent efficient and can be configured to support non-redundant, N+ 1 redundant and grid-redundant configurations. The rear of the chassis contains eight hot-swappable fans, four power connectors (one per power supply), and two I/O bays for Cisco UCS 2304 Fabric Extenders. A passive mid-plane provides multiple 40 Gigabit Ethernet connections between blade serves and fabric interconnects. The Cisco UCS 2304 Fabric Extender has four 40 Gigabit Ethernet, FCoE-capable, Quad Small Form-Factor Pluggable (QSFP+) ports that connect the blade chassis to the fabric interconnect. Each Cisco UCS 2304 can provide one 40 Gigabit Ethernet ports connected through the midplane to each half-width slot in the chassis, giving it a total eight 40G interfaces to the compute. Typically configured in pairs for redundancy, two fabric extenders provide up to 320 Gbps of I/O to the chassis.
 
   For more information, go to: http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-5100-series-blade-server-chassis/index.html
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   The Cisco UCS B200 M5 Blade Server delivers performance, flexibility, and optimization for deployments in data centers, in the cloud, and at remote sites. This enterprise-class server offers market-leading performance, versatility, and density without compromise for workloads including Virtual Desktop Infrastructure (VDI), web infrastructure, distributed databases, converged infrastructure, and enterprise applications such as Oracle and SAP HANA. The Cisco UCS B200 M5 Blade Server can quickly deploy stateless physical and virtual workloads through programmable, easy-to-use Cisco UCS Manager Software and simplified server access through Cisco SingleConnect technology. The Cisco UCS B200 M5 Blade Server is a half-width blade. Up to eight servers can reside in the 6-Rack-Unit (6RU) Cisco UCS 5108 Blade Server Chassis, offering one of the highest densities of servers per rack unit of blade chassis in the industry. You can configure the Cisco UCS B200 M5 to meet your local storage requirements without having to buy, power, and cool components that you do not need. The Cisco UCS B200 M5 Blade Server provides these main features:
 
   ·         Up to two Intel Xeon Scalable CPUs with up to 28 cores per CPU
 
   ·         24 DIMM slots for industry-standard DDR4 memory at speeds up to 2666 MHz, with up to 3 TB of total memory when using 128-GB DIMMs
 
   ·         Modular LAN On Motherboard (mLOM) card with Cisco UCS Virtual Interface Card (VIC) 1340, a 2-port, 40 Gigabit Ethernet, Fibre Channel over Ethernet (FCoE)–capable mLOM mezzanine adapter
 
   ·         Optional rear mezzanine VIC with two 40-Gbps unified I/O ports or two sets of 4 x 10-Gbps unified I/O ports, delivering 80 Gbps to the server; adapts to either 10- or 40-Gbps fabric connections
 
   ·         Two optional, hot-pluggable, Hard-Disk Drives (HDDs), Solid-State Disks (SSDs), or NVMe 2.5-inch drives with a choice of enterprise-class RAID or pass-through controllers
 
   Figure 2  Cisco UCS B200 M5 Blade Server
 
   
 
   For more information, go to: https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-servers/datasheet-c78-739296.html
 
   [bookmark: _Toc536167785][bookmark: _Toc517763379][bookmark: _Toc516520122][bookmark: _Toc508972147]Cisco UCS Fabric Extenders
 
   Cisco UCS 2304 Fabric Extender brings the unified fabric into the blade server enclosure, providing multiple 40 Gigabit Ethernet connections between blade servers and the fabric interconnect, simplifying diagnostics, cabling, and management. It is a third-generation I/O Module (IOM) that shares the same form factor as the second-generation Cisco UCS 2200 Series Fabric Extenders and is backward compatible with the shipping Cisco UCS 5108 Blade Server Chassis. The Cisco UCS 2304 connects the I/O fabric between the Cisco UCS 6300 Series Fabric Interconnects and the Cisco UCS 5100 Series Blade Server Chassis, enabling a lossless and deterministic Fibre Channel over Ethernet (FCoE) fabric to connect all blades and chassis together. Because the fabric extender is similar to a distributed line card, it does not perform any switching and is managed as an extension of the fabric interconnects. This approach reduces the overall infrastructure complexity and enabling Cisco UCS to scale to many chassis without multiplying the number of switches needed, reducing TCO and allowing all chassis to be managed as a single, highly available management domain.
 
   The Cisco UCS 2304 Fabric Extender has four 40Gigabit Ethernet, FCoE-capable, Quad Small Form-Factor Pluggable (QSFP+) ports that connect the blade chassis to the fabric interconnect. Each Cisco UCS 2304 can provide one 40 Gigabit Ethernet ports connected through the midplane to each half-width slot in the chassis, giving it a total eight 40G interfaces to the compute. Typically configured in pairs for redundancy, two fabric extenders provide up to 320 Gbps of I/O to the chassis.
 
   Figure 3  Cisco UCS 2304 Fabric Extender
 
   
 
   For more information, go to: https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-6300-series-fabric-interconnects/datasheet-c78-675243.html
 
   [bookmark: _Toc536167786][bookmark: _Toc517763380][bookmark: _Toc516520123][bookmark: _Toc508972148]Cisco VIC Interface Cards 
 
   The Cisco UCS Virtual Interface Card (VIC) 1340 is a 2-port 40-Gbps Ethernet or dual 4 x 10-Gbps Ethernet, Fiber Channel over Ethernet (FCoE) capable modular LAN on motherboard (mLOM) designed exclusively for the M4 generation of Cisco UCS B-Series Blade Servers. All the blade servers for both Controllers and Computes will have MLOM VIC 1340 card. Each blade will have a capacity of 40Gb of network traffic. The underlying network interfaces will share this MLOM card.
 
   The Cisco UCS VIC 1340 enables a policy-based, stateless, agile server infrastructure that can present over 256 PCIe standards-compliant interfaces to the host that can be dynamically configured as either network interface cards (NICs) or host bus adapters (HBAs).
 
   For more information, go to: http://www.cisco.com/c/en/us/products/interfaces-modules/ucs-virtual-interface-card-1340/index.html
 
   [bookmark: _Toc536167787][bookmark: _Toc517763381][bookmark: _Toc516520124][bookmark: _Toc508972149]Cisco UCS Differentiators
 
   Cisco Unified Computing System is revolutionizing the way servers are managed in the data center. The following are the unique differentiators of Cisco UCS and Cisco UCS Manager:
 
   ·         Embedded Management—In Cisco UCS, the servers are managed by the embedded firmware in the Fabric Interconnects, eliminating need for any external physical or virtual devices to manage the servers.
 
   ·         Unified Fabric—In Cisco UCS, from blade server chassis or rack servers to FI, there is a single Ethernet cable used for LAN, SAN and management traffic. This converged I/O results in reduced cables, SFPs and adapters which in turn reduce capital and operational expenses of the overall solution.
 
   ·         Auto Discovery—By simply inserting the blade server in the chassis or connecting rack server to the fabric interconnect, discovery and inventory of compute resource occurs automatically without any management intervention. The combination of unified fabric and auto-discovery enables the wire-once architecture of Cisco UCS, where its compute capability can be extended easily while keeping the existing external connectivity to LAN, SAN and management networks.
 
   ·         Policy Based Resource Classification—When a compute resource is discovered by Cisco UCS Manager, it can be automatically classified to a given resource pool based on policies defined. This capability is useful in multi-tenant cloud computing. This CVD showcases the policy-based resource classification of Cisco UCS Manager.
 
   ·         Combined Rack and Blade Server Management—Cisco UCS Manager can manage B-Series blade servers and C-Series rack server under the same Cisco UCS domain. This feature, along with stateless computing makes compute resources truly hardware form factor agnostic.
 
   ·         Model-based Management Architecture—Cisco UCS Manager Architecture and management database is model based and data driven. An open XML API is provided to operate on the management model. This enables easy and scalable integration of Cisco UCS Manager with other management systems.
 
   ·         Policies, Pools, Templates—The management approach in Cisco UCS Manager is based on defining policies, pools and templates, instead of cluttered configuration, which enables a simple, loosely coupled, data driven approach in managing compute, network and storage resources.
 
   ·         Loose Referential Integrity—In Cisco UCS Manager, a service profile, port profile or policies can refer to other policies or logical resources with loose referential integrity. A referred policy cannot exist at the time of authoring the referring policy or a referred policy can be deleted even though other policies are referring to it. This provides different subject matter experts to work independently from each-other. This provides great flexibility where different experts from different domains, such as network, storage, security, server and virtualization work together to accomplish a complex task. 
 
   ·         Policy Resolution—In Cisco UCS Manager, a tree structure of organizational unit hierarchy can be created that mimics the real-life tenants and/or organization relationships. Various policies, pools and templates can be defined at different levels of organization hierarchy. A policy referring to another policy by name is resolved in the organization hierarchy with closest policy match. If no policy with specific name is found in the hierarchy of the root organization, then special policy named “default” is searched. This policy resolution practice enables automation friendly management APIs and provides great flexibility to owners of different organizations.
 
   ·         Service Profiles and Stateless Computing—a service profile is a logical representation of a server, carrying its various identities and policies. This logical server can be assigned to any physical compute resource as far as it meets the resource requirements. Stateless computing enables procurement of a server within minutes, which used to take days in legacy server management systems.
 
   ·         Built-in Multi-Tenancy Support—The combination of policies, pools and templates, loose referential integrity, policy resolution in organization hierarchy and a service profiles based approach to compute resources makes Cisco UCS Manager inherently friendly to multi-tenant environment typically observed in private and public clouds.
 
   ·         Extended Memory—the enterprise-class Cisco UCS B200 M5 blade server extends the capabilities of Cisco’s Unified Computing System portfolio in a half-width blade form factor. The Cisco UCS B200 M5 harnesses the power of the latest Intel Xeon scalable processors product family CPUs with up to 3 TB of RAM– allowing huge virtual machine-to-physical server ratio required in many deployments or allowing large memory operations required by certain architectures like Big-Data. 
 
   ·         Virtualization Aware Network—VM-FEX technology makes the access network layer aware about host virtualization. This prevents domain pollution of compute and network domains with virtualization when virtual network is managed by port-profiles defined by the network administrators’ team. VM-FEX also off-loads hypervisor CPU by performing switching in the hardware, thus allowing hypervisor CPU to do more virtualization related tasks. VM-FEX technology is well integrated with VMware vCenter, Linux KVM and Hyper-V SR-IOV to simplify cloud management.
 
   ·         Simplified QoS—Even though Fiber Channel and Ethernet are converged in Cisco UCS fabric, built-in support for QoS and lossless Ethernet makes it seamless. Network Quality of Service (QoS) is simplified in Cisco UCS Manager by representing all system classes in one GUI panel.
 
   [bookmark: _Toc536167788][bookmark: _Toc517763382][bookmark: _Toc516520125][bookmark: _Toc508972150]Cisco Nexus 93180YC-EX Switches
 
   In this solution, the Cisco Nexus 93180YC-EX Switches are used as upstream switches. It offers 48 1/10/25/40/100 Gigabit Ethernet SFP+ ports and 6 40/100-Gbps QSFP+ uplink ports. All ports are line rate, delivering 3.6 Tbps of throughput with a latency of less than 2 micro seconds in a 1-rack-unit (1RU) form factor.
 
   [bookmark: _Ref516755044]Figure 4  Cisco UCS Nexus 93180YC-EX
 
   
 
   For more information, go to: https://www.cisco.com/c/en/us/products/switches/nexus-93180yc-ex-switch/index.html 
 
   [bookmark: _Toc536167789][bookmark: _Toc517763383][bookmark: _Toc515898737][bookmark: _Toc515483198][bookmark: _Toc516520126]NetApp AFF A300 Storage
 
   With the new A-Series All Flash FAS (AFF) controller lineup, NetApp provides industry leading performance while continuing to provide a full suite of enterprise-grade data management and data protection features. The A-Series lineup offers double the IOPS, while decreasing the latency. 
 
   This solution utilizes the NetApp AFF A300. This controller provides the high performance benefits of 40GbE and all flash SSDs, while taking up only 5U of rack space. Configured with 24 x 3.8TB SSD, the A300 provides ample performance and over 60TB effective capacity. This makes it an ideal controller for a shared workload converged infrastructure. For situations where more performance is needed, the A700s would be an ideal fit.
 
   Figure 5  NetApp AFF A300 
 
   
 
   [bookmark: _Toc536167790]NetApp ONTAP 9.5
 
   ONTAP 9.5 is the data management software that is used with the NetApp all-flash storage platforms in the solution design. ONTAP software offers unified storage for applications that read and write data over block or file-access protocols in storage configurations that range from high-speed flash to lower-priced spinning media or cloud-based object storage.
 
   ONTAP implementations can run on NetApp engineered FAS or AFF appliances, on commodity hardware (ONTAP Select), and in private, public, or hybrid clouds (NetApp Private Storage and Cloud Volumes ONTAP). Specialized implementations offer best-in-class converged infrastructure as featured here as part of the FlexPod Datacenter solution and access to third-party storage arrays (NetApp FlexArray virtualization).
 
   Together these implementations form the basic framework of the NetApp Data Fabric, with a common software-defined approach to data management and fast, efficient replication across platforms. FlexPod and ONTAP architectures can serve as the foundation for both hybrid cloud and private cloud designs.
 
   The following few sections provide an overview of how ONTAP 9.5 is an industry-leading data management software architected on the principles of software defined storage.
 
   NetApp Storage Virtual Machine
 
   A NetApp ONTAP cluster serves data through at least one and possibly multiple storage virtual machines (SVMs; formerly called Vservers). An SVM is a logical abstraction that represents the set of physical resources of the cluster. Data volumes and network logical interfaces (LIFs) are created and assigned to an SVM and might reside on any node in the cluster to which the SVM has been given access. An SVM might own resources on multiple nodes concurrently, and those resources can be moved non-disruptively from one node in the storage cluster to another. For example, a NetApp FlexVol flexible volume can be non-disruptively moved to a new node and aggregate, or a data LIF can be transparently reassigned to a different physical network port. The SVM abstracts the cluster hardware, and thus it is not tied to any specific physical hardware.
 
   An SVM can support multiple data protocols concurrently. Volumes within the SVM can be joined together to form a single NAS namespace, which makes all of an SVM's data available through a single share or mount point to NFS and CIFS clients. SVMs also support block-based protocols, and LUNs can be created and exported by using iSCSI, FC, or FCoE. Any or all of these data protocols can be configured for use within a given SVM. Storage administrators and management roles can also be associated with SVM, which enables higher security and access control, particularly in environments with more than one SVM, when the storage is configured to provide services to different groups or set of workloads.
 
   Storage Efficiencies
 
   Storage efficiency has always been a primary architectural design point of ONTAP data management software. A wide array of features allows you to store more data using less space. In addition to deduplication and compression, you can store your data more efficiently by using features such as unified storage, multitenancy, thin provisioning, and utilize NetApp Snapshot technology.
 
   Starting with ONTAP 9, NetApp guarantees that the use of NetApp storage efficiency technologies on AFF systems reduce the total logical capacity used to store customer data by 75 percent, a data reduction ratio of 4:1. This space reduction is enabled by a combination of several different technologies, including deduplication, compression, and compaction.
 
   Compaction, which was introduced in ONTAP 9, is the latest patented storage efficiency technology released by NetApp. In the ONTAP WAFL file system, all I/O takes up 4KB of space, even if it does not actually require 4KB of data. Compaction combines multiple blocks that are not using their full 4KB of space together into one block. This one block can be more efficiently stored on the disk to save space.
 
   Encryption
 
   Data security continues to be an important consideration for customers purchasing storage systems. NetApp supported self-encrypting drives in storage clusters prior to ONTAP 9. However, in ONTAP 9, the encryption capabilities of ONTAP are extended by adding an Onboard Key Manager (OKM). The OKM generates and stores keys for each of the drives in ONTAP, allowing ONTAP to provide all functionality required for encryption out of the box. Through this functionality, sensitive data stored on disk is secure and can only be accessed by ONTAP.
 
   Beginning with ONTAP 9.1, NetApp has extended the encryption capabilities further with NetApp Volume Encryption (NVE), a software-based mechanism for encrypting data. It allows a user to encrypt data at the per-volume level instead of requiring encryption of all data in the cluster, thereby providing more flexibility and granularity to the ONTAP administrators. This encryption extends to Snapshot copies and NetApp FlexClone volumes that are created in the cluster. One benefit of NVE is that it runs after the implementation of the storage efficiency features, and, therefore, it does not interfere with the ability of ONTAP to create space savings.
 
   For more information about encryption in ONTAP, see the NetApp Power Encryption Guide in the NetApp ONTAP 9 Documentation Center.
 
   FlexClone
 
   NetApp FlexClone technology enables instantaneous cloning of a dataset without consuming any additional storage until cloned data differs from the original.
 
   SnapMirror (Data Replication)
 
   [bookmark: _Toc535181806]NetApp SnapMirror is a replication technology for data replication across different sites, or within the same datacenter, or on-the-premises datacenter to cloud, or cloud to on-the-premises datacenter.
 
   [bookmark: _Toc536167791]NetApp SnapCenter
 
   SnapCenter is a NetApp next-generation data protection software for tier 1 enterprise applications. SnapCenter, with its single-pane-of-glass management interface, automates and simplifies the manual, complex, and time-consuming processes associated with the backup, recovery, and cloning of multiple databases and other application workloads. 
 
   SnapCenter leverages technologies, including NetApp Snapshot copies, SnapMirror replication technology, SnapRestore data recovery software, and FlexClone thin cloning technology, that allow it to integrate seamlessly with technologies offered by Oracle, Microsoft, SAP, VMware, and MongoDB across FC, iSCSI, and NAS protocols. This integration allows IT organizations to scale their storage infrastructure, meet increasingly stringent SLA commitments, and improve the productivity of administrators across the enterprise.
 
   SnapCenter is used in this solution for backup and restore of VMware virtual machines. SnapCenter has the capability to backup and restore SQL databases running on Windows OS. SnapCenter currently does not support SQL Server running on Linux OS, but that functionality is coming in near future. SnapCenter does not support the backup and restore of virtual machines running on Hyper-V. For Hyper-V virtual machine backup, NetApp SnapManager for Hyper-V can be used.
 
   [bookmark: _Toc536167792][bookmark: _Toc524445980]SnapCenter Architecture
 
   SnapCenter is a centrally managed web-based application that runs on a Windows platform and remotely manages multiple servers that must be protected. 
 
   Figure 6 illustrates the high-level architecture of the NetApp SnapCenter Server.
 
   [bookmark: _Ref535423395]Figure 6  SnapCenter Architecture
 
   
 
   The SnapCenter Server has an HTML5-based GUI as well as PowerShell cmdlets and APIs.
 
   The SnapCenter Server is high-availability capable out of the box, meaning that if one SnapCenter host is ever unavailable for any reason, then the second SnapCenter Server can seamlessly take over and no operations are affected.
 
   The SnapCenter Server can push out plug-ins to remote hosts. These plug-ins are used to interact with an application, a database, or a file system. In most cases, the plug-ins must be present on the remote host  so that application- or database-level commands can be issued from the same host where the application or database is running.
 
   To manage the plug-ins and the interaction between the SnapCenter Server and the plug-in host, SnapCenter uses SM Service, which is a NetApp SnapManager web service running on top [bookmark: _Hlk523302444]of Windows Server Internet Information Services (IIS) on the SnapCenter Server. SM Service takes all client requests such as backup, restore, clone, and so on. 
 
   The SnapCenter Server communicates those requests to SMCore, which is a service that runs co-located within the SnapCenter Server and remote servers and plays a significant role in coordinating with the SnapCenter plug-ins package for Windows. The package includes the SnapCenter plug-in for Microsoft Windows Server and SnapCenter plug-in for Microsoft SQL Server to discover the host file system, gather database metadata, quiesce and thaw, and manage the SQL Server database during backup, restore, clone, and verification.
 
   SnapCenter Virtualization (SCV) is another plug-in that manages virtual servers running on VMWare and that helps in discovering the host file system, databases on virtual machine disks (VMDK), and raw device mapping (RDM). 
 
   [bookmark: _Toc536167793][bookmark: _Toc524445981]SnapCenter Features
 
   SnapCenter enables you to create application-consistent Snapshot copies and to complete data protection operations, including Snapshot copy-based backup, clone, restore, and backup verification operations. SnapCenter provides a centralized management environment, while using role-based access control (RBAC) to delegate data protection and management capabilities to individual application users across the SnapCenter Server and Windows hosts. 
 
   SnapCenter includes the following key features:
 
   ·         A unified and scalable platform across applications and database environments and virtual and nonvirtual storage, powered by the SnapCenter Server
 
   ·         Consistency of features and procedures across plug-ins and environments, supported by the SnapCenter user interface
 
   ·         RBAC for security and centralized role delegation
 
   ·         Application-consistent Snapshot copy management, restore, clone, and backup verification support from both primary and secondary destinations (NetApp SnapMirror and SnapVault) 
 
   ·         Remote package installation from the SnapCenter GUI 
 
   ·         Nondisruptive, remote upgrades
 
   ·         A dedicated SnapCenter repository for faster data retrieval
 
   ·         Load balancing implemented by using Microsoft Windows network load balancing (NLB) and application request routing (ARR), with support for horizontal scaling
 
   ·         Centralized scheduling and policy management to support backup and clone operations 
 
   ·         Centralized reporting, monitoring, and dashboard views
 
   ·         SnapCenter 4.1 support for data protection for VMware virtual machines, SQL Server Databases, Oracle Databases, MySQL, SAP HANA, MongoDB, and Microsoft Exchange
 
   ·         SnapCenter Plug-in for VMware in vCenter integration into the vSphere Web Client.  All virtual machine backup and restore tasks are preformed through the web client GUI 
 
   ·         Using the SnapCenter Plug-in for VMware in vCenter you can:
 
   -        Create policies, resource groups and backup schedules for virtual machines
 
   -        Backup virtual machines, VMDKs, and datastores
 
   -        Restore virtual machines, VMDKs, and files and folders (on Windows guest OS)
 
   -        Attach and detach VMDK
 
   -        Monitor and report data protection operations on virtual machines and datastores
 
   -        Support RBAC security and centralized role delegation 
 
   -        Support guest file or folder (single or multiple) support for Windows guest OS
 
   -        Restore an efficient storage base from primary and secondary Snapshot copies through Single File SnapRestore
 
   -        Generate dashboard and reports that provide visibility into protected versus unprotected virtual machines and status of backup, restore, and mount jobs
 
   -        Attach or detach virtual disks from secondary Snapshot copies
 
   -        Attach virtual disks to an alternate virtual machine
 
   [bookmark: _Toc536167794]VMware vSphere 6.7
 
   VMWare vSphere 6.7 is the industry leading virtualization platform. VMware ESXi 6.7 is used to deploy and run the virtual machines. VCenter Server Appliance 6.7 is used to manage the ESXi hosts and virtual machines. Multiple ESXi hosts running on Cisco UCS B200 M5 blades are used form a VMware ESXi cluster. VMware ESXi cluster pool the compute, memory and network resources from all the cluster nodes and provides resilient platform for virtual machines running on the cluster. VMware ESXi cluster features, vSphere high availability and Distributed Resources Scheduler (DRS), contribute to the tolerance of the vSphere Cluster withstanding failures as well as distributing the resources across the VMWare ESXi hosts.
 
   [bookmark: _Toc536167795]Microsoft Windows Server 2016 Hyper-V
 
   Hyper-V is another leading virtualization platform offering from Microsoft. Hyper-V role is enabled on the Windows Server 2016 hosts to facilitate the virtual machine deployment. Multiple Windows Server 2016 hosts running on Cisco UCS B200 M5 blades are used to form Windows Server Failover Cluster (WSFC). WSFC along with Performance and Resource Management (PRO), Windows Hyper-V cluster provides high availability and resilient cluster platform for virtual machines to critical applications.
 
   [bookmark: _Toc536167796]Red Hat Enterprise Linux 7
 
   Red Hat Enterprise Linux (RHEL) is a widely adapted Linux server operating system. In this solution, RHEL 7,4 is used as guest operating system inside the virtual machines deployed on VMware ESXi Cluster and Windows Hyper-V Cluster. Using Red Hat Enterprise Linux 7, high availability can be deployed in a variety of configurations to suit varying needs for performance, high-availability, load balancing, and file sharing. RHEL uses pacemaker, a leading high availability cluster resource manager, to mage and recover cluster resources.
 
   [bookmark: _Toc536167797]Microsoft SQL Server 2017
 
   Microsoft SQL Server 2017 is the recent relational database engine from Microsoft. It brings in lot of new features and enhancements to the relational and analytical engines. With SQL Server 2017, Microsoft embraces Linux operating systems and announces to support SQL Server on Linux. SQL server 2017 is the first stable version that performs as good as it does in Windows. Currently most of the database features that are supported in Windows are also supported in Linux. This enablement on Linux removes windows lock-in and provides flexibility to the customers to choose and deploy SQL Server databases on widely used Linux flavored operating systems.
 
   
 
    [bookmark: _Toc536167798]Solution Design
 
   
 
   FlexPod is a defined set of hardware and software that serves as an integrated foundation for both virtualized and non-virtualized solutions. VMware vSphere built on FlexPod includes NetApp All Flash FAS storage, Cisco Nexus networking, Cisco Unified Computing System, and VMware vSphere software in a single package. The design is flexible enough that the networking, computing, and storage can fit in one datacenter rack or be deployed according to a customer's data center design. Port density enables the networking components to accommodate multiple configurations of this kind. 
 
   One benefit of the FlexPod architecture is the ability to customize or "flex" the environment to suit a customer's requirements. A FlexPod can easily be scaled as requirements and demand change. The unit can be scaled both up (adding resources to a FlexPod unit) and out (adding more FlexPod units). The reference architecture detailed in this document highlights the resiliency, cost benefit, and ease of deployment of an IP-based storage solution. A storage system capable of serving multiple protocols across a single interface allows for customer choice and investment protection because it truly is a wire-once architecture. 
 
   Figure 7 shows FlexPod components and the network connections for a configuration with the Cisco UCS 6332-16UP Fabric Interconnects. This design has end-to-end 40 Gb Ethernet connections between the Cisco UCS 5108 Blade Chassis and the Cisco UCS Fabric Interconnect, between the Cisco UCS Fabric Interconnect and Cisco Nexus 9000, and between Cisco Nexus 9000 and NetApp AFF A300. This infrastructure is deployed to provide iSCSI-booted hosts with file-level and block-level access to shared storage. The reference architecture reinforces the "wire-once" strategy, because as additional storage is added to the architecture, no re-cabling is required from the hosts to the Cisco UCS fabric interconnect.
 
   [bookmark: _Ref535345330]Figure 7  FlexPod With Cisco UCS 6332-16UP Fabric Interconnects
 
    
 
   Figure 7 illustrates a base design. Each of the components can be scaled easily to support specific business requirements. For example, more (or different) servers or even blade chassis can be deployed to increase compute capacity, additional storage controllers or disk shelves can be deployed to improve I/O capability and throughput, and special hardware or software features can be added to introduce new features.
 
   The following components are used to the validate and test the solution:
 
   ·         1x Cisco 5108 chassis with Cisco UCS 2304 IO Modules
 
   ·         5x B200 M5 Blades with VIC 1340 and a Port Expander card
 
   ·         Two Cisco Nexus 93180YC-EX switches
 
   ·         Two Cisco UCS 6332-16UP fabric interconnects
 
   ·         One NetApp AFF A300 (HA pair) running clustered Data ONTAP with Disk shelves and Solid-State Drives (SSD)
 
   In this solution, both VMware ESXi and Windows Hyper-V virtual environments are tested and validated for deploying SQL Server 2017 on virtual machine running Red Hat Enterprise Linux operating system.
 
   Figure 8 illustrates the high-level steps to deploy SQL Server on a RHEL virtual machine in a FlexPod environment with both VMware and Hyper-V hypervisors.
 
   [bookmark: _Ref535423838]Figure 8  Flowchart to Deploy SQL Server on a RHEL Virtual Machine in a FlexPod Environment
 
   
 
   
 
    [bookmark: _Toc536167799]Deployment Hardware and Software
 
   
 
   [bookmark: _Toc536167800]Software Revisions
 
   Table 1  lists the software revisions for this solution.
 
   [bookmark: _Ref535424028]Table 1          Software Revisions
 
    
     
      
       
       	 Layer
  
       	 Device
  
       	 Image
  
       	 Components
  
      
 
      
      
       
       	 Compute
  
       	 Cisco UCS third-generation 6332-16UP
  
       	 4.0(1c)
  
       	 Includes Cisco 5108 blade chassis with UCS 2304 IO Modules
 Cisco UCS B200 M5 blades with Cisco UCS VIC 1340 adapter
  
      
 
       
       	 Network Switches
  
       	 Includes Cisco Nexus 93180YC 
  
       	 NX-OS: 9.2.2
  
       	  
  
      
 
       
       	 Storage Controllers
  
       	 NetApp AFF A300 storage controllers
  
       	 Data ONTAP 9.5
  
       	  
  
      
 
       
       	 Software
  
       	 Cisco UCS Manager
  
       	 4.0(1c)
  
       	  
  
      
 
       
       	  
  
       	 Cisco UCS Manager Plugin for VMware vSphere Web Client
  
       	 2.0.4
  
       	  
  
      
 
       
       	  
  
       	 VMware vSphere ESXi 
  
       	 6.7 U1
  
       	  
  
      
 
       
       	  
  
       	 VMware vCenter
  
       	 6.7 U1
  
       	  
  
      
 
       
       	  
  
       	 Microsoft Windows Hyper-V
  
       	 Windows Server 2016
  
       	  
  
      
 
       
       	  
  
       	 NetApp Virtual Storage Console (VSC)
  
       	 7.2.1
  
       	  
  
      
 
       
       	  
  
       	 NetApp SnapCenter
  
       	 4.1.1
  
       	  
  
      
 
       
       	  
  
       	 NetApp Host Utilities Kit for RHEL 7.4 & Windows 2016
  
       	 7.1
  
       	  
  
      
 
       
       	  
  
       	 Red Hat Enterprise Linux 7.4
  
       	 7.4
  
       	  
  
      
 
       
       	  
  
       	 Microsoft SQL Server
  
       	 2017
  
       	  
  
      
 
      
    
 
   
 
   [bookmark: _Toc536167801]Configuration Guidelines
 
   This document provides the details to configure a fully redundant, highly available configuration for a FlexPod unit with clustered Data ONTAP storage. Therefore, reference is made to which component is being configured with each step, either 01 or 02 or A and B. For example, node01 and node02 are used to identify the two NetApp storage controllers that are provisioned with this document, and Cisco Nexus A or Cisco Nexus B identifies the pair of Cisco Nexus switches that are configured. The Cisco UCS fabric interconnects are similarly configured. Additionally, this document details the steps for provisioning multiple Cisco UCS hosts, and these examples are identified as: VM-Host-01, VM-Host-02 to represent infrastructure hosts deployed to each of the fabric interconnects in this document. Finally, to indicate that you should include information pertinent to your environment in a given step, <text> appears as part of the command structure. See the following example for the network port vlan create command:
 
   Usage:
 
      network port vlan create ? 
 
    [-node] <nodename>                  Node
 
    { [-vlan-name] {<netport>|<ifgrp>}  VLAN Name
 
    |  -port {<netport>|<ifgrp>}        Associated Network Port
 
    [-vlan-id] <integer> }              Network Switch VLAN Identifier
 
   Example:
 
      network port vlan -node <node01> -vlan-name i0a-<vlan id>
 
   This document is intended to enable you to fully configure the customer environment. In this process, various steps require you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well as to record appropriate MAC addresses. Table 3  lists the virtual machines necessary for deployment as outlined in this guide. Table 2  lists the VLANs necessary for deployment as outlined in this guide.
 
   [bookmark: _Ref535424146]Table 2         Necessary VLANs
 
    
     
      
       
       	 VLAN Name
  
       	 VLAN Purpose
  
       	 ID used in Validating this Document
  
       	 Virtual Environment (VMware / Hyper-V)
  
      
 
      
      
       
       	 Out of Band Mgmt
  
       	 VLAN for out-of-band management interfaces
  
       	 17
  
       	 VMware & Hyper-V
  
      
 
       
       	 In Band Mgmt
  
       	 VLAN for in-band management interfaces
  
       	 117
  
       	  
  
      
 
       
       	 Native-VLAN
  
       	 VLAN to which untagged frames are assigned
  
       	 2
  
       	 VMware & Hyper-V
  
      
 
       
       	 SQL-VM-MGMT
  
       	 VLAN for in-band management interfaces
 and virtual machines interfaces
  
       	 904
  
       	 VMware
  
      
 
       
       	 [bookmark: _Hlk535168329]SQL-VM-iSCSI-A
  
       	 VLAN for iSCSI A traffic for SQL virtual machines on ESXi as well as ESXi Infrastructure 
  
       	 3012
  
       	 VMware
  
      
 
       
       	 SQL-VM-iSCSI-B
  
       	 VLAN for iSCSI B traffic for SQL virtual machines on ESXi as well as ESXi Infrastructure
  
       	 3022
  
       	 VMware
  
      
 
       
       	 SQL-vMotion
  
       	 VLAN for VMware vMotion
  
       	 905
  
       	 VMware
  
      
 
       
       	 SQL-HV-MGMT
  
       	 VLAN for in-band management interfaces
 and virtual machines interfaces
  
       	 906
  
       	 Hyper-V
  
      
 
       
       	 SQL-HV-iSCSI-A
  
       	 VLAN for iSCSI A traffic for SQL virtual machines on Hyper-V as well as Hyper-V Infrastructure
  
       	 3013
  
       	 Hyper-V
  
      
 
       
       	 SQL-HV-iSCSI-B
  
       	 VLAN for iSCSI B traffic for SQL virtual machines on Hyper-V as well as Hyper-V Infrastructure
  
       	 3023
  
       	 Hyper-V
  
      
 
       
       	 SQL-Live-Migration
  
       	 VLAN for Hyper-V virtual machine’s live migration
  
       	 907
  
       	 Hyper-V
  
      
 
       
       	 SQL-HV-Cluster
  
       	 VLAN for private cluster communication
  
       	 908
  
       	 Hyper-V
  
      
 
      
    
 
   
 
    
    [image: *]          For simplicity purposes, the same VLAN ID (SQL-VM-MGMT/SQL-HV-MGMT) is used for both in-band management interfaces of hypervisor hosts and virtual machines running the production workloads. If required, different VLANs can be used to segregate these traffics. 
 
   
 
   Table 3  lists the virtual machines necessary for deployment as outlined in this document.
 
   [bookmark: _Ref535424165]Table 3          Virtual Machines
 
    
     
      
       
       	 Virtual Machine Description
  
       	 Host Name
  
      
 
      
      
       
       	 Active Directory
  
       	  
  
      
 
       
       	 vCenter Server
  
       	  
  
      
 
       
       	 NetApp VSC
  
       	  
  
      
 
       
       	 NetApp SnapCenter Server
  
       	  
  
      
 
      
    
 
   
 
   [bookmark: _Toc536167802]Physical Infrastructure
 
   [bookmark: _Toc536167803][bookmark: FlexPodCabling]FlexPod Cabling
 
   The information in this section is provided as a reference for cabling the physical equipment in a FlexPod environment. To simplify cabling requirements, the tables include both local and remote device and port locations.
 
   The tables in this section contain details for the prescribed and supported configuration of the NetApp AFF A300 running NetApp ONTAP 9.5.
 
    
    [image: *]          For any modifications of this prescribed architecture, consult the NetApp Interoperability Matrix Tool (IMT) 
 
   
 
   This document assumes that out-of-band management ports are plugged into an existing management infrastructure at the deployment site. These interfaces will be used in various configuration steps.
 
    
    [image: *]            Be sure to use the cabling directions in this section as a guide.
 
   
 
   The NetApp storage controller and disk shelves should be connected according to best practices for the specific storage controller and disk shelves. For disk shelf cabling, refer to the Universal SAS and ACP Cabling Guide: https://library.netapp.com/ecm/ecm_get_file/ECMM1280392
 
   The following details the cable connections used in the validation lab for the 40Gb end-to-end iSCSI topology based on the Cisco UCS 6332-16UP fabric interconnect.  Additional 1Gb management connections will be needed for an out-of-band network switch that sits apart from the FlexPod infrastructure.  Each Cisco UCS fabric interconnect and Cisco Nexus switch is connected to the out-of-band network switch, and each AFF controller has two connections to the out-of-band network switch.
 
   Figure 9  FlexPod Cabling with Cisco UCS 6332-16UP Fabric Interconnects
 
   
 
   
 
    [bookmark: _Toc536167804]Network Switch Configuration
 
   
 
   This section provides the detailed process to configure the Cisco Nexus 9000s for use in a FlexPod environment. 
 
    
    [image: *]          Follow these steps precisely since failure to do so could result in an improper configuration.
 
   
 
   [bookmark: _Toc536167805]Physical Connectivity
 
   Follow the physical connectivity guidelines for FlexPod as described in section FlexPod Cabling.
 
   [bookmark: _Toc536167806]FlexPod Cisco Nexus Base
 
   The following procedures describe how to configure the Cisco Nexus switches for use in a base FlexPod environment. This procedure assumes the use of Cisco Nexus 9000 9.2.2 and is valid for Cisco Nexus 93180YC-EX switches deployed with the 40Gb end-to-end topology.
 
    
    [image: *]          The following process includes setting up the Network Time Protocol (NTP) distribution on the in-band management VLAN. The interface-vlan feature and ntp commands are used in this setup. This procedure assumes that the default VRF is used to route the in-band management VLAN.
 
   
 
   [bookmark: _Toc536167807]Set Up Initial Configuration
 
   [bookmark: _Toc536167808]Cisco Nexus A
 
   To set up the initial configuration for the Cisco Nexus A switch on <nexus-A-hostname>, follow these steps:
 
   1.        Configure the switch.
 
    
    [image: *]          On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automatically start and attempt to enter Power on Auto Provisioning.
 
   
 
   Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
 
   Do you want to enforce secure password standard (yes/no) [y]: Enter
 
   Enter the password for "admin": <password>
 
   Confirm the password for "admin": <password>
 
   Would you like to enter the basic configuration dialog (yes/no): yes
 
   Create another login account (yes/no) [n]: Enter
 
   Configure read-only SNMP community string (yes/no) [n]: Enter
 
   Configure read-write SNMP community string (yes/no) [n]: Enter
 
   Enter the switch name: <nexus-A-hostname>
 
   Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter
 
   Mgmt0 IPv4 address: <nexus-A-mgmt0-ip>
 
   Mgmt0 IPv4 netmask: <nexus-A-mgmt0-netmask>
 
   Configure the default gateway? (yes/no) [y]: Enter
 
   IPv4 address of the default gateway: <nexus-A-mgmt0-gw>
 
   Configure advanced IP options? (yes/no) [n]: Enter
 
   Enable the telnet service? (yes/no) [n]: Enter
 
   Enable the ssh service? (yes/no) [y]: Enter
 
    
 
   Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter
 
   Number of rsa key bits <1024-2048> [1024]: Enter
 
   Configure the ntp server? (yes/no) [n]: y
 
   NTP server IPv4 address: <global-ntp-server-ip>
 
   Configure default interface layer (L3/L2) [L3]: L2
 
   Configure default switchport interface state (shut/noshut) [shut]: Enter
 
   Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]: Enter
 
   Would you like to edit the configuration? (yes/no) [n]: Enter
 
   2.       Review the configuration summary before enabling the configuration.
 
   Use this configuration and save it? (yes/no) [y]: Enter
 
   [bookmark: _Toc536167809]Cisco Nexus B
 
   To set up the initial configuration for the Cisco Nexus B switch on <nexus-B-hostname>, follow these steps:
 
   1.        Configure the switch.
 
    
    [image: *]          On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automatically start and attempt to enter Power on Auto Provisioning.
 
   
 
   Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
 
   Do you want to enforce secure password standard (yes/no) [y]: Enter
 
   Enter the password for "admin": <password>
 
   Confirm the password for "admin": <password>
 
   Would you like to enter the basic configuration dialog (yes/no): yes
 
   Create another login account (yes/no) [n]: Enter
 
   Configure read-only SNMP community string (yes/no) [n]: Enter
 
   Configure read-write SNMP community string (yes/no) [n]: Enter
 
   Enter the switch name: <nexus-B-hostname>
 
   Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter
 
   Mgmt0 IPv4 address: <nexus-B-mgmt0-ip>
 
   Mgmt0 IPv4 netmask: <nexus-B-mgmt0-netmask>
 
   Configure the default gateway? (yes/no) [y]: Enter
 
   IPv4 address of the default gateway: <nexus-B-mgmt0-gw>
 
   Configure advanced IP options? (yes/no) [n]: Enter
 
   Enable the telnet service? (yes/no) [n]: Enter
 
   Enable the ssh service? (yes/no) [y]: Enter
 
    
 
   Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter
 
   Number of rsa key bits <1024-2048> [1024]: Enter
 
   Configure the ntp server? (yes/no) [n]: y
 
   NTP server IPv4 address: <global-ntp-server-ip>
 
   Configure default interface layer (L3/L2) [L3]: L2
 
   Configure default switchport interface state (shut/noshut) [shut]: Enter
 
   Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]: Enter
 
   Would you like to edit the configuration? (yes/no) [n]: Enter
 
   2.       Review the configuration summary before enabling the configuration.
 
   Use this configuration and save it? (yes/no) [y]: Enter
 
   [bookmark: _Toc536167810]FlexPod Cisco Nexus Switch Configuration
 
   [bookmark: _Toc536167811]Enable Licenses
 
   Cisco Nexus A and Cisco Nexus B
 
   To license the Cisco Nexus switches, follow these steps:
 
   1.        Log in as admin.
 
   2.       Run the following commands:
 
   config t
 
   feature interface-vlan
 
   feature lacp
 
   feature vpc
 
   feature lldp
 
   [bookmark: _Toc536167812]Set Global Configurations
 
   Cisco Nexus A and Cisco Nexus B
 
   To set global configurations, follow this step on both switches:
 
   1.        Run the following commands to set global configurations:
 
   spanning-tree port type network default
 
   spanning-tree port type edge bpduguard default
 
   spanning-tree port type edge bpdufilter default
 
   port-channel load-balance src-dst l4port
 
   ntp server <global-ntp-server-ip> use-vrf management
 
   ntp master 3
 
   ip route 0.0.0.0/0 <ib-mgmt-vlan-gateway>
 
   copy run start
 
   [bookmark: _Toc536167813]Create VLANs
 
   Cisco Nexus A and Cisco Nexus B
 
   To create the necessary virtual local area networks (VLANs), follow this step on both switches:
 
   1.        From the global configuration mode, run the following commands:
 
   vlan <Native-VLAN-id>
 
   name Native-VLAN
 
    
 
   vlan <SQL-VM-MGMT-id>
 
   name SQL-VM-MGMT
 
   vlan <SQL-vMotion-id>
 
   name SQL-vMotion
 
   vlan <SQL-VM-iSCSI-A-id>
 
   name SQL-VM-iSCSI-A
 
   vlan <SQL-VM-iSCSI-B-id>
 
   name SQL-VM-iSCSI-B
 
    
 
   vlan <SQL-HV-MGMT-id>
 
   name SQL-HV-MGMT
 
   vlan <SQL-Live-Migration-id>
 
   name SQL-Live-Migration
 
   vlan <SQL-HV-iSCSI-A-id>
 
   name SQL-HV-iSCSI-A
 
   vlan <SQL-HV-iSCSI-B-id>
 
   name SQL-HV-iSCSI-B
 
   vlan <SQL-HV-Cluster-id>
 
   name SQL-HV-Cluster
 
   exit
 
   [bookmark: _Toc536167814]Add NTP Distribution Interface
 
   Cisco Nexus A
 
   From the global configuration mode, run the following commands:
 
   ntp source <switch-a-ntp-ip>
 
   interface Vlan<ib-mgmt-vlan-id>
 
   ip address <switch-a-ntp-ip>/<ib-mgmt-vlan-netmask-length>
 
   no shutdown
 
   exit
 
   Cisco Nexus B
 
   From the global configuration mode, run the following commands:
 
   ntp source <switch-b-ntp-ip>
 
   interface Vlan<ib-mgmt-vlan-id>
 
   ip address <switch-b-ntp-ip>/<ib-mgmt-vlan-netmask-length>
 
   no shutdown
 
   exit
 
   [bookmark: _Toc536167815]Add Individual Port Descriptions for Troubleshooting
 
   Cisco Nexus A
 
   To add individual port descriptions for troubleshooting activity and verification for switch A, follow this step:
 
    
    [image: *]          In this step and in the later sections, configure the AFF nodename <st-node> and Cisco UCS 6332-16UP fabric interconnect clustername <ucs-clustername> interfaces as appropriate to your deployment.
 
   
 
   1.        From the global configuration mode, run the following commands:
 
   interface Eth1/51
 
   description <st-node>-1:e2a
 
   interface Eth1/52
 
   description <st-node>-2:e2a
 
   interface Eth1/53
 
   description <ucs-clustername>-A:1/39
 
   interface Eth1/54
 
   description <ucs-clustername>-B:1/39
 
   interface Eth1/43
 
   description <nexus-hostname>-B:1/43
 
   interface Eth1/44
 
   description <nexus-hostname>-B:1/44
 
   interface Eth1/45
 
   description <nexus-hostname>-B:1/45
 
   interface Eth1/46
 
   description <nexus-hostname>-B:1/46
 
   exit
 
   Cisco Nexus B
 
   To add individual port descriptions for troubleshooting activity and verification for switch B, follow this step:
 
   1.        From the global configuration mode, run the following commands:
 
   interface Eth1/51
 
   description <st-node>-1:e2e
 
   interface Eth1/52
 
   description <st-node>-2:e2e
 
   interface Eth1/53
 
   description <ucs-clustername>-A:1/40
 
   interface Eth1/54
 
   description <ucs-clustername>-B:1/40
 
   interface Eth1/43
 
   description <nexus-hostname>-A:1/43
 
   interface Eth1/44
 
   description <nexus-hostname>-A:1/44
 
   interface Eth1/45
 
   description <nexus-hostname>-A:1/45
 
   interface Eth1/46
 
   description <nexus-hostname>-A:1/46
 
   exit
 
   [bookmark: _Toc536167816]Create Port Channels
 
   Cisco Nexus A and Cisco Nexus B
 
   To create the necessary port channels between devices, follow this step on both switches:
 
   1.        From the global configuration mode, run the following commands:
 
   interface Po10
 
   description vPC peer-link
 
   interface Eth1/43-46
 
   channel-group 10 mode active
 
   no shutdown
 
    
 
   interface Po151
 
   description <st-node>-1
 
   interface Eth1/51
 
   channel-group 151 mode active
 
   no shutdown
 
    
 
   interface Po152
 
   description <st-node>-2
 
   interface Eth1/52
 
   channel-group 152 mode active
 
   no shutdown
 
    
 
   interface Po153
 
   description <ucs-clustername>-A
 
   interface Eth1/53
 
   channel-group 153 mode active
 
   no shutdown
 
    
 
   interface Po154
 
   description <ucs-clustername>-B
 
   interface Eth1/54
 
   channel-group 154 mode active
 
   no shutdown
 
   exit
 
   copy run start
 
   [bookmark: _Toc536167817]Configure Port Channel Parameters
 
   Cisco Nexus A and Cisco Nexus B
 
   To configure port channel parameters, follow this step on both switches:
 
   1.        From the global configuration mode, run the following commands:
 
   interface Po10
 
   switchport mode trunk
 
   switchport trunk native vlan 2
 
   switchport trunk allowed vlan <SQL-VM-MGMT-id>,<SQL-VM-iSCSI-A-id>,<SQL-VM-iSCSI-B-id>,<SQL-vMotion-id>,<SQL-HV-MGMT-id>,<SQL-HV-iSCSI-A-id>,<SQL-HV-iSCSI-B-id>,<SQL-Live-Migration-id>,<SQL-HV-Cluster-id>
 
   spanning-tree port type network
 
    
 
   interface Po151
 
   switchport mode trunk
 
   switchport trunk native vlan 2
 
   switchport trunk allowed vlan <SQL-VM-iSCSI-A-id>, <SQL-VM-iSCSI-B-id>, <SQL-HV-iSCSI-A-id>,<SQL-HV-iSCSI-B-id>
 
   spanning-tree port type edge trunk
 
   mtu 9216
 
    
 
   interface Po152
 
   switchport mode trunk
 
   switchport trunk native vlan 2
 
   switchport trunk allowed vlan <SQL-VM-iSCSI-A-id>, <SQL-VM-iSCSI-B-id>, <SQL-HV-iSCSI-A-id>,<SQL-HV-iSCSI-B-id>
 
   spanning-tree port type edge trunk
 
   mtu 9216
 
    
 
   interface Po153
 
   switchport mode trunk
 
   switchport trunk native vlan 2
 
   switchport trunk allowed vlan <SQL-VM-MGMT-id>, <SQL-VM-iSCSI-A-id>,<SQL-VM-iSCSI-B-id>,<SQL-vMotion-id>,<SQL-HV-MGMT-id>,<SQL-HV-iSCSI-A-id>,<SQL-HV-iSCSI-B-id>,<SQL-Live-Migration-id>,<SQL-HV-Cluster-id>
 
   spanning-tree port type edge trunk
 
   mtu 9216
 
    
 
   interface Po154
 
   switchport mode trunk
 
   switchport trunk native vlan 2
 
   switchport trunk allowed vlan <SQL-VM-MGMT-id>, <SQL-VM-iSCSI-A-id>,<SQL-VM-iSCSI-B-id>,<SQL-vMotion-id>,<SQL-HV-MGMT-id>,<SQL-HV-iSCSI-A-id>,<SQL-HV-iSCSI-B-id>,<SQL-Live-Migration-id>,<SQL-HV-Cluster-id>
 
   spanning-tree port type edge trunk
 
   mtu 9216
 
    
 
   exit
 
   copy run start
 
   [bookmark: _Toc536167818]Configure Virtual Port Channels
 
   Cisco Nexus A
 
   To configure virtual port channels (vPCs) for switch A, follow this step:
 
   1.        From the global configuration mode, run the following commands:
 
   vpc domain <nexus-vpc-domain-id>
 
   role priority 10
 
   peer-keepalive destination <nexus-B-mgmt0-ip> source <nexus-A-mgmt0-ip>
 
   peer-switch
 
   peer-gateway
 
   auto-recovery
 
   delay restore 150
 
   interface Po10
 
   vpc peer-link
 
   interface Po151
 
   vpc 151
 
   interface Po152
 
   vpc 152
 
   interface Po153
 
   vpc 153
 
   interface Po154
 
   vpc 154
 
   exit
 
   copy run start
 
   Cisco Nexus B
 
   To configure vPCs for switch B, follow this step:
 
   1.        From the global configuration mode, run the following commands:
 
   vpc domain <nexus-vpc-domain-id>
 
   role priority 20
 
   peer-keepalive destination <nexus-A-mgmt0-ip> source <nexus-B-mgmt0-ip>
 
   peer-switch
 
   peer-gateway
 
   auto-recovery
 
   delay restore 150
 
   interface Po10
 
   vpc peer-link
 
   interface Po151
 
   vpc 151
 
   interface Po152
 
   vpc 152
 
   interface Po153
 
   vpc 153
 
   interface Po154
 
   vpc 154
 
   exit
 
   copy run start
 
   [bookmark: _Toc536167819]Uplink into Existing Network Infrastructure
 
   Depending on the available network infrastructure, several methods and features can be used to uplink the FlexPod environment. If an existing Cisco Nexus environment is present, we recommend using vPCs to uplink the Cisco Nexus switches included in the FlexPod environment into the infrastructure. The previously described procedures can be used to create an uplink vPC to the existing environment. Make sure to run copy run start to save the configuration on each switch after the configuration is completed.
 
   
 
    [bookmark: _Toc488653874][bookmark: _Toc427325316][bookmark: _Toc536167820][bookmark: _Toc488653775]Storage Configuration
 
   
 
   [bookmark: _Toc536167821][bookmark: _Toc488653777][bookmark: _Toc427325160]NetApp Hardware Universe
 
   [bookmark: _Toc427325161]The NetApp Hardware Universe (HWU) application provides supported hardware and software components for any specific ONTAP version. It provides configuration information for all the NetApp storage appliances currently supported by ONTAP software. It also provides a table of component compatibilities. 
 
    
    [image: *]       Confirm that the hardware and software components that you would like to use are supported with the version of ONTAP that you plan to install by using the HWU application at the NetApp Support site.
 
   
 
   1.        Access the HWU application to view the system configuration guides. Click the Platforms tab to view the compatibility between different version of the ONTAP software and the NetApp storage Platforms with your desired specifications.
 
   2.       Alternatively, to compare components by storage appliance, click Compare Storage Systems.
 
   [bookmark: _Toc536167822][bookmark: _Toc488653778]Controllers and Disk Shelves
 
   Follow the physical installation procedures for the controllers found in the AFF A300 Series product documentation in the NetApp AFF and FAS Documentation Center.
 
   [bookmark: _Toc536167823][bookmark: _Toc488653776][bookmark: _Toc427325159]AFF A300 Controllers
 
   See the Installation and Setup section in the NetApp AFF and FAS System Documentation Center for planning the physical location of the storage systems.
 
   [bookmark: _Toc536167824][bookmark: _Toc488653779][bookmark: _Toc427325162]Disk Shelves
 
   NetApp storage systems support a wide variety of disk shelves and disk drives. The complete list of disk shelves that are supported by the AFF A300 is available at the NetApp Support site.
 
   When using SAS disk shelves with NetApp storage controllers, refer to the SAS Disk Shelves Universal SAS and ACP Cabling Guide for proper cabling guidelines.
 
   [bookmark: _Toc536167825][bookmark: _Toc488653780][bookmark: _Toc427325163][bookmark: _Toc349899226][bookmark: _Toc406007816][bookmark: _Toc391569375][bookmark: _Ref384299235][bookmark: _Ref350286214]Clustered Data ONTAP 9.5
 
   [bookmark: _Toc536167826][bookmark: _Toc488653781][bookmark: _Toc427325164]Complete Configuration Worksheet
 
   Before running the setup script, complete the cluster setup worksheet from the ONTAP 9.5 Software Setup Guide in the ONTAP 9 Documentation Center. You must have access to the NetApp Support site to open the cluster setup worksheet.
 
   [bookmark: _Toc536167827][bookmark: _Toc488653782][bookmark: _Toc427325165]Configure ONTAP Nodes
 
   Before running the setup script, review the configuration worksheets in the ONTAP 9.5 Software Setup Guide to learn about configuring ONTAP. Table 4  lists the information needed to configure two ONTAP nodes. Customize the cluster detail values with the information applicable to your deployment.
 
   [bookmark: _Ref536035600]Table 4         ONTAP Software Installation Prerequisites
 
    
     
      
       
       	 Cluster Detail
  
       	 Cluster Detail Value
  
      
 
      
      
       
       	 Cluster node 01 IP address
  
       	 <node01-mgmt-ip>
  
      
 
       
       	 Cluster node 01 netmask
  
       	 <node01-mgmt-mask>
  
      
 
       
       	 Cluster node 01 gateway
  
       	 <node01-mgmt-gateway>
  
      
 
       
       	 Cluster node 02 IP address
  
       	 <node02-mgmt-ip>
  
      
 
       
       	 Cluster node 02 netmask
  
       	 <node02-mgmt-mask>
  
      
 
       
       	 Cluster node 02 gateway
  
       	 <node02-mgmt-gateway>
  
      
 
       
       	 Data ONTAP 9.5 URL
  
       	 <url-boot-software>
  
      
 
      
    
 
   
 
    
    [image: *]       Pursuant to best practices, NetApp recommends the following command on the LOADER prompt of the NetApp controllers to assist with LUN stability during copy operations. To access the LOADER prompt, connect to the controller through serial console port or Service Processor connection and press Ctrl-C to halt the boot process when prompted: setenv bootarg.tmgr.disable_pit_hp 1
 
   
 
    
 
    
    [image: *]       For more information about the workaround, please see the NetApp public report. Note that a NetApp login is required to view the report: http://nt-ap.com/2w6myr4 
 
   
 
    
 
    
    [image: *]       For more information about Windows Offloaded Data Transfers see: https://technet.microsoft.com/en- us/library/hh831628(v=ws.11).aspx
 
   
 
   Configure Node 01
 
   To configure node 01, follow these steps:
 
   1.        Connect to the storage system console port. You should see a Loader-A prompt. However, if the storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when the following message displays:
 
    
    Starting AUTOBOOT press Ctrl-C to abort…
 
   
 
   2.       Allow the system to boot up.
 
    
    autoboot
 
   
 
   3.        Press Ctrl-C when prompted.
 
    
    [image: *]          If ONTAP 9.5 is not the version of software being booted, continue with the following steps to install new software. If ONTAP 9.5 is the version being booted, select option 8 and y to reboot the node; then continue with step 14.
 
   
 
   4.       To install new software, select option 7.
 
   5.        Enter y to perform an upgrade.
 
   6.       Select e0M for the network port you want to use for the download.
 
   7.        Enter y to reboot now.
 
   8.       Enter the IP address, netmask, and default gateway for e0M.
 
    
    <node01-mgmt-ip> <node01-mgmt-mask> <node01-mgmt-gateway> 
 
   
 
   9.       Enter the URL where the software can be found.
 
    
    [image: *]          This web server must be pingable.
 
   
 
    
    <url-boot-software>
 
   
 
   10.    Press Enter for the user name, indicating no user name.
 
   11.     Enter y to set the newly installed software as the default to be used for subsequent reboots.
 
   12.    Enter y to reboot the node.
 
    
    [image: *]          When installing new software, the system might perform firmware upgrades to the BIOS and adapter cards, causing reboots and possible stops at the Loader-A prompt. If these actions occur, the system might deviate from this procedure.
 
   
 
   13.     Press Ctrl-C when the following message displays:
 
    
    Press Ctrl-C for Boot Menu
 
   
 
   14.    Select option 4 for Clean Configuration and Initialize All Disks.
 
   15.     Enter y to zero disks, reset config, and install a new file system.
 
   16.    Enter y to erase all the data on the disks.
 
    
    [image: *]          The initialization and creation of the root aggregate can take 90 minutes or more to complete, depending on the number and type of disks attached. When initialization is complete, the storage system reboots. Note that SSDs take considerably less time to initialize. You can continue with the node 02 configuration while the disks for node 01 are zeroing.
 
   
 
   Configure Node 02
 
   To configure node 02, follow these steps:
 
   1.        Connect to the storage system console port. You should see a Loader-A prompt. However, if the storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when the following message displays:
 
    
    Starting AUTOBOOT press Ctrl-C to abort…
 
   
 
   2.       Allow the system to boot up.
 
    
    autoboot
 
   
 
   3.        Press Ctrl-C when prompted.
 
    
    [image: *]          If ONTAP 9.5 is not the version of software being booted, continue with the following steps to install new software. If ONTAP 9.5 is the version being booted, select option 8 and y to reboot the node. Then continue with step 14.
 
   
 
   4.       To install new software, select option 7.
 
   5.        Enter y to perform an upgrade.
 
   6.       Select e0M for the network port you want to use for the download.
 
   7.        Enter y to reboot now.
 
   8.       Enter the IP address, netmask, and default gateway for e0M.
 
    
    <node02-mgmt-ip> <node02-mgmt-mask> <node02-mgmt-gateway> 
 
   
 
   9.       Enter the URL where the software can be found.
 
    
    [image: *]          This web server must be pingable.
 
   
 
    
    <url-boot-software>
 
   
 
   10.    Press Enter for the user name, indicating no user name.
 
   11.     Enter y to set the newly installed software as the default to be used for subsequent reboots.
 
   12.    Enter y to reboot the node.
 
    
    [image: *]          When installing new software, the system might perform firmware upgrades to the BIOS and adapter cards, causing reboots and possible stops at the Loader-A prompt. If these actions occur, the system might deviate from this procedure.
 
   
 
   13.     Press Ctrl-C when you see this message:
 
    
    Press Ctrl-C for Boot Menu
 
   
 
   14.    Select option 4 for Clean Configuration and Initialize All Disks.
 
   15.     Enter y to zero disks, reset config, and install a new file system.
 
   16.    Enter y to erase all the data on the disks.
 
    
    [image: *]          The initialization and creation of the root aggregate can take 90 minutes or more to complete, depending on the number and type of disks attached. When initialization is complete, the storage system reboots. Note that SSDs take considerably less time to initialize.
 
   
 
   Set Up Node
 
   From a console port program attached to the storage controller A (node 01) console port, run the node setup script. This script appears when ONTAP 9.5 boots on the node for the first time.
 
   1.        Follow the prompts to set up node 01:
 
    
    Welcome to node setup.
 
     
 
    You can enter the following commands at any time:
 
      "help" or "?" - if you want to have a question clarified,
 
      "back" - if you want to change previously answered questions, and
 
      "exit" or "quit" - if you want to quit the setup wizard.
 
         Any changes you made before quitting will be saved.
 
     
 
    You can return to cluster setup at any time by typing “cluster setup”.
 
    To accept a default or omit a question, do not enter a value.
 
     
 
    This system will send event messages and weekly reports to NetApp Technical Support.
 
    To disable this feature, enter "autosupport modify -support disable" within 24 hours.
 
    Enabling AutoSupport can significantly speed problem determination and resolution should a problem occur on your system.
 
    For further information on AutoSupport, see:
 
    http://support.netapp.com/autosupport/
 
     
 
    Type yes to confirm and continue {yes}: yes
 
 
 
    Enter the node management interface port [e0M]: Enter
 
    Enter the node management interface IP address: <node01-mgmt-ip>
 
    Enter the node management interface netmask: <node01-mgmt-mask>
 
    Enter the node management interface default gateway: <node01-mgmt-gateway>
 
    A node management interface on port e0M with IP address <node01-mgmt-ip> has been created
 
     
 
    Use your web browser to complete cluster setup by accesing https://<node01-mgmt-ip>
 
     
 
    Otherwise press Enter to complete cluster setup using the command line interface: 
 
     
 
   
 
   2.       To complete the cluster setup, open a web browser and navigate to https://<node01-mgmt-ip>.
 
   Table 5          Cluster Create in ONTAP Prerequisites
 
    
     
      
       
       	 Cluster Detail
  
       	 Cluster Detail Value
  
      
 
      
      
       
       	 Cluster name
  
       	 <clustername>
  
      
 
       
       	 ONTAP base license
  
       	 <cluster-base-license-key>
  
      
 
       
       	 Cluster management IP address
  
       	 <clustermgmt-ip>
  
      
 
       
       	 Cluster management netmask
  
       	 <clustermgmt-mask>
  
      
 
       
       	 Cluster management gateway
  
       	 <clustermgmt-gateway>
  
      
 
       
       	 Cluster node 01 IP address
  
       	 <node01-mgmt-ip>
  
      
 
       
       	 Cluster node 01 netmask
  
       	 <node01-mgmt-mask>
  
      
 
       
       	 Cluster node 01 gateway
  
       	 <node01-mgmt-gateway>
  
      
 
       
       	 Cluster node 02 IP address
  
       	 <node02-mgmt-ip>
  
      
 
       
       	 Cluster node 02 netmask
  
       	 <node02-mgmt-mask>
  
      
 
       
       	 Cluster node 02 gateway
  
       	 <node02-mgmt-gateway>
  
      
 
       
       	 Node 01 service processor IP address
  
       	 <node01-SP-ip>
  
      
 
       
       	 Node 02 service processor IP address
  
       	 <node02-SP-ip>
  
      
 
       
       	 DNS domain name
  
       	 <dns-domain-name>
  
      
 
       
       	 DNS server IP address
  
       	 <dns-ip>
  
      
 
       
       	 NTP server IP address
  
       	 <ntp-ip>
  
      
 
      
    
 
   
 
    
    [image: *]          Cluster setup can also be done by using the CLI. This document describes the cluster setup using NetApp System Manager guided setup.
 
   
 
   3.        Click Guided Setup on the Welcome screen.
 
   Figure 10           Setup NetApp Storage Cluster-1
 
    
 
   4.       On the Cluster page, do as follows:
 
   a.        Enter the cluster and node names.
 
   b.       Select the cluster configuration.
 
   c.        Enter and confirm the password. 
 
   d.       (Optional) Enter the cluster base and feature licenses. 
 
   Figure 11           Setup NetApp Storage Cluster-2
 
   [image: Description: C:\Users\kathick\AppData\Local\Microsoft\Windows\INetCacheContent.Word\cluster_config_with_submit.png]
 
    
    [image: *]          The nodes are discovered automatically; if they are not, click the Refresh link. By default, the cluster interfaces will be created on all the new factory shipping storage controllers.
 
   
 
    
 
    
    [image: *]          If all the nodes are not discovered, then configure the cluster by using the CLI.
 
   
 
    
 
    
    [image: *]          Cluster license and feature licenses can also be installed after completing the cluster creation.
 
   
 
   5.        Click Submit.
 
   6.       On the Network page, complete the following sections:
 
   -        Cluster Management: Enter the IP address, netmask, gateway and port details.
 
   -        Node Management: Enter the node management IP addresses and port details for all the nodes.
 
   -        Service Processor Management: Enter the IP addresses for all the nodes.
 
   -        DNS Details: Enter the DNS domain names and server address.
 
   -        NTP Details: Enter the primary and alternate NTP server.
 
   7.        Click Submit.
 
   Figure 12           Setup NetApp Storage Cluster-3
 
   [image: Description: C:\Users\kathick\AppData\Local\Microsoft\Windows\INetCacheContent.Word\network_screen.png]
 
   8.       On the Support page, configure the AutoSupport and Event Notifications sections.
 
   Figure 13           Setup NetApp Storage Cluster-4
 
   [image: Description: C:\Users\kathick\AppData\Local\Microsoft\Windows\INetCacheContent.Word\support_screen.png]
 
   9.       Click Submit.
 
   10.    On the Summary page, review the configuration details if needed.
 
   Figure 14           Setup NetApp Storage Cluster-5
 
   [image: Description: C:\Users\kathick\AppData\Local\Microsoft\Windows\INetCacheContent.Word\final_screen.png]
 
    
    [image: *]          The node management interface can be on the same subnet as the cluster management interface, or it can be on a different subnet. In this document, we assume that it is on the same subnet.
 
   
 
   [bookmark: _Toc488653783][bookmark: _Toc427325166]Log into the Cluster
 
   To log in to the cluster, follow these steps:
 
   1.        Open an SSH connection to either the cluster IP or host name.
 
   2.       Log in to the admin user with the password you provided earlier.
 
   [bookmark: _Toc488653784][bookmark: _Toc427325167]Zero All Spare Disks
 
   To zero all spare disks in the cluster, run the following command:
 
    
    disk zerospares
 
   
 
    
    [image: *]       Advanced Data Partitioning creates a root partition and two data partitions on each SSD drive in an AFF configuration. Disk autoassign should have assigned one data partition to each node in an HA pair. If a different disk assignment is required, disk autoassignment must be disabled on both nodes in the HA pair by running the disk option modify command. Spare partitions can then be moved from one node to another by running the disk removeowner and disk assign commands.
 
   
 
   [bookmark: _Toc488653785][bookmark: _Toc427325168]Set Onboard Unified Target Adapter 2 Port Personality
 
   To set the personality of the onboard unified target adapter 2 (UTA2), follow these steps:
 
   1.        Verify the Current Mode and Current Type properties of the ports by running the ucadmin show command:
 
    
    ucadmin show
 
                           Current  Current    Pending  Pending    Admin
 
    Node          Adapter  Mode     Type       Mode     Type       Status
 
    ------------  -------  -------  ---------  -------  ---------  -----------
 
    <st-node01>
 
                  0e       cna      target     -        -          online
 
    <st-node01>
 
                  0f       cna      target     -        -          online
 
    <st-node01>
 
                  0g       cna      target     -        -          online
 
    <st-node01>
 
                  0h       cna      target     -        -          online
 
    <st-node02>
 
                  0e       cna      target     -        -          online
 
    <st-node02>
 
                  0f       cna      target     -        -          online
 
    <st-node02>
 
                  0g       cna      target     -        -          online
 
    <st-node02>
 
                  0h       cna      target     -        -          online
 
    8 entries were displayed.
 
   
 
   2.       Verify that the Current Mode and Current Type properties for all ports are set properly. Set the ports used for iSCSI connectivity to mode cna. The port type for all protocols should be set to target. Change the port personality by running the following command:
 
    
    ucadmin modify -node <home-node-of-the-port> -adapter <port-name> -mode {fc|cna} -type target
 
   
 
    
    [image: *]          The ports must be offline to run this command. To take an adapter offline, run the fcp adapter modify –node <home-node-of-the-port> -adapter <port-name> -state down command. Ports must be converted in pairs (for example, 0e and 0f). After conversion, a reboot is required, and the ports must be brought back to the up state.
 
   
 
   [bookmark: _Toc488653786][bookmark: _Toc427325169]Set Auto-Revert on Cluster Management
 
   To set the auto-revert parameter on the cluster management interface, follow this step:
 
    
    [image: *]       An SVM is referred to as a Vserver (or vserver) in the GUI and CLI.
 
   
 
   Run the following command:
 
    
    network interface modify –vserver <clustername> -lif cluster_mgmt –auto-revert true
 
   
 
   [bookmark: _Toc488653787][bookmark: _Toc427325170]Set Up Management Broadcast Domain
 
   By default, all network ports are included in the default broadcast domain. Network ports used for data services (for example, e0d, e2a, and e2e) should be removed from the default broadcast domain, leaving just the management network ports (e0c and e0M). To perform this task, run the following commands:
 
    
    broadcast-domain remove-ports –broadcast-domain Default –ports <st-node01>:e0d,<st-node01>:e0e,<st-node01>:e0f,<st-node01>:e0g,<st-node01>:e0h,<st-node01>:e2a, <st-node01>:e2e,<st-node02>:e0d,<st-node02>:e0e,<st-node02>:e0f,<st-node02>:e0g,<st-node02>:e0h <st-node02>:e2a,<st-node02>:e2e 
 broadcast-domain show
 
   
 
   [bookmark: _Toc488653788][bookmark: _Toc427325171]Set Up Service Processor Network Interface 
 
   To assign a static IPv4 address to the service processor on each node, run the following commands:
 
    
    system service-processor network modify –node <st-node01> -address-family IPv4 –enable true –dhcp none –ip-address <node01-sp-ip> -netmask <node01-sp-mask> -gateway <node01-sp-gateway>
 
     
 
    system service-processor network modify –node <st-node02> -address-family IPv4 –enable true –dhcp none –ip-address <node02-sp-ip> -netmask <node02-sp-mask> -gateway <node02-sp-gateway>
 
   
 
    
    [image: *]       The service processor IP addresses should be in the same subnet as the node management IP addresses.
 
   
 
   [bookmark: _Toc488653789][bookmark: _Toc427325172]Create Aggregates 
 
   An aggregate containing the root volume is created during the ONTAP setup process. To create additional aggregates, determine the aggregate name, the node on which to create it, and the number of disks it should contain.
 
   To create new aggregates, follow these steps:
 
   1.        Run the following commands:
 
    
    aggr create -aggregate aggr1_node01 -node <st-node01> -diskcount <num-disks>
 
    aggr create -aggregate aggr1_node02 -node <st-node02> -diskcount <num-disks>
 
   
 
    
    [image: *]          You should have the minimum number of hot spare disks for hot spare disk partitions recommended for your aggregate.
 
   
 
    
 
    
    [image: *]          For all flash aggregates, you should have a minimum of one hot spare disk or disk partition. For non-flash homogenous aggregates, you should have a minimum of two hot spare disks or disk partitions. For Flash Pool aggregates, you should have a minimum of two hot spare disks or disk partitions for each disk type.
 
   
 
    
 
    
    [image: *]          Start with five disks initially; you can add disks to an aggregate when additional storage is required. In an AFF configuration with a small number of SSDs, you might want to create an aggregate with all but one remaining disk (spare) assigned to the controller.
 
   
 
    
 
    
    [image: *]          The aggregate cannot be created until disk zeroing completes. Run the aggr show command to display aggregate creation status. Do not proceed until both aggr1_node1 and aggr1_node2 are online.
 
   
 
   2.       (Optional) Rename the root aggregate on node 01 to match the naming convention for this aggregate on node 02. The aggregate will be automatically renamed if System guided setup is used.
 
    
    aggr show
 
    aggr rename –aggregate aggr0 –newname <node01-rootaggrname>
 
   
 
   [bookmark: _Toc488653790][bookmark: _Toc427325173]Verify Storage Failover 
 
   To confirm that storage failover is enabled, run the following commands for a failover pair:
 
   1.        Verify the status of the storage failover.
 
    
    storage failover show
 
   
 
    
    [image: *]          Both <st-node01> and <st-node02> must be capable of performing a takeover. Continue with step 3 if the nodes are capable of performing a takeover.
 
   
 
   2.       Enable failover on one of the two nodes.
 
    
    storage failover modify -node <st-node01> -enabled true
 
   
 
    
    [image: *]          Enabling failover on one node enables it for both nodes.
 
   
 
   3.        Verify the HA status for a two-node cluster.
 
    
    [image: *]          This step is not applicable for clusters with more than two nodes.
 
   
 
    
    cluster ha show
 
   
 
   4.       Continue with step 6 if high availability is configured.
 
   5.        Only enable HA mode for two-node clusters. Do not run this command for clusters with more than two nodes because it causes problems with failover.
 
    
    cluster ha modify -configured true
 
    Do you want to continue? {y|n}: y
 
   
 
   6.       Verify that hardware assist is correctly configured and, if needed, modify the partner IP address.
 
    
    storage failover hwassist show
 
    storage failover modify –hwassist-partner-ip <node02-mgmt-ip> -node <st-node01>
 
    storage failover modify –hwassist-partner-ip <node01-mgmt-ip> -node <st-node02>
 
   
 
   [bookmark: _Toc488653791][bookmark: _Toc427325174]Disable Flow Control on 10GbE and 40GbE Ports
 
   NetApp recommends disabling flow control on all the 10GbE and UTA2 ports that are connected to external devices. To disable flow control, follow these steps:
 
   1.        Run the following commands to configure node 01:
 
    
    network port modify -node <st-node01> -port e0a,e0b,e0e,e0f,e0g,e0h,e2a,e2e -flowcontrol-admin none
 
    Warning: Changing the network port settings will cause a several second interruption in carrier.
 
    Do you want to continue? {y|n}: y
 
   
 
   2.       Run the following commands to configure node 02:
 
    
    network port modify -node <st-node02> -port e0a,e0b,e0e,e0f,e0g,e0h,e2a,e2e -flowcontrol-admin none
 
    Warning: Changing the network port settings will cause a several second interruption in carrier.
 
    Do you want to continue? {y|n}: y
 
    network port show –fields flowcontrol-admin
 
   
 
   [bookmark: _Toc488653792][bookmark: _Toc427325175]Disable Unused FCoE Capability on CNA Ports
 
   If the UTA2 port is set to CNA mode and is only expected to handle Ethernet data traffic (for example NFS), then the unused FCoE capability of the port should be disabled by setting the corresponding FCP adapter to state down with the fcp adapter modify command. Here are some examples:
 
    
    fcp adapter modify -node <st-node01> -adapter 0e –status-admin down
 
    fcp adapter modify -node <st-node01> -adapter 0f –status-admin down
 
    fcp adapter modify -node <st-node01> -adapter 0g –status-admin down
 
    fcp adapter modify -node <st-node01> -adapter 0h –status-admin down
 
    fcp adapter modify -node <st-node02> -adapter 0e –status-admin down
 
    fcp adapter modify -node <st-node02> -adapter 0f –status-admin down
 
    fcp adapter modify -node <st-node02> -adapter 0g –status-admin down
 
    fcp adapter modify -node <st-node02> -adapter 0h –status-admin down
 
    fcp adapter show –fields –status-admin
 
   
 
   [bookmark: _Toc488653793][bookmark: _Toc427325176]Configure Network Time Protocol
 
   To configure time synchronization on the cluster, follow these steps:
 
   1.        Set the time zone for the cluster.
 
    
    timezone <timezone>
 
   
 
    
    [image: *]          For example, in the eastern United States, the time zone is America/New_York.
 
   
 
   2.       Set the date for the cluster.
 
    
    date <ccyymmddhhmm.ss>
 
   
 
    
    [image: *]          The format for the date is <[Century][Year][Month][Day][Hour][Minute].[Second]> (for example, 201309081735.17).
 
   
 
   3.        Configure the NTP servers for the cluster.
 
    
    cluster time-service ntp server create -server <switch-a-ntp-ip>
 
    cluster time-service ntp server create -server <switch-b-ntp-ip> 
 
   
 
   [bookmark: _Toc488653794][bookmark: _Toc427325177]Configure Simple Network Management Protocol
 
   To configure the SNMP, follow these steps:
 
   1.        Configure basic SNMP information, such as the location and contact. When polled, this information is visible as the sysLocation and sysContact variables in SNMP.
 
    
    snmp contact <snmp-contact>
 
    snmp location “<snmp-location>”
 
    snmp init 1
 
    options snmp.enable on
 
   
 
   2.       Configure SNMP traps to send to remote hosts, such as a DFM server or another fault management system.
 
    
    snmp traphost add <oncommand-um-server-fqdn>
 
   
 
   Configure SNMPv1 Access
 
   To configure SNMPv1 access, set the shared, secret plain-text password (called a community).
 
    
    snmp community add ro <snmp-community>
 
   
 
   [bookmark: _Toc488653795][bookmark: _Toc427325178]Configure AutoSupport
 
   NetApp AutoSupport sends support summary information to NetApp through HTTPS. To configure AutoSupport, run the following command:
 
    
    system node autosupport modify -node * -state enable –mail-hosts <mailhost> -transport https -support enable -noteto <storage-admin-email>
 
   
 
   [bookmark: _Toc488653796][bookmark: _Toc427325179]Enable Cisco Discovery Protocol
 
   To enable the Cisco Discovery Protocol (CDP) on the NetApp storage controllers, run the following command to enable CDP on ONTAP:
 
    
    node run -node * options cdpd.enable on
 
   
 
    
    [image: *]       To be effective, CDP must also be enabled on directly connected networking equipment such as switches and routers.
 
   
 
   [bookmark: _Toc488653797][bookmark: _Toc427325180]Create Jumbo Frame MTU Broadcast Domains in Clustered Data ONTAP
 
   To create a data broadcast domain with an MTU of 9000, run the following commands to create a broadcast domain for NFS and iSCSI on ONTAP:
 
    
    broadcast-domain create -broadcast-domain Infra_NFS -mtu 9000
 
    broadcast-domain create -broadcast-domain Infra_iSCSI-A -mtu 9000
 
    broadcast-domain create -broadcast-domain Infra_iSCSI-B -mtu 9000
 
   
 
   [bookmark: _Toc488653798][bookmark: _Toc427325181]Create Interface Groups
 
   To create the LACP interface groups for the 10GbE data interfaces, run the following commands:
 
    
    ifgrp create -node <st-node01> -ifgrp a0a -distr-func port -mode multimode_lacp
 ifgrp add-port -node <st-node01> -ifgrp a0a -port e2a
 ifgrp add-port -node <st-node01> -ifgrp a0a -port e2e
 
 ifgrp create -node <st-node02> -ifgrp a0a -distr-func port -mode multimode_lacp
 ifgrp add-port -node <st-node02> -ifgrp a0a -port e2a
 ifgrp add-port -node <st-node02> -ifgrp a0a -port e2e
 
     
 
    ifgrp show
 
   
 
   [bookmark: _Toc488653799][bookmark: _Toc427325182]Create VLANs 
 
   To create VLANs, create NFS VLAN ports and add them to the NFS broadcast domain:
 
    
    network port modify –node <st-node01> -port a0a –mtu 9000
 network port modify –node <st-node02> -port a0a –mtu 9000
 
    network port vlan create –node <st-node01> -vlan-name a0a-<infra-nfs-vlan-id>
 network port vlan create –node <st-node02> -vlan-name a0a-<infra-nfs-vlan-id>
 
 broadcast-domain add-ports -broadcast-domain Infra_NFS -ports <st-node01>:a0a-<infra-nfs-vlan-id>, <st-node02>:a0a-<infra-nfs-vlan-id>
 
   
 
   To create VLANs, create iSCSI VLAN ports and add them to the iSCSI broadcast domain:
 
    
    network port vlan create –node <st-node01> -vlan-name a0a-<SQL-VM-iSCSI-A-id>
 network port vlan create –node <st-node02> -vlan-name a0a-<SQL-VM-iSCSI-A-id>
 network port vlan create –node <st-node01> -vlan-name a0a-<SQL-VM-iSCSI-B-id>
 network port vlan create –node <st-node02> -vlan-name a0a-<SQL-VM-iSCSI-B-id>
 
    network port vlan create –node <st-node01> -vlan-name a0a-<SQL-HV-iSCSI-A-id>
 network port vlan create –node <st-node02> -vlan-name a0a-<SQL-HV-iSCSI-A-id>
 network port vlan create –node <st-node01> -vlan-name a0a-<SQL-HV-iSCSI-B-id>
 network port vlan create –node <st-node02> -vlan-name a0a-<SQL-HV-iSCSI-B-id>
 
    
 broadcast-domain add-ports -broadcast-domain SQL-VM-iSCSI-A -ports <st-node01>:a0a-<SQL-VM-iSCSI-A-id>, <st-node02>:a0a-<SQL-VM-iSCSI-A-id>
 
    broadcast-domain add-ports -broadcast-domain SQL-VM-iSCSI-B -ports <st-node01>:a0a-<SQL-VM-iSCSI-B-id>, <st-node02>:a0a-<SQL-VM-iSCSI-B-id>
 
    broadcast-domain add-ports -broadcast-domain SQL-HV-iSCSI-A -ports <st-node01>:a0a-<SQL-HV-iSCSI-A-id>, <st-node02>:a0a-<SQL-HV-iSCSI-A-id>
 
    broadcast-domain add-ports -broadcast-domain SQL-HV-iSCSI-B -ports <st-node01>:a0a-<SQL-HV-iSCSI-B-id>, <st-node02>:a0a-<SQL-HV-iSCSI-B-id>
 
    broadcast-domain add-ports -broadcast-domain SQL-VM-MGMT -ports <st-node01>:a0a-<SQL-VM-MGMT-id>, <st-node02>:a0a-<SQL-VM-MGMT-id>
 
    broadcast-domain add-ports -broadcast-domain SQL-HV-MGMT -ports <st-node01>:a0a-<SQL-HV-MGMT-id>, <st-node02>:a0a-<SQL-HV-MGMT-id>
 
    broadcast-domain add-ports -broadcast-domain Infra-NFS -ports <st-node01>:a0a-<Infra-NFS-id>, <st-node02>:a0a-<Infra-NFS-id>
 
   
 
   [bookmark: _Toc536167828][bookmark: _Toc488653800][bookmark: _Toc427325183]Infrastructure Storage Virtual Machine (Optional)
 
    
    [image: *]          Create a separate SVM for hosting infrastructure services (virtual machines) on dedicated UCS servers. If you are planning to combine infrastructure service virtual machines along with workload virtual machines, this step can be skipped.
 
   
 
   [bookmark: _Toc536167829]Create Storage Virtual Machine 
 
   To create an infrastructure SVM, follow these steps:
 
   1.        Run the vserver create command.
 
    
    vserver create –vserver Infra-SVM –rootvolume rootvol –aggregate aggr1_node01 –rootvolume-security-style unix
 
   
 
   2.       Select the SVM data protocols to configure, keeping iSCSI and NFS.
 
    
    vserver remove-protocols –vserver Infra-SVM -protocols fcp,cifs,ndmp
 
   
 
   3.        Add the two data aggregates to the Infra-SVM aggregate list for the NetApp VSC.
 
    
    vserver modify –vserver Infra-SVM –aggr-list aggr1_node01,aggr1_node02
 
   
 
   4.       Enable and run the NFS protocol in the Infra-SVM.
 
    
    nfs create -vserver Infra-SVM -udp disabled
 
   
 
   5.        Turn on the SVM vStorage parameter for the NetApp NFS vStorage APIs – Array integration VAAI plug-in.
 
    
    vserver nfs modify –vserver Infra-SVM –vstorage enabled
 
    vserver nfs show 
 
   
 
   [bookmark: _Toc536167830][bookmark: _Toc488653801][bookmark: _Toc427325184]Create Load-Sharing Mirrors of SVM Root Volume
 
   To create a load-sharing mirror of an SVM root volume, follow these steps:
 
   1.        Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.
 
    
    volume create –vserver Infra-SVM –volume rootvol_m01 –aggregate aggr1_node01 –size 1GB –type DP 
 volume create –vserver Infra-SVM –volume rootvol_m02 –aggregate aggr1_node02 –size 1GB –type DP
 
   
 
   2.       Create a job schedule to update the root volume mirror relationships every 15 minutes.
 
    
    job schedule interval create -name 15min -minutes 15
 
   
 
   3.        Create the mirroring relationships.
 
    
    snapmirror create –source-path Infra-SVM:rootvol –destination-path Infra-SVM:rootvol_m01 –type LS -schedule 15min
 
    snapmirror create –source-path Infra-SVM:rootvol –destination-path Infra-SVM:rootvol_m02 –type LS -schedule 15min
 
   
 
   4.       Initialize the mirroring relationship.
 
    
    snapmirror initialize-ls-set –source-path Infra-SVM:rootvol
 snapmirror show
 
   
 
   [bookmark: _Toc536167831][bookmark: _Toc488653802][bookmark: _Toc427325185]Create Block Protocol (iSCSI) Service 
 
   Run the following command to create the iSCSI service on each SVM. This command also starts the iSCSI service and sets the iSCSI Qualified Name (IQN) for the SVM.
 
    
    iscsi create -vserver Infra-SVM
 iscsi show
 
   
 
   [bookmark: _Toc536167832][bookmark: _Toc488653803][bookmark: _Toc427325186]Configure HTTPS Access 
 
   To configure secure access to the storage controller, follow these steps:
 
   1.        Increase the privilege level to access the certificate commands.
 
    
    set -privilege diag
 
    Do you want to continue? {y|n}: y
 
   
 
   2.       Generally, a self-signed certificate is already in place. Verify the certificate and obtain parameters (for example, <serial-number>) by running the following command:
 
    
    security certificate show
 
   
 
   3.        For each SVM shown, the certificate common name should match the DNS FQDN of the SVM. Delete the two default certificates and replace them with either self-signed certificates or certificates from a certificate authority (CA). To delete the default certificates, run the following commands:
 
    
    security certificate delete -vserver Infra-SVM -common-name Infra-SVM -ca Infra-SVM -type server -serial <serial-number>
 
   
 
    
    [image: *]          Deleting expired certificates before creating new certificates is a best practice. Run the security certificate delete command to delete the expired certificates. In the following command, use TAB completion to select and delete each default certificate.
 
   
 
   4.       To generate and install self-signed certificates, run the following commands as one-time commands. Generate a server certificate for the Infra-SVM and the cluster SVM. Use TAB completion to aid in the completion of these commands.
 
    
    security certificate create -common-name <cert-common-name> -type  server -size 2048 -country <cert-country> -state <cert-state> -locality <cert-locality> -organization <cert-org> -unit <cert-unit> -email-addr <cert-email> -expire-days <cert-days> -protocol SSL -hash-function SHA256 -vserver Infra-SVM
 
   
 
   5.        To obtain the values for the parameters required in step 5 (<cert-ca> and <cert-serial>), run the security certificate show command.
 
   6.       Enable each certificate that was just created by using the –server-enabled true and –client-enabled false parameters. Use TAB completion to aid in the completion of these commands.
 
    
    security ssl modify -vserver <clustername> -server-enabled true -client-enabled false -ca <cert-ca> -serial <cert-serial> -common-name <cert-common-name>
 
   
 
   7.        Disable HTTP cluster management access.
 
    
    system services firewall policy delete -policy mgmt -service http –vserver <clustername>
 
   
 
    
    [image: *]          It is normal for some of these commands to return an error message stating that the entry does not exist.
 
   
 
   8.       Change back to the normal admin privilege level and set up the system to allow SVM logs to be available by web.
 
    
    set –privilege admin
 
    vserver services web modify –name spi|ontapi|compat –vserver * -enabled true
 
   
 
   [bookmark: _Toc536167833][bookmark: _Toc488653804][bookmark: _Toc427325187]Configure NFSv3 
 
   To configure NFSv3 on the SVM, follow these steps:
 
   1.        Create a new rule for the infrastructure NFS subnet in the default export policy. 
 
    
    vserver export-policy rule create –vserver Infra-SVM -policyname default –ruleindex 1 –protocol nfs -clientmatch <infra-nfs-subnet-cidr> -rorule sys –rwrule sys -superuser sys –allow-suid false
 
   
 
   2.       Assign the FlexPod export policy to the infrastructure SVM root volume.
 
    
    volume modify –vserver Infra-SVM –volume rootvol –policy default
 
   
 
   [bookmark: _Toc536167834][bookmark: _Toc488653805][bookmark: _Toc427325188]Create FlexVol Volumes
 
   The following information is required to create a NetApp FlexVol volume:
 
   ·         The volume name
 
   ·         The volume size
 
   ·         The aggregate on which the volume exists
 
   To create a FlexVol volume, run the following commands:
 
    
    volume create -vserver Infra-SVM -volume infra_datastore_1 -aggregate aggr1_node01 -size 500GB -state online -policy default -junction-path /infra_datastore_1 -space-guarantee none -percent-snapshot-space 0
 
     
 
    volume create -vserver Infra-SVM -volume infra_datastore_2 -aggregate aggr1_node02 -size 500GB -state online -policy default -junction-path /infra_datastore_2 -space-guarantee none -percent-snapshot-space 0
 
    volume create -vserver Infra-SVM -volume esxi_boot -aggregate aggr1_node01 -size 100GB -state online -policy default -space-guarantee none -percent-snapshot-space 0
 
     
 
    snapmirror update-ls-set -source-path Infra-SVM:rootvol
 
   
 
   [bookmark: _Toc536167835][bookmark: _Toc488653806][bookmark: _Toc427325189]Create Boot LUNs 
 
   To create two boot LUNs, run the following commands:
 
    
    lun create -vserver Infra-SVM -volume esxi_boot -lun VM-Host-Infra-01 -size 15GB -ostype vmware -space-reserve disabled 
 lun create -vserver Infra-SVM -volume esxi_boot -lun VM-Host-Infra-02 -size 15GB -ostype vmware -space-reserve disabled 
 
   
 
   [bookmark: _Toc536167836][bookmark: _Toc488653807]Schedule Deduplication
 
   On NetApp AFF systems, deduplication is enabled by default. To schedule deduplication, follow these steps:
 
   1.        After the volumes are created, assign a once-a-day deduplication schedule to esxi_boot and infra_datastore_1:
 
    
    efficiency modify –vserver Infra-SVM –volume esxi_boot –schedule sun-sat@0
 
    efficiency modify –vserver Infra-SVM –volume infra_datastore_1 –schedule sun-sat@0
 
   
 
   [bookmark: _Toc488653808][bookmark: _Toc536167837]Create Management LIF
 
   To create SVM management LIF, run the following commands:
 
    
    network interface create -vserver Infra-SVM -lif IB-MGMT -role data -data-protocol none -home-node <st-node01> -home-port a0a-<IB-MGMT-vlan-id> -address <Infra-SVM-Mgmt_ip> -netmask <Infra-SVM-Mgmt_mask> –status-admin up –failover-policy system-defined –firewall-policy mgmt –auto-revert true
 
   
 
   [bookmark: _Toc536167838]Create iSCSI LIFs 
 
   To create four iSCSI LIFs (two on each node), run the following commands:
 
    
    network interface create -vserver Infra-SVM -lif iscsi_lif01a -role data -data-protocol iscsi -home-node <st-node01> -home-port a0a-<infra-iscsi-a-vlan-id> -address <var_node01_infra-iscsi_lif01a_ip> -netmask <var_node01_iscsi_lif01a_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver Infra-SVM -lif iscsi_lif01b -role data -data-protocol iscsi -home-node <st-node01> -home-port a0a-<infra-iscsi-b-vlan-id> -address <var_node01_infra-iscsi_lif01b_ip> -netmask <var_node01_iscsi_lif01b_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver Infra-SVM -lif iscsi_lif02a -role data -data-protocol iscsi -home-node <st-node02> -home-port a0a-<infra-iscsi-a-vlan-id> -address <var_node02_infra-iscsi_lif02a_ip> -netmask <var_node02_iscsi_lif02a_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver Infra-SVM -lif iscsi_lif02b -role data -data-protocol iscsi -home-node <st-node02> -home-port a0a-<infra-iscsi-b-vlan-id> -address <var_node02_infra-iscsi_lif02b_ip> -netmask <var_node02_iscsi_lif02b_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface show
 
   
 
   [bookmark: _Toc536167839][bookmark: _Toc488653809][bookmark: _Toc427325192]Create NFS LIF 
 
   To create an NFS LIF, run the following commands:
 
    
    network interface create -vserver Infra-SVM -lif nfs_lif01 -role data -data-protocol nfs -home-node <st-node01> -home-port a0a-<infra-nfs-vlan-id> –address <node01-nfs_lif01-ip> -netmask <node01-nfs_lif01-mask> -status-admin up –failover-policy broadcast-domain-wide –firewall-policy data –auto-revert true 
 
     
 
    network interface create -vserver Infra-SVM -lif nfs_lif02 -role data -data-protocol nfs -home-node <st-node02> -home-port a0a-<infra-nfs-vlan-id> –address <node02-nfs_lif02-ip> -netmask <node02-nfs_lif02-mask>> -status-admin up –failover-policy broadcast-domain-wide –firewall-policy data –auto-revert true 
 
     
 
    network interface show
 
   
 
   [bookmark: _Toc536167840][bookmark: _Toc488653810][bookmark: _Toc427325193]Add Infrastructure SVM Administrator
 
   To add the infrastructure SVM administrator and SVM administration LIF in the out-of-band management network, follow these steps:
 
   1.        Run the following commands:
 
    
    network interface create –vserver Infra-SVM –lif svm-mgmt –role data –data-protocol none –home-node <st-node02> -home-port e0c –address <svm-mgmt-ip> -netmask <svm-mgmt-mask> -status-admin up –failover-policy broadcast-domain-wide –firewall-policy mgmt –auto-revert true 
 
 
 
   
 
    
    [image: *]          The SVM management IP in this step should be in the same subnet as the storage cluster management IP.
 
   
 
   2.       Create a default route to allow the SVM management interface to reach the outside world.
 
    
    network route create –vserver Infra-SVM -destination 0.0.0.0/0 –gateway <svm-mgmt-gateway>
 
     
 
    network route show
 
   
 
   3.        Set a password for the SVM vsadmin user and unlock the user.
 
    
    security login password –username vsadmin –vserver Infra-SVM
 Enter a new password:  <password>
 Enter it again:  <password>
 
 
 
    security login unlock –username vsadmin –vserver Infra-SVM
 
   
 
    
    [bookmark: _Toc427325194][image: *]          A cluster serves data through at least one and possibly several SVMs. We have just gone through creating a single SVM. If you would like to configure your environment with multiple SVMs, this is a good time to create additional SVMs. 
 
   
 
   [bookmark: _Toc427325198][bookmark: _Toc536167841][bookmark: _Toc488653847][bookmark: _Toc306868654]Gather Necessary Information
 
   After the Cisco UCS service profiles have been created, each infrastructure server in the environment will have a unique configuration. To proceed with the FlexPod deployment, specific information must be gathered from each Cisco UCS server and from the NetApp controllers. Insert the required information into [bookmark: Table17]following tables.
 
   Table 6         iSCSI IQN and iSCSI LIFs
 
    
     
      
       
       	 IQN or LIF IP
  
       	 Info
  
      
 
      
      
       
       	 Infra-SVM IQN
  
       	  
  
      
 
       
       	 infra-iscsi_lif01a_ip
  
       	  
  
      
 
       
       	 infra-iscsi_lif02a_ip
  
       	  
  
      
 
       
       	 infra-iscsi_lif01b_ip
  
       	  
  
      
 
       
       	 infra-iscsi_lif02b_ip
  
       	  
  
      
 
      
    
 
   
 
    
    [image: *]       To obtain the iSCSI IQN, run the iscsi show command on the storage cluster management interface.
 
   
 
   Table 7          vNIC iSCSI IQNs for Fabric A and Fabric B
 
    
     
      
       
       	 Cisco UCS Service Profile Name
  
       	 iSCSI IQN
  
       	 Variables
  
      
 
      
      
       
       	 VM-Host-Infra-01 
  
       	  
  
       	 <vm-host-infra-01-iqn> 
  
      
 
       
       	 VM-Host-Infra-02
  
       	  
  
       	 <vm-host-infra-02-iqn> 
  
      
 
      
    
 
   
 
    
    [image: *]       To obtain the iSCSI vNIC IQN information in the Cisco UCS Manager GUI, go to Servers > Service Profiles > root. Click each service profile and then select the “iSCSI vNICs” tab. The initiator name is displayed at the top of the page under the service profile initiator name. [bookmark: _Toc349899286][bookmark: _Toc488653849][bookmark: _Toc427325241][bookmark: _Toc406007867][bookmark: _Toc353902441][bookmark: _Toc349564583][bookmark: _Toc349899269][bookmark: _Toc349564584][bookmark: _Toc349899270][bookmark: _Toc349564585][bookmark: _Toc349899271][bookmark: _Toc349564586][bookmark: _Toc349899272][bookmark: _Toc349564587][bookmark: _Toc349899273][bookmark: _Toc349564588][bookmark: _Toc349899274][bookmark: _Toc349564589][bookmark: _Toc349899275][bookmark: _Toc349564590][bookmark: _Toc349899276][bookmark: _Toc349564591][bookmark: _Toc349899277][bookmark: _Toc349564592][bookmark: _Toc349899278][bookmark: _Toc349564593][bookmark: _Toc349899279][bookmark: _Toc349564594][bookmark: _Toc349899280][bookmark: _Toc349564595][bookmark: _Toc349899281][bookmark: _Toc349564596][bookmark: _Toc349899282][bookmark: _Toc349564597][bookmark: _Toc349899283][bookmark: _Toc349564598][bookmark: _Toc349899284][bookmark: _Toc349564599][bookmark: _Toc349899285]
 
   
 
   [bookmark: _Toc536167842]SVM for SQL Linux Virtual Machines on ESXi
 
   [bookmark: _Toc536167843]Create Storage Virtual Machines
 
   To create an infrastructure SVM, follow these steps:
 
   1.        Run the vserver create command.
 
    
    vserver create –vserver ESXi-Work-SVM –rootvolume rootvol –aggregate aggr1_node01 –rootvolume-security-style unix
 
   
 
   2.       Select the SVM data protocols to configure, keeping iSCSI only.
 
    
    vserver remove-protocols –vserver ESXi-Work-SVM -protocols nfs,fcp,cifs,ndmp
 
   
 
   3.        Add the two data aggregates to the ESXi-Work-SVM aggregate list for the NetApp VSC.
 
    
    vserver modify –vserver ESXi-Work-SVM –aggr-list aggr1_node01,aggr1_node02
 
   
 
   4.       Enable and run the NFS protocol in the ESXi-Work-SVM.
 
    
    nfs create -vserver ESXi-Work-SVM -udp disabled
 
   
 
   [bookmark: _Toc536167844]Create Load-Sharing Mirrors of SVM Root Volume
 
   To create a load-sharing mirror of an SVM root volume, follow these steps:
 
   1.        Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.
 
    
    volume create –vserver ESXi-Work-SVM –volume rootvol_m01 –aggregate aggr1_node01 –size 1GB –type DP 
 volume create –vserver ESXi-Work-SVM –volume rootvol_m02 –aggregate aggr1_node02 –size 1GB –type DP
 
   
 
   2.       Create a job schedule to update the root volume mirror relationships every 15 minutes.
 
    
    job schedule interval create -name 15min -minutes 15
 
   
 
   3.        Create the mirroring relationships.
 
    
    snapmirror create –source-path ESXi-Work-SVM:rootvol –destination-path ESXi-Work-SVM:rootvol_m01 –type LS -schedule 15min
 
    snapmirror create –source-path ESXi-Work-SVM:rootvol –destination-path ESXi-Work-SVM:rootvol_m02 –type LS -schedule 15min
 
   
 
   4.       Initialize the mirroring relationship.
 
    
    snapmirror initialize-ls-set –source-path ESXi-Work-SVM:rootvol
 snapmirror show
 
   
 
   [bookmark: _Toc536167845]Create Block Protocol (iSCSI) Service 
 
   Run the following command to create the iSCSI service on each SVM. This command also starts the iSCSI service and sets the IQN for the SVM.
 
    
    iscsi create -vserver ESXi-Work-SVM
 iscsi show
 
   
 
   [bookmark: _Toc536167846]Configure HTTPS Access 
 
   To configure secure access to the storage controller, follow these steps:
 
   1.        Increase the privilege level to access the certificate commands.
 
    
    set -privilege diag
 
    Do you want to continue? {y|n}: y
 
   
 
   2.       Generally, a self-signed certificate is already in place. Verify the certificate and obtain parameters (for example, <serial-number>) by running the following command:
 
    
    security certificate show
 
   
 
   3.        For each SVM shown, the certificate common name should match the DNS FQDN of the SVM. Delete the two default certificates and replace them with either self-signed certificates or certificates from a certificate authority (CA). To delete the default certificates, run the following commands:
 
    
    security certificate delete -vserver ESXi-Work-SVM -common-name ESXi-Work-SVM -ca ESXi-Work-SVM -type server -serial <serial-number>
 
   
 
    
    [image: *]          Deleting expired certificates before creating new certificates is a best practice. Run the security certificate delete command to delete the expired certificates. In the following command, use TAB completion to select and delete each default certificate.
 
   
 
   4.       To generate and install self-signed certificates, run the following commands as one-time commands. Generate a server certificate for the ESXi-Work-SVM and the cluster SVM. Use TAB completion to aid in the completion of these commands.
 
    
    security certificate create -common-name <cert-common-name> -type  server -size 2048 -country <cert-country> -state <cert-state> -locality <cert-locality> -organization <cert-org> -unit <cert-unit> -email-addr <cert-email> -expire-days <cert-days> -protocol SSL -hash-function SHA256 -vserver ESXi-Work-SVM
 
   
 
   5.        To obtain the values for the parameters required in step 5 (<cert-ca> and <cert-serial>), run the security certificate show command.
 
   6.       Enable each certificate that was just created by using the –server-enabled true and –client-enabled false parameters. Use TAB completion to aid in the completion of these commands.
 
    
    security ssl modify -vserver <clustername> -server-enabled true -client-enabled false -ca <cert-ca> -serial <cert-serial> -common-name <cert-common-name>
 
   
 
   7.        Disable HTTP cluster management access.
 
    
    system services firewall policy delete -policy mgmt -service http –vserver <clustername>
 
   
 
    
    [image: *]          It is normal for some of these commands to return an error message stating that the entry does not exist.
 
   
 
   8.       Change back to the normal admin privilege level and set up the system to allow SVM logs to be available by web.
 
    
    set –privilege admin
 
    vserver services web modify –name spi|ontapi|compat –vserver * -enabled true
 
   
 
   [bookmark: _Toc536167847]Create FlexVol Volumes
 
   The following information is required to create a NetApp FlexVol volume:
 
   ·         The volume name
 
   ·         The volume size
 
   ·         The aggregate on which the volume exists
 
   To create a FlexVol volume, run the following commands:
 
    
    volume create -vserver ESXi-Work-SVM -volume esxi_hosts_vms -aggregate aggr1_node02 -size 1TB -state online -policy default -junction-path /esxi_hosts_vms -space-guarantee none -percent-snapshot-space 0
 
     
 
    volume create -vserver ESXi-Work-SVM -volume esxi_swap -aggregate aggr1_node01 -size 750GB -state online -policy default -junction-path /esxi_swap -space-guarantee none -percent-snapshot-space 0
 
     
 
    volume create -vserver ESXi-Work-SVM -volume sql_esxi_data -aggregate aggr1_node02 -size 2.5TB -state online -policy default -junction-path /sql_esxi_data -space-guarantee none -percent-snapshot-space 0
 
 
 
    volume create -vserver ESXi-Work-SVM -volume sql_esxi_log -aggregate aggr1_node02 -size 1.5TB -state online -policy default -junction-path /sql_esxi_log -space-guarantee none -percent-snapshot-space 0
 
 
 
    snapmirror update-ls-set -source-path ESXi-Work-SVM:rootvol
 
   
 
   [bookmark: _Toc536167848]Create ESXi Boot LUNs 
 
   To create three boot LUNs for ESXi hosts, run the following commands:
 
    
    lun create -vserver ESXi-Work-SVM -volume esxi_hosts_vms -lun esxi-host1 -size 25GB -ostype vmware -space-reserve disable 
 lun create -vserver ESXi-Work-SVM -volume esxi_hosts_vms -lun esxi-host2 -size 25GB -ostype vmware -space-reserve disable 
 lun create -vserver ESXi-Work-SVM -volume esxi_hosts_vms -lun esxi-host3 -size 25GB -ostype vmware -space-reserve disable
 
   
 
   [bookmark: _Toc536167849]Create Storage Volume for SQL Virtual Machine Datastore and Swap LUNs 
 
   To create a SQL Virtual Machine Datastore LUN and Swap LUN, run the following commands:
 
    
    lun create -vserver ESXi-Work-SVM -volume esxi_hosts_vms -lun sql-vms-datastore -size 500GB -ostype vmware -space-reserve disable 
 lun create -vserver ESXi-Work-SVM -volume esxi_hosts_vms -lun esxi-vms-swap -size 500GB -ostype vmware -space-reserve disable
 
   
 
   [bookmark: _Toc536167850]Create SQL Data and Log LUNs 
 
   To create a SQL Virtual Machine Datastore LUN and Swap LUN, run the following commands:
 
    
    lun create -vserver ESXi-Work-SVM -volume sql_esxi_data -lun SQL-ESXi-Data-01 -size 400GB -ostype linux -space-reserve diable 
 lun create -vserver ESXi-Work-SVM -volume sql_esxi_data -lun SQL-ESXi-Data-02 -size 400GB -ostype linux -space-reserve disable 
 
    lun create -vserver ESXi-Work-SVM -volume sql_esxi_data -lun SQL-ESXi-Data-03 -size 400GB -ostype linux -space-reserve disable 
 
    lun create -vserver ESXi-Work-SVM -volume sql_esxi_data -lun SQL-ESXi-Data-04 -size 400GB -ostype linux -space-reserve disable
 lun create -vserver ESXi-Work-SVM -volume sql_esxi_log -lun SQL-ESXi-Log-01 -size 150GB -ostype linux -space-reserve disable 
 lun create -vserver ESXi-Work-SVM -volume sql_esxi_log -lun SQL-ESXi-Log-02 -size 150GB -ostype linux -space-reserve disable 
 
    lun create -vserver ESXi-Work-SVM -volume sql_esxi_log -lun SQL-ESXi-Log-03 -size 150GB -ostype linux -space-reserve disable 
 
    lun create -vserver ESXi-Work-SVM -volume sql_esxi_log -lun SQL-ESXi-Log-04 -size 150GB -ostype linux -space-reserve disable
 
   
 
   [bookmark: _Toc536167851]Schedule Deduplication
 
   On NetApp AFF systems, deduplication is enabled by default. To schedule deduplication, follow these steps:
 
   1.        After the volumes are created, assign a once-a-day deduplication schedule to esxi_boot and infra_datastore_1:
 
    
    efficiency modify –vserver ESXi-Work-SVM –volume esxi_hosts_vms –schedule sun-sat@0
 
    efficiency modify –vserver ESXi-Work-SVM –volume esxi_swap –schedule sun-sat@0
 
    efficiency modify –vserver ESXi-Work-SVM –volume sql_esxi_data –schedule sun-sat@0
 
    efficiency modify –vserver ESXi-Work-SVM –volume sql_esxi_log –schedule sun-sat@0
 
   
 
   [bookmark: _Toc536167852]Create iSCSI LIFs 
 
   To create four iSCSI LIFs (two on each node), run the following commands:
 
    
    network interface create -vserver ESXi-Work-SVM -lif [bookmark: _Hlk535168121]esxi-iscsi-lif01a -role data -data-protocol iscsi -home-node <st-node01> -home-port a0a-<SQL-VM-iSCSI-A-id> -address <var_node01_esxi-iscsi-lif01a_ip> -netmask <var_node01_esxi-iscsi_lif01a_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver ESXi-Work-SVM -lif esxi-iscsi_lif01b -role data -data-protocol iscsi -home-node <st-node01> -home-port a0a-<SQL-VM-iSCSI-B-id> -address <var_node01_esxi-iscsi_lif01b_ip> -netmask <var_node01_esxi-iscsi_lif01b_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver ESXi-Work-SVM -lif esxi-iscsi_lif02a -role data -data-protocol iscsi -home-node <st-node02> -home-port a0a-<SQL-VM-iSCSI-A-id> -address <var_node02_esxi-iscsi_lif02a_ip> -netmask <var_node02_esxi-iscsi_lif02a_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver ESXi-Work-SVM -lif esxi-iscsi_lif02b -role data -data-protocol iscsi -home-node <st-node02> -home-port a0a-<SQL-VM-iSCSI-B-id> -address <var_node02_esxi-iscsi_lif02b_ip> -netmask <var_node02_esxi-iscsi_lif02b_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface show
 
   
 
   [bookmark: _Toc536167853]Add SVM Administrator
 
   To add the infrastructure SVM administrator and SVM administration LIF in the out-of-band management network, follow these steps:
 
   1.        Run the following commands:
 
    
    network interface create -vserver ESXi-Work-SVM -lif ESXi-Work-SVM-mgmt -role data -data-protocol none -home-node <st-node01> -home-port e0c -address <ESXi-Work-SVM-Mgmt_ip> -netmask <ESXi-Work-SVM-Mgmt_mask> –status-admin up –failover-policy system-defined –firewall-policy mgmt –auto-revert true
 
   
 
    
    [image: *]          The SVM management IP in this step should be in the same subnet as the storage cluster management IP.
 
   
 
   2.       Create a default route to allow the SVM management interface to reach the outside world.
 
    
    network route create –vserver ESXi-Work-SVM -destination 0.0.0.0/0 –gateway <svm-mgmt-gateway>
 
     
 
    network route show
 
   
 
   3.        Set a password for the SVM vsadmin user and unlock the user.
 
    
    security login password –username vsadmin –vserver ESXi-Work-SVM
 Enter a new password:  <password>
 Enter it again:  <password>
 
 
 
    security login unlock –username vsadmin –vserver ESXi-Work-SVM
 
   
 
    
    [image: *]          A cluster serves data through at least one and possibly several SVMs. We have just gone through creating a single SVM. If you would like to configure your environment with multiple SVMs, this is a good time to create additional SVMs. 
 
   
 
   [bookmark: _Toc536167854]Gather Necessary Information
 
   After the Cisco UCS service profiles have been created, each infrastructure server in the environment will have a unique configuration. To proceed with the FlexPod deployment, specific information must be gathered from each Cisco UCS server and from the NetApp controllers. Insert the required information into following tables.
 
   Table 8         iSCSI IQN and iSCSI LIFs
 
    
     
      
       
       	 IQN or LIF IP
  
       	 Info
  
      
 
      
      
       
       	 ESXi-Work-SVM IQN
  
       	  
  
      
 
       
       	 esxi-iscsi_lif01a_ip
  
       	  
  
      
 
       
       	 esxi-iscsi_lif02a_ip
  
       	  
  
      
 
       
       	 esxi-iscsi_lif01b_ip
  
       	  
  
      
 
       
       	 esxi-iscsi_lif02b_ip
  
       	  
  
      
 
      
    
 
   
 
    
 
    
    [image: *]       To obtain the iSCSI IQN, run iscsi show command on the storage cluster management interface.
 
   
 
   Table 9         vNIC iSCSI IQNs for Fabric A and Fabric B
 
    
     
      
       
       	 Cisco UCS Service Profile Name
  
       	 iSCSI IQN
  
       	 Variables
  
      
 
      
      
       
       	 esxi-host1 
  
       	  
  
       	 <esxi-host1-iqn> 
  
      
 
       
       	 esxi-host2
  
       	  
  
       	 <esxi-host2-iqn> 
  
      
 
       
       	 esxi-host3
  
       	  
  
       	 <esxi-host3-iqn> 
  
      
 
      
    
 
   
 
    
    [image: *]       To obtain the iSCSI vNIC IQN information in the Cisco UCS Manager GUI, go to Servers > Service Profiles > root. Click each service profile and then select the iSCSI vNICs tab. The initiator name is displayed at the top of the page under the service profile initiator name. 
 
   
 
   [bookmark: _Toc536167855]SVM for SQL Linux Virtual Machines on Hyper-V
 
   [bookmark: _Toc536167856]Create Storage Virtual Machine
 
   To create an infrastructure SVM, follow these steps:
 
   1.        Run the vserver create command.
 
    
    vserver create –vserver Hyperv-Work-SVM –rootvolume rootvol –aggregate aggr1_node01 –rootvolume-security-style unix
 
   
 
   2.       Select the SVM data protocols to configure, keeping iSCSI only.
 
    
    vserver remove-protocols –vserver Hyperv-Work-SVM -protocols nfs,fcp,cifs,ndmp
 
   
 
   3.        Add the two data aggregates to the Hyperv-Work-SVM aggregate list for the NetApp VSC.
 
    
    vserver modify –vserver Hyperv-Work-SVM –aggr-list aggr1_node01,aggr1_node02
 
   
 
   4.       Enable and run the NFS protocol in the Hyperv-Work-SVM.
 
    
    nfs create -vserver Hyperv-Work-SVM -udp disabled
 
   
 
   [bookmark: _Toc536167857]Create Load-Sharing Mirrors of SVM Root Volume
 
   To create a load-sharing mirror of an SVM root volume, follow these steps:
 
   1.        Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.
 
    
    volume create –vserver Hyperv-Work-SVM –volume rootvol_m01 –aggregate aggr1_node01 –size 1GB –type DP 
 volume create –vserver Hyperv-Work-SVM –volume rootvol_m02 –aggregate aggr1_node02 –size 1GB –type DP
 
   
 
   2.       Create a job schedule to update the root volume mirror relationships every 15 minutes.
 
    
    job schedule interval create -name 15min -minutes 15
 
   
 
   3.        Create the mirroring relationships.
 
    
    snapmirror create –source-path Hyperv-Work-SVM:rootvol –destination-path Hyperv-Work-SVM:rootvol_m01 –type LS -schedule 15min
 
    snapmirror create –source-path Hyperv-Work-SVM:rootvol –destination-path Hyperv-Work-SVM:rootvol_m02 –type LS -schedule 15min
 
   
 
   4.       Initialize the mirroring relationship.
 
    
    snapmirror initialize-ls-set –source-path Hyperv-Work-SVM:rootvol
 snapmirror show
 
   
 
   [bookmark: _Toc536167858]Create Block Protocol (iSCSI) Service 
 
   Run the following command to create the iSCSI service on each SVM. This command also starts the iSCSI service and sets the IQN for the SVM.
 
    
    iscsi create -vserver Hyperv-Work-SVM
 iscsi show
 
   
 
   [bookmark: _Toc536167859]Configure HTTPS Access 
 
   To configure secure access to the storage controller, follow these steps:
 
   1.        Increase the privilege level to access the certificate commands.
 
    
    set -privilege diag
 
    Do you want to continue? {y|n}: y
 
   
 
   2.       Generally, a self-signed certificate is already in place. Verify the certificate and obtain parameters (for example, <serial-number>) by running the following command:
 
    
    security certificate show
 
   
 
   3.        For each SVM shown, the certificate common name should match the DNS FQDN of the SVM. Delete the two default certificates and replace them with either self-signed certificates or certificates from a certificate authority (CA). To delete the default certificates, run the following commands:
 
    
    security certificate delete -vserver Hyperv-Work-SVM -common-name Hyperv-Work-SVM -ca Hyperv-Work-SVM -type server -serial <serial-number>
 
   
 
    
    [image: *]          Deleting expired certificates before creating new certificates is a best practice. Run the security certificate delete command to delete the expired certificates. In the following command, use TAB completion to select and delete each default certificate.
 
   
 
   4.       To generate and install self-signed certificates, run the following commands as one-time commands. Generate a server certificate for the Hyperv-Work-SVM and the cluster SVM. Use TAB completion to aid in the completion of these commands.
 
    
    security certificate create -common-name <cert-common-name> -type  server -size 2048 -country <cert-country> -state <cert-state> -locality <cert-locality> -organization <cert-org> -unit <cert-unit> -email-addr <cert-email> -expire-days <cert-days> -protocol SSL -hash-function SHA256 -vserver Hyperv-Work-SVM
 
   
 
   5.        To obtain the values for the parameters required in step 5 (<cert-ca> and <cert-serial>), run the security certificate show command.
 
   6.       Enable each certificate that was just created by using the –server-enabled true and –client-enabled false parameters. Use TAB completion to aid in the completion of these commands.
 
    
    security ssl modify -vserver <clustername> -server-enabled true -client-enabled false -ca <cert-ca> -serial <cert-serial> -common-name <cert-common-name>
 
   
 
   7.        Disable HTTP cluster management access.
 
    
    system services firewall policy delete -policy mgmt -service http –vserver <clustername>
 
   
 
    
    [image: *]          It is normal for some of these commands to return an error message stating that the entry does not exist.
 
   
 
   8.       Change back to the normal admin privilege level and set up the system to allow SVM logs to be available by web.
 
    
    set –privilege admin
 
    vserver services web modify –name spi|ontapi|compat –vserver * -enabled true
 
   
 
   [bookmark: _Toc536167860]Create FlexVol Volumes
 
   The following information is required to create a NetApp FlexVol volume:
 
   ·         The volume name
 
   ·         The volume size
 
   ·         The aggregate on which the volume exists
 
   To create a FlexVol volume, run the following commands:
 
    
    volume create -vserver Hyperv-Work-SVM -volume hyperv_hosts_vms -aggregate aggr1_node02 -size 3TB -state online -policy default -junction-path /hyperv_hosts_vms -space-guarantee none -percent-snapshot-space 0
 
     
 
    volume create -vserver Hyperv-Work-SVM -volume sql_hyperv_data -aggregate aggr1_node02 -size 2.5TB -state online -policy default -junction-path /sql_hyperv_data -space-guarantee none -percent-snapshot-space 0
 
 
 
    volume create -vserver Hyperv-Work-SVM -volume sql_hyperv_log -aggregate aggr1_node02 -size 1.5TB -state online -policy default -junction-path /sql_hyperv_log -space-guarantee none -percent-snapshot-space 0
 
 
 
    snapmirror update-ls-set -source-path Hyperv-Work-SVM:rootvol
 
   
 
   [bookmark: _Toc536167861]Create Hyper-V Boot LUNs 
 
   To create three boot LUNs for Hyper-V hosts, run the following commands:
 
    
    lun create -vserver Hyperv-Work-SVM -volume hyperv_hosts_vms -lun hyperv-host1 -size 500GB -ostype windows_2008 -space-reserve disabled 
 lun create -vserver Hyperv-Work-SVM -volume hyperv_hosts_vms -lun hyperv-host2 -size 500GB -ostype windows_2008 -space-reserve disabled 
 lun create -vserver Hyperv-Work-SVM -volume hyperv_hosts_vms -lun hyperv-host3 -size 500GB -ostype windows_2008 -space-reserve disabled
 
   
 
   [bookmark: _Toc536167862]Create Storage Volume for SQL Virtual Machines Running on Hyper-V
 
   To create a SQL Virtual Machine Datastore LUN and Swap LUN, run the following commands:
 
    
    lun create -vserver Hyperv-Work-SVM -volume hyperv_hosts_vms -lun sql-vms-csv -size 500GB -ostype windows_2008 -space-reserve disabled 
 
   
 
   [bookmark: _Toc536167863]Create SQL Data and Log LUNs 
 
   To create a SQL Virtual Machine Datastore LUN and Swap LUN, run the following commands:
 
    
    lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_data -lun SQL-Hyperv-Data-01 -size 400GB -ostype linux -space-reserve disabled 
 lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_data -lun SQL-Hyperv-Data-02 -size 400GB -ostype linux -space-reserve disabled
 
    lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_data -lun SQL-Hyperv-Data-03 -size 400GB -ostype linux -space-reserve disabled
 
    lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_data -lun SQL-Hyperv-Data-04 -size 400GB -ostype linux -space-reserve disabled
 lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_log -lun SQL-Hyperv-Log-01 -size 150GB -ostype linux -space-reserve disabled
 lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_log -lun SQL-Hyperv-Log-02 -size 150GB -ostype linux -space-reserve disabled
 
    lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_log -lun SQL-Hyperv-Log-03 -size 150GB -ostype linux -space-reserve disabled
 
    lun create -vserver Hyperv-Work-SVM -volume sql_hyperv_log -lun SQL-Hyperv-Log-04 -size 150GB -ostype linux -space-reserve disabled
 
   
 
   [bookmark: _Toc536167864]Schedule Deduplication
 
   On NetApp AFF systems, deduplication is enabled by default. To schedule deduplication, follow this step:
 
   1.        After the volumes are created, assign a once-a-day deduplication schedule to hyperv_boot and infra_datastore_1:
 
    
    efficiency modify –vserver Hyperv-Work-SVM –volume hyperv_hosts_vms –schedule sun-sat@0
 
    efficiency modify –vserver Hyperv-Work-SVM –volume sql_hyperv_data –schedule sun-sat@0
 
    efficiency modify –vserver Hyperv-Work-SVM –volume sql_hyperv_log –schedule sun-sat@0
 
   
 
   [bookmark: _Toc536167865]Create iSCSI LIFs 
 
   To create four iSCSI LIFs (two on each node), run the following commands:
 
    
    network interface create -vserver Hyperv-Work-SVM -lif hyperv-iscsi-lif01a -role data -data-protocol iscsi -home-node <st-node01> -home-port a0a-<SQL-HV-iSCSI-A-id> -address <var_node01_hyperv-iscsi-lif01a_ip> -netmask <var_node01_hyperv-iscsi-lif01a_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver Hyperv-Work-SVM -lif hyperv-iscsi_lif01b -role data -data-protocol iscsi -home-node <st-node01> -home-port a0a-<SQL-HV-iSCSI-B-id> -address <var_node01_hyperv-iscsi-lif01b_ip> -netmask <var_node01_hyperv-iscsi-lif01b_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver Hyperv-Work-SVM -lif hyperv-iscsi_lif02a -role data -data-protocol iscsi -home-node <st-node02> -home-port a0a-<SQL-HV-iSCSI-A-id> -address <var_node02_hyperv-iscsi-lif02a_ip> -netmask <var_node02_hyperv-iscsi-lif02a_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface create -vserver Hyperv-Work-SVM -lif hyperv-iscsi_lif02b -role data -data-protocol iscsi -home-node <st-node02> -home-port a0a-<SQL-HV-iSCSI-B-id> -address <var_node02_hyperv-iscsi-lif02b_ip> -netmask <var_node02_hyperv-iscsi-lif02b_mask> –status-admin up –failover-policy disabled –firewall-policy data –auto-revert false
 
     
 
    network interface show
 
   
 
   [bookmark: _Toc536167866]Add SVM Administrator
 
   To add the infrastructure SVM administrator and SVM administration LIF in the out-of-band management network, follow these steps:
 
   1.        Run the following commands:
 
    
    network interface create -vserver Hyperv-Work-SVM -lif Hyperv-Work-SVM-mgmt -role data -data-protocol none -home-node <st-node01> -home-port e0c -address <Hyperv-Work-SVM-Mgmt_ip> -netmask <Hyperv-Work-SVM-Mgmt_mask> –status-admin up –failover-policy system-defined –firewall-policy mgmt –auto-revert true
 
   
 
    
    [image: *]          The SVM management IP in this step should be in the same subnet as the storage cluster management IP.
 
   
 
   2.       Create a default route to allow the SVM management interface to reach the outside world.
 
    
    network route create –vserver Hyperv-Work-SVM -destination 0.0.0.0/0 –gateway <svm-mgmt-gateway>
 
     
 
    network route show
 
   
 
   3.        Set a password for the SVM vsadmin user and unlock the user.
 
    
    security login password –username vsadmin –vserver Hyperv-Work-SVM
 Enter a new password:  <password>
 Enter it again:  <password>
 
 
 
    security login unlock –username vsadmin –vserver Hyperv-Work-SVM
 
   
 
    
    [image: *]          A cluster serves data through at least one and possibly several SVMs. We have just gone through creating a single SVM. If you would like to configure your environment with multiple SVMs, this is a good time to create additional SVMs. 
 
   
 
   [bookmark: _Toc536167867]Gather Necessary Information
 
   After the Cisco UCS service profiles have been created, each infrastructure server in the environment will have a unique configuration. To proceed with the FlexPod deployment, specific information must be gathered from each Cisco UCS server and from the NetApp controllers. Insert the required information into following tables.
 
   Table 10      iSCSI IQN and iSCSI LIFs
 
    
     
      
       
       	 IQN or LIF IP
  
       	 Info
  
      
 
      
      
       
       	 Hyperv-Work-SVM IQN
  
       	  
  
      
 
       
       	 hyperv-iscsi_lif01a_ip
  
       	  
  
      
 
       
       	 hyperv-iscsi_lif02a_ip
  
       	  
  
      
 
       
       	 hyperv-iscsi_lif01b_ip
  
       	  
  
      
 
       
       	 hyperv-iscsi_lif02b_ip
  
       	  
  
      
 
      
    
 
   
 
    
    [image: *]       To obtain the iSCSI IQN, run iscsi show command on the storage cluster management interface.
 
   
 
   Table 11       vNIC iSCSI IQNs for Fabric A and Fabric B
 
    
     
      
       
       	 Cisco UCS Service Profile Name
  
       	 iSCSI IQN
  
       	 Variables
  
      
 
      
      
       
       	 hyperv-host1 
  
       	  
  
       	 <hyperv-host1-iqn> 
  
      
 
       
       	 hyperv-host2
  
       	  
  
       	 <hyperv-host2-iqn> 
  
      
 
       
       	 hyperv-host3
  
       	  
  
       	 <hyperv-host3-iqn> 
  
      
 
      
    
 
   
 
    
    [image: *]       To obtain the iSCSI vNIC IQN information in the Cisco UCS Manager GUI, go to Servers > Service Profiles > root. Click each service profile and then select the iSCSI vNICs tab. The initiator name is displayed at the top of the page under the service profile initiator name. 
 
   
 
   
 
    [bookmark: _Toc536167868]Server Configuration
 
   
 
   [bookmark: _Toc536167869]Cisco UCS Base Configuration
 
   This FlexPod deployment will show configuration steps for the Cisco UCS Fabric Interconnects (FI) in a design that will support iSCSI to the NetApp AFF through the Cisco Nexus.
 
   [bookmark: _Toc536167870]Perform Initial Setup of Cisco UCS Fabric Interconnects for FlexPod Environments
 
   This section provides detailed procedures for configuring the Cisco Unified Computing System for use in a FlexPod environment. The steps are necessary to provision the Cisco UCS B-Series and C-Series servers and should be followed precisely to avoid improper configuration.
 
   Cisco UCS Fabric Interconnect A
 
   To configure the Cisco UCS for use in a FlexPod environment, follow these steps:
 
   1.        Connect to the console port on the first Cisco UCS fabric interconnect.
 
   Enter the configuration method: gui
 
   Physical switch Mgmt0 IP address: <ucsa-mgmt-ip>
 
   Physical switch Mgmt0 IPv4 netmask: <ucsa-mgmt-mask>
 
   IPv4 address of the default gateway: <ucsa-mgmt-gateway>
 
   2.       Using a supported web browser, connect to https://<ucsa-mgmt-ip>, accept the security prompts, and click the ‘Express Setup’ link under HTML.
 
   3.        Select Initial Setup and click Submit.
 
   4.       Select Enable clustering, Fabric A, and IPv4.
 
   5.        Fill in the Virtual IP Address with the UCS cluster IP.
 
   6.       Completely fill in the System setup section. For system name, use the overall UCS system name. For the Mgmt IP Address, use <ucsa-mgmt-ip>.
 
   7.        Click Submit.
 
   Cisco UCS Fabric Interconnect B
 
   To configure the Cisco UCS for use in a FlexPod environment, follow these steps:
 
   1.        Connect to the console port on the second Cisco UCS fabric interconnect.
 
   Enter the configuration method: gui
 
   Physical switch Mgmt0 IP address: <ucsb-mgmt-ip>
 
   Physical switch Mgmt0 IPv4 netmask: <ucsb-mgmt-mask>
 
   IPv4 address of the default gateway: <ucsb-mgmt-gateway>
 
   2.       Using a supported web browser, connect to https://<ucsb-mgmt-ip>, accept the security prompts, and click the Express Setup link under HTML.
 
   3.        Under System setup, enter the Admin Password entered above and click Submit.
 
   4.       Enter <ucsb-mgmt-ip> for the Mgmt IP Address and click Submit.
 
   [bookmark: _Toc536167871]Cisco UCS Setup
 
   [bookmark: _Toc536167872]Log in to Cisco UCS Manager
 
   To log in to the Cisco Unified Computing System environment, follow these steps:
 
   1.        Open a web browser and navigate to the Cisco UCS fabric interconnect cluster address.
 
    
    [image: *]          You may need to wait at least 5 minutes after configuring the second fabric interconnect for Cisco UCS Manager to come up.
 
   
 
   2.       Click the Launch UCS Manager link under HTML to launch Cisco UCS Manager.
 
   3.        If prompted to accept security certificates, accept as necessary.
 
   4.       When prompted, enter admin as the user name and enter the administrative password.
 
   5.        Click Login to log in to Cisco UCS Manager.
 
   [bookmark: _Toc536167873]Upgrade Cisco UCS Manager Software to Version 4.0(1c)
 
   This document assumes the use of Cisco UCS 4.0(1c). To upgrade the Cisco UCS Manager software and the Cisco UCS Fabric Interconnect software to version 4.0(1c), refer to Cisco UCS Manager Install and Upgrade Guides: https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-manager/products-installation-guides-list.html
 
   [bookmark: _Toc536167874]Anonymous Reporting
 
   To create anonymous reporting, follow this step:
 
   1.        In the Anonymous Reporting window, select whether to send anonymous data to Cisco for improving future products. If you select Yes, enter the IP address of your SMTP Server. Click OK.
 
   Figure 15           Anonymous Reporting
 
   
 
   [bookmark: _Toc536167875]Configure Cisco UCS Call Home
 
   It is highly recommended by Cisco to configure Call Home in Cisco UCS Manager. Configuring Call Home will accelerate resolution of support cases. To configure Call Home, follow these steps:
 
   1.        In Cisco UCS Manager, click Admin.
 
   2.       Select All > Communication Management > Call Home.
 
   3.        Change the State to On.
 
   4.       Fill in all the fields according to your Management preferences and click Save Changes and OK to complete configuring Call Home.
 
   [bookmark: _Toc536167876]Add Block of IP Addresses for KVM Access
 
   To create a block of IP addresses for in band server Keyboard, Video, Mouse (KVM) access in the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Expand Pools > root > IP Pools.
 
   3.        Right-click IP Pool ext-mgmt and select Create Block of IPv4 Addresses.
 
   4.       Enter the starting IP address of the block, number of IP addresses required, and the subnet mask and gateway information.
 
   Figure 16           IPv4 IP Addresses for KVM Access
 
   
 
   5.        Click OK to create the block.
 
   6.       Click OK in the confirmation message
 
   [bookmark: _Toc536167877]Synchronize Cisco UCS to NTP
 
   To synchronize the Cisco UCS environment to the NTP servers in the Nexus switches, follow these steps:
 
   1.        In Cisco UCS Manager, click Admin.
 
   2.       Expand All > Time Zone Management.
 
   3.        Select Timezone.
 
   4.       In the Properties pane, select the appropriate time zone in the Timezone menu.
 
   5.        Click Save Changes, and then click OK.
 
   6.       Click Add NTP Server.
 
   7.        Enter <switch-a-ntp-ip> and click OK. Click OK.
 
   8.       Click Add NTP Server.
 
   9.       Enter <switch-b-ntp-ip> and click OK. Click OK on the confirmation.
 
   Figure 17           UCSM NTP Configuration 
 
   
 
   [bookmark: _Toc536167878]Edit Chassis Discovery Policy
 
   Setting the discovery policy simplifies the addition of Cisco UCS B-Series chassis and of additional fabric extenders for further Cisco UCS C-Series connectivity. To modify the chassis discovery policy, follow these steps:
 
   1.        In Cisco UCS Manager, click Equipment and select Equipment in the second list.
 
   2.       In the right pane, click the Policies tab.
 
   3.        Under Global Policies, set the Chassis/FEX Discovery Policy to match the minimum number of uplink ports that are cabled between the chassis or fabric extenders (FEXes) and the fabric interconnects.
 
   4.       Set the Link Grouping Preference to Port Channel. If Backplane Speed Preference appears, leave it set at 40G. If the environment being setup contains a large amount of multicast traffic, set the Multicast Hardware Hash setting to Enabled.
 
   5.        Click Save Changes.
 
   6.       Click OK.
 
   Figure 18           Edit Discovery Policy
 
   
 
   [bookmark: _Toc536167879]Enable Server and Uplink Ports
 
   To enable server and uplink ports, follow these steps:
 
   1.        In Cisco UCS Manager, click Equipment.
 
   2.       Expand Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
 
   3.        Expand Ethernet Ports.
 
   4.       Select the ports that are connected to the chassis, Cisco FEX, and direct connect UCS C-Series servers, right-click them, and select Configure as Server Port
 
   5.        Click Yes to confirm server ports and click OK.
 
   6.       Verify that the ports connected to the chassis, C-series servers and Cisco FEX are now configured as server ports.
 
   7.        Select the ports that are connected to the Cisco Nexus switches, right-click them, and select Con-figure as Uplink Port.
 
    
    [image: *]          The last 6 ports of the Cisco UCS 6332 and Cisco UCS 6332-16UP FIs will only work with optical based QSFP transceivers and AOC cables, so they can be better utilized as uplinks to upstream resources that might be optical only
 
   
 
   8.       Click Yes to confirm uplink ports and click OK.
 
   9.       Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module
 
   10.    Expand Ethernet Ports.
 
   11.     Select the ports that are connected to the chassis, C-series servers or to the Cisco 2232 FEX (two per FEX), right-click them, and select Configure as Server Port.
 
   12.    Click Yes to confirm server ports and click OK.
 
   13.     Select the ports that are connected to the Cisco Nexus switches, right-click them, and select Con-figure as Uplink Port.
 
   14.    Click Yes to confirm the uplink ports and click OK.
 
   [bookmark: _Toc536167880]Acknowledge Cisco UCS Chassis and FEX
 
   To acknowledge all Cisco UCS chassis and any external 2232 FEX modules, follow these steps:
 
   1.        In Cisco UCS Manager, click Equipment.
 
   2.       Expand Chassis and select each chassis that is listed.
 
   3.        Right-click each chassis and select Acknowledge Chassis.
 
   4.       Click Yes and then click OK to complete acknowledging the chassis.
 
   5.        If Nexus 2232 FEX are part of the configuration, expand Rack Mounts and FEX.
 
   6.       Right-click each FEX that is listed and select Acknowledge FEX.
 
   7.        Click Yes and then click OK to complete acknowledging the FEX.
 
   [bookmark: _Toc536167881]Create Uplink Port Channels to Cisco Nexus Switches
 
   To configure the necessary port channels out of the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
    
    [image: *]          In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches and one from fabric B to both Cisco Nexus switches
 
   
 
   2.       Under LAN > LAN Cloud, expand the Fabric A tree.
 
   3.        Right-click Port Channels.
 
   4.       Select Create Port Channel.
 
   5.        Enter 153 as the unique ID of the port channel.
 
   6.       Enter vPC-153-Nexus as the name of the port channel.
 
   7.        Click Next.
 
   8.       Select the ports connected to the Nexus switches to be added to the port channel:
 
   9.       Click >> to add the ports to the port channel.
 
   10.    Click Finish to create the port channel.
 
   11.     Click OK.
 
   12.    In the navigation pane, under LAN > LAN Cloud, expand the fabric B tree.
 
   13.     Right-click Port Channels.
 
   14.    Select Create Port Channel.
 
   15.     Enter 154 as the unique ID of the port channel.
 
   16.    Enter vPC-154-Nexus as the name of the port channel.
 
   17.     Click Next.
 
   18.    Select the ports connected to the Nexus switches to be added to the port channel:
 
   19.    Click >> to add the ports to the port channel.
 
   20.    Click Finish to create the port channel.
 
   21.    Click OK.
 
    
    [image: *]          In the following section, creation of UCSM pools, polices, templates and service profiles will be shown. Create one Sub-Organizations if you planning to have dedicated Organization for your environments. And then create these pools, polices, templates and service profiles under your organization. Else create them in default root organization.
 
   
 
   [bookmark: _Toc536167882]Create Organization (Optional)
 
   To create an Organization in the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click Severs.
 
   2.       Expand Service Profiles > root > Sub-Organizations.
 
   3.        Right-click Sub-Organizations and select Create Organization.
 
   4.       Enter the name of the Organization and description and click OK.
 
    
    [image: *]          For this testing and validation, two organizations are created. One for VMware environment and other for Hyper-V environment. 
 
   
 
    
 
    
    [image: *]          While creating the pools, polices, templates and service profiles, navigate to the appropriate organization and create them.  
 
   
 
    
 
    
    [image: *]          The pools, polices and templates that are applicable to all the organizations are created under default root organization.
 
   
 
   [bookmark: _Toc536167883]Create MAC Address Pools
 
   To configure the necessary MAC address pools for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select Pools > root
 
    
    [image: *]          In this procedure, two MAC address pools are created, one for each switching fabric.
 
   
 
   3.        Right-click MAC Pools under the root.
 
   4.       Select Create MAC Pool to create the MAC address pool.
 
   5.        Enter MAC-Pool-A as the name of the MAC pool.
 
   6.       Optional: Enter a description for the MAC pool.
 
   7.        Select Sequential as the option for Assignment Order.
 
   8.       Click Next.
 
   9.       Click Add.
 
   10.    Specify a starting MAC address.
 
    
    [image: *]          For the FlexPod solution, the recommendation is to place 0A in the next-to-last octet of the starting MAC address to identify all the MAC addresses as fabric A addresses. In our example, we have carried forward the example of also embedding the Cisco UCS domain number information giving us 00:25:B5:32:0A:00 as our first MAC address.
 
   
 
   11.     Specify a size for the MAC address pool that is sufficient to support the available blade or server re-sources.
 
   12.    Click OK.
 
   13.     Click Finish.
 
   14.    In the confirmation message, click OK.
 
   15.     Right-click MAC Pools under the root organization.
 
   16.    Select Create MAC Pool to create the MAC address pool.
 
   17.     Enter MAC-Pool-B as the name of the MAC pool.
 
   18.    Optional: Enter a description for the MAC pool.
 
   19.    Select Sequential as the option for Assignment Order.
 
   20.    Click Next.
 
   21.    Click Add.
 
   22.    Specify a starting MAC address.
 
    
    [image: *]          For the FlexPod solution, it is recommended to place 0B in the next to last octet of the starting MAC address to identify all the MAC addresses in this pool as fabric B addresses. Once again, we have carried forward in our example of also embedding the Cisco UCS domain number information giving us 00:25:B5:32:0B:00 as our first MAC address.
 
   
 
   23.    Specify a size for the MAC address pool that is sufficient to support the available blade or server re-sources.
 
   24.    Click OK.
 
   25.    Click Finish.
 
   26.    In the confirmation message, click OK.
 
   Figure 19           MAC Pool Address
 
   
 
   [bookmark: _Toc536167884]Create IQN Pools for iSCSI Boot
 
   To configure the necessary IQN pools for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click SAN.
 
   2.       Select Pools > root.
 
   3.        Right click IQN Pools.
 
   4.       Select Create IQN Suffix Pool to create the IQN pool.
 
   5.        Enter IQN-Pool for the name of the IQN pool.
 
   6.       Optional: Enter a description for the IQN pool.
 
   7.        Enter iqn.201-11.com.flexpod as the prefix.
 
   8.       Select Sequential for Assignment Order.
 
   9.       Click Next.
 
   10.    Click Add.
 
   11.     Enter ucs-host as the suffix.
 
    
    [image: *]          If multiple Cisco UCS domains are being used, a more specific IQN suffix may need to be used.
 
   
 
   12.    Enter 1 in the From field.
 
   13.     Specify the size of the IQN block sufficient to support the available server resources.
 
   14.    Click OK.
 
   15.     Click Finish.
 
   [bookmark: _Toc536167885]Create IP Pools for iSCSI Boot
 
   To configure the necessary IP pools iSCSI boot for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select Pools > root.
 
   3.        Right-click IP Pools.
 
   4.       Select Create IP Pool.
 
   5.        Enter SQL-FP-iSCSI-Pool-A as the name of IP pool.
 
   6.       Optional: Enter a description for the IP pool.
 
   7.        Select Sequential for the assignment order.
 
   8.       Click Next.
 
   9.       Click Add to add a block of IP address.
 
   10.    In the From field, enter the beginning of the range to assign as iSCSI IP addresses
 
   11.     Set the size to enough addresses to accommodate the servers
 
   12.    Click OK.
 
   13.     Click Next.
 
   14.    Click Finish.
 
   15.     Right-click IP Pools.
 
   16.    Select Create IP Pool.
 
   17.     Enter SQL-FP-iSCSI-Pool-A as the name of IP pool.
 
   18.    Optional: Enter a description for the IP pool.
 
   19.    Select Sequential for the assignment order.
 
   20.    Click Next.
 
   21.    Click Add to add a block of IP address.
 
   22.    In the From field, enter the beginning of the range to assign as iSCSI IP addresses.
 
   23.    Set the size to enough addresses to accommodate the servers
 
   24.    Click OK.
 
   25.    Click Next.
 
   26.    Click Finish.
 
   [bookmark: _Toc536167886]Create UUID Suffix Pool
 
   To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Pools > root.
 
   3.        Right-click UUID Suffix Pools.
 
   4.       Select Create UUID Suffix Pool.
 
   5.        Enter UUID-Pool as the name of the UUID suffix pool.
 
   6.       Optional: Enter a description for the UUID suffix pool.
 
   7.        Keep the prefix at the derived option.
 
   8.       Select Sequential for the Assignment Order.
 
   9.       Click Next.
 
   10.    Click Add to add a block of UUIDs.
 
   11.     Keep the From field at the default setting.
 
   12.    Specify a size for the UUID block that is sufficient to support the available blade or server resources.
 
   13.     Click OK.
 
   14.    Click Finish.
 
   15.     Click OK.
 
   [bookmark: _Toc536167887]Create Server Pool
 
   To configure the necessary server pool for the Cisco UCS environment, follow these steps:
 
    
    [image: *]          Consider creating unique server pools to achieve the granularity that is required in your environment. For instance, create separate server pools for VMware and Hyper-V Cluster in their corresponding organizations.
 
   
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Pools > root > Sub-Organizations >
 
   3.        Right-click Server Pools.
 
   4.       Select Create Server Pool.
 
   5.        Enter SQL-FP-Blades-Pool as the name of the server pool.
 
   6.       Optional: Enter a description for the server pool.
 
   7.        Click Next.
 
   8.       Select two (or more) servers to be used for the VMware/Hyper-V cluster and click >> to add them to the SQL-FP-Blades-Pool server pool.
 
   9.       Click Finish.
 
   10.    Click OK.
 
    [bookmark: _Toc536167888]Create VLANs
 
   To configure the necessary virtual local area networks (VLANs) for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
    
    [image: *]          In this procedure, ten unique VLANs are created, Four for VMware cluster and six for Hyper-V cluster. See Table 2
 
   
 
   2.       Select LAN > LAN Cloud.
 
   3.        Right-click VLANs.
 
   4.       Select Create VLANs.
 
   5.        Enter Native-VLAN as the name of the VLAN to be used as the native VLAN.
 
   6.       Keep the Common/Global option selected for the scope of the VLAN.
 
   7.        Enter the native VLAN ID.
 
   8.       Keep the Sharing Type as None.
 
   9.       Click OK and then click OK again.
 
   10.    Expand the list of VLANs in the navigation pane, right-click the newly created Native-VLAN and select Set as Native VLAN.
 
   11.     Click Yes, and then click OK.
 
   12.    Right-click VLANs.
 
   13.     Select Create VLANs
 
   14.    Enter SQL-VM-MGMT as the name of the VLAN to be used for VMware management traffic.
 
   15.     Keep the Common/Global option selected for the scope of the VLAN.
 
   16.    Enter the VMware In-Band management VLAN ID.
 
   17.     Keep the Sharing Type as None.
 
   18.    Click OK, and then click OK again.
 
   19.    Right-click VLANs.
 
   20.    Select Create VLANs. 
 
   21.    Enter SQL-VM-iSCSI-A as the name of the VLAN to be used for VMware iSCSI traffic.
 
   22.    Keep the Common/Global option selected for the scope of the VLAN.
 
   23.    Enter the VMWare iSCSI-A VLAN ID.
 
   24.    Keep the Sharing Type as None.
 
   25.    Click OK, and then click OK again. 
 
   26.    Right-click VLANs.
 
   27.    Select Create VLANs.
 
   28.    Enter SQL-VM-iSCSI-B as the name of the VLAN to be used for VMware iSCSI traffic.
 
   29.    Keep the Common/Global option selected for the scope of the VLAN.
 
   30.    Enter the VMWare iSCSI-B VLAN ID.
 
   31.     Keep the Sharing Type as None.
 
   32.    Click OK, and then click OK again. 
 
   33.     Right-click VLANs.
 
   34.    Select Create VLANs.
 
   35.     Enter SQL-vMotion as the name of the VLAN to be used for vMotion.
 
   36.    Keep the Common/Global option selected for the scope of the VLAN.
 
   37.     Enter the SQL-vMotion VLAN ID.
 
   38.    Keep the Sharing Type as None.
 
   39.    Click OK, and then click OK again. 
 
   40.    Select Create VLANs.
 
   41.    Enter SQL-HV-MGMT as the name of the VLAN to be used for Hyper-V Management traffic.
 
   42.    Keep the Common/Global option selected for the scope of the VLAN.
 
   43.    Enter the Hyper-V In-Band Mgmt VLAN ID.
 
   44.    Keep the Sharing Type as None.
 
   45.    Click OK, and then click OK again. 
 
   46.    Right-click VLANs.
 
   47.    Select Create VLANs.
 
   48.    Enter SQL-HV-iSCSI-A as the name of the VLAN to be used for Hyper-V iSCSI traffic.
 
   49.    Keep the Common/Global option selected for the scope of the VLAN.
 
   50.    Enter the Hyper-V iSCSI-A VLAN ID.
 
   51.     Keep the Sharing Type as None.
 
   52.    Click OK, and then click OK again. 
 
   53.     Right-click VLANs.
 
   54.    Select Create VLANs.
 
   55.     Enter SQL-HV-iSCSI-B as the name of the VLAN to be used for Hyper-V iSCSI traffic.
 
   56.    Keep the Common/Global option selected for the scope of the VLAN.
 
   57.     Enter the Hyper-V iSCSI-B VLAN ID.
 
   58.    Keep the Sharing Type as None.
 
   59.    Click OK and then click OK again. 
 
   60.    Right-click VLANs.
 
   61.    Select Create VLANs.
 
   62.    Enter SQL-Live-Migration as the name of the VLAN to be used for Hyper-V live migration traffic.
 
   63.    Keep the Common/Global option selected for the scope of the VLAN.
 
   64.    Enter the Hyper-V live migration VLAN ID.
 
   65.    Keep the Sharing Type as None.
 
   66.    Click OK, and then click OK again. 
 
   67.    Right-click VLANs.
 
   68.    Select Create VLANs.
 
   69.    Enter SQL-HV-Cluster as the name of the VLAN to be used for Hyper-V cluster traffic.
 
   70.    Keep the Common/Global option selected for the scope of the VLAN.
 
   71.     Enter the Hyper-V SQL-HV-Cluster VLAN ID.
 
   72.    Keep the Sharing Type as None.
 
   73.     Click OK and then click OK again. 
 
   [bookmark: _Toc536167889]Modify Default Host Firmware Package
 
   Firmware management policies allow the administrator to select the corresponding packages for a given server configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters, host bus adapter (HBA) option ROM, and storage controller properties.
 
   To create a firmware management policy for a given server configuration in the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Policies > root > <Sub-Organization>
 
   3.        Expand Host Firmware Packages.
 
   4.       Select default.
 
   5.        In the Actions pane, select Modify Package Versions.
 
   6.       Select the version 4.0(1c) for both the Blade and Rack Packages.
 
   7.        Click OK then click OK again to modify the host firmware package.
 
   Figure 20          Host Firmware Policy
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   [bookmark: _Toc536167890]Set Jumbo Frames in Cisco UCS Fabric
 
   To configure jumbo frames and enable quality of service in the Cisco UCS fabric, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select LAN > LAN Cloud > QoS System Class.
 
   3.        In the right pane, click the General tab.
 
   4.       On the Best Effort row, enter 9216 in the box under the MTU column.
 
   5.        Click Save Changes.
 
   6.       Click OK.
 
   Figure 21           QoS Policy
 
   
 
   [bookmark: _Toc536167891]Create Local Disk Configuration Policy (Optional)
 
   A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do not have a local disk.
 
    
    [image: *]          This policy should not be used on servers that contain local disks.
 
   
 
   To create a local disk configuration policy, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Policies > root.
 
   3.        Right-click Local Disk Config Policies.
 
   4.       Select Create Local Disk Configuration Policy.
 
   5.        Enter SAN-Boot as the local disk configuration policy name.
 
   6.       Change the mode to No Local Storage.
 
   7.        Click OK to create the local disk configuration policy.
 
   8.       Clock OK.
 
   Figure 22          Local Disk Policy
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   [bookmark: _Toc536167892]Create Network Control Policy for Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP)
 
   To create a network control policy that enables CDP and LLDP on virtual network ports, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select Policies > root.
 
   3.        Right-click Network Control Policies.
 
   4.       Select Create Network Control Policy.
 
   5.        Enter Enable-CDP-LLDP as the policy name.
 
   6.       For CDP, select the Enabled option.
 
   7.        For LLDP, scroll down and select Enabled for both Transmit and Receive.
 
   8.       Click OK to create the network control policy.
 
   9.       Click OK.
 
   Figure 23           Network Control Policy
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   [bookmark: _Toc536167893]Create Power Control Policy
 
   To create a power control policy for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Policies > root.
 
   3.        Right-click Power Control Policies.
 
   4.       Select Create Power Control Policy.
 
   5.        Enter No-Power-Cap as the power control policy name.
 
   6.       Change the power capping setting to No Cap.
 
   7.        Click OK to create the power control policy.
 
   8.       Click OK.
 
   Figure 24          Power Policy
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   [bookmark: _Toc536167894]Create Server BIOS Policy
 
   To create a server BIOS policy for the Cisco UCS environment, follow these steps:
 
    
    [image: *]          Make sure to carefully consider the bios settings you want to use for your workloads. For latency intensive and critical database workloads, the following bios settings are recommended. BIOS settings may also vary based on the virtualization platforms (VMware ESXi/Hyper-V).
 
   
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Policies > root.
 
   3.        Right-click BIOS Policies.
 
   4.       Select Create BIOS Policy.
 
   5.        Enter Virtual-Host as the BIOS policy name and enter description (optional)
 
   6.       Click OK.
 
   7.        Expand the BIOS Policies and select Virtual-Host policy.
 
   8.       In the right pane, Change CDN Control setting to Enabled.
 
   9.       Change the Quiet Boot setting to disabled.
 
   Figure 25           BIOS Policy-1
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   10.    Click the Advanced tab > Processor tab and click BIOS Settings to list the settings in ascending order. 
 
   11.     Change the following settings as follows:
 
   a.        Adjacent Cache Line Prefetcher -> Enabled
 
   b.       Boot Performance Mode -> Max Performance
 
   c.        CPU Hardware Power Management -> HWPM Native Mode
 
   d.       CPU Performance -> Enterprise
 
   e.       DCU IP Prefetcher -> Enabled
 
   f.         DCU Streamer Prefetch -> Enabled
 
   g.       DRAM Clock Throttling -> Performance
 
   h.       Energy Performance -> Performance
 
   i.         Energy Performance Tuning -> OS
 
   j.         Enhance Intel Speed Step Tech -> Enabled
 
   k.        Frequency Floor Override -> Enabled
 
   l.         Hardware Prefetcher -> Enabled
 
   m.     IMC interleave -> 1-way Interleave
 
   n.       Intel Hyper Threading Tech -> Enabled
 
   o.       Intel Virtualization Tech -> Enabled
 
   p.       LLC Prefetch -> Disabled
 
   q.       P State Coordination -> HW ALL
 
   r.         Package C State Limit -> C0 C1 State
 
   s.        Patrol Scrub -> Disabled
 
   t.        Power Technology -> Performance
 
   u.       Processor C State -> Disabled
 
   v.        Processor C1E -> Disabled
 
   w.      Processor C3 -> Disabled
 
   x.        Processor C6 -> Disabled
 
   y.        Processor C7 -> Disabled
 
   z.        Sub NUMA Clustering -> Enabled
 
   aa.     UPI Prefetch -> Enabled
 
   bb.    XPT Prefetch -> Disabled
 
   Figure 26          BIOS Policy-2
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   Figure 27           BIOS Policy-3
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   Figure 28          BIOS Policy-4
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   Figure 29          BIOS Policy-5
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   Figure 30           BIOS Policy-6
 
   
 
   12.    Click the Advanced tab > RAS Memory tab and Change LV DDR mode to Performance Mode.
 
   13.     Click Save Changes.
 
   [bookmark: _Toc536167895]Create Maintenance Policy
 
   To update new Maintenance Policy, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Policies > root.
 
   3.        Select Maintenance Policies > right-click > Select Create Maintenance policy.
 
   4.       Enter name of the Maintenance Policy.
 
   5.        Change Storage Config Deployment Policy to User Ack.
 
   6.       Change the Reboot Policy to User Ack.
 
   7.        Select "On Next Boot" to delegate maintenance windows to server administrators.
 
   8.       Click Save Changes.
 
   9.       Click OK to accept the change.
 
   Figure 31           Maintenance Mode
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   [bookmark: _Toc536167896]Create vNIC Templates
 
   To create multiple virtual network interface card (vNIC) templates for the Cisco UCS environment, follow these steps. A total of 4 vNIC Templates will be created.
 
   Create Infrastructure vNICs
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select Policies > root > Sub-Organization.
 
   3.        Right-click vNIC Templates.
 
   4.       Select Create vNIC Template.
 
   5.        Enter SQL-FP-UPLINK-A as the vNIC template name and enter description.
 
   6.       Keep Fabric A selected.
 
   7.        Do not select the Enable Failover checkbox.
 
   8.       Select Primary Template for Redundancy Type.
 
   9.       Leave the Peer Redundancy Template set to <not set>.
 
   10.    Under Target, make sure that only the Adapter checkbox is selected.
 
   11.     Select Updating Template as the Template Type.
 
   12.    Under VLANs, select the appropriate VLANs for your environment
 
   a.        For VMware environment, select check boxes for SQL-VM-MGMT, SQL-vMotion, SQL-VM-iSCSI-A, SQL-VM-iSCSI-B and Native-VLAN.
 
   b.       For Hyper-V Cluster, select check boxes for SQL-HV-MGMT, SQL-Live-Migration, SQL-HV-iSCSI-A, SQL-HV-iSCSI-B, SQL-HV-Cluster and Native-VLAN
 
   13.     Set Native-VLAN as the native VLAN.
 
   14.    Select vNIC Name for the CDN Source.
 
   15.     For MTU, enter 9000.
 
   16.    In the MAC Pool list, select MAC-Pool-A.
 
   17.     In the Network Control Policy list, select Enable-CDP-LLDP.
 
   18.    Click OK to create the vNIC template.
 
   19.    Click OK.
 
   Figure 32           vNIC Template for Host Infrastructure Traffic (VMware)
 
   
 
   Create the Secondary Redundancy Template SQL-FP-UPLINK-B
 
   To create the secondary redundancy template SQL-FP-UPLINK-B, follow these steps:
 
   1.        Select LAN.
 
   2.       Select Policies > root > Sub-Organization.
 
   3.        Right-click vNIC Templates.
 
   4.       Select Create vNIC Template.
 
   5.        Enter SQL-FP-UPLINK-B as the vNIC template name.
 
   6.       Select Fabric B.
 
   7.        Do not select the Enable Failover checkbox.
 
   8.       Set Redundancy Type to Secondary Template.
 
   9.       Select SQL-FP-UPLINK-A for the Peer Redundancy Template.
 
   10.    In the MAC Pool list, select MAC-Pool-B. The MAC Pool is all that needs to be selected for the Secondary Template.
 
   11.     Select the rest of the options as you entered for SQL-FP-UPLINK-A .
 
   12.    Click OK to create the vNIC template.
 
   13.     Click OK.
 
   Create iSCSI vNICs
 
   To create iSCSI vNICs, follow these steps:
 
   1.        Select LAN.
 
   2.       Select Policies > root > <Sub Organization> (Optional).
 
   3.        Right-click vNIC Templates.
 
   4.       Select Create vNIC Template.
 
   5.        Enter iSCSI-Boot-A as the vNIC template name and enter description.
 
   6.       Select Fabric A. Do not select the Enable Failover checkbox.
 
   7.        Leave Redundancy Type set at No Redundancy.
 
   8.       Under Target, make sure that only the Adapter checkbox is selected.
 
   9.       Select Updating Template for Template Type.
 
   10.    Under VLANs, select only SQL-VM-iSCSI-A for VMware Cluster. SQL-HV-iSCSI-A for Hyper-V Cluster.
 
   11.     Select iSCSI-A-VLAN/ SQL-HV-iSCSI-A as the native VLAN.
 
   12.    Leave vNIC Name set for the CDN Source.
 
   13.     Under MTU, enter 9000.
 
   14.    From the MAC Pool list, select MAC-Pool-A.
 
   15.     From the Network Control Policy list, select Enable-CDP-LLDP.
 
   16.    Click OK to complete creating the vNIC template
 
   17.     Click OK.
 
   18.    Select LAN.
 
   19.    Select Policies > root > <Sub-Organization> (Optional).
 
   20.    Right-click vNIC Templates.
 
   21.    Select Create vNIC Template.
 
   22.    Enter iSCSI-Template-B as the vNIC template name.
 
   23.    Select Fabric B. Do not select the Enable Failover checkbox.
 
   24.    Leave Redundancy Type set at No Redundancy.
 
   25.    Under Target, make sure that only the Adapter checkbox is selected.
 
   26.    Select Updating Template for Template Type.
 
   27.    Under VLANs, select only SQL-VM-iSCSI-B for VMware Cluster. SQL-HV-iSCSI-B for Hyper-V Cluster.
 
   28.     Select SQL-VM-iSCSI-B/ SQL-HV-iSCSI-B as the native VLAN.
 
   29.    Leave vNIC Name set for the CDN Source.
 
   30.    Under MTU, enter 9000.
 
   31.     From the MAC Pool list, select MAC-Pool-B.
 
   32.    From the Network Control Policy list, select Enable-CDP-LLDP.
 
   33.     Click OK to complete creating the vNIC template.
 
   34.    Click OK.
 
   [bookmark: _Toc536167897]Creating Adapter Policy
 
   The default ‘vmware’ adapter policy is not configured with sufficient transmit and receive queues. For high IO demanding SQL database deployments, it is recommended to customized adapter policy. To create adapter policy VMware environments, follow these steps:
 
    
    [image: *]          For Windows environments, use the default ‘windows’ adapter policy as it is configured enough transmit and receive queues.
 
   
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select Servers > Policies > root > <Sub-Organization> (optional).
 
   3.        Right-click Adapter Policy and select Create Ethernet Adapter Policy.
 
   4.       Enter name as VMware-HighTrf and enter Description.
 
   5.        Enter the settings as shown in the following screenshot.
 
   Figure 33           Adapter Policy
 
   
 
   [bookmark: _Toc536167898]Create LAN Connectivity Policy for iSCSI Boot
 
   To configure the necessary Infrastructure LAN Connectivity Policy, follow these steps:
 
   1.        In Cisco UCS Manager, click LAN.
 
   2.       Select LAN > Policies > root > Sub-Organization.
 
   3.        Right-click LAN Connectivity Policies.
 
   4.       Select Create LAN Connectivity Policy.
 
   5.        Enter iSCSI-Boot as the name of the policy.
 
   6.       Click the upper Add button to add a vNIC.
 
   7.        In the Create vNIC dialog box, enter 00-Host-A as the name of the vNIC.
 
   8.       Select the Use vNIC Template checkbox.
 
   9.       In the vNIC Template list, select SQL-FP-UPLINK-A.
 
   10.    In the Adapter Policy list, select VMWare-HighTrf for VMware environment and Windows for Hyper-V environment.
 
   11.     Click OK to add this vNIC to the policy.
 
   Figure 34           LAN Connectivity Policy-1
 
   
 
   12.    Click Add to add another vNIC to the policy.
 
   13.     In the Create vNIC box, enter 01-Host-B as the name of the vNIC.
 
   14.    Select the Use vNIC Template checkbox.
 
   15.     In the vNIC Template list, select SQL-FP-UPLINK-B.
 
   16.    In the Adapter Policy list, select VMWare-HighTrf for VMware environment and Windows for Hyper-V environment.
 
   17.     Click OK to add the vNIC to the policy.
 
   18.    Click the upper Add button to add a vNIC.
 
   19.    In the Create vNIC dialog box, enter 02-iSCSI-A as the name of the vNIC.
 
   20.    Select the Use vNIC Template checkbox.
 
   21.    In the vNIC Template list, select iSCSI-Boot-A.
 
   22.    In the Adapter Policy list, select VMWare for VMware environment and Windows for Hyper-V environment.
 
   23.    Click OK to add this vNIC to the policy.
 
   24.    Click the upper Add button to add a vNIC to the policy.
 
   25.    In the Create vNIC dialog box, enter 03-iSCSI-B as the name of the vNIC.
 
   26.    Select the Use vNIC Template checkbox.
 
   27.    In the vNIC Template list, select iSCSI-Boot-B.
 
   28.    In the Adapter Policy list, select VMWare for VMware environment and Windows for Hyper-V environment.
 
   29.    Click OK to add this vNIC to the policy.
 
   30.    Expand the Add iSCSI vNICs.
 
   31.     Select Add in the Add iSCSI vNICs section.
 
   32.    Set the name to iSCSI-A-vNIC.
 
   33.     Select the 02-iSCSI-A as Overlay vNIC.
 
   34.    Depending on the environment, Set the VLAN to SQL-VM-iSCSI-A / SQL-HV-iSCSI-A (native).
 
   35.     Set the iSCSI Adapter Policy to default
 
   36.    Leave the MAC Address set to None.
 
   37.     Click OK.
 
   38.    Select Add in the Add iSCSI vNICs section.
 
   39.    Set the name to iSCSI-B-vNIC.
 
   40.    Select the 03-iSCSI-A as Overlay vNIC.
 
   41.    Depending on the environment, Set the VLAN to SQL-VM-iSCSI-A / SQL-HV-iSCSI-A (native).
 
   42.    Set the iSCSI Adapter Policy to default.
 
   43.    Leave the MAC Address set to None.
 
   44.    Click OK, then click OK again to create the LAN Connectivity Policy.
 
   Figure 35           LAN Connectivity Policy-2
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   [bookmark: _Toc536167899]Create vMedia Policy for installing both ESXi and Hyper-V Hypervisors
 
   For this CVD, a Linux-based host is used to provide the HTTP webserver with the required ISO images for vMedia policies to connect and to install hypervisors. 
 
    
    [image: *]          Make sure to download the required ISOs and upload them to the webserver for the HTTP file transfer.
 
   
 
   The vMedia Policy created will map the hypervisor images (ISOs) to the Cisco UCS servers to boot from and install. To create this policy for both the hypervisor environments, follow these steps:
 
   1.        In Cisco UCS Manager, select Servers.
 
   2.       Select Policies > root > <Sub-Organization> (Optional).
 
   3.        Right-click vMedia Policies.
 
   4.       Select Create vMedia Policy.
 
   5.        Provide a name for the policy.
 
   6.       Enter Description as appropriate description.
 
   7.        Click Add.
 
   8.       Enter a name for mount.
 
   9.       Select the CDD Device Type.
 
   10.    Select the HTTP Protocol.
 
   11.     Enter the IP Address of the web server.
 
    
    [image: *]          Since the DNS server IPs were not entered into the KVM IP earlier, it is necessary to enter the IP of the web server instead of the hostname.
 
   
 
   12.    Enter the name of the ISO files that you are using for installation as the Remote File name. For example, enter VMware_ESXi_6.7.0_10302608_Custom_Cisco_6.7.1.1.iso for VMware environments.
 
   13.     Enter the web server path to the ISO file in the Remote Path field.
 
   14.    Click OK to create the vMedia Mount.
 
   15.     Click OK then OK again to complete creating the vMedia Policy.
 
    
    [image: *]          For any new servers added to the Cisco UCS environment the vMedia service profile template can be used to install the ESXi/Windows host. On first boot the host will boot into the ESXi/Windows installer since the SAN mounted disk is empty. After ESXi/Windows is installed, the vMedia will not be referenced as long as the boot disk is accessible.
 
   
 
   Figure 36 shows the sample vMedia mount for VMware environment.
 
   [bookmark: _Ref535429383]Figure 36           vMedia Policy
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   [bookmark: _Toc536167900]Create Boot Policy for iSCSI Boot
 
   This procedure applies to a Cisco UCS environment in which two iSCSI logical interfaces (LIFs) are on cluster node 1 (iscsi_lif01a and iscsi_lif01b) and two iSCSI LIFs are on cluster node 2 (iscsi_lif02a and iscsi_lif02b). Also, it is assumed that the A LIFs are connected to Fabric A (Cisco UCS Fabric Interconnect A) and the B LIFs are connected to Fabric B (Cisco UCS Fabric Interconnect B).
 
   To create a boot policy for the Cisco UCS environment, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Policies > root > <Sub-Organization> (Optional).
 
   3.        Right-click Boot Policies.
 
   4.       Select Create Boot Policy.
 
   5.        Enter VMHost-iSCSIBoot as the name of the boot policy.
 
   6.       Optional: Enter a description for the boot policy.
 
   7.        Do not select the Reboot on Boot Order Change checkbox.
 
   8.       Select Uefi for Boot Mode.
 
   9.       Select the Boot Security Check Box.
 
   10.    Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
 
   11.     Expand the iSCSI vNICs drop-down menu and select Add iSCSI Boot.
 
   12.    In the Add iSCSI Boot dialog box, enter iSCSI-A-vNIC and Click OK.
 
   13.     Select iSCSI-A-vNIC and click on Set Uefi Boot Parameters.
 
   14.    Set Boot Loader Name to 'BOOTx64.EFI'
 
   15.     Set Boot Loader path: \EFI\BOOT\ 
 
   16.    Click OK.
 
   Figure 37           Uefi Boot Configuration
 
   [image: Description: Machine generated alternative text:Set Uefi Boot Parameters><Lleh Boot ParametersBoot Loader NameBoot Loader PathBoot Loader Description _BOOTx64_EFICancel ]
 
    
    [image: *]          For VMware environment set Boot Loader Path \EFI\BOOT\. For Windows environment set Boot Loader Path to ‘/efi/boot/’
 
   
 
   17.     Add iSCSI Boot.
 
   18.    In the Add iSCSI Boot dialog box, enter iSCSI-B-vNIC.
 
   19.    Click OK.
 
   20.    Select iSCSI-B-vNIC and click on Set Uefi Boot Parameters.
 
   21.    Set Boot Loader Name to 'BOOTx64.EFI'
 
   22.    Set Boot Loader path: \EFI\BOOT\
 
   23.    Click OK.
 
   24.    Expand CIMC Mounted Media and select Add CIMC Mounted CD/DVD.
 
   25.    Click OK to create the policy.
 
   Figure 38           Boot Policy
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   [bookmark: _Toc536167901]Create Service Profile Templates
 
   In this procedure, one service profile template for Infrastructure ESXi hosts is created for Fabric A boot.
 
   To create the service profile template, follow these steps:
 
   1.        In Cisco UCS Manager, click Servers.
 
   2.       Select Service Profile Templates > root > <Sub-Organization> (Optional).
 
   3.        Right-click root.
 
   4.       Select Create Service Profile Template to open the Create Service Profile Template wizard.
 
   5.        Enter SQL-FP-Host-iSCSIBoot as the name of the service profile template. This service profile template is configured to boot from storage node 1 on fabric A.
 
   6.       Select the "Updating Template" option.
 
   7.        Under UUID, select UUID_Pool as the UUID pool.
 
   8.       Click Next.
 
   Figure 39           Create Service Profile Template
 
   [image: Description: Machine generated alternative text:><Identify Service Profile TemplateStorage PmvlslonlngNetworklngSAN ConnectlvltyZonlngvNICNHBA PlacementvMedIa PollcyServer Boot OrderMalntenance PollcyServer AsslgnmentOperatlonal PollclesCreate Service Profile TemplateYou must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to thistemplate and enter a description.SQL-FP-Host-iSCSIB00tThe template will be created in the following organization. Its name must be unique within this organization.org-mot/om-SQL-FPThe template will be created in the following organization. Its name must be unique within this organization.TypeInitial TemplateUpdating TemplateSpecify how the UUID will be assigned to the server associated with the service generated by this template.UUID Assignment:uuo-pool(1 5/20)The UUID will be assigned from the selected pool.The available/total UUlDs are displayed after the pool name.Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used.Next >Cancel ]
 
   Configure Storage Provisioning
 
   1.        If you have servers with no physical disks, click on the Local Disk Configuration Policy and select the No-Local-Disk Local Storage Policy. Otherwise, select the default Local Storage Policy.
 
   2.       Click Next.
 
   Configure Networking Options
 
   1.        Keep the default setting for Dynamic vNIC Connection Policy.
 
   2.       Select "Use the Connectivity Policy" option to configure the LAN connectivity.
 
   3.        Select iSCSI-Boot from the LAN Connectivity Policy drop-down list.
 
   4.       Select IQN_Pool in Initiator Name Assignment.
 
   5.        Click Next.
 
   Figure 40          Service Profile Template: Networking
 
   [image: Description: Machine generated alternative text:><Identlfy ServlceTemplateStorage PmvlslonlngNetworkingSAN ConnectlvltyZonlngvNICNHBA PlacementvMedIa PollcyServer Boot OrderMalntenance PollcyServer AsslgnmentOperatlonal PollclesCreate Service Profile TemplateOptionally specify LAN configuration information.Dynamic vNlC Connection Policy: Select a Policy to use (no Dynamic vNlC Policy by default)Create Dynamic vNlC Connection PolicyHow would you like to configure LAN connectivity?No vNICsuse Connectivity PolicyLAN Connectivity PolicyInltlator NameCreate LAN Connectivity PolicyiSCSI-aootInitiator Name Assignment:Initiator Name _Create IQN Suffix PoolIQN-PooI(1 5/20)The IQN will be assigned from the selected pool.The available/total IQNs are displayed after the pool name.Next >Cancel ]
 
   Configure Storage Options
 
   1.        Select No vHBAs for the "How would you like to configure SAN connectivity?" field.
 
   2.       Click Next.
 
   Configure Zoning Options
 
   1.        Click Next.
 
   Configure vNIC/HBA Placement
 
   1.        In the "Select Placement" list, leave the placement policy as "Let System Perfmon Placement".
 
   2.       Click Next.
 
   Configure vMedia Policy
 
   1.        Do not select a vMedia Policy.
 
   2.       Click Next.
 
   [bookmark: ConfigureServerBootOrder]Configure Server Boot Order
 
   1.        Select VMHost-iSCSIBoot for Boot Policy.
 
   2.       In the Boor order, select iSCSI-A-vNIC.
 
   3.        Click Set iSCSI Boot Parameters button.
 
   4.       In the Set iSCSI Boot Parameters pop-up, leave Authentication Profile to <not set> unless you have independently created one appropriate to your environment.
 
   5.        Leave the "initiator Name Assignment" dialog box <not set> to use the single Service Profile Initiator Name defined in the previous steps.
 
   6.       Set SQL-FP-iSCSI-Pool-A  initiator IP Address Policy
 
   7.        Select iSCSI Static Target Interface option.
 
   8.       Click Add.
 
   9.       Enter the iSCSI Target Name of SVM for your environment. To get the iSCSI target name of the corresponding SVM, login into storage cluster management interface and run "iscsi show" command.
 
   Figure 41           iSCSI Target IQN
 
   
 
   10.    Enter the IP address of iscsi_lif_02a for the IPv4 Address field.
 
   Figure 42          Setting iSCSI Target IP
 
   
 
   11.     Click OK to add the iSCSI static target.
 
    
    [image: *]          For Hyper-V deployments, add only one target IP for iSCSI-A-vNIC now and proceed with the next item; configuring Maintenance Policy. Avoid entering a second target IP. Only after installing the MPIO feature on the Hyper-V hosts, return to this section and add the remaining paths and targets as shown in the following steps. This step is to avoid data corruption before any multipath drivers are in place.  For the VMware environment, it is okay to proceed with the following steps. 
 
   
 
   12.    Click Add.
 
   13.     Enter the iSCSI Target Name.
 
   14.    Enter the IP address of iscsi_lif_01a for the IPv4 Address field.
 
   15.     Click OK to add the iSCSI static target.
 
   Figure 43           Set iSCSI Boot Parameter-1
 
   
 
    
    [image: *]          The target IPs were added with the storage Node 02 IP first and the storage Node 01 IP second. This is assuming the boot LUN is on Node 01. The host will boot using the path to Node 01 if the order in this procedure is used.
 
   
 
   16.    In the Boot order, select iSCSI-B-vNIC.
 
   17.     Click Set iSCSI Boot Parameters.
 
   18.    In the Set iSCSI Boot Parameters pop-up, leave Authentication Profile to <not set> unless you have independently created one appropriate to your environment
 
   19.    Leave the "initiator Name Assignment" dialog box <not set> to use the single Service Profile Initiator Name defined in the previous steps
 
   20.    Set SQL-FP-iSCSI-POOL-B as the "initiator IP Address Policy"
 
   21.    Select iSCSI Static Target Interface option.
 
   22.    Click Add.
 
   23.    Enter the iSCSI Target Name. To get the iSCSI target name of Infra-SVM, login into storage cluster management interface and run "iscsi show" command.
 
   24.    Enter the IP address of iscsi_lif_02b for the IPv4 Address field.
 
   25.    Click OK to add the iSCSI static target.
 
   26.    Click Add.
 
   27.    Enter the iSCSI Target Name.
 
   28.    Enter the IP address of iscsi_lif_01b for the IPv4 Address field.
 
   29.    Click OK to add the iSCSI static target.
 
   Figure 44          Set iSCSI Boot Parameters-2
 
   
 
   30.    Click Next. 
 
   Configure Maintenance Policy
 
   To configure the maintenance policy, follow these steps:
 
   1.        Change the Maintenance Policy to Host-Maintenance.
 
   Figure 45           Host Maintenance Policy
 
   [image: Description: Machine generated alternative text:Identlfy ServlceTemplateStorage PmvlslonlngNetworklngSAN ConnectlvltyZonlngvNICNHBA PlacementvMedIa PollcyServer Boot OrderMaintenance PolicyServer AsslgnmentOperatlonal PollclesCreate Service Profile TemplateSpecify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with thisservice profile.Maintenance PolicySelect a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.Maintenance Policy: Hots-MaintenaneeNameDescriptionSoft Shutdown TimerStorage Config. Deployment PolicyReboot PolicyCreate Maintenance PolicyHots-MaIntenance150 secsUser AckUser AckNext >Cancel ]
 
   2.       Click Next.
 
   Configure Server Assignment
 
   To configure server assignment, follow these steps:
 
   1.        In the Pool Assignment list, select SQL-FP-Blades.
 
   2.       Select Down as the power state to be applied when the profile is associated with the server.
 
   3.        Expand Firmware Management at the bottom of the page and select the default policy.
 
   Figure 46          Server Assignment
 
   [image: Description: Machine generated alternative text:><Identlfy ServlceTemplateStorage PmvlslonlngNetworklngSAN ConnectlvltyZonlngvNICNHBA PlacementvMedIa PollcyServer Boot OrderMalntenance PollcyServer AssignmentOperatlonal PollclesCreate Service Profile TemplateOptionally specify a server pool for this service profile template.You can select a server pool you want to associate with this service profile template.Pool Assignment: SQL-FP-BIadesCreate Server PoolSelect the power state to be applied when this profile is associatedwith the server.DownThe service profile template will be associated with one of the servers in the selected pool.If desired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, select the qualification fromServer Pool Qualification _Restrict Migration<not set>C) Firmware Management (BIOS, Disk Controller, Adapter)If you select a host firmware policy for this service profile, the profile will update the firmware on the server that it is associated with.Otherwise the system uses the firmware already installed on the associated server.Host Firmware Package: defaultCreate Host Firmware PackageNext >Cancel ]
 
   4.       Click Next.
 
   Configure Operational Policies
 
   To configure the operational policies, follow these steps:
 
   1.        In the BIOS Policy list, select Virtual-Host.
 
   2.       Expand Power Control Policy Configuration and select Host-No-PowerCap in the Power Control Policy list
 
   3.        Click Finish to create the service profile template.
 
   4.       Click OK in the confirmation message.
 
   [bookmark: _Toc536167902]Create vMedia-Enabled Service Profile Template
 
   To create a service profile template with vMedia enabled, follow these steps:
 
   1.        Connect to UCS Manager and click Servers.
 
   2.       Select Service Profile Templates > root > <Sub-Organization>.
 
   3.         Service Template SQL-FP-Host-iSCSIBoot.
 
   4.       Right-click SQL-FP-Host-iSCSIBoot and select Create a Clone.
 
   5.        Name the clone SQL-FP-Host-iSCSIBoot-vM.
 
   6.       Select the newly-created SQL-FP-Host-iSCSIBoot-vM and select the vMedia Policy tab.
 
   7.        Click Modify vMedia Policy.
 
   8.       Select the appropriate vMedia policy previously created and click OK.
 
   9.       Click OK to confirm.
 
   [bookmark: _Toc536167903]Create Service Profiles
 
   To create service profiles from the service profile template, follow these steps:
 
   1.        Connect to Cisco UCS Manager and click Servers.
 
   2.       Select Service Profile Templates > root > Sub-Organization (Optional). 
 
   3.        Service Template SQL-FP-Host-iSCSIBoot-vM.
 
   4.       Right-click SQL-FP-Host-iSCSIBoot-vM and select Create Service Profiles from Template.
 
   5.        Enter VM-Host-0 as the service profile prefix.
 
   6.       Enter 1 as the Name Suffix Starting Number.
 
   7.        Enter a number for the required Number of Instances.
 
   8.       Click OK to create the service profiles.
 
   Figure 47           Creating Service Profiles
 
   [image: Description: Machine generated alternative text:Create Service Profiles From TemplateNaming Prefix VM-Host-OName Suffix Starting NumberNumber of InstancesCancel ]
 
   9.       Click OK in the confirmation message.
 
   10.    When VMware ESXi 6.7/Windows server 2016 has been installed on the hosts, the host Service Profiles can be bound to the VM-SQL-FP-Host-iSCSIBoot Service Profile Template to remove the vMedia Mapping from the host. 
 
   [bookmark: _Toc536167904]Add More Servers to FlexPod Unit
 
   Additional server pools, service profile templates, and service profiles can be created in the respective organizations to add more servers to the FlexPod unit. All other pools and policies are at the root level and can be shared among the organizations.
 
   [bookmark: _Toc536167905]Gather Necessary Information
 
   After the Cisco UCS service profiles are created, each hypervisor host in the environment will have a unique configuration. To proceed with the FlexPod deployment, specific information must be gathered from each Cisco UCS server and from the NetApp controllers. Insert the required information into Table 12  and Table 13  
 
   [bookmark: _Ref536087088]Table 12      iSCSI LIFs for iSCSI IQN
 
    
     
      
       
       	 SVM
  
       	 Target: IQN
  
      
 
      
      
       
       	 ESXi-Work-SVM
  
       	  
  
      
 
       
       	 Hyperv-Work-SVM
  
       	  
  
      
 
      
    
 
   
 
    
    [image: *]          To obtain the iSCSI IQN, run the iscsi show command on the storage cluster management interface.
 
   
 
   [bookmark: _Ref536087104]Table 13       vNIC iSCSI IQNs for Fabric A and Fabric B
 
    
     
      
       
       	 Cisco UCS Service Profile Name
  
       	 iSCSI IQN
  
       	 Variables
  
      
 
      
      
       
       	 VM-Host-01
  
       	  
  
       	 <vm-host-01-iqn>
  
      
 
       
       	 VM-Host-02
  
       	  
  
       	 <vm-host-02-iqn>
  
      
 
       
       	 VM-Host-03
  
       	  
  
       	 <vm-host-03-iqn>
  
      
 
      
    
 
   
 
    
    [image: *]          To obtain the iSCSI vNIC IQN information in Cisco UCS Manager GUI, go to Servers > Service Profiles > root > Sub-Organization. Click on each service profile and then click the "iSCSI vNICs" tab. The "Initiator Name" is displayed at the top of the page under the "Service profile Initiator Name."
 
   
 
   
 
    [bookmark: _Toc536167906]ONTAP Boot, Data LUNs, and Igroups Setup 
 
   
 
   [bookmark: _Toc536167907][bookmark: _Toc488653850][bookmark: _Toc427325243]Create igroups
 
   [bookmark: _Toc536167908]VMware Cluster
 
   To create igroups for the VMware cluster, follow these steps:
 
   1.        To create igroups, run the following commands from the cluster management node SSH connection.
 
    
    igroup create –vserver ESXi-Work-SVM –igroup esxi-host1 –protocol iscsi –ostype vmware –initiator <esxi-host1-iqn>
 
    igroup create –vserver ESXi-Work-SVM –igroup esxi-host2 –protocol iscsi –ostype vmware –initiator <esxi-host2-iqn>
 
    igroup create –vserver ESXi-Work-SVM –igroup esxi-host3 –protocol iscsi –ostype vmware –initiator < esxi-host3-iqn>
 
     
 
    igroup create –vserver ESXi-Work-SVM –igroup esxi-Hosts –protocol iscsi –ostype vmware –initiator <esxi-host1-iqn>,<esxi-host2-iqn>,<esxi-host3-iqn>
 
   
 
   2.       To view the three new igroups, run the igroup show command.
 
   [bookmark: _Toc488653851][bookmark: _Toc427325244]Hyper-V Cluster
 
   To create igroups for the Hyper-V cluster, follow these steps:
 
   1.        To create igroups, run the following commands from the cluster management node SSH connection.
 
    
    igroup create –vserver Hyperv-Work-SVM –igroup hyperv-host1 –protocol iscsi –ostype Windows_2008 –initiator <hyperv-host1-iqn>
 
    igroup create –vserver Hyperv-Work-SVM –igroup hyperv-host2 –protocol iscsi –ostype Windows_2008 –initiator <hyperv-host2-iqn>
 
    igroup create –vserver Hyperv-Work-SVM –igroup hyperv-host3 –protocol iscsi –ostype Windows_2008 –initiator < hyperv-host3-iqn>
 
     
 
    igroup create –vserver Hyperv-Work-SVM –igroup hyperv-hosts –protocol iscsi –ostype vmware –initiator <hyperv-host1-iqn>,<hyperv-host2-iqn>,<hyperv-host3-iqn>
 
   
 
   2.       To view the three new igroups, run the igroup show command.
 
   [bookmark: _Toc536167909]Map Boot LUNs to igroups
 
   VMware
 
   From the storage cluster management SSH connection, run the following commands: 
 
    
    lun map –vserver ESXi-Work-SVM –volume esxi_hosts_vms –lun esxi-host1 –igroup esxi-host1 –lun-id 0
 
    lun map –vserver ESXi-Work-SVM –volume esxi_hosts_vms –lun esxi-host2 –igroup esxi-host2 –lun-id 0
 
    lun map –vserver ESXi-Work-SVM –volume esxi_hosts_vms –lun esxi-host3 –igroup esxi-host3 –lun-id 0
 
    lun map –vserver ESXi-Work-SVM –volume esxi_hosts_vms –lun sql-vms-datastore –igroup esxi-Hosts –lun-id 1 
 
    lun map –vserver ESXi-Work-SVM –volume esxi_hosts_vms –lun esxi-vms-swap –igroup esxi-Hosts –lun-id 2
 
   
 
   Hyper-V
 
   From the storage cluster management SSH connection, run the following commands: 
 
    
    lun map –vserver Hyperv-Work-SVM –volume hyperv_hosts_vms –lun hyperv-host1 –igroup hyperv-host1 –lun-id 0
 
    lun map –vserver Hyperv-Work-SVM –volume hyperv_hosts_vms –lun hyperv-host2 –igroup hyperv-host2 –lun-id 0
 lun map –vserver Hyperv-Work-SVM –volume hyperv_hosts_vms –lun hyperv-host3 –igroup hyperv-host3 –lun-id 0 
 lun map –vserver Hyperv-Work-SVM –volume hyperv_hosts_vms –lun sql-vms-csv –igroup hyperv-hosts –lun-id 1
 
   
 
   
 
    [bookmark: _Toc536167910]VMware vSphere 6.7U1 Setup
 
   
 
   [bookmark: _Toc536167911]VMware ESXi 6.7U1
 
   This section provides detailed instructions for installing VMware ESXi 6.7U1 in an environment. After the procedures are completed, two booted ESXi hosts will be provisioned.
 
   Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use the built-in keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map remote installation media to individual servers and connect to their boot logical unit numbers (LUNs).
 
   [bookmark: _Toc536167912]Download Cisco Custom Image for ESXi 6.7U1
 
   If the VMware ESXi custom image has not been downloaded, follow these steps to complete the download:
 
   1.        Click the following link: https://my.vmware.com/web/vmware/details?downloadGroup=OEM-ESXI67U1-CISCO&productId=742
 
   2.       You will need a user id and password on vmware.com to download this software.
 
   3.        Download the .iso file.
 
   [bookmark: _Toc536167913]Launching KVM Console Server
 
   Cisco UCS IP KVM enables you to begin the installation of the operating system (OS) through remote media. It is necessary to log into the Cisco UCS environment to run the IP KVM. To launch the server KVM console, follow these steps:
 
   1.        Open a web browser and enter the IP address for the Cisco UCS cluster address. It launches the Cisco UCS Manager application. Login to the UCS manager by providing credentials.
 
   2.       Select Servers > Service Profiles > root > Sub-Organization > VM-Host-01.
 
   3.        Right-click VM-Host-01 and select KVM Console. Follow the prompts to launch the Java-based KVM console.
 
   4.       Open the KVM consoles VM-Host-02 and VM-Host-03 by following above steps from 1 to 3.
 
   [bookmark: _Toc536167914]Set Up VMware ESXi Installation
 
   To prepare the server for the OS installation, follow these steps on each ESXi host:
 
    
    [image: *]          Skip this step if you are using vMedia polices. The ISO file will already be connected to KVM.
 
   
 
   1.        In the KVM window, click Virtual Media.
 
   2.       Click Activate Virtual Devices.
 
   3.        If prompted to accept an Unencrypted KVM session, accept as necessary.
 
   4.       Click Virtual Media and select Map CD/DVD.
 
   5.        Browse to the ESXi installer ISO image file and click Open.
 
   6.       Click Map Device.
 
   7.        Click the KVM tab to monitor the server boot.
 
   [bookmark: _Toc536167915]Install ESXi
 
   To install VMware ESXi to the iSCSI-bootable LUN of the hosts, follow these steps on each host:
 
   1.        Boot the server by selecting Boot Server and clicking OK. Then click OK again.
 
   2.       On reboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer from the boot menu that is displayed.
 
   3.        After the installer is finished loading, press Enter to continue with the installation.
 
   4.       Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.
 
   5.        Select the LUN that was previously set up as the installation disk for ESXi and press Enter to continue with the installation.
 
   6.       Select the appropriate keyboard layout and press Enter.
 
   7.        Enter and confirm the root password and press Enter.
 
   8.       The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue with the installation.
 
   9.       After the installation is complete, click on the Virtual Media tab and clear the √ (tick) mark next to the ESXi installation media. Click Yes.
 
    
    [image: *]          The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and not into the installer.
 
   
 
   10.    After the installation is complete, press Enter to reboot the server.
 
   11.     In Cisco UCS Manager, bind the current service profile to the non-vMedia service profile template to prevent mounting the ESXi installation iso over HTTP.
 
   [bookmark: _Toc536167916]Set Up Management Networking for ESXi Hosts
 
   Adding a management network for each VMware host is necessary for managing the host. 
 
   To configure each ESXi host with access to the management network, follow these steps:
 
   1.        After the server has finished rebooting, press F2 to customize the system.
 
   2.       Log in as root, enter the corresponding password, and press Enter to log in.
 
   3.        Select Troubleshooting Options and press Enter.
 
   4.       Select Enable ESXi Shell and press Enter.
 
   5.        Select Enable SSH and press Enter.
 
   6.       Press Esc to exit the Troubleshooting Options menu.
 
   7.        Select the Configure Management Network option and press Enter.
 
   8.       Select Network Adapters and press Enter.
 
   9.       Verify that the numbers in the Hardware Label field match the numbers in the Device Name field.
 
   Figure 48          Network Adapters
 
   \
 
   10.    Press Enter.
 
   11.     Select the VLAN (Optional) option and press Enter.
 
   12.    Enter the <SQL-VM-MGMT-id> and press Enter.
 
   13.     Select IPv4 Configuration and press Enter.
 
   14.    Select the Set static IPv4 address and network configuration option by using the space bar.
 
   15.     Enter the IP address for managing the first ESXi host.
 
   16.    Enter the subnet mask for the first ESXi host.
 
   17.     Enter the default gateway for the first ESXi host.
 
   18.    Press Enter to accept the changes to the IP configuration.
 
   19.    Select the DNS Configuration option and press Enter.
 
    
    [image: *]          Because the IP address is assigned manually, the DNS information must also be entered manually.
 
   
 
   20.    Enter the IP address of the primary DNS server.
 
   21.    Optional: Enter the IP address of the secondary DNS server.
 
   22.    Enter the fully qualified domain name (FQDN) for the first ESXi host.
 
   23.    Press Enter to accept the changes to the DNS configuration.
 
   24.    Press Esc to exit the Configure Management Network menu.
 
   25.    Select Test Management Network to verify that the management network is set up correctly and press Enter.
 
   26.    Press Enter to run the test, press Enter again once the test has completed, review environment if there is a failure.
 
   27.    Re-select the Configure Management Network and press Enter.
 
   28.    Select the IPv6 Configuration option and press Enter.
 
   29.    Using the spacebar, select Disable IPv6 (restart required) and press Enter.
 
   30.    Press Esc to exit the Configure Management Network submenu.
 
   31.     Press Y to confirm the changes and reboot the ESXi host.
 
   [bookmark: _Toc536167917]Verifying UEFI secure boot of ESXi
 
   To verify if UEFI secure boot is enabled on all the ESXi hots, follow these steps:
 
   1.        Press ALT+F1 to open the command line console of ESXi host.
 
   2.       Log into the server with root credentials.
 
   3.        Execute /usr/lib/vmware/secureboot/bin/secureboot.py –c.
 
   4.       Execute /usr/lib/vmware/secureboot/bin/secureboot.py –s.
 
   Figure 49          Verifying UEFI Secure Boot
 
   
 
   [bookmark: _Toc536167918]Log into VMware ESXi Hosts by Using VMware Host Client
 
   To log into the VM-Host-01 ESXi host by using the VMware Host Client, follow these steps:
 
   1.        Open a web browser on the management workstation and navigate to the VM-Host-01 management IP address.
 
   2.       Click Open the VMware Host Client.
 
   3.        Enter root for the user name.
 
   4.       Enter the root password.
 
   5.        Click Login to connect.
 
   6.       Repeat this process to log into VM-Host-02 in a separate browser tab or window.
 
   [bookmark: _Toc536167919]Set Up Basic VMkernel Ports on Standard vSwitch
 
   To set up the management and iSCSI VMkernel ports using standard virtual switches on the ESXi hosts, follow these steps on each host:
 
   1.        From the Host Client, select Networking.
 
   2.       In the center pane, select the Virtual switches tab.
 
   3.        Select vSwitch0.
 
   4.       Select Edit settings.
 
   5.        Change the MTU to 9000.
 
   6.       Click Save.
 
   7.        Select Networking.
 
   8.       In the center pane, select the Virtual switches tab.
 
   9.       Select iScsiBootvSwitch.
 
   10.    Select Edit settings.
 
   11.     Change the MTU to 9000.
 
   12.    Click Save.
 
   13.     Select the VMkernel NICs tab.
 
   14.    Select vmk1 iScsiBootPG.
 
   15.     Select Edit settings.
 
   16.    Change the MTU to 9000.
 
   17.     Expand IPv4 settings and change the IP address to an address outside of the UCS SQL-FP-iSCSI-Pool-A.
 
    
    [image: *]          To avoid IP address conflicts if the Cisco UCS iSCSI IP Pool addresses get reassigned, it is recommended to use different IP addresses in the same subnet for the iSCSI VMkernel ports.
 
   
 
   18.    Click Save.
 
   19.    Select the Virtual switches tab.
 
   20.    Select the Add standard virtual switch.
 
   21.    Provide a name of iScsciBootvSwitch-B for the vSwitch Name.
 
   22.    Set the MTU to 9000.
 
   23.    Select vmnic3 from the Uplink 1 pulldown options.
 
   24.    Click Add.
 
   25.    In the center pane, select the VMkernel NICs tab.
 
   26.    Select Add VMkernel NIC
 
   27.    Specify a New port group name of iScsiBootPG-B.
 
   28.    Select iScsciBootvSwitch-B for Virtual switch.
 
   29.    Set the MTU to 9000. Do not enter a VLAN ID.
 
   30.    Select Static for the IPv4 settings and expand the option to provide the Address and Subnet Mask within the Configuration.
 
    
    [image: *]          To avoid IP address conflicts, if the Cisco UCS iSCSI IP Pool addresses get reassigned, it is recommended to use different IP addresses in the same subnet for the iSCSI VMkernel ports.
 
   
 
   31.     Click Create.
 
   32.    On the left, select Networking, then select the Port groups tab.
 
   33.     In the center pane, right-click VM Network and select Remove.
 
   34.    Click Remove to complete removing the port group.
 
   35.     In the center pane, select Add port group.
 
   36.    Name the port group IB-MGMT Network and enter <SQL-VM-MGMT-id> in the VLAN field, and make sure Virtual Switch vSwitch0 is selected.
 
    
    [image: *]          VMware Distributed Switch (vDS) is used for configuring remaining VMkernel ports and port groups
 
   
 
   37.     Select the VMkernel NICs tab to confirm configured virtual adapters. The adapters listed should be similar to the example shown below.
 
   Figure 50           Basic VMkernel Configuration for Management and ISCSI Boot
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   [bookmark: _Toc536167920]Setup iSCSI Multipathing
 
   To setup the iSCSI multipathing on the ESXi hosts, follow these steps on each ESXi host:
 
   1.        From each Host Client, select Storage.
 
   2.       In the center pane, click Adapters.
 
   3.        Select the iSCSI software adapter and click Configure iSCSI.
 
   4.       Under Dynamic targets, click Add dynamic target.
 
   5.        Enter the IP Address of iSCSI_lif01a.
 
   6.       Repeat putting the ip address of iscsi_lif01b, iscsi_lif02a, iscsi_lif02b.
 
   7.        Click Save configuration. 
 
   Figure 51           Setup ESXI iSCSI Multipath
 
   
 
    
    [image: *]          To get all the iscsi_lif IP address, login to NetApp storage cluster management interface and type “network interface show” command.
 
   
 
    
 
    
    [image: *]          The host automatically rescans the storage adapter and the targets will be added to static targets.
 
   
 
   [bookmark: _Toc536167921]Add Required Datastores
 
   To Add the required datastores, follow these steps on each ESXi host:
 
   1.        From the Host Client, select Storage.
 
   2.       In the center pane, select Datastores.
 
   3.        In the center pane, select New Datastore to add a new datastore.
 
   4.       In the New datastore popup, select Create new VMFS datastore and click Next.
 
   5.        Enter the name of the datastore as “SQL-VM-Datastore” and select the unclaimed device and click Next.
 
   Figure 52           Adding Datastores
 
   
 
   6.       In the Select partitioning options page, select use full disk and VMFs 6 and click Next.
 
   7.        Click Finish to add the datastore to the ESXi host.
 
   8.       Repeat the steps (above) to add esxi-vms-swap datastore which is required to store virtual machines swap files.
 
   9.       Repeat the steps (above) on all the hosts for all the datastores (if any) that are required to be added to the ESXi hosts.
 
   The datastore displays on the datastore list.
 
   Figure 53           Datastores Added to ESXi Hosts
 
   
 
   [bookmark: _Toc536167922]Configure NTP on ESXi Hosts
 
   To configure Network Time Protocol (NTP) on the ESXi hosts, follow these steps on each host:
 
   1.        From the Host Client, select Manage.
 
   2.       In the center pane, select the Time & Date tab.
 
   3.        Click Edit settings.
 
   4.       Make sure Use Network Time Protocol (enable NTP client) is selected.
 
   5.        Use the pulldown to select Start and stop with host.
 
   6.       Enter the two Nexus switch NTP addresses in the NTP servers box separated by a comma.
 
   Figure 54           ESXi NTP Configuration
 
   
 
   7.        Click Save to save the configuration changes.
 
   8.       Select Actions > NTP service > Start.
 
   9.       Verify that NTP service is now running and the clock is now set to approximately the correct time.
 
    
    [image: *]          The NTP server time may vary slightly from the host time.
 
   
 
   [bookmark: _Toc536167923]VMware VCenter 6.7
 
   The procedures in the following subsections provide detailed instructions for installing the VMware vCenter 6.7 Server Appliance in an environment. After the procedures are completed, a VMware vCenter Server will be configured.
 
   [bookmark: _Toc536167924]Build the VMware vCenter Server Appliance
 
   The VCSA deployment consists of 2 stages: install and configuration. To build the VMware vCenter virtual machine, follow these steps:
 
   1.        Locate and copy the VMware-VCSA-all-6.7.0-10244745.iso file to the desktop of the management workstation. This ISO is for the VMware vSphere 6.7 vCenter Server Appliance.
 
   2.       Using ISO mounting software, mount the ISO image as a disk on the management workstation. (For example, with the Mount command in Windows Server 2012).
 
   3.        In the mounted disk directory, navigate to the vcsa-ui-installer > win32 directory and double-click installer.exe. The vCenter Server Appliance Installer wizard displays.
 
   Figure 55           vCenter Server Appliance 6.7 Installer
 
   
 
   4.       Click install to start the vCenter Server Appliance Deployment Wizard.
 
   5.        Click Next in the Introduction section.
 
   6.       Read and accept the license agreement and click Next.
 
   7.        In the Select deployment type section, select Embedded Platform Services Controller.
 
   8.       In the Appliance deployment target, enter the ESXi host name or IP address, User name and Password.
 
   Figure 56           VCenter Deployment on ESXi Host
 
   
 
   9.       Click Yes to accept the certificate.
 
   10.    Enter the Appliance name and password details in the “setup appliance VM” section. Click Next.
 
   11.     In the “Select deployment size” section, select the deployment size and storage size. For example, “Tiny.”
 
   12.    Click Next.
 
   13.     In the “Select datastore” page, Select SQL-VM-Datastore and check box for Enable Think Disk Mode.
 
   14.    In the “Network Settings” section, configure the following settings:
 
   a.        Choose a Network: IB-MGMT Network
 
   b.       IP version: IPV4
 
   c.        IP assignment: static
 
   d.       System Name: <vcenter_fqdn>
 
   e.       IP address: <vcenter-ip>
 
   f.         Subnet mask or prefix length: <vcenter-subnet-mask>
 
   g.       Default gateway: <vcenter-gateway>
 
   h.       DNS Servers: <dns-server>
 
   Figure 57           Networking Configuration of vCenter
 
   
 
   15.     Click Next.
 
   16.    Review all values and click to finish to complete the installation.
 
   17.     The vCenter appliance installation will take few minutes to complete.
 
   18.    When installation completes, click Continue to proceed with stage 2 configuration.
 
   19.    Click Next.
 
   20.    In the Appliance Configuration, configure the following settings:
 
   a.        Time Synchronization Mode: Synchronize time with NTP servers. a.
 
   b.       NTP Servers: <ntp_server_ip>
 
   c.        SSH access: Enabled.
 
   21.    Click Next.
 
   22.    Complete the SSO configuration:
 
   a.        SSO domain name: vsphere.local
 
   b.       SSO password: <administrator password>
 
   c.        Confirm password: <administrator password>
 
   d.       Site name: aflexpod
 
   23.    Click Next.
 
   24.    If needed, select join the VMware’s Customer Experience Improvement Program (CEIP).
 
   25.    Click Next.
 
   26.    Review the configuration and click Finish.
 
   27.    Click OK.
 
   [bookmark: _Toc536167925]Set Up VMware vCenter Server
 
   To set up the VMware vCenter Server, follow these steps:
 
   1.        Using a web browser, navigate to https://<vcenter-ip>/vsphere-client.
 
   2.       Click Download Enhanced Authentication Plugin and install by double-clicking the downloaded file.
 
   3.        Login using Single Sign-On username and password created during the vCenter installation.
 
   Figure 58           vCenter Home
 
   
 
   4.       Click Create Datacenter in the center pane.
 
   5.        Type AFlexPod-DC in the Datacenter name field.
 
   6.       Click OK.
 
   7.        Right-click the data center AFlexPod-DC in the list in the center pane. Click New Cluster.
 
   8.       Name the cluster SQL-Cluster.
 
   9.       Check the box to turn on the DRS. Leave the default values.
 
   10.    Check the box to turn on the vSphere HA. Leave the default values.
 
   Figure 59           vCenter Cluster Creation
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   11.     Click Ok to create the new cluster
 
   12.    On the left pane, double click the AFlexPod-DC.
 
   13.     Click Clusters.
 
   14.    Under the Clusters pane, right-click SQL-Cluster and select Settings.
 
   15.     Select Configuration > General in the list and select Edit.
 
   16.    Select Datastore specified by host and click OK.
 
   Figure 60          Edit Cluster Settings
 
   
 
   17.     Right-click SQL-Cluster and click Add Host.
 
   18.    In the Host field, enter either the IP address or the FQDN name of one of the VMware ESXi hosts. Click Next.
 
   19.    Type root as the user name and the root password. Click Next to continue.
 
   20.    Click Yes to accept the certificate.
 
   21.    Review the host details and click Next to continue.
 
   22.    Assign a license or leave in evaluation mode and click Next to continue.
 
   23.    Click Next to continue.
 
   24.    Click Next to continue.
 
   25.    Review the configuration parameters. Click Finish to add the host.
 
   26.    Repeat the steps (above) to add all the ESXi hosts.
 
   Figure 61           Adding ESXi Hosts to vCenter Cluster
 
   
 
   [bookmark: _Toc536167926]Configure the Default Swap File Location
 
   To configure the default swap file location, follow these steps:
 
   1.        Expand SQL-Cluster and select ESXi host and click on configure.
 
   2.       Under virtual Machines, select Swap file location.
 
   3.        Click Edit on right pane. From the popup windows, select use a specific datastore radio button and choose esxi-vms-swap datastore.
 
   4.       Click OK
 
   [bookmark: _Toc536167927]Configure the ESXi Power Management
 
   To configure the power management of each ESXi host, follow these steps:
 
   1.        Expand SQL-Cluster and select ESXi host and click Configure.
 
   2.       Under Hardware, select Power Management.
 
   3.        Click Edit on right pane. From the popup window, select High Performance.
 
   4.       Click OK
 
   [bookmark: _Toc536167928]Add AD User Authentication to vCenter (Optional)
 
   To set up AD and authenticate from vCenter (If an AD Infrastructure is set up in this FlexPod environment) follow these steps:
 
   1.        In the AD Infrastructure, using the Active Directory Users and Computers tool, setup a Domain Administrator user with a user name such as flexadmin (FlexPod Admin).
 
   2.       Connect to https://<vcenter-ip> and select Log in to vSphere Web Client.
 
   3.        Log in as Administrator@vsphere.local (or the SSO user set up in vCenter installation) with the corresponding password.
 
   4.       Navigate to Home. In the center pane, select System Configuration under Administration.
 
   5.        Select Nodes and under Nodes select the vCenter.
 
   6.       In the center pane, select the manage tab, and within the Settings select Active Directory and click Join.
 
   7.        Fill in the AD domain name, the Administrator user, and the domain Administrator password. Click OK.
 
   8.       Right-click the vCenter and select Reboot.
 
   9.       Input a reboot reason and click OK. The reboot will take approximately 10 minutes for full vCenter initialization.
 
   10.    Log back into the vCenter Web Client.
 
   11.     In the center pane, select System Configuration under Administration.
 
   12.    Select Nodes and under Nodes select the vCenter.
 
   13.     In the center pane under the Manage tab, select Active Directory. Make sure your Active Directory Domain is listed.
 
   14.    Navigate back to the vCenter Home.
 
   15.     In the center pane under Administration, select Roles.
 
   16.    Under Single Sign-On, select Configuration.
 
   17.     Select the Identity Sources tab.
 
   18.    Click the green + sign to add an Identity Source.
 
   19.    Select the Active Directory (Integrated Windows Authentication) Identity source type.
 
   20.    Your AD domain name should be filled in. Leave Use machine account selected and click OK.
 
   21.    Your AD domain should now appear in the Identity Sources list.
 
   22.    Under Single Sign-On, select Users and Groups.
 
   23.    Select your AD domain for the Domain.
 
   24.    Make sure the FlexPod Admin user setup in step 1 appears in the list.
 
   25.    Under Administration, select Global Permissions.
 
   26.    Select the Manage tab and click the green + sign to add a User or Group.
 
   27.    In the Global Permission Root - Add Permission window, click Add.
 
   28.    In the Select Users/Groups window, select your AD Domain.
 
   29.    Under Users and Groups, select either the FlexPod Admin user or the Domain Admins group.
 
    
    [image: *]          The FlexPod Admin user was created in the Domain Admins group. The selection depends on whether the FlexPod Admin user will be the only user in this FlexPod or if you would like to add other users later. By selecting the Domain Admins group, any user placed in that group in the AD domain will be able to log into vCenter as an Administrator.
 
   
 
   30.    Click Add. Click Check names to verify correctness of the names. Click OK to acknowledge the correctness of the names.
 
   31.     Click OK to add the selected User or Group.
 
   32.    Verify the added User or Group is listed under Users and Groups and the Administrator role is as-signed.
 
   33.     Click OK.
 
   34.    Log out and log back into the vCenter Web Client as the FlexPod Admin user. You will need to add the domain name to the user, such as flexadmin@domain.
 
   [bookmark: _Toc536167929]ESXi Dump Collector Setup for iSCSI-Booted Hosts
 
   ESXi hosts booted with iSCSI using the VMware iSCSI software initiator need to be configured to do core dumps to the ESXi Dump Collector that is part of vCenter. The Dump Collector is not enabled by default on the vCenter Appliance. To setup the ESXi Dump Collector, follow these steps:
 
   1.        In the vSphere web client, select Home.
 
   2.       In the center pane, click System Configuration.
 
   3.        In the left pane, select Services.
 
   4.       Under services, click VMware vSphere ESXi Dump Collector.
 
   5.        In the center pane, click the green start icon to start the service.
 
   6.       In the Actions menu, click Edit Startup Type.
 
   7.        Select Automatic.
 
   8.       Click OK.
 
   9.       Connect to each ESXi host through SSH as root.
 
   10.    Run the following commands:
 
   esxcli system coredump network set –v vmk0 –j <vcenter-ip> 
 
   esxcli system coredump network set –e true 
 
   esxcli system coredump network check
 
   [bookmark: _Toc536167930]Cisco UCS Manager Plug-in for VMware vSphere Web Client
 
   The Cisco UCS Manager Plug-in for VMware vSphere Web Client allows administration of Cisco UCS domains through the VMware's vCenter administrative interface. Capabilities of the plug-in include:
 
   ·         View Cisco UCS physical hierarchy
 
   ·         View inventory, installed firmware, faults, power and temperature statistics
 
   ·         Map the ESXi host to the physical server
 
   ·         Manage firmware for B and C series servers
 
   ·         View VIF paths for servers
 
   ·         Launch the Cisco UCS Manager GUI
 
   ·         Launch the KVM consoles of UCS servers
 
   ·         Switch the existing state of the locator LEDs
 
   The installation is only valid for VMware vCenter 5.5 or higher and it requires revisions of .NET Framework 4.5 and VMware PowerCLI 5.1 or greater.
 
   The latest UCSM plugin software can be downloadable from: https://software.cisco.com/download/home/286282669/type
 
   For the user guides and installation guides, go to: https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-manager/products-installation-guides-list.html
 
   [bookmark: _Toc536167931]FlexPod VMware vSphere Distributed Switch (vDS)
 
   This section provides the procedures for installing the VMware vDS on the FlexPod ESXi Management Hosts.
 
   In the Cisco UCS setup section of this document two sets of vNICs (Host-A and B, and iSCSI-A and B) were setup. The vmnic ports associated with the Host-A and B vNICs will be migrated to VMware vDS in this procedure. The critical infrastructure VLAN interfaces and vMotion interfaces will be configured on the vDS.
 
   An IB-Mgmt VLAN and a SQL-VM-Traffic VLAN port group will be added to the vDS. Any additional VLAN-based port groups added to the vDS would need to have the corresponding VLANs added to the Cisco UCS LAN cloud, to the Cisco UCS Host-A and B vNIC templates, and to the Cisco Nexus 9K switches and vPC and peer-link interfaces on the switches.
 
   [bookmark: _Toc536167932]Configure the VMware vDS in vCenter
 
   To configure the vDS, follow these steps:
 
   1.        After logging into the VMware vSphere Web Client, select Networking under the Home tab.
 
   2.       Right-click the AFlexPod-DC datacenter and select Distributed Switch > New Distributed Switch.
 
   3.        Give the Distributed Switch a descriptive name and click Next.
 
   4.       Make sure Distributed switch: 6.6.0 is selected and click Next.
 
   5.        Change the Number of uplinks to 2. If VMware Network I/O Control is to be used for Quality of Service, leave Network I/O Control Enabled. Otherwise, Disable Network I/O Control. Enter SQL-VM-Traffic for the Port group name. Click Next.
 
   6.       Review the information and click Finish to complete creating the vDS.
 
   Figure 62          Creating Distributed Switch
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   7.        Expand the AFlexPod-DC datacenter and the newly created vDS. Select the newly created vDS.
 
   8.       Select the vDS. Click the Edit distributed switch settings icon.
 
   9.       Select the vDS. Click the Edit distributed switch settings icon.
 
   10.    On the left in the Edit Settings window, select Advanced.
 
   11.     Change the MTU to 9000. The Discovery Protocol can optionally be changed to Link Layer Discovery Protocol and the Operation to Both. Click OK.
 
   Figure 63           Set MTU on vDS to 9000
 
   
 
   12.    Select the SQL-VM-Traffic port group. In the center pane, select the Edit distributed port group settings icon. The Edit button can be used to change the number of ports in the port group to a number larger than the default of 8. All the other properties of the port group can also be changed under Edit. 
 
   13.     For Advanced, Security, Traffic Shaping tabs leave values at defaults.
 
   14.    On the VLAN tab, Choose VLAN type as VLAN and set the VLAN ID as <904> or <IB-Mgmt-VLAN>
 
   15.     On the Teaming and failover tab, move both uplink 1 and 2 under active uplinks.
 
   Figure 64          Uplink Ports for SQL Virtual Machine Traffic
 
   
 
   16.    For Monitoring, traffic filtering and marking, miscellaneous tabs leave values at defaults.
 
   17.     Click Save. 
 
   18.    Multiple Distributed Port groups will be created for service different network traffics. First, create port group for VMkernel adapter.
 
   19.    Right-click the vDS, select Distributed Port Group > New Distributed Port Group.
 
   20.    Enter the name as IB-MGMT and click Next.
 
   21.    Change the VLAN Type as VLAN and enter the VLAN ID for IB-MGMT traffic.
 
   22.    Check the Customize default policies configuration check box and click Next.
 
   23.    Leave the defaults values for Security and Traffic shaping tabs and click Next.
 
   24.    On the Teaming and failover tab, move uplink 1 under Active Uplink and uplink 2 under Standby uplinks as shown below.
 
   Figure 65           Uplink Configuration for IB-MGMT Traffic
 
   [image: Description: Machine generated alternative text:VVVVNew Distributed Port Group1 Select name and location2 Configure setings3 Configure policies3a Security3b Trafic shaping3c Teaming and failov.er3d %nitoring3e Miscellaneous4 Editadditonal setjngs5 Readyto comple&Teaming and % ilmerControls load balancing, network failure detection, switches notification, tailback, and uplink failover orderLoad balancing:Network failure detection:Notiff switches:Fa orderActive uplinksStandiy uplinksuplink 2Unused uplinksRoute based on originating virtual portLink status onlySelect active and standby uplink. During a failover, standby uplinks activate in the order specified abova ]
 
   25.    For the Monitoring, Miscellaneous and Edit additional settings tabs, leave the settings defaults and click Next.
 
   26.    Review the changes once and then click Finish to create the port group for IB-MGMT traffic.
 
   27.    Create the second port group for vMotion VMkernel for vMotion traffic. Right-click the vDS and select New Distributed Port Group. 
 
   28.    Enter the name as SQL-vMotion and click Next.
 
   29.    Change the VLAN Type as VLAN and enter the VLAN ID for vMotion traffic.
 
   30.    Check the Customize default policies configuration check box and click Next.
 
   31.     Leave the defaults values for Security and Traffic shaping tabs and click Next.
 
   32.    On the Teaming and failover tab, move uplink 2 under Active Uplink and uplink 1 under Standby uplinks as shown below.
 
   Figure 66          Uplink Configuration for vMotion Port Group
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   33.     For the Monitoring, Miscellaneous and Edit additional settings tabs, leave the settings defaults and click Next.
 
   34.    Review the changes once and then click Finish to create the port group for SQL-vMotion traffic.
 
   35.     Create Port Groups for SQL guest to use for accessing NetApp storage volumes using In-Guest iSCSI software initiator. Right-click the vDS, select Distributed Port Group > New Distributed Port Group.
 
   36.    Enter the name as SQL-Guest-iSCSI-A and click Next.
 
   37.     Change the VLAN Type as VLAN and enter 3012 as VLAN ID for storage traffic passing through Fabric A.
 
   38.    Check the Customize default policies configuration check box and click Next.
 
   39.    Leave the defaults values for Security and Traffic shaping tabs and click Next.
 
   40.    On the Teaming and failover tab, move uplink 1 under Active Uplink and uplink 2 under Standby uplinks as shown below.
 
   Figure 67           Uplinks Configuration SQL-Guest-iSCSI-A Port Group
 
   [image: Description: Machine generated alternative text:VVVVNew Distributed Port Group1 Select name and location2 Configure setings3 Configure policies3a Security3b Trafic shaping3c Teaming and failov.er3d %nitoring3e Miscellaneous4 Editadditonal setjngs5 Readyto comple&Teaming and % ilmerControls load balancing, network failure detection, switches notification, tailback, and uplink failover orderLoad balancing:Network failure detection:Notiff switches:Fa orderActive uplinksStandiy uplinksuplink 2Unused uplinksRoute based on originating virtual portLink status onlySelect active and standby uplink. During a failover, standby uplinks activate in the order specified abova ]
 
   41.    For the Monitoring, Miscellaneous and Edit additional settings tabs, leave the settings defaults and click Next.
 
   42.    Review the changes once and then click Finish to create the port group for SQL-Guest-iSCSI-A traffic.
 
   43.    Create another port group for In-Guest storage access using Fabric B path. Right-click the vDS, select Distributed Port Group > New Distributed Port Group.
 
   44.    Enter the name as SQL-Guest-iSCSI-B and click Next.
 
   45.    Change the VLAN Type as VLAN and enter 3022 as VLAN ID for storage traffic passing through Fabric A.
 
   46.    Check the Customize default policies configuration check box and click Next.
 
   47.    Leave the defaults values for Security and Traffic shaping tabs and click Next.
 
   48.    On the Teaming and failover tab, move uplink 2 under Active Uplink and uplink 1 under Standby uplinks as shown below.
 
   Figure 68          Uplinks Configuration SQL-Guest-iSCSI-B Port Group
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   49.    For the Monitoring, Miscellaneous and Edit additional settings tabs, leave the settings defaults and click Next.
 
   50.    Review the changes once and then click Finish to create the port group for SQL-Guest-iSCSI-B traffic.
 
   51.     To add the ESXi nodes to the vDS, right-click vDS and select Add and Manage Hosts.
 
   52.    Make sure Add hosts is selected and click Next.
 
   53.     Click the green + sign to add hosts. Select the ESXi hosts and click OK. Select Configure identical network settings on multiple hosts check box and Click Next.
 
   Figure 69          Adding ESXi Hosts to vDS Migration
 
   
 
   54.    Since all hosts have the same configuration, you can select any host as template host. Click Next.
 
   55.     Leave Manage physical adapters and Manage VMkernel adapters selected. Select Migrate virtual machine networking and click Next.
 
   56.    Select vmnic0 on the template server and click on Assign uplink. Select Uplink 1 and click OK.
 
   57.     Select vmnic1 on the template server and click on Assign uplink. Select Uplink 2 and click OK.
 
   58.    Click Apply to all to assign vmnic0 to uplink 1 and vmnic1 to uplink 2 on all the hosts as shown below.
 
   Figure 70           Managing Physical Adapters in vDS
 
     
 
   59.    Select vmk0 on the template server and click on Assign port group. Select the IB-MGMT destination port group and click OK.
 
   60.    Click Apply to all to apply the vmk0 port to IB-MGMT on all the hosts.
 
    
    [image: *]          A warning message about the loss of networking connectivity during the migration activity appears. It can be ignored at this moment since no workload virtual machines are deployed yet.
 
   
 
   61.    On the popup windows, provide the management IP addresses of the other two hosts as shown below.
 
   Figure 71           vDS VMkernel Migration
 
   
 
   62.    Click OK to migrate vmk0 to IB-MGMT on all the hosts as shown below. 
 
   Figure 72           Migrating VMkernel Network Adapters
 
   
 
   63.    Click Next.
 
   64.    Click Next in the Analyze Impact window.
 
   65.    On the Migrate VM networking window, expand vCenter virtual machine and select Network Adapter 1.
 
   66.    Click Assign port group, Select IB-MGMT and click OK
 
   Figure 73           Migrating Virtual Machines to vDS
 
   
 
   67.    Click Next.
 
   68.    Click Finish to complete adding the three ESXi hosts to the vDS.
 
   69.    Now, ESXi hosts are migrated to vDS. Remove the standard switch vSwicth0 on all the hosts.
 
   70.    Select Hosts and Clusters and select ESXi Host 1.
 
   71.     Under the Configure tab, select Virtual switches.
 
   72.    In the center pane under Virtual switches, select vSwitch0.
 
   73.     Under Virtual switches, select the red X icon to delete vSwitch0. Click Yes to confirm. 
 
   74.    Repeat this step on all the ESXi hosts.
 
   75.     Now add the VMkernel ports for vMotion on all the ESXi hosts.
 
   76.    Select ESXi host and select Configure tab in the center pane. Select virtual switches.
 
   77.     Click Add host Networking.
 
   78.    Select VMkernel Network Adapter and click Next.
 
   79.    On the select target device window, click Select an existing network and browse to SQL-vMotion port group. Click Next.
 
   80.    On the Port properties window, select vMotion for TCP/IP Stack and click Next.
 
   Figure 74           Adding VMkernel Adapter Using vDS
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   81.    On IPV4 settings window, select use static IPv4 settings radio button and provide IPv4 address and subnet mask. Click Next.
 
   82.    Review the details and click Finish to create VMkernel port for vMotion.
 
   83.    On the middle pane, select the VMkernel adapters and select vmk3 adapter and click on Edit settings.
 
   84.    Under NIC settings, set MTU as 9000 and click OK.
 
   85.    Repeat steps from 76 to 84 to add VMkernel Adapter on other two hosts.
 
   86.    On each host, the vDS configuration should look similar as shown below.
 
   Figure 75           Final vDS Configuration
 
   
 
   [bookmark: _Toc536167933]Creating Virtual Machine for SQL Server
 
   To create a virtual machine for SQL Server database application deployment, follow these steps:
 
   1.        Log into vCenter web client using vCenter IP address.
 
   2.       Expand AFlexPod-DC. Right click on SQL-Cluster cluster and select New Virtual machine.
 
   3.        On the New Virtual Machine window, Select Create a new virtual machine and click Next.
 
   4.       Type name as SQLVM01 and select AFlexPod-DC as location for the virtual machine and click Next.
 
   5.        For Compute resource, expand the SQL-Cluster and select the any ESXi host. Click Next.
 
   6.       Select SQL-VM-Datastore for storage. Click Next.
 
   7.         Choose ESXi6.7 and later for virtual machine compatibility and click Next.
 
   8.       Choose Linux for OS Gest Family and Red Hat Enterprise Linux 7 (64-bit) as Guest OS Version. Click Next.
 
   9.       Under Virtual Hardware tab, set the hardware resource appropriately as follows:
 
   a.        Set CPU to 4.
 
   b.       Set Memory to 16GB (16,384MB) and select Reserve all guest memory option.
 
   c.        Set New Hard disk site to 40GB and choose SQL-VM-Datastore for Location.
 
   d.       Set Disk Provisioning Thick provision lazy zeroed.
 
   e.       Set New Network to “SQL-VM-Traffic(SQL-vDS)” port group. Make sure Connect At Power On is selected and Adapter Type is set to VMNEXT3.
 
   f.         Click New device drop-down list and select Network. Add two additional network adaptors for In-Guest iSCSI storage configuration.
 
   g.       On the first new network adaptor, select “SQL-Guest-iSCSI-A(SQL-vDS)” and for the second new network adapter select “SQL-Guest-iSCSI-B(SQL-vDS)”.
 
   h.       Browse through the SQL-VM-Datastore and select RHEL7.4 iso file for New CD/DVD Drive. Select Connect At Power On option.
 
   Figure 76           Creating SQL Virtual Machine on VMware Cluster
 
   
 
   10.    Select VM Options, expand Boot Options and set Firmware to EFI and select the Secure Boot check box. (optional).
 
   Figure 77           Virtual Machine UEFI Secure Boot
 
   
 
   11.     Click Next and review the details.
 
   12.    Click Finish to create the virtual Machine.
 
   13.     When the virtual machine is created, right-click then new virtual machine and select Power On.
 
   14.    To Open the console of the virtual machine, right-click the virtual machine and select Open Console. 
 
   15.     Repeat the steps to create minimum of three virtual machines running RHEL7.4 OS.
 
   
 
    [bookmark: _Toc536167934]Microsoft Windows Server 2016 Hyper-V Deployment 
 
   
 
   [bookmark: _Toc536167935][bookmark: _Toc489022086][bookmark: _Toc485936200]Install Microsoft Windows Server 2016 
 
   This section provides the instructions to install Microsoft Windows Server 2016 on Cisco UCS B200 M5 servers.  
 
   Several methods exist for installing Microsoft Windows Server 2016. The provided steps focus on how to use the built-in keyboard, video, mouse (KVM) console and leverage the virtual media features of Cisco UCS Manager. UCSM maps the remote installation media to individual servers and connects to their boot LUNs.
 
   The Cisco UCS IP KVM enables you to begin the installation of the operating system (OS) through remote media. It is necessary to log into the UCS environment to run the IP KVM.
 
   To log into the Cisco UCS environment, follow these steps:
 
   1.        Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches the Cisco UCS Manager application.
 
   2.       Click the Launch UCS Manager link under HTML to launch the HTML 5 UCS Manager GUI.
 
   3.        If prompted to accept security certificates, accept as necessary.
 
   4.       When prompted, enter admin as the user name and enter the administrative password.
 
   5.        To log into Cisco UCS Manager, click Login.
 
   6.       From the main menu, click Servers.
 
   7.        Select Servers > Service Profiles > root > Sub-Organization > VM-Host-01
 
   8.       Right-click VM-Host-01and select KVM Console.
 
   9.       Follow the prompts to launch the Java-based KVM console.
 
   10.    Select Servers > Service Profiles > Sub-Organization > VM-Host-01.
 
   11.     Right-click VM-Host-01. and select KVM Console.
 
   12.    Follow the prompts to launch the Java-based KVM console.
 
   [bookmark: _Toc427325250]13.     From the virtual KVM Console, select the Virtual Media tab. 
 
   14.    Select Add Image. 
 
   15.     Browse to the Windows Server 2016 installation ISO image file and click Open. 
 
   16.    Map the image that you just added by selecting Mapped. 
 
   17.     To boot the server, select the KVM tab. 
 
   18.    Select Power On Server in the KVM interface Summary tab, and then click OK. 
 
   [bookmark: _Toc536167936]Install Windows Server 2016
 
   To install Windows Server 2016 on each host, follow these steps:
 
   1.        On boot, the machine detects the presence of the Windows installation media.
 
   2.       After the installer has finished loading, Enter the relevant region information and click Next.
 
   3.        Click Install now.
 
   4.       Enter the Product Key and click Next.
 
   5.        Select Windows Server 2016 Datacenter (Desktop Experience) and click Next.
 
    
    [image: *]          Optionally, you may remove the GUI after the Hyper-V cluster is operational.[bookmark: _Toc478551760][bookmark: _Toc427325251]
 
   
 
   6.       After reviewing the EULA, accept the license terms and click Next. 
 
   7.        Select Custom: Install Windows only (advanced). 
 
   8.       Select Custom (advanced) installation. 
 
   9.       In the Virtual Media Session manager uncheck the Mapped checkbox for the Windows ISO and select yes to confirm. 
 
   10.    Click Add Image. 
 
   11.     Browse to the Cisco fNIC driver ISO, click Open. 
 
   12.    Check the Mapped checkbox next to the Cisco eNIC Driver ISO. Download the latest driver iso image from the cisco.com site.
 
   Figure 78           Installing eNIC Drivers for Windows
 
   
 
   13.     Back in the KVM Console, click Load Driver and then, click OK. 
 
   14.    The Cisco VIC FCoE Storport Miniport driver should auto detected, click Next.
 
   Figure 79           eNIC Driver for Windows
 
   
 
   15.     You will see a LUN listed in the drive selection screen. 
 
    
    [image: *]          Only  single LUN instance should be displayed. If multiple instances of the same LUN are seen, it indicates that there are multiple paths to the boot LUN which will cause installation issues since there are no multipath drivers available/enabled at this stage. 
 
   
 
    
 
    
    [image: *]          The message "Windows Can't be installed on this drive" appears because the Windows installation ISO image is not mapped at this time.
 
   
 
   Figure 80          Disk During Windows Installation
 
   
 
   16.    Select the LUN and click Next to continue with the install. 
 
   17.     At the end of the installation, enter an administrator password on the settings page and click Finish.
 
   [bookmark: _Toc536167937][bookmark: _Toc489022087][bookmark: _Toc485936201]Install Chipset Driver Software
 
   This section provides detailed information on installing the Intel chipset driver software. To install the Chipset drivers on each Hyper-V host, follow these steps:
 
   1.        In the Virtual Media Session manager, uncheck the Mapped checkbox for the Windows ISO.
 
   2.       Click Add Image.
 
   3.        Browse to the Cisco UCS driver ISO, click Open.
 
   4.       Check the Mapped checkbox for the Cisco UCS driver ISO.
 
   5.        Browse to the CD ROM > Chipset > Intel > <Server Model> W2K16 > x64.
 
   Figure 81           Installation Chipset Drivers for Windows
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   6.       Double-click Setup Chipset to install the chipset driver and reboot the system.
 
   [bookmark: _Toc536167938][bookmark: _Toc489022088][bookmark: _Toc485936202]Install Windows Roles and Features
 
   This section explains how to add/install the MPIO, Failover Clustering and Hyper-V roles and feature using PowerShell. To install Windows Roles and Features all the Hyper-V nodes, follow these steps:
 
   1.        Open PowerShell window (with Run As Administrator) and run the following command to install Windows server roles and features.
 
   Install-WindowsFeature -Name 'Multipath-I/O','Failover-Clustering','Hyper-V' –IncludeManagementTools
 
   Figure 82          Installing Windows Roles and Features
 
   
 
   2.       Restart the computer and verify the roles and features are installed as shown below.
 
   Figure 83           Verifying Windows Roles and Features
 
   
 
   [bookmark: _Toc536167939]Configure Networking
 
   To configure networking, follow these steps:
 
   1.        Gather the network adapter details and create the SET virtual switch using the following PowerShell cmdlets:
 
   Get-NetAdapter 
 
   New-VMSwitch -Name SETswitch -NetAdapterName "00-Host-A","01-Host-B" -EnableEmbeddedTeaming $true
 
   Figure 84          Creating SET Switch
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   2.       Create the virtual network adapters on the management OS and connect them to the virtual switch using the following PowerShell cmdlets:
 
   Add-VMNetworkAdapter -SwitchName "SETswitch" -Name "MGMT" -ManagementOS
 
   Add-VMNetworkAdapter -SwitchName "SETswitch" -Name "LM" -ManagementOS
 
   Add-VMNetworkAdapter -SwitchName "SETswitch" -Name "Cluster" -ManagementOS
 
   Figure 85           Creating Parent Node Network Interfaces
 
   
 
   3.        Assign VLAN ID to the virtual network adapters created in the previous step:
 
   Set-VMNetworkAdapterVlan -VMNetworkAdapterName MGMT -ManagementOS -Access -VlanId 906
 
   Set-VMNetworkAdapterVlan -VMNetworkAdapterName LM -ManagementOS -Access -VlanId 907
 
   Set-VMNetworkAdapterVlan -VMNetworkAdapterName Cluster -ManagementOS -Access -VlanId 908
 
   Figure 86          Setting VLANs On Network Interfaces
 
   
 
   4.       Verify the virtual network adapters.
 
   Figure 87           Listing Network Interfaces
 
   
 
   5.        Assign static IP address to the "MGMT" virtual network adapter and configure the DNS server address.
 
   New-NetIPAddress -ifIndex 4 -IPAddress 192.168.96.109 -PrefixLength 24 -DefaultGateway 192.168.96.254
 
   Figure 88          Assigning IP Addresses
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   Set-DnsClientServerAddress -InterfaceAlias "vEthernet (MGMT)" -ServerAddresses 10.1.166.9
 
   Figure 89          Setting DNS IP Address
 
   
 
   6.       Assign static IP addresses to the "LM" virtual network adapter.
 
   New-NetIPAddress -ifAlias "vEthernet (LM)" -IPAddress 192.168.97.109 -PrefixLength 24
 
   7.        Assign static IP addresses to the "Cluster" virtual network adapter.
 
   New-NetIPAddress -ifAlias "vEthernet (Cluster)" -IPAddress 192.168.98.109 -PrefixLength 24
 
   8.       Disable IPV6 on all Network adapters (optional).
 
   Get-NetAdapterBinding -infa 2
 
   Figure 90          Configuring Network Binding
 
   
 
   Disable-NetAdapterBinding -infa 2 -ComponentID ms_tcpip6 -Name vE*
 
   Disable-NetAdapterBinding -infa 2 -ComponentID ms_tcpip6 -Name 0*
 
   Figure 91           Disabling Network Binding
 
   
 
   9.       Enable jumbo/mtu on interfaces used for Live Migration traffic.
 
   Get-NetAdapterAdvancedProperty -Name "vEthernet (LM)" 
 
   Set-NetAdapterAdvancedProperty -Name "vEthernet (LM)" -DisplayName "Jumbo Packet" -DisplayValue "9014 Bytes"
 
   Figure 92          Configuring MTU
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   [bookmark: _Toc536167940][bookmark: _Toc489022089][bookmark: _Toc485936203]Install NetApp Host Utilities
 
   After enabling the MPIO feature in Windows, download and install NetApp Windows Unified Host Utilities on all the Hyper-V nodes. To download and install the host utilities, follow these steps:
 
   1.        Download the NetApp host utilities v7.1 for Windows from the link below:
 
   https://mysupport.netapp.com/documentation/productlibrary/index.html?productID=61343
 
   2.       Unzip the file and run the executable file. The NetApp Windows Unified Host Utilities setup wizard is launched and click Next.
 
   3.        Select “Yes, install support for Multipath IO” and click Next.
 
   Figure 93           NetApp Host Utilities for Windows
 
   
 
   4.       Accept the default destination folder and click Next.
 
   5.        Click Next and Install to start the installation of host utilities.
 
   6.       After the installation is complete, click Finish and restart the computer[bookmark: _Toc489022090][bookmark: _Toc485936204].
 
   [bookmark: _Toc536167941]Configure Multipath-IO
 
   To configure Multipath-IO, follow these steps:
 
   1.        In the previous section, the MPIO feature is enabled. If it is not enabled, then run the following PowerShell command to enable it:
 
   Install-WindowsFeature -Name Multipath-IO
 
   Figure 94          Installing Multipath Drivers
 
   
 
   2.       Enable Microsoft Device Specific Module (MSDSM) to automatically claim SAN disks for Microsoft Multipath I/O (MPIO) for iSCSI bus type using the following PowerShell cmdlet:
 
   Enable-MSDSMAutomaticClaim -BusType iSCSI
 
   Figure 95           Enabling Device Modules
 
   
 
   3.        Restart the computer.
 
   4.       Verify the MPIO by navigating to Server Manager > Tools > MPIO.
 
   Figure 96          Adding NetApp Device IDs
 
   
 
   5.        Go back to section Configure Server Boot Order and follow steps 12 through 30 to add the remaining paths/targets. 
 
   [bookmark: _Toc536167942]Host Renaming and Join to Domain
 
   To rename the host, follow these steps:
 
   1.        Log into the host and open PowerShell.
 
   2.       Rename the host:
 
   Rename-Computer -NewName <hostname> -restart
 
   Figure 97           Renaming Host
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   3.        Add the host to Active Directory domain as shown below.
 
    
 
   Figure 98          Joining the Host to Domain
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   [bookmark: _Toc536167943]Configure Microsoft iSCSI Initiator
 
   To configure the Microsoft iSCSI initiator, follow these  steps:
 
   1.        Enable the iSCSI initiator by using Windows PowerShell to start the Microsoft iSCSI Service and change the service startup type to Automatic by running these two commands:
 
   Start-Service msiscsi
 
   Figure 99          Starting iSCSI initiator 
 
   
 
   Set-Service msiscsi -startuptype "automatic"
 
   Figure 100       Enabling iSCSI Initiator 
 
   
 
   2.       Click the Targets tab and you will see a discovered target with status as connected. 
 
   Figure 101        iSCSI Initiator Configuration
 
   
 
   3.        Establish a connection to a new iSCSI Target Portal using the following PowerShell cmdlet.
 
   New-IscsiTargetPortal -TargetPortalAddress 192.168.13.18 -InitiatorPortalAddress 192.168.13.108
 
   New-IscsiTargetPortal -TargetPortalAddress 192.168.13.19 -InitiatorPortalAddress 192.168.13.108
 
   New-IscsiTargetPortal -TargetPortalAddress 192.168.23.18 -InitiatorPortalAddress 192.168.23.108
 
   New-IscsiTargetPortal -TargetPortalAddress 192.168.23.19 -InitiatorPortalAddress 192.168.23.108 
 
   Figure 102       Connecting to NetApp Storage Using iSCSI Initiator 
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   4.       After a new target portal is created, the iSCSI target, and its connection status are displayed through the Get-IscsiTarget cmdlet as shown below:
 
   Figure 103        Listing iSCSI Targets
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   5.        Connect to all available iSCSI Targets, use the following command:
 
   $target = Get-IscsiTarget 
 
   Connect-IscsiTarget -TargetPortalAddress 192.168.13.18 -InitiatorPortalAddress 192.168.13.108 -NodeAddress $target.NodeAddress -IsMultipathEnabled $true -IsPersistent $true
 
   Figure 104       Adding First iSCSI Target
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   Connect-IscsiTarget -TargetPortalAddress 192.168.13.19 -InitiatorPortalAddress 192.168.13.108 -NodeAddress $target.NodeAddress -IsMultipathEnabled $true -IsPersistent $true
 
   Connect-IscsiTarget -TargetPortalAddress 192.168.23.18 -InitiatorPortalAddress 192.168.23.108 -NodeAddress $target.NodeAddress -IsMultipathEnabled $true -IsPersistent $true
 
   Figure 105        Adding Second and Third iSCSI Target
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   Connect-IscsiTarget -TargetPortalAddress 192.168.23.19 -InitiatorPortalAddress 192.168.23.108 -NodeAddress $target.NodeAddress -IsMultipathEnabled $true -IsPersistent $true 
 
   Figure 106       Adding Fourth iSCSI Target
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   6.       Verify the Discovery and Favorite Targets in the iSCSI initiator properties page as shown below .
 
   Figure 107        Adding all the iSCSI Targets
 
   
 
   Figure 108       Verifying iSCSI Target Paths
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   7.        After the above steps and configuration on the iSCSI storage array, the iSCSI disks should be visible in the Computer Management > Disk Management as shown below.
 
   Figure 109       Listing Disk using Disk Management
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   [bookmark: _Toc536167944]Create Windows Failover Cluster
 
   This section explains how to create a failover cluster by using Windows PowerShell. Make sure the Failover Cluster feature is installed on all the Hyper-V hosts.
 
   [bookmark: _Toc536167945]Prepare the Shared Disks for Cluster Use
 
   To prepare the shared disks for cluster use, follow these steps:
 
   1.        Log into one of the Hyper-V hosts and run the following PowerShell command to gather information about the disks for cluster use. Write down the Number and Total Size of the shared disks from the output.
 
   Get-Disk | where PartitionStyle -EQ 'RAW' 
 
   Figure 110        Listing Disks
 
   
 
   2.       On the same Hyper-V hosts, run the following PowerShell command to prepare the disk for cluster quorum by initializing, creating a new partition, and formatting it.
 
   get-disk | where PartitionStyle -EQ 'RAW' |` 
 
   where Number -EQ 1 |`
 
   Initialize-Disk -PartitionStyle MBR -PassThru |`
 
   New-Partition -AssignDriveLetter -UseMaximumSize |`
 
   Format-Volume -FileSystem NTFS -NewFileSystemLabel "Quorum" -Confirm:$false 
 
   Figure 111        Listing Quorum Disk 
 
   
 
   3.        On the same Hyper-V hosts, run the following PowerShell command to prepare the disk for Cluster Shared Volume (CSV) by initializing, creating new partition, and formatting it.
 
   Get-Disk | where PartitionStyle -EQ 'RAW' |` 
 
   where Number -EQ 2 |`
 
   Initialize-Disk -PartitionStyle GPT -PassThru |`
 
   New-Partition -AssignDriveLetter -UseMaximumSize |`
 
   Format-Volume -FileSystem NTFS -NewFileSystemLabel "VMStore" -Confirm:$false
 
   Figure 112        Initialize, Partition and Formatting Volumes
 
   
 
   4.       Run the “Get-Disk” PowerShell cmdlet to verify as shown below .
 
   Figure 113        Listing the Volumes
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   5.        Run the following commands on the other Hyper-V hosts to prepare the disks for cluster use. Note that only the disks are brought online:
 
   Get-Disk | where PartitionStyle -EQ 'RAW' |` 
 
   where Number -EQ 1 |`
 
   Set-Disk -IsOffline $false
 
   Figure 114        Setting Quorum Disk Online
 
   
 
   Get-Disk | where PartitionStyle -EQ 'RAW' |` 
 
   where Number -EQ 2 |`
 
   Set-Disk -IsOffline $false 
 
   Figure 115        Setting Other Disks Online
 
   
 
   [bookmark: _Toc536167946]Test and Validate the Cluster
 
    To test and validate the cluster, follow these steps:
 
   1.        Before you create the failover cluster, it is strongly recommended that you validate the configuration to make sure that the hardware and its settings are compatible with failover clustering. To run the cluster validation tests, run the following commands:
 
   Test-Cluster -Node "FP-HV-Host1","FP-HV-Host2"
 
   Figure 116        Test Windows Failover Cluster Nodes 
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   2.       Open the failover cluster validation report and fix any errors/warnings before creating the failover cluster. The failover cluster validation report default location is “C:\Windows\Cluster\Reports\”
 
   Figure 117        Windows Failover Cluster Validation Report
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   [bookmark: _Toc536167947]Create a New Failover Cluster 
 
   1.        Create the Windows failover cluster using the following PowerShell command:
 
   New-Cluster -Name FP-HVSQL -Node FP-HV-Host1,FP-HV-Host2 -StaticAddress 192.168.96.201 
 
   Figure 118        Windows Failover Cluster Creation
 
   [image: Description: Machine generated alternative text:PS New-clusterp — HV SQL-Name FP-HVSQL-Node FP-HV-Host1,-staticAddress 192.168.96.201 ]
 
   2.       Verify the cluster status using the following PowerShell command or Failover Cluster Manager as shown below.
 
   Figure 119        Windows Failover Cluster Verification
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   Figure 120       Windows Failover Cluster Manager
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   [bookmark: _Toc536167948]Post Cluster Creation Tasks
 
   1.        Find which disk is in the “Available Storage” OwnerGroup using the following PowerShell command to add to CSV. In this example, Cluster Disk 2 is in the Available Storage OwnerGroup.
 
   Get-ClusterResource
 
   Figure 121        Getting Cluster Resources
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   2.       Add a disk in the Available Storage to CSV as shown below.
 
   Add-ClusterSharedVolume -Name "Cluster Disk 2" 
 
   Figure 122       Adding CSV Volume
 
   [image: Description: Machine generated alternative text:PS Add-clusterSharedVoIumeState Nodecluster Disk 2 online FP-HV-HOST2-Name "Cluster Disk 2" ]
 
   3.        The CSV Block cache is enabled by default in Windows Server 2016 but the size of the Cache is set to zero as shown below.
 
   Figure 123        Check CSV Cache
 
   
 
   4.       Assign an appropriate size to the CSV Block cache for better virtual machine performance. In the following example, the cmdlet reserves 512 MB of memory to the CSV cache on each node in the failover cluster. For more information about CSV cache, go to: https://blogs.msdn.microsoft.com/clustering/2013/07/19/how-to-enable-csv-cache/ 
 
   Figure 124       Add CSV Cache Size
 
   
 
   5.        Rename the cluster networks. This step is optional but helps in easy identification and troubleshooting.
 
   (Get-ClusterNetwork | Where-Object {$_.Address -eq "192.168.96.0"}).Name = "Mgmt_Network"  
 
   (Get-ClusterNetwork | Where-Object {$_.Address -eq "192.168.97.0"}).Name = "LM_Network"  
 
   (Get-ClusterNetwork | Where-Object {$_.Address -eq "192.168.98.0"}).Name = "Cluster_Network"  
 
   (Get-ClusterNetwork | Where-Object {$_.Address -eq "192.168.13.0"}).Name = "iSCSI-A_Network"  
 
   (Get-ClusterNetwork | Where-Object {$_.Address -eq "192.168.23.0"}).Name = "iSCSI-B_Network"  
 
   Figure 125        Rename Cluster Networks
 
   
 
   6.       Configure the cluster network roles as per their intended use and purpose using the following PowerShell command. Role 3 = Allow Client and Cluster traffic, Role 1 = Allow only Cluster traffic, and Role 0 = Do not allow any cluster traffic.
 
   (Get-ClusterNetwork -Name "Mgmt_Network").Role = 3  
 
   (Get-ClusterNetwork -Name "Cluster_Network").Role = 1  
 
   (Get-ClusterNetwork -Name "LM_Network").Role = 1  
 
   (Get-ClusterNetwork -Name "iSCSI-A_Network").Role = 0  
 
   (Get-ClusterNetwork -Name "iSCSI-B_Network").Role = 0 
 
   Figure 126       Configure Network Roles 
 
   
 
   Figure 127        Windows Failover Cluster Manager
 
   [image: Description: Machine generated alternative text:Failover Cluster ManagerFile Action View Helpzbll O dFailover Cluster ManagerNetworks (5)v FP- HVSQL.afIexpod.cisco.cIRolesNodesv StoragePoolsEnclosuresNetwoCluster EventsQueriesInformationi SCSI-A_NetworkiSCSI-8_NetworkLM NetworkCluster _ NetworkLMStatusUpCluster useCluster and ClientOuster OnlyCluster OnlyLive Migration Settings...RefreshHelpInformation Details...Show Critical EventsPropertiesHelp192 168970/24 ]
 
   7.        Configure the Live Migration network as shown in below.
 
   Get-ClusterResourceType -Name "Virtual Machine" | Set-ClusterParameter -Name MigrationExcludeNetworks -Value ([String]::Join(";",(Get-ClusterNetwork | Where-Object {$_.Name -ne "LM_Network"}).ID))   
 
   Figure 128       Configure the Live Migration network
 
   
 
   
 
   [bookmark: _Toc536167949]Create Clustered Virtual Machine for RHEL
 
   To create a clustered virtual machine for RHEL, follow these steps:
 
   1.        Log into a Hyper-V cluster node and open the Failover Cluster Manager by navigating to Server Manager > Tools.
 
   2.       Right-click Roles, select Virtual Machines and click New Virtual Machine… as shown below.
 
   Figure 129       Create Virtual Machine in Failover Cluster
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   3.        Select the target cluster node for virtual machine creation.
 
   Figure 130        Select Hyper-V node for Virtual Machine
 
   
 
   4.       In the Before You Begin section of New Virtual Machine wizard, click Next.
 
   5.        In the Specify Name and Location section of New Virtual Machine Wizard, enter a name for the virtual machine and CSV path in the location field and click Next.
 
   6.       In the Specify Generation section of the New Virtual Machine Wizard, choose the generation of the virtual machine and click Next.
 
   7.        In the Assign Memory section of the New Virtual Machine Wizard, specify the amount of memory to allocate for the VM.
 
   8.       In the Configure Networking section of the New Virtual Machine Wizard, click the drop-down list next to Connection and select the virtual switch.
 
   Figure 131        Choose Network Switch
 
   
 
   9.       In the Connect Virtual Hard Disk section of New Virtual Machine Wizard, select Create a virtual hard disk and enter the Name and Location for the VHD as shown below. Location should be the CSV path.
 
   Figure 132        Adding a Virtual Machine to Failover Cluster
 
   
 
   10.    In the Installation Options section of New Virtual Machine Wizard, select Install an operating System from a bootable RHEL image file.
 
   Figure 133        Installation Options for New Virtual Machine 
 
   
 
   11.     In the Summary section of New Virtual Machine Wizard, confirm and click Finish.
 
   12.    In the Summary section of High Availability Wizard, you can view the result and report. Click Finish.
 
   13.     When the virtual machine is created, open the Failover Cluster Manager, right-click the virtual machine and click Settings.
 
   14.    Select the Network Adapter added in step 8 and select the “Enable virtual LAN identification” check box enabled and enter the VLAN ID as shown below .
 
   Figure 134        Configuring Virtual Machine Network Adapter for Management Traffic
 
   
 
   15.     For in-guest iSCSI, add two more network adapters by Click on Add hardware, select Network Adapter and click Add. Select the virtual switch (SET in this case) and enter the appropriate VLAN IDs as shown below.
 
   Figure 135        Configuration Virtual Machine Network Adapter for iSCSI Storage Traffic
 
   
 
   16.    For Generation 2 virtual machines, the Secure Boot is enabled by default. For virtual machines running RHEL, select the Microsoft UEFI Certificate Authority option from the Template drop-down list as shown below . If secure boot is not required uncheck the Enable Secure Boot check box.
 
   Figure 136        Enabling Secure Boot
 
   
 
   17.     Navigate to Server Manager > Tools > Failover Cluster Manager > Roles. Right-click the newly created virtual machine and click Connect and Start the virtual machine to begin the installation of RHEL.
 
   Figure 137        Connect to Virtual Machine
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    [bookmark: _Toc536167950]RHEL on Virtual Machine Installation and Configuration
 
   
 
   This section explains how to install and configure RedHat Enterprise Linux version 7.4 on a virtual machine.
 
   [bookmark: _Toc536167951]Download Red Hat Enterprise Linux 7.4 image
 
   To download the Red Hat Enterprise Linux 7.4, follow these steps:
 
   1.        Click the following link: https://access.redhat.com/downloads/content/69/ver=/rhel---7/7.4/x86_64/product-software.
 
   2.       You will need a login id and password from redhat.com to download the iso image.
 
   3.        Download the rhel-server-7.4-x86_64-dvd.iso image
 
   [bookmark: _Toc536167952]Install Red Hat Enterprise Linux
 
   To install RHEL 7.4 on the virtual machine, follow these steps.
 
   1.        Make sure the downloaded RHEL 7.4 iso image is attached to the virtual machine.
 
   2.       Open the console session of virtual machine. Use VMware vCenter for ESXi deployment -OR  Hyper-V Manager for Hyper-V deployment to open the virtual machine console.
 
   3.        Power on the virtual machine to install the Operating System.
 
   4.       On the virtual machine console, using up arrow highlight Install Red Hat Enterprise Linux 7.4 and press enter.
 
   5.        On the language settings, choose appropriate language and click Continue. 
 
   6.       On the Installation Summary screen, under Localization settings, click Date & Time and set the time zone by selecting the appropriate Region and City drop-down list. Click Done to go back to the previous screen.
 
   7.        Under System settings, click Installation Destination to select the disk for Operating System installation.
 
   8.       Under Local Standard Disks, select the boot disk. Choose Automatic partition option under Other Storage Option section. Click Done to go back to previous screen.
 
   9.       Under System settings, click Network and Hostname to set IP address and host name of the virtual machine.
 
   10.    Select the first network adapter and click Configure.
 
   11.     Provide appropriate IP address as shown below.
 
   Figure 138        Configuring IP Address
 
   
 
   12.    Click Save to save the IP details.
 
   13.     Select the first network adapter and click Turn It On. Note that the remaining two network adapters, used for in-guest iscsi storage access, can be configured after OS is installed.
 
   14.    Enter Fully Qualified Domain Name (FQDN) of the guest vm and click Done to return to previous screen.
 
   15.     On the installation Summary screen, click Begin Installation to begin the Operating System installation.
 
   16.    On the User Settings screen, provide password for root user complete the OS installation.
 
   17.     After OS installation is complete, reboot the vm.
 
   18.    When vm is rebooted, verify if you can logon to RHEL vm using root user.
 
   19.    Make sure the appropriate hypervisor’s integration tools are installed and running on the RHEL virtual machines.
 
   20.    Subscribe the virtual machine to Red Hat Linux using your RHEL user id and password as shown below.
 
   subscription-manager register --username <username> --password <password> --auto-attach
 
   [bookmark: _Toc536167953]RHEL OS Configuration for Higher Database Performance 
 
   This section provides the RHEL OS configuration guidelines to achieve better SQL Server database performance. For more details, go to: https://docs.microsoft.com/en-us/sql/linux/sql-server-linux-performance-best-practices?view=sql-server-2017 
 
   1.        Log into the RHEL virtual machine using root user to perform the following tasks.
 
   2.       Edit the /etc/sysctl.conf and append the following settings at the end of the file.
 
   kernel.numa_balancing = 0
 
   kernel.sched_min_granularity_ns = 10000000
 
   kernel.sched_wakeup_granularity_ns = 15000000
 
   vm.dirty_background_ratio = 10
 
   vm.dirty_ratio = 40
 
   vm.swappiness = 10
 
   vm.max_map_count = 262144
 
   3.        Process (enable) the above changes by running the following command.
 
   sysctl -p
 
   4.       Make sure the Transparent Huge Pages (THP) is enabled. It is enabled by default from RHEL 7 onwards. Run the following command to ensure THP is enabled.
 
   cat /sys/kernel/mm/*transparent_hugepage/enable
 
   If your output of above command looks like “[always] madvise never”, then it indicates that THP is enabled.
 
   5.        Install optional but recommended system monitoring packages as shown below. These packages are useful for monitoring system performance. 
 
   yum -y install dstat
 
   yum -y install sysstat
 
    
    [image: *]          Additional SQL Server tunings are detailed in section SQL Server 2017 Installation.
 
   
 
   [bookmark: _Toc536167954]Join Linux Virtual Machine to Microsoft Windows Active Directory (AD) Domain
 
   This section explains how to add a RHEL virtual machine to the Microsoft Windows Active Directory Domain.
 
    
    [image: *]          This step is optional. When a virtual machine is added to Windows Active Directory domain, users will be able to be authenticated and authorized by Active Directory services. This enables users from Active Directory domains to transparently access Linux systems and services without having to create Linux user ids on each virtual machine.
 
   
 
   To join a RHEL virtual machine to a Windows Active Directory Domain, follow these steps:
 
   1.        Log into the RHEL virtual machine using root user to perform the following tasks.
 
   2.       Make sure you have updated the DNS IP and domain details in the /etc/resolv.conf file.
 
   3.        Install required packages by running the following command.
 
   yum install sssd oddjob oddjob-mkhomedirectory samba-common-tools
 
   yum install realmd krb5-workstation
 
   4.       Join the RHEL virtual machine to the domain by running the following command. You must authenticate using an Active Directory account that has sufficient privileges in AD to join a new machine to the domain. When the virtual machine joins the AD, it creates a new computer account in AD, create the /etc/krb5.keytab host keytab file and configure the domain in /etc/sssd/sssd.conf file.
 
   Figure 139        Joining RHEL Virtual Machine to the Domain
 
   
 
   5.        When the vm joined the domain successfully, verify if you are able to connect to virtual machine using AD domain user with SSH as shown below.
 
   Figure 140       Connecting RHEL Virtual Machine with AD Domain User
 
   
 
   [bookmark: _Toc536167955]Configure iSCSI Network Adapters for Storage Access
 
   This section explains how to configure the iSCSI network adapters and In-Guest iSCSI initiator for direct NetApp storage access using iSCSI protocol.
 
   Each SQL virtual machine is configured with two network adapters for accessing NetApp storage volumes using iSCSI protocol. To configuring the IP address on each iSCSI network adapter, follow these steps:
 
    
    [image: *]          To assign IP addresses to all the network adapters allocated to the virtual machine, gather the MAC addresses and VLAN IDs from virtual machine settings.
 
   
 
   1.        Review the iSCSI network adapters shown below. ens224 and ens256 are used for iSCSI storage access. Network Adapter ens224 is used for accessing NetApp storage volumes using Fabric Interconnect A path and while ens256 uses Fabric Interconnect B path.
 
   Figure 141        Listing Virtual Machine Network Adapters
 
   
 
   2.       Network adapter configuration files are in the path /etc/sysconfig/network-scripts/. Configure each iSCSI network adapter with appropriate IP address and subnet mask. It is recommended to set the Maximum Transfer Unit as 9000 for better storage throughput. The following figure shows the configuration for ens224 and ens256 adapters.
 
   Figure 142       iSCSI Network Adapter Configuration
 
   
 
   3.        Disable ipv6 on all the interfaces by append following two lines to /etc/sysctl.conf file:
 
   net.ipv6.conf.all.disable_ipv6 = 1
 
   net.ipv6.conf.default.disable_ipv6 = 1
 
   4.       To make above changes effective, run the following command:
 
   sysctl -p
 
   5.        Add the following line to the /etc/ssh/sshd_config file to avoid SSH Xforwarding:
 
   AddressFamily inet
 
   6.       Restart the sshd for changes to get effect:
 
   systemctl restart sshd
 
    
 
   7.        Verify the MTU setting by running the following command. If MTU is properly set at all layers (Fabric Interconnects, Nexus Switches and NetApp Storage), the virtual machine should be able to contact storage without fragmenting the packets as shown below.
 
   Figure 143        Verifying MTU Setting Between Virtual Machines and Storage
 
   
 
   [bookmark: _Toc536167956]Install and Configure NetApp Linux Unified Host Utilities, Software iSCSI Initiator and Multipath
 
   This section explains how to install and configure the NetApp Linux Host utilities, software iSCSI initiator and multipathing.
 
   Install NetApp Linux Unified Host Utilities
 
   NetApp Linux Unified Host Utilities software package includes the sanlun utility and the documentation. The sanlun utility helps to manage LUNs and HBAs. To install the NetApp host utilities, follow these steps:
 
   1.        For the interoperability matrix, go to: http://mysupport.netapp.com/matrix and download the appropriate NetApp Linux Unified Host utilities using your login credentials. For this setup, netapp_linux_unified_host_utilities-7-1.x86_64.rpm was downloaded.
 
   2.       Upload the file to the virtual machine and install it using the following command. This automatically installs the sanlun utility. 
 
   rpm -ivh netapp_linux_unified_host_utilities-7-1.x86_64.rpm
 
   Install and Configure Software iSCSI Initiator
 
   This section explains how to install and configure the software iSCSI initiator which is used to connect the NetApp storage volumes directly bypassing VMWare Kernel networking stack. To install and configure iSCSI initiator, follow these steps:
 
   1.        Install iSCSI initiator packages by running the following command on the virtual machine.
 
   yum install iscsi-initiator-utils -y
 
   2.       Change the initiator name as appropriate as shown below.
 
   Figure 144       Change iSCSI Initiator Name
 
   
 
   3.        Enable and start the iscsi initiator service by running following commands:
 
   systemctl enable iscsi
 
   systemctl enable iscsid
 
   systemctl start iscsi
 
   systemctl start iscsid
 
   4.       Edit /etc/iscsi/iscsid.conf file and change ‘node.session.timeo.replacement_timeout’ parameter value from 120 to 5 as recommended NetApp Host Utilities installation documentation as shown below.
 
   Figure 145        Configuring iSCSI Initiator
 
   
 
   5.        Discover the iSCSI paths using iscsiadm utility as shown below.
 
   Figure 146       Discovering iSCSI Paths
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   6.       Verify that all storage SVMs IP addresses along with iqn are discovered as shown below. Write down the iqn name of the target SVM since it is required for the subsequent commands.
 
   Figure 147        Verifying All Storage SVMs IP Address and iqn are Discovered
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   7.        Log into all the targets that were discovered using the target iqn as show below.
 
   Figure 148       Log into iSCSI Targets
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   8.       Check if the iSCSI session has been established between the virtual machine and target SVM as shown below.
 
   Figure 149       Verify iSCSI Session Between Virtual Machine and Target SVM
 
   
 
   9.       Log into the NetApp OnCommand System Manager to create initiator group for the virtual machine. The iqn of virtual machine will be automatically appears in the initiator lists. Select the iqn of the sqlvm01 virtual machine and click Add Initiator as shown below.
 
   Figure 150        Creating Initiator Group with Virtual Machine iqn
 
   
 
   10.    Create Volumes/LUNs and grant access to the initiator group created in the above step as shown below. Grant access to SQL data and Log LUNs which will be used for storing SQL Server database data and transaction log files.
 
   Figure 151        Granting LUN Access to the Virtual Machine
 
   
 
   11.     Verify that the LUNs are visible inside the virtual machine by running lsblk command as shown below.
 
   Figure 152        LUNs Visibility Inside the Virtual Machine
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   Install and Configure Multipathing
 
   To install and configure multipath inside the RHEL virtual machine, follow these steps:
 
   1.        Install required multipath packages by running the following commands.
 
   yum install device-mapper -y
 
   yum install device-mapper-multipath -y
 
   2.       If multipath.conf does not existing /etc/ folder, copy the sample file from /usr/share/doc/device-mapper-multipath-0.4.9/. Run the following command to copy the file to /etc/ folder.
 
   cp /usr/share/doc/device-mapper-multipath-0.4.9/multipath.conf /etc/
 
   3.        Enable and Start the multipath service by running the following commands.
 
   systemctl enable multipathd.service
 
   systemctl start multipathd.service
 
   4.       Run the following command to list the device ids (WWIDs) which are required for editing multipath.conf file.
 
   Figure 153        List Device IDs
 
   
 
   5.        Edit the /etc/multipath.conf file. Comment all the lines except the lines shown below. Update these lines with the corresponding wwids gathered in the last command ‘multipath -ll’.
 
   Figure 154        Updating Multipath.conf File
 
   
 
   6.       Restart the multipathd service by running the following command.
 
   systemctl start multipathd.service
 
   7.        Run the multipath -ll command and verify the alias is visible as shown below.
 
   Figure 155        Device Alias Name
 
   
 
   8.       The multipath SAN LUNs can be viewed using sanlun tool as shown below.
 
   Figure 156        Viewing LUNs Using sanlun Utility
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   Partition and Format iSCSI Volumes
 
   To partition and format the discovered iSCSI devices, follow these steps: 
 
   1.        Device-mapper-multipath service creates a mapper for each discovered device as shown below. In this example, the sqldata partition is created for 400G data LUN and sqllog partition is created for 150G log LUN. 
 
   Figure 157        DM-Multipath Mapper for Discovered iSCSI Devices
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   2.       List and verify that all the multipath devices are visible by running following command.
 
   dmsetup ls --target=multipath
 
   Figure 158        List and verify Multipath Devices
 
   
 
   3.        Partition each device using fdisk utitlity. Run the following commands to partition each device.
 
   fdisk /dev/mapper/sqldata
 
   press n for creating new partition
 
   press p to create primary partition
 
   press 1 to create first primary partition on the device
 
   press enter to start partition from 2048 sector
 
   press p to view the newly created partition and then press w to save the changes.
 
   4.       Run the kpartx command against multipath device to create the partition mapping as shown below.
 
   Figure 159        Partition Mapping Against Multipath Device using kpartx
 
   
 
   5.        Repeat steps 1 to 4 to partition the sqllog multipath device.
 
   6.       Create XFS filesystem on the two partitions using the mkfs command as shown below.
 
   Figure 160       Creating xfs Partitions
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   7.        Create directories for mounting the devices that were created in the steps above. Run the following commands to create two directories, one for each partition.
 
   mkdir /sqldbdata
 
   mkdir /sqldblog
 
   8.       Find the block ids of the two partitions using the blkid command as shown below.
 
   Figure 161        Find the Block Ids of the Two Partitions
 
   
 
   9.       Edit the /etc/fstab file using the vi editor to add the mount entries and then verify the partitions using the cat command as shown below.
 
   Figure 162       Adding Fstab Entries
 
   
 
   10.    Run the following command to mount the two devices to corresponding mount points as mentioned in the /etc/fstab file.
 
   mount -a
 
   
 
    [bookmark: _Toc536167957]SQL Server 2017 on RHEL Installation and Configuration
 
   
 
   This section explains how to install and configure SQL Server 2017 on RHEL virtual machine. For more information, go to: https://docs.microsoft.com/en-us/sql/linux/quickstart-install-connect-red-hat?view=sql-server-2017 
 
   [bookmark: _Toc536167958][bookmark: SQLserver2017installation]SQL Server 2017 Installation
 
   To install SQL Server 2017 on the RHEL virtual machine, follow these steps:
 
   1.        Log into virtual machine as root user.
 
   2.       Install Microsoft SQL Server repo files required for installing SQL Server 2017.
 
   curl -o /etc/yum.repos.d/mssql-server.repo https://packages.microsoft.com/config/rhel/7/mssql-server-2017.repo
 
   3.        Execute the following command to install SQL Server 2017.
 
   yum install -y mssql-server
 
   4.       After installation completes, run mssql-conf to select required edition and set the password for SA login. For this documentation, Evaluation Edition (1) is chosen.
 
   /opt/mssql/bin/mssql-conf setup
 
   5.        When setup is complete, enable SQL Server service and verify that SQL service is running by running the following commands.
 
   systemctl enable mssql-server
 
   systemctl status mssql-server
 
   6.       Allow the remote connections to SQL Server instance by opening SQL Server ports on the firewall. Execute the following commands to open SQL Server default port 1433 permanently.
 
   firewall-cmd --zone=public --add-port=1433/tcp --permanent
 
   firewall-cmd –reload
 
   7.        Install SQL Server command-line tools by running the following commands.
 
   sudo curl -o /etc/yum.repos.d/msprod.repo https://packages.microsoft.com/config/rhel/7/prod.repo
 
   yum install -y mssql-tools unixODBC-devel
 
   8.       Set the path to SQL Server sqlcmd tool so that you do not have to specify the full path when using sqlcmd tool.
 
   echo 'export PATH="$PATH:/opt/mssql-tools/bin"' >> ~/.bash_profile
 
   echo 'export PATH="$PATH:/opt/mssql-tools/bin"' >> ~/.bashrc
 
   source ~/.bashrc
 
   9.       Verify that you are able to connect to SQL Server locally using sqlcmd tool.
 
   sqlcmd -S localhost -U sa -P <sa login Password>
 
   [bookmark: _Toc536167959]Change Memory Settings
 
   To make there is enough free physical memory for the Linux Operating System, the SQL Server process uses only 80 percent of the physical RAM by default. However, the default behavior may not be appropriate for all the systems. It is recommended to manually configure the memory for SQL Server using mssql-conf tool. When changing this setting, make sure there is enough memory for Linux OS and other applications running on the same virtual machine. Figure 163 shows setting 12G memory for the SQL Server on a virtual machine configured with 16G memory.
 
   [bookmark: _Ref535568146]Figure 163        Setting Memory for SQL Server
 
   
 
   [bookmark: _Toc536167960]Change the Default Directories for Databases
 
   By default, SQL Server stores the database files in the default location (/var/opt/mssql/data/) until unless location of the database files is mentioned. It is a best practice to change the default database files location to point to the multipath devices that were previously created. To change the default database files location to the newly mounted multipath device, follow these steps:
 
   1.        Change the owner and group of the directories (mountpoints) where the NetApp devices are mounted. 
 
   2.       Change the default data and log directories as shown below.
 
   Figure 164       Changing Default Data and Log Directories
 
   
 
   [bookmark: _Toc536167961]Configure Tempdb Database Files
 
   The SQL Server on Linux installation does not offer an option to configure multiple tempdb files during the installation, it is recommended to create multiple tempdb data files after the installation. Figure 165 shows eight configured data files and one log file on the multipath devices. The SQL Server Management studio can be used to configure the TempDB database.
 
   [bookmark: _Ref535569196]Figure 165        Configure TempDB database files
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   [bookmark: _Toc536167962]Add SQL Server to Active Directory Domain
 
   Active Directory authentication enables domain-joined clients on either Windows or Linux to authenticate to SQL Server using their domain credentials and the Kerberos protocol.
 
   AD Authentication has the following advantages over SQL Server Authentication:
 
   ·         Users authenticate through single sign-on, without being prompted for a password.
 
   ·         By creating logins for AD groups, you can manage access and permissions in SQL Server using AD group memberships.
 
   ·         Each user has a single identity across your organization, so it eliminates tracking of SQL Server logins created against which user.
 
   ·         AD enables you to enforce a centralized password policy across your organization.
 
   For detailed information to configure the SQL Server on Linux for Active Directory Authentication, go to: https://docs.microsoft.com/en-us/sql/linux/sql-server-linux-active-directory-authentication?view=sql-server-2017#createuser
 
   Below is an example of integrated authentication in Windows VM.
 
   Figure 166       Connecting SQL Server with Integrated Authentication in Windows VM
 
   
 
   
 
    [bookmark: _Toc536167963]SQL Server Always On Availability Group on RHEL Virtual Machines  Deployment
 
   
 
   This section details the process to deploy SQL Server Always On Availability Groups (AG) for high availability of databases on RHEL virtual machines using pacemaker cluster technology.
 
   SQL Server Always On Availability Groups on Linux environments leverages underlying clustering technology called pacemaker. Pacemaker is a robust and powerful open source cluster resource manager which is shipping with Red Hat Enterprise Linux 7 as high availability add on. For more details on pacemaker cluster, refer: https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/high_availability_add-on_reference/Red_Hat_Enterprise_Linux-7-High_Availability_Add-On_Reference-en-US.pdf
 
   For achieving high availability with automatic failover of SQL Server databases using Always On Availability Groups on RHEL requires minimum of three RHEL hosts. The following sections provides steps for deploying SQL Server Always On Availability Groups on three RHEL virtual machines.
 
   [bookmark: _Toc536167964]Install and Configure Pacemaker Cluster on RHEL Virtual Machines
 
   To deploy and configure the pacemaker cluster, follow these steps: 
 
   1.        Log into the RHEL hosts (SQLVM01, SQLVM02 and SQLVM03) using root user.
 
   2.       Enter the fully qualified names of all the cluster participating hosts in the /etc/hosts file on all the hosts as shown below for SQLVM01. This helps to resolve the IP addresses locally. 
 
    
    [image: *]          This step is not required if all the RHEL hosts are registered with their IP addresses in the DNS server.
 
   
 
   Figure 167        Updating Fully Qualified Names
 
   
 
    
    [image: *]          The cluster participating hosts do not need to be part of Active Directory. Pacemaker also works with RHEL hosts which are not part of any domain
 
   
 
   3.        The pacemaker cluster comes as an add-on package with the RHEL 7.4 ISO installation media. To mount and configure the yum repository list using local media, run the following steps: 
 
    
    [image: *]          Before running the following commands, make sure RHEL 7.4 DVD is added to the virtual machines. Run the following step on all RHEL hosts.
 
   
 
   mount -o loop /dev/sr0  /mnt
 
   cp /mnt/media.repo /etc/yum.repos.d/rhel7dvd.repo
 
   chmod 644 /etc/yum.repos.d/rhel7dvd.repo
 
   4.       Edit the /etc/yum.repos.d/rhel7dvd.repo file with the information shown below and save the file. Run the following step on all RHEL hosts.
 
   Figure 168       Configuring rheldvd.repo File
 
   
 
   5.        Install the required packages by running the following command. Run the following commands on all RHEL hosts.
 
   yum install pacemaker pcs fence-agents-all resource-agents 
 
   6.       Enable and start the pacemaker and pcsd services on all hosts. Run the following commands on all RHEL hosts.
 
   systemctl start pcsd.service
 
   systemctl enable pcsd.service
 
   systemctl start pacemaker
 
   systemctl enable pacemaker
 
   7.        Open the firewall ports for pacemaker cluster communication. Run the following commands on all RHEL hosts.
 
   firewall-cmd --permanent --add-service=high-availability
 
   firewall-cmd --add-service=high-availability
 
   firewall-cmd –reload
 
   8.       Set the password for the default user that is created when installing Pacemaker and Corosync packages. Use the same password on all nodes.
 
   passwd hacluster
 
   9.       Authenticate all the hosts from each host as shown below from the SQLVM01 host.
 
   Figure 169       Authentication of Hosts
 
   
 
   10.    Create the pacemaker cluster by running the following command on a single RHEL host:
 
   pcs cluster setup --name sqlavg-clus SQLVM01.aflexpod.cisco.com SQLVM02.aflexpod.cisco.com SQLVM03.aflexpod.cisco.com
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   11.     Start the pacemaker cluster services (pacemaker, pcs, corosyn, and so on.) and enable them on all hosts by running the following command on a single node.
 
   pcs cluster start --all
 
   pcs cluster enable –all
 
   12.    The following commands provide various cluster level information and configuration details.
 
   pcs status
 
   pcs status corosync
 
   corosync-cmapctl | grep members
 
   corosyn-cfgtool -s
 
   13.     Validate cluster configuration by running the following command. Cluster configuration errors, If any, are reported by this command. 
 
   crm_verify -L -V
 
    
    [image: *]          You may notice some warnings related to the cluster fencing configuration. By default, the pacemaker cluster requires STONITH (Shoot The Other Node In The Head) or fencing device to be configured for the cluster setup. Fencing is the process of isolating and preventing a misbehaving node from affecting the availability of the cluster. Pacemaker supports variety of fencing devices and plugins. For more information about configuring the fencing devices on VMware environment, go to https://access.redhat.com/solutions/917813. STONITH configuration is not supported in Hyper-V deployments.
 
   
 
   14.    Disable STONITH as shown below. Notice that after disabling STONITH, the warning messages disappear. 
 
   Figure 170        Disabling STONITH
 
   [image: Description: Machine generated alternative text:[root@SQLVM02 crm verifyerror: unpack resources:unpack resources:error:unpack resources:error:Resource start-up disabled since no STONITH resources have been definedEither configure some or disable STONITH with the stonith-enabled optionNOTE: Clusters with shared data need STONITH to ensure data integrityErrors found during check: config not valid[root@SQLVM02[root@SQLVM02 —]# pcs property set stonith-enabled=false[root@SQLVM02[root@SQLVM02 —]# pcs property show stonith-enabledCluster Properties:stonith-enabled: false[root@SQLVM02 —]# crm verify -L -V[root@SQLVM02 • ]
 
   15.     Set the cluster property cluster-recheck-interval to 2 minutes to reduce the time interval in which the cluster tries to attempt to restart a failed resource.
 
   pcs property set cluster-recheck-interval=2min
 
   16.    Set the cluster property start-failure-is-fatal to true to avoid the cluster from restarting a failed resource on the same cluster node.
 
   pcs property set start-failure-is-fatal=true
 
   17.     Pacemaker cluster can be monitored live using the following command. 
 
   crm_mon
 
   Figure 171        Monitoring Cluster
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   18.    Pacemaker cluster can also be created and managed by the User Interface (UI). To create or manage an existing cluster, enter the user IP address of any RHEL host along with port 2224 as shown below. Use the hacluster IP URL to log into the cluster. In this case, http://192.168.94.53:2222/login.
 
   Figure 172        Create or Manage Pacemaker Cluster Using UI
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   The figure below shows the details of an existing cluster.
 
   Figure 173        Managing Cluster Using Pacemaker UI
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   [bookmark: _Toc536167965]Install and Configure Always On Availability Group on Pacemaker Cluster
 
   To install and configure Always On Availability Groups (AG) and how to add and manage AG resource in the pacemaker cluster, follow these steps:
 
   1.        Enable SQL Server Always On Availability Group and restart SQL service on all RHEL hosts by running the following command.
 
    /opt/mssql/bin/mssql-conf set hadr.hadrenabled  1
 
   systemctl restart mssql-service
 
   2.       Install Linux cluster resource agent for SQL Server Always On Availability Group by running the following command on all the rhel hosts. After the installation complete, you will notice resource provider for AG is listed 
 
   yum install mssql-server-ha -y
 
   pcs resource providers
 
   3.        Enable AlwaysOn_health event session of SQL Server instance on all the rhel hosts. Use SQL Management studio and run the following command on each SQL instance.
 
   ALTER EVENT SESSION AlwaysOn_health ON SERVER WITH (STARTUP_STATE=ON)
 
   4.       SQL Server service on Linux uses certificates to authenticate communication between the mirroring endpoints. The following Transact-SQL script creates a master key and a certificate. It then backs up the certificate and secures the file with a private key. Update the script with strong passwords. Connect to the primary SQL Server instance (in this case, SQLVM01) and run the following script to create the certificate.
 
   CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'YourMasterKeyPwd!';
 
   CREATE CERTIFICATE dbm_certificate WITH SUBJECT = 'dbm';
 
   BACKUP CERTIFICATE dbm_certificate
 
      TO FILE = '/var/opt/mssql/data/dbm_certificate.cer'
 
      WITH PRIVATE KEY (
 
              FILE = '/var/opt/mssql/data/dbm_certificate.pvk',
 
              ENCRYPTION BY PASSWORD = 'YourPrivateKeyPwd!'
 
          );
 
   5.        The script (above) creates two files; dbm_certificate.cer and dbm_certificate.pvk in /var/opt/mssql/data/ location with mssql as their file owner as shown below.
 
   Figure 174        Creating Certificates On Primary Replica
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   6.       Copy these two files to each secondary replica (SQLVM02 and SQLVM03) to the same location as shown below.
 
   Figure 175        Copy Certificates to Secondary Replicas
 
   
 
   7.        These files are copied from primary to secondaries using the root user; the current owner of these files is root. Change the file owner of these files to mssql on each secondary replica as shown below, for example; Changing owner on SQLVM02. 
 
   Figure 176        Changing Owner of the Files
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   8.       Run the following script to create certificates on each secondary replica (SQLVM02 and SQLVM03) using the files copied in step 7.
 
   CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'YourMasterKeyPwd!';
 
   go
 
   CREATE CERTIFICATE dbm_certificate 
 
      FROM FILE = '/var/opt/mssql/data/dbm_certificate.cer'
 
      WITH PRIVATE KEY (FILE='/var/opt/mssql/data/dbm_certificate.pvk',
 
      DECRYPTION BY PASSWORD='YourPrivateKeyPwd!');
 
   go
 
   9.       Create the database mirroring endpoints all the replicas by running the following script.
 
   CREATE ENDPOINT [Hadr_endpoint]
 
       AS TCP (LISTENER_PORT = 5022)
 
       FOR DATABASE_MIRRORING (
 
           ROLE = ALL,
 
           AUTHENTICATION = CERTIFICATE dbm_certificate,
 
           ENCRYPTION = REQUIRED ALGORITHM AES
 
           );
 
   ALTER ENDPOINT [Hadr_endpoint] STATE = STARTED;
 
   10.    Open the endpoint tcp ports on the firewall by running the following script on each replica.
 
   firewall-cmd --zone=public --add-port=5022/tcp --permanent
 
   firewall-cmd –reload
 
   11.     Create the Always On Availability Group by running the following script on the primary replica as shown below. Note that Cluster_Type is set to External and seeding (initial synchronization) is set to automatic. The three RHEL hosts are configured with synchronous replication with automatic failover.
 
   Figure 177        Creating Always On Availability Group
 
   
 
   12.    To have automatic failover of SQL resources in the pacemaker cluster, mssql-server-ha resource agent needs a login to connect the SQL instances. Create a SQL login with the appropriate permissions by running this script on each replica.
 
   USE [master] 
 
   GO 
 
   CREATE LOGIN [pacemakerLogin] with PASSWORD= N'password' 
 
   ALTER SERVER ROLE [sysadmin] ADD MEMBER [pacemakerLogin] 
 
   13.     Save the pacemakerLongin credentials in /var/opt/mssql/secrets/ path on each replica as shown below for SQLVM01.
 
   Figure 178        Saving PacemkaerLogin Credentials On All Replicas
 
   
 
   14.    Join the secondary replicas to the Always On Availability Group by running the following script on them (SQLVM02 and SQLVM03).
 
   ALTER AVAILABILITY GROUP [LINUX_SQLAG1] JOIN WITH (CLUSTER_TYPE = EXTERNAL);
 
   ALTER AVAILABILITY GROUP [LINUX_SQLAG1] GRANT CREATE ANY DATABASE;
 
   15.     Add a listener IP address to the Availability Group by running the following T-SQLscript on the primary replica.
 
   ALTER AVAILABILITY GROUP LINUX_SQLAG1
 
   ADD LISTENER N'SQLAG1_LISTNER' 
 
   (WITH IP
 
    ((N'192.168.94.55', N'255.255.255.0')), PORT=1433
 
   );
 
   GO
 
   16.    Grant the appropriate permission to the pacemakerLogin on Availability Group in all replicas by running the following script.
 
   GRANT ALTER, CONTROL, VIEW DEFINITION ON AVAILABILITY GROUP::LINUX_SQLAG1 TO [pacemakerLogin]
 
   GRANT VIEW SERVER STATE TO [pacemakerLogin]
 
   17.     Create a sample database with full recovery mode and back it up to meet the database requirements of the Availability Group. Execute the following T-SQLl script on the primary replica. Change the backup location as appropriate.
 
   Figure 179        Creating Sample Database for AG
 
   
 
   18.    Add the sample database created in the step 17 to the Always On Availability Group by running the following script on the Primary replica. Since the seeding mode is automatic, the secondary replica will be synchronized automatically by the Availability Group itself. For larger databases, it is recommended to manually synchronize the databases on the all the replicas and then join the database to the Availability Group.
 
   ALTER AVAILABILITY GROUP LINUX_SQLAG1 ADD DATABASE SQLAG1_DB1;
 
   19.    You can view the final configuration by viewing the Availability Group das board or by running the T-SQL script as shown below. Note the Listener is currently offline since the listener and Availability Group is not yet added to the pacemaker cluster as the cluster resource.
 
   SELECT ag.name AS 'AG Name', ar.replica_server_name AS 'Replica Instance', DB_NAME(dr_state.database_id) AS 'Database', Location = CASE
 
   WHEN ar_state.is_local = 1 THEN N'LOCAL'
 
   ELSE 'REMOTE' END,
 
   Role = CASE
 
   WHEN ar_state.role_desc IS NULL THEN N'DISCONNECTED'
 
   ELSE ar_state.role_desc  END, ar_state.connected_state_desc AS 'Connection State', ar.availability_mode_desc AS 'Mode', dr_state.synchronization_state_desc AS 'State' FROM ((sys.availability_groups AS ag JOIN sys.availability_replicas AS ar  ON ag.group_id = ar.group_id ) JOIN sys.dm_hadr_availability_replica_states AS ar_state ON ar.replica_id = ar_state.replica_id) JOIN sys.dm_hadr_database_replica_states dr_state ONag.group_id = dr_state.group_id and dr_state.replica_id = ar_state.replica_id;
 
   GO
 
   SELECT b.dns_name, a.ip_address, a.ip_subnet_mask, a.state_desc, b.port FROM sys.availability_group_listener_ip_addresses a INNER JOIN sys.availability_group_listeners b ON a.listener_id=b.listener_id
 
   Figure 180       Checking Status of Availability Group
 
   
 
   20.    Create the pacemaker cluster resource for Availability Group Linux_SQLAG1 as resource type master/slave.
 
   pcs resource create LINUX_SQLAG ocf:mssql:ag ag_name=LINUX_SQLAG1 meta failure-timeout=30s master notify=true
 
   21.    Run the following command to create the virtual IP address resource for the Always On Availability Group listener.
 
   pcs resource create SQLAG1_LISTNER_VIP ocf:heartbeat:IPaddr2 ip=192.168.94.55 cidr_netmask=24
 
   22.    Create a DNS entry for the virtual IP address created in the step (above) so that you can use the listener name to connect to Availability Group databases. 
 
   Figure 181        DNS entry for Availability Group Listener
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   23.    You can use the name SQLAG1_LISTNER to connect to the Availability Group databases as shown below.
 
   Figure 182       Connecting to Availability Group Databases using Listener Name
 
   
 
   24.    Add the co-location constraint for Availability Group and virtual IP resource to make sure that they always co-locate on the same host.
 
   pcs constraint colocation add SQLAG1_LISTNER_VIP LINUX_SQLAG-master INFINITY with-rsc-role=Master
 
   25.    The Order constraint needs to be added so that the cluster will always start the Availability Group resource first and then the virtual IP resource.
 
   pcs constraint order promote LINUX_SQLAG-master then start SQLAG1_LISTNER_VIP
 
   26.    The complete cluster status can be viewed using the pcs status command as shown below.
 
   pcs status
 
   Figure 183        Complete Cluster Status
 
   
 
   [bookmark: _Toc536167966]Automatic Failover Testing of Availability Group
 
   This section details the process to test the automatic failover of SQL Server Always On Availability Group configured in the previous step on a three node RHEL cluster.
 
   When the RHEL host hosting the primary AG replica is not available for any reason, the pacemaker cluster will initiate the failover of Availability Group resources from the failed node to another node automatically. 
 
   Many failure scenarios were tested on the primary replica and verified that the Availability Group resource can failover from a failed primary replica to other nodes. For example, powering off the primary replica (as shown below ‘shutdown now’ executed on SQLVM01) resulted in an automatic failover of resources to other survival nodes as shown below. During the automatic failover of resources from failed node to other survival nodes, the listener will not be available for a few seconds. This means the applications need to resubmit the failed queries. 
 
   Figure 184       Initiating Failure on Primary Replica
 
   
 
   The following figure shows that the Availability Group resources moved to SQLVM02 replica.
 
   Figure 185        Automatic Failover of AG Resources
 
   
 
   
 
    [bookmark: _Toc536167967]FlexPod Management Tools Setup 
 
   
 
   [bookmark: _Toc488653875][bookmark: _Toc459312942][bookmark: _Toc536167968]Deploy NetApp Virtual Storage Console 7.2.1 
 
   This section describes the deployment process for the NetApp Virtual Storage Console (VSC).
 
   [bookmark: _Toc536167969][bookmark: _Toc488653876][bookmark: _Toc459312943]Virtual Storage Console 7.2.1 Pre-installation Considerations
 
   The following licenses are required for VSC, on storage systems that run ONTAP 9.5:
 
   ·         Protocol licenses (NFS and iSCSI)
 
   ·         NetApp FlexClone (for provisioning and cloning only)
 
   ·         NetApp SnapRestore (for backup and recovery)
 
   ·         The NetApp SnapManager Suite
 
   [bookmark: _Toc536167970][bookmark: _Toc488653877][bookmark: _Toc459312944]Install Virtual Storage Console 7.2.1
 
   To install the VSC 7.2.1 software by using an Open Virtualization Format (OVF) deployment, follow these steps:
 
   1.        Go to vSphere Web Client > Host Cluster > Deploy OVF Template.
 
   
 
   2.       Browse to the VSC OVF file downloaded from the NetApp Support site.
 
   
 
   3.        Enter the virtual machine name and select a datacenter or folder in which to deploy. Click Next.
 
   
 
   4.       Select a host cluster resource in which to deploy OVF. Click Next.
 
   5.        Review the details and accept the license agreement.
 
   6.       Select Storage.
 
   
 
   7.        From Select Networks, select a destination network and click Next.
 
   
 
   8.       From Customize Template, enter the VSC administrator password. 
 
   
 
   9.       Select vCenter Registration Configuration.
 
   
 
   10.    Select Network Properties and customize the settings. Click Next.
 
   
 
   11.     Click Finish to complete the deployment of NetApp VSC virtual machine.
 
   
 
    
 
   12.    Power on the NetAppVSC virtual machine and open Console.
 
   13.     During the NetAppVSC virtual machine boot process, you see a prompt to install VMware Tools. From vCenter, select NetAppVSC VM > Guest OS > Install VMware Tools.
 
   14.    Networking configuration and vCenter registration information was provided during the OVF template customization; so after NetAppVSC VM is running, VSC, vSphere API for Storage Awareness (VASA), and VMware Storage Replication Adapter (SRA) are registered with vCenter.
 
   15.     Log out of the vCenter Client and log in again. From the Home menu, confirm that the NetApp VSC is installed.
 
   16.    If the VSC is not registered with vCenter, follow the steps in next section to manually register VSC with vCenter Server.
 
   [bookmark: _Toc536167971][bookmark: _Toc488653878][bookmark: _Toc459312945]Register Virtual Storage Console with vCenter Server
 
   To register the VSC with vCenter Server, follow these steps:
 
   1.        A browser window with the registration URL opens automatically when the installation phase is complete. If the URL does not open automatically, open https://localhost:8143/Register.html in Internet Explorer.
 
   2.       Click Continue to This Website (Not Recommended).
 
   3.        In the Plug-in Service Information section, select the local IP address of the VSC virtual machine.
 
   4.       In the vCenter Server Information section, enter the host name or IP address, the user name (FlexPod admin user or root), and the user password for the vCenter Server. Click Register to complete the registration.
 
   
 
   [bookmark: _Toc536167972]Enable VASA and SRA
 
   To enable VASA and SRA, follow these steps:
 
   1.        With a successful registration, the storage controller discovery automatically begins.
 
   2.       Open up the VSC Plug-in GUI. 
 
   
 
   3.        Go to Configuration > Manage Extensions > Enable VASA and SRA.
 
   
 
   4.       Select the Enable options for VASA and SRA. Click Apply.
 
   
 
   [bookmark: _Toc536167973][bookmark: _Toc488653880][bookmark: _Toc459312947]Discover and Add Storage Resources
 
   To discover the storage resources for the Monitoring and Host Configuration capability and the Provisioning and Cloning capability, follow these steps:
 
   1.        Using the vSphere web client, log into the vCenter Server as the FlexPod admin user. If the vSphere web client was previously opened, close it and reopen it.
 
   2.       On the Home screen, select the Home tab and click Virtual Storage Console.
 
   3.        Select Storage Systems. Some storage systems are shown as Unknown with their IP addresses.
 
   4.       From the Objects tab, click the IP address of an ONTAP Storage Cluster. Select Actions > Modify.
 
   
 
   5.        In the IP Address/Hostname field, enter the storage cluster management IP address. Enter admin for the user name and the admin password for password. Confirm Use TLS to Connect to This Storage System is selected. Click OK.
 
   
 
   6.       Click OK to accept the controller privileges.
 
   
 
   7.        Wait for the Storage Systems to update. You might need to click Refresh to complete this update. The Storage Systems names display for the Storage Cluster and Storage Virtual Machines on the cluster for which the admin credentials are entered.
 
   8.       Enter the user credentials for all storage clusters and refresh.
 
   [bookmark: _Toc536167974][bookmark: _Toc488653881][bookmark: _Toc459312948]Optimal Storage Settings for ESXi Hosts
 
   VSC allows for the automated configuration of storage-related settings for all ESXi hosts that are connected to NetApp storage controllers. To use these settings, follow these steps:
 
   1.        From the Home screen, click vCenter > Hosts and Clusters. For each ESXi host, right-click and select NetApp VSC > Set Recommended Values for these hosts.
 
   
 
   2.       Check the settings to apply to the selected vSphere hosts. Click OK to apply the settings.
 
    
    [image: *]          This functionality sets values for HBAs and converged network adapters (CNAs), sets appropriate paths and path-selection plug-ins, and verifies appropriate settings for software-based I/O (NFS and iSCSI).
 
   
 
   3.        Click OK.
 
    
 
   4.       From the Home screen in the vSphere Web Client, select Virtual Storage Console.
 
   5.        On the left under Virtual Storage Console, select NFS VAAI Tools.
 
   6.       Make sure that NFS Plug-in for VMware VAII Version 1.1.2-3 is shown.
 
   7.        Click Install on Host.
 
   8.       Select both ESXi hosts and click Install.
 
   9.       For each host for which settings were adjusted in the previous step, place the host in maintenance mode, reboot the host, and exit maintenance mode.
 
    
    [image: *]          In testing, a conflict was identified between NetApp VSC, vSphere 6.7U1, and UCS servers containing the LSI MegaRAID SAS Invader local disk controller.  If NetApp VSC cannot discover and set optimized settings for a server, the server most likely has the MegaRAID SAS Invader controller installed.  This controller uses the lsi-mr3 ESXi vib.  A workaround for this problem is to disable the disk controller by running esxcli system module set –-enabled=false –-module=lsi_mr3 from an ESXi console or SSH prompt and then rebooting the host. When the host comes back up, the NetApp VSC functions should then work.  
 
   
 
   [bookmark: _Toc536167975][bookmark: _Toc488653882]Virtual Storage Console 7.2.1 Provisioning Datastores
 
   Using VSC, you can provision the NFS, FC or iSCSI datastore and attach it to a single host or multiple hosts in the cluster. The following sections explain how to provision a datastore and attach it to the cluster.
 
   [bookmark: _Toc536167976]Provision NFS Datastore
 
   To provision the NFS datastore, follow these steps:
 
   1.        From the Home screen of the vSphere Web Client, right-click the FlexPod-Management cluster and select NetApp VSC > Provision Datastore.
 
   
 
   2.       Enter the datastore name and select the type NFS. 
 
   3.        Click Next.
 
   
 
   4.       Select the cluster name in the storage system and desired SVM to create the datastore. In this example, Infra-SVM is selected. 
 
   5.        Click Next.
 
   
 
   6.       Enter the size of the datastore and select the aggregate name. 
 
   7.        Click Next.
 
   
 
   8.       Review the details and click Finish.
 
   
 
   9.        Click OK.
 
    
    [image: *]          The datastore is created and mounted on all hosts in the cluster. Click Refresh from the vSphere web client to see the newly created datastore.
 
   
 
   [bookmark: _Toc536167977]Provision iSCSI Datastore
 
   To provision the iSCSI datastore, follow these steps:
 
   1.        From the Home screen of the vSphere Web Client, right-click the FlexPod Management cluster and select NetApp VSC > Provision Datastore.
 
   2.       Enter the datastore name and select the type as VMFS. For VMFS protocol, select iSCSI.
 
   3.        Click Next.
 
   
 
   4.       Select the cluster name in the storage system and the desired SVM to create the datastore. In this example, Infra-SVM is selected. 
 
   5.        Click Next.
 
   
 
   6.       Enter the size of the datastore. Select the Create new volume check box and select the aggregate name. 
 
   7.        Click Next.
 
   
 
   8.       Review the details and click Finish.
 
   
 
   9.        Click OK.
 
    
    [image: *]          The datastore is created and mounted on all the hosts in the cluster. Click the Refresh screen from vSphere web client to see the newly created datastore.
 
   
 
   [bookmark: _Toc536167978][bookmark: _Toc516520128][bookmark: _Toc515898739]Deploy NetApp SnapCenter 
 
   [bookmark: _Toc524445982]The SnapCenter platform is based on a multitier architecture that includes a centralized management server (SnapCenter Server) and a SnapCenter host agent.
 
   [bookmark: _Toc536167979]SnapCenter Server Requirements
 
   Table 14  lists the minimum requirements for installing SnapCenter Server and plug-in on a Windows server. For the latest version compatibility and other plug-in information, go to the NetApp Interoperability Matrix Tool. 
 
   Refer SnapCenter 4.1.1 Installation and Setup Guide for complete documentation.
 
   [bookmark: _Toc524446012]Table 14       [bookmark: _Ref535664817]SnapCenter Server Requirements
 
    
     
      
       
       	 Component
  
       	 Requirements
  
      
 
      
      
       
       	 Minimum CPU count
  
       	 4 cores/vCPUs
  
      
 
       
       	 Memory 
  
       	 Minimum: 8GB
 Recommended: 32GB
  
      
 
       
       	 Storage space
  
       	 Minimum space for installation: 10GB
 Minimum space for repository: 20GB
  
      
 
       
       	 Supported operating systems
  
       	 Windows Server 2012
 Windows Server 2012 R2
 Windows Server 2016
  
      
 
       
       	 Software packages
  
       	 .NET 4.5.2 or later
 Windows Management Framework 4.0 or later
 PowerShell 4.0 or later
 Java 1.8 (64-bit)
  
      
 
       
       	 Active Directory domain membership
  
       	 Windows Host must be joined to AD domain.
  
      
 
       
       	 Database for SnapCenter repository
  
       	 MySQL Server 5.7.22 (installed as part of the SnapCenter installation)
  
      
 
      
    
 
   
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
   Table 15       Port Requirements
 
    
     
      
       
       	 Port
  
       	 Requirement
  
      
 
      
      
       
       	 443
  
       	 vCenter Server to SnapCenter Server API Access over HTTPS
  
      
 
       
       	 8144
  
       	 SnapCenter GUI to SnapCenter Plug-in for VMWare 
  
      
 
       
       	 8145
  
       	 SnapCenter Server Core API
  
      
 
       
       	 8146
  
       	 For SnapCenter server REST API
  
      
 
       
       	 3306
  
       	 MySQL 
  
      
 
       
       	 443
  
       	 vCenter Server to SnapCenter Server API Access over HTTPS
  
      
 
      
    
 
   
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
    
 
   Figure 186       NetApp Snapshot Deployment
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   [bookmark: _Toc516520129][bookmark: _Toc536167980]SnapCenter 4.1.1 License Requirements
 
   The following licenses are required for SnapCenter, on storage systems that run ONTAP 9.5. These licenses do not need to be added into the SnapCenter GUI:
 
   ·         Protocol licenses (NFS, FCP or iSCSI as per protocol selection for deployment)
 
   ·         NetApp FlexClone (for provisioning and cloning only)
 
   ·         NetApp SnapRestore (for backup and recovery)
 
   ·         The NetApp SnapManager Suite
 
   [bookmark: _Toc536167981]SnapCenter Server
 
   The SnapCenter Server includes a web server, a centralized HTML5-based user interface, PowerShell cmdlets, APIs, and the SnapCenter repository. SnapCenter enables load balancing, high availability, and horizontal scaling across multiple SnapCenter Servers within a single user interface. You can accomplish high availability by using (NLB) and Application Request Routing (ARR) with SnapCenter. For larger environments with thousands of hosts, adding multiple SnapCenterServers can help balance the load.
 
   [bookmark: _Toc536167982][bookmark: _Toc516520132]SnapCenter Plug-in for VMware vSphere
 
   The Plug-in for VMware vSphere is a host-side component of the NetApp storage solution. It provides a vSphere web client GUI on vCenter to protect VMware virtual machines and datastores, and supports SnapCenter application-specific plug-ins in protecting virtualized databases and file systems. 
 
   [bookmark: _Toc536167983][bookmark: _Toc516520133]Support for Virtualized Databases and File Systems
 
   The Plug-in for VMware vSphere provides native backup, recovery, and cloning of virtualized applications (virtualized SQL and Oracle databases and Windows file systems) when using the SnapCenter GUI. 
 
   SnapCenter natively leverages the Plug-in for VMware vSphere for all SQL, Oracle, and Windows file system data protection operations on virtual machine disks (VMDKs), raw device mappings (RDMs), and NFS datastores.
 
   [bookmark: _Toc536167984]SnapCenter Installation
 
   Before you install SnapCenter, the Your SnapCenter Server host system must be up-to-date with Windows updates with no pending system restarts.
 
   1.        Download the SnapCenter Server installation package from NetApp Support site.
 
   2.       Install the SnapCenter Server by double-clicking the downloadable .exe file to launch the SnapCenter Server installer.
 
   3.        On the Prerequisites Validation screen, the host is validated to see if it meets the requirements to install the SnapCenter Server. If the minimum requirements are not met appropriate error or warning messages are displayed. If the restart of the host is pending, a warning message is displayed.
 
   4.       In the Network Load Balancing screen, if you want to enable and configure NLB select Enable and configure NLB on the host.
 
   a.        Select Create New NLB Cluster and enter the details for first node.
 
   b.       After creating the NLB cluster on the first node, when you run the installer on a second node, select Join Existing NLB Cluster and enter the details.
 
   5.        On the Credentials screen, enter the credentials that you want to use to log in to SnapCenter as the administrator.
 
   a.        The SnapCenter Server web component and SnapCenter SMCore Service are installed in the corresponding folders at the default location C:\Program Files\NetApp.
 
   b.       The repository component is installed at the default location C:\ProgramData\NetApp\SnapCenter.
 
   6.       On the SnapCenter Ports Configuration screen, enter the port details. The default ports are auto populated but you can specify a custom port. In a NLB setup for the second node, the ports used while installing on the first node are auto populated and are not configurable.
 
   7.        On the MySQL Database Connection screen, enter the MySQL database password.
 
   8.       On the Ready to Install screen, click Install. Log files are listed (oldest first) in the %temp% folder.
 
   [bookmark: _Toc536167985]SnapCenter Configuration
 
   The default GUI URL is a secure connection to the default port 8146 on the server where the
 
   SnapCenter Server is installed (https://server:8146). If you provided a different server port
 
   during the SnapCenter installation, that port is used instead.
 
   For NLB deployment, you must access SnapCenter using the NLB cluster
 
   IP (https://NLB_Cluster_IP:8146). If you do not see the SnapCenter UI when you navigate to
 
   https://NLB_Cluster_IP:8146 in IE, you must add the NLB IP address as a
 
   trusted site in IE on each plug-in host, or you must disable IE Enhanced Security on each plug-in
 
   host.
 
   Add a User or Group to a Role
 
   To add a user or group to a role, follow these steps:
 
   1.        In the left navigation pane, click Settings.
 
   2.       In the Settings page, click Roles.
 
   3.        In the Roles page, select the role to which you want to add the user.
 
   4.       Click Modify.
 
   5.        Click Next until you reach the Users/Groups page of the wizard.
 
   6.       Select Domain or Workgroup as the Authentication type. For Domain authentication type, you should specify the domain name of the user or group to which you want to add the user to a role.
 
   7.        Select either User or Group.
 
   8.       In the User or Group Name field, enter a user or group name, and then click Add.
 
   9.       Repeat this step to add additional users or groups to the selected role.
 
   10.    Click Next to view the summary, and then click Finish.
 
   Configure Storage System Connections
 
   To perform data protection and provisioning operations with SnapCenter, you must first set up the storage system connections that give SnapCenter access to ONTAP storage. Storage Systems can also be added thru SnapCenter Plugin for vCenter. Both methods require the same set of information.
 
   [bookmark: _Toc536167986]Install SnapCenter Plug-in for VMware 
 
   [bookmark: _Toc536167987]Host and Privilege Requirements for the Plug-in for VMware vSphere
 
   Review the following requirements before you install the SnapCenter Plug-in for VMware vSphere
 
   ·         You must have SnapCenter admin privileges to install and manage the SnapCenter GUI.
 
   ·         You must install the Plug-in for VMware vSphere on a Windows host (virtual host or physical host). The Plug-in for VMware vSphere must be installed on a Windows host regardless of whether you use the plug-in to protect data on Windows systems or Linux systems.
 
   ·         When installing a plug-in on a Windows host, if you specify a Run As account that is not built-in or if the Run As user belongs to a local workgroup user, you must disable UAC on the host. 
 
   ·         Do not install the Plug-in for VMware vSphere on the vCenter Server appliance.
 
   ·         You must not install the Plug-in for VMware vSphere on the vCenter Server appliance, which is a Linux host. You can only install the Plug-in for VMware vSphere on Windows hosts.
 
   ·         You must not install other plug-ins on the host on which the Plug-in for VMware vSphere is installed.
 
   ·         You must install and register a separate, unique instance of the Plug-in for VMware vSphere for each vCenter Server. 
 
   -        Each vCenter Server, whether or not it is in Linked mode, must be paired with a separate instance of the Plug-in for VMware vSphere. 
 
   -        Each instance of the Plug-in for VMware vSphere must be installed on a separate Windows host. One instance can be installed on the SnapCenter Server host. 
 
   -        vCenters in Linked mode must all be paired with the same SnapCenter Server. 
 
   For example, if you want to perform backups from six different instances of the vCenter Server, then you must install the Plug-in for VMware vSphere on six hosts (one host can be the SnapCenter Server host) and each vCenter Server must paired with a unique instance of the Plugin for VMware vSphere.
 
   [bookmark: _Toc536167988]Run As Credentials
 
   Before you can perform data protection operations, you must set up the storage virtual machine connections and add Run As credentials that the SnapCenter Server and the SnapCenter plug-ins use.
 
   
 
   1.        Domain administrator or any member of the administrator group. Specify the domain administrator or any member of the administrator group on the system on which you are installing the SnapCenter plug-in. Valid formats for the Username field are:
 
    
    NetBIOS\UserName
 
    Domain FQDN\UserName
 
    UserName@upn
 
   
 
   2.       Local administrator (for workgroups only). For systems that belong to a workgroup, specify the built-in local administrator on the system on which you are installing the SnapCenter plug-in. You can specify a local user account that belongs to the local administrators group if the user account has elevated privileges or the User Access control feature is disabled on the host system. The valid format for the Username field is: UserName
 
   3.        Run As credentials for individual resource groups. If you set up Run As credentials for individual resource groups and the username does not have full admin privileges, you must assign at least the resource group and backup privileges to the username.
 
   To perform data protection and provisioning operations with SnapCenter, first you must set up the storage system connections using SnapCenter Plug-in for vCenter GUI that, to give SnapCenter access to ONTAP storage as described in next section.
 
   [bookmark: _Toc536167989]Install the Plug-in for VMware vSphere from the SnapCenter GUI
 
   To install the plug-in for VMware vSphere from the SnapCenter GUI, follow these steps:
 
   1.        In the left navigation pane, click Hosts. Verify that Managed Hosts is selected at the top.
 
   2.       Click Add. 
 
   3.        On the Hosts page, specify:
 
   a.        Host OS: vSphere
 
   b.       Host Name: Host on which you want to install the Plug-in for VMware
 
   c.        Run As Name: Run As account configured with user credentials with access to the host 
 
   d.       Port: Leave default 8145
 
   4.       On the Plug-ins to install page, specify the vCenter information
 
   5.        Review the summary, and then click Finish
 
   6.       SnapCenter Server performs the following tasks during the installation process:
 
   a.        Adds the host to the SnapCenter registry.
 
   b.       Installs the Plug-in for VMware vSphere, if the plug-in is not already installed on the host.
 
   c.        If the Plug-in for VMware vSphere is installed on the SnapCenter Server host, it also installs the SnapCenter Plug-in for Microsoft Windows to support SnapCenter repository backup operations by using PowerShell cmdlets. You cannot use any other feature of this instance of the Plug-in for Windows.
 
   d.       Adds the Plug-in for VMware vSphere web client to vCenter.
 
   [bookmark: _Toc536167990]Configure SnapCenter Plug-in for vCenter 
 
   After you have successfully installed the Plug-in for VMware vSphere, to configure SnapCenter to make it ready to backup virtual machines, follow these steps:
 
   1.        In your browser, navigate to VMware vSphere Web Client URL https://<vCenter Server>/vsphere-client/?csp.
 
   2.       On the VMware vCenter Single Sign-On page, log on.
 
   3.        On the VMware vSphere Web Client page, click Home and select SnapCenter Plug-in for VMware vSphere to Bring up SnapCenter Plug-in for VMware GUI. It will take you to the SnapCenter Plug-in for VMware Dashboard.
 
   
 
   Add Storage Systems (Storage Virtual Machine)
 
   To add storage systems, follow these steps:
 
   1.        Go to the Storage Systems page.
 
   
 
   2.       Click + Add Storage System to add an SVM.
 
   
 
   3.        Enter vCenter, Storage System, user credentials and other required information in following Dialog.
 
   
 
   Create Backup Policies for Virtual Machines and Datastores
 
   To create backup policies for virtual machines and datastores, follow these steps:
 
   1.        In the left Navigator pane of the VMware vSphere web client, click Policies.
 
   
 
   2.       On the Policies page, click + New Policy in the toolbar.
 
   3.        On the New Backup Policy page:
 
   a.        Enter the policy name and a description. 
 
   b.       Enter backups to keep. 
 
   c.        From the Frequency drop-down list, select the backup frequency (hourly, daily, weekly, monthly, and on-demand only).
 
   d.       Click Add.
 
   
 
   4.       Create multiple policies as required for different sets of virtual machines or datastores.
 
   Create Resource Groups
 
   Resource groups are groups of virtual machines or datastores that are baked up together. A backup policy is associated with the resource group to back up the resource are required frequency and retain certain number of backups as defined in the policy.
 
   To create resource groups, follow these steps:
 
   1.        In the left Navigator pane of the VMware vSphere web client, click Resource Groups and then click Create Resource Group. This is the easiest way to create a resource group. However, you can also create a resource group with one resource by performing one of the following steps:
 
   a.        To create a resource group for one virtual machine, click VMs and Templates then right-click a virtual machine, select NetApp SnapCenter from the drop-down list, and then select Create Resource Group from the secondary drop-down list.
 
   b.       To create a resource group for one datastore, click Storage then right-click a datastore, select NetApp SnapCenter from the drop-down list, and then select Create Resource Group from the secondary drop-down list.
 
   
 
   2.       On the General Info & Notification page, enter the resource group name and complete the notification settings. Click Next.
 
   
 
   3.        Select a datastore as parent entity to create a resource group of virtual machines, and then select the virtual machines from the available list. Click Next.
 
   
 
   4.       From the Spanning Disks options, select the Always Include all Spanning Datastores option.
 
   5.        From the Policies options, select the policies (from those already created earlier) that you want to associate with the resource group. Click Next.
 
   
 
   6.       From the Schedules options, select the schedule for backups for each selected policy. Click Next.
 
   
 
   7.        Review the Summary and click Finish to complete the creation of the resource group.
 
   
 
   [bookmark: _Toc536167991]View Virtual Machine Backups and Restore from vCenter by Using SnapCenter Plug-in 
 
   [bookmark: _Toc536167992]View Backups
 
   Backups of the resources included in the resource group occurs per the schedule of the policies associated with the resource group. To view the backups created per schedule, complete one of the following methods: 
 
   1.        Go to any virtual machine that has been added to Resource Group > More Objects > Backups. It shows all the backups for that resource.
 
   
 
   2.       On the VMware vSphere Web Client page, click Home and select SnapCenter Plug-in for VMware vSphere to Bring up SnapCenter Plug-in for VMware GUI. Click Resource Groups and select any resource group. In the right pane, the completed backups are displayed.
 
   
 
   3.        An on-demand backup can also be created for any resource group by following these steps:
 
   a.        Click the virtual machine or datastore resource > More Objects > Resource Groups. Select the Resource Group and click Run Now. This process triggers the backup of the resource group containing a particular resource.
 
   
 
   [bookmark: _Toc536167993]Restore from vCenter by Using SnapCenter Plug-in
 
   To restore from vCenter by using SnapCenter Plug-in, follow these steps:
 
   1.        The Plug-in for VMware vSphere provides native backup, recovery, and cloning of virtualized applications. Go to vCenter Web Client GUI > Select a virtual machine > right-click and select NetApp SnapCenter.
 
   
 
   2.       Select a backup from which to restore. Click Next.
 
   
 
   3.        From the Restore Scope drop-down list, select either Entire virtual machine to restore the virtual machine with all VMDKs or select Particular Virtual Disk to restore the VMDK without affecting the virtual machine configuration and other VMDKs.
 
   
 
   
 
   4.       Select the virtual disk and destination datastore. Click Next.
 
   
 
   5.        Review the Summary and click Finish to complete the restore process.
 
   
 
   
 
    [bookmark: _Toc536167994]Summary
 
   
 
   FlexPod is the optimal shared infrastructure foundation to deploy a variety of IT workloads. It is built on leading computing, networking, storage, and infrastructure software components. This CVD is a detailed guide for deploying Microsoft SQL 2017 deployment on Linux virtual machine deployed either in VMware and Hyper-V virtual environments. This document also explains the process for deploying SQL Always On Availability Groups feature (using pacemaker cluster resource manager), which helps to achieve application-level high availability in addition to FlexPod's robust infrastructure-level high availability.
 
   
 
    [bookmark: _Toc536167995]Appendix
 
   
 
   [bookmark: _Toc536167996]FlexPod Backups
 
   [bookmark: _Toc536167997]Cisco UCS Backup
 
   Automated backup of the Cisco UCS domain is important for recovery of the Cisco UCS Domain from issues ranging from catastrophic failure to human error. There is a native backup solution within Cisco UCS that allows local or remote backup using FTP/TFTP/SCP/SFTP as options and is detailed below.
 
   Backups created can be a binary file containing the Full State, which can be used for a restore to the original or a replacement pair of fabric interconnects. Alternately this XML configuration file consisting of All configurations, just System configurations, or just Logical configurations of the Cisco UCS Domain. For scheduled backups, options will be Full State or All Configuration, backup of just the System or Logical configurations can be manually initiated.
 
   To schedule the backup, follow these steps within the Cisco UCS Manager GUI:
 
   1.        Select Admin within the Navigation pane and select All.
 
   2.       Click the Policy Backup & Export tab within All.
 
   3.        For a Full State Backup, All Configuration Backup, or both, specify the following:
 
   a.        Hostname : <IP or FQDN of host that will receive the backup>
 
   b.       Protocol: [FTP/TFTP/SCP/SFTP]
 
   c.        User: <account on host to authenticate>
 
   d.       Password: <password for account on host>
 
   e.       Remote File: <full path and filename prefix for backup file>
 
   f.         Admin State: <select Enable to activate the schedule on save, Disable to disable schedule on save>
 
   g.       Schedule: [Daily/Weekly/Bi Weekly]
 
   Figure 187        UCS Configuration Backup
 
   
 
   [bookmark: _Toc536167998]Cisco Nexus Backups
 
   The configuration of the Cisco Nexus 9000 switches can be backed up manually at any time with the copy command, but automated backups can be put in place with the NX-OS feature scheduler. An example of setting up automated configuration backups of one of the Cisco Nexus 93180YC-EX switches is shown below:
 
   bb09-93180-a# conf t
 
   Enter configuration commands, one per line. End with CNTL/Z.
 
   bb09-93180-a(config)# feature scheduler
 
   bb09-93180-a(config)# scheduler logfile size 1024
 
   bb09-93180-a(config)# scheduler job name backup-cfg
 
   bb09-93180-a(config-job)# copy running-config tftp://192.168.166.150/93180/$(SWITCHNAME)-cfg.$(TIMESTAMP) vrf management
 
   bb09-93180-a(config-job)# exit
 
   bb09-93180-a(config)# scheduler schedule name daily
 
   bb09-93180-a(config-schedule)# job name backup-cfg
 
   bb09-93180-a(config-schedule)# time daily 2:00
 
   bb09-93180-a(config-schedule)# end
 
   For detailed information, go to: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_01010.html
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[root@QLVM62 ~)# pcs status
Custer name: sqtavg-ctus

Stack: corosync
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Last updated: Mon Jan 7 01:22:27 2019
Last change: Mon Jan 7 69:56:11 2619 by root via crm_resource on SQLVMA2.aflexpod.cisco.com

3 nodes configured
4 resources configured

Futt st of resources

Master/Slave Set: LINUX SQLAG-mast
[ SQLVH62. afLexpod. cisco.com 1
Slaves: [ SQLVME3. aflexpod.cisco.com |
Stopped: [ SQLVMO1.aflexpod. cisco.con |
SQLAGI_LISTNER VIP

pacmon status:
corosync: active/enabled
pacemaker: active/enabled
pesd: active/enabled

[ root@soLvme2 ~1# I
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Last updated: Mon Jan 7 61:20:19 2019

Last change: Mon Jan 7 60:56:35 2019 by root via crm_resource on SOLVH2.aflexpod.cisco.con

5 nodes configured
4 resources configured
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Masters: [ SQLVMOL.aflexpod.cisco.con |
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pacnon status:
corosync: active/enabled
pacenaker: active/enabled
pesd: active/enabled
(ro0t@SQLVMO1 ~1# shutdown now
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(root@SQLVMOL ~)#
[r00tGSQLVHOL ~1# kpartx -a -v /dev/mapper/sqldata
fodd map sqldatal (253:4): 0 838858752 Linear /dev/mapper/sqldata 204

[rootesaLvMel ~1# |
(root@sQLVMOL ~1# lsblk

InAvE MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

ra0 2:0 1 4K 0 disk

fsda 8:0 0 406G 0 disk

sdal 8:1 0 200 0 part /boot/efi
sda2 8:2 6 16 0 part /boot
sda3 8:3  ©38.86 0 part
frhet_sqtvm-root 253:0 0 34.86 0 lm /
rhel_sqlvml-swap 253:1 O 4G © lvm  [SWAP]

fsab 8:16 0 400G 0 disk

Lsqldata 253:2 0 400G © mpath
Lsqldatal 253:4 0 400G © part

fsdc 8:32 0 4006 0 disk

Lsqudata 253:2 0 400G © mpath
Lsqldatal 253:4 0 400G © part

s aa 8:48 0 400G 0 disk

Lsqldata 253:2 @ 400G 0 mpath
Lsqldatal 253:4 0 400G © part

sde 8:64 © 400G 0 disk

Lsqldata 253:2 0 400G © mpath
Lsqldatal 253:4 0 400G © part

fsat 8:80 0 1506 0 disk

Lsqltog 253:3 0 156G © mpath

sdg 8:956 © 1506 0 disk

Lsallog 253:3 0 150G © mpath

fsan 8:112 0 1506 0 disk

Lsattog 253:3 0 150G © mpath

fsai 8:128 © 1506 0 disk

Lsqllog 253:3 0 150G © mpath

sro 11:0 1 3.86 © rom

[ rootesaLviol ~1#
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[root@SQLVMO1
sqlbackup (253, 4)
sqldata (253, 2)

sallog (253, 3)
[rootesqLvmel ~1# I

~1# dmsetup 1s --target=multipath
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[ rcot@SQLVNGl
crw-- s
i 1
Urwxrwxrux. 1
Urwxrwxrwx. 1
Lrwxrwxrux. 1
[ root@SQLVMEL

~]# 1s -lrt /dev/mapper/*

root
root
root
root
root
-1# 1

root 10, 236 Dec

root
root
root
root

7 Dec
7 Dec
7 Dec
7 Dec

15
a5
15

12:15 /dev/mapper/control

12:15 /dev/mapper/rhel_sqlvml-swap -> ../dm-1
12:15 /dev/mapper/rhel_sqlvml-root -> ../dm-0
12:15 /dev/mapper/sqllog -> ../dm-3

12:15 /dev/mapper/sqldata -> ../dm-2
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[froctesqLvey /10
[rootesaLwor 712 santun tun show

controllor (7mode/E-Sories)/ govice st un
Vserver (cooT/Plashay) n-pathnane. Filenoa: adopter protocol size product
e — vol/sal_esxi oa/SaL-EsXi-Log-01 /dev/seh hostad | iscst | iskg | edor
esxi vork. s NOU/Sqesxi oa/SOL-ESXi-Log 01 /dev/sdi Nostds  dsSL 19 edor
esxi vork- s Nol/5qesxi Loa/S0LESXi-Log 01 /dev/sdf Rost  iSCSL 1589 cdor
s voric W oU/sqlesxi log/SULESKi-Log.01 /dev/sdy hosts  scs 159 cdot
esxi vork.wt VoU/5q o5 data/s0L-ESXi-Dota-o1 /dev/sde hostss  iscst  4oeg  coor
esxi vork. s NOU/SqU_esxidata/saL-ESXi-Data-01 /dev/sdd Nost ST 469 cdor
s voric W NoU/sq1esxidota/SOL ESXi -Data-01 /dev/sdb Nost3s 1SS oy cdor

5% voric.ow oU/saesxidota/saL £

ata-61 /dev/sde Rost3s st doeg  coor
(rootesaLwwen /12 1
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[root@SQLVMOL ~]# /opt/mssql/bin/mssql-conf set memory.memorylimitmb 12288
SQL Server needs to be restarted in order to apply this setting. Please run
‘systenctl restart mssql-server.service’

[root@SQLVMOL ~]# systemctl restart mssql-server.service
[rooteSQLVMOL ~1# cat /var/opt/mssql/mssql.cont
(sqlagent]

enabled = false

[
accepteuta = ¥

[network]
kerberoskeytabfile = /var/opt/mssql/secrets/mssal.keytab

(memory]
nenorylinitnb = 12288

[hadr]
hadrenabled

1
[root@SQLVMO1 ~]#
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[root@saLVMol ~# cat /etc/fstab

.
; fotc/tstab

s Created by anaconda on Thu Dec 13 65:13:5 2018

.

s Accessible filesystens, by reference, are maintained under */dev/disk

2 See man pages fstab(5), findfs(8), mount(8) and/or bLKid(8) for more info

/dev/mapper/rhet_sqlvml-root / xfs  defaults 00

JUID-3102054 ad3c 4479 ad2d- 712802316624 /boot s getaults o6

JUID-OE 6 -0ARD Thoot/ef fat  umask=0077,shortname=winnt 0 0

Jdev/apper/ thel_sqLval-swap swap swap  defauits oo

JUID~a20ab86c -Oeae- 4480-a155- 7473d143d042 /saldbdata  xfs  defaults,noatine, netdev 00
JUTD-c509b3e2 81374221 b33e- 01 15d40b0C1 7squabog Xfs  defaults noatine, netdev 06

(rootesaLwol ~12 i
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LOOTIBOLVNGL /18 KARIG.
Gev/adal ! SEC TYPE~"medos” UUID="0EGE-OAKD" TYPE="ufat” PARTLABEL="EFI System Portition” PARTUUI0-"00bSC7dc.0209-49¢3-b002.
oe/ado2: UUID-"a0107954 043¢ 4a70:0aza. 1280T3160L4" TYPEL"xts" PARTUUIDL"72075200. 1132.4CCD-0€50. 21CTabo0400"

Geu/203: UUTO--YILSAC. . 1205, 3pTu Q1KE XA RzounG: TYPE"LVMG mcabr~ PARTUDID="COc 10104 2440. b2, 590406 0O45a0006"
Gee/2ro: ID--2017-07-11-01 192000 LABEL- RHEL 7.4 Server xi 64- TYPE--1sc0gb0" PITVPE--dos”

ov/mapoer /el salvmlfaot (UI0--aG07054a-<40a- 445 atos be30312Hazed TVPE-xtac

ou/mapper /b1 saLuml ouap: WID- 30549610, 1c6a. dble. bdoZ BOATSLO3650 THPE-suap™

dou/mapoer rsa\data: FTTVPE: dos”

dov/mappor /241 109: PTTVPE-"dos

Gou/mapoer /s4Ldata1 UUID--azonbgc.Gaae. 4g80.a(55. 747301434042" TYES"xts"

doe/mapper /5qL 1001 UUTD-"a56%b 302 8137 1221 bie.cOl 15040881 TYPE--xs"

20300158009
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[root@SQLVMOL ~1#

[100t@SQLVMOL 12 mkfs .xfs /dev/mapper/sqldatal

reta- data=/dev/mapper/saldatal

oota

raming
Log

reattine —none

oxts2-4096

blocks-104857344,
uidth-0 blks
asciici=0 ftypesl
blocks=51199, version-2
sunit=1 blks, lazy-count=1
blocks=0, rtextents=0

imaxpct=25

[ro0teSQLVMO1 ~1# mkfs.xfs /dev/mapper/sallogl

neta-dat;

‘dev/mapper/satlogl

joata

haming
Log

reattine =none
[rootesaLvmel ~1# I

Sectsz-4096

agcount=4, ags17e=0830336 blks
attre2, projid3zbitl
finobtZe, spars
blocks=39321344, imaxpct=25
Suidth-0 biks

ascii-ci=o ftyp
blocks=19199, version=2
sunit-1 blks, lazy-count=1
blocks=0, rtextents=0
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[root@SQLVMOL /]#
[root@SQLVMOL /1# chown mssql /sqldbdata/

[root@SQLVMO1 /1# chgrp mssql /sqldbdata/

[root@SQLVMO1 /1# chown mssql /sqldblog/

[root@SQLVMOL /1# chgrp mssql /sqldblog/

[root@sQLVMOL /]#

[root@SQLVMOL /1# /opt/mssql/bin/mssql-conf set filelocation.defaultdatadir /sqldbdata/
SQL Server needs to be restarted in order to apply this setting. Please run

“systemctl restart mssql-server.service'.

[root@SQLVMOL /1# sudo /opt/mssql/bin/mssql-conf set filelocation.defaultlogdir /sqldblog/
SQL Server needs to be restarted in order to apply this setting. Please run

“systemctl restart mssql-server.service'.

[Fo0t@SQLVMOL /]# systemctl restart mssql-server

[root@sqLviel /1# [
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[root@SQLVMOL ~]#
[root@SQLVMO1 ~]# iscsiadm -m discovery --print=1
[SENDTARGETS :
DiscoveryAddress: 192.168.12.18,3260
Target: ign.1992-68.com.netapp:sn.a781278080d11e892200a098207ed2:vs .5
Portal: 192.168.12.18:3260,1035
Tface Name: default
Portal: 192.166.22.19:3260,1039
Iface Name: default
Portal: 192.168.12.19:3260,1038
Iface Name: default
Portal: 192.168.22.18:3260,1036
Iface Name: default

piscoveryaddress: 192.168.12.19,3260
iscoveryAddress: 192.168.13.18,3260
piscoveryAddress: 192.168.13.19,3260
piscoveryAddress: 192.168.23 18,3260
piscoveryAddress: 192.168.22.18,3260
piscoveryaddress: 192.168.22.19,3260
NS :

No targets found.

STATIC:

No targets found.

FIRMWARE :

No targets found.
(rootesqLmel ~1#
(rootesaLvel ~1# Il
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[root@SQLVMe1 ~]# iscsiadm -m discovery -t st -p 192.168.12.18

192.166.12.15:3260,1035 1qn.1992-08.com.netapp:sn.a7812780180d11eB92c200a098a0 ed2:vs .5
192.168.22.19:3260,1039 ign.1992-08.com.netapp:sn.a78f2780f80d11e892c200a098a9fed2:vs.5
192.168.12.19:3260,1038 iqn.1992-08.com.netapp:sn.a78f2780180d11e892c200a098a9fed2
192.166.22.13:32601036 1qn.1992-08.com.netapp: sn.a78f2780130d11e802c 20020980 ed2
[rootesLvMel ~1# il
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[root@SQLVMEL /1#
[root@sQLVMO1 /1# cat /etc/iscsi/iscsid.conf | grep -1 ‘node.session.timeo. replacement_timeout’
node. session. tineo. replacement_tineout = 126

[root@SQLVMO1 /1# vi /etc/iscsi/iscsid.conf

[root@SqLVMO /]# cat /etc/iscsi/iscsid.conf | grep -i 'node.session.timeo. replacement_timeout'
node. session. tineo. replacement_timeout = 5

[rootesaLvHel /1# Il
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[root@QLVMO1 ~]# 1sblk

INAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT

fdo 2:0 1 4K 0 disk

sda 8:0 0 406 0 disk
sdal 8:1 @ 200M 0 part /boot/efi
sda2 8:2 @ 16 0 part /boot
sda3 8:3  ©38.86 0 part
trhelisqlvml-root 253:0 0 34.86 0 lvm /

rhel_sqlvml-swap 253:1 0 4G 0 lvm [SWAP]

sdb 8:16 0@ 4006 0O disk

sdc 8:32 0 4006 0 disk

sdd 8:48 © 4006 0 disk

sde 8:64 © 4006 0 disk

sdf 8:80 © 1506 0O disk

sdg 8:96 © 1506 0O disk

sah 8:112 0 1506 0 disk

sdi 8:128 0 1506 0 disk

sro 11:6 1 3.86 © rom

[root@sqLvMel ~J# I
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root@QLVMO1 ~]# 1scsiadm -m session -P3
iscsT Transport Class version 2.0-870
Jversion 6.2.0.874-10

+ /iqn. 1992-68. con . netapp: sn. a782780160d11892¢200a09830fed2: vs. 5 (non-Flash)

Current Portal; 192.163. 17, 163260, 135

Persistent Portal: 192.160.12.10:3260, 1035
Interface!
Iface Name: default
Tface Transport: tcp
Tface Initiatornane: ign.
Tface TPaddress: 192,100
Tface HWaddress: <empty>
Iface Netdev: <empty>
s10: 1
1SCST Connection State: LOGGED IN
SSCSI Session State: LOGGED_IN
Internal iscsid Session State: N0 CHANGE

Timeouts:
Recovery Tineout: 120
Target Reset Tineout: 30
LUN Reset Timeout: 30
Abort Timeout: 15
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L root@S0LVME1 /]# multipath -11
6000090030303062535044697721753  dn-3 NETAPP ,LUN C-MHode
iz0=150 features='4 queue if no_path pg_init fetrics 50 retain attached hw hondle’ huhandler='1 alua’
[+~ policy="service-tine 0° prio=s0 statussactive
| - 54:0:0:1 sdh 0:112 active ready ruming
| - 35:0:0:1 sdi 6:128 active ready running
~+- policy='service-tine 0' prio=10 statussenabled
S4f 8180 active ready running

sdg 8196 active ready running
25354 n-2 NETAPP LN C-tode
queue_if_no_poth pg_init fetries 50 retain_attached_hw_ handle’ huhandls
policy="service-tine 67 priomsd statussactive

0'5dd 5:48 active ready running
0 sde 8:64 active ready ruming
service-tine 0' prio=10 statussenabled
0'sdb 8:16 active ready running
Sodc S10E pitive reedy melng

1 ala’ wp=rw
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[root@SQLVMO2
[root@SQLVMO2

-rwer- 1

-rw-r- 1
(rootesqLVH02
[root@sqLVMe2
-rwer- 1
-rw-r- 1
[root@SQLVME2

data]#
data]# 11 dbm_certificate.*

root root 667 Dec 17 06:40 dbm_certificate.cer
root root 1212 Dec 17 06:40 dbm_certificate.pvk
data]# chown mssql:mssql /var/opt/mssql/data/dbm*
data]# 11 dbm certificate.*

mssql mssql 667 Dec 17 06:40 dbm_certificate.cer
mssql_mssql 1212 Dec 17 06:40 dbm_certificate.pvk
datal# il
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[(rooteSaLe1 -1# cd //var/opt/mesql/data)

i cotesquan ol 5" certficate+ rootesaLwor:sar/op s
e authenticity of ost ‘satvae? (102 can't be estobtisher
e ey iroetoint 1o SIate SO 2AiSForT MRS EcoMy R CrS1 Rt

COSA Koy TNGErprint 15 HDS:c2:10:0d:05:40: 70107 4d:cT 13:00:05:de-0:42:7]

ro-you 30re Y00 ¥ant to cantinue comeeting (yes/n0) yes

arning: Pormnently added 'sqLue02,102 153,91 57" (ECOSA) o the List of known hosts.
rootesatvaez’s passuor

e certificote.cer

e cortificote. puk

[ rcotesawol datals scp dba cortificar @s0L O3 /var/opt /s /6ata/

e suthenicaty of host ‘aqlvass (152 166 G 53] con ¢ be estaptianes

COSh key fingerprint 1 SHAZSD:oUTIZ0USFbrTIWRS2rEadis QoW XAFLRIRKSH:

COSA Koy Tngerprint 15 KOS:c2.0:ad:e5:491 7007 401c113:ce .85 40:40-02:77.

e you Sura You xont Lo continue conecting (ves/nal yes

ining: Poresnently added -sqLumg3, 152169 54 o5 (ECOSA] o the 1ist of known hosts.
Footesaivees-s passiord

bn cortiticote.cor

e cortiticate. puk

(reotesaiwor aatals B

1008 687
1008 1212

106y 657
1068 1212

92.00/5
972,748/

398,360/
386 ok8/s
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N AL L /ot sl e e
- rw-rw 1 mssql mssql 667 Dec 17 06:33 /var/opt/mssql/data/dbm_certificate.cer

rw-rw----. 1 mssql mssql 1212 Dec 17 66:33 /var/opt/mssql/data/dbm_certificate pvk
[rootesaLvMel ~1# Il
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SCReaTe oaTAASE [SquAGL081]

CIE - W'SQUAGH DB1", FILENE - IW/sqldbéata/SQUGL DBLadf" , SIZE - 192D , FILEGRONTH - 65536K0 )
WA - 0'SQUAG1 D81 log", FILEMANE - ' /5qldblog/SQLA61 081 log. 14 , SKZE - B1S2KB , FILEGRONTH - 6553660 )

Ssaciup DaTABASE [SqLAG1 081]
o OISK - - /3a)dbbackup/SQUAG1_ D81 bak'

sgua_sen, fele ‘601 0RL" on f11e 1
squacs oai", File 'sgiAG_ohi_ies" on file 1
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[root@SQLVMOL /]# echo 'pacemakerLogin' >> /pacemaker-passwd
[root@SQLVMOL /1# echo 'Nbv12345!' >> /pacemaker-passwd
[root@SQLVMOL /1# mv /pacemaker-passwd /var/opt/mssql/secrets/passw
d

[root@SQLVMOL /1# chmod 400 /var/opt/mssql/secrets/passwd
[root@SQLVMOL /]# cat /var/opt/mssql/secrets/passwd

pacenakerLogin

INbv12345!

[root@sQLvMel /1# |





image183.jpg
E’f’?’:ﬁﬁ;ﬁ:ﬁ?‘mmw prmp—

s
AUy o - SRR oY ]
ikt et - ertues

ALTER AASLABELITY GRe [LIMD SLGH] GRAT CRATE A0 BATAASE

s






image189.jpg
[(rootiSQLNGL /18 pes status
Cluster name: sqlavg-clus
Stack: corosync

Current bc: SQLWHO3.aflexpod. cisco.con (version 1.1.16-12.e17-041f4df) - partition with quorum
Last updated: Sun Jan 6 12:64:49 2019

Last change: Sun Jan 6 11:24:00 2019 by root via crm_resource on SQLVOL.aflexpod.cisco.con

5 nodes configured
4 resources configured

Jontine: [ SoLWO1.aflexpod. cisco.com SQLVHE2. aflexpod.cisco.con SQLVMO3.aflexpod.cisco.com |
[Futt List of resources:

Master/Slave Set: LINUX SQAG-master [LINUX_SQLAG]

[ S0LVHO1.af lexpod. cisco.com |

[ S0LVH02. aflexpod. cisco.con SQLVNO3.aflexpod.cisco.con |
SQUAGL_LISTNER VIP  (ocf: :heartbeat : IPaddr2) : Started SLVMO1.af lexpod.cisco.con

Joaemon status:

corosync: active/enabled

pacenaker: active/enabled

pesd: active/enabled
[ root@saLVMO1 /1# pes constraint show
Location Constraints:

Resource: LINUX_SQLAG-master

Enabled on: SQLVMOL.aflexpod.cisco.com (score:INFINITY) (role: Started)

Jordering Constraints:

promote LINUX SQLAG-master then start SQLAGI_LISTNER VIP (kind:Mandatory)
[colocation Constraints:

SQLAGL_LISTNER VIP with LINUX SQLAG-master (score:INFINITY) (with-rsc-role:Master)
ricket Constraints:
(root@saLvme1 /1# I
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[root@SQLVMOL -]# pes cluster auth SQLVMEZ.aflexpod.cisco.com SQLVME3. aflexpod.cisco.com SOLVMOL.aflexpod. cisco. con|
sername: hacluster

assword:

0LVHO3..afLexpod. cisco.con: Authorized

0LVHO2 afLexpod_cisco.con: Authorized

SaLe1 . af Lexpod.cFoco.con: Authorized

[rootesqLvMel -1# I
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[root@SQLVMOL /]#
[root@SQLVMOL /]# cat /etc/yum.repos.d/rhel7dvd. repo
[InstallMedial

name=Red Hat Enterprise Linux 7.4

baseur=file:///mt/

lopgkey=file:///etc/pki/ rpm-gpg/RPH-GPG-KEY - redhat- release
lapgcheck=0

enable

[repo-ha]
lapgcheck=0
enable
baseurl=file:///mnt/addons/HighAvailability
Iname=repo-ha

[repo-storage]
lapgcheck=0

enabled=1
baseurl=file:///mnt/addons/ResilientStorage
Iname=repo-storage

[root@sqLvel /1# i
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[root@SQLVMOL /]# cat /etc/hosts
127.0.0.1  localhost localhost.localdomain localhostd localhostd.localdomaind

localhost localhost.localdomain localhosté localhost6.localdomainG

192.168.94.51  SQLVMOL.aflexpod.cisco.com sqLVMeL
192.168.94.52  SQLVMO2.aflexpod. cisco.com saLMo2
192.168.94.53  SQLVMO3. aflexpod. cisco.com sqLMe3

[rootasqLvHo1 /1#
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[Stack: corosync
Current DC: SQLVME3.aflexpod. cisco.con (version 1.1.16-12.617-94ff4df) - partition with quorum
Last updated: Mon Dec 17 61:03:56 2018

Last change: Mon Dec 17 00:57:58 2018 by root via cibadmin on SQLVMO2.aflexpod.cisco.com

3 nodes confiqured
o resources configured

nline: [ SQLVMOL.aflexpod.cisco.com SQLVMO2.aflexpod.cisco.com SQLVME3.aflexpod.cisco.com |

lo active resources
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[root@SQLVMe2 ~1# crm_verify -L -V

orror: unpack_resolrces:  Resource start-up disabled since no STONITH resources have been defined
orror: unpack_resources:  Either configure some or disable STONITH with the stonith-enabled option
orror: unpack_resources:  NOTE: Clustors with shared data ned STONITH to ensure data integrity

e rors found quring check: config not valid

[rootesaLvme2 ~12

[ro0tesaLVMe2 ~1# pes property set stonith-enabled=false
[rootesaLvme2 -1

[rooteSQLVMG2 -]# pes property show stonith-enabled
Cluster Properties:

Stonith-enabled: false

[rootesaLvMe2 ~1# crm_verify -L -V

[rootesoLvMez ~1¢ ||
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’S C:\Users\Administrator> Set-WNetworkAdaptervlan -WietworkAdapteriame MGMT -Management0S -Access —vianid 906
Es :\Users\Administrator> Set-WMNetworkAdapterVlan -WietworkAdapterName LW -ManagementOs -Access -Vianld 907
e e e B i S AT ) i i e a e Tm
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Ps C:\Users\Adwinistrator> New-NetIPAddress -i7index 19
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PS C:\Users\Administrator> Get-NetAdapter | ft -Autosize

InterfaceDescription ifindex Status MacAddress

VEthernet (Cluster) Hyper-V Virtual Ethernet Adapter

Vethernet (L) Hyper—V Virtual Ethernet Adapter
VEthernet (NGT) Hyper-V Virtual Ethernet Adapter
VEthernet (SETswitch) Hyper-V Virtual Ethernet Adapter
03-i5csT-8 2 Cltco VIC Ethernet Interface £2

01-Host-8 Cisco VIC Ethernet Interface #
Cisco VIC Ethernet Interface
Cisco VIC Ethernet Interface #3
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’S C:\Windows\system32> Get-NetAdapterBinding -infa 2

Displayame Enable
Custer Heroseft e rrotoce) ortver Trie
(Cluster Ierosok wavvork kdapter wulCpTesor. prokocs] Fafse
(Cluster Tnternet protocol Version 4 (ICh/Tove) True
(Cluster) F11e and prancer Sharing for Microsoft Networks Trie
Guater it for wicresoft ebvorls Trie
(Cluster Pl g e ¥y Trie
(Cluster Fyperv Extensible Virtual Swtch Fafse
Cluster B Packet Scheduler Tue
0 CTient for Wicresoft petvorks Trie
Cinayer. ecovery Responder ue
o GRS Topeiopy Discorery Respon True
0 Microsofe LLDP Brotocol oriver True
a LinkCayer rpolooy Otscovert vagper 10 orfver  RTTedo Trie
) Hicrosoft necnork Adspter Hulciplesor protocol mimplat Fafse
a3 Internet Protocol Version 4 (ICh/TPvE) wchip True
0 IyperV Extencible Virtusl Swcch S pp. False
™ Rt Pt Vel S U/ wiie iy
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PS C:\Windows\systen32> Set-NetAdapterAdvancedProperty -Name “vE* (LX)" -DisplayName “Jumbo Packet” -Displayvalue 9014 Bytes™
PS5 Co\Windows\systen3z> Get-NetAdapterAdvancedproperty -Name "VE* ()"
Name. Displayvane oisplayvatue RegistryKemord Registryvalue

SEthernet () 1pus Checksum OFFload Rk Tx Enabled
Vethernet () IpSec OFfload Aith header and €5P Enabled
Vithernet () Sumbo Packet 2014 pytes
Vithernet () Large Send Offload Version ... Enabled
Vethernet (U0 Large Send OfFload Version ... Enabled
Vethernet (U0 Network Direct. GROW) Dicabied
Vethernet (U Receive Side Scaling Enabled
Vethernet () TCh Checksum Offlond (IPve)  Rx & Tx Enabled
Vithernet (0 TCP Checksim OFfload (IPve)  Rx & Tx Enabled
Vethernet (0 0P Checksm OFflond (IPue)  Rx & Tx Erabled
Vethernet (0 U0P Checksum Offload (iPve)  Rx & Tx Enabled

Vethernet (6 Network Address
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'FP-HV-Host2"

\Windows\system32> Test-Cluster -Node “FP-HV-Host1’

Mode LastiiriteTine Length Name

12/18/2018  2:46 M 867020 Validation Report 2018.12.18 At 14.43.07.htm
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S C:\Windows\system32> Disable-NetAdapterBinding ~infa 2 -ComponentID ms_tcpip6 -Name VE
S C:\Windows\system32> Disable-NetAdapterBinding -infa 2 -ComponentID ms_tcpip6 -Name 0%
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PS C:\Users\Administrator> Install-WindowsFeature -Name Multipath-I0,
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| 8 NetApp Windows Unified Host Utilities Setup e x

Support for Multipathing

Do you wantto enable support or mutipathing?

Yes,instal support for Hulipath V0.
Selectif you are using  DSH 1o support mutipl paths to the storage system.

No,am using a singe palh fo my strage system.

onck ]
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S C:\Users\Adwinistrator> Add-WNetworkAdapter -SwitchName “iisoitch’ -Name
\Users\Administrator> Add-WMNetworkAdapter -SwitchName ““:i<ch’ —Nane
\Users\Administrator> Add-VMNetworkAdapter -SwitchName "StT<nitch” -Name

MQUT" -ManagementOS
Li" -Management0S
‘Cluster" -Management0S
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Ci\Users\Administrator> Get-NetAdapter

Interfacedescription
Cisco VIC Ethernet Interface 2 3t
CiS€o VIC Etharnet Interface 4 4w
Ci56o VIC Ethernet Interface 10 Up
Cisco VIC Ethernet Interface #3 5 p
C:\Users\Adwinistrators New-WiSwitch Nase SETawitch NetAdsotervame EnableEnbeddedTeaning

ame  Switchype NetAdapter Inter facebescription

Switch External  Teamed-nterface
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PS C:\Windows\system32> Get-ClusterGroup
Name OunerNode  State

Available Storage FP-HV-Host1 Online
Cluster Group  FP-HV-Host1 Online

PS C:\Windows\systen32> Get-ClusterQuorum
Cluster QuorumResource.

FP-HVSQL Cluster Disk 1
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PS C:\Windows\system32> New-Cluster -Name FP-HVSQL -Node FP-HV-Hostl,FP-HV-Host2 -StaticAddress 192.168.96.201
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B8 Microsoft

Failover Cluster Validation Report

Node: F2.HV-Host aflxpod iscoom Vaicates
Node: FP-HV.HOST2aflexpod.iscocom Vaicates
Started 1271872018 24307 oM
Completed 1271872018 24617 PM

The Valdate a Configuration Wizard must be un ater any change s made tothe configuration f the cluster o hardare. For more information, see
Ditod/o0 microsofcom/wink/o/Tinkig=28014

Results by Category

rme Descrption
e ¥ Confiuation Success
imsatory Success
Nt succss
Stonae Succss
Sustem Configuration Success.






image242.jpg
Rt i P21

ey < o,

P ey

ot Compraon o oy






image128.png
PS C:\Windows\system32> (Get-Cluster).BlockCacheSize
\Windows\system32> (Get-Cluster).BlockCacheSize

512

512





image127.png
ks C:\Windows\system32> (Get-Cluster).BlockCachesize
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PS C:\Windows\system32» Add-ClusterSharedVolume -Name "Cluster Disk 2"
Name State Node

Cluster Disk 2 Online FP-HV-HOST2
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Windows\system32> Get-ClusterResource

State OwnerGroup ResourceType
Cluster Disk 1 Online Cluster Group  Physical Disk
Cluster Disk 2 Online Available Storage Physical Disk
Cluster IP Address Online Cluster Group  IP Address

Cluster Name Online Cluster Group  Network Name

Virtual Machine Cluster WII Online Cluster Group  Virtual Machine Cluster WMI





image129.png
PS C:\Windows\systen32>
PS C:\Windons\systen32>
PS C:\Windons\systen32>
PS C:\Windons\systen32>
PS C:\Windons\systen32>

(Get—ClusterNetwork:
(Get-Clustarvetwork
(Get-Clustarvetwork
(Get-Clustarvetwork
(Get-Clustarvetwork

Where-Gbject {$_.Address
Where-Obect {5_.Address
Where-Obect {5_.Address
Where-Obect {5_.Address
Where-Object {5_.Address

"192.168.96.0}) .Name
"152.168.57.0°) Name
"152.168.95.0°) Name
"152.168.13.0°) Name

"192.168.23.0"1) Nane
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PS C:\Users\Administrator> Enable-MSDSMAutomaticClaim -EusType iSCSI,





image112.png
ISCSl Initiator Properties

Targets  Discovery Favorite Targets  Volumes and Devices RADIUS  Configuration

The ISCST nfiator service ensures that al voumes and devices on a favorie target are:
avalable. An atiempt torestore connectons to targets isted here wil be made every
tme this computer restarts.

To add a target to tis st you must use the default selection of "Add this connection to
the st of Favorie Targets- or use the “Quick Comnect” option.

Favorts agetss

Neme

a0, 1892-08.com.netappisn. e602fSc 312116892 2002098a0fecl2:vs.7
a0, 1892-08.com.netappisn.e602fSc3f8b2116892:2002089fecl2:vs.7
a0, 1892-08.com.netappisn.e602fSc3f8b211689220020989fecl2:vs.7
a0, 1992-08.com.netappisn. e602fSc3f8b2116892200208a9fedl2:vs.7

Toview the target detais select  target and then cick Detas.

Toremove 3 target from tis st and make it not reconnect [ e |
after a system restart select the target and then dick
Remove.,
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1SCS Iniiator Properties.

Targets  Discovery  Favorite Targets  Volumes and Devices.

RADIUS _ Configuration

Target portals
The system willook fo Targets on following portals: Rere
Address Port 1 address

192.168.13.19 3260  McosoftiSCSIInfator  192.168.13.109
192168.23.08 3260 MiosoftiSCSIInffator  192.168.23.109
192.168.23.19 3260 MiosoftiSCSIInffator  192.168.23.109
To add  target porta, lck Discover Portal. Discover Porta
Toremove 3 target portal, select the adress above and e

then cick Remove.
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PS C:\Windows\systen32> Get-Disk
Nober riendly Nase Seria Msber

Operstionistatus  Total size partition
e

0 NETAR LN Coode oS/ ontine 500,07 G T
2 NETAP LN Code Sosbeiute/n niine $60:07 G Gt
1 NP LN Cnode e Sntine 201 o wer
i Cico Coichaed vioo 201703304 No Nedia 0%
3 R AIRE R et o hedia 0% R
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PS C:\Windows\systen32> get-disk | where Partitionstyle -EQ ‘RAW' |°
where Nunber ~£Q 2 |°

Initialize-Disk -Partitionstyle GPT -PassThru |

New-Partition -Assignbriveletter -UseMaximumSize |*

Format-Volune -FileSysten NTFS -NewFileSysteaLabel "WiStore" -Confirm:$false

DriveLetter FilesystenLabel Filesysten OriveType HealthStatus Operationalstatus SizeRemaining
1 Wistore NTES Fixed  Healthy Ok 499.79 B 499.94 GB
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PS C:\Windows\systen32> get-disk | where PartitionStyle -EQ 'RAW' |’
where Number ~£Q 1 '

Initialize-Disk -Partitionstyle MBR -PassThru |
New-Partition -AssignDriveLetter -UseMaximumSize |
Format-Volune —FileSysten NTFS -NewileSystenLabel “Quorum” —Confirm:Sfalse

DriveLetter FileSystenLabel FileSystem DriveType HealthStatus OperationalStatus SizeRemaining  Size

W Quorum NTFS Fixed  Healthy oK 1.98 B 2.01 GB.
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PS C:\Windows\systen32> get-disk | where PartitionStyle -£Q 'RAW' |
where Number -£Q 2 |
Set-disk -Isoffline $false
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PS C:\Windows\systen32> get-disk | where Partitionstyle -EQ 'RAW' |
where Number -EQ 1 |-
Set-dgisk -Tsoffline sfalse
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[ Settings for RHEL_21 on FP-HV-Host!
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[root@SQLVMO1 network-scripts]# ip link list

0 brd 69:00

‘Uink/Loopback 60:00:60:60:
2: ens192:

Link/ether 60:50:56:aa:79:96 brd ff:
ens22
Link/other 00:50:56:aa:9d:32 brd ff

Link/ether 00:50:56:aa:67: f1 brd ff:
[ro0t@SQLVMO1 network-scripts]# |

: lo: <LOOPBACK,UP, LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT qlen 1
60:60:60:60
<BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1500 qdisc
Ry
<BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc
L FE:
: ens256: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1508 qdisc
R

mq state UP mode DEFAULT qlen 1000
mq state UP mode DEFAULT qlen 1000
mq state UP mode DEFAULT glen 1000
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[login as: flexadninGAELEXPOD.CISCO.COM
£1e3tadnin@AFLEXPOD. CTSCO. COMBSQLVMOL's password: ‘
creating home directory for flexadmin@AFLEXPOD.CISCO.COM.

{flexadnin@aflexpod. cisco.com@SQLVMOL ~1§ pwd

|/ home/ £1exadninGaflexpod. cisco. con

[flexadmin@aflexpod.cisco.con@soLviol ~15 i
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[£oot8SQLVML ~]# realm join aflexpod.cisco.com -U 'flexadminBAFLEXPOD.CISCO.COM' -
* Resolving: _ldap. tep.atlexpod.cisco.con

+ Pecforning TDAP D35 lookup on: 10.1.166.9

* Successfully discoversd: aflexpod.cisco.con

Passuord for flexadnindAFLECPOD.CISC,COME

* Required files: /use/sbin/oddjobd, /ust/}ibexec/oddiob/mkhonedic, /usc/sbin/sssd, /usc/bin/net
* LANG=C LOGNAME=COSt /use/bAN/net -5 /vat/cache/ tealnd/cealnd-smb cont FOCSTE -1 Flexadnin@AFLEXPOD.CISCO.COM
ads Join attexpod. cisco.con

Enter flexadmindAFLEXPOD,CISCO,COM'S pas

‘oed:ONS update failed: NT_STATUS_INVALID_PRRRMETER

Using short domain nams - AFLEXSOD
Joined 'SQLWI’ to dns domain ‘aflexpod.cisco.con’

o v domain contigured for sqlvmi. Unable to perform DS Update.

* LANG=C LOGNAME=root /ust/bin/net -3 /vat/cache/ tealnd/realnd-sibecont.FOCTE -y TlexadninAFLEKPOD.CISCO.COM
ads veytab create

Encer flexadninGAFLEXPOD.CISCO.COM'S passuord:

* ust/bin/systenctl enable sssd.service

ceeated symlink from /ate/systend]systen/mlti-use. target uants/sssd.service to
+ Juse/bin systenct] restact sssd.secvice

* Juse/bin/sh ~c fusc/sbin/autheonfig --update —-enablosssd --enablesssdauth --enablenkhonedir
£/bin/systenctl enable oddjobd.service 66 /use/bin/systenctl start oddjobd.service

* succasstully entolled machine in realn

trootesouv1 ~1# [1

W/ systen/sssd.ce






image143.jpg





image149.png
[root@SQLVMEL /]#
[root@SQLVML /1# cat /etc/iscsi/initiatorname.iscsi
InitiatorName=iqn.1994-05.com. redhat:sqlvmdl.aflexpod.cisco.com
[root@SQLVMOL /]#

[rootesqLvmel /1# i
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[root@SQLVMEL /]# ping -M do -s 8972[192.165.12.18 |-T ens224
Five 557 16017 16" (192 166:13.16) feom 192 16812 55 onezas: 8972(900) bytes
3936 bytes from 192.165.12.18: icmp_seq:
8980 bytes from 192.168.12.1: icmp_seq
-

- 192.168.12.18 ping statistics -
2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/ndev = 0.228/0.257/0.286/0.629 ms
[rootesqLvwol /1#

[rootesQLVMO1 /1# ping -H do -s 8972 [[37 160 17.19-1 ens224
JPING 152.169.12.19 (192.168.12.19) from 152.168.12.57 ens224: 8972(9008) bytes
4 tine=6.275 ms

6980 bytes from 152.168.12.19: icmp_seq
398 bytes from 192.168.12.19: icmp_seq-
-

-~ 192.168.12.19 ping statistics
J2 packets transmitted, 2 received, 6% packet loss, time 1068ms
rtt min/avg/max/ndev = 0.232/0.253/0.275/0.626 ms

[rootesqLvHo1 /1# i

[rooteSQLVMO1 /1# ping -H do -5 8972(197 160.77.10] -1 ens256

JpInG 162.168.22.19 (192.168.22.19) from 192.163.22.52 ens256: 8972(9008) bytes
2980 bytes from 192.168.22.15: 1cmp_seq
Jsoge bytes from 192.165.22.19: icmp seq=:
~c

|- 192.166.22.19 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1660ms
rtt min/avg/max/ndov = 0.265/0.274/0.284/0.619 ms

[rootesqLvMo1 /1#

[rootesqLVMO1 /1# ping -H do -s 8972 [[52 165 22 15 ]-T ens256

JPING 192.168.22.18 (192.168.22.18) from 192.108.22.52 ens256: 8972(9608) bytes
3986 bytes from 192.165.22.15: icmp_seq:
8950 bytes from 192.165.22.18: icmp_seq:
I~c

-~ 162.168.22.18 ping statistics

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/ndev = 0.252/0.259/0.267/0.617 ms
[rootesqLvmel /1# ||

of data.

of data.

of data.

of data.
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[root@SQLVMB1 network-scripts}# pud
etc/syscontig/notwork-scripts
network-scripts]# 1s
itdown ifdown-1pv6  1fdown-routes
ifdown-brep  ifdown-isdn 1fdown-sit
ifdown-oth ifdown-post 1fdown-Team
ifdoun-ippp ifdown-ppp ifdown-TeanPort
network-scripts]# cat ifcfg-ons224

[ rootesoLVMo1 network-scripts)# |

(root@SaLMe1 network-scripts)# pud
7etc/syscontig/motwork-scripts
[rootesqLwo1 notwork-scripts]# 1s
ifctg-ens102 ifdown ifdown- 1pus
ifdown-bnop  1fdown-isdn
ifdown-ath  ifdoun-post
ifdown-ippp _ifdown-ppp

[(rootesqLwo1 notwork-scripts# |

itdown
ifdown
ifdown
i fdown

routes
sit

Tean
TeasPort
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PS C:\Windows\system32> (Get-ClusterNetwork —Name

PS C:\Windons\system32> (Get-ClusterNetwork -Nane "Cluster_Network™) .Role =
PS C:\Windons\system32> (Get-Clusterietwork -Nane "Ui Network™.Role = 1
PS Co\Windons\system32> (Get-ClusterNetwork -Name "iSCST-ANetwork™).Role

PS Ci\Windons\system32> (Get-ClusterNetwork -Name "iSCST-E_Network™) .Role
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Live Migration Settings
Networks for Live Migration

Select one or more networks for virtual machines to use for ive migration.
Use the buttons to st them i order from most preferred at the top to
least preferred at the bottom.
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New Virtual Machine Wizard

B Installation Options
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3 New Virtual Machine Wizard

& Connect Virtual Hard Disk

Before You Begn A vitual machine requres storage 5o that you can nstal an aperating system. You can specy the
Storage now or configure iater by modfying the vitual machines propertes.
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