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| ntroduction

This document describes how to improve the security of your Remote Access VPN implementation.
Prerequisites

Requirements

Cisco recommends you to have knowledge of these topics:

* Cisco Secure Client AnyConnect VPN.
» ASA/FTD remote access configuration.



Components Used
The best practices guide is based on these hardware and software versions:

» Cisco ASA 9.x
» Firepower Thread Defense 7.x / FMC 7.x

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Caution: This document does not contain steps for Firepower Device Manager (FDM). The FDM
only supports changing the authentication method on the DefaultWEBV PNGroup. Please use
control-plane ACLSs, or a custom port in the Remote Access VPN 'Global Settings' section within
the FDM UI. Please reach out to Cisco Technical Assistance Center (TAC) for further assistance if

needed.

Background I nformation



The purpose of this document is to ensure the Cisco Secure Client AnyConnect VPN configuration is
adhering to security best practices in amodern world where cybersecurity attacks are common.

Brute force attacks usually involve repeated attempts to gain access to a resource by using username and
password combinations. Attackerstry to use their internet browser, the Secure Client User Interface, or other
tools to enter multiple usernames and passwords hoping they match alegitimate combinationina AAA
database. When using AAA for authentication we expect the end user to enter their username and password
since thisis necessary to establish the connection. At the same time, we are not verifying who the user is
until they enter their credentials. By nature, this alows attackers to take advantage of these scenarios:

1. Exposed fully qualified domain names for the Cisco Secure Firewall (especially when using a
group-aliases in the connection profile):
- If the attacker discoversthe FQDN of your VPN firewall, they then have the option to
select the tunnel-group using the group-alias in which they want to start the brute-force
attack.

2. Default Connection Profile configured with AAA or Local Database:
- If the attacker finds the FQDN of the VPN firewall, they can attempt to brute-force attack
the AAA server or local database. This occurs because the connection to the FQDN lands
on the Default Connection Profile, even if no group-aliases are specified.

3. Resource exhaustion on the firewall or on AAA servers:
- Attackers can overwhelm AAA servers or firewall resources by sending large amounts of
authentication requests and creating a Denia of Service (DoS) condition.

Concepts

Group-Aliases:

» An aternate name by which the firewall can refer to a connection profile. After initiating a connection
to the firewall, these names appear in a drop-down menu in the Secure Client Ul for usersto select.
The removal of group-aliases removes the drop-down functionality in the Secure Client Ul.

Group-URLs:

* A URL that can be tied to a connection profile so that incoming connections are direcly mapped to a
desired connection profile. There is no drop-down functionality, as users can enter the full URL in the
Secure Client Ul, or the URL can be integrated with a'Display Name' in the XML profile to hide the
URL from the user.

The difference here is when group-aliases are implemented, a user initiates a connection

to vpn_gateway.example.com and is presented with aliases to select that drive them to a connection profile.
With group-URLS, a user initiates a connection to vpn_gateway.example.com/example_group and that
drives them directly to the connection profile without the need or option for a drop-down menu.

Secure Client Hardening Practices on Cisco Secure Firewall:

These methods rely on mapping legitimate users to proper tunnel-groups/connection profiles while
potentially malicious users are sent to a trap tunnel-group that we configure to not allow username and
password combinations. Though not all combinations must be implemented, disabling group-aliases and
changing the authentication method of the DefaultWEBYV PNGroup and DefaultRAGroup are required for
the recommendations to work effectively.



Disable group aliases and only use group-url in the Connection Profile configuration, this allows you
to have a specific FQDN that is not going to be easy for an attacker to discover and select since only
the clients with the proper FQDN are able to initiate the connection. For

example vpn_gateway.example.com/example_group is harder for an attacker to discover than
vpn_gateway.example.com.

Disable AAA authentication in the DefaultWEBYV PNGroup and DefaultRAGroup and configure
certificate authentication, this avoids a possible brute-force against the local database or AAA server.
The attacker in this scenario would be presented with immediate errors upon attempting to connect.
There is no username or password field since the authentication is based on certificates, thus stopping
brute force attempts. Another option isto create a AAA server with no supporting configuration to
create a sinkhole for malicious requests.

Utilize certificate-mapping for the connection profile. This allows incoming connections to be mapped
to specific connection profiles based on attributes received from certificates on the client device.
Users who have the proper certificates are mapped correctly, while attackers who fail the mapping
criteria are sent to the DefaultWEBV PNGroup.

The usage of IKEv2-1PSec instead of SSL causes tunnel-groups rely to on a specific user-group
mapping in the XML profile. Without this XML on the end user machine, users are automatically sent
to the default tunnel-group.



Note: For amore information regarding the group-alias functionality, see ASA VPN Configuration
Guide and observe 'Table 1. Connection Profile Attributes for SSL VPN'.

| dentify Attacksusing Logging and Syslog | Ds

Brute-force attacks represent the predominant method of compromising Remote Access VPNs, exploiting
weak passwords to gain unauthorized entry. It is crucial to know how to recognize signs of an attack by
leveraging the use of logging and evaluating syslogs. Common syslogs IDs that can indicate an attack if
encountered with abnormal volume are:

%A SA-6-113015

<#root>
Y%ASA- 6- 113015

: AAA user authentication Rejected : reason = User was not found : local database : user = admin : user


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html

%A SA-6-113005

<#root>
%ASA- 6- 113005

DO

: AAA user authentication Rejected : reason = Unspecified : server = Xx.Xx.x.x : user = *#*¥%%% : yser IP =

%A SA-6-716039

<#root>
%ASA- 6- 716039

: Group <Df1tGrpPolicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN

The username is always hidden until the no logging hide user name command is configured on ASA.




Note: Note: This providesinsight if valid users are generated or known by offending 1Ps however,
please be cautious as usernames are visible in the logs.

Cisco ASA Logging:

User Guide to Secure ASA Firewall
L ogaing chapter of the Cisco Secure Firewall ASA Series General Operations CLI Configuration Guide

Cisco FTD Logging:

Configure Logaing on FTD viaFMC

Configure Syslog section in the Platform Settings chapter of the Cisco Secure Firewall Management Center
Device Configuration Guide

Configure and Verify Syslog in Firepower Device Manager

Configuring System L ogging Settings section in the System Settings chapter of the Cisco Firepower Threat
Defense Configuration Guide for Firepower Device Manager

Attack Verification

To verify, log in to the ASA or FTD Command Line Interface (CLI), run the show aaa-server command and
investigate for an unusual number of attempted and rejected authentication requests to any of the configured
AAA servers:

<#root>

ciscoasa#

show aaa- server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 8473575 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 8473574 - - - - - >>>> Unusual increments

<#root>

ciscoasa#

show aaa- server


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#concept_8637BBD154854CA498A2DA66D55A115E
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html#id_88125

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server

Server Protocol: ldap

Server Hostname: ldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 2228536 - - - - - >>>> Unusual increments

Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments
Number of challenges 0

Number of malformed responses 0

Number of bad authenticators 0

Number of timeouts 1

Number of unrecognized responses 0

FMC Configuration Examples

Disable AAA Authentication in the DefaultWEBVPNGroup and DefaultRAGroup

Connection Profiles

Navigate to Devices > Remote Access.

Firewall Management Center

Ovenicw f Dashbosrds | Overview Analysis Policies Devices Objects

Device Management
NAT

QoS

Platform Settings

Summary Dashboard

Network Threats Intrusion Events Status Geolocation QoS FlexConfig

Certificates

» Top Zero Trust Applications

Displays navigating the FMC GUI to get to the Remote Access VPN Policy configuration.

Integration

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubleshooting

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer
Packet Capture

Upgrade
Threat Defense Upgrade
Chassis Upgrade

Edit the existing Remote Access VPN Policy and create a connection profile named 'DefaultRA Group'

i+ Firewall Management Center Overviow  Arabysis  Policies  Dovees  Objects  Infegrabion

Displays how to edit the Remote Access VPN Palicy within the FMC Ul ..

Edit the connection profiles named 'Default WEBV PNGroup' and 'DefaultRA Group'



Firewall.l'l_nlanagement Center Overview Analyss Poiicies Dewices Objects Integration Depiy O @ 4 @  admn -

RAVPN

Enter Description

Dyramic Access Policy: M
Connection Profile  Access interfaces  Acvanced

Displays how to edit the Default WEBVPNGroup within the FMC UI.

Navigate to the AAA tab and select the Authentication M ethod dropdown. Select 'Client Certificate Only'
and select Save.

Edit Connection Profile

Connection Profile:* | DefaultWEBVPNGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: Client Certificate Only 4

Enable multple certincate authentication

» Map username from client certificate

Authorization

Authorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

Changing the authentication method to client certificate only for the Default WEBVPNGroup within the FMC UI.

Edit the DefaultRAGroup and Navigate to the AAA tab and select the Authentication M ethod dropdown.
Select 'Client Certificate Only' and select Save.




Edit Connection Profile

Connection Profile* | DefaultRAGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: || Client Certificate Only v

Enable multiple certificate authentication

» Map username from client certificate

Authorization

Awthorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

Changing the authentication method to client certificate only for the DefaultRAGroup within the FMC Ul .




Note: The authentication method can also be asinkhole AAA server. If this method is used, the
AAA server configuration is fake, and does not actually process any requests. A VPN pool must
also be defined in the 'Client Address Assignment' tab to save the changes.

Disable Hostscan / Secure Firewall Posture on the DefaultWEBVPNGroup and
DefaultRAGroup (optional)

Thisisonly necessary if you have Hostscan / Secure Firewall Posture in your environment. This step
prevents attackers from increasing the resource utilization on the firewall caused by the endpoint scanning
process. In the FMC, thisis achieved by creating a FlexConfig object with the command without-csd to
disable the endpoint scanning functionality.

Navigate to Objects > Object Management > FlexConfig Object > Add FlexConfig Object.



F ire\fvall Management Center o Ansiysia Policies

FlexConfig Object

Application Filters
AS: Path

BFD Ternplate
Cipher Suite List
Community List
DHCP IPvE Posl
[hstinguished Name
DNS Server Group
Exvedrasl Altributes

Amponnet_rouin_Fnng
Detault_DNS_Condgune
Dulwt_inspection_Protaced_Disable
Dotoult_inspection_Protocol_Enable
DHCPYE_Prefix_Delegaton_Configuie
File List
FlenCanfig

FlexCeriig Object

Toxt Objwct
Geolocation

DHCPYE_Profx_Delegation_UnConfgurs

DE_Configues

ONE_UnContours

Eip_Configure
Intestace
Eirp_ininrisen_Confgus

Kary Chasin

Hatveark EQrD_UnConfgure

Contigune Default DNS with the help 0f TextObRcts delaultDNS.
Dessin Defoul Inspecton

Erablo Detaut Inspecton

Contgune ans cutsde (PO chent) and ona insde nteriace (recp.
Homow contguration of gne cutzice (PO chont] and ong i
Confgune DA with ihe heip of TexiObjects desParameiers and
Rirnow U (NS conhgurations
Contgunes sy, 1. ConOUImS naxt hop. 2. CoNROUILS SUID-Su

Conbgures interlnse parameters fof nirn 1 Cardgures swent

Clears s confguration for an AS

Name the FlexConfig object, set the deployment to Ever ytime with the type Append. Then, enter the

syntax exactly as shown and save the object.

Edit FlexConfig Object

Name:
Witihout-CSD

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.

Insert » 25 Deployment: Everytime Type: | Append

tunnel-group DefaultWEBVENGroup webvpn-attributes
without-csd

tunnel-group DefaultBRAGroup webvpn-attributes
without-cad

» Variables

Property

paps (Type:Name)

Dimension Default Value Override

No records to display

Description

Navigate to Devices > FlexConfig and then click the Pencil to edit the FlexConfig Policy.




F.lr.cwfall Management Center o s Policies f Obiects ntegration

Stats Last Msdifes

Tangeting 1 devices 2074-04-10 21:54:19
Mo by “mant

Editing the FlexConfig policy within the FMC.

L ocate the object you created from the User Defined section. Then, select the arrow to add it to the Selected
Append FlexConfigs. Lastly, select Save to save the FlexConfig policy.

F.lre.walIManagemenl Center D - - A o Otiacts

FlexConfig

Enter Description

% Selected Propand FlaxConfigs

- Gystim Dofned
T Dafult_DMS_Conbguns
Dafint_inspoction_Prolocol_ Disabia

! Datmt_inspaction_Protocol_Erabls Sekcted Appand FlaxConfigs
? DHCIVE_Profis_Delogation_Costgure
B Mame
DHCPvE_Profix_Deldegation_UnCenhigund
} DNS_Configure

DNS_UnConhgue

Attach the FlexConfig object to the FlexConfig Policy.

Select Policy Assignments and choose the FTD you want to apply this FlexConfig policy to, then select
OK. Select Save again if thisis anew FlexConfig assignment and deploy the changes. Once deployed,
verify

Targeted Devices

Taegoted Devicos

Sedect devices to which you want 1o apply this policy.
Available Devices

©, Search by name of value




Enter the FTD CLI and issue the command show run tunnel-group for the DefaultWEBVPNGroup and
DefaultRAGroup. Verify that without-csd is now present in the configuration.

<#root>

FTD72#

show run tunnel - group Defaul t RAG oup

tunnel-group DefaultRAGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultRAGroup webvpn-attributes
authentication certificate

wi t hout - csd

FTD72#

show run tunnel - group Def aul t WEBVPNG' oup

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultWEBVPNGroup webvpn-attributes
authentication certificate

wi t hout - csd

Disable Group-aliases and Enable Group-URLs

Navigate to a connection profile and select the 'Aliases tab. Disable or delete the group-alias, and click the
plusicon to add a URL alias.



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy:* | DfltGrpPolicy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

-+

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

-

Status

Disabling the group-alias option for a tunnel-group within the FMC UlI.

Configure an object name for the URL alias, and fill out the FQDN and/or |P address of the firewall for the
URL, followed by the name you want to associate the connection profile with. In this example, we chose
‘aaaldap'. The more obscure, the more secure, asit islesslikely for attackersto guess the full URL even if
they have obtained your FQDN. Once finished, select Save.



Edit URL Objects

Name
LDAP-ALIAS

Description

URL
htips:f/fid1 M com/aaalda

Allow Overrides

Creating a URL-Alias object within the FMC UI.

Select the URL Alias from the dropdown, check the Enabled box and select OK.




Add URL Alias

URL Alias:
LDAP-ALIAS

+ Enabled

Ensurethe URL-Aliasis enabled within the FMC Ul.

Ensure the group-aliasis deleted or disabled and check that your URL Alias is now enabled then select
Save.



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

URL Status

LDAP-ALIAS (https://fid1 | com/aaaldap) Enabled

Enabling the URL-Alias option for a tunnel-group within the FMC UlI.

If desired, URL Aliases can aso be pushed as part of the XML. Thisis achieved by editing the XML using
the VPN Profile Editor or the ASA Profile Editor. To accomplish this, navigate to the Server List tab and
ensure the User Group field matches the URL Alias of the connection profile when using SSL. For IKEv2,
ensure the User Group field matches the exact name of the connection profile.




b It s Iheghly recommanded that at least one srver ba dafired & A

Editing the XML profile to have a URL-Alias for S3_ connections.

Certificate Mapping

Navigate to the Advanced tab within the Remote Access VPN Policy. Choose a general setting option based
upon preference. Once selected, select Add M apping.

Local Resim: M Dynamic Access Policy: M

General Settings nnection Profile Mapping
n orker vl i

Navigating to the Advanced tab within the FMC Ul to create a certificate map object within the FMC UI.

Name the certificate map object and select Add Rule. In this rule, define the properties of the certificate you
would like to identify to map the user to a certain connection profile. Once finished, select OK and then
select Save.



Add Certificate Map

Map Name*:
Certificate-Map-CN

Mapping Rule
Configure the certificate matching rule

i Field Component Operator Value

1 Subject CN (Common Nami v Equals customvalue

[ [==T]

Create a certificate map and add criteria for the map within the FMC UI.

From the dropdown, select the certificate map object, and the connection profile you want the certificate
map to be associated with. Then select OK.



Add Connection Profile to Certificate Map

Choose a Certificate Map and associate Connection Profiles to
selected Certhicate Map.

Certificate Map Name*:
Certificate-Map-CN

Connection Prohle®:
LDAP-TG

Tie the certificate map object to the desired tunnel-group within the FMC UI.

Ensure the Default Connection Profileis configured as DefaultWEBVPNGroup so if auser failsthe
mapping they are sent to the DefaultWEBV PNGroup. Once finished, select Save and deploy the changes.

RAVPN

Enter Description

Sove  Cancel

Dynamic Access Policy: 1
Conmaction Profls Access Interfaces Advanced

Secure Chant Imigas General Settings for Connection Profile Mapping
The device processes th pobcies in the order kstod below untl & Snds 2 match
Usa group URL if group URL and Certifeste Map match different Connoction Profles.
¥ Usa the configured ndes to maich a cortificate 1o a Cannection Prafile
Certificate to Connection Profile Mapping
Chant request is checked against sach Corificate Map, assocised Gonnecton Profile wil be used when naes ane matched If none of the Gertifcat Map is matched, detult onneciion profie wil bo chosan
Binaries
Custom Installer Transtorrs
Localized Installer Transforms
Address Assignment Policy
Cerficate Maps
Geoup Policies
LOEP Attribute Mapping
Load Balancing
- IPsec
Cryplo Maps
KE Policy

a AETE
Psoc/IKEv2 Parsmaters DretaultWEENFHGroup

Change the default connection profile for certificate mapping to the Default WEBVPNGroup within the FMC Ul.
| Psec-IKEv2

Select the desired | Psec-IKEV2 connection profile, and navigate to Edit Group Policy.




Edit Connection Profile

Connection Profile:* IKEV2

Group Policy:* | IKEV2-IPSEC

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the

assignment criteria.

Address Pools:

Name IP Address Range

AnyConnect_Pool 10.50.50.1-10.50_50_6

DHCP Servers:

Name DHCP Server IP Address

Edit a group-policy within the FMC UI.

In the General tab, navigate to the VPN Protocols section and ensure the | Psec-I| KEV2 box is checked.



Edit Group Policy

Pd e *

IKEV2-IPSEC

Description

Geneml Secure Chant Achsanced

VPN Protocols VPN Tunnel Protocol

Specify the VPN tunnel types that user can use, Al least one tunneding mode

I Address Pools must be configured for users to connect over a VPN tunned.

Bannear S5L
DSBS w  |Pspc-lKEvY

Spiit Tunneling

Enable IPsec-IKEV2 within a group-policy in the FMC Ul.

In the VPN Profile Editor, or ASA Profile Editor, navigate to the Server List tab. The User Group hame
MUST be an exact match to the connection profile name on the firewall. In this example, IKEV2 was the
connection profile / User Group name. The primary protocol is configured as |Psec. The 'Display Name' in
isdisplayed to the user in the Secure Client Ul when establish a connection to this connection profile.




Server List Entry
Server Lpad Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection Information
Display Mame (required) FTD1-IPSEC Primary Protocaol
FQDMor IP A... Lsar Group B AsA gateway
ﬂdl:(t}m IKEV2 Auth Methiod During [KE Megotiation  |EAP-AnyCornect
Group LRL [KE [dertity (105 gateway only)
Baclowup Servers
Host Address Add
Move Lo
Mowve D,
Delete
oK Cancel

b

Edit the XML profile so that the primary protocol is IPsec, and the User Group matches the connection profile name.



Caution: An SSL connection is required to push XML profilesto the client from the firewall.
When only using IKEV 2-1Psec, the XML profiles must be pushed to the clients via an out-of-band
method.

Oncethe XML profileis pushed to the client, Secure Client uses the User Group from the XML profile
to connect to the IKEV 2-1Psec connection profile.



9 Cisco Secure Client

AnyConnect VPI:
Contacting FTD 1-IPSEC.

FTD1-IFSEC Connect

i ©

8 Cisco Secure Client | FTD1-IPSEC

Lszername:

Password:

Secure Client Ul view of the IPsec-IKEv2 RAVPN connection attempt.
ASA Configuration Examples

Disable AAA Authentication in the DefaultWEBVPNGroup and DefaultRAGroup
Connection Profiles

Enter the webvpn-attributes section for tunnel-group DefaultWEBV PNGroup and specify the authentication
as certificate based. Repeat this process for the DefaultRAGroup. Users who land on these default
connection profiles are forced to present a certificate for authentication and are not presented with the
opportunity to enter username and password credentials.

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate



Disable Hostscan / Secur e Firewall Posture on the Default WEBVPNGroup and
DefaultRAGroup (optional)

Thisisonly necessary if you have Hostscan / Secure Firewall Posture in your environment. This step
prevents attackers from increasing the resource utilization on the firewall caused by the endpoint scanning
process. Enter the webvpn-attributes section for the DefaultWEBVPNGroup and DefaultRAGroup and
connection profiles and implement without-csd to disable the endpoint scanning functionality.

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

Disable Group-aliases and Enable Group-URLSs

Enter the tunnel-group(s) users are connecting to. If there is an existing group-alias, disable it or remove it.
In thisexampleit is disabled. Once that is complete, create a group-url using the FQDN or IP address of the
RAVPN terminating interface. The name on the end of the group-url needs to be obscure. Avoid common
values such as VPN, AAA, RADIUS, LDAP asthese make it easier for attackersto guessthe full URL if
they obtain the FQDN. Instead use internally significant names that help you identify the tunnel-group.

ASA# configure terminal

ASA(config)# tunnel-group NAME webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias NAME disable
ASA(config-tunnel-webvpn)# group-url https://FQDN/name enable

Certificate Mapping

From global configuration mode, create a certificate map and assign it a name and a sequence number. Then
define arule that users must match to utilize the mapping. In this example, users would have to match the
criteria of acommon name value that equals "customvalue'. Next, enter the webvpn configuration and apply
the certificate map to the desired tunnel-group. Once compl eted, enter the DefaultWEBYV PNGroup and
make this tunnel-group the default for users who fail the certificate mapping. If usersfail the mapping, they
are directed to the DefaultWEBV PNGroup. While the DefaultWEBVPNGroup is configured with certificate
authentication, users do not have the option to pass username or password credentials.

ASA(config)# crypto ca certificate map NAME 1
ASA(config-ca-cert-map)# subject-name attr cn eq customvalue

ASA(config)# webvpn
ASA(config-webvpn)# certificate-group-map NAME 1 TG-NAME



ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# tunnel-group-map default-group

| Psec-IKEv2

From global configuration mode, you can edit an existing group-policy or create a new one and enter the
attributes for that group-policy. Once you are in the attributes section, enable IKEv2 as the only vpn tunnel
protocol. Ensure that this group-policy istied to atunnel-group that is going to be utilized for IPsec-IKEV 2
remote access VPN connections. Similar to the FM C steps, you must edit the XML profile viathe VPN
Profile Editor or the ASA Profile Editor and change the User Group field to match the name of the tunnel-
group on the ASA, and change the protocol to IPsec.

ASA# configure terminal

ASA(config)# group-policy GP-NAME internal
ASA(config)# group-policy GP-NAME attributes
ASA(config-group-policy)# vpn-tunnel-protocol ikev2

ASA(config)# tunnel-group TG-NAME general-attributes
ASA(config-tunnel-general)# default-group-policy GP-NAME

In the VPN Profile Editor, or ASA Profile Editor, navigate to the Server List tab. The User Group hame
MUST be an exact match to the connection profile name on the firewall. The primary protocol is configured
as |Psec. The display name is shown to the user in the Secure Client Ul when establishing a connection to
this connection profile.



Server List Entry

Server |Load Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection [nformation
Display Mame (required) | ASA-TPsec Primary Protocol | [Psec w
FQDMor [P A... Llser Group B Asa gateway
FQDM TG-MAME Auth Method During [KE Megotiation  |EAP-AmyConnect
Group LRL [KE [dentity (105 gateway anly)
FQOMN/TG-NAME
BackLp Servers
Host Address Add
Mowve Lip
Move D..
Delete
Ok Cancel

Edit the XML profile so that the primary protocol name is IPsec and the User Group name matches the tunnel-group name of the ASA for |Psec-
IKEv2 RAVPN connections.



Caution: An SSL connection is required to push XML profilesto the client from the firewall.
When only using IKEV 2-1Psec, the XML profiles must be pushed to the clients via an out-of-band
method.

Conclusion

In summation, the purpose of the hardening practices in this document is to map legitimate users to custom
connection profiles while attackers are forced to the Default WEBV PNGroup and the DefaultRAGroup. In
an optimized configuration, the two default connection profiles do not have any legitmate custom AAA
server configuration. Additionally, the removal of group-aliases prevents attackers from easily

identifying custom connection profiles by removing the drop-down visibility upon navigating to the FQDN
or public IP address of the firewall.
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