Troubleshoot AnyConnect DNS Queries to
mus.cisco.com
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Introduction

This document describes the behavior of the Anyconnect VPN Core module when it queries the
fully qualified domain name (FQDN) mus.cisco.com in specific scenarios. This query occurs when
the AnyConnect client attempts to determine if the endpoint has internet access and there is no
VPN in use.

Contributed by Peter Giang, Cisco BU.

Contributed by Steve Sargent, Cisco BU Technical Leader.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
- AnyConnect module installation.

- AnyConnect Diagnostic and Reporting Tool (DART) Bundle creation.
- Wireshark sniffer captures.

Components Used
The information in this document is based on these software and hardware versions:

- Anyconnect core VPN module version 4.8.03052
- Windows 10 Enterprise 10.0.18363 Build 18363



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

This document can also be used with these hardware and software versions:

- Any Operating system (MacOS, Windows, Linux).
- Any AnyConnect version prior to 4.10.

Background Information

AnyConnect queries to mus.cisco.com are expected by design.

Note: There is an enhancement defect created for this behaviour. Cisco bug ID
CSCvu39643. Queries to mus.cisco.com from the VPN core must not be performed if VPN
module is not used.

Problem

When the AnyConnect VPN core module is not in use (no XML profile is configured for VPN
connections), queries to mus.cisco.com are generated every 15 seconds.

Solution 1

Add a Domain Name System (DNS) entry on your DNS server, in order to resolve name queries to
mus.cisco.com. If you do not manage a DNS server, forward such requests to a public DNS
server.

Once mus.cisco.com FQDN is able to be resolved, AnyConnect stops the query attempt.

Solution 2

Add a DNS entry to your Operative System (OS) hosts file in order to resolve the FQDN
mus.cisco.com.

Windows

1. Press the Windows key.

. Type Notepad in the search field.

. In the search results, right-click Notepad and select Run as administrator.
. From Notepad, open the file: "C:\Windows\System32\Drivers\etc\hosts".

. Make the necessary changes to the file.

. Select File > Save in order to save your changes.
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. Open a Terminal window.
2. Enter this command in order to open the hosts file with the nano text editor embedded in the
OS: "sudo nano /etc/hosts".


https://tools.cisco.com/bugsearch/bug/CSCvu39643

3. Enter your domain user and password.
4. Make the necessary changes to the file.
Linux

1. Open a Terminal window.

2. Enter the this command in order to open the hosts file with the nano text editor embedded in
the OS: "sudo nano /etc/hosts".

3. Enter your domain user and password.

4. Make the necessary changes to the file.
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The instalation of AnyConnect VPN core module.

Network Diagram
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Troubleshoot

In order to confirm the proper operation, you can enable a packet capture on the egress interface
of the endpoint with the use of Wireshark.
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On the Graphic User Interface (GUI) of the AnyConnect client, the message "Network error.
Unable to lookup host names" is displayed (as shown in the image).
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When any of the workarounds are applied you can also make a packet capture on Wireshark and
use the DNS filter in order to confirm the constant queries to mus.cisco.com:

On the GUI interface of AnyConnect client,

shown in the image).

M ldns r
Ho. Time: Source Destination Protocal  Length Info
16389 BE6.242487 10.4.9.62 18.4.9.1 NS 84 Standard query ®xc72% A sls.update.microsoft.com
16352 866.151743 10.4.9.62 18.4.9.1 NS 91 Standard query @xad6f A settings-win.data.microsoft.com
16486 867.055885 18.4.9.62 18.4.9.1 s &4 Standard query @xc72% A sls.update.microsoft.com
16414 867.151917 19.4.9.62 18.4.9.1 NS 91 Standard query @xadef A cettings-win.data.microsoft.com
16449 BE9.0958889 18.4.9.62 18.4.9,1 DHS &4 Standard query @xc729 A sls,update.microsoft.com
16451 BED.167454 10.4.9.62 18.4.9.1 DHS 91 Standard query @xadsf A settings-win.data.microsoft.com
16580 B873.858065 19.4.9.62 18.4.9.1 DHS 84 Standard query Bxc729 A sls.update.microsoft.com
16587 B873.183053 10.4.9.62 18.4.9.1 DS 91 Standard query @xadéf A settings-win.data.microsoft.com
16562 B877.8885933 10.4.9.62 18.4.9.1 ous 84 Standard query 8x8982 A sls.update.microsoft.com
16587 B78.873865 10.4.9.62 18.4.9.1 oHs. &4 Standard query 8x9982 A sls.update.microsoft.com
16598 879.873732 19.4.9.62 18.4.9.1 DS B4 Standard query 8x9%982 A :ls.update.microsoft.com
16635 851.883368 le.4.9.62 18.4.9.1 DHs 84 Standard query 8x9982 A sls.update.microsoft.com
166E4 BES.184894 19.4.9.62 18.4.9.1 DS B4 Standard query @x9982 A :ls.update.microsoft.com

the message "Ready to connect" is displayed (as



% Cisco AnyConnect Secure Mobility Client == X
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Tip: Even if you do not see the AnyConnect VPN core module on the GUI interface it does
not mean the vpn core module is not in operation, search for the file
VPNDisable_ServiceProfile.xml under the directory "C:\programdata\cisco on Windows",
and "/opt/cisco/anyconnect/profile” on Apple devices. On Linux this is not supported.
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