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This document describes the answers to frequently asked Cisco Secure Client licensing questions.

Overview

With Cisco Secure Client 4.x, Cisco introduced a new licensing model. Based on feedback, we found that
device based session capacity planning and per appliance license management was a constant guessing game
and operational challenge. Moreover, with the growing number of mobile devices that need VPN
connections combined with older ASAs refreshed to newer platforms there were also budget concerns with
having to rebuy licenses. To help address these issues, we moved Cisco Secure Client to atotal unique user,
term-based licensing model. This greatly simplified licensing cal culation and consumption in a number of
areas. <

First, going with atotal user count is very much in line with general trend towards enterprise license / seat
count model which enterprises can track and manage much better than endpoints. Second, focusing on user
vs endpoint removes the variability that comes when the remote end-user has multiple devices connected
simultaneously, a common issue with knowledge workers. Third, focusing on total users removes having to
guess how many people need service and then having to buy pandemic licenses, which sit idle most of the
time. Thisisaso morein line with general business trend of enterprises trying to make employees more
productive and thus always connected. Fourth, moving to a term-based model allows budget planning to
shift from a bursty CAPEX and ongoing support budget exercise to a more smooth OPEX planning process.



Finally, creating a standalone bundled endpoint license separate from the headend gives you choice when
selecting different headend platforms and services. This model allows you to avoid additional license costs
when the head end box is swapped out or additional capacity is added or when other services are added (for
example Cisco Secure Client Apex investment for VPN services can be leverage along side | SE).

Cisco Cisco Secure Client services continue to be competitively priced and very much in line with Cisco's
other software pricing initiatives such as Cisco ONE.

In terms of the actual offers, Cisco Secure Client 4.x collapsed the complex older Cisco Secure Client
licensing model down into two simpletiers. Thefirst is Cisco Secure Client Plus, which includes basic VPN
services such as device and per-app VPN (including 3rd party IKEv2 Remote Access VPN head-end
support), always on, basic device context collection, and FIPS compliance. Cisco Secure Client Plus also
includes other non-V PN services such as the Cisco Secure Client Network Access Manager 802.1X
supplicant and the Cloud Web Security module. In the 1H of CY 2015 with Cisco Secure Client 4.1, Cisco
Secure Client Plus also added AMP for Endpoint distribution capabilities through the AMP Enabler.
Existing Cisco Secure Client customers can think of Cisco Secure Client Plus as similar to the discontinued
Cisco Secure Client Essentials. The second offer is AnyConenct Apex, which includes more advanced VPN
services such as endpoint posture checks, next generation encryption (including Suite B), SAML
authentication, and clientless Remote Access VPN aswell as all the capabilities of Cisco Secure Client Plus.
In the 2H of CY 2015 with Cisco Secure Client 4.2MR1, Cisco Secure Client Apex added the Network
Visibility Module, a new endpoint flow based capability that collects user and endpoint behavior on and off
premises. Existing Cisco Secure Client customers can think of Cisco Secure Client Apex as similar to the
discontinued Cisco Secure Client Premium and Shared. With both Cisco Secure Client Plus and Apex
continuing to add additional features and services, the value of Cisco Secure Client term-based offers has
and can continue to increase over time.

P ease see the Cisco Secure Client Ordering Guide for detailed licensing information.

Q. What factors contributed to the changesto the Cisco Secure
Client license models?

A. We have taken into account feedback from customers over many years requesting a simplified licensing
model. As such, the new license model eliminates all of the add-on licenses complexity while also alowing
for co-existence of licensetypes. The new model provides shared licensing across all options without the
need to have hardware in place to enforce licenses and eliminates the requirement to purchase Cisco Secure
Client licenses on a per ASA basis (assisting with HW migrations). Moreover, the new model has built-in
pandemic support. All term licenses include support and software entitlement, so purchasing these

licenses grants you access to the current software releases.

Q. What arethe available authorized (user) countsfor the new
Cisco Secure Client licenses?

A. The Plus and Apex licenses are available via banding-based licenses (L-AC-PLS-LIC= and L-AC-APX-
LIC=) that allow you to select a specific user count (for example, 873), a specific term length (for example,
30 months) and start date (for example, term starts on date X, up to 60 days in the future). The price per user
per month decreases as the user count increases and/or the term length increases. Whenever possible, this
method must be used to order Plus and Apex term licenses instead of the L-AC-PLS-xY R-G/L-AC-APX-
XY R-G method. The L-AC-PLS-LIC= and L-AC-APX-LIC= ordering method provides more flexibility for
user counts, term duration and simpler renewals.

Q. How isthe 4.x conversion being handled for the mobile versions
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of Cisco Secure Client?

A. Use of Cisco Secure Client on Cisco 10S & Android without an active Plus, Apex or VPN Only license
(term or contract) expired on April 30, 2016. Cisco Secure Client customers with Essential/Premium and
Mobile (discontinued) licenses can no longer use this software. Newer platforms such as Windows Phone
8.1, Windows 10 Mobile, BlackBerry 10, and Google Chrome OS have always required active Plus, Apex or
VPN Only licensing.

Q. Can | buy a perpetual Cisco Secure Client license? Can you tell
me mor e about Cisco Secure Client VPN Only and Cisco Secure
Client Plus Perpetual ?

A. Yes. Cisco Secure Client Plusis offered as a perpetual license in addition to the 1, 3 or 5 year terms.

Cisco also offers a perpetual VPN-only license. This provides the equivalent functionality of prior Cisco
Secure Client Premium plus Advanced Endpoint Assessment plus Mobile plus Phone VPN.

The VPN-only Licenses are designed for VPN only environments that have alarge number of potential end
users, but very infrequent use (for example, a university with 10,000 students, but with only 100 active
users at any one time). With either the Plus Perpetual or VPN-only licenses, you must separately purchase
support services, or you are not eligible to access software or tech support.

Cisco Secure Client VPN Only is licensed based on a single headend device and simultaneous connections
(not authorized users). For active/standby pairs, only the primary headend is required to have aVPN Only
license. VPN Only licenses are an alternative to the Cisco Secure Client Plus and Apex model. No other
Cisco Secure Client function or service (Web Security Module, | SE Posture, Network Visibility, ASA
Multi-context VPN, and so on) is available with the Cisco Secure Client VPN Only licenses. VPN Only
licenses do support Clientless SSL VPN, third party 1Psec IKEvZ2, Suite B and VPN HostScan with an ASA.
The VPN Only licenses cannot be transferred, rehosted, shared, combined, split, or directly upgraded to
another VPN Only license size. These licenses do not coexist with Plus or Apex licensing, or any retired
Cisco Secure Client licenses.

Both VPN Only and Plus Perpetual licenses require a SWSS contract on all head-endsin order to be eligible
for SW access, updates, and techical support.

Q. Arethereany additional limitations of the Cisco Secure Client
VPN-only licenses?

A.Yes. The Cisco Secure Client VPN-only licenses are concurrent endpoint based versus total active user
with Cisco Secure Client Plus and Apex. The VPN-only are applied per individual ASA, and thereisno
sharing of licenses between ASAS, unlike Cisco Secure Client Plus and Apex, which provide this capability.
For active/standby pairs, only the primary headend is required to have a VPN Only license. The VPN-only
licenses are not portable, which means that when anew ASA is purchased additional licenses aso need to be
purchased. VPN-only licenses are not additive, meaning that you cannot start with a set number of licenses
(for example, 500 at time x) and then increase capacity over time (for example, add 100 more at time X +y).
Nor can they be bought to service burst capacity requirements. As mentioned previously, VPN-only
licenses require the purchasing of support services, whereas support is built into the term contracts for Cisco
Secure Client Plus and Apex.

Q. How do | determine how many licensesto purchase?



A. The Cisco Secure Client Plus and Apex model is based on total authorized users that can make use of any
Cisco Secure Client service, not simultaneous connections (either on a per-ASA or shared basis) and not
total active remote access users. As such, you can connect with as many devices as you want as long as you
have available hardware capacity and have not exceeded your purchased authorized user count. It isyour
responsibility to purchase additional authorized user licensesif your usage needs increase. If you currently
support 30K simultaneous user connections, but have 50K users who need Cisco Secure Client services, you
would be required to buy a50K license. If you have 100K users who need Cisco Secure Client services,
you would be required to buy a 100K license. For unattended environments where there are not really
individual users on the other side of a connection, each unattended device is considered a unique user.

Q. How do | know if | need Cisco Secure Client Plusor Apex
license?
A. The Pluslicense provides similar connectivity as was available with the original Essentials license, while

the Apex license provides many of the same capabilities from the Premium or Shared license. A full
breakdown of featuresis noted in the Cisco Secure Client Ordering Guide.

Q. What ASA versions arethe Cisco Secure Client Plus/Apex
licenses compatible with? Can these licenses be used with both the
original ASA 5500s and 5550-Xs?

A. There are no restrictions on ASA versions for the Plus/Apex licenses. Any ASA capable of supporting
Cisco Secure Client supports the new license model. Certain features, that is per application VPN require
newer ASA versions/HW. The licenses are compatible with both original and current ASA models. PAK
registration is specific to the ASA 5500/5500- X, and does not happen for the ASAv, Firepower or Cisco ISR
/ ASR/ CSR 1000V VPN head-ends, however, the contract registration still needs to be completed in order
to enable software download access and receive tech support.

Q. What licenseisneeded to enable IKEv2 VPN from 3rd party
VPN clientsto the ASA?

A. The Cisco Secure Client Plus license is required for third party IKEv2 VPN client support. Thisis similar
to how Cisco Secure Client Apex isrequired for clientless support. Cisco Secure Client Apex, which
includes al Plus functionality, can also be used to enable IKEv2 VPN from 3rd party VPN clients.

Q. How many Cisco Secure Client Pluslicenses are needed when
standards-based | KEv2 Remote Access VPN accessis utilized on
the ASA or Apex licenses when accessto the ASA isclientless?

A. The Cisco Secure Client Plus or Apex users license count needs to service the total unique users utilizing
Cisco Secure Client, Third party IKEv2 access, or clientless services (be they active on the network or not).

Q. How many ASAscan | usewith my Cisco Secure Client Plus or
Apex license?

A. You are eligible to use a Plus or Apex license with as many ASASs as you own during your license term
aslong as you do not need exceed your purchased authorized user license. Upon purchasing either license
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option, a Product Activation Key (PAK) is provided, which is used to unlock these services on multiple
ASAs. Plus/ Apex licenses are not locked to asingle ASA as the Essentials or Premium / Shared licenses
were,

Q. How do | order Cisco Secure Client Plusor Apex with the ASA
asthe headend?

A. Cisco Secure Client Plus or Apex license(s) are ordered separately from the head-end. Cisco Secure
Client Plus or Apex licenses are not tied to a specific ASA / head-end but rather to your overall deployment.
The most cost effective way to purchase alicense isto cover your entire deployment. That said, Cisco
Secure Client Plus and Apex can eventually be an optional item under certain ASA bundles along side other
security subscriptions. Please refer to the Cisco Secure Client ordering guide for additional details.

Q. How do | order Cisco Secure Client licensesfor multiple
Independent customer s?

A. It isimportant to order each license for a separate customer asits own line item, preferably asits own
unique Sales Order so that the end user customer information is correctly recorded, and that that support
services can be entitled correctly. If you order multiple quantities for either the top or second level Cisco
Secure Client PIDs during the ordering process, you can receive entitlement for what you purchased but it
does not generate additional Product Activation Keys. If your intenention is to order for different customers,
you must be ordering for each customer as their own separate order. Minimally, you must order each license
asitsown unique top level lineitem, not by increasing the quantity for one single shared line item. For
example, if ordering an Cisco Secure Client Plus Perpetual License, you would not order: L-AC-PLS-P-G
Qty:2 or specify quantity 2 on the next level down, instead you would place two separate line orders, both
for L-AC-PLS-G with Qty: 1.

Q. How many | SE deployments can | use with my Cisco Secure
Client Plusor Apex license?

A. A Cisco Secure Client Plus or Apex license(s) can be used across any number of 1SE appliances or
deployments as long as you do not need exceed the authorized user license count. Purchasing either license
option aong side I SE does not require any PAK file registration or loading into I SE (Cisco Secure Client's
PAK filesonly get applied to the ASA). Soin an ISE deployment, Cisco Secure Client Plus and Apex
licenses are just aright to use license.

Q. Can Cisco Secure Client Hosts/Postur e be used without Cisco
| SE?

A. Yes. Cisco Secure Client 4.x still supports Hostscan functionality for VPN only posture with the Cisco
ASA. AnyConect 4.x aso has aunified posture agent that works across wired, wireless, and VPN, but this
requires |SE 1.3 or greater. An Cisco Secure Client Apex licenseisrequired for both options.

Q. Isa Cisco Cisco Secure Client Pluslicense required with a Cisco
| SE Pluslicense?

A. No. However, using a Cisco Cisco Secure Client Plus license with Cisco | SE Plus enables the collecting
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and sharing of endpoint context for VPN uses cases. Cisco Cisco Secure Client Plus license works with the
Cisco | SE Base license, but the detailed endpoint information cannot be collected.

Q. What arethedifferent services enabled by Cisco | SE Apex as
opposed to Cisco | SE Apex with Cisco Cisco Secure Client Apex?

A. Cisco ISE Apex isthe license tier to enable compliance context collection and the use of that information
as authorization attributes within I SE policies. For example, using a third-party MDM/EMM platform to
detect and control access based on PIN lock status and jailbreak status requires a Cisco |SE Apex license.
The Cisco I SE Apex license count required in this use case is the maximum number of potential concurrent
MDM/EMM enrolled mobile endpoints active on the network and controlled by Cisco ISE, and not every
MDM/EMM enrolled endpoint. Cisco | SE Apex with Cisco Secure Client Apex enables Cisco Secure Client
as the unified agent for PC compliance along with all the additional value-added Cisco Cisco Secure Client
services such as always on, trusted network detection, and so on. Asin the previous example, the Cisco ISE
Apex license count would be for the maximum number of concurrent sessions where Cisco Cisco Secure
Client acts as the unified agent in the Cisco | SE deployment for posture, and so on, and not, necessarily,
every endpoint that can be running Cisco Secure Client. The number of Cisco Cisco Secure Client Apex
licenses needed is based on all the possible unique users that can use Cisco Cisco Secure Client Apex
services and not each and every device running Cisco Cisco Secure Client. Cisco Secure Client Plus and
Apex fall under a separate user-based license structure, which is different from the Cisco ISE endpoint
session-based license structure.

Q. | am using Cisco Secure Client for anon-VPN service or a Cisco
| OS® head-end. What licensesdo | need to purchase?

A. License requirements are determined by head-end used, and the services available in that head end. For
example, Cisco Secure Client Plusisrequired for VPN service to Cisco |0S® head-ends though you could
also use Cisco Secure Client Apex. To use Cisco Secure Client's posture capabilities with ISE 1.3, you must
order Cisco Secure Client Apex aswell as | SE Apex. For other use cases including Network Access
Manager, Cisco Cloud Web Security (CWS), and so on. you must have Cisco Secure Client Plus, but again
they could also use Cisco Secure Client Apex. Ciscol OS head-ends must also have a Security License before
Cisco Secure Client services can be used. Cisco Secure Client is compatible with ISR G2, CSR 1000V and
ASR 1000 platforms. Available features varies by platform.

Note: The physical Product Activation Key (PAK) registration on the Cisco licensing portal is only
applicable to the ASA. For ASAv and Cisco |10S head-ends as well as non-VPN use cases, store
the PAK in a safe place as proof or purchase. Y ou still need to complete Contract registration for
SW Center access and TAC support.

Q. What isthe minimum OSversion required for the SR G2 or
CSR 1000v to support Cisco Secure Client?

A. ISR G2 & Cisco 10S 15.0(1)M, CSR1000v & Cisco IOS XE 3.12 S.

Q. Can Cisco Secure Client Plusor Apex licenses be shared between
ASA and Cisco IOS VPN environments?



A. Yes, aslong as the authorized user count is not exceeded and the license is only used during the
purchased term, the license can be used with any headend covered by the license. PAK registration does not
apply to non-ASA headends.

Q. | am only using Network Access Manager. What licensesare
required?

A. Network Access Manager capabilities require a Plus or Apex license per authorized (unique) user.

Q. How do | order Cisco Secure Client Plusor Apex licenses with
any other headend or service?

A. Cisco Secure Client Plus or Apex license(s) must be ordered separately for other headend or services
outside of the ASA.

Q. Can | order the Cisco Secure Client Network Visibility Module
standalone?

A. No. The Network Visibility Moduleis only available in the Cisco Secure Client Apex licenses.

Note: The Network Visibility modules makes use of Cisco Secure Client&€™ s trusted network
detection function in the VPN module, but excluding this capability, it can function without other
Cisco Secure Client modules.

Q. Can | mix and match Cisco Secure Client Plusand Apex, or isit
oneor theother. And do Plusand Apex remove the need for Shared
and Flex licenses?

A. Yes. Cisco Secure Client Plus and Apex licenses can be mixed within the same deployment. Cisco
Secure Client Plus and Apex both provide the same cross deployment capabiltiies as the discontinued
Shared licenses. Cisco Secure Client Plus and Apex are licensed based on the total users for the specific
Cisco Secure Client service used, so no matter how often they connect, nor how many devices they use, the
new Cisco Secure Client Plus and Apex licenses remove the need for Flex (Business continuity) licenses.

Q. Can | mix and match Cisco Secure Client Plus, VPN or VPN
Only licenses with older Essentials or Premium licenses?
A. No. Discontinued Essentials or Premium licenses do not co-exist on the same hardware as newer Plus,

Apex or VPN Only licenses. Additionally, VPN Only licenses do not co-exist on the same hardware with
Plus or Apex licenses.

Q. Does ASAvV support remote access utilizing Cisco Secure Client
Plus and Apex licenses?



A. Yes. But please note that ASAv, which utilizes Cisco Smart Licensing, does not require any Cisco Secure
Client license to be physically applied to the actual platform. The same licenses must still be purchased and
you must still link the Contract number to your Cisco.com ID for SW Center access and tech support.

Q. What licensing does an Cisco Secure Client VPN connection
from a Cisco | P phonerequire?

A. Cisco Secure Client Plus (or Apex). Previously, Phone VPN required both a Premium license AND a
Phone VPN license.

Note: Thisisfor VPN Phone and NOT UC Proxy. UC Proxy licenses are not related to Cisco
Secure Client licenses.

Q. Why does a part expand 99999 times when | buy an Cisco Secure
Client Plus perpetual or non-banding Cisco Secure Client Plus or
Apex license?

A. Thisisnormal. These parts expand to allow you to register your Cisco Secure Client Plus or Apex license
to all of your ASA serial numbers. This expansion SKU is not applicable to the newer banding-based Plus

(L-AC-PLS-LIC=) or Apex (L-AC-APX-LIC=) SKUs or the VPN Only SKUs (L-AC-VPNO-xxxx=). See
the Cisco Secure Client Ordering Guide for details on license registration per SKU type.

Q. How do the new licenseswork with the ASA?

A. You can receive amulti-use product activation key per Plus or Apex license purchased. This multi-use
product activation key gets activated on each ASA at Cisco Software Central. After activating the key, the
ASA isunlocked for its maximum hardware capacity. Complying with the unique/authorized user counts
and term limits are honor system and are not physically enforced by the ASA or Cisco Secure Client. If you
purchase more than one Apex license, or a Plus and Apex license, you need to register each PAK to each
ASA, although doing so does not change the resulting license key generated for the ASA. Thisisto ensure
that if you open up a support case in the future, that there is arecord of your license purchase,.

Warning: It isimportant that you DO NOT select to register al quantity on the license tool, or you
can deactivate your product activation key. By default, the Cisco licensing site cannot let you do
this, but if you have a pop-up blocker enabled, this function is not enforced.

Q. What happensif | lose my Product Activation Key (PAK)?

A. The Product Activation Key (PAK) must be treated like cash. If you lose your product activation key
before using it, the only other method we can use to locate it is with the Sales Order #. If you have
previously used this PAK to register an ASA, the PAK can be located in the Cisco.com license portal for the
user who performed the license registration. Cisco can look up this information based on a serial number
used for aprior registration.

Q. | purchased PlugApex licenses 5 minutes ago and want to make
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use of it immediately. How can | do so?

A. The Plus/Apex model requires a Product Activation Key (PAK) to enable an ASA and entitle support/SW
access. Assuch, it isnot possible to deliver the ASA license before the Product Activation Key is generated.
Visit: Cisco Software Central. Then go to Traditional Licensing and choose Get Other Licenses> Demo
and Evaluation > Security Products > Cisco Secure Client Plus/Apex (ASA) Demo Licenseto obtain a
one-month temporary ASA license. Licenses cannot be used the second you receive eDelivery notification.

It can take up to 24 hours for your license PAK to become active on the License portal.

Q. Why am | receiving a Serial number cannot be blank error
message when registering a license?

A. You most likely pasted in atrailing space after your serial number. Remove any additional spaces after
your serial number, and resubmit your request. The other cause of thisisthat you clicked the Add Device
button, which isintended to add more than one Serial Number at initial registration, but you did not actually
add any other Serial Numbers. For this situation, click the Delete Device button, and submit again without
the blank space which is there to add an additional serial number.

Q. How do | accessthe Cisco Secure Client v4.x Softwar e Center on
Cisco.com and receive TAC support entitlement?

A. When you purchase any term Plus or Apex license (or SWSS for Plus perpetual or VPN Only), a contract
number can be generated for your purchase. This usually takes at least afew days from the time the license
PAK iselectronically delivered. Speak with your reseller if you have not received this contract number from
them. The contract number needs to be attached to your Cisco.com ID in order to enable SW Center access,
and the ability to open a TAC case. We recommend that you link your contract to their Cisco.com ID by
mailing web-help-sr @cisco.com with the Contract # and their Cisco.com ID. It is very important that your
customer profile address information matches the address information on the contract prior to attempting to
link a contract or sending an email. The contract number is not the same as your Product Activation Key
(PAK).

Q. What happenswith my ASA license key duringa RMA?

A. All ASA license keys get stripped during RMA, thisis anormal part of the RMA process at Cisco and is
not specific to this license. Since the Product Activation Key is multi-use, you do not need a RMA case to
initiate atransfer, you just re-register your PAK to your new ASA SN.

Q. How doeslicense expiration work? Does something start
counting down oncel install alicense on my ASA?

A. The countdown is based the same way that all term-based licenses work at Cisco. There is nothing Cisco
Secure Client specific as part of this. The contract is set to become active one day after ship (these are
electronically delivered licenses). For example, if an order ships on October 25, 2014, the service start date
is October 26, 2014.

Q. Can areboot berequired after installing the license key on an
ASA?
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A. While thereis nothing in the new licenses that specifically dictates an ASA reboot, the ASA licensing
code has varied over more than a decade on how it behaves when anew licenseisinstaled. Assuch, a
reboot can or cannot be required. A lot of this depends on the current license installed, and ASA software
version, as certain features do not disappear fully until the device isrebooted. As such, you must plan for
reboots to be safe. Y ou can stagger this whenever they want.

Q. Areany special precautionsrequired for converting from Shared
licensing?

A. Make sure you replace the licenses on al of the participant devices, and disable shared licensing on those
devices before replacing the license on the device currently acting as the shared license server.

Q. Arethereany special stepsrequired for converting from
Essentials licensing?

A. Your new Plus, Apex or VPN Only license key cannot use the Essentials option. In order to make use of
your new license key, you must disable the Cisco Secure Client-essentials feature on your ASA by issuing a
no Cisco Secure Client-essential s under webvpn. When installing your new license key, you can receive a
warning that needs to be agreed to telling you that the Essentials key cannot be in the new license you are
installing. Aslong asyou have properly disable Cisco Secure Client-essentials on your ASA, you are OK to
proceed. Some ASA versions can require areboot when installing new license key to ensureiit is properly
activated.

Q. Isthere any proactive contract renewal notification? How do |
check when my contract ends?

A. Proactive renewal notifications are not currently in place. As such, it isyour responsibility to keep track
of the expiration date. Thisisvisiblein the Sales Order Subscription field or SWSS line item, and at any
time by logging in to your Cisco.com linked account to your contract (CSCC), which shows the start and
end date for the contract. For banding Plus/Apex SKUs (L-AC-PLS-LIC= and L-AC-APX-LIC=), you can
also receive your license expiration date in your license registration email, and the expiration date can be
visible inside of your Cisco license portal when viewing your registered licenses.

Note: You are not able to determine your Cisco Secure Client license tier, authorized user count, or
expiration date from the show ver sion command of a head-end.

Q. Can there be changesto proactive contract renewal notification?

A. We are investigating enhancementsin this area.

Q. What happensto my older Cisco Secure Client licenseswhen |
install the new licenses?

A. All older Cisco Secure Client licenses can be removed and replaced by the new licensing model when
you install your new Product Activation Key (PAK).



Q. What part do | buy at renewal? How isthelicense handled on an
ASA?

A. Renewals shoule be handled using the L-AC-PLS-L1C= (Cisco Secure Client Plus) and L-AC-APX-LIC=
(Cisco Secure Client Apex) SKUs regardless of which SKU the original order was placed under. For both
initial purchases and renewals, you must complete ASA device registration and share function with all
ASAs. For renewals, you do not do anything with the license key that can be emailed to you after that (there
is no requirement to re-install adifferent license key on the ASA at renewal time).

Q. Can | purchase/renew Cisco Secure Client Plusor Apex licenses
viathe Cisco Service Contract Center (CSCC)?

A. Banding Cisco Secure Client Plus (L-AC-PLS-LIC=) and Apex (L-AC-APX-LIC=) licenses can be
renewed via CSCC, and are purchased via Cisco.com Cisco Commerce, Block-based Plus, or Apex SKUs
are renewed/purchased exclusively via Cisco.com Cisco Commerce. Speak with your Cisco authorized
reseller, or Cisco account team, for assistance purchasing or renewing alicense. To ssimplify renewals, you
must always use the banding SKUs going forward for both new purchases and renewals.

Q. Am | required to upgradeto Cisco Secure Client 4.x?

A. You are not required to adopt Cisco Secure Client 4.x as part of moving to the new licensing. However,
Cisco Secure Client 3.x isaready End-Of-Life (no additional fixes can be provided). If you do not upgrade
to an Cisco Secure Client Plus or Apex licenses, you cannot have access to newer Cisco Secure Client
versions. The Plus or Apex licensing does not require you to upgrade your Cisco Secure Client software at
the same time.

Q. What does PAK/sor Token/s xxxxxxx is/ are either Invalid or
| nactive mean when attempting toregister a license on Cisco
Softwar e Central

A. Once alicense PAK isgenerated, it can take up to 24 hours after the eDélivery license is delivered before
the Product Activation Key (PAK) can be registered on the licensing portal. This message is what can be
displayed when attempting to register a PAK which is not yet able to be registered. If more than 24 hours
have passed since your license was eDelivered, and you are still receiving this error, open up a case with
Cisco Global Licensing (GLO) by using the Support Case Manager (SCM). Then choose Softwar e
Licensing > Security Related Licensing > Cisco Secure Client.

Q. When were the new Cisco Secure Client licenses available for
pur chase?

A. Fall 2014. The Cisco Secure Client Plus and Apex banding SKUs and VPN Only SKUs are available for
purchase as of April 2016.

Q. When weretheoriginal Cisco Secure Client/VPN SKUs phased
out?
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A. The phase out began January 2015, and completed as of August 31, 2015. These older licenses can no
longer be purchased.

Q. How do | receiveatrial Cisco Secure Client Apex license for my
ASA?

A. Cisco offers 4-week Apex evaluation licenses that incorporate al Plus license functionality. To obtain an
evaluation license, visit: Cisco Software Central. Then navigate to Traditional Licensing and choose Get
Other Licenses> Demo and Evaluation > Security Products > Cisco Secure Client Plug/Apex (ASA)
Demo License.

Note: The license unlocks the ASA functions, but does not grant access to the Cisco Secure Client
Windows/Mac OS X/Linux software. Mobile versions of Cisco Secure Client can be accessed via
the Application store for the specific OS, and can be trialed in conjunction with an evaluation
license.

Q. | installed my new license on my ASA but received a scary
war ning that certain features can be disabled.

A. Aslong asthe license features you were emailed are correctly displayed, this message can be safely
ignored. Say yes, write the key to memory, and reboot the ASA to complete the license installation. The
ASA isnot ableto properly validate the features available in the key in some scenarios prior to rebooting. If
the correct features are not displayed in your Cisco licensing email, open up a case with Global Licensing
(GLO), through the Support Case Manager (SCM). then choose Softwar e Licensing > Security Related
Licensing > Cisco Secure Client, to resolve this prior to installing the key.

Q. Wherecan | find the Cisco Secure Client Supplemental End
User License and Privacy Policy?

A. Thelicensing terms and conditions are listed in the Supplemental End User Agreement (SEULA). The
Cisco Cisco Secure Client privacy policy can be found at: Cisco Online Privacy Statement Summary

Q. What isthe U.S. export classification for Cisco Secure Client?

A.Commodity Classification Automated Tracking System (CCATYS): Self-classified / Mass Market
US Export Control Classification Number (ECCN 5D992
US Encryption Registration Number (ERN R104011
French ANSSI declaration approval #: 1211725

Details available at: Public Export Product Data

Q. Can | use Cisco Secure Client to make VPN connections with
non-Cisco VPN head-ends?
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https://mycase.cloudapps.cisco.com/case
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/seula/anyconnect-SEULA-v4x.pdf
http://www.cisco.com/web/siteassets/legal/privacy.html
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A. No, Cisco Secure Client's VPN services can only be used with appropriately licensed Cisco equipment.
Use of Cisco Secure Client with non-Cisco VPN equipment is strictly prohibited by our license agreement.

Q. Wherecan | learn more about the new licenses?

A. Moreinformation is available at this link Cisco Secure Client Ordering Guide

Q. My Cisco Secure Client licensing question was not answered in
thisFAQ or in the Ordering Guide. Who can help answer my
question?

A. Please mail your question to Cisco Secur e Client-pricing@cisco.com.

Q. How do | register my Cisco Secure Client license for use with
Firepower Threat Defense (FTD) OS6.2.1 and later ?

A. In order to utilize Cisco Secure Client with FTD 6.2.1 and later, open up a case with Cisco Global
Licensing (GLO) using the Support Case Manager (SCM). Then choose Softwar e Licensing > Security
Related Licensing > Cisco Secur e Client. Once you supply the required information, and your entitlement
isvalidated, your license entitlement in your Smart account can be popluated.

Q. Can you please walk me through theinitial licenseregistration
process for an Cisco Secure Client Plusor Apex License (L-AC-
PLSLIC=or L-AC-APX-LIC=only)?

A.

To register your Cisco Secure Client Plus/Apex License (L-AC-PLS-LIC=or L-AC-APX-LIC=), start on

the Cisco License Registration Portal Cisco Software Central, then go to the correct licensing type, Smart
Licenses or Traditional Licenses.

Note: You need to log in with your Cisco.com ID.

Get New Licenses

Enter 1 to 10 PAKs or token I1Ds, separated by commas

 LICENSE-PAK-GOES-HERE

After entering your PAK, click the Fulfill button. If you have just received your product activation key,
allow up to 4 hours for the key to be registered. If you try to register too soon, you can receive
thefollowingerror message: PAK/s or Token/s xxxxxxx is/ are either Invalid or Inactive.

Do not open a Licensing Case for this error message unless you have waited at least 24 hours after receiving
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your Product Activation Key. The License team cannot assist you with license registration prior to the PAK

becoming fully activated for use.

Get New Licenses from a Single PAK/Token
1. Assign Smart Account and SKUs 2. Assign to Devices 3. Finish
Product Family: ASA AnyConnect Term and Content

Smart Account

Select one ... v

Virtual Account

Select one ... ¥ Reguired with Smart Account

Select SKU Quantities

SKU Smart Account Quantity Quantity to Assign
Available
*  PAK: Unassigned
L-AC-PLS-LIC= 26 26

License

27-Apr-21

If you currently share licensesinside of your organization under a Smart Account, choose this account prior

to clicking Next. This screen can tell you the specific license you are registering, the total number of
authorized users you purchased (Quantity), and the License start and end dates.



Get New Licenses from a Single PAK/Token
Assign Smart Account and SKUs 2. Assign to Devices 3. F

Assign to a Target Device
ASA Serial number: | ASA-SHOW-VER-SN || Add Device

In the ASA Serial number field, enter your ASA serial number. This serial number MUST be obtained by
using show version. ASA 5500-X models have multiple serial numbers and it isimportant that you use the
correct one or the key cannot function. If for some reason you have incorrectly entered the key, you can use
the Sharing Process described to share from the incorrect Serial Number to the correct one, but you can save
alot of time doing this correctly thefirst time. For ASAv and non-ASA head-ends, this PAK registration
processis not applicable. You can still link your Contract number to your Cisco.com ID for software access
and technical support.

If you have more than one ASA, and you want to register licenses to those devices up front, you can do so
by clicking the Add Device button. You can add additional ASAs later using the Share instructions listed.

ASANUM2-SHOW-VER-SI | Delete Device

Y ou must now confirm your email address. Optionally, you can choose additional individualsto receive the
license key notification. After doing so, you must then select that you agree with the license terms and click
Submit.

Y ou can receive a pop-up with License Request Status information. Check your email for thelicense. If you
do not receive the email promptly, check your Spam folder.



Get New Licenses from a Single PAK/Token

1. Assign Smart Account and SKUs | 2. Assign to Devices | 3. Finish

Recipient and Owner Information

Enter multiple email addresses separated by commas.Your License Key will be emailed within the hour to the sp

* Send To: youremailaddress@domain

« End User: v Edit...

License Request

SerialNumber

PAK Smart Account SKU Name Qty

Unassigned
L-AC-PLS-LIC= 26

* | Agree with the Terms of the License Agreement



License Request Status
The License has been sent to -

Thank you for registering your product with Cisco System's. If you have not received
an email within 1 hour, please open a Service Request using the TAC Service

Request Tool , or contact GLO support. Contact numbers provided in the Contact Us
link. Check that Junk/Spam email folders allow email from "do-not-reply@cisco.com".

Use this transaction ID to view status on the "Manage > Transactions History".
Transaction Id:

Please provide feedback... Let Cisco know how to improve this experience.

Close

Thisisasample email with your initial license key. The key itself isin the Product Authorization Key
section. The Serial number displayed must be the same serial number as show version on your ASA reports,
or you cannot install the key.

From: do-not-rephy @cisco. com [miaiitn: de-not-rephy @isco. com)
Subject: Your Cisco A58 5500 Series Adaptive Security Applance achwation key

FLEASE DO BOT DISCKRD THIS EMAIL.

¥ou have ceceived this e=ail becauss year e=ail address was poovided o Cisee Systems during the regiatraticon process for & Cisce RSR 5500 Series hdaptive Security App!
amd fervard it with any atcachmeses ta the proeper system adsinisgraver Lf yau are net the COEFEcEt persss.

Below, you will find che Activasiom Eey for your Cisco Adapeive Security Appliamce. Yowr AnyConnect Product activatiom ey i® only weed for shis initial device regiscod
chtain 8= Activation Code fro= the Cisco Licensing portal. FPlesse cee Get Jther lLicense - Share License Process - Get Activation Code - RSA AnyComnect Ter= and Conten
Rebp: Mo sises. sanfefdas/en/ualproaductadassurityfanyesnnect—cg . pdf  Sor additlsnal imformation. Rdditicnal queatic=a fan be direcsted to anycanseck-pricingiciacs.cam.
Serial #i ASA-SHOW-VERSION-SERIAL-HUHBER

Freduct Authorisaticn Fey i YOUR-FPRODOUCT-ACTIVAT ION-KEY

Ligense Scarc Dace 1 08/275201€

License End Date 3 eRfALS2017

Platform = a=za

ASA-SeriglNumber: thiz iz yvour license key

Q. Can you please walk me through the license sharing process for
an Cisco Secure Client Plusor Apex License (L-AC-PLS-LIC=or
L-AC-APX-LIC=only)?



A.
License Sharing (adding additional ASAsthat share thislicense).

To shareto another ASA, return the Cisco License Registration Portal at Cisco Software Central, then
choose Traditional or Smart Licenses, as required. Choose Get Other Licenses - Share License Process &€*
Get Activation Codes. Once you receive your activation code viaemail, you can return back to this same
page and choose the Use Activation Codes option. Y ou need to repeat this process for each additional ASA
you wish to share with. If you have multiple product activation keys for different user counts, terms or tiers,
it is recommended to register all licensesfirst to the initial serial number, as it can make the subsequent
sharing process easier since you are able to share al available licenses at once.

Note: This process must be done using the Cisco.com ID that registered the original Product
Activation Key. If this employeeis no longer with your company, you need to open up aticket with
Cisco Global Licensing for further assistance. Choose the Contact Us option on the License
Registration Portal for further instructions on opening alicensing support case.

Get New Licenses

Enter 1 to 10 PAKs or token |Ds, separated by commas

Fulfill..

Get Other Licenses

Demo and Evaluation...

TelePresence Software Release Key...

TelePresence License to Resend...

IPS, Crypto, Other...

Share License Process...

Main to Backup...
Register ROSA HA as Pair...

Migration...

Share License Process...

Get Activation Codes

Main to Backup... Use Activation Codes

Y ou need to choose the ASA serial number that currently has the license you wish to share, and the


https://software.cisco.com

additional serial number. This serial number MUST match what is displayed under show version for this
license to function.

Share License Process

Apply the licensed features of an existing device to additional devices. If intending to |
but find it has expired, request another code.

* Product: ASA AnyConnect Term and Co...~

* Source ASA Serial Number: ASA-SHOWVER-WITH-LI

+ Target ASA Serial Number: NEWASA-SHOW-VER

+ Sendto youremailaddress

[ Request Code |

Shared License Activation Code Confirmation

The request for an activation code has been successfully submitted.
Email confirmation will be sent to these email addresses -

Please provide feedback...Let Cisco know how to improve this experience.

oK

Thisis asample email you receive with your Activation Code. If you do not receive this email promptly,
check your Spam Folder.

From: do-not-reply @omco. com [mailtn; do-not-reply @oitco. com)
Subject: Devce Rigittrstion

FLEASE DO WOT DISCARD THIT EMAIL.

Yo Bave cecelved this e=ail Becsuse yeu: e=aill address was provided ta Cisco Jyate=ms durisg the registEatian pracess and

oU afe Degueating =a copy the shaced licenseas
Cisps Syspe=s if you AFe SOT TEQIESCLInG Lo copy the ashared lisenses dusimg devise Seglstratiosn DESSESS.

Below, you will fimd cthe Aotivacios Codet

hotivation Code 7 DO AR

Hece iz the device segistcatica informaticn:

Existisg Device Serial § = CURRENT=-RSA-SFRIAL-HUMBER=FROM-SHOW
Hew Deviee Serial § @ HEW-RER-SE ERSIOH

Flease olick the below link and follow the instreoccicns given below to continue che FeglSCTaTion process:
hetps:/froole.cimco, conl SWIFT/LicenningUl/ Duickatart
1] Click on Other Licenses drcp down and Select "Shaze Licenre Process' aptica,

2] Felect 'Uas AcEivablaon &5d4" Spticn and Eakez the above acEivation £ode in "Specliiy AcEivaticon Code” tab asd click on MaxE ButEcn e Zeglater EhRe activatics code.

Usethelink in the email, and choose Get Other Licenses - Share License Process &€ Get Activation



Codes.

Share License Process
1. Specify Activation Code 2. Select SKU Options 3. Review

Enter the Activation Code from the email or confirm the displayed code is comrect

Activation Code: 'YOUR-CODH|

Choose al licenses you wish to share with this additional serial number. Confirm that both the source and
target serial numbers are the correct serial numbers from show version. If not, you need to start the sharing
process again with the correct serial numbers.

Share License Process

Specify Activation Code 2. Select SKU Options 3. Review

Source and Target Details

Activation Code:

Source Serial Number:

Target Serial Number:

Source SKU Selection

i : License Start License End
Product SKU  Option SKU Quantity Date Date D

v L-AC-APX-LIC= 102 03/21/2016 03/22/2017
v L-AC-PLS-LIC= 26 04/27/2016 05/31/2017
v L-AC-PLS-LIC= 10000 03/21/2016 03/22/2017
v L-AC-APX-LIC= 2 04/13/2016 04/21/2016
v L-AC-PLS-LIC= 20 04/27/2016 05/31/2019

Confirm your email address, and enter any additional email addresses for the license to be sent to. Check the
box to agree with the terms and click Get License.



Share License Process

1. Specify Activation Code 2. Select SKU Options 3. Review

Recipient and Owner Information

Enter multiple email addresses separated by commas.Your License Key will be emailed within the hour to the sp

+ Send To:  youremailaddress@domain

* End User; » | Edit..

License Request

Apply the licensed features of an existing device to additional devices. If intending to use an activation
request another code.The license information that will be submitted.

SKU Feature Description License Sta
L-AC-APX-LIC= 03/21/2016
L-AC-PLS-LIC= 04/27/2016
L-AC-PLS-LIC= 03/21/2016
L-AC-APX-LIC= 04/13/2016
L-AC-PLS-LIC= 04/27/2016

*« | Agree with the Terms of the License Agreement Cance



License Request Status

oTransaction is continuing to be processed ....

Use the transaction id to view the status, which will be updated in the list "Manage >

Transactions History".
Transaction Id:

If you have not received an email within 1 hour, please open a Service Request
using the TAC Service Request Tool Please have your valid Cisco.com user |d and
password available. As an alternative, you may also call our main Technical
Assistance Center at 800-553-2447. Please be sure to check your Junk/Spam email
folders for this email from do-not-reply@cisco.com with your license key attached.

Please provide feedback... Let Cisco know how to improve this experience.

Close

Y our new license can be emailed promptly. If you do not receive the email, check your Spam folder. Y our
additional license can be found inside of the ZIP attachment.

Frame do-fet-rephr@icisde.com [maltesdo-mal-raphdcise. omm)
Subject: Your Cisco Product lioense keys :
ANT - O KOT DISCART THIS E-MA

* IMPORTANT OO BOT DISCARD THIS E-MAIL

You have received this email because your email address was pacvided to Cisce Systems during the registracicm process for Cisco Systems product license keys. FPlease re
attachments to the proper systes administrator if you are nct the cofrect persca in yOur oIganization that is workiog with these pooducts.

This email has che follewisg actachmenrs, which ssarains Lisense keys/files and licemae imarallatisn insEracticns =

ASARCTRCFEATshxxaxuxsxxuxi. 1io- This atcachment bas the ASA AnyConneot Term and Content license key{s) and license inscallaciom help TEAE.



