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P T e A E R, IR 5 ASA [ IPsec (IKEv2) B¢ SSL &% (MR « WHR ML
JA BT ActiveX BY Java )@ Jikiz4T, WH AT F3) 4 AnyConnect.

ASA & ERE PR

* NZFRE R — O/S K124~ AnyConnect AL IN% 3] ASA.

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| = AnyConnect
rasAa reER%sHE

o PEEILES, ASA ity 2 PP R A OPSWAT & Mo AT 83 35 WL ik
K Hm#a3) ASA £, Lhm% /i ik OPSWAT 5E o

<IN ASA RATERIN N EBINAE KN, 87E ASA _EAFERI % £ 4> AnyConnect 75 i B A4 I
AIRE I B ) B 1) N A AT A8 B R AL, ASA ] B 2 71 MR H 200 RN 28 2% 7 iy
WG I FEIR AT AT . A7 K55 AnyConnect LA X2 ASA PIAFI ASA WAFERFITEANE B,
152 4 HBHT I VPN W& RAT U .

« F P Al TP Mok ok DNS H48:3) ASA, (H/RSEREGE A Hh 2e 42 99 5 Hh ik o

o TANINUKS SCHE I 245 5 Bl 1Y) 22 4 B 46 1¥) URL ¥ N 2 Internet Explorer [152 05 ARl sig 2 b mI{f
FZH FEmE SE R, AndE Windows o ASA 3 N3 Internet Explorer 52455 4T3 & 41 28 Fir

f£ /] ISE By 2% ERE

ISE 1SR IS A & AnyConnect 75 F Uiy (1588 I (1) o FH P 47 T30 Sy I 82 81 ISE #5I #ils, AR5
5 [7) 3] AnyConnect %7 %[ J)™ . 1% ISE 1)V KB 7 R 801223 AnyConnect. £ Internet
Explorer 1, ActiveX #1448 5 7 A7 28 . R s, 110K P e & e, % 1T
HAH B F402%% AnyConnect.

ISE #RE BRI
* 41 %L ISE Al ASA #J# 4T AnyConnect W48 38, B AN Sk L (1) I & 4 20 D BE o

* WURZE ISE & 7 uiy A BL M H L B T AnyConnect ISE #8322 4 PPA5 /R, ] ISE AR45 2% K At
ZACHE R I, ISE 45 1 51 v #E Agent Configuration > Policy > Client Provisioning & NAC 1%
ol AnyConnect ISE 3ty 22 4= PEA AR

7 ASA LECE WKHRE

WebLaunch B33 53 28 R ]

% 4. BIERG I Weblaunch B AnyConnect %% 2

BRIERS PR
Windows 8.x x86 (32 fir) I x64 (64 £7) Internet Explorer 10

Firefox 9.0.1 & ¥ s fiAs
Chrome 23.0.1271.95 m % ¥ mhR A<

Windows 7 x86 (32 fi7.) Flx64 (6417%) Internet Explorer 8 1 9
Firefox 3 M 5 =i ilRAS
Google Chrome 6 [ ¥ & iR A

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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B EAsA LRERGRS

Z1Z AnyConnect

BRIER S pUbAR
Mac OS X 10.7. 10.8 (32 fiFl 64 i) Safari 2 J 5 i AR

Google Chrome 6 % ¥ i iR A

Linux64 (f{f{ VPN %%%)

Firefox 3 J 58 = il As

T % AnyConnect ZX {4 &1

M Cisco AnyConnect A1 780 51 N 258 ) Cisco AnyConnect 22434 30 % 7 i 40

BRIERS AnyConnect M 4EEPE RS AR
Windows anyconnect-win-x.x.x-k9.pkg
Mac OS X anyconnect-macosx-i386-x.x.x-k9.pkg

Linux (64{7) anyconnect-linux-64-x.x.x-k9.pkg

A

AR AN EA ASA EFR—HAE RGN FIIA

7£ ASA _tnZi AnyConnect 3314

UK

$IE1  S/13 Configuration > Remote Access > VPN > Network (Client) Access > AnyConnect Client
Software. AnyConnect % 3iii WS THI AR 2% 27 1T 7E ASA F N2 AnyConnect BUS .  BRAZ HI LT

JI7 A ASA KL BT R ALY .
P$IE2 NI AnyConnect W%, il Add.

* niili Browse Flash nJ k4% 43| ASA [¥] AnyConnect 4.
* s Upload W %0 2 &8 A7 it T AHLTH57HL_E 1) AnyConnect 15 .

$I1E3 i OK 3¢ Upload.
$EA it Apply.
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http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect

| = AnyConnect
wisE tRER%DE

/& FA & 1t AnyConnect 151k

BA AR RE,  TH AR AL AN BOA ] G R BB R AL R VRS B IS ERORE S e A8
o JA FHIIRERT, AnyConnect MUK IX LEfE N 45 2] VPN Ky,

AR WREIEFE Start Before Logon, iE4AZ0{E AnyConnect 2/ i it B SCAFH A H ML D

UK

$E1 £ ASDM ', ¥ %] Configuration > Remote Access VPN > Network (Client) Access > Group Policies.

S;2 EPRYLENS, G Edit ok Add T4 s AL S .

T3 LESNEKT, &P VPN Policy ( > AnyConnect Client. 7 Client Modules to Downloadf', i
Add, RJEEFEENIN B AL SN (AR T . R AR 8 el _EAZ 5] ASA FIREER

WA St Apply FEERAT LSS IR T 4

7£ ASDM A 112 = P im o B 3
DA AnyConnect P24 30 B A ELIN IN 2] ASA, SRJG A BEZE ASA B2 F e B SCA-o

UK

F$IE1  S/13) Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Profile.

WIR2 P HACHN R e &S, AR5 Al Change Group Policy.

183  {E Change Policy for Profile SH& 4 FR T 11, M Available Group Policies 7Bt H IR s, SR )5 0
drfdk, FHFEF] Policies Bt .

T4 il OK.

$IE5 4 AnyConnect Client Profile TU[i I, fiti Apply.

PIR6 il Save,

FIRT SBMEER, il OK.

7t ISE LB E WK ARE

ISE HJic & A% AnyConnect #%.0>+ ISE 322 2 PANALELUNT OPSWAT (A FIPERIE) LIS HF ISE
(12835 22 2 A . ISE 36 1] DARR B 7R 5 ASA IN 148 HI K 4T AnyConnect BLERFNFE YR . >4 /-
S ISE $2461 (1 B P -

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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£ ISE LECE MEEE

#0E AnyConnect |

* W ISE 76 ASA 2 )5, WIH &R ASA, T2 AnyConnect, #RJ5 7. VPN &E#:. i
AnyConnect ISE # iy 2 VAL IFAE 1 ASA 223, WA FoRe 3 5E [n) 2] AnyConnect 25 1 3 [ ]/ 2K
%4 ISE iy 2 VTl o

« QI ISE ANAE ASA 2 )5, W %% 3] AnyConnect 2 /311 )7, %11 4x51 5/ F 48 ISE L

“24¢ AnyConnect it & 11 5E S [) AnyConnect %o W14 ISE Z3ii A VEAPIRAS AR, WAL E
ST s T ) 21 AnyConnect 27 B L] o

* Y P HE ISE H € 17 3] AnyConnect 2/ By AL T B

G0 R W28 4% Internet Explorer, NI ISE ¥ F 2% Anyconnect NEFERF, RFZ FEREFS
Jin#% AnyConnect.

X TP H A s, ISE K41 IF2 7 s B E g 1) 1717, %01 2 s N AU 25 B E )
H(NSA) THMEH:. H 1T NSA, 1% LHA £ 4k ISE E&%%ﬁﬂ‘??@i Anyconnect N7

TP o
NSA 7F Windows Fiz475¢ ¥ )54 HATMER . #F Mac OS X _Ligfrsete)n, Wik H
M.

ISE SCRAA 4 1 e[ g4y L T 454

* £ ISE )% AnyConnect Jit. & SC {4

* ¢ AnyConnect %t Il AAH T SHA LA N 2 ISE
o NIRRT S AnyConnect 18T %5 5

* ¥ AnyConnect 75 7 Jifi A1 Y5

ISE AJJiC & A28 LU AnyConnect %% :

* AnyConnect 1% /0o FIRHR, f4E ISE 283 22 4 VPA AR

FCESCPE: 4] WERLELAMP Enabler. VPN. W47 W B BR RS . M4 2e 4. &P KGRI
AnyConnect ISE 3t %2 4= PEA

< SE IS

EDRR TSNS/

BRSO SRR A SR B S
AL ST

8 B A 1L ) AnyConnect gettext 446t
Windows Installer # 4t



Z1Z AnyConnect

cisErREmEnE I

AE % AnyConnect 3C{4i#1T ISE _E1&

* FEOGEH T HEAE RSN AnyConnect AL, DLAIEAHAEA M PC _FIBE AR AnyConnect

o N RETHRIEE WA G R N B S, /D BB A AnyConnect ISE #4322 4> VP Al il B SCAF
o 52 AN A AL ZE PR IR A ZIP A7RS, AZAFRYLE ISE AR U ARgRs . HHZ00 T 055
AnyConnect UI %
VPN 4 A
i Bh S
R P o
AnyConnect A HiALAHZE 0 7] 415
—HEHIR% 30 AnyConnect Gettext 44t
R P

&£ AnyConnect & Hil FIAS AL IEAT ISE 038 v BT ik 120 SR A1 & ISE 440,

Bc & ISE L1ERZE AnyConnect

A

WA AnyConnect 3K 140 FAL R ISE, SR )5 5 AL A G HoA AnyConnect %5

padtis

7£ ISE "t & AnyConnect it ¥ XF %0, HUH %+ AnyConnect Module Selection | ] VPN LA
AR S/ CIMEC R ) v L1 VPN, 4208 E VPNDisable ServiceProfile.xml /4 4% H
AnyConnect GUI _[f#] VPN K[, VPNDisable ServiceProfile.xml F :At AnyConnect SCAF# T
CCO L.

1 {FISE ], #%#¢ Policy > Policy Elements > results. /7T Client Provisioning 'Z.7< Resources, %X
J5 %+ Resources.

2 j%&$ Add > Agent resources from local disk, #XJ5_[-f& AnyConnect # {4 SC1F. S THRISEE 1
FEAT HoA AnyConnect B8 U B 52 VS I AS MU RE A AR 8 U

3 j%&$ Add > AnyConnect Configuration. It AnyConnect it & FH T-Xf b, FoE SO, wHliE s
LT Opswat BAFEIBEATACE, a1 FEIA.

HI7E ISE. ASA 5 Windows AnyConnect Jit. & 3SC£F4/H 5 HH 61 2 F14 %4 AnyConnect ISE £ 2 42
PEAGC B . R 2R ISE HEEAS AnyConnect %55 44 Bk LA K 95 U5 8 1Y ) 42 K
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#%2 AnyConnect |
B =3 AnyConnect S {HFNER B 1

% 5. ISE 1Yy AnyConnect %R

R ISE Z5iR B F015t AR
AnyConnect 4 AnyConnectDesktopWindows
AnyConnectDesktopOSX

AnyConnectWebAgentWindows
AnyConnectWebAgentOSX

AR B AnyConnectComplianceModuleWindows
AnyConnectComplianceModuleOSX

AnyConnect Fit. & 3 AnyConnectProfile
ISE 4 bA% ) AnyConnect A0 I & A4k (1) BN L & SCPF Wos — AN

ii*&: o
ek alE e En AnyConnectCustomizationBundle
A AL FR 2R A AnyConnectLocalizationBundle

4 QUEE T A EE T RGN i PR O SR o 0 T i R 0 ey 22 A VPAL AR B, Tl ik
AnyConnect fll ISE 1445 NAC/MAC ARHE . 45AN% 7 sy 1 O Sk mes L e e — MR, 22402
AnyConnect fCBE, 2242164 NAC/MAC fAEE, AL'E AnyConnect fQEERS, 5L —NELEK 2
B AnyConnect it & .

55 #7 AnyConnect 24 F0FL & 3L

AnyConnect FJ 38 2 F 7 28T
* AnyConnect %% )73 - 24 AnyConnect 7%E4% ASA If, AnyConnect F#iFL/FHA & ASA 275N
BT AR A BC B SO . AnyConnect N 30RE PR X LU 0B T #0302 i, IF H VPN [
AT,
* ASA [ - /R I BB ASA ITCE ) 5 1) 7 LASREUSE 5
*ISE - 4 ) i&E#: 3 ISE i, ISE #44f F I AnyConnect it & Y] W7 /& 7545 50 57 A 4L 1F 50T 1) £ ity
LT K.
] DL ik 22 R SR B 2 GEIR Y. G mT DABH b i BT, RIS R SR 4 B Sk
Ui 2
FHRRBIRIE
DEFH
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Z1Z AnyConnect

=M AnyConnect 51 EH I}

LA R sl B -

* B A ISE th IR ) S HIFF (DACL), HAIZR CHEE R ASA. A ERAT %P i ) 24
i 22 2 PPAL PRSI 2 (] IR 257 i B € 17 21 ISE 1) AnyConnect %)™ g BT 1) o

*ISE 7F ASA Z )5 o

AnyConnect B&R&EEEFin L

1 J1/* )53 AnyConnect, #EALFEIF, Jf il Connect.

2 ASA @AL &N SSL M, K SR IIE (L6 F) ISE, ISE B iEfEiE

3 AnyConnect fi5)) AnyConnect NEFE/T, 1% NEFFHRAT AT GARIE, I3 VPN BRIl
W ASA K205 ISE i 2 40P, N

L S B TAA s s 6, DACL K 5 7 1) ISE [ [¥) AnyConnect 25/ 3 L] )7

2 G S#H Internet Explorer 3 Wi %%, ActiveX #1544 5 5l AnyConnect N LR . 78 HABMN b,
P FEFFHATMSE & F B (NSA), 1Z T HES N4JF/53) AnyConnect 2 FEF .

3 AnyConnect FEFEFHAT7E ISE _LIECE T AnyConnect F12%, A II{Etuh AnyConnect ISE
iy A R R

4 i BI¥) ISE 25 22 A VTAN ABLKE 5 3 s 22 2 VPG .

FK % %= AnyConnect

U R e st 20, J3shE] ASA L& il 17 (i 4z .

2 FPRBE S AR EE, % SEURRAL S ISE HE T IRAE .

3 AnyConnect F#f2/7 H Internet Explorer H'[1) ActiveX #/F AL Al V2% - 1) Java /N 3
4 AnyConnect FEFETFHATIE ASA FECERITI, RJG)A5) VPN B, T EFT 58

R ASA K235 ISE &2 41 Ad, M)
1 F P PR BBk A, SR H 5 1) ) ISE ) AnyConnect 25 )7 S R C 1) o

2 {f Internet Explorer #1, ActiveX ¥4 )JH 5 AnyConnect F#FE7. LA s, HP NI
PAT P25 VB BB, % TR R80T 5 3) AnyConnect T #F 2.

3 AnyConnect NPl VPN e 4T ISE _FACE M FTE T4, H AR AnyConnect
ISE Z3iii22 A VPAL L

4 ISE %3y 2 A pPAARHE I ) 280 2 4 A o

2% AnyConnect B & & #1

] DA Ik B ANy A P i I B SR AR FH B PR ) AnyConnect [ 2l 5 5T o
* £ VPN &/ il B S0 pF
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#0E AnyConnect |
B 7£ WebLaunch #8327~ i 7 T £ AnyConnect

Auto Update K25 H H 8 8. SEHCE S T BE Y £E AnyConnect 9 2550 58 2 2% o 5l in 21
WA P dE . S nT LARVEH PO s .
* 7E VPN A 55 W B SC A
Bypass Downloader BH IS ASA F [T 58T 24 T 2081 7 bl
Update Policy 7Fi% # EIAS [7] Sk i Hf S AT 30 FIC B ST A BB RS 40 425 161«

7£ WebLaunch Hi8)#27~ FH P T~ 2k AnyConnect
T LI ASA BR3P B S0P S SRR TBL, A B T B
£ N2 AnyConnect 5% 2155 7 i A\ LA
HR PR AnyConnect 7E4LSEMS S P P A FICE o LA 45 S 1 7L S0 1 2 P U 30

UK

$IE1 (£ ASDM ', # 3| Configuration > Remote Access VPN > Network (Client) Access > Group Policies .

SIB2  EPYLEENS, 5l Edit 5% Add 74 i 0TS 2 SR

PB3 HEFNERT, %$ Advanced > AnyConnect Client > Login Settings. 1475 %, HUH %L Inherit
SIEHE, SRJ5IEFE Post Login W E .
R R, 1SR I I [A) Be I FIE R AR Default Post Login Selection X 38 i I [A] B ik 1]
Jo5 BRI BRI

FRA i OK R GRKE S SOV I RIAL A T, AR5 kil Save.

SV PERIFH 2R

fn] DL A P aE i 2% ) AutoUpdate #52 AnyConnect 85551, 4145 H] AnyConnect [ 2 58 iTik
BRI R,  AutoUpdate 4y Ji FIR 7

el LAV 7 SEIR 2% i BE BT, ELELAJE % Deferred Update. W1HECHE T Deferred Update, )
2% P BOE AT N, AnyConnect 253 JT—ANXFEHE, ) 0] 1 7 AR 5056 2 4838 . TS Windows.,
Linux fil OS X #B5Z#F Deferred Upgrade.

7£ ASA FECEEREH

FEASA b, S AIE SRR, ARG AR g | I ATAC EOX L m k. wT LR I RE R ST A2 61
S T P 7 o P DR A P A58 B

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



Z1Z AnyConnect

7£ WebLaunch £ 827~ A A T AnyConnect .

1) ASA P B 78N € il JE P i AR B R T FTIZ 4T 1) ASA/ASDM Fii A . G HRIE1E T 2E ¥) ASA/ASDM
WA, Z: Cisco ASA 24\ VPN ASDM BL & $8 8% Cisco ASA &%\ VPN CLI Bt & 458, T fife g
PERCE L

PUF @ PEAME R T/ ASDM e & 4838 51 -

EHIE1E > ByE |BAME | &iE
DeferredUpdateAllowed true False | True 7] LLJg F B3R W 7. 1 S 9 31 oF gl 24
false H (false), AT BE S 20,

DeferredUpdateMinimumVersion | x.x.x 0.0.0 A2 22 2 T LASER T BT ) Ak AnyConnect Jiil
Ao

WA AR RRCA A 2 35 - Sk v e T A BT AT
B, WA CUR R (4G VPN D) R
LR ATE BN B ARMCAS, MBEZAT G IEIR
ST

WARRARE BB P, oI AE L i 22 AR
Anfy, ARG R (BESNKAD iR
L

DeferredUpdateDismissTimeout | 0-300 | 150 #0 | SEMISEHHLRTEME H SIBUH 2 0 B R AL
) A4 s SR FE TR R I A N g i (e
TR AR BT .

WERBLE RS, WIEEH A B EhRE, X
WHES —HE R (ANFED , JHRH

M 8 o
Rt e s BN %, W ARVAR G LR 450
AT A B3R BT -

o T RE I RCAS I
DeferredUpdateMinimum Version 118 .

* DeferredUpdateDismissResponse 1) {H

DeferredUpdateDismissResponse | ZEiJR 5 | 563 DeferredUpdateDismissTimeout /& 4= I 2RI
B 44 .

*SEH B PEE X 2 KN

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i



- #0E AnyConnect |
W E R

7t ISE P EC B L HIE #

Fri6Z Al

UK

FHIE1  a) %EFE Policy > Results.
b) J#JF Client Provisioning.
¢) %P Resources, #XJ5 fiili Add > Agent Resources from Local Disk.
d) 4% AnyConnect pkg SCF, #RJ5IEF Submit.

PIR2 BT LA AnyConnect B .

$IE3  1F Resources I, Al AL AnyConnect #X{4-EL¥8 Il AnyConnect Configuration. AnyConnect
Configuration A7 F T~ 1HC & L€ 3 5 07 i 7 B

T HASE #h GUI
B RS A SR AT ] LG TR SN B B A B R TR O s I E T
DeferredUpdateDismissTimeout i ] 7 FHi .
B B HRES
5B TR BR AT A

U AnyConnect BFAIECE SCA BB T L2 )™ S SR VFSOBT, W W] R R 21 Sk N JEAT ST
AnyConnect SUFIMC & Skt LA ] EABEAT 55T VPN A Hi S SO o 14 57 SR 1 B e T 2
EEE

SEB AMEAT I FR 2 AR . WORBCE T 24 v, SOBT SRS AR 2 2 Bl SR
BRATTOU T, BB SRS 1 L SCVFR EATAR] Sk (1) A0 R B SO SET o gzt 1 o0 8 S S

S L I
LI 7ERR S 28 R (Server Name) 41I4¢ Fifv st Seih, 0V BURE A2 S ST BT 4 AnyConnect
BRI A

ki Il 4545 44 0] LU FQDN 25 1P k. [FIFB o] DUZIEECAF, 5i: *.example.coms
AR RA T AU, WS LR SRR S 2 S8 S A7 .
o 0 T T HAt AR AR 5E SRS AL Kk i«

i F #2145 3k B 1T BR 55 28 B9 3K 4 E £ (Allow Software Updates From Any Server) i£17l, 1t
VFEAE LS VPN A% CoH A H A ] S RS E () 31 T
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Z1Z AnyConnect

gaErmEn |

] 215k B 1R AR 5585 B9 VPN EC & XX 45 #7 (Allow VPN Profile Updates From Any
Server) WEII, AVFELIEAL VPN BCE AR .

1 FH 5255k B 1R AR 55 28 RO AR S5 B & ST SE#T (Allow Service Profile Updates From Any
Server) WEI, FOVFEHE 44 FAh il S5 AR C B SO R

fEH “ iR BEAIAR 5585 ISE Lin R & FEBECEHEFH” (Allow ISE Posture Profile
Updates From Any Server) 35, fovFalidfi4s ISE #8322 4 Al e & S 58T .

] “RIFRBEMRSZHSHIEEREF” (Allow Compliance Module Updates From
Any Server) JETT, FVFEGHE LG AR B
HREF AT TR, 5 S 00 LU KRB RS54 BB SRS AT A

B AR S5 2R EF R ARIT N

MRS AR S5 88 B AR (Server Name) 5138 T K] OB AL iy, FoAh BT S u& S £ & HIF Has Il
LU -

* ki b AnyConnect AL I ARCA LS B ) S ARCASEAT LA, DU E B2 1 N ST o
R AnyConnect BAFALIRARAS LL 20 7 i EIORRASIH, - AN BEAT A SR o

R AnyConnect B IR AN 1 %0 7 i L IRORRASARTR], R 200 222 e S b i 8 LA
PN EIF BAEE i EAAEAER AR

Ui AnyConnect B FALIKIRRCAS L 7 i (R FBCAS T, T J80M1 226 S B8 2800 152 (19 A
PR LA B % s b e A e
* i E ) VPN BCE SO ISE 28 322 4% PRGBS FIAEA IR 55 10 B SCA 10K 5 % 7 s i G
L SCPFREAT AT LURF R s 17 I SR -
p SRSk RO E SO B 0 i O TC S AE AR ), AN AT SR
RS (R B SO ) s PG B SCAR AN R, e i AT R 3

AR 55 78 EHTRBRIT

MIER R R TACK I, 2I1FRBE RS 22AY...E# (Allow ... Updates From Any Server)i% i ] T
i 2 4nfa] 8581 AnyConnect, U1 R fi7R:

* RIFRBEITARSS S5 HOER - E #1 (Allow Software Updates From Any Server):

R P R T, ) AVERT R PEAU ASA HEAT IR BT . KA R B R A
Lt AT 58T

WER R IR, WIS THAE S8 . deah, BRI TR L R A8, REGUBL
1k VPN ###:243R.

* RIFRB TR 2549 VPN BLE L E #1 (Allow VPN Profile Updates From Any Server):
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REEHRE

E RIS IE R

< BT AEFRAL A AR S 88 AR (Server Name) 513 41 W IR &5 28 1 TP Huhil, @2 f ) v] LAAE i 1P
HOHEE RS Skt . WA P 2l TP M bk, (H3kun#i 414 FQDN,  IRA 1% 230 440 4
TEFR BRI
ERAETE AR FECER . AL, BIASE . R RN, XS EHAS . R
GRS SO VERIAS ST, T AN AR A A R S il SR o

* NEUA KIS AEZR ) VPN IC S SO IR 2 7 ity b 1 A oA VPN FC & SO . £E e Rk
FE A N ARIZ K i B AE Al 3k ity 58T VPN BCE SCEERE, TR X — .

* SR DR 22 R ST SRS T R FERE VPN IC B SCPE R8sz s, IWBL R B ek Al il .

#0E AnyConnect |

AR AT, )2 Sk Y VPN G SO 8 i PR C B SO AN I, 6 VPN P 3L
PEEAT R o

R ARORIE AP IEE T, WA SR VPN LB SO BeAh, R T 2257 A4 VPN GBS0
BH, RGO VPN R

* RIFRB TR 25 MR S5 B B X E #7 (Allow VPN Profile Updates From Any Server):

U ARG AT, I 24 Sk PTG SO 8 i PR PG SCAE AN RIS S P REAN I 55 e B S
BEAT ST o
DR ARERIE PR T, A 2 SEOFT IR 55 0 A

* SR B EAIAR 55 25 B ISE im & £ 114 BC & U4 # (Allow ISE Posture Profile Updates From
Any Server):

DR R I, JUAE Sk ISE 28 i 24 A VAN IC B SCAF AN 145 i ISE 23 22 A PP C
BOCHEIN ST ISE 8322 4 PRAG C B 50 F

I RRIE R I, A2 BT ISE 280 22 R VFAL L E S AF . ISE 23 22 A VEAl A QR 7 2
HA% ISE i 22 A PG IC B S A R AT

* ik BIEAR S5 25 R0 & M #E L BB 37 (Allow Compliance Module Updates From Any Server):

gk A eIk I, WIAE Sk A R ERAS 6] 2% 7 i B AR R I B BT S B AR

IR I, WG 2 PR, ISE 4600 S AP A LB S LA 5 BUPE BB A
EIE T

&k AN AF AT A 2% S
RS XA A5 L) DNS 2
BRPUERH B A7 AT DNS R4 4%
ZSNSEIAREZIN JKILAE LR

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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Z1Z AnyConnect

gaErmEn |

TR 30T A 3l SR Y45 11 AR
A AR B 42 T A Gt 55

PPP HER AN I R KR VPN
3 VPN 5% LR BT

SZ A AR I 2% S H 355 a4

o MR A AN M SCAR H & (UpdateHistory.log) ﬂ%wai?ﬁkfﬂmm HHEASE
FINIA] S SO i i) ASA L BB HRREER LU ST R i 22 e AR RRCAS o 1 S S A7 A T
%$A11Users%\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Logs H=%.

B RIE A

HRBI 7R T %% 7 i b 1) AnyConnect MUANAN [R] T % ASA Sk B 25 7 i 1K) 58 04T 0
55 VPN ASH SIS XML SC A A () 583 Sl 4n s

<?xml version="1.0" encoding="UTF-8"7?>
<AnyConnectLocalPolicy acversion="2.4.140"
xmlns=http://schemas.xmlsoap.org/encoding/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader><RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer>
<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>false</AllowISEProfileUpdatesFromAnyServer>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<AuthorizedServerList>

<ServerName>seattle.example.com</ServerName>

<ServerName>newyork .example.com</ServerName>

</AuthorizedServerList>

</UpdatePolicy>

</AnyConnectLocalPolicy>

LA ASA Skifie & :
ASA iy hn#xkE5 AnyConnect 5346 ETHARSR
seattle.example.com FRA 3.1.05182 VPN. W% )i s . W% 224
newyork.example.com FRA 3.1.06079 VPN. [R5 ) 45 5
raleigh.example.com FRA 3.1.07021 VPN. &itae 1AL
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- #%2 AnyConnect |
AnyConnect 3 %{58

M i 2 HTIE T AnyConnect VPN FIRA 285 0] & BLZSAEL RS, nl BEHE DL LA N EE B P41

o &% $ 3 seattle.example.com, X AN K A A RA 1] AnyConnect KL & 2 BUIR 55 4% o
NI T M A R I 2 2 AT E SO (R AT o AR VPN R Z U ) 4
FRASMC S AR A, HORE T2 )7 i A VPN FIRCE SCfE, 29 N 4.

* &/ it bl )5 1% % 2 newyork.example.com, X & — AN K HEHR AR AnyConnect KL & FRIFZAL
ASA. FEIFLH T VPN, W45 i) B BEAS RN W 2% 22 Al 250 & SO al it R 3 HR R T %
P b RRCE SO, WS R 2.

o 2 it Bt 5 3% 32 3 raleigh.example.com, IXAE—ANARIANA] ASA. FN RFRAETER, FiLA
VPN, W7 ) S W48 e A & 2 A VA R 2 9. BT AN SR 1 681 VPN il &
SRR S HC SO, BRI TGV MR B E SO, WA VPN FCE SCF e T (T E
5, WL,

AnyConnect %5 2

At EN LR A E RS E

AnyConnect 386 S AT BB AFAE TR - v SENL B0 F P B IR T SO AN A SR i SR A
AnyConnect fff A SR E % 7 i GUI _E Preferences 630 v I = T 428 il 1 B I s A 0%
MG R, WA g ENL.

AnyConnect i FH 4 J5) SCHFRIC B S ) 2 0T R A I3, 44 Start Before Logon F1 AutoConnect On
Start.

R ERE S RIS AL M R R A
BRIERS KB | XHEE

Windows M C:\Users\username\AppData\Local\Cisco\ Cisco AnyConnect VPN Client \
preferences.xml

42 JR) C:\ProgramData\Cisco\Cisco AnyConnect VPN Client\ preferences_global.xml

Mac OS X P /Users/username/.anyconnect

4 I8 /opt/cisco/anyconnect/.anyconnect _global

Linux H /home/username/.anyconnect

45 /opt/cisco/anyconnect/.anyconnect global

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| = AnyConnect
AnyConnect 114t VPN % /i {8 B Bim O B

AnyConnect #1154t VPN & P i {5 B Ay O

FERYIH TAE9E Cisco VPN 25 g A FH 13ty 1 FEEAN HRLTT Cisco AnyConnect 24 F5 5l % J7 bt o

17138 Cisco AnyConnect % [ i ifs [
TLS (SSL) TCP 443

SSL H3E [ TCP 80 (k)

DTLS UDP 443 (nlik, {H5RZUHES)
IPsec/IKEv2 UDP 500. UDP 4500

i Cisco VPN % i (IPsec) if [
IPsec/NATT UDP 500. UDP 4500
IPsec/NATT UDP 500. UDP 4500
IPsec/TCP TCP (WPt

IPsec/UDP UDP 500, UDP X (H]fii'E)

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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#%2 AnyConnect |
B AnyConnect 154 VPN % /i (% A foik O
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H.

E#|F0ZA 1 {¥ AnyConnect & P if FI L2 32 F

H

* &% AnyConnect ZZ3E4T Xy , 5535 11

* JAM] DSCP Filpd , 3 43 0t

* SEH] AnyConnect GUI SCARFIVE B , & 43 171

* 4 AnyConnect GUI B 5& il Bl Ar A1EbR , 25 50 0T

o At H AL AnyConnect & 7 i i B SO, 55 58 1T

© GWGHREA , 859 W

* i/l AnyConnect API %5 FIFZE £ BN 2 63 1T

* {4 AnyConnect 5& il FIA AL HEAT ISE 35, 26 64 1L

{&24 AnyConnect 21T A

5

* Web ##Ef{ l AnyConnect Web 331, Ja& & JC& /i SSL [ 1/ —&B5r. ] LU HilJE % ) iy
SSL 1), {HAEEEHI 1/ 1) AnyConnect #73- %41, AfgE il Start AnyConnect $%%H -

ZHE PRI R IR

BTG OLR, CR % R S siide . B i) IR A 5<% B8 TAEAEAE 1) D) RE AT
BefbE AR . el RALIRATATLIRAN TR AR, DAREIARE T DRSOl i . TSk, PERE
AH P ART: o

FIAEHI RN T3 R4 2 7 AR S A e

o B RIS I ATREER R i O SO - U Enable Customer Experience Feedback Service, Jf:
53 R G RC S A

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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B sz (Windows)

* MST 3CA% - M sampleTransforms-X. X . xxxxx.zip HHHEH
anyconnect-win-disable-customer-experience-feedback.mst 3L {4,

) = =
12 &= %174 (Windows)
* {8 ] Windows 23R8 7 )@ PE1E 2 AnyConnect 223817 A . ZELL AL & Al H X 28 8 1k«
T RATSHL - — AN BV ) S E AL 18 B AT L HFE T msiexecs 75T TG
E, Web HiBASCRRM T
o CRRR I - T DA R G e e R e R . 20 LR T Tl R . —
. H. 42 Microsoft Orca. Orca I H. /& Microsoft Windows Installer %4 FF & £ (SDK) HJ—

#hIr, A LE Microsoft Windows SDK . 423k Windows SDK., iH ¥ it 4
http://msdn.microsoft.com, X5 5% 1 Windows MRAXS M. [¥) SDK - T %,

Fegpn] T P0E A Web B2 . FelnT VA S EUL S B dr 47, AT L EAR 3] B3 N %2
%845 (Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Customized Installer Transforms) 317 Web i .

o fE I1SO WG, 2327 setup.hta & HTML 3044, W DA AT 4mdE

PR
AnyConnect HIZHE R AT & il o

BT E#H %= Pin L4 Windows £ FE
PLF Windows 2225 FE 7 J& 1 m] € il AnyConnect %3¢, 1571, #ibn] LLEH Microsoft X FFIIR 2
oAl Windows Z23EFE 7 JE Pk .

« HEH RS MTU - 24 VPN 2235878 I (RESET_ADAPTER MTU) W& A4 1 I, HFLFa%
Fif Windows W 44E AL AT MTU 1B 55 N BROAE . SR H 3 RE, S0l /L.

* WE Windows 9l - JRHE BN B#s B2 P42 7 IR Cisco AnyConnect %4243 % 1
AP . TR AR P A RN IRR R TS B e T RE, B 1R A M A 5 O
P18 f5 1k AnyConnect x5 . 834 v UG ik 8 iy 4= A5 A0 IG5 35 i ok 458 1B iS5

T VPN W47 i) B PR g R R0 4% 22 42 () MST 2228585 7 S0 — N A Y& 1 (LOCKDOWN)
1 LOCKDOWN %5 N FE AR, A ik o5 b i ;B A H S 3 53 TCv045 ) 5 1% 2 e e O Bk
1) Windows 55 FA TR ST FHIRAEL AL IRl i 4ok v B b @ P, ke e i i H T8 A5 B2
B FAEAS MST 235 R %480 LA Cisco AnyConnect ‘2 485 5l 45 7 i U AE N 8% 0L T T 280~ 1)
L2518

Un AR B AL L i LA A B AN TR, A ZI06 RS 2B R P B H] LOCKDOWN g
Vo DRI aidt, EIRMER, BRARE IR 2™ o

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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e z247 Windows) [l

)

FR AMP BRI F S VPN 23R Al 8

* JF)E ActiveX 544 - ZEBRFIL T, FIHMUAR) AnyConnect 7E TS E VPN SRR 2 203
VPN WebLaunch ActiveX #3f:. M AnyConnect 3.1 JF4fi, BRINTEOL R ICH] VPN ActiveX #84F
e o = R RIS (NN R S e o

TETIH S AnyConnect 2 /7 i A 0] GEBIHR I, WIS TR 25K VPN ActiveX #4445 AnyConnect —
[ 22%%, WS048 ] NOINSTALLACTIVEX=0 M JiUFI msiexec S 4.

% AnyConnect M Add/Remove Program F1|3 " B&JH - 71 022 3% 1) AnyConnect FER M P
Windows ##l H#%  f'] Add/Remove Programs %13 HH B[] 2235 RE P AR 1%
ARPSYSTEMCOMPONENT=1 nJ ffL il ik s 7 B 22 (M2 P &

BATRR AT FRATER AL R 7 4R e B e B 1, AN T B 480 B FH T 148 45 B R 1) R AN B R
HIEEAS MST 22358 . 8 RT LA Cisco AnyConnect %45 5% ) i S5 A B 3 U THT R 8~  4%
e o

AnyConnect 212 A9 Windows 212 F B 14
AR MSI 222 fir AT P I RIEC B SO 8 A B R s ]
BRI HTIRR wSFAEXH

WA VPN IhiEm msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
AnyConnect 1% /L% ) PRE_DEPLOY_ DISABLE VPN=I /lvx*

it anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log
(LB AR IS

D

4 VPN s msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

AnyConnect #%/0> % J* anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

i

PRI I Tk msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
DISABLE CUSTOMER EXPERIENCE FEEDBACK=1 /lvx*
anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

SRR S T H msiexec /package anyconnect-dart-win-ver-k9.msi /norestart /passive /lvx*

(DART) anyconnect-dart-<version>-pre-deploy-k9-install-datetimestamp.log

SBL msiexec /package anyconnect-gina-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-gina-<version>-pre-deploy-k9-install-datetimestamp.log
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E I FNZA #14 AnyConnect & P isFIR EIZF I

W

B %74 (Windows)

B RIERIIER wEMEBRMH
DX 2% ) 457 T msiexec /package anyconnect-nam-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-nam-<version>-pre-deploy-k9-install-datetimestamp.log

DX 25 22 4 msiexec /package anyconnect-websecurity-win-ver-pre-deploy-k9.msi
/norestart/passive /lvx*

anyconnect-websecurity-<version>-pre-deploy-k9-install-datetimestamp.log

B e A PR msiexec /package anyconnect-posture-win-ver-pre-deploy-k9.msi /norestart/passive
/lvx*

anyconnect-posture-<version>-pre-deploy-k9-install-datetimestamp.log

AMP Enabler msiexec /package anyconnect-amp-win-ver-pre-deploy-k9.msi /norestart/ passive
/lvx*

anyconnect-amp-<version>-pre-deploy-k9-install-datetimestamp.log

DX 2% T R s msiexec /package anyconnect-nvm-win-ver-pre-deploy-k9.msi /norestart/ passive
/lvx*

anyconnect-nvm-<version>-pre-deploy-k9-install-datetimestamp.log

-
2h

FERREEFERBANBENRERE
#5 Windows Fedfe 5 N 1B 5 4 AR LU SEF T W4 08

r_l‘;‘:
W

$IE1 (£ ASDM 1, %3] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect

Customization/Localization > Customized Installer Transforms.
PIR2 SN (Import).

ARG min “4 nyConnect 7€ i} % ” (Import AnyConnect Customization Objects :
RYios “S N AnyC SEFIXT % (Import AnyC C Obj G

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
3 | [
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(LD &S

Remote Access YPMN o o ox
@ Inkroduction

twork (Client) Access

ny_onnect Connection Profiles

Configuration = Remote Access ¥PM = Metwork {Client) Access >
AnyConnect Customization/l ocalization > Customized Installer Transforms

Import or Export AnyCannect-customization objects to the security appliance. These

sec Connection Profiles
Group Policies

ohiectsaaill be served by the ASA on request from the AnvConnect client,
44&@;@ pert | i Delets

Drvnamic Access Policies | For
(), AnyConnect Customization/Localization

#h Resources

GUI Text and Messages /
C ized Installer Transforms

.',. p Address Assignment
[ Advanced

AdAfLocal Users

By Secure Deskkop Manager
-[£3 Certificate Management. |
Language Localization Platfarm: | win 5|
B8 | pad Balancing

ﬁ? DHCP Server
= DNS
£ Advanced

)
)
£-
)

Select a file

(%) Local computer

Object Mame

Path:

EC:'I,Documents and SettingshuseridiMy Doci

Browse Local Files..,

() Flash file system

&) Device Setup

% Firewall

! () Remote server

.Bemote Access VPN - ’ |

Site-ta-Site YPH

1T (Windows)

[ Import: Mows ] [ Cancel Help ]
m) Device Management:
! : ]
- oy
ol
docs 15 ENEE 5/4j09 10:10:34 AMEDT |

BNEEG NS4 o ANFETHAE RIS R AR, IR0 ASA T 5 IFAEE, SO T {E

[

R
I

F

WP G, IHREE P AR RIS A (Import Now) . SO 23 37 R 7R AE 223 R P e ik

wh

ZE il AnyConnect Fi 7 52w HI4% #7151

BRI HH AR T A SRV, (HOE DUR SCASR e P ) — S8R H o B ilRE

company _logo.bmp 4 Ky ARLEIA, I H 22 2 Hilfc & SCF MyProfile.xml.

DATA CHANGE - Component Component ComponentId

+ MyProfile.xml {39057042-16A2-4034-87C0-8330104D8180}

Directory Attributes Condition KeyPath
Profile DIR 0 MyProfile.xml

DATA CHANGE - FeatureComponents Feature Component
+ MainFeature MyProfile.xml

DATA CHANGE - File File Component FileName FileSize Version Language Attributes Sequence
+ MyProfile.xml MyProfile.xml MyProf~1.xml|MyProfile.xml 601 8192 35

<> company logo.bmp 37302{39430} 8192{0}

DATA CHANGE - Media DiskId LastSequence DiskPrompt Cabinet VolumeLabel Source

+ 2 35

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i
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1B RZE1TH (Windows)

7514, AnyConnect L3I F R 5

A

0] LU AnyConnect 2235 F8 7 W T4 8 o ASA 1 FHHE B ) BE A e 22 S5 R e s R L . 1%
Ao W e s, (HARFRIRIG 285 44 1) MST ANAR o XSS S e 22 B RE e i o, T ANEG 3
i GUI J%E.

iR

AnyConnect AR AR AL FEAS AL e 4, %5 BE 03 AT _BAR5 B Hri A4/ AnyConnect FA4-E3 I
Pt PALR BE N 2t . RIS AT A AL ¥, 15 ERAE_AZ 311 AnyConnect
AL cisco.com 1155 HT WA B8 BT IX e 3

T DA R 4 e g 2% (W0 Orca) SwiBFEHOR OO B AR 8, JRRMEH T AN ASA . AP MK
iy, B e AT RN B R E S (XS B R A E RGN ) FE I A N 4
FeATT H At 30 E S M. IXLEEEHAE cisco.com ) AnyConnect R AF 2 UL BA R IHI Y .zip S04
B P fit

anyconnect-win-<VERSION>-web-deploy-k9-lang.zip

FELECEF, <VERSION> /& AnyConnect FRCA (140 3.1.xxxxx) »

AR R T e (L e Ih e Comst SCPF) o W F5 B g e fe F P SR AL 101 5 AN 2 A T4 4L 1
30 FlifE 2, BT LAEVEE A QI HIRR IR HE 5 2 ASA. ] Microsoft ¥4 ¢
% Orca, A LMBIOINT %8 LASGHT U1 . Orca /& Microsoft Windows %3 2 5 2F T & B4 (SDK)
B—%B5, B 7E Microsoft Windows SDK I o

KA R REFFIRSANEEN T 2IRE

DL LR Won a5 ] ASDM #5554 5 N ASA.
pUK i

1 ASDM 1, #%%] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Localized Installer Transforms.

1B 2 i Import. ZRSUFF] I Import MST Language Localization % 11«

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



I EHFNA 14 AnyConnect X P imFNREIEF
e z247 Windows) [l

=]
5]
*

[Remote Access YPN Corfigurstion > Remate Atcess YRR = Network (Client) Access > AnyConnect CustamizationfLocalization =
2 Introduction Localized Installer Transfarms

work (Client) Access Configure language translation tables that the security appliance uses to translate AnyConnect messages
AnyConnect Connection Profiles implemegtad through MST (Microsaft TransFarm File Format),
IPsec Connection Profiles
Group Policies
Dynarnic Access Policies
% AnyConnect Customization/Localization
; Resources
’@ Binary
GUI Text and Messages
@ Customized Installer Transforms

| Languale Language Translation Table

&

B Import MST Language Localization

L In '
L !
Address Assignment anguage ! v—l
Advanced Translation Domain:
=2 lientless S5LWPM Access
AddfLocal sers Select a file Language Language Code
ecure Desktop Manager r:
Slovenian sl ~
Certificate Management @ e - ‘ ‘ =
3 tbian
Language Localization Path: |
-2 | nad Balancing
- {B DHCP Server () Flash file system Spanish (Argentina)
DS ~ |Spanish (Bolivia) es-bo
- Fz Advanced Path: | |Spanish (Chil) es-cl
) Remate server Spanish (Colombia) es-ca
& Device Setup . |Spanish (Costa Rica) Es-cr
= f |Spanish (Dominican Republic)  es-do
g Firewal Spanish (Ecuadar) es-ec
i : Import How &N Spanish (El Salvador) 55w
2
BRI panish (Guatemala) et
Sitg-to-Site RN Spanish {Honduras) es-hn
Spanish (Mexica) BS-IT
@)_Dewca Management ‘ panish (Micaragua) es-ni
|
S ‘ ESpamsh (Panama) es-pa a
= Spanish (Paraguay} Es-py
Spanish (Per) es-pe =
docs 15 ) i
@Spamsh (Puerta Rica) Es-pr =
‘Span\sh {Uruguay) Bs-Uy &

PR3 il Language NRFIZE, EFEH T U —FHE S (RUTIAI4EE) o WERIETF3him A\ 4d
5, WA TRAE Y 2 A E RG4S

P4 fiihi Import Now,
¥R D S AR 5T

FIEES il Apply {47 H

70 It R FRAT PR 5 HR e A VU HE A (ES). W 7R 7E Languages #1138 H1 (1) ] -T- AnyConnect [#] 75
HEA VBB

Configuration > Remote Access YPN = Network {Client) Access >

AnyConnect Customization/L ocalization > Localized Installer Transforms

Configure language translation tables that the security appliance uses bo translate
AnyConnect messages implemented through MST (Microsoft Transform File Format’).

g Import @ Export ﬁ Deleke |

| Language Language Translation Table

B

247447

Cisco AnyConnect R a%X P ik SIERIER, ARA 4.2
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77 (Mac 0SX)

174 (Mac 0SX)

BRI

AnyConnect 2P ICIEA AL o 1B AT I 745 Bf oK B Mac 28PN H, A2
AnyConnect Z3EFET .

{& A ACTransforms.xml 7£ Mac 0S X L E#|LERRFITAH

XTT Mac OS X #AH 1M i .pkg /T A BIFRHET 20, RIIFRATTEIE T ACTransforms.xml. i %24
PR E AL XML SCHFIN, 2238 RE P B A SO, SR AT Zebe . R bR SO BT b e e e A
KRB S LHFEPHR L P I R LA G e Rk BE 0

U £ 5 pkg ZRFR PSRN H N [ “Profile” H 3,
2 VERSR ML WUS G AR H s i “Profile” Hgho
3 B dmg SCHFARIRI H SR AR “Profile” Hakrh.

XML SCAA% R

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

B4, OS X ACTransforms.xml J& 142 DisableVPN, F T-AI%E M %% 224 “MAr” 8.
ACTransforms.xml £ DMG SCAEFTLERT Profiles H 3%

R E PR R IRER

EOAEOL T, R % AR R B, ZE Mac OS X ESCHIILIRE, 1 HAT LT 54t
g2

A RS 5 A 7 5 hdiutil #4 dmg B0 B2 325 . il
hdiutil convert anyconnect-macosx-i386-ver-k9.dmg -format UDRW -o

anyconnect-macosx-1386-ver-k9-rw.dmg

Yw%E ACTransforms.xml JF E BRINLL MME (AR MARIZE)

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



I E I FnZAH# 1% AnyConnect 25 P inFl1 R IR F
CECES T |

124 %2177 (Linux)

{£ 3 ACTransform.xml 7£ Linux £ E &I LERRFITA

WA A Linux 346 E 6 .pkg 17 4 ks dE 5=, BT LAERAT TG T ACTransforms.xml. A FH ‘%2578 77 e
A7t XML SCHERY, 22388 Pt U SO, RGBT 2238, AU U E T 5 2235 FE P A SR Y
ENLE . LRFETF UL P8R LA E 2 SR ENE

* 75 pkg R SCAFAH R H sk W “Profile” Hgh

o FELEA R WG TR H S TP 1) “Profile” H g

* 785 dmg SCHAHIFIR H M) “Profile” H g

TR B A B Profiles H 3N B XML 34 ACTransforms.xml HIA% =0T -

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

/& F DSCP 1 28

AL E — A A UE M, RN DTLS iE#:#5H] Windows 3% OS X °F- & 0 2 47 IR &5
(DSCP). DSCP T eV &L e A PR AE IR BB i i . ¢ tH 28 % e B A O kAT T e, Jhxd
P D AT b ic ABRE ey HY o i B i

A

FRE O OBABOWT, AnyConnect $1/T DSCP T . BAEFZINAE, 16k LA B e B EwE
false, FFH B H %

AThHEAE ASDM FRlLE, (KIGEFELE (Configuration) > ITFZIEN VPN (Remote Access VPN) > [
% (ZPim) 3N (Network (Client) Access) > EEZH5RBE (Group Policies) > i 1/4R48 (Add/Edit) >
=42k (Advanced) > AnyConnect & F i (AnyConnect Client) > B E X &% (Custom Attributes). £
K ERFE, 1520 Cisco ASA 41 VPN ASDM [t & 451 FFIRILE P S EZH S rR I & AnyConnect
& e SUE M. [FIFE, XTI E R CLI L& I8, 12 Cisco ASA 341 VPN CLI Fi & 1R
B, A 9.2 HK R ] DSCP il .

£l AnyConnect GUI X AF1iE 2

FIE N 22 A (ASA) A #4538 e e AnyConnect s H R . F4 38 BAT ey MO0k
FAFHRRISCARTAT . 0] LUEH] ASDM 4 (JT T Windows) 4 #H3LAT W BB In T HAbiE =

PLF Windows AL # w5 £F www.cisco.com 3 fft:

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
|


http://www.cisco.com/c/en/us/td/docs/security/asa/asa93/asdm73/vpn/asa-vpn-asdm.html
http://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/vpn/asa-vpn-cli.html
http://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/vpn/asa-vpn-cli.html

EHIFIA L AnyConnect Z FisfiR iR |
| E#| AnyConnect GUI 3ZZAF05H B

* 1T Windows ~F- &5 TR & A EL IR VE 5 A H Ak 3 6 S A

* T Windows ~F- 5 W 25 38 8 SR 1R 08 35 A Ak i 45 S0 p:
Windows [1] AnyConnect #/8 3CAFA 5 H T AnyConnect ¥4 S I BRIN JETE AR . 15 7E ASA H Nk
AnyConnect #AFEI, ASA 2 HEIF A, HEMRE S AnyConnect #4479 B 45 H (19 50T

T, ST DM O HARTE 5 G B ek, el LS www.cisco.com AL LL R HE#R 2
— (EZABHRESANAEN TSRS, 48T -

s 3 (D

s e CEAE)

ik

o fi 22 i

i

< VEWE CInEER)

* flTE

o o) F R

vl

- Hi&

- HhiE

¥ &

WA E (B

*

s PUPEA ST ($13)
DA 25 g it 1 5 AN ) P sl A Bk — 20 5 i) o NG 3 I e 4 GUI STARI B R A2

* IS INE G4 AnyConnect SCAFI B o #80] LRI UL AT— 77 2008 I sl g i SOk B 00— A8k
ZAN S ID I R SCA, I S 5 B S A

FEFT T (KIS UEAE B A SCA IR BE X
FEATIFIOREHE P A SCAR R I RIS G A, AT S SRR [P B A

BHEEH T PN HIEN S, o 48 T, S n] LU 5T Save to Files ZiE SIS
[f] ASDM K-S H g B SC .

15 ASA ERUFHHARR S, BB ) i FORT R ST BRI T ANER, A SN SRR KR .

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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|  #iFaAt (L AnyConnect & FisFiZe 2125
mssisig AnyConnect AFEE I}

A

ER B N ASA B E S RIS T 0 Altiris AAJE B A FIEAEICE R GE, T LR I I Gettext
1) H %5 FET T-30% AnyConnect 4440:3 (anyconnect.po) 454 4 .mo SCAF K .mo SCF 233
P E LA RN SOt . A ORTEANE B, 1S Al 8 A e L H Sk

& R ANPR I

AnyConnect J ASEFF G FTAT [ PR 25K, (HEUT A A ERS
o 1/ TDAS 3T AN B A2 R DXl 20K
s AR RIS
o i TREG 5 7 B EOR, AT AT IR AE UL b
o —SBR G A S TR AT ORI IR

o SOPTI RPIRAS I S
* AZAFAERIRSS 22T B .
* SEHEEORTI E

NN 4m48 AnyConnect SZAFIE 2

ST LG I 45 B B TR 4 I HLBE e 4k B2 45T B ID (M3 B SR, SR SE 250 AnyConnect GUT
FRIRMSESOH R ST E SR, Rl B Ty g A

o FEFT T (A XS 1 ATE HH BRI SCAS 1) B 24
 BEFTFF I UEAE R SO R B SOAR G 8y, BEAT S, AR5 RIS [P D6 TS AE
* sl Save to File. gl U IRK L A E] ASDM, DL HVH B S0

UK

$IE1 (£ ASDM 1, %3] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > GUI Text and Messages.

P$IE2 i Add. REUK 78 Add Language Localization Entry % [ o

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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B F/nsi%i8 AnyConnect ST &

Remoke Access ¥YPN g & x Configuration = Remote Access WPH = Metwork (Client) Access =
B Introduction AnyConnect CuskomizationfLocalization = GUI Text and Messages
L Metwark (Client) Access Configure language ktranslation tables that the security
nyConnect Connection Profiles appliance uses to translate titles and messages associated with
Psec Connection Profiles the &nywConneck YPN Client user interface,
Group Policies . 3 " -
Mo Dynamic Access Policies it | ﬁ i) * Import | e
= AnwConneck CustomizationfLocalization e
Resources /'— Langtage
Customized Installer Transfoy
(RSO e EnEe 8% Add Language Localization Entry.
Address Assignment. :
7 ddvanced Translation Domain: | AnyConnect
Clientless 551 VPN Access : 7
aanfLocal Users Language: ( V|
B Secure Desktop Manager Language Language Code =
[ J'" Certificate Man:age!'nent Chinese (PRC) ez R
----- Language Localization T " .
88| 3d Balancing Chinese (Singapore) zh-sg
DHCP Server Chinese (Taiwan) zh-tw
198 N Croatian hr
2 Advanced Czech [ —
Danish da
Dutch (Belgium} nl-be
Dutch (Standard) nl
English (Australia) ! En-au
English (Belize) en-bz
English {Canada) En-ca
English (Caribbean) en-029
English (Ireland) Er-ie .‘_'_'
Frinlich ( Tarnsicat e
. QK ] ’ Cancel ] [ Save ta File.. ] [ Help ] i@
Dievice .. do g

PR3  Alili Language FHFIZR, RIGTREIE S NI (en). JOBHEIRE WoRTEEHIE S HIR .

PB4 i Edit AR .
Z 0% 7~ Edit Language Localization Entry 7 . msgid f5]5 2 [8] ) SCA S 25 7 it 7 (R BRI 95
WA, ANBEH . msgstr AT HF AL 5% P o T 0 msgid " BRIASCARRI SCA . 1F msgstr 1515
Pl EIE GV = TN Y N
ELLUF I, FATiE N “Call your network administrator at 800-553-2447”
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$E5

RINEk 44 AnyConnect SCZARFNH 2

Remote Access YPN g &g x

‘? Introduction
Metwark (Client) Access
ryConneck Connection Profiles

il IPsec Connection Profiles
- ﬁ Group Policies

2 Dwnamic Access Policies
R

Access > A

the AnwConnec

G Add|

Configuration > Remote Access ¥PN = Metwork {Client)

nyConnect Customization/Localization = GUI

Configure language translation tables that the security
appliance uses ko translate titles and messages associated with
PN Client user interface,

Delete| b Import| [2f Export |

m}

AnwConneck CustomizationfLocalization
Resources
Einary

Tex |

| Language

Customized Installer Transforms
Localized Installer Transforms

Template

<«

5 v | .
Translation Domain: |0 Connes

Language:

#: B44abdbeceacifbal9616a5d697dc2d
magid "The Y¥PH client is unable b
Zall s inistrator at §00-553

#: B44acdieceae3fbal 9615a8d697dcade
rsgid "

"all sensitive networked applications "
msgstr ™

#: B44abdbeceaeifGal9615a5d697dc9d
msgid "

"networked applications,”
msgskr ™

#: B44abdbeceac3fbal 9618a8d697dc3de
msgid "

"sensitive networked applications."
masgskr ™

o establish a connection

"The WP client agent encountered a secure gakeway protocal Failure, Clase

"The WPN client agent S5L engine encountered an error, Close all sensitive "

"The ¥PN client agent S5L encryplion encountered an error, Close all *

Config...

Cancel

[ oK | [

] [ Save ho File., ] [

Help

247132

mii OK, 25 & Apply UASRAFFE B
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B senss aEnzesRs

REEMRSANBERRZERE
912

SIE1 M www.cisco.com AT TR U ER K .

L2 (£ ASDM 1, %3] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > GUI Text and Messages.

WIE3 itk Import. R4 oK Import Language Localization Entry % 1.
TEA N FRARTEFE GG S
FIS e ML P N LR

$IB6  Hili Import Now. HI[¥Ib#: #4352 %5 AnyConnect 25 /73, P45 H A/ i 5. At ibdse
AnyConnect FHT JH 2 I 455 N H -

AR TSRS FIBAT Y AnyConnect, BIM AT A0 H] R 4 it 0 a 200K SRR 22 42 s i
e P N HE N 2 4Bl eh, RXFE BN B4 Sl AT AL

AW EHELZFERER

WEREATR & P i 5 ASA —EHE, HIEEA RS RS (1 Altiris Agent) , WA LA
R SCHFET (B0 Gettext) Ff AnyConnect #3820 iH K H 3. R M po UK
mo A, ZJER SO E T P i AL EAH R SO

Gettext 2K 1 GNU Il H (s HFE P I E M & 6 D HhisfT. ARG R, 1S5 GNU M gnu.org.
WA DL A LT GUI sE AR GZRR 7 H  Gettext) , B4l Poedit. poedit.net [H#AL T A
PEIEFRAE ) Gettext SR A7 B H 3¢

AnyConnect jH 2481 B %
AnyConnect Vi ERARAL T AT A BFAMERAE R G 71 H K SOk

)

ER \110n HSJEW FHIREAN H XA — . HRAFIFE: D51l 1. 0. N n,

* X} Windows - <DriveLetter>:\Program Data\Cisco\Cisco AnyConnect Secure
Mobility Client\110n\<LANGUAGE-CODE>\LC MESSAGES

* X7F Mac OS X F! Linux -
/opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC_MESSAGES

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| TE I F0A 1%, AnyConnect X Pk FlZ T2

TP N Y WGl Er E L |

UK

M http://www.gnu.org/software/gettext/ I % Gettext SZHIFE 7 I Gettext 2ee/E M T BT HAL
(AR D b

7E B % %% AnyConnect 5L L4 2 AnyConnect 74 B AnyConnect.po [ E| A4S

R4 T2, Ynft AnyConnect.po U (fii fl notepad.exe B4 I SC AR Gw#T2%) K 745 .

14T Gettext Y E A3 ds AL T po SCAFEIEE .mo SCAF:

msgfmt -0 AnyConnect.mo AnyConnect.po

K mo SCAFRIASE T v BB EIERGIE BB H SR T .

BEHE S S 2] ASA LR ESIFEHE T

A\

B H P B I 2 AnyConnect R LERRAC . Ry 5 FHIX S80I BB R, Bl S -1 H s i 2]
5 B0 & 7 WG — D FT B P e R o o SR U AR 18 S B s PR Bt T ek
B B A BB IR EE R R B AU BB B 5 RS ) B 453K G I DA DR I e 3 A0 5 i S8
o

AL R 2 2R =07 T HAUTHEIF. KA GNU T H 1 Gettext sE )7 7] H T Windows, JFH]7E1y
A IS T, ARG R, TEZ0 GNU M gnuorg. ] LUEFEE T GUI SRR GZFE
J7 A Gettext) , U1 Poedit. poedit.net F3FEAE T Ib# ;. LUF R R T X R4,

R

PE R AR CAF 508 ) AnyConnect AR B AHA IR ASA o BRAFEHATBEERAE, 15 B
LT

gz

M Remote Access VPN > Language Localization > Templates 5 ! 557 f) AnyConnect #4#if. 3
HUIARER SO 44 I AnyConnect .pot. MU LR msgmerge.exe F2 )74 L SCA- IR0 4 71 B H 5%
it .

% JF AnyConnect FAR 5 # K

WAL )& 38 H T Windows [ Gettext SE AR, FT M 23R DB IT UL Find . %4
2x5IF AnyConnect #4038 (.po) AR (.pot), MIMIAIEHI ) AnyConnect merged.po 3 ff:
msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot

DN TR INEAE Y

C:\Program Files\GnuWin32\bin> msgmerge -o AnyConnect merged.po AnyConnect.po

AnyConnect . POt . vttt i e e e e done.
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X Pig Fi%F Windows BIEAES

W AE A Poedit, W 564 T AnyConnect.po SCff, % File > Open > <AnyConnect.po>. X544
H 5B A I, M POT 3L <AnyConnect.pot> ¥ #| Catalog > Update.  Poedit - 7F Update Summary
RSB A BB AT R . ORISR, e R R S NS

$IE3 KA IS K S Remote Access VPN > Language Localization. /57 Import, 5:EiES, A
JaikE#E AnyConnect 1F R 4udd . L2 AN SCHEE N AnyConnect merged. pos

E%X Fin E % Windows BIEINIES

MIEFEH] P R R] ASA JF R I, AnyConnect S VLI B 1ETE 5 I8 AR R
28 DX I LN AT N R B e

f£ Windows I & F 8T if8 € K R A XK F
pUK i

$1B1  S/F] Control Panel > Region and Languages X 15 HE. U122 A F N, 1HiE$E Clock,
Language, and Region > Change display language.

T2 SRS /IXBE, IR AT AR LB AR P A R I ER A B
BRI WA e s e 4y, TR Bl 2% AR R A B A

FR O WIRRIRENE, AnyConnect BRIANEHIZIE T . B, WIERARILD] “fr-ca” H, AnyConnect
KR E B “f” Hako BT ERBRET . A& s ] A a .

73 AnyConnect GUI £l| 2 & #ll Bl FRrFAEER
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AT RYIH T AT E 0 S B R RGE R 1 AnyConnect SCAF. KA I EIS 47 AnyConnect VPN &
J 0 U ) B 2R ) 4% e AR A

BRI

o S8 LA SCAE 4 2 DERE AnyConnect GUI A FH IS4« S48 RIEAE R Ge i A B AN ],
I HAE Mac 1 Linux FX 4K/, B, Q288 Windows 27 i (K 28w bR, 24250
FA4 N company logo.png 12 FlHibr. 41 LAHAL SO 444 5N, 1] AnyConnect %2572
A AN, A, WEEE B ORI AT SO R e H) GUL, % T ST SCPF 1 1 3
AR TR AR 44 o
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| E#IF0A L AnyConnect Z P13 i2
i AnyConnect GUI £H 5 B

IR MR ER, i gk Boniz g, HESAMFESCHEAREEE (sda SRR
K5O k.

4 AnyConnect GUI £H 1

ATE LR A O E SO SN B 2 R # KE H) AnyConnect, 1222 4B AE R i S BT S

P$IE1 (£ ASDM 1, #:%l| Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Resources.

$E2 5 Import. Import AnyConnect Customization Objects 7 [ Fifi Bl i 7R .

Remote Access ¥PN o o Configuration > Remote Access ¥PM > Network {Client) Access > AnyConnect

g = (]
Introduction ~ Customization/Localization > Resources
Nefwork (Clignt) Access Import or Export AnyConnect-custorization resources to the security appliance. These
[ )i AnyConnect Connection Prafiles objects will be served by the AS& on request From the AnyConnect client,

AnyConnect CustomizationfLocalizat

) {For AnyConnect 3.0 and newer releases, graphic file used for customization must be .png
Binary file and no larger than 62x33 in size, For earlier releases of AnyConnect, graphic file must

s \.‘ be .brpfile.}
GUI Text and Messages mpar J_g m
Customized Installer Transforms

Lacalized Installer Transforms Platfarm Chbject Name
AnyConnect Client Profile

AnyConnect Client Settings -
i} Drynamic Access Policies

m Group Policies

: IPsec(IKEv1) Connection Profiles

Secure Mability Solution Mame: |c0mpany_|0go.png |

p Address Assignment y :

Edvanced The name used for importing a resource MUST match one of the AnyConnect
o filenames listed in the admin guide and within the online help

Platform: |win v |
& Device Setup
Select a file
gﬁ el (%) Lacal computer
Remote Access VPN Path: iC:'l,company_Iogo.png i [ Browse Local Files, ..

Site-to-Site YPM () Flash file system
E;L Device Management | | E

() Remote server

[ Import Mow ] [ Cancel ] [ Help ]

246081

TE]RI WAL AMIEA,
TR BV E, JHREESARIE. Al Import Now. IU{E, SCIFEIRTEXIRAIR

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i



. Windows #J AnyConnect El#RF0EHR

Windows A9 AnyConnect [E#rF1E#R

)

Windows [ T3 XA T
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$PROGRAMFILES$\Cisco\Cisco AnyConnect Secure Mobility Client\res\

a2

%PROGRAMFILESY $5AH IR AR AL . 75 K241 Windows %Z4éH), 1X& C:\Program

Files,
Windows %3 B9 3C 4 Z FA AR B R~
(g%,

x=) fa
gl

about.png 24 x 24

Advanced X iEHEA F A1) About 124 PNG

RANASTT U 2

about_hover.png 24 x 24

Advanced X iEHEAT F A1) About 124 PNG

AT,

app_logo.png 128 x 128

128 x 128 s i KK/ e W A58 SOCHASZIZ KN, RN ok L4 128 x| PNG
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Windows B9 AnyConnect El#RFAHEHR .

Windows %3 B SCE 2 FAR AR . Bl R~
(B&E, K

x5
i

attention.ico 16x16

REFCA bR ) R B TS B, A O RS HE . ICO

KNS HE

N

company_logo.png 97 x 58 (f

FERTR A 2E E AR Advanced SHHHE AR R 2 B 6K . o)

BRI 97 x 580 IR T2 SOLHEA R LA, MICAERH 2 %) 97 x 58, | PNC

WERLEBIA R, kg Rz

company_logo_alt.png 97 x 58

About XIEHELT T A 7= 12w BbR PNG

R KN R 97 x 580 WL & SUCAFAEZ KN, WA RN FH R 210454 97 x 58.

WERLLEIANE], W2 Hohr il
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B Windows &9 AnyConnect EI#FAHR

Windows %24 R By 32 FAIL AR Eg R~
(B&, K
X5 fE
ﬂ
error.ico 16x16
REFCI bR S A —ANEE N A ™ B AR ICO
SN,

Q9

neutral.ico 16x 16
PR A AT IEH 1 R G AT E bR ICO
AT,

(3

transition_1.ico 16x 16

ARG HLAEEbR, ‘€5 transition 2.ico Al transition 3.ico —[F 7x, FRn—AmEZ A% | 1CO
Ft A AE AR RPIRAS R RE I (40 VPN I R al 9 28 U 1) 45 BE B8 IR D) o 3 MBI
SRS BN, BERIFG R bR N2 ).

N,

ﬁ

transition_2.ico 16x 16

R LA EbR, ‘€ transition 1.ico Al transition 3.ico —[fl 7, FR—AmEZ A% | 1CO
From A AEEA FPRES L) ()4 VPN JEZ 800 45 U5 10 B B AL o 3 ANElAR
AL R, BRI EIbR N 2483 .

KNATT I

Fe)
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(&, K
X)) A
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transition_3.ico 16x 16
AL EPR, ‘€5 transition1.ico Al transition 2.ico —[F7x, FR—AmEEZ A% | 1CO
J o A AFAEAS PR R (40 VPN JE R BN 09 25 U 1) 65 PRAS EREIDD) o 3 AN EIbR
AFES R, BRI B bR N 2 A k) .
KANASTT 3
vpn_connected.ico 16x 16
IR VPN IR RG TR EIbR. ICO
KANASTT 3
(@
Linux A9 AnyConnect B R F1EFR
Linux [ 147 3L T
/opt/cisco/anyconnect/pixmaps/
NERAI T AR SO DAL SR ) 2 i GUIT X 3
Linux % 3% A 893142 FAijt AR EfRR~F
(&=, &K
X5 FZE
Eid)
company-logo.png 142 x 92
HH AR SR AR IR L 2 =) b PNG

TE Il FAA ¥, AnyConnect B PR flREIEFF

Linux & AnyConnect Eizfnsic [

XJ T AnyConnect 3.0 J S siflcAs, A6 R/ 62x33 123 (1) PNG &% .
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Linux %2 3% #1893 1422 FNiji AR B R~F
(&, K
X&) Az
i)

CVCabout.png l6x 16
About LI~ F IR B bR PNG
=7
cvc-connect.png 16x 16
Connect 424155 F11 Connection ¥EI0 - I i 7~ i) P b PNG
CVCdisconnect.png 16 x 16
Disconnect $%4H 55 &7 (1)l br PNG
v,

a
CVCinfo.png 16x 16
Statistics eI+~ F {2 7R 1) Bl Ao PNG
systray connected.png 16x 16
B i RN SR R AL R A PNG
systray notconnected.png l6x 16
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s
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X&) Az
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systray disconnecting.png 16x 16

2 i W S I S 7S (R FE AL PRI PNG

b

systray _quarantined.png 16x16
% P W S R 0 FE L PR PNG

®

systray reconnecting.png 16x 16

R ity LT RN R AT A b PNG

i

vpnui48.png 48 x 48
ERETER PNG
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bubble.png 142 x 92
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logo.png 50x 33

Bt AR BRI R . PNG
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CIsSCO

vpngui.icns 128 x 128

T A B RS (WFE . RPFIER TH) 1) Mac OS X BRSO ICNS

Mac OS X R Kb 16x 16
PNG

G

€32 £ 1% AnyConnect &= P im#5 B 3014

L n) AnyConnect 7 FEAEFE B, 1561

SRAT DAt i AR BAY UE B FR  B SO, IR LB R B 1N 22

A b 4 il AnyConnect 421, AnyConnect ¥4 857 Bl 5c 4, JF4F AnyConnect JH /' 7%
T s B AR . P s B RIS, YA AT R B S0 . 3CRF PDF fl HTML S04
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TE Il FAA ¥, AnyConnect B PR flREIEFF

memunEms [

UK

fJ##4 N help AnyConnect.html [ HTML 3(fF.

1 ASDM 1, #%3] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Binary.

A help_AnyConnect.xxx . SZHF#% {1~ PDF. HTML. HTM #l MHT.

7E PC I, A3 AnyConnect Jf1EH 3 A& N 2485 B3 B S0 N #A % /3 PCo
ENAZAE BT B b 2 A3 A UL

sk 75 B PSR T 00 B 285 T B SCA

AR B EFR AR I, T AEEW D H R AR AnyConnect N HURE 7L 15 BERY R A W S0

N EFE PR MIBR S T “help 7 4, RIS N AZAE LR H 32 —%& %1 AnyConnect.html (A4 K]
BAERGIMN) -

* Windows—C: \ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\Help

*Mac OS X—/opt/cisco/anyconnect/help

‘RS FNERE R

KAV FR, ] LUl AnyConnect 8IS AT A :

« GRABRR RN i VPN 21l e JA TR F Al (W IAFE ) OnConnect JAIAS, A4
AT Z IS A4 TR

s W& 2120 7 i VPN 205 I o FRATHE G SF Al & I IASFR 2 OnDisconnect AL, R4
AT EE S A4 i

AELASH B 198 23 0 I A 2 (R S 30T 2 P s VPN 23 T KAl & OnConnect JRIAS (I il A2 3 AT JRIAS (14 22
KO, E PSPk E FHNERK A VPN 216 A2 il OnConnect JHIAS .

SR T RE AR T3 125 R 2 s 51 B A -
* VPN JEH 5 IilHr 41 5 o
* VPN JER 5 W 8 BR B 4%, WiOTIE R I B W
* VPN B4 5 6ok B Ss,  WioT s Jm v ER IR SS -

AnyConnect SCHFTE 924 )3 Bl A7 J5 2l 3 18] JE Bl A
XU EGE 8 T A g S IAS, I TR AT DN H BR 8 S F dir AT I8 AT AR LABEAT I AR
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B 55 uthBEmi

A

ER AnyConnect Fff 8l gt THLORBIAA . BEN, TR UL RBIRIA. e fE
T A SR AT IR LA R, B nT BEAEAEE XS P 48R i SR AT 3 1B 2 BT JCvA AL
o BRI SCRE R B IAS B0 )7 9 5 (VI JRAS

P 7S 2 5K F0 PR 1)
T R A AT DA SRR B 6«
« SRR AR - AnyConnect {2 1T— OnConnect JHIAFI—A> OnDisconnect A . {HIX L4 [
AL B HAB A

« AR - AnyConnect il i S04 44 15 OnConnect A FT onDisconnect JHIAS . g A #4445 LA
OnConnect 8¢ OnDisconnect J13k 130, FF 208 LA E44 . AnyConnect AT #2119 25—~
HIZRUCHC I EIAS . AnyConnect A PRI AR B IA (514 VBS. Perl 8% Bash) 8% 0] 04T 304

JHAE T - K AR AR B S S, (HERAER P bt S 2 i s AT A 16 B
e B, 8T ORUER S i vl LU SIEIAS, A R RERE Ay 2171817 o

* Windows 2 4= 55565 LA [ R ) - #£ Microsoft Windows ', AnyConnect { £E ] 7 & 5% Windows
FFEEAT VPN 215 J5 7 vl A s . DRIk, - )2 A AR5 0 n (¥ BRI T IR Se A . A
AT P A BRI Zh e . AnyConnect 4 7E Windows 4T 1A ] &5 cmd & 1, Atk
PTG TR H ILE bat SO HUT S B A .

< JEFHMAS - BRAEBL T, & A R a4 . W AE M AnyConnect Fit & SC {4 EnableScripting 2
Bk g AMA . PATIZEAERN, &P AR ALHA

« B GUI 611 - % P GUL &b A—E & %1k VPN 2 1fi. OnDisconnect JIARTE & 12155
BT,

* 7€ 64 fi7. Windows Hiz 474 - AnyConnect % )7 St 4 32 fi N« 4 64 f7 Windows A FRiz 4T
iy, AnyConnect $5{# ] cmd.exe 1] 32 A7 A .

HH T 32 £ cmd.exe $t = K:4L 64 {7 cmd.exe CHFMT 2, DI F LA A] fE S AE 220817 AL
R fr W T, BN EAT S k. @, 32 frhCA ) Windows 7 A] RETCILPEAR 64 47
cmd.exe R msg T4 (ST %WINDIR%\SysWOW64 H1)

R, LEQIEEAK!, EH 32 f7 emd.exe SCFEI 4.

WE. MXFERE IR

T H AR E R S8 B g S ARSI IAS o dn SR TGVE A A E R G i) S A4T IE R s AT, W
AnyConnect G IEFIZIT LA
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FW 405 R A
TER2 EPERE AT 5

* 1] ASDM K5 JIA 1 —HEHISCAE A ASA.

%1 Network (Client) Access > AnyConnect Customization/Localization > Script.

WAL ASDM 6.3 iR mhiiA,  ASA SRR I SCAF 44 s INHT 4K seripts_ A% OnConnect
# OnDisconnect, LUCKHZ AN A . 2% Py, 2 & o AR N &8 et
LA HAx H s, IBR seripts_ Bi74%, JF0R B OnConnect 5 OnDisconnect Fij4{. %1,
WU S NI myscript.bat, W BIACKE 7E 224 £ {4 seripts_OnConnect_myscript.bat.
LRV, AR 54 OnConnect_myscript.bat.

WAL ) ASDM MRCAME T 6.3, JER 250 N FLAT LA R B8 A A «
scripts_OnConnect

scripts_OnDisconnect
NI IRIAS BES RS EIBAT, VPRI ASA TICE A F5ZAH [ A IIAS o G SRAG A8 i sl 45
A, VS A 5 SRR I A Bk, DR A 7 BE 2T T REIERL I PT AT ASA. 4
RIS, B AR B i A 42 JAAS
o AP AP AT B R G T Sl K A B2 1) VPN 28 b
DR AEAE LT i, WS AT U BIAS SO A4 T -
OnConnect

OnDisconnect

FELAR H o 2R AR

*6: MEMMAME

BRIERSR H%

Microsoft Windows %ALLUSERSPROFILE%\Cisco\Cisco AnyConnect Secure Mobility
Client\Script

Linux /opt/cisco/anyconnect

(£ Linux 1, A H
Jro A AIA SR P S
PR BEHITRR . )

Mac OS X /opt/cisco/anyconnect/script
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. A BIZAE E AnyConnect fit & 3 14

JBIZAEC E AnyConnect Bt & 3L {4

T
IR 2
$IE3

PIF4

A

UK

FIFF VPN FLE SO gmfdy, MW FHTE % 1L+ Preferences (Part 2).

%' Enable Scripting. 7% )™ Ui /E1E B U T VPN JERIN 5 B IAS

1E User Controllable i ] /' 1] DL 5 8% 1] On Connect Fil OnDisconnect A 11817

iﬁ‘:f:' Terminate Script On Next Event, 1 7E i £ 7 — N0 4 S AR K SF AR & 7 g o] DL LRis
ATIAGFRE. Blt0, £F AnyConnect B 2l VPN £ifil), U1 VPN 21 45 7R 148 111247 OnDisconnect

HiM-\ W% P12 24111247 On Connect A . #F Microsoft Windows [, %% /' i 23 2% 1= On Connect

8, OnDisconnect JIAS i3 2 ¥ Fr A7 JEIAS S SR AT AR 2B T, F Mac OS #l Linux b, &7 W 261k

On Connect &%, OnDisconnect A<, A& b T HIAS,

%' Enable Post SBL On Connect Script CERIATE S FJE D W7E SBL 37, VPN 23 1if I8 7 i )
%)) On Connect JHIAS (WA

iR

V55 WK 2 S i O SRS IS ASA A1 5ENE, DL IL RS VPN i

RS S BE HEFR

WERIASTEIAEAT, A5 B Frid 22l e o [l -

UK

IR AAST onconnect B onDisconnect RIS A M. w5 MIRAIEE A R BEANMGAE R ST 75 1)
JEA H 5%

FIRMNATATIBATIA . WARTCIE NG SATIBATINA, & o Ve T I A . W ATE v 24T
BATHRMG, WSRO RBEs T IARM N, FE e RS L EE A,

I64F VPN i R AS H 5% H —> OnConnect Bl Z< Fil—~ OnDisconnect JIAS . 1 5% 7 i A
ASA T2} OnConnect JiIA, K5 N85 T4 ASA B G EANFE) 53— OnConnect JAIAS,
W) o o] RE AN SIS AT I T RISAT A o W R AIAS B8 4260 7 21> OnConnect B OnDisconnect i
A, Tfﬁﬂ‘“ETﬁﬂ% ASA B, WIHBR A H SN 25 B 37 VPN 231 i SR IAR B 4%

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
[ 62 | [



| E#IFaAHt 1L AnyConnect & FisFI% B2 5
{&F AnyConnect APl S FnEcsnA [l

{145 Z 4> OnConnect 8% OnDisconnect JHIA, 11 BLI& R FahElE ik, WIS 75 Z A0 A - 55
A7 VPN 231 .

T4 R RS R Linux, EM0ER A SCAEIRUR 2% & AT .

SIS AR il E SO E e A TR

o B
{&£ FH AnyConnect APl %% 5 FAERE &l [z F
X+ Windows. Linux fl Mac 115481, #& 0] LU# ] AnyConnect API JT- & H ST #4471 7 S (UI).
i e AnyConnect 3-S5 B 445 1) UL
FERIIH T AR RS RE S i ] AT SO SR 44

ERImiEERSR % P GUI 321 % P CLI 3214
Windows vpnui.exe vpncli.exe
Linux vpnui vpn
Mac ASA AR 02, BT DA AR TS | vpn

% (ilhn Altiris ACEE) e )™ 3 GUI ) Mac

P AT SO

FIRAT SO RERS AR 2 N ASA KR AT B8 SCF, BIanishe (8. #838 B QR HAT SR, ST
DARS BT AR RO E A4
B )

o ToTk N A N 2 4 AT E BOHT I AnyConnect BR 1. W SR IAAE A N 22 4 A% LBCE T ST
[ AR AnyConnect {160, AnyConnect %)™ 5iph T 2508, & # e il ULe 020 Ak 3 5 il
% P LA ARG AnyConnect 34 ()40 R )il . )L ASDM S VRIS F A% — 3R ST LU e
AnyConnect 2 /7 3iij, AFEAS FH 5 1l FH IS AS SRR I8 Dy R

o G SRR WY 245 e A BN 45 U 1) B RS, 3 ] Cisco AnyConnect 48 3)& F i GUIL

 ANSCHRFE KR IR B DI fE -

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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E I FNZA #14 AnyConnect & P isFIR EIZF I

B % AnyConnect sz e 1k 4T ISE 258

AE#& AnyConnect ZE§| FAZK 1 {1317 ISE ERE

#E % AnyConnect 7K it L 3R 45 61

N

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

]

AnyConnect A Hu AR ZE 02 65 F T A Hi4k AnyConnect %% 3¢ SO RN 22 82 7 4 60 S0 A8 1) 1R 4
Ao e S A /2 ISE AnyConnect T8 )& 73,  1% 70U H - A ISE 7 H P #%% AnyConnect. it
JE4 ST ) N 28 B AnyConnect #32 HP S SCRFINTE 5 BT € 30, anitbad b ikt

FIEZ Bl

ISE ZEK7EH AnyConnect A HIAVHRZE (L rh AT &0 B 1 B4 438 . 76 Gettext HHAT PRI SCAAS
X HTHAT ORI SCA po 4% AURIAEIZ AT AT A 1) C g — b .mo A% 0. WM Gettext T
msgfimt 5284w . M http://www.gnu.org/software/gettext/ | 2% Gettext S FE P A48 H T4 BRI A
ML AR RN B3 Gettext.

UK

IR FFHE £ AnyConnect H5E A FH IR 4 3 S0

a) M www.cisco.com | [fJ Cisco AnyConnect %45 5% iy Software Download T 24T IF
AnyConnect-Localization- (release) .zip 44,
WG H 4 S SRR AL IR B A7 5 e 3 1) *.po U4

b) (k) AR A SR B SR AT e A R R SO (opo S

©) JIEAT Gettext W14 B S 128 LLNIE I8 FH 45N *.po SCAEBIEE *.mo U1
msgfmt -o AnyConnect.mo AnyConnect.po

1% AnyConnect 88 {5 H 1) #3830 A

a) EARHTFEHL TAEX Rl 44 110n 10 H %

b) HEAESEMESA 110n FEEH S, LESUEBMHA.
i, fr-ch REEE INELR

©) AL AN B A RTINS M 2 10 H

Har gt 5 LR RAL, Hp diikis OnsERD ki B ek .

110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\ja\AnyConnect.mo

(& A T Windows) SREUFFHESS AnyConnect #5285 BT F 1E & A Ak B 4 304
a) 7F www.cisco.com ] Cisco AnyConnect % # 50 % 7 i (AKAFE R0, FEMITIFEEE- T

TR P00 R T 5 A M A e 48 S A 1) s i S A

FE4E A4 anyconnect-win- (release)-web-deploy-k9-lang.zip B

anyconnect-gina-win- (release)-web-deploy-k9-lang.zip.

AR E T ARSI RS 26 2005 S A A 1K) AnyConnect flRAS— 2. 4T3
AnyConnect I RRAIN, 38 W5 Z50Ks A b A0 HRZH0 A A8 FH 7R3 55 A Hi Ak SO T 281 ] — hi
FN



EHFNA 14 AnyConnect X P imFNREIEF

A% AnyConnect E HI#R 4 & [ |

b) FRFE K A CRIPREE Sk B T T S AN H A 3 S A
(& T Windows) L-4w AnyConnect #5281 FH ITE 5 A Hu Ak SCA%.
a) FEARMTHEALR R — TAEX hald 4 0 mst 11 H 3%
b) AHEAEHHMEFAE st FRIEHES, DUEERIEm4.
By, fr-ch ARREE INER .
©) BB A NE T AL ST OGS A I H e
IUAE, T8 H k8505 LT g5 284k

110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\Ja\AnyConnect.mo

mst\fr-ch\AnyConnect fr-ca.mst
\he\AnyConnect he.mst
\ja\AnyConnect ja.mst

A5 P BRI s 4 52 R e L H i 454 s 4 3038 >4 iy 44 IR SR, 4 n
AnyConnect-Localization-Bundle- (JRA) .zip, VLG AnyConnect AHALHHZREL o

ETRAEE

# AnyConnect A HiAL HHRALAE Jy ISE AnyConnect %Y (T[] ) #%% AnyConnect) ff)—#4> |-
4% ISE.

#E % AnyConnect & &3 41 €1

AnyConnect 5& il #0572 £ 7% %2 il AnyConnect GUI %2 52l B U VPN AT 22 362 7
e R4 SO B4R SO/ ISE AnyConnect BEU5 1 —34), %YM T ISE [l ] 7 3058
AnyConnect. &1 H K& IT:

win\resource\
\binary
\transform
mac-intel\resource
\binary
\transform

5E Hl*) AnyConnect ZH2FL % #E Windows Fll Mac OSX *F- 551 resource. binary fl transform
THZxT, BARWEFos:

* 5> resource J Ha# &%V 6 T A & #i] AnyConnect GUI 41,
TR IXIEE YR, 1S AnyConnect GUT 1] 2 5 il B bR AN bs » 28 50 T,
* 8 binary 7 HR#EEE %6 1€ $13 B SO VPN AR,

* B AnyConnect #E I S0, WS BN F AL AnyConnect 25 7 i 7 B SO 55 58
P

~

* ZOIE VPN IR, HS % SAERA , 5 59 it

* 54 transform f HR ML 51T 6 1) L3R P 3t

PG Windows & il 2R FE P, E S BB e AT (Windows) , 25 36 1L

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i



E I FNZA #14 AnyConnect & P isFIR EIZF I
. % AnyConnect EHIHH 41 &

A Max OSX ZHEFE 4, &2 T ACTransforms.xml ££ Mac OS X g il 4%
FEFAT N, B 42 10

Fra&Z 8l
4% AnyConnect 5E TGS 2 /Y, So O T LK) 2 411

UK

TE AU TAEX QI ik H s 4514

L2 {F resources HF FABSA T 6 %2 H AnyConnect GUI X HiA S 4E Mav 4%,  H EbRAI
BRI RN i

PR3 fEbinary HX FEBUER| help AnyConnect.html 3Cff,

PB4 fEbinary H3 N/ VPN OnConnect Hil OnDisconnect A & L3 F AT SoAd A o

PS5 1k transform HR FABRRE T 6 (250 7 e e

W6 A ARME R 4 58 R K 1 H SR 454 F 4 135 >4 iy 24 S, il
AnyConnect-Customization-Bundle.zip, PAAIZE AnyConnect 3& HlFHZE .

ETRARE

## AnyConnect & fHHHZ8 @ 1E 4 ISE AnyConnect %35 (JH T 1n ) 2& AnyConnect) [—4r A%
# ISE.

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



%3%

AnyConnect it & 14 45585

o KTHESRmER, 2567 0L
o MOZECE SIS, ZF 68 UL
* AnyConnect VPN BLE LM, 2 70 1T

* AnyConnect ASHb 5l , 2f 84 1L

Y o 3 =0 O
KT BCE XA amiEas
Cisco AnyConnect % 4=A2 8 % s A F AL AL 55 38 HI T FrAT 34T R AU B B SO as - AE ASA B

% AnyConnect % )" i R I, ASDM 2 OB e BSOS 48 o 0] A i B A7 E AR 25 7 i T 3
e

WA IN#EZ A~ AnyConnect K141, ASDM 2 ¥ K H BB AnyConnect #4195 7 b iC & S A
gmiEas. LA OR GRS TR T INE A BT AnyConnect AN TR AN ZE P ik H B BE

A {E Windows Iz 47 (AT BE B SO 4R 25 «

AnyConnect it & 31

* AnyConnect VPN BL'&E S0, 55 70 7T

* AnyConnect AHLHERE , 55 84 1T

o 2% o) i BRASIC E SCPE L S 144 T

* ISE 23y 22 A VPAG O & SO as o 28 177 1L
o SLRI 2 e AL E , 5 182 L

* AMP Ji FIF P e B S0 gmfi s 28 202 7T
* NVM BB S ds , 28 204 7T

o FOE R FAREG Smt , BR 213 T

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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AnyConnect it & Xt 4tgz |
B ) AsOM FmEFERE

M ASDM 37 hn i Be & 3L
A

IR EQUEE S IO E SRR, G AR S i AR

PiC SO A B T O g SCR B 2 P B SR RN 2y b ) -5 473 565 UE SR W58 38 4 AnyConnect f)—3 4, 1
TUTC 11 D0 29 M0 SO P B 28 T P A A o A FH G 8 S AP 4 28 6 A I . — A el AN S
AnyConnect it & A 45 1E 0 ASDM —#53,  FF HAE A MAZ K Windows #2177 .

LI ASDM [i] ASA VS IIHT (%5 /7 i FC SO, AT BL R A

UK

P$IE1  fIJF ASDM, i%#¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

T]2  niili Add.

WIEI A EE TR

W4\ Profile Usage 74138 H e £ 200 JLA R BC & TR AR

WS  (W[iE) 7E Profile Location “FBH, it Browse Flash, Jfi%E£¢ ASA [ XML SC: [ & A

%o
W6 (k) WA SRS YA A TR E S, 3 S Upload DA AL E S L.
BT (k) MFRYIR P ERE AnyConnect 4150 o
$IE8 il OK.

. === [ =
AT AL E N dmiE RS
K% T ASDM H [l B S gnbBae 534 AT LIS ) Windows i B SCPFgdE 28 (S BRAS . T 2

2P sy, AT DA ST G S A B A VPN IR SS B A B B AR G B o L) A A
B il B S

&R LME SOl ST Cisco AnyConnect it B S/ F 4 A 2, sl “VS sl BR 27”7 (Add or Remove
Programs) 12}, VPN B AL B A 2w 25 o

=k
* Java - JRE 1.6 20 & SO gnf o8 M) IR A 25 TR, (HAS B R A2 BAT R4 .
Y

AR B E SRR, JRE 1.6 AN BB EIR . BRI 2

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



AnyConnect B2 & 3214 4m15 25

23557 AnyComnect RE 58 % [

 THIMERE RS - LN B 4E Windows 7 _EIR . MSI XA Windows Fig4T.

o SCHRFFIN B 2% - Firefox Al Internet Explorer ¢ 7 WA F A B3 Bh ST o 3695 Bl SC A i AR AE HeAth
T 2% A .

o T 75 AR AL 9K 5l 28 25 8] - Cisco AnyConnect Bt & SC 444528 N FH BT 75 AOAE 5% 25 [ AN 5 MB.
JRE 1.6 JIT 75 (R 523 (B AN 1L 100 MB.

* AR ASA VS N E VPN AL E SO RS as 41U, U 7 i GUT AR S5 — UOEFEI SR T A
FHP Al R . WA ASA itk sk FQDN WA BCE SR i EHLAH, WIS R4
TEN eSS, flan, ARG T —AMEBILA, BUEBS & EMILE, {(HIERE ASA
IHCZECE X I BN H, AR VU AR # 20

|y | |

22 3% 37 AnyConnect BC & 3 {4 4R4E 28

T
$IE2
$IE3

PRA4

AL AnyConnect it B SCF 2w 4H 2% /& 5 AnyConnect ISO 1 .pkg SCAF43 I K LL Windows AJ $h 47 3044
(exe) MIEARMHCH, JERALUN XA E:

anyconnect-profileeditor-win-<version>-k9.exe,
UK

M Cisco.com F#; anyconnect-profileeditor-win-<version>-k9.exe,

it anyconnect-profileeditor-win-<version>-k9.exe LA %M T,

fE “HId” (Welcome) S, miili T—2 (Next).

fE “HEFREFEILM” (Choose Setup Type) % 11, miidi LA N H A —AN%4 I A5 T — (Next):

o “HARIZRIAZ” (Typical) - 1 H 22255 M 25 15 0] & BLES B SCH a4
* “BEXRZE” (Customl) - RVFEIEPATAT—ANECE A4 2035
* “SEERE” (Completel) - H B3 A AL E LA RS

WURAE |0 fiidr B 22 358 (Typical) Bi5E £ &% (Complete), AIBEE| N, WA L S
“CHE XA (Custom), ] A B2 RO 0 SO A G A () B AR IR B N e B A b A

%% (Will be installed on local hard drive), 3 sl “4#BY)EeR A rH” (Entire Feature will be

unavailable) LA 11 ¢ 38 ST it B SCAF AR RS . A T—3 (Next).

TE “UER %57 (Ready to Install) FH1fI, fiidi%%= (Install).

miidi5E A (Finish).

* Jit37 AnyConnect it & SC{- 4 a5 B ‘2235 4E C: \Program Files\Cisco\Cisco AnyConnect
Profile Editor HixH.,

ST DL PUR P A7 20U S SO g Ay . B PR FFA (Start) > BT B F2F (Al Programs) >
8%} (Cisco) > Cisco AnyConnect Bt & X4 4m%5 2% (Cisco AnyConnect Profile Editor), X J57E T
SRR R P B A L SO g A o B TR SR I b e e 0 T B S G AR s R P
77 X EHR

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



AnyConnect it & Xt 4tgz |
B eAnuREHRERREEPREEH

{58 IR 37 B & S 4miE 2R dRiE = P im o & S0
BT AT, (AR S PN TS S B A XML S, ASA AN
PR O AL IR XML A

UK

S E R AP s XK bR S i S Start > All Programs > Cisco > Cisco AnyConnect Profile
Editor Jf M\ S i Pk B I 75 B0 B S iR A, 3 B S E SO g A -

$IR2  IEFE File > Open, 2R)5 00 BB 4 55 (1 & 7 il & S04 XML S0
WAL 55— DhRE (1 VPND FRIBC B S g A Dt S T e A D R (ol 4 2242 [1)
PRI E SO, 823 Schema Validation failed ¥ 517 TG gm FE i & A
U SR TG P S (] — P 8 S A 4 00 S S0 v i (] — 0 P i P SO, K IR A0 7 v
W0 SO AT B 55 S G

FURI  RECE ST, SRS FE File > Save n fRAF 4.

AnyConnect VPN ft & 3z {4

AnyConnect it & 33 1l T Cisco AnyConnect %4 # )% i g, IXEEEE S0
Bt VPN LHAEAN ] 2E 25 7 i e R 48 17 ) 45 PR 2 . ISE 280 204 PEAl o 0/ ARG S AR I 48 22 4= IR G
HWHE. {F AnyConnect 22 R HTRIFE sy, ASANEHE N E SO F P Joydeis S s o i 18 S04
&P LARCE ASA BUISE, LRIt AnyConnect /4% Jay 8 Ac B SCfF,  BRBET 17 A2 S i)
IR BN, T 22349 AnyConnect file, JH P EE —ANICE SO FEREASE LR,
&P REAS S P AL 2 A VPN BLE SO R M TAR MLl e #2824 VPN LS SC
e

FELCNE E SO BCEAAEAE U SN UI ) P S IO A A SR IS R P SO
AnyConnect % /7 ¥t /1% J1 3t GUI ] Preferences 1650~ H /s HY P AT W B T i (047 6L, LARAT 6
YOG R, B AR L.

RS SRR P ERCE TG R, BT DS 2 i X e i E (BRI TEH D .
Blhn, & s BT MRS AT O B SRETE S R/ “ R BN BB Dife.

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| AnyConnect B2 & 3t 44748
AnyConnect BL & X 4miE85, HIEW (13 B

AnyConnect Bt & 34 4wiEsS, BHIEM (FE1ED)

* 23X HI/BN (Use Start Before Logon) - ({{ [} Windows) i 7E Windows % X} TH HE tH B2 i
JA 3l AnyConnect, 5% I F 7 766 5% 21 Windows 2 Il ik VPN & 4510 % # 3) v JEmt v it . 0F
TRMRIEZ G, B IiE 2 Bos, H T DUEP — RS .

« BIRTNIEIEE 2 (Show Pre-connect Message) - >Z 7 B A(E I P i IR ERIEEZ i B —4—
DT R Blhn, by BT DU - R R e RAR N R . e B HHILAE AnyConnect 74 5
H & It oAbk .

* JIEH 7 fi% (Certificate Store) - 51l AnyConnect fiff WIS ANMIE 15476 FE R AT ANEGIE 5. BRIA K
B (A EH T RZHNEOL . E2) U BCE,  BRAFA R E I R s 5 SRR A
* All CBRIMED - F87~ AnyConnect &/ Sy A F Fr A3 UE A7l K e Ak 15
* Machine - $§7~ AnyConnect %% /' Ui { 7E Windows A v 5 ALIE D A7-6if 22 b A $RaE 1D .
* User - 57k AnyConnect 2/ Siip A /A HF P UE 547 i 2 h A 4kaE

IEP TFiEEE = (Certificate Store Override) - fVFE # i FR 78 AnyConnect 7FF /7 6 H % 45 7%
A B BRI AE Windows THEHUIE B AA 08 A 8 R UE .

S

R O TR EAUE Y Windows JEHE, R URAT TS RN B SO IF HoR
TR . WRAEESR B Windows B EAEAEIECE SO, MIFETHELAY
filt P VAT RS, DRI ERE R

* B shEt B #13%E$#E (Auto Connect on Start) - i8I, AnyConnect H3))5 AnyConnect it & 45
SE 22 OCHE ST VPN 188, B35 P e B 3 1 B g — AN Mok

* E3Z 5 &)\ (Minimize On Connect) - 7237 VPN %5, AnyConnect GUI /MK

* K1 LAN if718] (Local LAN Access) - LV 755 ASA [ VPN 20 B R) 56 o) 1 4% 2w f vt
ML A H LAN 535 1]

)

AR AR LAN Vi, UH P oS 2% 0] B T B0k 5 A3 M 211 2%
AUl B, ol UNLE 2w (RA 8.4 (1) B mhiA) K& —> SSL
P ST KA, 0 KRR R ER A2 SR TR 5 1) AnyConnect ) i AN H 4T B
Bi K SRR o 2T FH s KB, B AR I dm iR ds R i ¢ F Bl VPN IR
W&” , JKIZEAEZE, A “ SV VPN WiITF&ER:” , wEikmm CGF 2 50 .

« ZXF 55 HI 4% 1] P 4231 (Disable Captive Portal Detection) - 24 AnyConnect %%/ %t W 21 FfJAIE 15 )
WHAS ASA LA, RISREIMNGE T AT s A AT S k. T A4S
AR PR ] P RS FH 2 HTTP sl 4% 11 P G & AL R e sz, bk 22 R
SR M 47 A& (Disable Captive Portal Detection) & EHE . 5 HI 5134 A] LUAf 2 b AT 12 75 4 22

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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AnyConnect it & Xt 4tgz |
B AwConnect REH4miE%E, EET (F 155

PZIEIA P n LB T, JEAH N e i S . W BRI e, SIS
IIAE AnyConnect ‘%485 50%¢ ) i UL ) “ %207 (Preferences) 1+ .

* B3 E % (Auto Reconnect) - iE42 I, AnyConnect 2218 BT 437 VPN I8 CERA KR D
WIERAEH “A3hEIE” (Auto Reconnect), WIJCISEEFE TRt R W T, #AS 23 223038
PUEELN

BHahEZETA
* DisconnectOnSuspend CERIA{E) - AnyConnect 7E RZEH 5 IR L Zs VPN 231 [
PR, I HAERGEWE 2 A S B g .
* ReconnectAfterResume - %% Z K, AnyConnect A FHT 4 7. VPN &4

* BB E# (Auto Update) - & 1 IR, 453 FH2 P i) A3 808, ik “H A% ” (User
Controllable), U]~ n] AYE S 7 v 7 i ML 8

*RSA £ ID £ X (RSA Secure ID Integration) ({ i Windows) - #1il F /* Wifaf 5 RSA A2 .,
BRINIEDL T, AnyConnect i€ RSA A LI IER /7% CASIE : AFSAE 4 8%

* Windows % %38 #] (Windows Logon Enforcement) - fVF MW FE 5L MY (RDP) X1 & VPN
Sifio WMAELL RIS P B PR B . 2T VPN ERIH FHE i, AnyConnect 23 Wi JT
VPN 4%, Qb e fE ] odiar, WHIE R PR N VPN E RS A 1l

Single Local Logon (BRIMDD - 7EHEAS VPN EFIAR A e VF— AN AR - &5 tbak, 4
—ANEE AR OSSR R iy PC I, ASHIA el DU S, VPN . ik Bl i
VPN 452 I Al 009 286 6 53 FRe Ft FH P B0 il

A

R O e OB E T VPN ISR, WME S VPN HEZ 1% ) i PC % 3R
S PR G RKWITIER . WK VPN T T IR E R E, R he
SABATREA S WIITERE, X VPN ER I i E

Single Logon - 734 VPN #4290 I e iF— AN P sk T SR o A Hh afize % 6 % 1
JIARIE—AY, 2 VPN G, EEAR AV 8 VPN IEBW A AN
REAH B REE S, W VPN EE &0, A T7E VPN B R vrdbar b g 5%, fr
PATCHEIE I VPN JEREEA T B s

A

R OASREZAMFEIN S

* Windows VPN & 37 (Windows VPN Establishment) - i & 24 2C F2 & 56 8% 7 i PC [ F @ ar
VPN & AnyConnect HI4T 4. A RERIMEATE:

Local Users Only C(ERIAFD) - BHIEGERE S s H g 37 VPN 342, b IEEY AnyConnect -
SHRRAS ) Dy BEAH ] o
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AnyConnect BL & XX 4miE85, HIEW (F2EH) B

Allow Remote Users - FLVFZGFE M @37 VPN i#E#E . HA2, WRFIE ) VPN E R S
B FEH W T ER:, W VPN IEE S E, DUV P B RAa6 & 7 i PC 5 )
B o Gn SEeFeE P AR I F e i B ok 1 i AN 21 VPN IS HE, WA Z0HE VPN 257 )5
45 90 Fhgd .

e Clear SmartCard PIN

* X #5HY IP 111 (IP Protocol Supported) - #5 [F] I FLAT IPv4 I IPv6 k1) F sy 22 1 Af H
AnyConnect 423 ASA, AnyConnect i %2 £ E /il WAl IP MhiSCREIERE . BUAGILT,
AnyConnect 76 H 1Pv4 24300154 . WX FEA DY), AnyConnect ¥ 2230 ] IPve6 A& .

e BB AT AG TP PSR [ I
IPv4 - X A #E 57 3] ASA 1 IPv4 4.
IPv6 - X A #3751 ASA [ IPv6 &+

IPv4, IPV6 - e 22 7 31 ASA 1) IPv4 iEHe . W P i Sk 1Pv4 @ idse:, s
AT IPv6 %

IPv6, IPv4 - S22 7 31 ASA 1) IPve 8. WK P i Sk A 1Pve HEATIER:, 2%
RIEAT IPv4 3EFE.
A

IR IPv4 by IPve PRSLZ R B DIl T RE R AEAE VPN iAo 2R 32 1P Bl
T, AETTREMITEOL T RAOE LR 1P PR sCERT i 57 VPN 23 il

AnyConnect FL B XX 4riE8S, BRI (3 2E5)
« 2 H B FiEH %% (Disable Automatic Certificate Selection) ({V [ Windows) - 2% 1% i H
SIERUE T IR IR B S 0 R UEE 1
M@ BRIk

* XIBIZE (Proxy Settings) - /£ AnyConnect il & SCH: H1 48 78 — AN W& SR 7w WA EE AR 45
Ao AR E PR R P AR R 2 SRR R N BT IS, AR LR E . AERRE TS, &
A AR S b i B DA AR R

Native - 112 7 5 B 458 H PLRT B AnyConnect B & FIACEE R, A F A8 30 BE 2% 0 & 14X
PEWHE . FEA R P ik o G AR B AR ST T N g AR

IgnoreProxy - ZH&H P2 TS BRI W s AR E . AR ] LAVs i) ASA AR EE .

i - TR E A AR RS Se ik o 20 HARHH @ ME—— Rt Linux SCHRFIACBESR AL,
Windows 3R AHACEL . F8A] LUK 20 JLACH bk 10 FH P w45

* RIFARHKIREIE (Allow Local Proxy Connections) - SRIAT5 % F, AnyConnect il Windows
FrE AR PC ) I s AN WA B R 45 3 57 VPN 2 i o 4 SR A F S R A F D B2 1) =2
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AnyConnect Bt & 30 4miE8S, HIEW (F2EH)

£, EHUHIE RIS E P, Lo e Bl R0 A0 0 hnade G AN L s 0 25 A F_E 1K 9 2 21
P8I S A IR 55

* |3 & £ M X% 1% (Enable Optimal Gateway Selection) (OGS),  ({{[R IPv4 2 /7 %) - AnyConnect
R4 A 3 B[R] (RTT) i 2 B BB 22 42 X O T e s T e e Ak £, A vl fe 4
FHECM R AEIR, 1 BT 1. OGS AR % Ihhe, BSR4 W ISR 2 (I B4R
FENPAT S8 . T OGS s MEBGH LS, IHe e A& P nl LL A Stk
fit. “H3NILFE” (Automatic Selection) 7~ 71% F1 ¥ GUI ) “34%” (Connection) #K H (1)

“IEH:R” (Connect To) AR,
N
ERE OGS f7AELL N P
AN SCRFIR AT 2
* ‘A SRR A B AR
* EASFHCEL A BACE (PAC) U

cWERAEAT AAA, WIFEILIESN 5 b —A> 2 RS, ™ T REL B B A
SEUE. AR FEAS T R 1)

# =Kt 8] 1 (Suspension Time Threshold) (/M) - i NZE A F BT I G E PRV 2 R
VPN 20 V45 1 e R S TR) CRAZNI R ) o Sl AR B DA & B — AT B I S 40 -
Performance Improvement Threshold, 5 nJ L7E7% £ 85 45 19 I 982D 5 il =058 i A\ B IE L
Z )R BT > [~

% BE 24 1B (Performance Improvement Threshold) (%) - 1F 2 8tk & )5 fish & 45 ) b 257
BB Ty — A A WO T BRI T 73 Lo R e 2 X So ], IR R OGS
D B T HE B A 1R, AT i ol EET i AN R E . BRIAEA 20%.

* B3 VPN %KHB% (Automatic VPN Policy) (f{ [ Windows Fl Mac) - JA H “32{5 1L M &84l ”
(Trusted Network Detection) HJ{ff AnyConnect fR i “ 52541/ 4% 3%~ (Trusted Network Policy)
1 CRZA5AT 2% 5EME ” (Untrusted Network Policy) [ sh45 Fa[ i o h {5 1F VPN iEfE. 13
AEH, W VPN ER L Re T3l E s s k. BE “ H3) VPN %% ” (Automatic VPN Policy) A 4%
BH (EH P F3h#0 VPN E

ZEEMERBE (Trusted Network Policy) - 24 7 A T4 (RAGTML%) RS,
AnyConnect % VPN 4% H 212K U #A4F

Disconnect (ERINE) - KM 25245 AT 24 1) Wi - VPN 542
Connect - Fr il 21| 52547 P 4% s &2 VPN i $%2,

Do Nothing - 752 (5 A1 P25 TARATAEATHAE . K “SZAFAEMIZ5 3% (Trusted Network
Policy) Al “ANSZ2 54T M 4% % 7 (Untrusted Network Policy) #l¥ &R “APATALAT
YE” (Do Nothing) 2325/ “ZA54F M 454507 (Trusted Network Detection).

Pause - 21 R H P AEZAG ML AN VPN S 1F 2 G BE AL & I AT ML, )
AnyConnect 2815 Il VPN S UG 1A E W IEWT T4 o 1 2 FRIR G TF 325 AT I 2%

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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AnyConnect B2 & 3214 4m15 25

AnyConnect BL & XX 4miE85, HIEW (F2EH) [ |

i, AnyConnect &3Pk i% 21k . MIhRER N T et i, Kohf T, M
P2 AG AT M4 JG AT B LT VPN 23 ik,

RZEEMESKRE (Untrusted Network Policy) - 241 J 4 T AL Z AL CAZAFAEI M
%) B, AnyConnect i) VPN 4. MbIhfen] LIFEH F A T2 A5 AF M 45 SR &S VPN
B, MR A R

Connect (BRIAED - ZEA I BIASZASAT N 45 I R le VPN 34z

Do Nothing - 7£52 5 AF M 2% PAPAT AR A . BLIEIEEH] /KIEEZ VPN, ¥4 “%2
{5 AT M 4455 7 (Trusted Network Policy) Fll “ A2 5T M 4% 5% 7 (Untrusted Network
Policy) #B % & K “APATATEA#EAE” (Do Nothing) 2325 H] “SZ2 5T M 244007 (Trusted
Network Detection).

Z{51E DNS 13 (Trusted DNS Domains) - % /' i db T 52 (5 AL P28 R B, %% 1 m] g LA
] DNS JG4% CGE5 WIS aF ) o Bl *.cisco.com. ALK (*) 7] HT DNS J54k.

Z{Z1E DNS AR %525 (Trusted DNS Servers) - % )7 bigib T- 52 {5 AL P45 Iy, 924542 11 A B

FLAT11) DNS R4 sttt G250 BRI/ ) o filan: 192.168.1.2,2001:DB8::1. DNS

JIRe 55 s Motk SRR FC AT (%)

Z{EEARS5 2% @ https:/<server>[:<port>] (Trusted Servers @ https://<server>[:<port>]) -

BLNINN ZABAT M ENLURL . 4T 0T U I 52 A5 A I E 15347 U5 I (1) 2 = M 48 i v, 18

AR FERL A B2 A5 AT R4S 2% E AN (Add) 2 )5, RS04 INi% URL JEFIHFEIE D

NG A (. WA RIRBIGAE, R SR KRN E, $&RH P T3 N IE A E

I RHIZE (Set)o

)

HB O AR T B0 A2 5T DNS 8525411 DNS RSS2, %47 AR
BISH, AR w U2 E{T 1) DNS 85k 52 (51111 DNS 45 5%, Jb7Bok

2

* JALRTE LR (Always On) - B 4 H] 7 & R 224752 SR Windows B Mac OS X #:4/E R G

ML AnyConnect J& 15 H EHH] VPN 0] LLSE AL 3kms ,  DUELE T SN 2545 M
2 P BELLE P SO LD7 o) ELIC B, AT OR AP B il 2 A iy . MRS 40 T S i F I IE e 4%
{1, AT CAFR E G DL, M IMAELL RIS R Zh 2515 1) SR 3 B K I fE 2k VPN S 40K o6 It
W . W% AnyConnect Sl i AKIEAELL, s Vs ) SIS ERAL R NEAE e, HEL 4RI
PCOC TN AN 25 U I BIAS U 1) SR B SRl 25 il R M T RRE R Y VPN 216 £ B Ut
MW E. RGBT DOCE AR S5

AT, A KIEEZ 1 VPN

f21F VPN 3%4Z (Allow VPN Disconnect) - i i€ AnyConnect & 75 4 7KIEELE VPN 215 &

7N “WiITH#EH:” (Disconnect) #&Hl. HT 477 VPN il f74E1ERE 0 sk VPN 21 i

FOPNERH LN, JKIZEAELE VPN 2 1E T H P el gEAREL S “WiifiE#:” (Disconnect) LA
IR H A 22 A 6

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i



AnyConnect it & Xt 4tgz |
B AwConnect REH4mi8%E, EkT (F285)

“WrHriE$:” (Disconnect) 28 e T He 10, LA (-2 Mt B 1L TS LE 7 VPN 2
Tk DAECAD 7 0y LI o T BRI, 2R “WrJTi%E R (Disconnect) 4 H A )
FIRES PG EERT 1R VPN #EA .

EFE KM KL (Connect Failure Policy) - i 7 & AnyConnect JCiA# 7. VPN 231 (441,
TeiEVi R ASA) I VNS vl U5 i TR . e S HUAE IR T KIE (e gk F1 “ foiF VPN
Wi FFi&E#z” (Allow VPN Disconnect) i A& H . a0 R EH /K fELk, N fail-open HHE 14
W %% %45, fail-close M A M 4% 4% .
Closed - 247Gk ] VPN IR BRI &5V ). LB H B2, SR ot 2mif &
FHP 2 T R B s AN o] FHISE, - 3 ARG Al 5% 7 G 38 09 2% Bl o

Open - 47Ci% V5 In) VPN I R VFRI 4515 1]

EE WR AnyConnect RAEHE . VPN i, JERLHRR I S BB 2% 5. &
T EEIAE 2 U5 1) () 2 A AV L AR 28 ) AT SE A S Al b, DURR ) PRALE A
Wiz A BRAMBHE (i, rRRBEIE fovE A ACL BRI FT ENHLALR B e &
S5 Ab, eI M WER AT AR 2 A R AN TN A5 2 VPN BASK
M I EE N, BT RERF 11384T . AnyConnect Al K 22 B0 I 45 117 . it
EANEARTIN B BRI P25 1), R O P SR 2 FHLLE i A7 I 2% 04 4%

L R E O P e, P A AU R A B B V. ln, SRR
EFR R MAT I SR 38 /K fELk VPN, JFEi & AnyConnect ToiE TG 48 1E 2
IR . ARG, A6 SR FH 2 P oh s 8 2 1 SR WO P SR 1) — A /N Rk R
B, IHERARAI Rt B A AR, I ARERAE K R dnt, P IS A T
HRE . HEIER OC ISERG I, TG R OR1a) VPN FH P 2 0 09 26 7 [ BRI DL A0
PRI P M R 1

MR T ST okl k4511

U “EERZ RIS 7 (Connect Failure Policy) 24 Closed (SGH1) , M4 w] DLRC & DA R 1%
B

SV HI M 4R 1] P ML (Allow Captive Portal Remediation) - 45 ) i 460 1) 5 1] ]

T RO L7308 5 AP A P26 117, AT TSR AL 3T T s - AL SCVF HLIER R V5 1]
P4t BOASOL T, S HUE TRIE PGS ftir m e el HoE, RE
RBP4 3] VPN I R 2 1] SR e X PR, s a0b 20 H b 2

#M B AT (Remediation Timeout) - AnyConnect i[5 % 25 15 10 BRI 0 B0 5. bS5
HAE “ iFamibil Mg 4hRe” (Allow Captive Portal Remediation) 4 # ik + B & -
i R 00 380 5 T PO 8% 0 P NS FH o T A — PR i I 9% 11 SR B 5 () A2 e IR (4]
i, 5535 .

MG/ VPN Kt 3R N (Apply Last VPN Local Resource Rules) - 14 VPN
JevEVTA], D g S N ASA KRB ) B Je — A2 B ki, It ASA T REAL T
FEVFVS ) A HE LAN %5 ) ACL.

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



AnyConnect B2 & 3214 4m15 25

AnyConnect BL & XX 4miE85, HIEW (F2EH) B

FHOR TR B AP SR TSR

* RIFFFEN BN (Allow Manual Host Input) - 701 4t N5 AnyConnect i )7 FLIH ) P AE
P TN [F] ) VPN ko WSOk b s SRk AE, VPN EER AR T R R e b e o, IF L
I RER A B VPN M bk,

* PPP HERR (PPP Exclusion) - % J-3f i PPP JEHLK) VPN SIS, 4575 & 15 DL AU Tiff o2 HE R 2 1
P ] DK A 2 A ORI N A e A A AR B i HERR o HERR B% HRAE
AnyConnect GUI #J “#H#1%” (Route Details) 1 B~ A AE 24k b . WS Kb ae & & 4 H
FrafgEil, U P RS EURT BE 2 PPP HEBR L

Automatic - Jf H{ PPP #Ef&. AnyConnect H #)ff ] PPP lx 4545 (1) IP itk 457~ H P ANAE B
SRS ICTE R TP Huhik o) B8 2 fi

Disabled - A F PPP HERR .

Override - t 5 F PPP HEFRR . 24 A SRV 3REL PPP RS 25 (1 1P Hihik H %% PPP HE%
WC o F P ARl PRIk I,

WL T PPP HERR, NEAEE R & :
PPP HEFRBR 5528 IP (PPP Exclusion Server IP) - [T PPP HERR (1) 24 W 5% TP Mhuhik.

MR fi57n ) 7 52 PPP HERR

* A MIZ (Enable Scripting) - #1 4 OnConnect Fll OnDisconnect JHIA{E 2 4 ¥ £ INA7 L, 153 38)
Bl

TOREHRT 22 IEBIZR (Terminate Script On Next Event) - % 7 [f] 55— AN 1] 4 5 A A1)
TN 2R EAE IS AT A ERE . i, Witk VPN 216450, W) AnyConnect 2411 IE iz
1T1 OnConnect A . W 3 3 208 1 VPN 216, W24 1 1E/EIZ47 (1) OnDisconnect
JHIAS . #E Microsoft Windows I+, % ' ¥iig i 25 % 1 OnConnect 5% OnDisconnect JiIA 5 5 1)
ATAR] BAS A A BT A 74 #E Mac OS Fl Linux I, %775 - 2328 1| OnConnect
5 OnDisconnect JHIAS, EASZ LT HIA,

SBL 37 1587 /B F OnConnect i Z< (Enable Post SBL On Connect Script) - /& 5/] OnConnect
JA CInRA7AE) , RJ5 SBL 57 VPN 231k, ({4 VPN iz 4T Microsoft Windows
A2 H . )

* E TR E VPN (Retain VPN On Logoff) - fifi & & 75 7 11 7 1485 Windows $#5:4F RGN ¥F VPN
P
F P3&%] (User Enforcement) - $5 & At I 7 8 2 5 85 08 VPN &% . LS HUNAE
“YEAHI PR VPN (Retain VPN On Logoft) #tk 1 H =48 H P 75 VPN 23 il EAT 4
Windows i+ i& H .

* B I8 IEBET{E (Authentication Timeout Values) - ERIA5 L, AnyConnect 75 £ 1% #2541

W, BEEAFKIE 12 B A RN MRS G 8AE. 285, AnyConnect fon—4c7H B, HE/R
SO AE TN . BN T 0- 120 Z M IR

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



AnyConnect it & Xt 4tgz |
B AnyComect REHHER, SRREE

AnyConnect L & X 4 4miEsS, RS

REATDARCE S RS s 203, DUE R S e S 10l 55 o AL i A o 2R P ie 3
(K3 25 A Bt 2 g S I BIAE B R Tl K de R 55 A 4 o IRz sl R T, &
i 2> F IR A AR IR Sl e e P DA P A1 R P R AR KRR IR 55 4

Host Address - 57—/~ IP Huhkok 52 4 B e 1844 (FQDN) DAL & 76 & F IR &5 28 71 b
* Add - K EHLHBHEZ IR AR 55 23514 .

* Move Up - Ri% 5€ (145 Rk 55 2 /£ 8 R ) B30 ﬁﬂ%‘ﬁﬂ%)ﬂiﬂ%ﬂ’]ﬂ&%%ﬁﬁi*ﬂ%, )25
i B e AR BB R T ) 45 R 55 3, e BN PR AR BB N B 22K

* Move Down - K508 5& 1) 4 FI IR 55 A5 IR h ) M A2 Eh .
* Delete - MR 5525 5114 h I 26 TR 5545 -

AnyConnect BC & M 4 4migsS, EH LA

JA AT AL B B i v B 3% 7 Sl Tk PR SR R R i e
R AR EUEULEC AT, W AnyConnect N FH DA E S PEECHL ) -
*Key Usage: Digital Signature
* Extended Key Usage: Client Auth
ﬁf@ﬂjﬁiﬁﬂiﬂ?ﬁ%TE@%#I@BW@ DUPAN T IZ SE DU FE R, BRSO b ARSI 70X
SeR
* Key Usage - fEIEF AT 822 (% P il 100, A FH DU R UE 281 JE vk
Decipher_Only - fifE 2% £, HAR B E HLABAL (Key Agreement FR4M) .
Encipher Only - % 50dl, HoARW & HANA, (Key Agreement 4N o
CRL_Sign - #:ilF CRL L[ CA %4,
Key Cert Sign - K UFiE15 L) CA %4,
Key Agreement - %41
Data_Encipherment - JJlI% % Key Encipherment LAA % o
Key_ Encipherment - 1% % 5.,

Non_Repudiation - BHlF £ 724 /Y7, DU B4 52588 4F (Key_Cert_sign 8¢ CRL_Sign
BRI

Digital Signature - % IF0 7254 (Non Repudiation. Key Cert Sign 8 CRL_Sign BE4M)

* Extended Key Usage - 1 /i{ L\ I Extended Key Usage % & . OID HifEHi5 -

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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| AnyConnect B2 & 3t 44748
AnyConnect BC & 3L 4miE=8, IEP LA B

ServerAuth (1.3.6.1.5.5.7.3.1)
ClientAuth (1.3.6.1.5.5.7.3.2)
CodeSign (1.3.6.1.5.5.7.3.3)
EmailProtect (1.3.6.1.5.5.7.3.4)
IPSecEndSystem (1.3.6.1.5.5.7.3.5)
IPSecTunnel (1.3.6.1.5.5.7.3.6)
IPSecUser (1.3.6.1.5.5.7.3.7)
TimeStamp (1.3.6.1.5.5.7.3.8)
OCSPSign (1.3.6.1.5.5.7.3.9)
DVCS (1.3.6.1.5.5.7.3.10)

IKE Intermediate
* Custom Extended Match Key (% 10 /™) - f5@ @iy RILE S (WRf, &£ 101 .
WE IS B NG BT i 2 IR . LA OID %5 (Bl 1.3.6.1.5.5.7.3.11) BN,

* Distinguished Name (5% 10 ) - fR@ Rk P52 (0% il 15 i T~ 58 UL AL 45 R w]
SRR (DN).

Name - | T-VLHC ) A4 5 44 F% (DN):
CN - /il 1 44
C - TR E K /M X
DC - 2 1
DNQ - T2/l DN P52 £
EA - R3S
GENQ - AR R E 45
GN - 45 E 247
- L8P RS
L - =l
N - Uk T LKA R
O-

y

ESV TN

I

SN - =8t %
SP - EHI4E/HIRIX
ST - /M

T - kI

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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AnyConnect it & Xt 4tgz |

B AnyConnect BB 4iE%E, IEHIE

AXER

ISSUER-CN - 7l # 18 H] 44

ISSUER-DC - fili & & 414

ISSUER-SN - fil & 5 1k [

ISSUER-GN - WUk & 45 5E 44 7K

ISSUER-N - i & 5 A & LI 44

ISSUER-I - A& ¥ - REAE S

ISSUER-GENQ - it & # AR B P& £+

ISSUER-DNQ - i # DN FR5E F

ISSUER-C - MR # [ 5 /Hi X

ISSUER-L - il & & 4k 17

ISSUER-SP - Witk & Fi{E44/ HIR X

ISSUER-ST - fill & # T 76 /M

ISSUER-O - il & # T 7E 2 7]

ISSUER-OU - Mk #& FIT L]

ISSUER-T - il & # FK 1

ISSUER-EA - ik 5 M ik
Pattern - 45 & ZEULHC I T4 o BEUCHC IR U A B AR BEVLC IR 7 15 H 3 43 o AN 2L FE
FEUC A E R A TEE . RN T 1, BRI A R R R 840
Bihn, a0 R4 B2 abe.cisco.com, HoA T 5 cisco.com PERC, Ul A R RE 20 Y 1% 2

cisco.com,
Operator - 4 It DN $0AT VLHC I A 1)z 54
Equal - 5 == 255}
Not Equal - 5 1= %554
Wildcard - Ji ] Je #6403 T ACAF B QDL RS . ZESBRCAT T S BT, a2 n] B T 4%
A AT AT 7
Match Case - %1 7] J5 H X 70 /NS IR LD .

i B R P UCES , 5 133 1T

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| AnyConnect B2 & 3t 44748
AnyConnect BL & XX 4wiE25, EBEM [ |

AnyConnect fit & X F4wiEs, WEPIEM
SEPS I AnyConnect B8 (1782 HE P50 M8 (SCER) VARV EAT FI -2 138 51 G50 U AOTEE 5.

* Certificate Expiration Threshold - 7k 41 17,  AnyConnect £ H 7 HAIE ) B I S R
3 (RADIUS #HE BASHFF RN o BOMEAS (AERES) o EEHDY 0 2180 K.

* Certificate Import Store - L FEORAFVEIHIE 5[] Windows UE 57 A#IX

* Automatic SCEP Host - X} T-[Hz{ SCEP, & AL E SCEP k10K R 1) ASA 1 EHLA FEFLRL
EIC (BEIEAD o N ASA 582 R E 4 (FQDN) BUEHML & U478, wlin, FHL4
asa.cisco.com FIEHNLE LA FK scep_eng.

* CA URL - X} TIH:\ SCEP, Hj] SCEP CA [lud5#is. A CA JIR55++ ¥ FQDN =% IP Muhil. 4
4, http:/ca0l.cisco.com.

Prompt For Challenge PW - jii It I o] ik FH P 28k kg k. 9 Pl Get
Certificate I, 757 S $i 5 H 7 4 AN L 7 44 R — K 35

Thumbprint - CA FIEH#HERS. T H SHAL 5 MD5 W7 {H

)

AR CA RS AVE oI v it CA URL MUBHEAREL, JEN MRS QHERE R I kS
PAUEPI “fingerprint” BY “thumbprint” JEIET B HAK RMHEFRLL.

* Certificate Contents - 15 & 2 {05 7 SCEP VE/JHE K o IE 15 N 25
AR (CN) - UEB i FH 4
#BI] (OU) - HEF R E MR A .
27 (0) - UE e I 2 7] AR
I (ST) - UEF 452 BN FRIRFT
M (SP) - F3— AR IRAT
FE 5 M X (C) - UEAS PR E Y R S BRI AT

HELE (EA) - BECEHRE . LUR =19, #seEthl (EA) 2 %USER%@cisco.com. %USER%
XF I ) ASA T P 44 8 SR SR IE .

1 (DC) - k1A AELL R osfilh, 85 (DC) BB cisco.com.
ZEIK (SN) - F5 A4 il .

LA FR (GN) - Sl H N 4

UnstructName (N) - A2 X4 FR o

BRSO - P a7 R4S .

BROERT (GEN) - HIP BROARPRAE ST i, “Jr.” i “TIL.”

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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AnyConnect it & Xt 4tgz |
B AnyComnect RE S HmIER, BaNERK

P 3E £ (DN) - 22/~ DN (1) FRE AT

PhTIT (L) - ShTTAR RS

PRI (T) - NRIFRIE. #lin, &t RAL ek
CA $k - FI-T- SCEP 7/, —M A CA 3,

B/ - S RRAHIE S BT A2 L) RSA K1

* Display Get Certificate Button - j5 1] AnyConnect GUI [ 7E [ %1 1F F 7R Get Certificate %41 :
RSB E A AR UE A5 S B I () B 3 (RADIUS A SCHR)
e O
UEBATEAE
WE AL AD .

HXER
FCEUE e, 122 7

AnyConnect Bt B M 14 RiEes, BoIREE

AnyConnect 3.0 kM ¥ S BASAS 32 3 Windows Mobile 4% 152 i Cisco AnyConnect %R 8% F
Ui BRI 4R G, WRAS 2.5, T f# Windows Mobile 5 A GAE B

AnyConnect it & M 1 4wiERS, ARSS=RFIFR
T ARG B A5 3 GUI TP R IR S5 28 513 - P AT LAYE 281 36 P I B I 2% 2 DL A7 VPN I 2
& IFE IR
« BHLA - PRI TP Hihksloe 4> e k44 (FQDN) )54 «
« AL - k55251 1P #ibksi FQDN.
« AL - FTS U — R 4185 T 4100 URL.
* H3) SCEP ML - by PHHCANEE LT REAT 27 3ty £ 43560 UE PO UE A5 i 418 12 10 7 SR UE A5 7 0L
* CA URL - JbJI %5 2 FH TR BNE B HLAE (CA) (¥ URL.
Add/Edit - JH3)j Server List Entry XJ1FHE, &I {EE ¢ Bk IRSS 2240
Delete - M iRk 5575 4122 b B I 25 4% o
Details - 127517 54 RS54 2k 55 2% CA URL I 5E ZVE4045 K.

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



AnyConnect B2 & 3214 4m15 25
AnyConnect & c4wigs, msssx M

X ER
fii® VPN &R , 4593 1L

AnyConnect BL & X 4miEes, RIN/RIEBARSZERTIER
* Host Display Name - i A H TS =N 4 1P Huhl sl se A R e 3k 44 (FQDN).
* FQDN or IP Address - i % Jile 4525 11 1P #ihik 5% FQDN,

* WISAE Host Address 7B fRE T IP #ilk5 FQDN, ] Host Name 7Bt 0 4% H 248 ik
AnyConnect 2 7 3 3 H sCFER &8 N R o1 b IR 5528 RSt

* ALY Hostname “7-Bt 11455€ T FQDN, 1M A4t Host Address 7Bt 45€ 1P Hitik,
Hostname B¢ 1) FQDN #4 i DNS Jl 55 #5 24T i 47

o ARE N TP Huhik, Al 22 A S 1) A 3 TPv4 Muhik sl 4 55 TPve Muhl o N 32 #5438 ] BE R AC
2 A S o
* User Group - f5 & —MH 4.
M TS5 ENUEE— B kN E T4 URL. Wit$E ¢ Primary Protocol 4 IPsec, NI
User Group W AUEEFLRLE SO (BRE4D) I 4FK. X T SSL, H /4l iE B & 1
41 URL 24144
* Additional mobile-only settings - 1%t 53 1] it & Apple iOS FI Android %51 % .

. Backup Server List

BT AR B — A IR S5 85 51138, LU ) s £ Y P e PR (K IR 5% s A AR b A P o I SRR 5%
%ﬁ?yﬁ%éﬁl[ﬁa, W5 i 1 2 2 RR B B AR T O AR 55 4% 0 BN PRI R R M BB B
22k

Host Address - %"ﬁ*/\ IP Hihit 5% FQDN DAEL & 7E & RS 2 vk o an & o Joikid
BB ENL, We sl 24 RS 4 .

Add - B EHHBRERS IR & IR S5 28 513

Move Up - Rf b & I # HIR 95 S AE PR 1) _EAE B A SR A SR ik 55 4 A e, U
P G R B B AN T (146 T IR S5 4, A6 BN PRI SR M 2R B2

Move Down - R 1% € (1) 45 HI IR 55 25 AE 51 & 17 R #55)
Delete - MR 55 #5511 & MR 26 F IR 55 2% -

« Load Balancing Server List
U R BE AR 55 s 53 5% H I WU 2 A e (M B e e, R T G fEZe Thig, AERL
FIR IR E AR A A N, KIS 23 B0 S B8 AR A v 2% F L4 R U 1]

Host Address - $5 € 71 Z I AT 24 H 132 45 11 TP Hbhik 5 FQDN.
Add - B n 2 67 23 i £ IR as p .
Delete - M\ 5138 i1 B3 7 280340467 2% FH IR 45 4%

Cisco AnyConnect £ E P M ER AR, WA 42 i



AnyConnect BL & X 14 4Ri5 85
B AnyConnect 7 th 55 B%

* Primary Protocol - i 72 %42 2| R 254 5T FH i, B SSL ER IPsec (5 IKEvV2 Z558H])D
BRIAPSE SSL.

Standard Authentication Only (I0S Gateways)- 4% #¢ IPsec 1E A B, %0l LLIEFR I
T, R B2 10 B B0 AR 7 VBRI TOS Hl4s 45

A

ER O WIRILIRSS AL ASA, NPE SO IAE Tk NG AT H’JAnyConnectEAPEEﬁU'JﬁT
PRUERI L5 ASA (LU R IhRE: FCE SR BN WiIT &8
. ¥RorBEiE. #54> DNS. MSIE ﬁfi@ﬂ%&ﬁlwiﬂﬁé

Auth Method During IKE Negotiation - £ P FhrHE) & 43 56 UF J7i .

IKE Identity - W R IE PRI TFRUER) EAP G050 IE vk, Bl AfEILFBOh N
AT N B bR iR % 4 LL ID. GROUP ?JH IDi BB A k% . F%jwj\
TOUT, LR 2 *$AnyConnectClient$*

* Automatic SCEP Host - It =¥ T1%%: SCEP.

* CA URL - #5 & SCEP CA %5 #51) URL. %\ FQDN Z¢ IP $tht. 5141, http://ca0l.cisco.com.

* Prompt For Challenge PW - Jo Htb 3 nf ik F P F- 8 A HHIE i K . 24 P sSidi Get Certificate
I, 2% ke FH P AN 44— IR A i

* CA Thumbprint - CA [JUEBIHEFES. iTH] SHAT 5 MD5 M7

Y

R CA RSAVEH O v LIFEMt CA URL AR+ 4. MFEFa o B MNRS43K
B, A MNE RAIE K “fingerprint” BY, “thumbprint” J& 5B R R

HXER
fio'E VPN EF RS 4%, 2593 1T

AnyConnect 7N h 55 B&

AnyConnectLocalPolicy.xml &7 22 BB 1% 7 i L[ XML SCfF . ASA ANEREIZ . B2
A5 F AP ER A 838 2R G0 T8 2 e 12 SO Beks FLERE 2 H P v SE0Leh o SR H P RGP AT A
HSRWE SO REAT T 3, MRS S .

A REESEFE

PLN 2302 VPN AR RIS dmde 25 - Fll AnyConnectLocalPolicy.xml X FIGHE. XML JTH
WoRTERAE S

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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rpwmsyiE [l

A

IR WCRIET SRS B S S KL, %D BERHER AT o

« <acversion>

7 2 BRI RS Z S T SR BARKCAS ) AnyConnect 7 i WIS P iiis AT L HOARA
HEEL[) AnyConnect, WSSz I 23 & H 4 H A 4

#% A A& acversion="<version number>".
« FIPS Mode <FipsMode>
N JE H FIPS R ik B o il 2 ) S A A8 FIPS ARty it A AP o
« Bypass Downloader <BypassDownloader>
WP, Z5H] VPNDownloader.exe KL R 51, 2 REHR A7 SR I A i FEUA 501 285 A 25 RO A7 AE AL
Be BRI ASA LRIZIANA, ORFHE. . BRIz LA S
1%t Bypass Downloader I, 7R/ dipdi 42 21 ASA K R AP RIS L2 —
WK ASA L VPN 25 b e B SR AN R % 7 i 1 VPN 2 s B SCE, 2 ) o
# b L.
Ui ASA AT VPN &) P B SCF, W20 S o 7 VPN R, (H e Al LA 2 )
(K] VPN 20 S i F SCAF e

Y

AR WIREAE ASA ERCHE VPN %7 e B S, WX LE SR i 5 P S dde e 2]
ASA Z HI L HEE% P b (BypassDownloader BEE 4 true) o [RWHCE AT
DA 8 B O35 SCIR SR, BT DLURAE ARG T ASA S i B P i i B2 5
RNy, A @ CKs BypassDownloader % & 4 true.

- A CRL #&Z (Enable CRL Check)<EnableCRLCheck>

I Windows SEHISEILL T fE. T SSL Al IPsec VPN i 8z, 1] LLIEFHTIIE T 44512 (CRL)
K. A E G, AnyConnect KR EEH BT A IE I 88 CRL. #XJ5, AnyConnect %l
AP SR EAN FHE AL B RAUE 5 . W R PIZAE 15 E#GE AR HLR (CA)
MRy, WA SR,

BRI OL T S 25H CRLES & . A4k (83 ) “JHH CRLEZA” (Enable CRL Check) I,
AnyConnect 4 24T CRL &%, PAtt, S H Pl Re s g 2 LL R

* Qi iERE CRL MA5UE TS, RI#7E AnyConnect A Hi SIS SCPEHHAEH] “ T Mg AE 1545 /T” (Strict
Certificate Turst), 5% CHIEHARL S TC AR

« W TCIER R CRL (1 i+ 6355 ) CRL 43 & 15D, FF HAE AnyConnect A 5 & S
PR “MRAE /T (Strict Certificate Turst), 5% 4R M SR, &
0y, aniREEH] “FERAE{E4T” (Strict Certificate Turst), RG] GES e~z P g it
EE R

Cisco AnyConnect R 2 a X Fin SR RIER, R4 4.2
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AnyConnect it & Xt 4tgz |
B sesmsinE

Y

AR M “UR%AEL” (Always On) I, AnyConnect VAT CRL fi . MbAk, 4
B CRL 73 RS A TF A Vi), W] AnyConnect RJ B8 2318 2 ik 45 H Wy

« BR# WebLaunch (Restrict Web Launch) <RestrictWebLaunch>

BHLEH AR A& FIPS FOR Y280k & i WebLaunch. HSZI@ 4202 P 1% P v kB T &
2 AnyConnect F%i# [ 22 4% Cookie. 7/ %t i) P W 7s— 454 VPR &L .

« =HZIEF EE (Strict Certificate Trust) <StrictCertificateTrust>

TR RIS 22 A P S AT S I UERT,  AnyConnect AN f8 148 TGy U6 IE AT A IE
o B P umIEARR P 21X AR TS, AR A AT ] B SR T 4 31 2 A WX O W s A s i
R AR ZAEAT RS #8F (Local policy prohibits the acceptance of untrusted server
certificates)o NSV (A connection will not be established). WIHRARMEH, %75
BRI . X EERUAT A .

FATsm A AR AnyConnect 25 /7 3 3 I “ P Ag UEF {54 (Strict Certificate Turst), Jit K21
‘F:

* BEEATE RS I H 2 2, AEA S R T <R BAS T (Strict Certificate Turst)
AT MAZAGAEMZS (Bl A IE05 R 48D JERERY, Biibs2 3] “Phm N7 Bl

o R AE 58 A nT B0 E HAZAGAEME TS, BRIATE UL T AnyConnect &/ it R VF B2 H 7
P AT UERTE T e W R 2 P 2 B ) N Bee, AATTAT RS e b s i S il 15
BN P BRI e, W TR IE ST (Strict Certificate Turst).
« BR#I B 1£I2E 77 (Restrict Preference Caching) <RestrictPreferenceCaching>

M5 TE,  AnyConnect ANFHEUERAT B AT BIRESL . Jo LS B B AN S mE 3 Ji 27E AnyConnect
BRI P AR AR TSR L A5 R

Credentials - ANZZA7H] 7 2 MG ] 44

Thumbprints - NZZA7 % /7 3 IR S5 3 B UE S R FR AL
CredentialsAndThumbprints - ANZEAFUEFARHEFE SO A 7 44
All - NEAAATEAT B 3 15 1L

false - T A B LTS NS CBRIMED

* HEFR PEM X43E+ 774%FE (Exclude Pem File Cert Store) (Linux 1 Mac)
<ExcludePemFileCertStore>

{17 1k P 3 A PEM SCPFAIE A5 474 12 A B0 0 Al 55 2 UEAS AN 22 5 P gk

AEAk R4S ) S 4 FIPS 1 OpenSSL, - H AT 3¢ 70 MK HL AT ASKRE 2 ) S iiE 15 5 43 96 1E T ik 4
[R5 B . A PEM SCHRUE B A7 ik P T i AR R P A8 FH 445 FIPS IRAE -BA7 ik 2R o

* HEFR Mac At iE+ 776%E (Exclude Mac Native Cert Store) (X Mac)
<ExcludeMacNativeCertStore>

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



AnyConnect B2 & 3214 4m15 25

soessEnsy N

By 112 7 i FH Mac ACHb (keychain) $IE 15474t PE3G UE IR &5 4 10E AR R & bigiiE fh o

* HEB& Firefox NSS iE$ 7% E (Exclude Firefox NSS Cert Store) (Linux 1 Mac)

<ExcludeFirefoxNSSCertStore>
B7 152 7 i 4 Firefox NSS iE P47 R S0 IE I 45 #3 UE T RIHE 2R 2% 7 i iiE 15 .
A7 EAT O TAEAT A Ay 26 Sl 45 5 43 B0 AE BAF U )15 R o

* EHSKRE (Update Policy) <UpdatePolicy>

Pl 7 g vl LR £ S S AR EC A B S A BT

RVFEK B E AR S 2RI £ (Allow Software Updates From AnyServer)
<AllowSoftwareUpdatesFromAnyServer>

FEVFEAS FoVF VPN A AR R AT LA T BB AR oK B RAZABUIR S5 2% CRBULEIR S5 4% 4 Pk 81
R AR

VR BEARSE 2R VPN L& X4 E 3 (Allow VPN Profile Updates From AnyServer)
<AllowVPNProfileUpdatesFromAnyServer>

FOVFEAN SO VFR B RSABUIRSS &5 CRIIFENRSS 25 A AR ) ) VPN BE B SO SR

Jt 1R B 1R R 55 25 B9 BR 55 B & 3T #T (Allow Service Profile Updates From AnyServer)
<AllowServiceProfileUpdatesFromAnyServer>

SO AN SR VF R HRIBUIRSS % CRIFENR ST a5 A AR D (R A R 25 R bR T & S0 A B
e

SR B R AT BR 55 88 #Y ISE L im & £1F44 B & 345 # (Allow ISE Posture Profile Updates
From Any Server)<AllowISEProfileUpdatesFromAnyServer>

FOVFEIA Fo VPR A RIBUIRSS 5 CRINTERST A3 A FRFIRT) IR ISE i 22 4 VA% e B S
(SRR

RVFRB MRS S M IEEE S (Allow Compliance Module Updates From Any
Server)<AllowComplianceModuleUpdatesFromAnyServer>

FEVFEAS FLVFR IR BAUIRSS 25 CRIILER S5 28 R H 3D 1S PR R B
BR 5525 & FR (Server Name) <ServerName>

FEMFIR P i CERABUIR ST A o SEVFIX LS K AR V7. VPN IERL A BEAT P AT AnyConnect £t
PN B SCAF I TE A 0. IS5 a3 44K m LUK FQDN. TP Mtk $k4 sIGE U5 a4 o

FHOR T e B ST S

FHE YA MRS

UK

BB NE %3k R AnyConnect AL S IE SCAF (AnyConnectLocalPolicy.xml) [FIF| 4

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



B ST R RARERSE

AnyConnect it & Xt 4tgz |

= 7. 121ERSF AnyConnect AN M55 BE ST R4 1R 12

RIERS

RIERTE

Windows

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client

Linux

/opt/cisco/anyconnect

Mac OS X

/opt/cisco/anyconnect

FR2 WmESHE . B0 UITF3)%% AnyConnectLocalPolicy S, Hifff FFfi AnyConnect Bt & SC -4
B ERET ) R 1) VPN AN 1 S5 Gt 4 2 o
P33 K% 5478 AnyConnectLocalPolicy . xml, JEAEH A B #A45E R G0k SCHEE BT e v

BBl

TRRA HTART L, DA A SR SO S AR

£ MST 324 /3 A SR B S48
AR USRI, 15 0B B A

A5 MST U LLBH U R RIS 220 MST Z 44 F70 W T AnyConnect Al 5l SCAH:
(AnyConnectLocalPolicy.xml) H' )%

.LOCAL_POLICY BYPASS DOWNLOADER
.LOCAL_POLICY_FIPS MODE
.LOCAL_POLICY RESTRICT PREFERENCE_CACHING
«LOCAL_POLICY RESTRICT TUNNEL_PROTOCOLS

.LOCAL _POLICY RESTRICT WEB_LAUNCH
.LOCAL_POLICY_STRICT CERTIFICATE TRUST

R AnyConnect LR A2y Bl fi M7 THEHL B IO AL SRIE SO AU IBR T TSR
PUAT M S, DA i 22 B 1 mT LA Qe F) SR s SC A

ER ORI SO SO AT A BE SO i 2 R R B R G

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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&z “mmaps” TEEAFAtERsy [

“BRAPS” TEERAMERSH

ST A EE R GE, #OT DME R “ B H FIPS” T BG4 5 ] T FIPS ) AnyConnect A1 3%
fE. “IRHFIPS” TH&E AN AT T H, 7 Windows FA#FE B RAAPRIZAT, BUAE Linux Al
Mac VA root 7 S 31847 .

ARAEATAL N “ R FIPS” THIMER, WS BN FIPS 27 vl 5 5

FETHENL A 24T i\ v 2 EnableFIPS <Z4> 1217 “JHH FIPS” T H. DU UEH T “A
H FIPS” T H.

s SRR T 4L, % UK S H FIPS JF 538753 8)) vpnagent At (Windows) 2% vpnagent J&
B PR (Mac Al Linux) .

Rl T CEZNE = (8
LR 7~ B 7~ AF Windows ML _EIZ4T1H “ )5 FIPS” T Hin 4

EnableFIPS rwl=false sct=true bd=true fm=false

A RB B RTE Linux 8 Mac &AL EEITH 4

./EnableFIPS rwl=false sct=true bd=true fm=false

FRERAEH “HBAH FIPS” T HEE MK K E . 255 AnyConnect A Hb S IE SCAF A 1S40
NG

RERE SHFEZE

FIPS ##5{ fm=[true | false]

SR N bd=[true | false]

PR 4 Web 53 rwl=[true | false]

s T s = sct=[true | false]

IS 1) 7 358 T 2% A rpc=[Credentials | Thumbprints | CredentialsAndThumbprints | All | false]

HEBR Firefox NSS il 57 fi# X | efn=[true | false]
(Linux 1 Mac)

HERR PEM SCHEIEPAA#EX. | epf=[true | false]
(Linux 1 Mac)

HeBR Mac ASHUIE 54745 X. | emn=[true | false]
({¥ Mac)

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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B & EAAPS” TEERAMERSY
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BCE VPN A

o ERABIF VPN, 291 1L
o EFIFHEER VPN R, 55 115 )

« I VPN G0564F , 55 118 1T

EFEFAETFF VPN

AnyConnect VPN &% &N

AnyConnect % /Ui 4 A A& AN EHNERS A 3BT VPN S 2 Bk I, 1% 5855 10 7 {#
I POEEAE) VPN, EATTESTRE M W 45 22 K
JBENFNEF /350 AnyConnect £

fid & VPN JE g5 as, LIS E A P T8 F 3l R 10 2 4 W e iR I 2 FR A bk
HFELL T AnyConnect ThRE, LUHRAHEITE) [ 5) VPN 4.

B SEHT H 30 )5 3 Windows VPN 3442
* AnyConnect i3 #)jItf H 5 JH5) VPN iZE4%
* A8 E B35 VPN &

BeAh, ERE EAEHI LR A3l VPN S L TSI il 1 540 10 194 0% 2 4 B 19 265 7 1e) A SR T~ VPN
© K TE AR 199 28% A )
i LA H] ZKOZAEZ 1) VPN 4%
AT FH SR 190 8% 1) ARSI AR o

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



BEVNEN |
B AnyConnect VPN jE4£5£ 15

EFH A FZER AnyConnect E1E

ﬂU\ {55l ASA X P ORFF AnyConnect VPN IEHE I AHC R (RUMERATES)) o W VPN &0
BWARAS, BT LA PG e R R i

* Keepalive - ASA JE R IEIRFFERNE B . X B2k ASA 2%, (HXFT4EFe% P s ASA

Z A HE AR H .

A KA H ASDM AL Keepalive FJULEH, 1852 A H ASDM ¥ Cisco ASA 5500 RYIBLE R
i

A CLI BCHE Keepalive Ui, 2B CLI I Cisco ASA 5500 AL E 5 i H
R FEER

* Dead Peer Detection - ASA Fll AnyConnect 5 /7 Jifi & i% “R-U-There” 1 FL. X267 B & A
KT IPsec PRFFIERAH S

IR AN, ASA /) DPD {H R, ASA B IR IR KBSIEE T “SARIRE” B
Ao MBI S g, Ik NIEIRA S, ARG TR &R, A P AEBRA S N3
N2 B RE EHER, ASA KL ILRIE. #iIAIM < DPD [6FE & 300 7,

W ASA AR ) DPD TR, 55 ik R 2 =IO 2k g . @R T i
DPD [a]B& 2 30 72

T AR A ASA (26D R ik &% DPD JH B, JERC BBk . 5 %8 H
ASDM Ji'E DPD Ui, 1525 Cisco ASA R 5| VPNASDM@EET B, A XRMEH CLI
i % DPD (Ui, 5210 Cisco ASA 5 VPN CLI T & 36 v 14 i FH T8 38 2 306) 25 151k
.

o RSB
% Pty DPD % & 4 30 7 (Group Policy > Advanced > AnyConnect Client > Dead Peer
Detection).

Kk 45-#% DPD 3 & 4 300 #) (Group Policy > Advanced > AnyConnect Client > Dead Peer
Detection).

¥ SSL A IPsec H)ZEAH =B 2F it ¥ & 24 1 /M (Group Policy > Advanced > AnyConnect
Client > Key Regeneration).

#&1F AnyConnect %1%

2211 AnyConnect ¥ BRI AR 224 B 5 Fo0 HE 28 0 B8 BB AT S I e, JFRIEETIY VPN iE
?2%0

PAN BC B S B TR SN 28 0E VPN 22l

* Default Idle Timeout - 42 1640 T ARG SIPIR X BIFR & (RS TR B, ZOEARfTH P &b BRAE N
30 g4,

1 HUBEA ] CLI £ webvpn Bt B 0 N & 24 default-idle-timeout. ERIAE A 1800 5.

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
[ | [


http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_anyconnect.html#wp1090828
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_anyconnect.html#wp1090828
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_anyconnect.html#wp1090788
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_anyconnect.html#wp1090788

| EmsVPNIEA

mEveNiEERsE

* VPN Idle Timeout - 4231 b T ARTEBNRA A 245 € I [, L bR 230 B SSL
VPN, HWIRAKEE vpn-idle-timeout, N }] default-idle-timeout.

A ASDM It & VPN ZF MBI UL, &S 4 ASDM 1Y) Cisco ASA 5500 R4 & 15
M.

HRAFH CLIALE VPN N U, ES R CLIY Cisco ASA 5500 KA E ST -

BoE VPN E1ZAR S5 25

T
$IE2

$IE3

IR

AnyConnect VPN 5548 71 R AL EHLAF EHUHBEERS, eI TFR I VPN OB IE BRI 2 4 ¢
TN AT L4 . FQDN B IP #bdik.

AN B 55 45 5 R B EML L 741 AnyConnect GUI ) “3E4#:8]” (Connect to) s . A5,
FURT LU R 14 R #AT R FE UGS VPN ISR SR TR BN BRAIRSS &%, 16 GUI FHidl&
HE G, WERAIT MBI R A5 4% BTk IR 55 & 1A IR BRI 55 i o

— BRI S5 2 A N B 5 e 5102, T LA LR (5 5 L R g R M B ik 55 e 4 H o 20R IR S5
SNBSS AR A, AR R

g2

FT7F VPN L& SCHFgndEay, M S S H L £ Server List.

MR (Add).

JiC R 25 7 11 E L4 B AL -

a) KN EH BB (Host Display Name). I FHRACTHLI A4 . FQDN 8 IP Hihl. 25747
PR “&” Bk “<” AR WL HI N FQDN u( 1P Muhit, NIETHEAE F— LB d i N FQDN 5§
IP b1k (IP Address).
U N TP bk, 3740 22 45 0 5 [ 23 3L TPvA M hE 42 J5) TPv6 Ml NS 54 FH B i A b2 4
W Sk

b)  (Ai%) A TAHLK FQDN B IP #tbiik (IP Address) (UnH7E “ EHLE/RAFK” (Host Display Name)
RN .

¢) (W) 452 A P4 (User Group).
AnyConnect il Jf] FQDN 5§ IP $thl: L% i 41k K i 4 URL o

(Rl W5 46 R SS 283 N 3 &1 BR 55 28 5138 (Backup Server List). & Z) 74P “&” ok
“<v ?fﬁ/j‘o

WIS ECE RS S AT, W i 2 e 1 21 4% FH IR 45 2 W R TR IR IR S5 2, ARG A S At H
AR IR 2R AR .

CATE ) K A I MR 554 Vs I 2] £ 234 187 AR 35 88 1| 3= (Load Balancing Server List). 15 7] /£ 4 F5H?
1%);@ “&’7 EZ “<7’ ??ﬁ:o
W IR S5 25 51 4% B 1 N R 22 2B I U EE AR, HGH T /KE R4 Dhfe, iR
IR A IS B AR . B, AR TELE K BH LU i) S8 I i AR i P i i 4% o

A% 4R E EE Y (Primary Protocol) UL Tt ASA:

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



& VPN A |
B =3855/25 Windows VPN iE#

a) EF SSL (BRIAMH) =X IPseco
WRAETRE Psec, WIH AL IERN & SO (BEE4L) MHuEM Ak, X1 SSL, H ) 4lz
TEREIC B SO 4 URL 54 4 .

b) IR GEIRE IPsec, IHEFANARMER 9 IEE (Standard Authentication Only) DLZE I ERIA 5 43 56IF
Ji1k: (5 AnyConnect EAP) , RGN FHidZRPIEFE—Fr ik,
EB B SORAE AN LA AnyConnect EAP B B0 T AR UE I )7 V225 ] ASA i B 41
AR 2SR ERWTIFEE . o FIBRE . 4> 2 DNS. MSIE fCHIEC E S At ThRE M)
CEVAR
FRT L) IR SSASHCE SCEP:
a) J75E SCEP CA ft45 23] URL. %A\ FQDN ik IP Huhik. /40, http:/ca0l.cisco.com.
b) kR 7R R % RS (Prompt For Challenge PW) LUl P F ol tHilE itk . 4 H F s i 3R BUIE
H (Get Certificate) 1, &/ il HE 7= H P A 2 44 R — IR 20 o
) i\ CA WUFBIHRIREL. 1/ SHAL B MDS FAFS . 181 CA IR 4545 B1L 03 n] LLEE fit CA URL
FRFRTRS, HNOZ MRS A G S RATUE 51 “fingerprint” 5% “thumbprint” J& 5Bt
R BHRIREL.

FE8 Sl (0K).

X ER

AnyConnect it & SCFgmlidy, RS54y, 582 1L
AnyConnect L& SCAFgmfdy, WS IN/dmi s as a3 , 55 83 1T

%% H1 81 /B 50 Windows VPN &1

XF “BRuiasm”
“HSEHTE B (SBL) iX—hfig R VEH AR B 5t Windows 2 R EE 7 5 AV L RE B 1) VPN iE .

SBL %433 i, AnyConnect 7E Windows & sk M HE L2 BT 8l , AR 08 T iEH 2
AT A B 75 VPN B0 IE)S, 2 %78 Windows S5O0 UEHE,  H A P Al 1E 8 8k,

SBL i C0 475 W4 25 7 i) i BEAS IR e, SRV B0 B ) R g W 4 L SO EA T #E . SBL B e
VR0 4 I B S LR A A 802-1X B4 4y 56 Ul A2 (1 T AT AR 2R

SBL X7t Windows RZtH 0] FH, FHATHHGT Windows FRAS FRIAS [ AL >k 55 i -
* & Windows "', T 24t i (PLAP) FlT52)ti AnyConnect SBL.

i} PLAP i, 3% Ctrl+Alt+Del 41585 4T FF— N 1, fEXANE DR P T DLUE RS % 3 &
Gl Af F % O 45 K f1%) Network Connect 8IS “M e iER:”  (PLAP )

PLAP 2 F Windows [ 32 £/ 1 64 SiRRAS .

RENAZ % & P A SBL (1 Jit IR 45 -

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



AT E=IN
wRarazED Windows VPN iz i

« P HITHFENLIN Active Directory JEAii 3 Jifi o
904 BRAE ] Microsoft Active Directory Ffitt i i34 T 5 473 5611 1) 99 25 B X 5 2%

PRV N LS SEIE (ARSI LR AF AR o AERXARG DL R, ) b2 Re s 5 4 v
W 2at v (R dskAs TR EA ,  DASEAESRAS VT SONL D Bl B PR 2 e L SR UEREA T 3R I

o FH P DA ZB0E AT I 284 G5 YR AT 1R 58 S IR AR B L5 1) I 286 95 . SBL AL 173 HIARAS I, P v]
Ui 1) A Hb LA i R P AE I A S NI S IB AT RS S A . XSRS SR AS . 4SR0S
FHH P8 s Fe R G i 3l & A O HiA Active Directory Djfg .

o FEAE ] BT % B AR B I I B 4144 (54 MS NAP/CS NAC) &

“EERAIRD BIRE
* AnyConnect A5 FRIEH P13 45
* AnyConnect JovZ HH & — 7 G501 A 21N H A 80

Bl “ERAIEE7

S %% AnyConnect “ BRI A7 ik,
2 {F AnyConnect it & SCF )5 F SBL.

Z2%= AnyConnect “& RHIBEN" ik

AnyConnect %35 FE P S FERIRE RS, JEF5 K H AnyConnect SBL AR [1)3E 24 AnyConnect DLL
BT A H>XT. £ Windows 7 8¢ Windows 2008 IR452% I, ZEEFREFS M \EAEEH A2 32 A1k
& 64 NRRAHIHRAE RS0, 1203558 241 PLAP 4144, Bl vpnplap.dil 5% vpnplap64.dll.

N

AR WA O ) VPNGINA 8 PLAP 41£FF1% L #14% AnyConnect, VPNGINA 5 PLAP 41
PEaAEH B P B AW EA.

AT LTI 2 SBL Bt ol it & ASA DL R4 SBL At Tl AnyConnect I, “E3HI)Hz)” B
HUBLR A e % 00 i A o i AL ] MSTSCPF 1 2 AnyConnect 700 Fll “ & KR/ 807 414F,
DA 20 e FE L A T G B A T B4

Cisco AnyConnect R 2 a X Fin SR RIER, R4 4.2
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& VPN A |
B =3855/25 Windows VPN iE#

UK

P$IE1 (£ ASDM ', # 3| Configuration > Remote Access VPN > Network (Client) Access > Group Policies .
W2 EPRYIENG, i Edit 3% Add 1] g iR E0CHT 41 SR .

W3 LT NUE R L P Advanced > AnyConnect Client.

4 X Optional Client Module for Download ¥ & B4 1% 4 Inherit.

YIRS {E Mgk hik$E AnyConnect SBL itk .

7£ AnyConnect fic & X4 /3 F SBL

FF& Z 8
YA SBL I 75 A7 AE M8 L . (HAEE LG, MSERL T RETCIRSEBL, Ry o]
REMEE ) P ARIE A R B C G Rt e it . b T SBLAE R SE T8 S (KA IE I B A7, DRIt
DR EAAT A . BRI, o IER T B E A S S B P A AR E, B T E A TE 2k
B3 8AE, SBL A W] IE #1847 .
s ISz T R UG ) T ELAS, DA B L R A AR RS M R T .

UK

PR ATJF VPN BCE S gmds, M PMUE #E Pk Preferences (Part 1),
IR 2 EFF Use Start Before Logon.

P3[R TAVEEFEM P SBL, 1L User Controllable.
ER 18 SBLAEMCZA, b EE A s e S
Bl

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



AT E=IN
AnyConnect /3 3B B 2h /B 3h VPN iE3% [ |

“BERABH MEEHR

P11 #ifrk AnyConnect it B SCfF CINZE 3] ASA |, BEFATHEE .

FIR2  MERZ AT E SO (R IR & F R IX LS AR BIAL E, *xmD o

183 il Windows Add/Remove Programs #1%% SBL 204. A shit SALH EH .

PB4 (EREEERTIEERH S AnyConnect H & I HHT1A .

WIRS WA A 1% DL X 2% AnyConnect.

W6 FHINE K. FIREH SIS, N A F Start Before Logon #2755 .

IR T 4 DART B HK %45 AnyConnect 5 81 511

WIES WIAEBILUTENR, EMERH 1 AnyConnect it & SCF:
Description: Unable to parse the profile C:\Documents and Settings\All Users\Application
Data

\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\VABaseProfile.xml. Host data not
available.

P9 IR[E tmpl SCIF, BRI SIS xml SCAF, IR XML SO BR AR & S

AnyConnect E 318 B 51 /251 VPN &

EINHEFR M Auto Connect On Start, ‘&7 AnyConnect Jii I H 55 VPN %87 b e & SCAE48 52 10 %245
I SCHENT VPN 4%

Auto Connect On Start BRIAZEH], FEH A $s @ it F LMK,

UK

Y1 FIF VPN FCE SO gndaas, PG LR Preferences (Part 1),
SIE2 £$ Auto Connect On Start.
SIE3  (Alik) LM )30 Auto Connect On Start, 11+ User Controllable.

7£ Windows £ % Bt & & 5 5i/2 51 (PLAP)

¥ AT A3 (SBL) DhAELE ] 7 ¥ 5% 5] Windows Z HIJH 38—~ VPN M. SRR Gk B ik
SR AR A w Rk Bt

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
|
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B 7 Windows %% FE B % RA1/35 (PLAP)

SBL AnyConnect M EFR N G AT AIRPLRT (PLAP), ‘€52 D rIERMTUER It . ShheEn ik
) 2 B ATE S SR AT BT S IS5, OSSR U BOEFE 2 45 5205 . PLAP 75T 32 3 FFIT
Windows #:4f &4 F4E 4t SBL DjfE. PLAP %)%l LL vpnplap.dll Al vpnplap64.dll 3§ 32 {7 F11 64 A7k
AIAE RS . PLAP Thfit S04 x86 1 x64.

vpnplap.dll 1 vpnplap64.dll S AT 222k (f)— ¥y, RIS AT DAFE 22 4 e Fm#—AFiin SBL
A, R0, ZEENE R BRSSP G 2SI, PLAP & — I D) RE . 2ehe M I R A Rl
JREEAE RS, HHIE 21 DLL ARG H P 78 Windows 7 U S ARASEH Windows 2008 filt
s, AT IE 32 781 64 FTRRERAE RS AT, DL T IE (1% PLAP 41
s

A

AR WIRAELREE B e 3E 0 PLAP A5 0 R 12 AnyConnect, PLAP 41fF5 25 Higfe H & AL
ZH M.

LR, RO L E SCPF <profilexml> LAEGE SBL Z Hi, PLAP &b FANESPRE . 1S E
AnyConnect Mt & XA SBL , 25 96 0. W&, Pl sith Switch User 1 F 2% B2 40
, RJG, iAo 4 B Network Connect [ Fr .

A

ER WA R A M, R ATBUE R AL T Alt+Tab 216 84 5 5.

{$£ F PLAP % 3% Z Windows PC

$E1 A4 Windows J3 3% 4% F Ctri+Alt+Del 41 &4 .
ARG S REFRED, HAPa4 Switch User 44411

U2 P Al Switch User. F 4t 7~ Network Connect % 1. #1 H F' CU il i AnyConnect 3% 4 37 Hi%
FeIf riili T Switch User, % VPN EH2KOR¥E. W H /7 niili Network Connect, JFUR[H] VPN iE4%
Bl W A Cancel, VPN &2 &L,

$B3 ) AR LA R A 1) Network Connect % £ 1] 3 ) AnyConnect. Z%:4] JT AnyConnect 5 3% % 1.

PS4 P T R E GUI B &5k
UER I % AnyConnect A& ME—ZZ2BE FERERAERT . WUR 2236 T At R, P Bk E O B
NI H IR R AN R AT

SIS Y g, I )PBE Sl A2 Network Connect & H 4, (HiZFHm04A FaE—4
Microsoft Disconnect %4 . &z %I R BE H1Z L R R

W6 S LSS A B R

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| EmsVPNIEA
amsEFmesveniEz [

WALER R, R L B I a] DA T B 5k . ARG KA B S NI J5, H P st aiii &
RIS, I AnyConnect PLAP 414 H R BT 4 )78 5., A VPN [ TE B P 4% o

{$£ 3 PLAP M AnyConnect 7 FF %%
JEDIEE S VPN 215, PLAP RSk ml 5t 11, BN & A4 R #2754 Disconnect $44 .
7 piili Disconnect I, VPN PSR W7 4% .
BR 7 AEN Y. Disconnect $ A1 IN W xCRT TR R4, BERIEICAE DL RSO0 T W FdE .
* Y AT PLAP % 5% PC {HEG 4 T Cancel I o
2 PCAEM 7 &k B R G i KM .
* Y1 Windows bF[WJH 7 &k oxifiiiy, R4R[EI2] “Press CTRL + ALT + DEL to log on” 5%
I o

AT A J& Windows PLAP 441 Difg, 1A /& AnyConnect 1) LfE.

BEEFE 0 VPN &£

Ji H Auto Reconnect CERINE) B, AnyConnect ¥ A\ VPN 231 th Wb i 52 I BT gt v 2510, AV

WU BAE SRR A . B0, ErfDLE B A4k, k3G & ifi. Ji M AutoReconnect J5, &

W LA E R F B ARG E G W ERNERAT N . REE T SRIFERHIRE, 1 Windows 1)
“ORHR” 8% Mac OS B¢ Linux 1] “HEAR” . RAEWE &R L GHKE .

WAL Auto Reconnect, JCICIEE TR KB IF, &7 Il A& iﬁ%%ﬁiﬁﬁ SOk} 2
PO IR FHERA K E B DD o 25 S AT fe S BUE AR B I VPN JERE I .

UK

W1 F7JF VPN BLE X gniEds, M FULE # H 1L F: Preferences (Part 1).
SIE2  £$ Auto Reconnect.
$IE3 k3 Auto Reconnect Behavior:

* Disconnect On Suspend - (ERIN{E) AnyConnect 71 R G0 15 I BT BiC4y VPN 2 ih 280, IF
HAERGIRE JG Al R

ReconnectAfterResume 2 PVUAE R G A AR B A0 ic 2 VPN 25 %, I HAE RS E
AN HTIERL

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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B ERESERR MR NREE R

{5 FR{EL15 15 #51 RY I 4R 460 SR ZE FE A0 I 7 % 5

X TERIEHRI M L2

{EAFR B 28 G (TND) Al AE ] AT A ml M2 (EAHME NI SS ) A iE AnyConnect H
WTIT VPN &R, JRAEM AL T AR L (AMERHE I L) Z A A3 VPN &%

TND A2 50 H 7 T2l VPNIERIRE ST EASWITT AR AHE BUN  28 T35 31 VPN
B WP SEAEAMEARE I M SR, R EEAEAME M EE, TND JWiIT VPN 216 [13E
o 2B, WERMER N VPN I8, SRR B AF A%, W TND S#T VPN 215 1)
B

a2

RS e A R G ThBE, 15 2 BRITC 3 100 46% 20 A — 20 v IR A P 2 A (ELAH55 0 1 ) 8

&0 LAE AnyConnect VPN 27 b it B SCAFHR G E TND. ANTFEE M ASA L. T2
AnyConnect 1] H T 7EAEL 73475 401 9 288 FIANEL 1505 3850 110 D09 286 2 T) el 96 Bof N R B R Bt B e e, At
S AE A5 M X 28 TR 25 45 o

(1SS P LR R 3

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

* K24 TND I 4% il AnyConnect GUI - F 8 8 8l 4%,  JT LA GUI WAZIGZa1T. A PR
GUI, W TND A4 H3h)H 30 VPN iEH.

* iR AnyConnect WWEIZAT “Eskuimsh” , HHPEANZGEEME, TSN EEIRE SBL
T DR E 3h o M

s CWRENE T AGEEd:, (ol IPv4 Fl IPv6 M4 E] ASA (1) IPv6 Fl IPv4 VPN &4 FH#iS
ESEIERSEEY VIO el

< G0 TND Be'E A, EH PP FEL R 2 AN B SO T RE 2 B ) 8

AR WeE 28 T TND RS E SO, R GEERT I 3hI,  AnyConnect 2 221 T o
TUCER RN 2 AR, XA RSB ENAT . ENERDI 2 a8, M AT 8
W TP F OB L B1% 3 LA AR RT3 175 B S S e A 0

75 CMB RN M 28 h BT ASA L% v Bt & SO A ) TND.

QMBS FEH TN H ST ASA) |, JERAZICE SN R T ASA
E.

WER P AR LA AFBCESCIE, P ASA _F [ HCE SCAFAE AT AH [ A e & S0
MR BEAS ASA #R 7 ol BUAT G B SCAT



BCE VPN A

EREsEnnRgekEEnmrEE I

(AR IR B DR wall]

UK

FTIT VPN BLE SCHEgnlidy, N FHLE S EFE Preferences (Part 1).
1%+ Automatic VPN Policy.
7£ Trusted Network Policy "1/ 52 (54T 9 245 05
KRR AT AR MY CAFAEMES) i 2 b AT F4E . A
* Disconnect - CERIAED) &/ i 2 B2 5L 45 Hh 1) VPN 2.
* Connect - % 7 Uiy Ji Bl 52 A5 AF M 45 Hh () VPN 2 48%
* Do Nothing - 2/ i AEZAFAL M 5 P PATAEAT#4E . #F Trusted Network Policy 1 Untrusted
Network Policy #8#% & 4 Do Nothing, £3%%H] Trusted Network Detection (TND).

* Pause - W9 EZAG AT M 45 A0 V7 VPN 215 2 3E ANBIEC B 5254 4%, ] AnyConnect
ST L VPN S A K LW iE 8 . M P PR T2 G450, AnyConnect 2 Pk &
. WWHIRER AN TEH PR, B E T, R B IFS G ML G AN T8 B8
) VPN £if .

7f Untrusted Network Policy 13— N A2 A5 AT (19 4 45 SR
X2 H P AE 2 w46 2 A 2P i AT B34 . BT
* Connect - 2% )7 Jig /LA I B AN SZAF AT 24 )5 f5 3l VPN 4%

* Do Nothing - % /7 S £E A B A2 A5 AR P 45 J5 APRATAEAT 44 . B TAEH] K /R4 VPN,
Trusted Network Policy £ Untrusted Network Policy #f$1 & & Do Nothing 23 4% H Trusted Network
Detection,

$5 %€ Trusted DNS Domains.
TR E & IR S AR R 2% I R 2545 T AT BE B 1) DNS J5 %% GE S0 BEI 72/ ) o iRk 24
DNS Ja 4 2] split-dns ¥R IF7E ASA EFaw— M ERAEL, WA BLABE £ A DNS JE4E.

AnyConnect 7" Jiii4% LA N P A4 DNS J5 28 81K «
o Sk A 1 4
* im AL H )9 7> DNS JE28513K

< AL DNS G4 IR CORCE) o A, JEFRERIERR /5%, L% DNS H&RK
RJG%% (lAE Advanced TCP/IP Settings ik 7 AN I EEHE)

E ALtk DNS /548, IFHITUUTIRME: 151t & F§ T TrustedDNSDomains:
example.com (fYR) *example.com

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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B ==E/8ineEs o VPN EE

ELECLk DNS 548, AT T IR1E: &1t & F F TrustedDNSDomains:

example.com AND anyconnect.cisco.com * example.com OR example.com,
anyconnect.example.com

asa.example.com AND example.cisco.com * example.com OR asa.example.com,
anyconnect.example.com

TWECAT (*) 7T H T DNS J5%%.

U2 6  {f Trusted DNS Servers 11455 5215 {F ) DNS JIli45 2% .
Finﬁftx{*ﬁﬂ%tﬁﬁﬂ%%mTﬁéﬂﬁ (KT 47 DNS IR 45 283t G250 Ba I 745 8D o il
203.0.113.1,2001:DBS::1. AR (*) Ao+ DNS 45 2 bk .

A B A5 10 3 DNS A AT 17 S i I 45 25 1% DNS 45 H o U534 1P Mok i%ds, T2 n] LT
mus.cisco.com ] DNS k4525, Widid L DNS Joikf# T mus.cisco.com, JUIGHEE] P45 ) AL &34
U TAE .
ER A DUACE TrustedDNSDomains #11/88 TrustedDNSServers. 415l & TrustedDNSServers, i
ARSI NI AT DNS RS &%, IXFERR R0 552 oA 2 A5 AT M 45 16— 3B 43 o
W RIEAE S TVUES VPN E B SR A 1 B A R, PR A 76 2 A5 AR M 4
TBT I —AMEERIN S URL B EHLURL. {5 URL ZSRAIAFAE— A 204 Web IR454%, HAl#
A AEARUE B A TV ). A TR AN (Add))5, URL {4808y, HUF-PBAm A5 (Hash) &
TE 7S WKL AE, RASEREREE, hTﬂﬂF?Zﬂiﬁu)\ﬁ%ﬂﬁ%ﬁﬁ I i EE (Set).
AR R Al B2 5 TR DNS S DNS R 45 sk e i, BA R LIECE ZS58. Wk
ZAGAT 1) DNS 3k sk DNS R4 s A # e S, W% Bt gl 4k

EEFH KZ7EL 89 VPN E#

XF KiTiEZk VPN

BrAR VPN 2104 s s IRAS, S WITH N UANE 2SRRI S Ny, KGR LR 45 1108 BEL LS T IBC 10
WHIVTR . AEREIEOLT, 2h 245 VPN BCE N IT A TR oS L G0 52 22 4 i -

JA T JKIELELE I, 'Eﬁﬂaﬁﬁiﬁf/\ﬁﬂﬁfxﬁﬁm%}: 3 VPN 2316, VPN 2 iE{RFEFT
FPRA, BERIH P TSRS, B Stk AR B N S TR A (FE ASA4LSRIE HH R e ) 2
W21k . AnyConnect 3% 25 5230 55T 4 V3% 42 DLUEFT e & lﬁ C e PRI I 5 B0, Bidgss
R H VPN i .

fE VPN BCE SO A T 7KEfEZk 1), AnyConnect W] 30 il i HoAd BT 5 2% 1¥) AnyConnect fic &
I RS E A ERE R ASA FIFTH A FAR R AR 43t

A H KA 2 i, 3B T2 IE LT AnyConnect T :

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
[ 102 | [



BLE VPN 3
mumm donig Nz

* RVFH ¥ AGZEAEZE VPN 216G Wi TRz AnyConnect {8 ] )7 0] LUKS /KIZ7EZE VPN 2335 W I
R, IR E T 2215 VPN B FF %32 (Allow VPN Disconnect), U] AnyConnect £F VPN 2315 & 37
JE o “WiITiER:” (Disconnect) #%5H . BRINENL T, JAH] T KIZAEZ VPN IR, e & 3014w 4
A “WiHFER:”  (Disconnect) $% 4

Hi “Wi T4 (Disconnect) He ILKFBI s T 45 1 A 11 SICHR IR LUK (4 - BB 5052 060
Vi CBRAE ) TR VPN &) . KIEAELL VN 2RI L 7S S et P
(Disconnect), R, 7] VPN £ if h U i BEk VPN 4 i W 1y T e 5 B,
T B 8 46 P 249 5.

o VOB IERE MRS . R JKEAEZE VPN 23 ] H. AnyConnect TCIEHEST. VPN £if, Rk
e S MG 7 ST 75 AT LA ) FLIDE I o 755 ) kg K G20 7 2 1A O TS

o KEPSRAIIEE T R TS BT 9 i R 25 11 s R AT MR

JKITTEZE VPN HYBR

R T KRS, HH P BA S, W AnyConnect AN VPN #EHz. AnyConnect {{£E
G A8 VPN 8,

* JKIZEAELE VPN A SRR A CEE AT %32

KIT7EZ: VPN 35/
SRR NS, WREELE T AGEA L VPN, FATEBCRE L N BAME D i -

« A5 ZUE MR PR MU (CA) W SRECTFAE IR E 2 2 M ¢ it . ASDM 7E Configuration
> Remote Access VPN > Certificate Management > Identity Certificates [ _[$21t—/> Enroll
ASA SSL VPN with Entrust %4, LU {F 2 JLE 15

o Ji) R TR E - NICE AT AKIZAEL IOBCE SO, DB BEHERL B TI0E LI ASA. Tilh & vl
AR 1E b 1V e 25 A R AR

o PR B OB, DMER] P iR bt fe . BAT s BEBURR K PC )™ w] LA 452 1k A 2 i 220 s
ACEAELL T o WERAE R IR ORAELL x4, AR LS 1P 0 BEA s PBUIR .

* BRI%F Windows THEHL E RSOV, T2 C: \ProgramDatas

o FA IR BARHERC PR 9 TP A I AT REXS JERE P s SO e BAT 507 B o AT AT EUR S Al
V7 B AN R AnyConnect FBE & 3CIF,  MTIEETT /KIZAELL ThRE.

* 24 Windows F /' i — AN LIS XS (GPO),  LABK 1 H AT 4 BRAUR 9 1411 GUL. h Mac
OS FH J TIU 38 A0 S R4 i o

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i
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B ==E/8ineEs o VPN EE

Fo & Jkiz7E% VPN

PIR1  {E AnyConnect VPN &/ uiig it 5 SO I B 7K s 7E 2k
P2 (AR RS A BN IN 5 B IS i 4% AR T A
TE3 (AR MAGEEEL VPN HERRH P

7£ AnyConnect VPN & FinmBC B X P ECE KIEFE L

FHiEZ |l

FKILAELE VPN R ASA ERCEA . ZAAERIRS Sl S RIK, IRl &t
U BeAh, B ORIRSS 25k BRI I P2A% (IR A AR, WPk K 7EZe VPN BCE SO
P EBIUE SIKTEIR S AR ) VPN %

UK

P 4TI VPN BLE SO gmias, M EMUE K L FE Preferences (Part 2).
$I82  $E Automatic VPN Policy .

PRI ECE A P ZE A

T4 L Always On.

YIRS (k) EFEUNIEILESE Allow VPN Disconnect.

W6 (AL L R o

W (AR BOE TR ENR

EAREZBFBIIFRAMABIIEERERENR
JKIEFELE VPN 235201 AnyConnect VPN 2% [ 3. 7E /KIEAELR VPN 285, %% imid s
B BT DR R A, 2 B I 3 R A BIAEAAT A P AR 8 B (1) H € ) o A KA TR 26 I
G, BRARTES 7 il & SO 1) IR 25 2 412 5 o 4 FH AR BE I 3 (R bk, 5 00 7 g AN e A T2 7%
HWHEE M . B, IERAOR IR S5 38 13 H S IATAT 28 03 S A B 0
PR  u E B SO ¥R e A AR R D (bt 1 % DL AP IRAE F ASDM s 0 6 28 340 76 % FH IR 4%
VB

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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P
IR 2

$IE3

mumm donig Nz

UK

FTHF VPN Wit & SO gmia sy, SN E S %+ Server List.
TEPRAE A TR ATHEE E A IRSS &%, AR5 ATk Edit.
i NATAR] I AT AR A A% B (1) FQDN B4 1P ik o

MK TEL VPN HEFRF

] DAE B G LA o G AESE G T, T REE LSS NN S HAf 2 W] 1 VPN £33, B
R T AR R F B 10 AR HE

5 ASA (KA MG RNZH AV ) SRS 1 AL KD S w] B i Az FE 2k SO o AR T 20 PO SRS (1 VL IRC 4%
PHEEGIIMELL . WER AnyConnect SIS A HY KIZAELR, T BHaS V7 ) SRS s B 28 e, D A 22

B i PR 2 TN REAS B 2 TR IN IR Bh AU ) SN B AL SRS AR AT, 20 Sl 230 2 AR R ) VPN
SR EE B .

VR FEAC B AAA b 55 AF 1B 25 U7 ) SR LORE 2 1E DL RC R AR A = 9877

UK

1%£#F Configuration > Remote Access VPN > Network (Client) Access > Dynamic Access Policies > Add
5 Edit.

Jic B 4 LAER ok B K AE LR VPN I ' f9ltn, i Selection Criteria [X 4845 52 VL /7 &5 ID
1 AAA JE% .

Hiii Add or Edit Dynamic Access Policy % 1 2543 ] AnyConnect £ .

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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FEEA KL /Y VPN EHE

Policy Name: ‘Test

Description: ‘ | ACL Priority: |0

-Selection Cribetia
Define the AAA and endpoint attributes used to select this access policy, & policy is used when a user's authorization attributes match the AaA attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

|Usar has AMY of the Following AdA Attributes values,,, | and the following endpaint attributes are satisfied,

| AAA Attribute ©peration/Value Add Endpoint 1D Mame/Operation/Yalue Add

ocesorrane [ g ]

Logical Op.

Advanced ¥

-Access/Authorization Policy Attributes

Configure accessfauthorization attributes For this policy. Attribute values specified here will override those values obtained From the AAA system and the
group-policy hierarchy. The resulting WP authorization policy is an aggregation of DAP attributes, A&A attribukes, and group-policy hierarchy attributes {those
that are not specified in DAP).

2 ! e,

| Action | Metwark ACL Filkers (client) | Webtype ACL Filkers {dientless) | Functions | Port Forwarding Lisks | Bookmarks | Access Method W 4

~

Always-0n YPN For AnyConnect client: () Unchanged  (C) Use AnyConnectProfile setting ) Disable

249378

OK ] [ Cancel ] [ Help ]

SEA  Llh “IKIEAEZE VPN for AnyConnect client” 5%/ [f] Disable.

AFKITTE e B P K MR R

KT G R K s
TR AKGEAEZE VPN )5 1 H. AnyConnect Joii 7. VPN £1%,  3E2 I SRIG 2 1 v v ML A5 r)
PLUT ) BLICRY o 2922 4 S TEE T ), B AnyConnect JGy2 K00 B 5 I 0 2% 1] ) B A7, mlt
2 LI A I o

T IR SEVFSE A W28V ), AT ™ T 7 5 223075 ) FLIBR I s A AR 1 99 248 D 5 I RS A T A 55

B RIS AE VPN UG LA T N 4535482, ik, AnyConnect Jii FFHIEK H &g 61 RVF
THENOERL ) LA M ORAZ RS B BT i A I I8 4% -

RUE R T IE RIS, AnyConnect {52 4k 2: 5% & 37 VPN iE$%.

BEEERRWOR ISR
A SR VF 58 A I A5 ) I TTTBOCRM I, 825 R LA R A 75

* HEEES VPN 2152 ), MRy A4 il. Pk, ikl fe 21T Web AR
IR B i AU

« W J3 F T Disconnect #2411 H /7 /il Disconnect, 3T JF3%i 422 26 W sk g AN TE HH .

{EHAEREST VPN 215 2 i — EAEF BT W4 IE R e P SRS I, T e DU 2
< AR VPN Z AN R DT ), 056 P SRS 445 1 T A .

Cisco AnyConnect R £ E FiR EIEGIER, MA 4.2
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mumm donig Nz

* KA 1575 2 DR £ 05 (14 FH 0 288 0 (10 B AN T I 35 B R 7 Ao b 08 7 S 52 I 2% Jglilr o 2%
U252 BRI DA G 5L T Web [R1335 B Bod Ry i U Bttt D58 B4 20 BB T8 SO VF IR A
HBEIE AT ENHUANANE B %) 250, B 4 ) A BLAE

© MU T BEHIAE P 255 W) 19 22 AR AP L AR 28 mT Ak SE R 22 ) Al

* KPS o PSR R 2% T 1P ANRG, . BRARE L TR E

« GRS i G E SCPE B T Apply Last VPN Local Resources, W% A] DL At VF v F 508 VPN
SIS A HB BTSN o A4, X LE IR DA i 3% B0 [m] A2 A i F T ER R U5 i) A PR o

o FEANBTOE SRS T T K AE LR, UIAE AnyConnect 51 TH R, 9148 2 38 HLIT 0T
o W GRS B OC GRSk , FRATR AL SR Ay W B k. N, 8 SR R R T I 5
W38 KA AELE, JE I H I Z AnyConnect NRETCAEIER MR . R, EFWRAEH P
PR R OGP S ) — AN NG R, ISR AT e st BB R i vt &), [ Int
ARERAESK St FEIERMERE . S B E R RO PRSI, TGOk 1) VPN FH P 2 0 09 2%
lea B ] LA A 3% e AR MO A S s A 2

A\

FE W AnyConnect ARAEEES. VPN 215, 4 ¢ b SR 2 BHIL M &8 U5 in] o 5K
it 2 e WA DX P R S B AR 8 N TR

e T R S

DA A AE LR DIRE IR TN A BC EE R RS . BRI OU T, JER RGOSR 2 SC N, ARG IkAE
7R VPN I D7 1 TR o ZESCVFAEENG D0 U7 In) TLIBCI - oA ZURS 3 42 R UU SRS LK T

UK

FIIF VPN FUE SO A%, UL 11i%+E Preferences (Part 2).
¥ Connect Failure Policy 4 & WL FREZ
* Closed- (BRIME) M TCikEH R 22 4= W I i B il X 285 15 1) o
* Open - 4% ' Ui JCIEE R B 2 AW OGN, S/ o 3 W s A Ay S FH 5 i) 9 265
MR TRE T OIS, TEHAT L N AR
a) Jc s 4] AN R

b))y AR AR ] R 2% 7 i) IS B B AN VPN Al (A H ¥ 46 ML, 1753 % Apply Last VPN Local
Resources.

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i
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B EEEIREIAASENR

{5 F sl X248 17 2 7% s i 0D 5K

KT R %A

VP it (B, Mg WnERsE R s Rt Wi-Fi Fifg 2y in), (B ] EE sk H P 7SR5 a2z
TS AST ORI/ ) R S AT 22 (A Aol P BB o K S Vi Al FH R Ay 5l W9 % 1) TR B SR B 1 8 F 3
%ﬁ, E@JH%FH ﬁ«xJ”*%ﬁafF%i%ﬂﬁJ%#ﬁm é‘ééﬁ%JFJ%.%I‘JF#UHJ,EH%H%IJJ&EISE%IJ, T 58 P 251

LEJR ST T3 AAMIC B 1Y) VPN JEREI, i AnyConnect H S GRAEIILS 11/ 1E4h, AnyConnect 7E
S I X 285 11 PRSI (DA S 8 ST AT 0 WA i W, HAN S AR 2411 o MR &
P RPAT AR AnyConnect FRAH >4 Fi 50 B0 58 il 19 286 1] 7 K U EAT 1) 12 «

QMR KIEAEL C4EH, BUE KEAEL CJn F HAE R WOR IS AL T4 TRIRAS, WIFE AN S22
SN RTINS EP S

The service provider in your current location is restricting access to the Internet.
You need to log on with the service provider before you can establish a VPN session.
You can try this by visiting any website with your browser.

S 28 P A ZUE 6 AL B R P R PR SRR AT SR P 2 1T P bl IS ER AT LU AT PR
W2, RSB AT AR T NG . e 2 R 1t R R 1) — LR LA K

« N IR IR LR B R FHIE HaZE B R MORIE OGP, /5 BRI A A FH s i 2 11 P R an i el a H,
Al DL ESCRrA AT AN . W R A, SRR AR E N R LTI E, H
VPN Toiki&Efs.

The service provider in your current location is restricting access to the Internet.
The AnyConnect protection settings must be lowered for you to log on with the service
provider. Your current enterprise security policy does not allow this.

e & R FI M 4% 1] P &ML

$IE3

ANCAE KT A 2 T RE A LI 92 R SRS 0 8 A SR AT, A TC o b P 2 1] P AR AEIX RS R,
A E L E 2 TP RN, AESR N 2% 1] B 1 AnyConnect 7% 42 21 VPN I 78142 7 4% 21 VPN,

U R R R ISR B B T T B AGEAE S AR T, WU 68 I 26 107 il A2 2 20, o H ™ e
i 7 AnyConnect VPN 7/ 5 Bl B SCAF H B ATAR TS E B, BT ARl 2411

S A 2 11 ANRCER I G B8 LR M vy 22 4k
UK

FTTF VPN BLE SOl as, 0B A% L FE Preferences (Part 1),

EPE S 1FaR I 4% 7] P &M (Allow Captive Portal Remediation).
WGV AT AR T e R SR O A 3 D 1 9% 1 ) B

e ANROE I

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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&3t L2TP =5 PPTP B2 & AnyConnect [l

A\ AnyConnect ST M 2415 ] BRI 70 Bitlc. B0 AL smab 2% 11 20K, P s 2L W I ]

xof SR o D0 4% 17 P A FOAP RO T L BE HERR

T

$IR2

.
NIE

AnyConnect 7FLL FFHL T 2R DR MU 1 CLAL T2 R 25 ] ) o

« W13 AnyConneet 15 {045 R #1954 8 27 (ON) HHE 15119 ASA L, W) AnyConneet %
PSR T <SRBT S

LOREF LTS O, WO IEGICE T ASA TEF . IR CN AL HULAC VPN 2 i i & S0
T ASA IR SS AR

< WIRAE ASA 2T, MY — Gk, HiZd @it BB ASA () HTTPS Vi o) KXt 2 F
Ui 2 2R ASA U, U AnyConnect 25 F ' i 2N A S AT “BREINLE T FRBEd, 24
FH A 938 0 4 FL Ik B K e ASA B, ATRER AL .

W T E A T P BRI ASA HIv7 ), 15 c 2 By k8l LA 22 ASA Hiuhik[¥) HTTP A1 HTTPS
MEAZIRE HTTP R A&, N AR sEBIE (BFRA ) X ASA ) HTTP/HTTPS i1,
MR R 1% ASA (K] HTTP/HTTPS 5K AN 2= 3% [0 2 A i Y

USRI IG5 1) SRl W 226 11 7 AR, 335 SR AT 22K BL T 384 -

o AT A HTTP (OBEF, AR R . WOEEZ P38 TP M2 P AR T T4
BN Y58 2 SN — VIR

g £l DX 8% 1] 7 ] e 2l ok 2 T R R R AR A AT AR R it A, TR b DoS I
e FARZ N FHER 2R T HTTP 3E8:, 2Btk ji) 55

 ZEROFEORT R M Z8 38 0o BesR A oo b A sma I 2% 1] - R D E ke
* FJA T AL

iEid L2TP s} PPTP & & AnyConnect

LG S8/ Hb X F) ISP R 57 F7 58 2 EREIE WY (L2TP) Fl 5 %) & b&iE Bl (PPTP).

BRI RSO SN (PPP) SEHRR I R B 2 4 M G, AnyConnect {57 F AR EREE E A2 il 1) £06 RIS AL
fro AL PPP MRS VPN FRIERS, 2% i AN SR IE S| ASA LLAR H bR i B E i AR ik H
bR ASA FRL e . AT 2 T HRER B B S An e 1 HERR I 1, 548 ) AnyConnect Bt & SC1 ) PPP
HEBR W E - HEBR I HHE AnyConnect GUI ) Route Details H i/ A B 22 45 th

{m

I VPN B & S 4mbaes, M FHiE %3 Preferences (Part 2).
EFE—Fh PPP Exclusion /775, ItAb, NS BiEH User Controllable, ilf &G T bk & :
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. i@t L2TP 5 PPTP BZ & AnyConnect

* Automatic - ] PPP ¥R . AnyConnect H#/j{fi H PPP x5 1) IP Mkt F57~ H XA B ahis
TTCEEFREL TP Mo bk N 58 25

* Override - 43 J7 JH PPP HER . Qi S8 A ShA6 M JC12: 3R B PPP IR 45 2% ) 1P #hik, Jf H. PPP Exclusion
UserControllable {H 4 true, W87~ P ¥ —35 0B WIAE FH b 1% &

* Disabled - A~ PPP HEFR .

%3 (£ PPP Exclusion Server IP 7B, Wy NIERTHE PPP RS 25H IP Huht. AT B%E T User
Controllable, w]ibJf]/'illid preferences.xml 345 5 PPP R4S %L IP Hidik .

BT RAYIRIE
AR preferences.xml XAFHIME R, 1ES “fasH s PP AR —15,

8 R P& PPP HifR

R E s ASEAE R, JF L& 0B PPP Exclusion 7 BEHC & o0 P el #2560, W Pomr DLAE A o+ 55
MLl i 44 AnyConnect 1 3% SO K 78 o BEE

UK

T HHgERS (ANdFHEA) T EE XML 0.
WS T P I ENL B LR B R —

* Windows: %LOCAL_APPDATA%\Cisco\Cisco AnyConnect Secure Mobility Client\preferences.xml.
B,

*Mac OS X: /Users/username/.anyconnect

* Linux: /home/username/.anyconnect

SI8®2 7 <controllablePreferences> 4 A PPPExclusion VEA{E &, [HIN45E Override {1 PPP il 2%
(¥ 1P Huhiko Hbhb UM SKIERA K 1Pv4 Hihik. it

<AnyConnectPreferences>

<ControllablePreferences>

<PPPExclusion>Override
<PPPExclusionServerIP>192.168.22.44</PPPExclusionServerIP></PPPExclusion>
</ControllablePreferences>

</AnyConnectPreferences>

PR3 IR
PB4 BHIFEWE ) AnyConnect.
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i & AnyConnect {18 % .

B & AnyConnect {{IEE 1%

%F AnyConnect /X IE % £

AnyConnect LA, 2 JLFIFAAT AR SCRF VPN 231

A AP

AL AnyConnect 7E[F]— & TH AL Eizfr, HARMEYCEL, i, —Lioe s
RHLHE I A Le B B (BT, Kaspersky) 1) 109 2% 211 32 WA ARSI AR 55«

AHURE 06 FI 75 AnyConnect VPN % PRI B SCI 1t FLRASH, 1200 fo VA MRz
 AFEARHLE B

AFARELIE A M4 44 6. >4 Windows FL & A A FH A JLAREERF, AnyConnect {4
23, AE Mac Al Linux b SCRFE A A AR A AT 5 H (1.

P A LS AR, Windows TR T Wi fr it B A SLACH

« FAHACELESL.

FEANY M 2% T AF R H AR AR 55 28 R I Ak A FHBOR B 1Al P U i) e Wk, 45 2 £,
17 NI BT AR .

* Qﬂﬂﬂ%@ﬂﬁﬁE]&LLJ_F/H%N@{UE&ET%@U{XJ”k%ﬁ {F VPN &G 450 G, WEIKE
PIHAYHIRE . HS RS T AR,

A
ER WIS 451 AnyConnect SBL JEH2 T Windows #/E RS RAF R 4¢
HL#) BeE B I A S — AR DR . R, 1525 Microsoft B FH 1
AEART 55 =07 AR FH R AL ) R ey AP L

£/ VPN &= Fim e & X =6 % P im IR

VPN B CE SO AT PARR L B R e 10 P i R A AR EEE . X Windows AT Linux, #& 7] PAFC
" (WA AR PR E) AHARPRAR S 2 AL

HRAE VPN &/ i i & SCAF P Be EACEE & B VRIS B, 155 4 AnyConnect it & SCF iR gy, B
I 5 2 BB

KB RE X URELTE PimS

HELERT AT ASA 75 % AnyConnect L E 7 fig SZHFAE 437, AnyConnect 23 17 Jr il b AR EE AR 25 2R EAT L&
Jrum 1A . AR R A2, AnyConnect {8 HAREE [ B IC & (PAC) SCAHEMUR 7 AR EE A
IXAE ASA A ¥R EFAA b fREL R I, AnyConnect A A2 B LA
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AnyConnect (IR EIZHIEK
AELE SR A E R DU, W Pis:

BCE VPN A

Explorer )

I FEIELER Windows Mac 0S X Linux
AHACEE = 1 i
A ACEE & (4t Internet & (4 Safari ) =

NIAH s& (IE 17 o) se CE wi A

se CHE wi A

R EIRAIBR A
*IPv6 AR SRR TAT T (04 R
» MU AGEAELE AR, SRR AT
P SV AMCHE, T A VPN % PRI RS

FVFAR AT 1
UK

P 4TI VPN BLE SO gmias, M FMWUE K L FE Preferences (Part 2).
P2 P CRMD BUNUHEPR: Allow Local Proxy Connections.

AFACHAE Windows M Linux V& L2 3CRF . RGO AE R i ic B SCPF A 8 ) 1 e Ik #EAC R

5o AEARERAE G IS T, AnyConnect MG SCA-lIA R IR 4525 -
EEINTACEE S Fr, [FIBHALE Linux fl Mac _E¥sIN T AR HACHAC & .

7F Linux I, 7F AnyConnect I21T 2 i & 3 I AMAREE B . W R S o ise s, A2 8T ) 80

AR AR 45 25 04T S B0AE 77 B P A AU . AR BEAR 45 B IC B N T S JAIERT,  AnyConnect
SCFRREARFINTLIM S 43 963F . AnyConnect X 18 B G A0 56 AR o T m AR B AR 45 28 HEAT & 43 9631

J&, AnyConnect 3H&7RHiI N ASA HI /7 44 FIHH
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i & AnyConnect {t I8 %15 .

fo &~ H K IBEHE, Windows
WE R LU N S BAE Windows L B A LA HRIE .

gz
1\ Internet Explorer 5 ¥ Hill1fi 451 7T Internet Options.

HIB2 %P Connections YEIH 1, SRJ5 i LAN Settings 1441 .
L7 We e g LA AR IR 55 9 JFAm A ARIE IR 45 2 1) 1P bk

N

o
g
w

FLE /N I8 % E, Mac

UK

TR B2 R EIE, R IEPEEERI AN

P$E2 fiihi Advanced.

I3 MHIE C LR Proxies LI+ .

F4  JGH HTTPS /LA

HIBS AT Secure Proxy Server 7Bt Fhé NACHLAR 55 283 dik

B E /N IEESE, Linux
BAE Linux HECE ASLARHER:, O BB E .,

BB L AREER

FTIB1 E ASA 4RI B ARG ACHE B . 155 Cisco ASA %)) VPN ASDM Bt & 8 5 1 1)k P 341 S
P ) Vg A
R A Mac IR, FEFT T &K uiIF A& scutil --proxy Z B, £EN S EE A AFIM ASA (£F VPN
ERDD [ R AREE B

F'2 (AR KR e E O 2 WA AR
I3 (AL B¢ Internet Explorer [¥] Connections £ o
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BEPIHEEN 2R EKERE
10T LAE AnyConnect it & S 48 2 Mg LLGe Rl 1 7 PC L 1¥) Microsoft Internet Explorer 5§, Safari
RELFCE BEE o X0 7 IE AR W 46 2 SRS B%IE, 117 15 AnyConnect 1 i AN 75 Ll RV 1148
PR SS AR AT IERE

UK

S

FIFF VPN BUE SO gmds . T E 1% 111 $¢ Preferences (Part 2).

{F Proxy Settings 743, #%EFF IgnoreProxy. Ignore Proxy <% /7 uifi Z0& T A FAREE W E . A
SIEFRT N ASA TR ERPAT AR AT B AR

S %
5
N =

i 7E Internet Explorer A Connections £+

FEREEBLR, AnyConnect 258K Internet Explorer Tools > Internet Options > Connections I
SRR IR, AT RO EAREE B BRI IR TR B A R e B g PRI . AR
WO I S IR TR BE I HLASN A T2 T 1) B A B 0 SRR SR BT A e B i 2B
(ERRUNE

* ASA it B 475 Connections 3-8 i .

* ASA Pl B AR AT i ACEE

* Windows ZH 5l 2 Hi 8l T Connections eI~ (78 55 A8 & ASA ARIK R E) -

TR TTLEZLEmE TR ASA BCE N SAVFERA R VAREISE . B ASDM AT IEERAE, 1 HAT LA R

TED R

UK

P$IB1 (£ ASDM ', #: %] Configuration > Remote Access VPN > Network (Client) Access > Group Policies .
SIE2  GEPRUIENE, sl Edit 30 Add ) g SORT I 415 .

$IB3 ESWERKT, #3] Advanced > Browser Proxy. # %!/~ Proxy Server Policy % .

$IB 4 5k Proxy Lockdown LU 7R B ZACEE I

WIES  PUHIET Inherit HEFE Yes, 7] HAREES E JEAE AnyConnect 251 #[1] B&, Internet Explorer
Connections I I~ o B#, %4 No 1] 4% AL S & Jf-7F AnyConnect £ 1% 1][1] {22 7R Internet Explorer
Connections 1 .

W6 piihi OK PRATARELIR S5 %% I B o
ST 5 Apply TRAFZ NS T

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



| EmsVPNIEA
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KIERIEIRE

* X1 Windows:  ZEIEMFR I LA A7 B R BB -

HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings

* % F Mac OS X: #TH & im0, FFEEA:

scutil --proxy

& FHEFR VPN i =

1% IPva =% IPv6 ;i 2 BCE A %5ed VPN

TE1
PIg2
PE3
PIE4

$IES

i Client Bypass Protocol % &, #1] LAFCE AnyConnect % /7 Ui /E ASA 752 IPv6 ¥t i f i
HUIPv4 i, B AE ASA T2 IPv4 Sl N A (] 4 B IPvo6 Y .
4 AnyConnect % ) Ui 7.5 ASA ¥ VPN B0}, ASA B LUK % )7 ity 73 i IPv4 /5% IPv6 Hutik.

WS 1P #0130 A Client Bypass Protocol, {HAXNZEMMECE Hibikbih (BRI, ARIWid ASA W% 7 b4y
B T s I fhik)  WAE BT AT TP i #i AN il i VPN PR iE 1%, 1 7EbEE sk
R

WIR%EH Client Bypass Protocol, HARXZ M ECE Hiblth, W& it 78 VPN BI85 X 55 1%
IP WL T i

Biltn, 1B ASA JU—AN IPv4 Mkt 53 ic 2] AnyConnect 342,  H 283 WM 24 & 2R E %
IPv6 itk , 41 Client Bypass Protocol BV 45 H], IPv6 iS4 5. W1 Client Bypass Protocol
CHH, IPv6 Ji s LU SO AN /- i ik

WE ASA 4L 3EME HIC & Client Bypass Protocol.

UK

{£ ASDM ', %% Configuration> Remote Access VPN > Network (Client) Access > Group Policies.
RPN, i Edit 50 Add n] g oiOET 2 SR
1%£Ff Advanced > AnyConnect.
WIHAZ A RS AS BRI AL N, 1EHUH L+ Client Bypass Protocol 5512 () Inherit.
HEAELL T T2

* iifi Disable DL 25 ASA K ) oo FCHE MR TP i

* iiifi Enable LAWISOE A URIX % TP it .
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B EEsus TN LR SRR PRBH A

TI6 il OK.
w1 riidi Apply.

He B X FF AT ENAL AN K BX IR B RO 22 P im B K3

TS Cisco ASA Z 5| VPN ASDM Bt B A5 7 I SCRFA AT LI ORI B 26 1085 ) i Bl7 K i o

Bc B o FhxiE
Sy BIETEAE M 2% (% ) Vs i A SRS TP LS . 15 210 Cisco ASA 3% VPN ASDM T &4 (14
AnyConnect it 1 it & 43 #I b 1E .
7t ASDM " B 20 56 5, {E Configuration > Remote Access VPN > Network (Client) Access >
AnyConnect Connection Profiles > Add/Edit > Group Policy " ffi (R A1 5% L5 i HE L & SCAFCEE .

5> DNS

TERIL, (7D 5 ) st L& 45 7 DNS I, AnyConnect 53 i BE 755 5& DNS IR 2% seAhi% 45
& DNS #rif] ([ RBIELLRISNECED o BT Hfth DNS Arifpls DL SO U NE S ik R 4
] DNS ff T F2 7ok 51T DNS fi# b a1 R ARHC E 77> DNS, AnyConnect ¥ 1 iof % i 1£ 12 T A5 DNS

i,

54 DNS R9ZEk

%/ DNS SZHFREFE Ji 85 (435 A. AAAA. NS. TXT. MX. SOA. ANY. SRV. PTR fl
CNAME) . ST FZE M ZSICHCH PTR A3y 3R vkl i fEiE .

Windows F1 Mac OS X *F-& ¥ 37 FF AnyConnect $%43 DNS.
Xf Mac OS X, RAMEMFELUTF 42 —I, AnyConnect 4 BEXTHE & TP H3UAH ] ELIE (957> DNS:

o KRG R — R IP B (D IPv4) FiEE 4% DNS F1 2455 —Hp 1P i (a0 IPve) it
BRGAT I (O F—Fh 1P PN & He skt .

* AP/ TP FRCHRBC L3 2 DNS.

A& k5> DNS
TAEALHN L TR DNS, WHRIT LU FHRAE
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B & 2 /b—A> DNS Jlid5 %

THZ I Cisco ASA Z 5\ VPN ASDM BC B # T A 1A B2 SR T B IR 55 s S 1 o

W ORdE € 1% H DNS JIR45-48 5% P oV G lC & ¥ DNS RSB AES . WRES, WAMTASIE
Wisk, HEWRes%it.

BB IR - A REIE:

7E Configuration > Remote Access VPN > Network (Client) Access > Group Policies > Advanced >

Split Tunneling % %7, £ Tunnel Network List Below 5%, 4R )5 $i 2 B h%iE 4k (9 bk Y Network
List.

P54 DNS A7 Exclude Network List Below #7473 B 18 5i0% . & Z51{# ] Tunnel Network List Below
P43 B SRS KL B 35 7 DNS.

Jic &+ 7> DNS:

1E Configuration > Remote Access VPN > Network (Client) Access > Group Policies > Advanced >
Split Tunneling % # 9, HUH L Send All DNS lookups through tunnel, #XJ57F DNS Names *{f
€ FLAT W SRR TE AL R B 44 PR

ETRAVIRIE

7£ ASDM " 20 56 5, {E Configuration > Remote Access VPN > Network (Client) Access >
AnyConnect Connection Profiles > Add/Edit > Group Policy " #ffi {441 SE0& 5 & Bl & SC1F Ik

{$ A AnyConnect H &35 1F$F4 DNS

BLIOF 5 )3 H T 59> DNS, 15484 AnyConnect H &+ L7 “Received VPN Session Configuration
Settings” M%< H. %4 H¥5~ 2877 DNS. IPv4 457> DNS Fl IPv6 #74> DNS 1% H It H &4
H.

e EPRL 5 {E 47 5> DNS

LB

IR 2

80T LU A6 T E 2248 DNS BT R 7 AT AT =2 B RN 4% o lan, #AT LA A ping
a0 28 01 U 28 SR AR 4 DNS fi# T Hofh T2 (i nslookup 58 dig) £ AUEEEEAE R 45 DNS fift #7 #2
o

LA % 7 A BT R LS ST T 9773 DNS, 3 #2 DU 20 B Af -

UK

1217 ipconfig/all Jf-iC 5% DNS J& 238 R A1 5710 5] H 3
AT VPN &R, IR DNS J5 48R 53 5530 41 .
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FESE S BETE e A DX LM s F 457 DNS [k

%
R RIRBUE N ASA HEIXRGBAN S B TR i AL b B
o

X

Il

=18 VPN 54 58F

EELEEIEEM
AR S A R 1 TS, 0 P47 R TR ol B £ E R 5
B E IS, FLF P 2B 2 S BRI 2 205, et

o ARV AnyConnect 27 3 fi H “ PR UEF{F4E” (Strict Certificate Turst), Ji KU1
s

 BEEA ARG H 2 2, EAME R AR RS (Strict Certificate Turst)
AW TAEM T NAZEERSS (GIAILTT R RIS RN, Bk s “HiE A" Bl

o R A 58 4 v 50 E HAZAS AR IR TS, BRIAME OL T AnyConnect 25 /7 i th So VR e & H] P
PEZANATIAEIE TS . W E ] P32 B p R AN BGEr, AT AT B s P n e G e 15
SN A MER e, W E ] “TPARET (ST (Strict Certificate Turst).

L E P H&IE B 151 (Strict Certificate Trust) , 155 [ Cisco AnyConnect %2 4>%5 8% 7 i 5 21
IR, AR 4.2 A H SRS S HORE— Y .

fic & Ak 55 25 IE 5 AL 38

AR 55 25 IEF 3L E
» AnyConnect % J* Wi N SCHEAFIE 15 B 71 (CRL) EATE P56

1R 220k mB S AT A P UEF BN LR 75 28 7 X 45 Y B0 E AR 5 A8 UE 15 IX RIS 5 7 it G
VEAE 2R Bk N B AIE CRL,  [RA & 7 it JOIEAE A LM 48 15 a) CRL. % 7 i/ E R4 nT
fit & 44 Windows F1 Mac OS X H3H4F CRL, {HIRAZBSZ I E

M ER P R AS ST L E ) ASA T, ARG B R E R BRI S AR 1 R AE,
BIMEAEAEE (RAIEAS . PRI EE) A7AE B2 Wtk WERAFAE AR P 1), AN s i%
RIEHE .

* 41 RAH ] FQDN [RIEREGTE A, W FQDN AT (1) SSL EFEA AT 55 M55 451 15
Kol CRAREH] FQDN [KIfgetfr IP shhik BEAT A4 FRIGAED ©
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IR ARG UE B M7, W IPsec F1 SSL IEF K 23K J&@ M b SN AL 7
DigitalSignature, 37 KeyAgreement &Y, KeyEncipherment. 13RS #8UE S EKU, NJE
PR 7 serverAuth (T SSL Fll IPsec) Y, ikelntermediate (fXJH T IPsec) . 1HER, #5%
KU 8 EKU ANifq 2Rk 55 23 k45 o

* IPsec IEFHRE NS IR S5 A UE B AT A FREGUE . T IPsec 44 PRIGIE ) H T A BA T BRI

WIERAFAE B A B PR S B I LRy R, WSO 32 & 2 AR PAT L RRIRAIE . HHOCJE
PEEFEE XS T UE T I DNS S 7B P, tbAh, WiRer st i — IP Mk ATiER:, WIS HE
IP ik JE

WAL T B EAFRY R, B IR SR Y RAEA S A EYE, WXHER &
S R B ATAR] 28 FH 24 00 8 PE AT 24 BRIGHIE

WIEAE T 2RI UE H A T AR, W AR R T2 UAd) 7k, H
ARSI G A (Beh) T4 T A FRIGAE ) F 1R ks 28 AT ] AN 0 1) 20 i
4 H.

* XFT OSX, bR A 2 HEE VS W CE A “ Show Expired Certificates” I 5tz BRIAG L
T, UK B, X R REos s FH P N A .

To 3 RY AR 55 =R IE T AL 12
T R AT N (B AN AR AR 2 BRSSP IR E Moy, AT 7% i i) ARy, B
HEBhPHLLE™ (2 i . BN ST o8 SR PR RSN B 1] N B
RRxZE

Y PR M OC, I BARTEUEB AT (AT, HIHJER. S HE 1R L CN AN
Bl B, H P SE BN EAHERE, Hh 954 Change Settings Fl1 Keep Me Safe 1241 .
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R Linux R RO G AT REFR RS A SR PR (R0 T HEAN A o

' Cisco AnyConnect Secure Mobility Client

ay resultin a severe security compromise!

244293

* 151l Keep Me Safe K UM % 4%

* ji.ili Change Settings 4] 7 AnyConnect ] Advance > VPN > Preferences XJ 15 4E, i f*nl /e H:
HE S A ZAEAT RS A8 1R . T B SR s O

alal, AnyConne"étSecu 'rellty Client |

Cisco

Virtual Private Network (VPN)

| Preferences | Statistics | Route Details | Firewall Message History

Connect on start-up
|:| Minimize on connect
[] Enable local LAM access (if configured)

Blodk connections to untrusted servers

244294

[l Cisco AnyConnect 2 &3 % FIRER IR, A 42



| EmsVPNIEA

[ e VS |

R EUH % T Block connections to untrusted servers , J HLME—FJIE P A B2 CA ANZAST,
M PR R EARIER R 2 W SCh, #4742 Certificate Blocked Error Dialog X 15 HE, Al H 2
B LR S G HE

Cisco AnyConnect Secure Mcbility Client &J

A Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server: hostname example.com

Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!

Most users do not connect to untrusted VPN servers unless the reason
for the error condition is known.

|| Always trust this VPN server and import the certificate

[ Connect Anyway I[ Cancel Connection ]

244285

A

WIS P % Always trust this VPN server and import the certificate Y70, WK K 55 1 22 45 (4 51
AR 4k st

R

R ;4 AnyConnect B Advanced > VPN > Preferences '1'1% "' Block connections to untrusted
servers , EE T 100 A A UMY B AR 0 R il A s b i 46 12—, 1) AnyConnect
LS RE U WA S ATl LS

BRI R EITA
2 AR R TN R S AR AN, AZAEAS DRAEAE e 7 S FRUE P AE A X P o LT, AERAFIE S AR 4
THRGURAE . TR, DCS BRI EF I S A TR S SR, A RS

T/\ﬁlﬂ SEURUR U5 1 B B SR A P R DL . S A N R s 2 P AT I 2 A vk
55, TEAEH P A sERE oo J2 ] Strict Certificate Trust. J&  Strict Certificate Trust J5, 4%

B4R A, JF HIERERM . BERER.

1 AR A g S P 5 A Strict Certificate Trust 15 B, lﬁ 4 Cisco AnyConnect 24 5)) % J7 biii

IR, A 4.2 I AnyConnect ML TRNE S BAE —

& EFARR
FELL BB N R AR L0 U S5 Ak 15 :
* AnyConnect VPN % 3t it & SCF I H T Always On,  J HLW H 415K 58 DAP ARG H G ]
© 7% ) B FRUAS s S JE T T Strict Certificate Trusto
* AnyConnect it & 4 75 5 511 )3 801
o A FHBLARUE S A7 X P (0% s UE P EAT B 63 BRI
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H T AEAEH Z A AR IAEE P SCREOEE B3 50 0F, Sl IR E 2 M4 URL. 4741 URL 4%
AR P i E SO, S e R, LR e R e TR . ian, ]
76 ASA EIANC TFEHB ) Department OU{H,  DAMEFE Rl R (AIE 15 745 ASA ISPREH] P s 4]

ER TR R SCIIEE T B 0 FE B A B H A (I CAZEE) o« AR A% il
e
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1B 1 % Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection
Profiles. JEFF—ANIEHHCE XM, SR)G i Bdite RF0KE4T FF Edit AnyConnect Connection Profile &
o

P2 S AN E RS R S G Basic 19 A (W MR AT o 7EE 4 E M Authentication [X 15,
1, 8 H Certificate J51J:.

FI|3 Al OK M HI L.

it & uE A

Cisco AnyConnect ‘%4 817 7 i F 7 BRLIE P v AP L (SCEP) TER vy B 4 36U ok R P R B AN 42
ZIEP . RALLR 530l AnyConnect IPsec 1 SSL VPN i85 ASA K37 #¢4li ] SCEP [iE 153
it

* SCEP UBE: ASA F0 % i AL AU AL (CA) Z[a) SCEP 1i5 SR AN A (1AL .
CA WINRE BN ASA, TMIAZ AnyConnect 253y, A% i AN 43 LV 1) CA.
MG im Qs ok, TR 25,

* {4t SCEP: AnyConnect % /¥ty CA FLECHAR LA IHFISRIBGIE S .

CA IRRERS i 7] AnyConnect % F iy, 1IN & ASA, THREEE ) VPN BéiE ol B e %
Uity JITE 1R [R) — PR 44 4T TF o

FERT e i B ok, JF AT Fahkol. (IR ZRCED .

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
[ 12 [
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egirssn

HXER
AnyConnect MU B SCIFgm s, UEPVEM, 55 81 T

SCEP {32 ;EAANIR(E

DL B0 B e SRIBGIE S, LLAAE A SCEP AREEC & AnyConnect F1 ASA i ] g 37 5L F-UE A5 11
JUES7R

1 P AR B AT AAA S0P I0EIC & I ERERC & SO ASA k. ASA 1) %/ i i SRAIE
PR AAA FEUFHEAT S EAIE .

2 K AAA SEIE, (ARRBAETIAATH] . LT TEASTEAE I BN AAA SEUERE T FEIE 2 J fish
g 7 kA F 8 SCEP FEHE K «

3 ASA KREMHERF A B CA, TRKE CA R R [ 5 b o

4 iR SCEP vEMHT), %) s 1) )™ s — 4% (TEEEE‘J) HE, JFWOT A2 imEs. I
75, F7 RIVRTAE FAIES B 3 B0 IEEFE £ ASA FEE

S SCEP MR, &/ umas i Bon—4c CAIic'E) S W 4 &b, NG
HEH LR,
HAth SCEP AXFE #8470l «
AP T TN AL, W& S sk AR B 2 i A shs, B T
* SCEP QB ¥ ] SSL #3E47 SSL A1 IPsec P&k 15 & 4 51k .

&4t SCEP ;£ At FIR1E

DU R 24 AnyConnect Bt & 4 A48 SCEP B i a] $REGIE 15 DL fn 4] s 37 36k T-E 1 i Bz

1 Y] P A R O AE 15 5 O B UE L & B TE AR AL 55 ASA SKufi FRIEEI, ASA [ %5 7 i >RAIE 15 8F
1T S B AIE

2 mpum AR RO . EEEIERE . UE P RNEE W] 7 HEA T SCEP W

3 LA A AAA GG EGE G E AR Z (R bl 06 45 5 5 S T R ST A L R [ 3 SCEP
FHHILHD Kt ASA SKU4ER:. ASA 7% gk AAA FEIE.

4 PR — A URHE G AN AAA FEIE,

QSR v C A T Bl M T EL A g S H TG B AGES SCEP vEM GES PR 2) , fEFEUEXS
IHEF AT 7R Get Certificate 24 . WIS i ] 4% V5 B A MUZ5 B 1) CA, I AEIE IR BE
g3l I o5 M AR T B3R BGIE 15 .

N

ER WX CA MOV AT @ ST K VPN BgiE, Wi Fshyd ik se e, RO 2SR @57 VPN
BEIE (AAA FEIEHARTIAD .

Cisco AnyConnect £ E P M ER AR, WA 42 i



[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

L& T A

5
6

BEVNEN |

SN AAA FEIE T3 57 VPN &8 .

% P A A SCEP M GES R 2) o ‘Sl Vg ) VPN B¥iE 1) CA Ay it
ik, IR CA BEfm .

R SCEP Vs, W&/ ima) F P on—46 CalECE D W, JEMF Y& indss.
£6, P B FHAIE P 5 00 I UEIE#2 2) ASA FEiE 4l .

WK SCEP {EMHAING, B/ imas i P s — 4% CRTBCED W SJFWIT M ihidsk. MY
FE PR AR .

HAth A% 55 SCEP #4721«

o QR P O T8N LW A2 Certificate Expiration Threshold {E, Get Certificate %4
2 WoRAE L BE A A PRI HE o P wT BUIE i 5 4 R T B TR 5 o

* WRGIEAS ) FL e i AN AT AT RIS, 2 Bkt R A% 48 SCEP VML A

W AN ZEK

WP EME R

o THETA 54 SCEP [ CA, 35 I0S CS. Windows Server 2003 CA F1 Windows Server 2008
CA.

* CA WAL T A TR . ANSCRAIEH 5.

o S DK FE L CA BCE R M I IR Ik R, DA — 2 2. CA Fh e K
EBNEF MU RS P T S E A . AR5, SRR AL & E AnyConnect 25 )7 B i
B, ECE SO IR TR BT CA BAIEf SCEP 3K (13« W BAE F T3k 4
SCEP yH M, BT iU AR % v B SC A i3 ] CA %05 .

« X ASA W& i GE TR ) VPN U ) A2 F SCEP fCHE, {H WebLaunch (JG%5 i
KL AnyConnect) Z£F SCEP 1.

* ASA 3 s Rl iE SCEP i

* ASA HAFR MR MO IR A, R Bl s N S B 5 K . DAZIAE CA B 7 i _E ik
ERZ )L

* ASA A IR S S 43 56 AR RN UE 15 B«

h T AEAE 2 AN PR b SCREACE I UE 15 5 S0iE, 48 nT AR 2 M40 URL. &:~41 URL
A E—MAFRR i S, b s — e s, DRV R e T 4L .
W, 4:7F ASA LW 'E Engineering [f] Department OU {8, LME 4ok HILHEREFUE R4S
ASA I PN IS E 4

* VU MHJE e N2 s

7t ASA I, aaa.cisco.sceprequired J& I n] F TSR0 M ERIE e R 1) DAP i3 H B H A& 4 1)
HEHE o



i E VPN A
egirssn

* Windows iIF 2 &
Windows % ] St 45 B ISR MUE AU U RIS UE DI ] REUSC B — 445 . U Ig R Iy, FH

W Yes. XA RTINS ABE . &AWL R PSR P B
Ao & SCEP (XIEEH E A
%y SCEP (RIEE ML E VPN % Pk L &
oE

PR 4TI VPN BCE S gmfHas, M EATE K P L $E Certificate Enrollment.

U2 L Certificate Enrollment.

$IE3 B AR MHE T EiE KR 1) Certificate Contents. 7 JCUE 157 B € X, 152 [ AnyConnect it & X
9w as, UEHEM .

R « UG4S Y%machineid%, WA 200 A S5 THI 25 7 i N ER
HostScan/Posture.

R T RBh T LR E B> MIE B

Eo & ASA L1335 SCEP X121 M
XFF SCEP AXHE, —/ ASA JEHNC & SO S FFuE A E M AIE S 199 AL VPN 1

UK

S QIEAIENE, B, cert group. BEE LLF 7B
* F General #' ] SCEP Forwarding URL PJ%i A\ CA f] URL.
* fE Advanced > AnyConnect Client %%, HGHE Inherit for Client Profiles to Download Jf-
SEEEXT SCEP AR 1K % P 3 i B30T 41, 485E ac_vpn_scep_proxy %% /7 Ui il & SCAF o
P2 OWUEBEWAIE B BOE e 0 e H i B SO, 914 cert_tunnel.
* S AUE: PIE (AAA FHET) .
* BRINMIHEME . cert_group.
* #£ Advanced > General 1, %' Enable SCEP Enrollment for this Connction Profile.
* /& Advanced > GroupAlias/Group URL ', G605 I IE RS B AT (120 (cert_group) ¥)2H URL.
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BB+ M

e & {54 SCEP iEH E A
J1t& 4% SCEP ;T AECE VPN & i il & 304
UL

$E1 f7JF VPN CE O gnfas, SR M %L $E Certificate Enrollment.

S 2 #E+#% Certificate Enrollment.

$IE3  $55E Automatic SCEP Host LIIER& P ik RiE o
1\ FQDN B IP ki, LLKky SCEP UE 15k & o & A F e & S (BEE 4D il wilan, s
asa.cisco.com A& ASA M4, scep_eng /e IEFNCE LRI A4, WIHIA asa.cisco.com/scep-eng.
M A SNERN, R b2 S I 5e VRS, AR SCEP M A S k. B,
R B E A FQDN, {HH] /" 4i55€ 1P Mk, SCEP y M43 2RI

LB BRI JE
AR CARSAEE AT LIt CA URL FIRHEIREL. B MNRSHARIIRTRE A & i
KHUET ) “fingerprint” B, “thumbprint” &7 Bk R .
a) fi75E CA URL LAUs) SCEP CA Jlg5 %% . it \ FQDN 5 IP Mtk 541
http://ca01.cisco.com/certsrv/mscep/mscep.dll.
b) () % Prompt For Challenge PW, &/ 7 #ig N HFH 7 2 80— bk 360
©)  (H[IE) H A CA UFTIESUAE. ] SHAL Bt MDS WA (. 1 d:
8475B661202E3414D4BB223A464E6AABSCAL23AB,
PSIBS N E AL MHEP A EiE K 1) Certificate Contents. 17 JCUEF 7 BE X, 1525 [ AnyConnect It &
remgs, UL PEM .
R WAREEH %machineid%, fE% b Fingk
HostScan/Posture
$IE6  (A[k) % Display Get Certificate Button fC U7/ 7 Falif RiIFAC o ST S B0AFIE 5. anRAE TS
S IUE I, D P AT L.
PEBT (ATE) RS AIR AR ENUAH SCEP. XFE4 7 i IR Certificate Enrollment 7 % H 1]
SCEP ¥ H .
a) MU kS P LR Server List.
b) Add 5t Edit iR 55 %5184 H .
©) 1 LIRS 5 M6 ik, F57E Automatic SCEP Host F Certificate Authority J& '

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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egirssn

BCE ASA LLSZ#5{E 4t SCEP i AR

XtF ASA _E[4%4E SCEP, WA GG IESMNC B S AN SO LABEATIE A5 MY, AR B0 oy MR
TC B ST A A S AREAT UE AU WA K] VPN 4%

UK

BB QBRI $140 cert_enroll group. BEHE LA T FE:
7t Advanced > AnyConnect Client & #% 11, HUHi%H Inherit for Client Profiles to Download Jf45 7€ 4
{45 SCEP BUE % Pl B SCAF. BN, $55E ac_vpn_legacy _scep % 7 diig i & S A

W2 Gl HTRBUNALRNE, 511 cert_auth_group.

W3 QA TR E SCEE, BT cert_enroll_tunnel. WE DL B
* 7F Basic # A%, ¥ Authentication Method ¥ & h AAA.
* 7€ Basic &A%, ¥ Default Group Policy $£'H 4 cert_enroll _group.

* 7 Advanced > GroupAlias/Group URL ', fijg—41 URL, H & TGRSO
M (cert_enroll_group).

< THIAE ASA b HBERIRC B ST o WA BB TR HAT A Ui B, TR A 4
P
SERA QU T RN E SO, Bl cert_auth_tunnel. ¥E LU 7B
* #f Basic %#% 1, ¥ Authentication Method ¥ &/ Certificate.
* 7t Basic %%, ¥ Default Group Policy ¥ & 4 cert_auth group.
. ﬁ%& ASA bR FBLIERRC & SO . AT B T AR R HAT I UT IR, TREZ 2 A TF
2

PSS (k) (ERULERIE ) General &A%, ¥4 Connection Profile (Tunnel Group) Lock % & A A1 3 ff]
SCEP ¥4 HC & S, LLMRIE] SCEP L & (13 el & S F i &

77 SCEP i% & Windows 2008 AR 53 22 1iF 5 A & 4. #4

GRAE T MUR MR IR ZE Windows 2008 AR 454% LI24T, Bl Re T B RS a it DL FICE iz
—, PASZ¥FF SCEP 5 AnyConnect —d2{#i f .

FEUEP R A& #1449 EZE R SCEP %45

LUR BB 45 1] SCEP JFtify b, DM i Jo s /£ SCEP JE M 2 e ity Sh i i o
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ENIE O RS s B, EBE M ds . 0] DUB A FF I8 (Start) > IE1T (Run), A regedit Jf
sl E (OK) RAT IIRAE

413 HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword.
WA EnforcePassword % FIANATE, KGO0 EE 4B 2 4

%’ EnforcePassword, JEHHWE N “07 o WEAAAE, HEHHAIE S REG-DWORD.

1B regedit, XS5 BTG FUET UMLK #E -

IR M A H# LR E SCEP 154R

PE1
$IE2
I3
PIF4
$IES
$IE6
P17
$IE8

$IE9

PR 20 SR W e G sl AR, R EL R o D BRIA K SCEP A5AR

JA 5l Server Manager. 1 ilid 4% Start > Admin Tools > Server Manager $/7 I £ 1F
JEJT Roles > Certificate Services (5§ AD Certificate Services)

FMi#] CA Name > Certificate Templates.

A1 miihi Certificate Templates > Manage.

M Cert Templates Console H1, A7 s FH 7 BitR £ $% Duplicate

AR 3% % Windows Server 2008 version , X5 fiili OK.

R s 4 O iR PE 44 FR, - 4l NDES-IPSec-SSL.

R S APSNIR S i NE 2 (@ IY S bv. k= ek I L i SRV DS S AT DU 1

1t Cryptography 1EIR o, Al v B B /NP

B 10 7F Subject Name iEII-KH', 1EF: Supply in Request.
LB 11 {¥ Extensions IR, ¥ Application Policies % & 4 £ /DA f5:

© %% ] i A B IR

* 1P 24 R ¢

* IP %4> IKE intermediate
1P L AfFIELA L

1P LA

IX LA 6T SSL BE IPsec 45 %L -

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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T

maEirszmam |

2 giili Apply, 5 i OK RAFFTR .
3 M Server manager > Certificate Services-CA Name, 478 5 if7 Certificate Templates. £ New > Certificate

Template to Issue, R JFIEPRE B IHTBN (FEAIRE]H A NDES-IPSec-SSL) Jf sl i OK.

LI Y. nT LUE T EFE Start > Run. regedit £t OK $UT ILERAE .

wIE1
L1
S IE16

L1

5 $#i%| HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP.

B LAF =AN KBTI A ) NDES-TPSec-SSL.
« EncryptionTemplate
« GeneralPurposeTemplate

« SignatureTemplate

st Save, JFEFTA SIEB MU S &5 .

e & UEH E HA @ AN

i & AnyConnect LSRR A 7 2L S S0 UFUE 1O RIKG 2] ], Certificate Expiration Threshold 1% & 15 &
AnyConnect 7 1E 15 B A2 11 2 /> RAEHEH] - HAEF R 2. AnyConnect 7855 GZEH2 I A 2 1 HI
Jr ELENUE S 2] sl CARIBCH IE 15 .

R

g B E ik

UEPFI B E ) REARE 5 RADIUS i AEH] .

UK

FIIF VPN BC & S gmiEdy, M SNUE S IEFE Certificate Enrollment.
i%#¢ Certificate Enrollment.

$R7E Certificate Expiration Threshold.
X & AnyConnect 75 E+ I 3T Fi S 1 1 7 HAIE RIKE 21T R 5

BROMER 0 CRE RS o Ju[Eh 0 2 180 K.

M OK.

PLUF IR B 7R AnyConnect Bt 2 S ] ASCEIE PR 7 KT A, DLRIER ) i R4 kP
TEPR TR XEHA S BIPAT IS, W B R T E AT 414, AnyConnect $5-4# F BRI\ 5 41 T
[V

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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BLEIER iR

BEVNEN |

AnyConnect 13 Windows [ WA IE A7 X o KT Mac #l Unix, #4%5ifil# Privacy Enhanced
Mail (PEM) #% =X 1) SCAF-A7-fifr o

g2

PR Windows: it & ZLA# H ) Windows 1iE BAAfig1X , 55 130 1L

£F VPN % 7 i fic B SO 36 5 AnyConnect 13 F FIUE BAEAGIX o

X PR Windows: $£7~x Windows FH /7 IE R S BGUEIE 15 . 26 131 1T

it E AnyConnect, A P B n A RE A, LHABATERSE T LA S BET & 43 50F

%1 Mac F Linux 273&%: 4 Mac 1 Linux )& PEM iE PBAEAEIX , 26 132 0

XFF Mac Fl Linux $555:  7E VPN AH 58 & FC & SOk B2 HEBR IO A X o

BoEUE B ULAD , 25 133 0t

fic & AnyConnect £E /7l X H 4 R UE I 23 IEAC 240 . B nT DUdg e 9. I ese], Jrasmeiil
Y REE . 30T LAEH v 43 #E4 FR 48 € AnyConnect JUE s B AFE A

it & Z % FH B9 Windows iF B FiE X

A

Windows Ay A TS UAN 4117 P S A A RIIE B AR X . 75 VPN %% ) i B S 4 %€ AnyConnect
fERMAEB A . BRAEOLT, BRI RN, (H2 %A LUK AnyConnect it E o4 R AT H —M 7
fifi o

PO VAL FERRR A P A RL0T ) P ANIE A6 X o A 8 BEACRR 16 A P e Ui 1) P E A
X, %, Windows H P A HAE AR . E#F Certificate Store Override & 721 AnyConnect Vj 1]
THRHUAEf D, RIASAE P WA BEAS R Nt 2 it

R

THEHAEAE X YT i a4l 2= ) Windows RS FI 22415 B . DRI, BIAS A P B4 B,
WAl RETCIEAE HVH A G DX FIE S . ZESETS 80 R, ZE$E Certificate Store Override 7] L7 1j
[ERZ R I A

N EHEIA AnyConnect W] & T8 R Fh Certificate Store L K& 75i% ' Certificate Store Override
MIMTAE Windows %) S H R 2R UEAS o

Certificate Store | Certificate Store | AnyConnect % & 5 B&

wE Override 18 &
43 S AnyConnect R T A UL B X « Y P A BB BB R IS,

AN FLF AnyConnect Vo] THEAHLAFEA X
FZWEABRNGE. HEEEARZEHEI. 27 ESUtiE,
B AR o R PR Bl S SR AR
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TIE1

$IR2

agrdzz I

Certificate Store | Certificate Store | AnyConnect % & 5 &

wE Override & &

A Sk AnyConnect ¥ ZR FTAT WIEBAAEIX o 9 H A B &S BRI,
FuF AnyConnect Vi ] T A LAFEIX

Machine gk AnyConnect # R EHIEBAAEX « Y P A B E BB RIS,
foiF AnyConnect # R I HHLAFAEIX .

Machine CUE bR AnyConnect # R I FHHUEPBAAAEX o 9 H A H S BRI,
ANV AnyConnect # R THEHLAfX
AR (CURVPE IR — 4 A HE BT B M ERs, A

A] LAE F el

e AN AnyConnect RAEH FHE AR A3 TR, iEPAMXES

ANIEH S BRI BAT T BERCRR A F F mT A7 i) e B A7 X
puk

W H HEF F1# (Certificate Store).
1% AnyConnect {4 WA UE P A7 ERAF A AN IBGIE TS o BRABEE. (AL & TR HE L. W)
B, BRARA R i PR 5 S S SRIX R

* All CERIMED - #8785 AnyConnect %% )7 Siig {8 FH T A7 UF 5 440k 2K 8 Ao UE 45
* Machine - 575 AnyConnect % ' 3t {F: Windows ASHb T+ SEHLUE 547 fiff b A RAIE 1S
* User - 57~ AnyConnect 2/ i AN 7E A i F 2 0E 5 A7 i 8 b A ik

WREAE R P AR A& BRI o VF AnyConnect # R UF HHLIEFAEEX, LR IERFHREES
(Certificate Store Override).

127~ Windows F P i&FE B3 18EIEP

0T LUKE AnyConnect FC 84 1] FH 7 21 BAIE B SRR I FAEAATTRE FEUEAS AR 215264 T B il . &
FPHRIE AR D SWAETR Bln, W RALTRI S SCEP, W55 & vl BE 23 1) 25 ) S i ACHTE 15 o 79
BRI AE A A RE e SE LR Ze P TR, DI EE T B T WU SMIEF5 70 5. AnyConnect
IR GIIE T 2 AR R Jm e (Pl P RTE . S PIRINR AT ) % smiE 5, AR R T-BC
BUE B UCECR . HRC AR Windows AT BRINEGLF, I UE ik Sesds

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i
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B Esirsss

UK

PR 4TI VPN Bl E SO gmbtas, M EWUE K L Preferences (Part 2).
T2 EFHIETEE, EBUHIE T Disable Certificate Selection .

I3 HUHIET User Controllable, BRI /7 AE4574E Advanced > VPN > Preferences i %+ 1 T Fl1x%
1 B ShilE ik

77 Mac 0 Linux €132 PEM JiE$ 7% X
AnyConnect SZH7 B FARE 58 BB A (PEM) A% 20U SO X S R UEF . AnyConnect MIZEFE T
HL RS R G652 PEM A% A IKIE TS0, X LTI UE A2
FriEZ |
N TSR P S ATA 17 50 H REARAFAE M ICE D, VA ORI TR SR A2 LU 2K
 FTAUEB ST LAY 44 .pem 4h )2 .
o A IRVHSCAF L LAY e 44 key 45
o B P UE S B IRk B I AA AT S A U AR SO F 44 . I8 client.pem 1 client key
)@,

Bir ATLUEATR R PEM SCPFRIARBERS, TOANE IR B PEM STAFRIAS o

LA PEM SCAHIE AR, 15 BUEEAN R A1 Y A BRAR NSO o KA B FRIE 15 & T i sk

PEM CHHE P TR X S04 3k FEEIE R py LR
~/.cisco/certificates/ca(1) ~ Z5/E CA FIHLIER
IR OXEEH

o
~/.cisco/certificates/client &P R E D
~/.cisco/certificates/client/private TAAT 2 4H

T HEHGAER S PEM SCHFIEBAEE (B TR HZ) o SFiFEHES, H /opt/.cisco B4 ~/.cisco. &
U, B R B R P B AR SO IS RISE AR,

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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agrdzz I

BoEIEF AL
AnyConnect 1] K5 AR 1548 2 FRT-UCRC — 4145 2 % IIE 1 . UE TS UCRC /2 7E AnyConnect VPN % ) ¥
e SCEER Certificate Matching &A% S 4 JR 46 1. A4
< HPMEA
T REE L]
* A OrHEA R

HEXER
AnyConnect it & {144 s, UEBILES , 55 78 1

B EZAEA

HFF Key Usage % H120#F AnyConnect W] I FIEF IR T 24— DRk PI LS. SCRFE PI514E
VPN % 7 i e E S A1) Key Usage 513, Horh 4.

« DECIPHER_ONLY

« ENCIPHER_ONLY
«CRL_SIGN

-KEY_CERT SIGN
-KEY_AGREEMENT

- DATA_ENCIPHERMENT
-KEY ENCIPHERMENT
- NON_REPUDIATION

« DIGITAL_SIGNATURE

WERTEE — A B A, UEF L IVERC 22> — AN 5 AEA B A UL E FIETS -

B REHER

£ F¢ Extended Key Usage 2% AnyConnect 1] H [ UE ) BT HA X LA MIE 1 . FRAIH —
2 T 20 1Y B il 2 A2 S KT R R0 AR THAT (OID) o

BRI & 14 0ID

serverAuth 1.3.6.1.55.7.3.1
ClientAuth 1.3.6.1.5.5.73.2
CodeSign 1.3.6.1.5.5.7.3.3
EmailProtect 1.3.6.1.5.5.7.3.4
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BRI & 01D
IPSecEndSystem 1.3.6.1.5.5.7.3.5
IPSecTunnel 1.3.6.1.5.5.7.3.6
IPSecUser 1.3.6.1.5.5.7.3.7
TimeStamp 1.3.6.1.5.5.7.3.8
OCSPSign 1.3.6.1.5.5.7.3.9
DVCS 1.3.6.1.5.5.7.3.10
IKE Intermediate 1.3.6.1.5.5.8.2.2

BB EXY R E N

By HoAth OID (A A ST RS 1) — Be 745 BTl FH 1K) 1.3.6.1.5.5.7.3.10) #dh “BHENX” . 1ENEH

B IR AT OID REEAEANT A&, R LS In B 21 OID.

BCEIE A 5 # 2R

Distinguished Name XA IR AR, T8 5 s o] LS AOAIEAS IR T A5 38 08 AP IKEF

mitt Add L DAESIZR RN 4, JF BB BB RCAT LA N 1 465 K N A UL .

FRIRFF i:puy

CN SubjectCommonName
SN SubjectSurName

GN SubjectGivenName

N SubjectUnstructName
[ Subjectlnitials

GENQ SubjectGenQualifier
DNQ SubjectDnQualifier

C SubjectCountry

L SubjectCity

SP SubjectState

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



BCE VPN A

BLEIEB iR

IR sk
ST SubjectState

o SubjectCompany
ou SubjectDept

T SubjectTitle

EA SubjectEmailAddr
DC DomainComponent
ISSUER-CN IssuerCommonName
ISSUER-SN IssuerSurName
ISSUER-GN IssuerGivenName
ISSUER-N IssuerUnstructName
ISSUER-I Issuerlnitials
ISSUER-GENQ IssuerGenQualifier
ISSUER-DNQ IssuerDnQualifier
ISSUER-C IssuerCountry
ISSUER-L IssuerCity
ISSUER-SP IssuerState
ISSUER-ST IssuerState
ISSUER-O IssuerCompany
ISSUER-OU IssuerDept
ISSUER-T IssuerTitle
ISSUER-EA IssuerEmailAddr
ISSUER-DC IssuerDomainComponent

Distinguished Name 7] LA G155 FA G2 ANLEC S Ao GRS 2 Z0VEHC T A7 48 78 1) 251 A B A VLT 1)

iE15. Distinguished Name VUJCHE @ UE T i A G LA 8 € A 1FH, I Hige & & iy

A AL I AT

=y Sy

TAT
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{5 A SDI £ % (SoftID) £ K #1T VPN 54383

£/ SDI < h (SoftID) £ A3#1T VPN 543303

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

AnyConnect 37 £F7F Windows 7 x86 (32 £i7) il x64 (64 fii) 1247 RSA SecurlD %/ i 1.1 fi
HIE i hROAS o

RSA SecurlD 345 11E 7 AT k2D FH = AR DR AR 5% 7 U 1) 2 4 1 5 22 B I 20t . e fE st b
) RSA SecurlD 3 {4 UK 2B e — N BEMLI — IR PR IERS, X5 UE S RF 60 A2 8 —K . K1l SDI I
A=FR 4 Security Dynamics, Inc. FiA, 54X T50A FHAE AR K A2 KAL) — UM 280 A il AR o

WEAEOUN, A A T RAEE ) AnyConnect AR KEPEAR B RAERRCE S, RIGTE
1473 B0 U T 35 AE T A\ > AR UF >R 8 7. AnyConnect i H2 . B5% OFTiDD XHEHERL UL K F - it
(B T2 P ) B O B E 2 TR o X U A P ) A\ B R W 3 ] B 0 6 E 5 2R SR AR

XFF SDI BHAIGAIE, R 75348 AnyConnect #0C2E LT h N PIN. (N ARSI ) FH4% 1 RSA
SecurID KriEfd . LA N RN RUERS 5, RSA B0 50 0F 5 B AR 50 UF i 50 ik 65 - F
JAERAF VT i) AL P o

{4 RSA SecurlD Al B A2 R T - K BN T- B, IR S8 B RS FH P R A NS0 IE RS ER PIN,
PIN B56 A DA SO 1T JEC I (R PR AT T e 1 51 2 R A5 . H ™ B2 n) AnyConnect FH /' #LTHH A
BAFA R PIN B

WILE G SO TEHE ISP T2 2 W G BE . H )l 8 S il . F %51 URL. FRIEZ S x0T
[EgfEEZ URL (URL/BEIEAD Vil 24 MO0, Sk 328 5% U vh i) 224 W 58, WLAZTE Network
(Client) Access AnyConnect Connection Profiles JL[f % Allow user to select connection & EHE, 7
AT —F b, 224 ) SR o ) 25 P i ROE G SR LT 328 sk iUt B v I ) P e B IE A 1K T
hrg#. HT7E URL g bEiEd, R4S omA S Mg,

TE LU CRAEEN & SO E 4L FRgEe) b, BRIAREE 4L 1) 5 4 50 U S B R v %5
T N BRIV B . i, G SREERARRE AL SDI B I IE, WFBR2EA “Passcode”
B R BRIABEEALE ] NTLM S50 UF, T-Bibr2Ely “Password” o 7F 2.1 JIRACE SfRAY, FB
PR Pk BEA R R E A M A B TR 4G Sk v, - Bebn s 15 g 41 22K T
fic o

B b SCRFAE RN T BTN RSA SecurID 48 PIN. - 1222 RSA SecurlD #AF4 i
5, IF HFEIEA G I uE2E 8 SDI, WIFBhs%h “Passcode” , Jf HARESF A W] “Enter a
username and passcode or software token PIN” o HIRATH] PIN, WUt [F]— B 28 R0 H 2 44 1) )5 BE3%
BE A “PINY FBObRAE . % Al I A (1) PIN ML RSA SecurlD #ff-4i#t DLL #2250 1iE
e RER G RAERING, Bt RAr bl . P 4 DL SR BGAUEEAY,  LRAF I B% 1 20K 1%
B R ER R TE A

AnyConnect #5251 XL & SDI Sy E I UES . BIE IS4 AFRZE A “PINY , FH 475 ] 2 iR
BEEMFR R NI U o 507 v o 42 JEURE ) 22 4 Y O AE B0 RS o G SR 3G AL, JUVER X ) —
BT 2H R H 7 44 1) 5 SRR B8 S O L7 “Passcode” F-BUbR%E .

RSASecurelDIntegration At B 3C A B AT = Al BRI :

* Automatic - 2 /i 1 G SR PO, AR RN, ISR — RO BRUCK P AR A 4
W6 U RS (HardwareToken), 1SRRI,  TUPKS AU A 4K 144 F PIN (SoftwareToken). 415 & 1)) 46
UERCY), I T7 2 B B N B SDI AR, FFRAF(E ] P i ik st 5 T F — Ik S
RS2, SDI A WAL & M e SR ke %, T 2400 S BRAE 22 A S ik



B2 VPN 3N
{8 SDI %% (SoftiD) &£ 5517 VPN 5436 [

JE S B UE K A AT (K FRAR ] o R0, D A4 LB R SO, BRI a2k
ERINTTE, WA T BURZE TR o

Y

ER SDIA RIS AR E A E . A MR ARG, WL
W SKI 4R AY (¥ H & . HardwareToken 1 24 BRIA G I 38 4 fi e T — >4 AL
o

* SoftwareToken - 7 /7 Uiy 47 244 H P s AL A2 WL PIN, S N FBObR2E A “PIN:”
* HardwareToken - 7% /7 3t 45 265 F P i AW A 2 RIGAERD , S N7 BiARZ Ay “Passcode:” .

R’ AnyConnect N FRI 2 AR A kS SN RSA A RE Pttt . AR, % s
ik RSA SecurlD #AF4 i GUI JEFE 1 BRINE I .

SDI 5438 E X # Y 2 5]
JiT i SDI 5 43 56 UEAZ Hed) g8 T~ LA R 380 2 —
« H3E SDI B 47} 560 1 8 5%
* B PR
* 31 PIN #:t,
* i kR PIN B
i e S LR LT

L i@ SDI 51988 iE % 5%

WA B SRR A AR S — AN i) . SDI B4 564F 1 b 25143 il AE FH 7Y 4 A8 AIF i sl PIN 7B b4
HEF P 4 A RREGIE RS CElas AR A A& R BRI PIND o 2% P i £ SR [P 31 22 4 o (Hpts
VAR RG] S I IE RS 28 (SDI i it RADIUS ACHEfK) SDI) 5 & 73 56 1F i3k

ATIRAIE -
USRS A RAE A5 452 5 O B UE T oK, T 22 4 I S g B D BT A3 [ 8 7 i, B AR B0 UEAT #5¢
Jo

RIS AL, W B Y IR UERIN, 22 A SR 23 RIE— N R 68 S5 St DT LA R — 2R
U 2RALF) SDI 55 &% LU UERS KRR B B (L, ) SDI R 55 4% 2 K & BN T — A2 i i o

A PER. 5 PIN =X 7037 PIN 485X
PIN HAE(E SDI k45 #s b b W 4845 BE B35 R

ERH AR, T BR PIN BRI PIN A, AnyConnect 2247 H 7 G122 (1) PIN 8L 2 48 /3 iR ) PIN,
PELUEAE <N/ NGRS 8 Ty h A A

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i
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BEVNEN |

{5 A SDI £ % (SoftID) £ K #1T VPN 54383

MIZFEF A PR, R PIN AR P B AR R, T HL 22 4 P SR P 2 [R50 75 7
KRGS, TREH P A BN BT PIN, LA SDI JIR454% e — N8 PIN.  ME— 1) X 51 {F
RGO () FH  w

XT38 PIN B, I PIN AT AR B iib s, AR A AT 38 pi b — . 6 T8 Bk PIN B, Al
PEA AR AR LS ] PIN, 1/ TR RS . 34 )\ANZE (00000000) (1) PIN 124 RSA #fF4
AR IR . TR AR L,  SDI RS54 # 3 #2008 A H - A A4 PINME. Cn SR A 135D«
B s N SDI RS 28 515 BBl A7 1 7 16 PIN XAV E 15 BRI A () 45 . ZEX PIRR S
N, F AR PIN 204 (1 SDI IS5 28 0 —AN T PIN. 7EiXseiarf, XHFrieh4hg,
JUTE M RSA BE&HAN— NG . TCIRWRFE DL, SDI AR 45 w45 B b3 #0200 20 ] A A4 PIN
B A .

I # PIN
U 2T PIN, W) SDI R4S 35 2Eskilh 2 DL N 4 fh 2 — (AT REMECE) -
* RGN 4y EE—/N8 PIN. CERIAMED
o F P asZii B g —/> 7 PIN
« F PRl DL SR PIN Bk RS 50FL PIN
U AR SDI R4 A C B o0 AU VFIEFE T B A PIN 302 th REEAC PIN, WP HES Bon—A
AL KB EIN TR 8 3R RS IRAHERIE R .

KT RSB PIN,  Wi2R SDI AR 5585 4252 JH 7 A8 65k DI B4 AN BB AERD , 022 4= ) O 2% i) 5 )
S AL R GU Y ECIN PIN G 250 g ) 22 4 W SC AR WA N, Ko & 21 T80 PIN,  REE4RE: “
AL i o

USRIk FEEYEHT PIN, W) AnyConnect 2% i 7s /IS0 HHE LU A 1% PIN.  PIN 20—~ 4 2]
8 LKLY o T PIN s BRI ERS, RIS AN 7 BOR S A AR AT N R s 2 5
f#J1] RADIUS ACEER, PIN A2 4k J5Udn ot G AR Z i i) — AN U o 70 77 ol PIN AR 31 22 42
WISG, LAROCAREE “ TR —NRAERS " i

“T—ANIGIERS” F1 “T—/NShRAE” fRif

X R AU T, & i ARG B A L BT PIN b A2 H 2247 1K) PIN {ELM RSA SecurlD
WA DLL AR R — AR R TR A5 22 A M 26, MAASERH . [AFE, 0T34 R
CR AR M, %% P M RSA SecurID 344 DLL £ & T — N4 hS .

tk#Z 7tk SDI 5 RADIUS SDI

WA B BT DL 22 45 %, DLAR VRl DL R R 2 —3E4T SDI S 43 56 iF -
« A SDI $g22 4= W I 55 SDI ik 45 2 B #eil15 LA AL EE SDI & 43 56 AE A Hb fig
* RADIUS SDI #5724 W 5<4#i [ RADIUS SDI AU (5 SDI k4525815 ) 04T SDI H45 5 E i it

o



| EmsVPNIEA
{8 SDI %% (SoftiD) &£ 5517 VPN 5436 [

W B S, ASHL SDI il RADIUS SDI At ok AR . i SDI W4 S AE SDI ARk4s 2% Ll fid
B, ASA IR SCAR A SDI R4 2% FHTH EUSCARICHEE . A0, [ R it 7 o 3R
A HEANIE O 5 O I AIE R o T 9 O #RE . - AnyConnect I BETCIEMAN, - H & 43 B030E AT fE o
RADIUS SDI Ji i 3E A b e A SDI A2 #e, XA WDl AME DL R PR e 24 #55 SDI IRSs #s i3k
ATIAE, &P R B A S RN R U B B3 A [

HEGRIAFE L, RADIUS ARZ5 %510 ASA o a] i & o 33X 88 iy S A5 4055k B SDI i
ZAR U N S o ASA B2 5 SDI RS #3315 B F3H JE SCA 53 ik RADIUS AR B A5 B 1)
HESCAANE . K, T M) AnyConnect {7 A At SDI IR %5 4%, ASA WJilfif K H RADIUS Ji
22T R

HeAh, BT SDI Y 7 SDI RS 28 Rl E, ASA [ ESCALA S SDI RS 2% W H A (4258
B4y VCAC. 50, AR v P WoR IR R AT BEANIE A G 0 B R R B i i A
AnyConnect A BETCIEMA N, G H L 43 500 AT 8 U

BEC & ASA 137 #F RADIUS/SDI E 2
ZIML'E ASA LL#REREE T SDI (1) RADIUS [H 5278 B 47~ AnyConnect F 7 0ATAH Y (R34, 180
IR BRI B S (B4, LIS SDI R4 w% BI85 1 )7 sk & RADIUS [FIRHE. H
JA%} SDI 45 #5347 S Uy G UE IS, AZR0E I I P I B S A T %

UK

B 1 % Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection
Profiles.

S22 EPRUEECE SRR E T SDI ) RADIUS [RI & 3 BKERR S S, K5 S Edit.

%3 {f Edit AnyConnect Connection Profile % I, FEJT /M SHLE ) Advanced 755, X5 %EF¢
Group Alias / Group URL.

1% Enable the display of SecurID messages on the login screen.

FES  niili OK.

I 6  EFE Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups.
FIT  miili Add DU AAA TS5 254 -

IR 8 1E Edit AAA Server Group X TFHEACE AAA R&-#s4l, X5 il OK.

PR  1F AAA Server Groups X3, EPENINIGIE AAA k554841, SR)5 riili Servers in the Selected
Group X511 Add.

W$IE10 75 SDI WA Xk, JEJT Message Table X3k, Xk B SCA T B UGN B . 75 ASA LICE
RADIUS [FI2 B SCALALAS (A Efalilsr ) RADIUS IRk 55% A 1iH S OCA .
TR BRI EARE . BRI RADIUS RIS B SCAFI RN B Th R :

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



pE

{5 A SDI £ % (SoftID) £ K #1T VPN 54383

BCE VPN A

ASA (T ER I B SCASE JURE 22 A P IR 55 4% (ACS) AR AOBRIAT B SCA . IR

R4 ACS, HEMT BRI ESCR, MIBICH /2 ASA _ERCE N B 3CA.
HI T2 B i P AT FRAE R P s PR B A oR DA 20 DR 30 B SO 1 7 1

HAE T PRI T 4R

i,

‘new PIN” &

N BSR4 Wi new-pin-sup FLE N “new PIN” , 2422415 % M RADIUS
Hi 553U E] “new PIN with the next card code” B, ‘¥ SCA L) new-pin-sup A4 CifiiAs &
next-ccode-and-reauth 14i%) L.

new-pin-sup Al next-ccode-and-reauth [¥JER

HENE

ZKA RADIUS Rz Z5H B X
VN

next-code

Enter Next PASSCODE

2o P AT NS PIN [ NEXT 4 AR,

new-pin-sup

Please remember your new
PIN

FoR O EHT I R e PIN JF 10 1 7 R 1% PING

new-pin-meth

Do you want to enter your
own pin

K E AP EER, AR HMEFOET T PIN Jy 46t
HTI PIN,

new-pin-req

Enter your new
Alpha-Numerical PIN

R R PIN JEER AL S A K PING

new-pin-reenter | F /i A PIN: FEN TR ASA H TR 2 0LH) PING 257 i A
PIN iAo
new-pin-sys-ok | New PIN Accepted Fon OB H P EMERT PIN,

next-ccode-and-reauth

new PIN with the next card
code

G PIN $841, FORH P 0S4 T — A2 A I
B PIN AR — AN WA A BEREAT B U S0k

ready-for-sys-
pin

B2 RGN PIN

FEN BT ASA HI T3 7 B0 R Ge A2 ) PIN Ak
e

TEN

mii OK, RJ5 i Apply, 7555 Save.

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



%5

fi

fic & W £& 17 o) & TR 2R

A EE A 2% i) B LS (1 TC BRI LSS AT 15 SRS A0 9 238 5 15 SO 1 i 1

o RTMKY A, 2141 7L
o ML) EHIRRTEE ,  143 L
o PZRUT IR PR ASECE SO, 2R 144 T

. L S NI N Vorla m |

X T W& 17 o) &I 2
WX 2817 ] 5 B 0% AR L SR M R 22 5 2 E LR B P . TR Ik B AR R 2 B AN
I AT LR TN TIC L LR )7 R FAT & S I E . P87 1) 5 B B ) 22 4 W) B B (1 P ik 44 5
R 287 R P G TS B . B ReAb i TAE AT 7 1k fe 0 7 34T 38 I s 7 01 o8 SXCHR SR s R e 2 o

N

AR WL FESSAE Mac OS X 8k Linux AR, Ald ] AnyConnect ISE #8322 4= VP45 ok S RF
‘e, HUAZIAE AnyConnect ISE Z¢3ii 22 4 VP A 8 2 AT iEAT 2235

Cisco AnyConnect 2485 50 %5 F by () 194 4% Vg 1) & BEES ALAF SCH LU E 22D fg
* {72k (IEEE 802.3) 162k (IEEE 802.11) M £% i it 4% -
* ¥40C Windows 7 [ Z R 8)) 587 (3G) MZGIGRCAS . (7525 KF Microsoft #3)) %5 i API [f] WAN
ERCA. D
« 81 1] Windows #L#s FEIF ) 6 SR 11T B 0y 50 10F
« fifi | Windows %S FETIE [ B 55 8 S P S 0y BT
« faj L1 TEEE 802.1X fit &
* IEEE MACsec 7 £ il 2 ARV Fems 2 ] o

*EAP Ji1::

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
|



REMGsETEE |
B =#4BHEAPS

EAP-FAST. PEAP. EAP-TTLS. EAP-TLS #l LEAP (EAP-MD5. EAP-GTC F{X T
IEEE 802.3 154k EAP-MSCHAPV2) .

* N BAP ik
PEAP - EAP-GTC. EAP-MSCHAPv2 #1 EAP-TLS.

EAP-TTLS - EAP-MD5 #il EAP-MSCHAPv2 F14£4; )5 (PAP. CHAP. MSCHAP HI
MSCHAPvV2) .

EAP-FAST - GTC. EAP-MSCHAPv2 il EAP-TLS.

R - #S WEP (FT Pt =) | 32 WEP. TKIP il AES.
« EAHHEE TP - WPA. WPA2/802.111.
* AnyConnect 7 LA NS o SCRFRR AR fiE 5 (1) 5B
* Windows 1) Microsoft CAPI 1.0 A1 CAPI 2.0 (CNG).

* Windows &5 A ECDSA UF{. PRIk, P24 ) 45 BR 28 B 2 6 5% (SSO) A3 #f ECDSA
e

£14% B ¥ FIPS

PURNDhEe 45 FIPS WAIE, FF HAH T B ) 4b:

* ACS F ISE A 37 FF Suite B, 1HHA OpenSSL 1.x ) FreeRADIUS 2.x 32 #F Suite B. Microsoft
NPS 2008 #5> %#F Suite B (NPS il i34 %l /& RSA)

* 802.1X/EAP JUSZHFid JEdE Suite B BCE SCAF (W1 RFC 5430 HE XD o ANSCHF TLS 1.20
* MACsec £ Windows 7 |55 FIPS #f%¥.

* 7 Windows 7 _I- % #§ Elliptic Curve Diffie-Hellman (ECDH) % £H4% # .

* 7t Windows 7 374 ECDSA % /7 ik 15

* f£ Windows 7 _ESZRHEAE RGUAA# X TP K ECDSA CA 1Eh.

* £t Windows 7 L3245 I 2% g B SCAF ) ECDSA CA 1E-S (PEM ) .

* 7t Windows 7 F3CRFIRSS 2% ¥ ECDSA IEHHEL L.

BRER “B—HRP” %t

Microsoft Windows f3i% 4 F 7 RIS &3¢, {H Cisco AnyConnect P25 17 i) & B2 K WA 25 B 40 56 UEAN
FRFXs—H P #T. LieHEZ/DH P83, AnyConnect W 4517 ) 8 B AR ARAEBEAN SR 1 8B & TR 5%
A RS SRS . B P B SR S R A A — AL T LRI S R B R S, H A
BN AT Wr i I N TR0 A D ba k=

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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FiL B 0 4175 (2] 72 28
FESIE e |

AR 4 U ) A PR ) B R SR E Windows SEITE,  REMIERIAT N RSt B k.
RZBP e e g5 b, BRUAT AR ARBR R — P G s SEtE . ARG TR MM 0L, SR T 5 ik
VN A K 5 SR AT A
PR il

* Windows & #  Je ik s B4 i sk I

TP, SRS PR TAE RS RDP 231 .

AR A [ A S A R —F o 140, user/example 5 user@example.com 5 ASAH A o
« FRER WA R PIN AR R A S A0 K [/ —FH

BRERSERE—RH PR
L 2 Windows AR sl sl k55 #54b 2 2 A F P (0772, 1 S e & P EnforceSingleLogon [{H .
££ Windows "', 133 /M 12 EnforceSingleLogon H.5 Overlaylcon JiZE [r]— 3 &AL E

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers\{B12744B8-5BB7-463a-B85E-BB7627E73002}

FRCE LB A H P Sk, TEIS IS A EnforceSingleLogon [¥) DWORD,  Jf A HLAE 1 5% 0,
X T Windows:
o 1 R R — A P gk
<0 RV AL BT ok

P 2% 377 [0 B TR BR AR &

9 4 U 1) 7 B E 4 AnyConnect Y —# 3 BEAT 8 . A R W 223 AnyConnect LA 9 4% 15 [) 7 21
PRAHAD AR E B, 152 W AnyConnect #E HEid
=7
* Windows W Z0IR AT S FCAE EIAR T HEE TR - 2567 in) 57 2 2547 78 15 Windows P45 2,
e, TEBEM LU G, VAT AR A bR IE B 2 Y 45

AERAE: T AE Windows 41 55 B HH 4 B ) 28 B AR R NI 3 AT 45 G 45 () Windows 9 4% ]
bro BEBEEDGEWFCE EPR . FH A mT DA R 4 i Th b B st A b Ao 2 X 455

* Windows 7 [ Gk 94 265 A0 0 £ 3 - 9 2 1 ) 7 2 i ik SOE RRAE I 48 U ) B 5 P 25 1 41 91
RPRCE 2%

{F Windows 7 H, W 4515 0] 8 B 2R SR M Bk i) SSID . 24 & T2 — AN B i SSID Jm, BifEE 1k
. MACE T 2RI, g ) B R 4 Ry Ak $¢ SSID:

AN B T SRR 7 4% o AR IIBRIARC BN 1o RS54 IBRIARC A 0.

Cisco AnyConnect £ E P M ER AR, WA 42 i



REMGsETEE |
B RarocesRsExs

B B SRR B P 5
SN E SCIR BRI 26 o iy T2 i B — O BERIN AR 46 SSID, DAl
SRR DU 485 3 U P — S B ) 2 = R 5
© WA PR 05 R s PR RN [h) - Q1 RAE 2R P 455 ) 4 PRS2 T 7E Windows HE LT
2%, Windows A BLAS AT AEM /R 2210 9 i M 2% T IE L

EBERAE: BT NI, XTI Windows & ST 4% 5[4 Connect Automatically 5%
5 B 5 Windows 5E S R 2

o W27 ) B G A LR E I e Re B P i RGN A2 AT DURC B A K — L8 DUAT Windows 7 54
S RRAS TG 2 C B SO 40 9 2% 15 1) 4 B INC B 3OO 5o T DUBR DL T DA T 25 A1 (0 RE il 8
it P9 5% «

* FFI

* A% WEP

* WPA/WPA2 I~ A

o« JAAE GPO Akl Wi-Fi FH P 248 it B 301

 (ERLE SCUFFE N, RYE FALUETT WLAN 45

o 0L 0 £ U7 1) B HELAS XML FiC & SCPF 2 A7 AE (userConfiguration.xml), AR SSREA T4 .
e I 2 O B S e e, i B3> MST#: ks PROFILE_CONVERSION JE X E A 1,
R H FLN I 2 MST A . B TEfiv 247 Hf PROFILE_CONVERSION JEMEESCY 1, )5 %

2 MSI . #IU1, msiexec /i anyconnect-nam-win-3.1.xxxxx-k9.msi
PROFILE_CONVERSION=1.,

« MISE RGN 255 ) BT H8s )0 8l ISE Zuii 22 VP4l o ISE 2y 22 A VP A FH 9 285 1 i) 45 21
ai AT I DY 25 B X A AT 802. 1x WiFio

L S Varlax = =] (===
WX 28 7 o) B T 2 AL B ST
I 254 7 ) T P I 4 0 T P A S AT, J5 75 ASDM thR{E, h
AT LU 7 ) Windows R .
Client Policy &

Client Policy 7 I 7] H T-C & % 7 iy SRBE LI A48 DL 353

Connection Settings
] T SUEEER PSR 2 i e 2 5 iR AL M4 E .
* Default Connection Timeout - 15 [ 7 414 (1 0 28 R 5 I R0 8. BRIAMEE 40 75

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
[ | [



B B 451 5] E TR RR

clientPolicyml I}

* Before User Logon - 71 /7 & 5k Z QR M2 . SCRRIH P 8 s R H Pk ) (Kerberos)
S B, IEH T GPO FIHATIET GPO sk A, Wilkik+¢ T Before User Logon, it
] L E Time to Wait Before Allowing a User to Logon.

* Time to wait before allowing user to Logon - $5 1& 5515 P 45 1y n) &5 B 28 5 37 52 HE W 48 I ) B K
A CRINMEOL o R ICEEAE SN (A Y 2 M 45354, W) Windows & sk R4k 8L EAT H P &
Ko BRIMEA 5 Fb.

)

ER WURMZYT ) FER N E N A B, WA ZI0Ks Time to wait before allowing
user to logon BE Jy 30 PP SE KIS TR], PRI ] Rk S A M IS [R] ok 37 0 46 3%
o BN ER)E T DHCP SRE 1P Mk i 75 (B ). an SRPECE 7 AN B
EACE W S VAT DN LR EN T AN G T IE 2 CLE 2o

* After User Logon - 7& 1] /7 & 5% 2l Windows Z J5 £ #: M 45,

Media
F5 5 WP LS TR IR Hh 0 % U7 ) 4 T S8 P s

* Manage Wi-Fi (wireless) Media - i3 T} Wi-Fi #4418 P WPA/WPA2 & F-[H401E (R3k) .
IEEE 802.11i JoZ& N 45 brtEFR 1l >R 7 (FEA] & 45 U a7 B2 ) DAZ6IFHe N R RSN
IE CENFSAEF) 22 A ME 5 BAZH) o IE 2 7E IR HH8) /e IEEE 801.X sl £ £ i) EAPOL
ARG TR ORI, BN A% S A RS AR S N T 82\ 5 RSN IE DGR .

* Enable validation of WPA/WPA2 handshake - JiF WPA/WPA2 42 T, AT, WBkid it
LGP,

S
WR LR PO A RSN 1B, IS E I, il
ponrey

* Default Association Timeout (#0) - W T WPA/WPA2 2T, TAZ0i$E & BRI RGN
* Manage Wired (IEEE 802.3) Media - 3 T 5 2642 1045 71

* Manage Mobile Broadband (3G) Media - i 1] Windows 7 B2 5e i iG e a0 BE . b AEERIA
o AER.

)

ER o TR BACRE . R TAC SHA T RRAS AR A S8

* Enable Data Roaming - fiff & /& 7% fo VF B 183 «

End-user Control

AT LU ] DA 42

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i




BEM&EEEE |
B Authentication Policy & [

* Disable Client - f0VFH ) 2% FHIA1S F 46 ] AnyConnect UT HE4T W9 45 1 ) 45 B 8% (K47 28 RN 26 1
A,

* Display user groups - it JT] 78I I4] (M CSSC S.x flzd) wf WL HAEWER:, RIS A R
DY E S ZH AR it

* Specify a script or application to run when connected - fTVFH /7 5 52 W 45 2 45 12 47 R BRI AS 2%

V] o
Y
IR OPARER S TN RCER ML, JF SRV R MR A TERRES

NHEAT A S Cexes bat B .omd) o MlERphsE, MEIAIGE RV P R
R e M2 CIAS ) B 058 4D Bl AN . seDhaeAs o
VI P BASZ AT 10 5 O BE DA 4. TRIE, B R 2 TG P AN T
UEAR, WA RVER P ECE IEESAT A, WD e A 2 U ILAE 9 28 ) ¢
FiEE GUI .

* Auto-connect - HBEER|— ML, THRAEEE. BIAMEN BaiER,

Administrative Status
* Service Operation - W P AR S, T FH BEAC & S0 2% il To V0 e UHE ST 5 — 208 e
* FIPS Mode - 215 )i F FIPS #5X, DI 26 15 1) 45 BEES LARF & BUR Z2 3R 1977 AT 2004584

RS EALEEARTE (FIPS 140-2 205 1) 45 5 I3 22 4 TSR 1 58 [ BURF brvE . AR 4K
PERVEEAR 27, FIPS | 1] MACsec 5% Wi-Fi [ 2% 17 ] 45 BR8%S7 £5

& 8 MiKiTIE)EIRATHY FIPS 3 F%

BAIKRIER SR Windows 7
MACsec 172 % 4% i I SCRF MACsec (R 9&4 /RBEAT NIC sAEAT AL 1

MACsec i, #8454 FIPS.

Wi-Fi ANHEZEIF) FIPS

Authentication Policy & O

Authentication Policy % [ 1] F -6 i SIS 43 S0 M 45 1 g8 4%, X LU i E8E H T I 4 ik 2.
QTR ARTE AT DGRBS S0 UERE K, U - oV 42 1) Sy S0 UF Wi-Fi (4% . i k% 71X 1)
T, M A e e B IX LA (R 2% o b FREES T T IR OGRS O B UE RS, B 4% Select
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B & 517 50 IE P 4%
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)
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24
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None - A& B ML, JF HAPITHL N .

MKA - 53R 77 23R8 P B MACsec %68 B PR SCRIS RN % 8H . MACsec J& MAC 2%
A, R LML EIEE MAC E0%8 . MACsec TSGR INEs T BER RS MAC 2, K
HE MACsec 8PN (MKA) SEARSEAT B i IF45 KN 25541 .
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6
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KEARR

RS DO To e 2% B o
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« WEP
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* CCKM (TKIP) - (FFZ R} CB21AG M)
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TR 2 A S I SO . AR EQRRTFIL ClE%4e) %, AT AT 9.

Cisco AnyConnect £ E P M ER AR, WA 42 i



REMSEEEE |
. Networks & [ 49 Security Level T3
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PBI e ERA,

p

B E L= H AL

Wi-Fi (&8 o] L 3 A n s a4, ) F7E &t Z (BR8N A 2 a6 B in 2% . fid & WPA
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WEREER I =B I 48 AT N S 0 2 800, AT L D8R

$HIZ1 ik +¢ Shared Key Network.
LI 2 1 Security Level % 17 & 5 Next.
H1# 3§55 User Connection 5 Machine Connection .
S 4 5k Next.
WIS  Shared Key Type - $7 72 L= % CHE R, A e SL = s B2 I F Fios:
* WEP - 5ifZs WEP Il G4 4t 1EEE 802.11 JF &Rt
* Shared - 5 ##4 WEP I CIKAL 4t IEEE 802.11 L%,
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AT 4 Networks B (1] Y8 E BRI TIRG, 124 T R R 0 £ 15 1) 7 BELAS IC B SC ARG AL o 10 22 42
Foilo VEFELUFIEHERMZ —:
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e H TR PR A T IE R Ol BIMER] - O s R P AR UEAN o A, G 2R g i Y.
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)
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7. EAP-FAST Bt & 4 EAP J7k (A6 F AN h) I, SCFF EAP 4. X EIRAE P45 Uy )
PESS ST ENLIRH P o B0kt H il A Al
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EAP-FAST. b4k, BM#EEA B H MACsec, f#H M5 ) & BLEE 01K MTU M 1500 FRT
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EAP #ifiA
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W2, AR5 S RIEAE FH Y EAP 2870, I SO VF -S40 56 UE 28 R S5 0K EAP W L5 4%
A~ EAP i KRIEHATIUCHC
* EAP N - 375 3R 7 1) 5 43 B0 1 s A 326 i B B0 A0 48 LR 5 55 )3 2l i) EAP i >R BEAT UL
EAP 1 5 [ 28 7030 % UL IC EAP 353K, FRdEmI RN 441 (NAK).
*EAP /%I - S I UE I G, SO0 IR RS 7)1 SR O R I Ih B L
*EAP ‘R - Wi SR BGUE I, B0 B0 UF 28 ) 17 R 5 R 328 s A
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F R 5 DA SO . EEINAEREIE BEAP vk N GES I NI IREIE BEAP J5vk) BN — M
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EAP-GTC AR AR S 0k . & O3 i db AT B G G0k, - DALV e 2545 T RE S 3RIUH 7 (K4
Eo WURFE EAN . SRR, WIFERRIE EAP J5vAN B EAP-GTC, JXAE AT AR 55 4% & 13 Sk

EAP-GTC AFLL2 M Bl . BRI, AHERF MACsec {75, W S — 45 1 v 5 n 85 0 2 s AH
Bl WIAERSE EAP J7 VA WAl EAP-GTC, iXFE [ #AE% MR Canfr 2, 3L AT/ EAP
TrEINEgs e
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AR WAV SR UE A EAP-GTC Mhis 3y eIk X 2 B i A A R I . X
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DR AE P AT S AR SR AIE, T LA R ah i S5O0 JE A 55 WS (L e 1 il 2 3
AT SO I0ALE, DR DA B A LA SCAL S 21 S O B o o 201 SRAF AR50 2R R 1 W] R
HEWAE 5

EAP-TLS

EAP 1&4)2 %4> (EAP-TLS) s % T TLS #pY (RFC 2246) ) IEEE 802.1X EAP S5 UF 5%, TLS
I FET X509 B UE B M B S 4y 56AE . EAP-TLS 1 A Be b b AH B S 06AIE s 45 U i
WA B i SO IR IR 55 e 2 A B B Uk DL A AT TR N ) SRR

NIHRISIESEHE T EAP-TLS )™ itk 15 7] 4 A3 LA Jo 2 JE e P A4 0 B 7 B0k 10 = 22 J R«
* SOYIUE B BT, JWE IO T
o AAEAEXS H P B R R AR A
o B e AL B R IR DR
o ST S PIINE fRg i AT
< AETA 5 % 7 Wt
© SO UE I T £ oAy B s R a8 42 2 R FLAF S 1 25 o
EAP-TLS {03 PN :
* Validate Server Certificate - i F IR 55 2% 1E 546 01F

* Enable Fast Reconnect - J3 ] TLS 1K E, R TLS & &5 7 A tRAFAE R 7 i AR 25 %% 1
ARV TR R TLS 48 Tt A7 P45 2 0 F08 S 50 AE

)

ER T ENVEE S 0AF, Disable When Using a Smart Card ZEIUAN T H .

EAP-TTLS

EAP F¥IE A% 4 )2 %4> (EAP-TTLS) /29" Ji EAP-TLS ThREMIPII B M. 25 1 BrBaghiTs¢ 4 TLS &
W, IFAER TAESR 2 B Bes e A Ik 55 o 55 % ) i 2 [R) BETE AL SR R (K 1 s B T LU T AE SR
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Y

B W LUMEH EAP-TTLS PAP HHTHR T4 MAET OTP S 435631 .

* CHAP (Ftifi#R F S 50 UEEMS0 - A H = k3R T30 00T 2S00 B 0o it S 55 A0 B B 03 50E
N4 EAP-TTLS Bt B N LESS 1 B BUISUE RS 28iE o A8 e sitmmi i, 75 A8 B BRI 2%
(VB P P A7 W SO

* MS-CHAP (Microsoft CHAP) - f# F = VX2 F- AN 000 S 47 o QB 75 BANH S 300E, N
EAP-TTLS FC'&E A7 1 M B UE MRS AR iE 10 o 8 A XA IS T2 1) NT WG A (E R T e B 7
Wy T ELAE B B0 AIE A8 A B R A A7 i I SO B D A7 A S (1) NT WA

* MS-CHAPv2 - il j=F 75 Wi )3 509 6, o A 5 560 45 1005 1) DA S A Fl T 50 6 6 5 347 36 1UF 4 Ml 13>
PRI 2 [0 A B G 30 AE . SEX 2 oty BT RSS2t T S IAE . W R R4S 9% 75 Bk
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fi. & EAP-TTLS
*EAP - RV PAF EAP ik —:

EAP-MD5 (EAP Message Digest 5) - fifi F = [n] 48 T A HIERT SR (1) £ 43 (GEALLT CHAP)
AR IR T - RV, R SRR T (KB b AR W S

EAP-MSCHAPv2 - i ] = K42 F I AEXS AR S0y o SEXT R 0t R0 AR SS 28 AT 5 43 56
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EAP-TTLS LAZESS 1 B BESGHF RSS2 BAE 10 o % NT WS 75 (8 B 2K A0 25 14 i S e J5 1) - i o2
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* EAP-TTLS i% &

Validate Server Identity - & FI IR 5545 1E F 50 10F
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)
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GOYAE, LU NS AR k. S O IR AE B2 5 AT I AR IS AT, SCRFEROR
I (17 PN 3B B I i, AR UE TS AR . 4% U in) B AR AN SCREAE PEAP 540 50 11F 39 )
QMW%N%%ﬁ&MM%%OM%%EM%%%,W%ﬁﬁ%EMﬁ%ﬂ T8 2 5 T 77 AR A
Frr i NSty X Redrh, Bl Jo i A ek vT LA E R R
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B EIEYIES
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AUANELY; PEAP (EAP-TLS) fl EAP-TLS Ht & SCAHR A E 2 7] [/ — S 56 2% 3304 T 5
BIBRAIE o A R M C B B0 IE 2% (AN [R]INF i3 FH %58 1% EAP-TLS)

fic & PEAP
* PEAP-EAP &% &
Validate Server Identity - i i 45 %5 F 0 560F

A

IR WU S FGE T, SRS RADIUS RS 28 b 223 (R R 45 283 15 A0 5 R 45 2%
B IGIE Y S VL (EKU). 2% RADIUS JIR 2% 245 5 43 56 UF 309 1) H e
FRE D A B P st ), DA 20N 0 284 U 1) 0B 473 B0 A8 FH IHE IR 25 2 5 0 B0 1E ¢
.

Enable Fast Reconnect - 1¥ 5 FHH#MH TLS SUE IR E o Al 25452 B Bk 93 & 4 36A1E

Disable when using a smart card - /£ FH & B8 R ZEAT SO BRI, TE 200 “ bRk T ide
%7 o BHEEROGEN T k.

Authenticate using a token and EAP GTC - X i+ 501 S 4 46 AS v i o

FEFAEUEYR ) 377k
1§ 1] EAP-MSCHAPv2 /8%, EAP-GTC )23 i 34T 5 4 36 iF
EAP-TLS, i FHIFP3AT S5 F .
i 4 A EAP-GTC BT S 40 BAIE - XvH LS 4 B UEA m) H .
A

R EH RS AT, AR SRR Windows BT

EAP-FAST 1& &
EAP-FAST /& IEEE 802.1X S Uil e, ml It s o yh I3 B A B & S 2 R0 2 R 5
BRI | IR 4% e 1 B R 3 B R o e DL R B e (i)
EAP-FAST %1% A0 Z ¥ E IEEE 802.1X EAP ZEMWR i A&, SR I UE 1548 A B £l <7~ dL 34
'T.E‘o

H AnyConnect 3.1 42, PCE VAU 7 IEZIN 3530 EAP B . IXERAE 2% 7 in) 5 BEESH SE v
FEAURTH 254 ANk Hol 2 w7, 10O -4 H P A R 21w X 48 1R 8 P ok e AR
HH . % EAP BEME4N(5 B, 1S RFC 3748,

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
[ 158 | [
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EAP-FAST ¥ TLS 74 B BB 4E EAP I, GHE =/ MM B :

1R B - 48 205 5 43 36 4iF 1Y) Diffie-Hellman B3Y (ADHP) A H A 44 A 454735 i) $E3F (PAC)
(R = a8 SE AR IR & Bt

2 BRIEGSTRBL - ) PAC IS BRI
3 SRR B - B IE RS A R P AEIE (AR T AR B E TS EAT B BRIE

L IAhFEE EAP J7ikANR], EAP-FAST 324 N NS 522 IR RN 985, m] B ARy o) e
ANy, ARG, B w] S A RO &R .

fic & EAP-FAST
* EAP-FAST &

Validate Server Identity - J& R4 25 E P I0AE . A H b I 78 5 BESE R e 5 I AR
BAN PRI AE, I ELAE P9 265 U 1) 57 B 25 0 B SO G R A 25 41 3R TR s I A/ AT 15 A

A\

AR WS AT, I OR(E RADIUS JIRS5 e L 238 i IR G5 Ak 15 A 35 IRk 55
S IRUE Y B2 (EKU). >4 RADIUS JIR 452575 5 43 46 UE 39 ) 4 LG
(IEAS AR B 75 77 S I A Z0006F 19X 2% 7 1) 1T 51 473 96 A5 P I IR 254 54 0 6 i st
B

Enable Fast Reconnect - J& & 15K H . HRAE EAP-FAST WK & B 47 56 F 2125 1) PR AP AL
R PAC (ATAREBRNISEE) 1 TLS &ifkE (AT Rk rishEs TLS

$#2F) . It Enable Fast Reconnect %0 i FH 825 H X A FRAILH o B60E R 8 HARASE I Wip
—FRHLH] o

A

FR O UHENL PAC LRI TLS #2F, o NSl . Shds i jn /4%
PAC ZHURALHE,

A

i¥#  Disable When Using a Smart Card £ IE T F F IE AL .

« Inner methods based on Credentials Source - 7] 1E%84F FH 25 18w 31F k4T B 43 6 30F .

i EAP-MSCHAPv2 5 EAP-GTC (1) 2% Wi AT B 38 uF . EAP-MSCHAPV2 $241L4H 5 {77
IOAE, SRR b RIS AR AT B A B . W R B AR BB 50 IE e IR A
AT G IAE, ERLE EAP-FAST HH T2 G0 50 UF AL, JF B30 IE RS a8 1E 1.
EAP-MSCHAPv2 fff FH & T 205 (1) NT W& A5 (B - N v, 8 B SRISAE S0 7 1 £ s
JE A W SO E A /D NT A E B 565 . T %0545 EAP-GTC 1 LA SO Atk
A IGAE T, R AE AT DU FH B B USOHR B B AT B 3 BRI

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i
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USRI T30S I A BT i, Al T — AN BRI TR e VFAR 2 3 4 U6 IE 1) PAC TR -

Authenticate using a certificate - 2 i FHUE S REAT SRS UERT LR 4k BRI, LA
WSO KR % P e S, ANAERRIE N RIE R P il 15, BiE A EAP-TLS 7rpgiE ik
R Pl .

14 AT EAP-GTC #EAT 5 43 Bk

* Use PACs - A LLREATH] PAC MEAT EAP-FAST S 5iE . PAC & 73 K 45 % ) i LA AL M 45 £
By A A AEAIE o

Y

AR EEH PAC LI, BN K2 S 50 UE RS A% EAP-FAST f# ] PAC. 7EMH
BRUCIEIUZ /T, 15500 B0 B0 0E e 45 85 A X EAP-FAST 1/ PAC. &0, %)
S PR A S AE 2 AR AN S Tl o 0 SR A U0 AIE AR 55 2% S RE R I 5 0 I0AIE FY) PAC A
fic, SRHESUEEEH RS SO IUEI A . AR S0 50 AE IR TR B AN 501 AR 25 7
ETS, AIRE R VF AR R Bl 3T ¥ Mot

LEAP iX E
LEAP (B8 EAP) LM, i T RS IF i (EAP)HELL, HERITER, B
L WEP B 224 (1% o
A

AR LEAP A YR L, BRAES b v S o e S s g o 3. R I ] EAP-FAST. PEAP
o, EAP-TLS, ‘BT S 56AF 7 AN 5 32 7 il

HaeHTH P S 50AER) LEAP W& :

VR R SE T S - TR A REFE R TPIRGS . R A — P FRE sk, SR IE s it
ERLEILINA

THZ AT Cisco LEAP Jilil (¥ ML BG LT R P40 {5 R

TE S ) 48 1= 31E
7E Networks > Credentials FiA%H, $i5 @ & A0 H H 7 F/ERHLE EUE, I FLACE 2 54T RS 2 50 Uk R
.,

EERARFEIE

EAP XHE W REVS K 2 P EAP S B0 AIE 7 v, L AR B4 B0 UEZE R 1 S AT REAN IR (ot & vk 5
ML IR, SRJE2H P S uE) o B, X5 nT §E 5 AR 5 43 nouser@cisco.com LUKt £
L E6FTE SR K 1% 5 cisco.com EAP k4588 . 1B, —HEWE TLS &6, SEEIMnlfemiR S0k

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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johndoe@cisco.com. [Ktt, RUAGTEIE A P (19 S 4 L 0RG,  HARSUEAA @ VLHE, BRAEHEEA
B B E e 45 2%k

AP ER, M T [username] A1 [domain] (A7 AR, 3G H LR 44

« W RE T wuE A T SR B UE - A5 X509 GE 15 3R [username] F1 [password] 1) 547 7F{H
MR T R VCEC S NI A g o i tn, Wil H P S 5AE, S )& userA@example.com
(H:H username=userA H. domain=example.com) , XFiIHHGMHHKAL, S0
hostA.example.com (1 username=hostA H. domain=example.com) , 443 #7 LA K g

o DR SEHE T RS (K 5 3 B »
SubjectAlternativeName: UPN = userA@example.com
Subject = .../CN=userA@example.com/...

Subject = userA@eample.com
Subject = .../CN=userA/DC=example/DC=com/...

Subject = userA (no domain)

o IS FE T SEALIE A 3 4 B E -
SubjectAlternativeName: DNS = hostA.example.com
Subject = .../DC=hostA.example.con/...

Subject = .../CN=hostA.example.con...

Subject = hostA.example.com

 UEAREUE IR B T - I S AN B4R RIS A (R
* MR SR R GUARBGIE S - MBS AR BRI (LA (11
s WA - BRI AL
fE Credentials i, f&m] AR E H 06 SCIBC Y 48 EA T B 0y 36 0k P 5 (14 2 AT

UK

58 SUZARG G B S0 o 4% U7 1) i BRER SCRFBL R 5 63 o 7 1A X

* [username] - 455 H P 4. WHER A S $i N username@domain 5{ domain\username, U3k 3 2 4
FIH

* [raw] - SE LA S NTR € FH P 44 .
* [domain] - $& & FH /' ¥ 2% 13k
Fig 7€ M (R RS DR 1) S A B

WA PR PR 2 TEIE B SRR, IF LAWISCW N, 1 TG0 /5 58 S ME ORI B S AR J0iE . X Le o 1] REIE 2]
W A EL B

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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* anonymous@[domain] - ¥ & H7EREIE JrvkH, A DL SR EAE I B H Sy o 7ENB T
R, R ILSCH P S R Z R S

* [username]@[domain] - J F-IEREIELL 512
AR DISCRIERZ ORI IG5 e WA AR SC 5 0015 sk almi W g BE 0k, RS54 nl e
SR BT TLS 251 s ERAE S 3. 140, F - ID Wl e REANTE EAP Ik
55 Fi Ab PR ST A
FE3  fRERT S0
AR IEHLP ID BT, W SCE 3 e AR AL DALE B 03 30U SRR b 3 A U 45 .
« [username]@[domain]

< AR S Sebn 745 - R AR

TR RMEZHRIEE R

* Use Single Sign On Credentials - M#eE RGe 1058 5% A5 BRI IE . Wi S8 B iE M, M4
Vi ) A B (CH B M RESS) TFa s Pl GUI $E R EIE .
* Use Static Credentials - M0 SC A G a5 B2 AL 1R 0 268 T B SO A B P A e . an SRR AR IR
W, 28T n) B PR AR AE IO & 2 5 A 23 PRI AT A
AR ESRSTATIT
B

* Prompt for Credentials - 1 1f AnyConnect GUI FRIUCK H 4 H 7 (5EUE, 1B F SCHfR e

* Remember Forever - 7K ACAE L 1R R UE R M, WP R R PN SEIE. 55
UEPR B AE S A IR AR v L3 1D 3E 4T %

* Remember While User Is Logged On - idfH551E, B2 28 1k i d B EiE k&
WE, AR 7S P S AR E

* Never Remember - AN AL UL 4507 1) 87 B 8SAF VR T B AL UEAR S LAIEAT B 40 56 UE i R
SR

WIRS R LIRS N AN UE 15U T 24T S 30 10k«
* BRE R R RGEUETD - W25 1) 6 PRAS A FH AR B4 RGEUE P A X SO B~ TP R B IE S
A PR BB R UETD - W51 ) A ER AR O R BE R R B E 1S .
$I¥ 6 1F Remember Smart Card Pin 2407, i & P 465 U 1) 45 BE 28 104 FH T R BE R AT ZAUE 131K PIN (191 [
KA. WS TR 2 DL T o] I
R PIN OREIN RV eI LR 454 5 (1O B I ]

A B R BT I TR AT BELE LA R e R A, XEGR TR RE RS A RIERE R (AR
I R & $E LR (CSP) A& FHAE R AL FE R (KSP)) o M IIIE BB I il GELS X 4% S 8 1) [1)
KPAT I TR B R B S K E

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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EEEITENEIUE

EAP Y& 0 Ge¥0 [ 2 P EAP S B0 AIE 77 v, JL A A B 47 B0 UE ZEK 1R B il BEAN[R] (A3 o & vh 5
HLS SR, ARG AP S I0AE) o Flan, X4k 0 5 n] i 22K nouser@example.com ) £ 473K
5 B AR K 1 B 2 cisco.com EAP %545 1H&, —H TLS & iG&ub WG, 6F4%5 pl b1 st vl fig 2
3K johndoe@example.com ¥ &t PAltk, BIIE G H 2 (1 S S2 fEORY,  H ARSI A — e UL,
Bk AR 15 70 A H B 3 50 E R 552 1 2%k
ST ENIER:, R [username] 1 [domain] f7 7 #F, LR 4&AFETEH

« AR P il 1 B A0 5 E - A% X509 1E+S JE 13RI [username] F [password] H &5 47 F471EL »

M B IRV EC L R IR o3 B etk B tan, Wi sxd 7 S B ik K i £ 4 2 userA@cisco.com

(H:H username=userA, domain=cisco.com) , XFTT[HEHLE435UF K Ui E hostA.cisco.com (H:
H username=hostA, domain=cisco.com) , N2 LLF )& 1!

o G SRR AL T RS 1 S 4 i«
SubjectAlternativeName: UPN = userA@example.com
Subject = .../CN=userA@example.com/...

Subject = userA@example.com
Subject = .../CN=userA/DC=example.com/...

Subject = userA (no domain)

* ARG R TS LUEAS (K 5 60 S50 -
SubjectAlternativeName: DNS = hostA.example.com
Subject = .../DC=hostA.example.con/...

Subject = .../CN=hostA.example.con/...

Subject = hostA.example.com

R P RPN T B RAIE - AIRAE R GRIUTIE, [username] (& AL AFACR D BE VT AL
YKo

AP SEURTRIRR,  mT AR 2 Pl i) oS LR
UK

TR RIS R OE S NS e 25 ) BEES SCRF LU S 03 i A A5 A

* [username] - 455 FH )" % . WIS P4\ username@domain 5§ domain\username, JIJ 2 ][4 ek 5
5%

* [raw] - SEAHL IR ISR E /L 44

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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* [domain] - $& & H /" PC k.

58 ST RS2 ARG TSRS B

T AR PR IR 2 LB B SRR, IF LAWISCWN, 10 5 58 L ORGP B A il . SR L8 o 1] eI 2]
W A B

« host/anonymous@[domain]

ARG G SOE I SE B AT Rl AEAs)

SE ORI TS S
BT ID BT, WISCE 6y S RESRAAL LU B 3 56 TE S SR B oy B IE A U 45 6 o IR 52 £
PN AT s

« host/[username]@[domain]

AU RS A B SE B AT (R AR

RO 2 LRI B .
* MEHIHLER R - 3R AT R GUAREUEIL .

o MRS AL - 37 0€ AR B8 SR AR I SE b s . S FEIEANE I T2 e I S 4
LAt

W W 457 r) PR g LR PR A A E

FEZE P S SRR UEIN A SRA PN UETD, 00 2% 7 1) 8 R e AR e P s 1t B i Fed e 5.
THGIEBR &R S, FrELE L & DT 7 BORIE I £, e it SRk
kS,

IR Z AU A AU VSRS AT UE S S5 UUDLC, W ACE 51 S R P S e 5 A G 4t
ITHER s AR E A (B, REARY, REKABSAAMEAES) M. QRZAD
W EAMRNEES, ACE SIHER R F AP KB R —NIES.
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PE1
P®2
PR3
PIR4
PIES
$IE6

T

Network Groups & 1 [ |

UK

M AnyConnect it B S gmfE a1, EFE “M4E” (Networks) LI <.

PR G 4R 1) A 2%

EFE “IX&EEIE” (Machine Credentials) £ .

TE DU HS, e “fEFEPR BRI (Use Certificate Matching Rule).

MR FB” (Certificate Field) Ty, w8 S 2 541 .

M “DERL” (Match) TR, ffEMRETUEFEOERILE GFET) BBl ILhs (Bfs) .
e “HUE” (Value) FBh, HANIEFHE R &AM

B & Z 5 1EAR S5 2R 30 IE AL

L1
$IR2
I3

SIE4

J3 EAP J5iLICE T Validate Server Identity S0, Certificate THIMR G VF R HC B IE 1D R 45 %8 BAZ AL
B UFREIN o B E 1 25 SRR 1 1 UE D IR 25 2 BRI DU A3 RS AT

T SCIEF S5 A AR, AT AR D3R
UK

7R Certificate Field Il Match ZI[¢ nJ i W& N, sl N RLH7 kI FIERE T 75 1 BE
7t Value Bt i A fH
£ Rule F, riili Add.
E Certificate Trusted Authority 7 b H, EPELLFIEIL —:
* Trust Any Root Certificate Authority (CA) Installed on the OS (CA)) - U1 IEFILIEITN, [ORA M
T SALEGIE A4 DA R MR 55 28 R P BE 50T
* AFEHAEB UKL (CA) IEFS.
ER W RPEFE Include Root Certificate Authority (CA) Certificates, NJAZ0 ik Add ¥ CA iF

PEANBMCE . S I IEAE N Windows UE B EH 3 H, 1EH] “Base 64
encoded X.509 (.cer)” £,

Network Groups &

7t Network Groups & FIHY, 1] [a) 45 52 IR 20 20 e W 4838 0 o 0 142 03 AL 1 22 T AR 9

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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Network Groups & [

A RGERRR, ATECERI AL . UECE T 2RI ER IR, B i T DAL E SR
i IR 45 5, BRI DI . FEXEEE LT, A n] DR S T I
I] o

o {7 AL PTG B R A B . A TT DURR R 5 2R A5 FH A R 48 B Y P o B, R e A Al 2 A
G (i s ) [/]— X IR T D ARG g P4, LER el 3 9 2 91 3 X m] A PR

VRN 73 B AL — 8l 70 T A SCHTPIZ8 R B DT 9l ke P i P e sl o 9 2% P S A F
T LUK R 26 52 SN A2 R I 2 o AT BEERAE I, I E0Hs s a4 JR I 2 Bl o0 vh o 3 23Rl 93 A 46
ANTCL 2%, AEIXFH Y ) 2% b I BEAT HE P 2hi

P AR R M S AR T AN BRATEOUY, SBIRE 4L, WURPTHT SR 2 4R 4.,
JP AT A B 41 .

UK

M Fr ARG — A
1EF¢ Createnetworks i RV A P AEIZAI PR ML . HE G, WSO E S eI, 26 )
EERAR o M R - G AT AT I 286, X s sl FH - 78 o — N A DB N I 48
EFE See scan list, PIAEH AnyConnect GUI K iZ 41k ik sh 4l i) o F i & P BB YR .
B, WEEREERECARR I P A FE R R i, R P R ANE R RIA A R %, VPR
GEESERPIESY LTS
ER XERENHET
4.,
A A i S A AE & Sk IAFE Group N H7 413 R RE 4L di AR BRI 25 Qi SREBE N 28 CUF8 H 24
M) 2 s BB . MEOALLEAE g, N s N (] > $441) .
AR MY, AWM ER AR AME—, I, AT AR E AN EE 2 BT
[F) 32 7~ A4 BRI 5%
A5 FH B S RH S 7 Sk B e 2 TR SR U



%6

fi

fe & K in = £1F4h

AnyConnect %2 3% P bl ASA 322 VAN BTHUNT ISE 283 22 VA AR . IX P MBEELAT
A Cisco AnyConnect % 4= A2 ) % ) i (it 1 P4l 2 £ LR J7 2 5 S Ehag,  Bilin L P2
M I A AL A o AT LR 28 A B L 22 26 15 B, B B v A
JHP AR, A G T LA E ARG It

ASA 3% 4Vl 55 hostscan_version.pkg fZE/E—i, JF# & KR TN b 2eke TR E R
4. BimaEEs R RS BN . AnyConnect 4.0 $24it ISE Z¢ i &cAVFAL,  PRIAE T LA
FEVT 0] ISE 428 Il iy I8 488 B 308 — AN % P iy, T AN L3585 AnyConnect Al NAC fUHE . ISE & %2 41T
i — AR, FEAVEFIOME 2 A 5 5 AnyConnect 7= i (GEUR NS 224, WL e 5
#8%6) . HostScan it L4775 AnyConnect #4510 4.0 it 2 AR RARA T, AHIAEH P /7 22 b e 36
ISE 23 22 4 VRS v AT 2 7 o oAl o %50 7 it A S i 345 26 0 22 A VA ZESR RIS . AT 0 22 A vF
TR B gl B AT LA, R VP Al 46 %klﬁlﬁl%lm SR ISE S B e K 2 15 6
B, B O 2 1 ORI TG 5 2R

M, HostScan KT Ik 55 Fui vE A, b ASA SUERZ i@t (Bl RS, 1P Hihk, E
BRI, AHUEFB AR (P, i HIX 2@ P HostScan iR [7]. R4 SRS DAL 4720, 50T
DAA IR L8 LT SRHUE 5 2 A v 46 S L R i B4

-

HEBUANEDRS HostScan 55 ESS iy 22 A PPASARELIR A AT, PRh PR AN [ 1) 28 3 22 A PPAS AR HLE
AT I 23 T ORI 4 2R

PAR 7 HostScan SCRFIM ISE #8322 4 VAl AN SCHF 1 28 i 22 R VP AL A 77 2
« EHl4
* IP Hhhik
* MAC Hihit
* 3y 5
* OPSWAT Jii A
* BIOS 34115

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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ISE 2&im % £ R IR AT ¢

AN K
A S R R E ) SCPFRY 75
S B

* ISE & 2z P RIER AL DR , 55 168 T

« T AnyConnect ISE W (K345 , 25 171 1T

* ISE & 2 PG FPIRA » 28 171 1

o« A ERIERA, B 173 T

o AU AT H &l , B 173 W

o LAV DSORGB, B 173 T

* OPSWAT SCHFIEI% , 55 174 1T

* ASA Zui VBRI TR , A 174 1T

* ISE #&uiy e VPN L & SO A% 5 2 177 0t
FRIAR . 5 179 1T

ISE 22 im &2 1T IR IE AT B2

i

23y

ZiHEEE

ISE £ b 2 A VAL LR A8 T OPSWAT v3 JE AT i 22 A PG KL 2 o 0 T I 2 22 VP AL 2T, AT
AT AR RETH AT PIT AT R 1 P R 1R i B R AN o A 28 i S IR 25 D 2 i 22 A DA R S B R
(AL SRR 2R

W AR i 22 A VEAR A A B A T B AnyConnect RS 462E,  H R UCEE &, HAn R T e, £

LAV AR AR . W SR A S 2 2 A VP A A AR R R AR AR IS RN R AL T AT
sRAPEEOR, R T VTR . AN, )R] UHORr R 3h 280 2 4 PP A BERE .

(ORI UE AP SE Y

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

WA DR G817, DMRIEM s R A iit, s FRshlr. &0 BI7E AnyConnect Ul
(1) ISE #3224 PEAL B P 73 siti Details, AR I3 (1) P 28 F0 BN ) 4 1 75 (0 SE 0T Sl
AT FARG MR D419, BoR R B EIH o It System Scan Summary: Update Details
TR R R RE P T ST I (R AR AR IS ) AT AT EESR RRAS DL RGEA MRS



BB ZinR £iTH

)

Ex et S UIVI |

System Scan Summary
Update Details

2 Update(s) Required
Updates are needed on your computer before you can join the network.

Updates

Required
File Existing Click Start to begin
File Existing 2 Required (Manual)

Optional

3 ] Notepad Running Optional (Manual)

'File Existing (Required)

Test.txton C:\

373454

PR 5L AT ARG B AR ISE 2 2 4 VAL I AR 45 RN S 7R IR ) 48 FH Sl o U7 LUK I, B F/ R
FETHEN VLAN [R5 i) AL BRI T - o 20045 52 0 A7 0 75 4 sk R 4% 1

A R R RRTIN, A kR Skip BEE) T —DHRAE, BkSE Skip AN DAL T AT F A RO, A
AL LU TN R) 2% kI v 328 b R BT R DR I 285 U ]

TEANRUG  (BRTETC AR AR AT BRI A 5D, 8 nT AR B nT 32 A R il g e BRI
R A R AT 2Ty ), AL W BRI ) o FE RS 0 AR Bl AnyConnect UT [ £ i 2 4 F
fl BB 4> 25 7R “System Scan: Network Acceptable Use Policy” »

HARGE R, AR B RS BT R A 7R Done IRAMER A RIEHE . #MEUS, AU
ISE ik & 2 A v Al 4 AL o

e

1T Symantec 7= 5l 2889484k, M Symantec AV 12.1.x JF4f, ISE ZAVHL AR IGBE

T BTN

AnyConnect 4.x fil Microsoft Z 4t H /Lt B BLA (SCCM) B2 1A FE A T AL AR T8 BEAS & A
AT PN, e A 2 L H AN T HOIRAS S, DA OCHE Windows #:E RGN T Bk
W, Aol Ab AN, T S AR IR E

15 & http://www.cisco.com/c/en/us/td/docs/security/ise/1-4/admin_guide/b_ise admin guide 14/
b_ise_admin_guide 14 chapter 010010.html#task AOE2F8D2BF5F4F2EA75B6E6E67CA393Dhttp:/ T
(e ISE R B SRmE 451, B3 &G http://www.cisco.com/c/en/us/td/docs/security/ise/1-4/

admin_guide/b_ise admin_guide 14/b_ise_admin guide 14 chapter 011110.html#reference
E6D05562981847AFAC2BCE9D1E4A22F8 T fift 5 JAM | FAMBUM SE 245 .

EfMHE KSR

LI ST T T TR BB G , ATRE RS T B O3 C B 4 Ao 8 o U EA T FBT DA o
W FP VAL 28 0 2 A VAR B WG 28 i 2 A PPA R A AN Al QRS B DAC L TN IR,
DRI ER R, P IS Rk . e EBCE M T R YRR 2 A
FERIF LT BT ARTE B TR 2 TR 2K ) o fEMIR 2 2 PP RR T, W R & im R
WAL A SRR, A AN G . B DR 45 R B D) Continue Logoff 2k Remediate, J 1]
[ % 10 E A S Nl S TR = v 1 T

Cisco AnyConnect £ 5)% Fin EI2FEM, WA 42
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ERAE UL R, ISEULZEMI I RE. WROG R —HI Mt s i fig, AR 1 21 24 /N HAT — JCIRES
OB 2 AN

S & AV ALY, ISE BR4s # T CLog kit 2o 22 PP A 2, BB Ra 8 T AR E.
Hk e ohae, WREIR AL REL v, P A RS M4 R IEIR . ISE 25 %
2PN FE 2 R I ISE k4548 Ja LRI ) UL AGEIREH I, Fan RGE TG 75 ISE UI (Settings
> Posture > General Settings) 11, & 0] LL¥RE W UR-G FUPER 2 )5 2 K I (R BRI IA k) 20 22 A PEAL S0
RS P NN B O U2 5 —, N REEG AR .

e

i e 22 A VPAS LTI, AR ISE RISl &L, Aoy MRFPRES A0 A FUIRE -

VLAN !5izfnsEin

A

SELeyE A PSR ) VLAN 851 99 K120 A 128 5] R0 1) ) (K 2% Sk B ISE [KHAUE B (CoA)
T8 VLAN B, &0 (Blinaifsab) Wil S8R A E . N2 VPN 830 a1
VLAN %, 157E ISE £ 22 & VPN & SO S & DL N B

* VLAN Detection Interval - A & AR BRI VLAN B 48 (05 DL A 45 2 A 28 o 4 S s ) [R) 58 4%
BHohAE 0 {HI, 23 VLAN lifs. 4T Mac OS X, Bt e bRl 5.

VLAN W #57E Windows Fil Mac OS X _L#B ] 5jiti, {HLE Mac LAY AR 4 VLAN B 550 4
TS, W VPN T acise (1% AnyConnect ISE #Ef2) Kigf7, ‘A3 .
HRERI R 0 F] 900 7.

* Enable Agent IP Refresh - RIET R, ISE < [r4XEE %1% Network Transition Delay {EH. £ /5,
ISE Kt [ A A 3% DHCP BB, AR JAACHESEHT 1P LUGr 2 S5of i) TP Mk

* DHCP Release Delay and DHCP Renew Delay - AT 5¢Hk IP Jill 1 F1 Enable Agent IP Refresh &
1% Enable Agent IP Refresh i HE HUL{E AN 0 I, A AR BOER, S5
IP Hihik, SRJE5EFA— @AM EITIER . W VPN COEdE, ¥ A3h2EH P Kl .

* Network Transition Delay - 4 VLAN W= 9 ACH 28 A5l 5 H (75 Enable Agent IP Refresh &L HE
O I . BEIEIRAERAE T VLAN I8 N2t 45 ARRILIE 2 IR [A) S5 Aok 8 RS54 00 HE
WA ISERFULAEAILACRE, W R AE ISE I Frif () 42 Jey e B BEE T Network Transition
Delay {8, ISE %3 %4> PEAN TG & SCPF gm0 2% b (R F 28 26 2

e
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* £ ISE )7 i P2 e T VLAN B ?
WMORCE, REAERE S A T DHCP BEBUEIR MIZT HEIR ?
AKX IR E AR 0, e AERC & S k& T Network Transition Delay ?

FiF 7 7 AnyConnect ISE 5 AU {E

BT8Pl LR, FEWIUR 2 42 4 DEAN ST VAl 5ob 2 8 AN i #24, AnyConnect ISE #8342 4= VT
fl e aT e KT

)iﬁ)j' I3 AnyConnect ISE - f%jﬁ”ﬁﬂéﬂ‘ﬁ’]‘/\ﬁﬂ%[‘ﬁﬁﬂ &), F P o] UG AnyConnect ISE.

SINL R AN P IEAEREAT IO, E U Gk 2% L il LIRS R I 42 Y B A
ﬁ WA T8 T A, *%WﬁRWT E L E A 3. )G, AnyConnect UI )¢
i A VPN BRI 7 B B RS

ﬂkﬁfrﬁj‘%%ﬁﬁ]‘ T4 A2 24 iy 22 A VP AL LR IR B SR ) SR — i PPA RS Bl A Bk
o FERZENEFT VPG, I DR B P25 BB o TGS T 280 22 A VPG, 86 T R 1 2
ﬁE%B‘%?M%iﬁ T LB

© L0 22 A PPAL R A R v LA - ﬁﬂ%f%ﬁ“ P22 A PG RS AP B A O H AnyConnect REfS4K4E,
R RSB N, (HWUER AT RE, 2 s A vPAl R AR 4Rl SRAE 5 i 28 g 22 4 VPAt e 25 3413 1)
HES, R AR AR aC o R ﬁui‘ﬁﬁﬁﬁﬁﬁﬁﬁﬂﬂﬁﬁjﬁ 4%&'?]%!2%1%‘%7&5@0 0, AL
HUBT A 2h 2 2 A PG BERE .

o FNROS R A - AR RN BE T H AnyConnect ISE #8322 A VP Al LAGkZE, FH ik
BEA . G0 R ANROD B 5 A5 IR iy 2 A PPAL B K AHOC,  AnyConnect ISE ?@ﬁﬂ”ﬁﬁé
ﬂ‘fﬁ/{ﬂ?ﬂ:?l‘ﬁiﬁﬁ R RN ROE 3R 5 BN 7] 1k 2 22 A VPA SR AH O, W SR gk &

— P ISE R ISE Zebi A VEAG AR o W P R R, BT AT B . &
J”JJ FH P AT DLUFE B A 8 ity 22 A VPl ERE

o BRI SR TE 2 - P m] e BRI P S B0 5 2k 2 A5 AT 48 U in), 53X ISE iy 22 4 VA 22
IREH A ISE. 24 ISE £t 2 4 VAL #E N 8 R B U, AnyConnect U () ISE 23 2245V
it B He s o 25 7R ISE i 22 A VAL R A .

* AnyConnect A1 ISE Z [A] (I T K - 2805 A & FIF a7 W4 U I BCRR e, AT RER A 45 vl
WIZARDL: 8] REIE 2 W 2438 58 4 RIS DL, ISE PIREVERE N I%, ISE A 2 A PPl n]
REL LR (T ii@ I . T3 E)H55) 8 ASA JGTH ) ISE Al Z: K VPN f&iE

ISE 22 im & 21HE BVIRTS

* AnyConnect ISE %35 22 4 VPl 4% TIUY 1E 7 38 AT FIBH 1 W 25 5 ie] I, AnyConnect H 2 5[ 1) ISE £
Uity 22 A VPl B 2O “System Scan: Searching for policy server” o E Windows 1T:45 5 #1 #% 5 Mac
OS X Rt H &Y, Bl LR BNZIHFEIEREZETT. W ZRS ARIZT, AnyConnect ] J FLTHI [ ISE

i 22 AV He i 7R “ System Scan: Service is unavailable” .
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r—}. Cisco AnyConnect Secure Mobility Client &l_lﬂ_h]

I ——

Connected to ASA-V-AAAA

— ASA-V-AAAA Disconnect

00:00:15 IPv4

) System Scam: ISE
‘-L “ Posture

Searching for paolicy server. ¢
‘ g Tile

N This could take up to 30 seconds.

& @

373455

W25 54k, J Bl R IR B o A ] AnyConnect ISE 83 2 A VPAN I, 40 S 32 B8 L1 IR BRIA 6 Pl A A2 B8
MG SEAREE R BRI RS . B, 2 WiFD FLEEE LAN 38, REESEH AR, [FFE, W
B OWiFi 1328 LAN #573% 8, /)5 WiFi WiTiEs:, WAHEAS TR B sh k.
7E AnyConnect F J* S 1] ISE 235 22 A PPN B 1) “System Scan” 2 )5, 18 0] BEH L LA IR
5

* Limited or no connectivity - REATKIN, KK AEE:. AnyConnect ISE £ 22 4> PEAL AL

A A8 1A W9 28 o R A R 2 b AT AR
* System scan not required on current WiFi - RHEAT R I, A Ak B4 22 42 ) WiFi. AnyConnect

ISE 3 2 A VA ACBRANAE LAN. JB& Mg (A 802.1X S 4eik) LLA& VPN EiE3ghk
Mo WiFi Wl EeA Ay, Bl i e AL & S ks OperateOnNonDot1 X Wireless A 1

BT % IRE.
* Unauthorized policy server - =155 ISE W25 11 Il 55 2% 44 FRALUIAVLHC, - PR akG 99 2% 5 i) 52 R BGAN
FEVFUT IR o

* The AnyConnect Downloader is performing update... - FEFEF M, FILBRGRA,. T
AnyConnect FUE, JFHAT LRI

* Scanning System... - F 4579 7 1 S (AW ARAF 22 4™ dto 15 R Bl e WERAE M R b 2% 5
S, ARER R A Bl H B SRR, I HARZS R [H] 2] “No policy server detected” »

* Bypassing AnyConnect scan - 50 & 4 1# FH Cisco NAC 1L,

* Untrusted Policy Server Cancelled by the user - #£ AnyConnect H /7 S = {# F] System Scan
Preferences 310 U PHLILIE B B Z A5 RSS20, 50 & 1 & B AnyConnect 302
7 22 A S T L 5 T Cancel Connection I, ISE 2835 22 4= PEAN I B2 B8 5CK i

* Network Acceptable Use Policy - Vi 0] 241, RINE G I He “ ez Al Simg ” . fE4a
ZBUR AT e 2 P EUN 2 17 32 R
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* Updating Network Settings - 7E ISE ] )" #L1fi[¥) Settings > Posture > General Settings H', #&1] L5
SE W) 248 2 it 2 T) I R AR TR B AR D

* Not Compliant.Update time expired - A K5 & I 1] 23 3
* Compliant.Network access allowed. - #M5¢ . System Scan > Scan Summary th 2 75 R3S 4 58 B

* No policy server detected - FEANE ISE 4% . 30 #h4f )5, ARBESIBABERM . BRIA 4515 ] ABR A
o

HIF % FH P

M2 40 ) ) I o B 28 i T 3L 52 P 45 46, AnyConnect ISE ANSZRR UK i 22 21 FAl . iz
1T AnyConnect ISE ({1557 ] /7 (KPR S BRI FERIN - RS E Wiz T S A5 AT (K 26 5 AR, 128
iR A FCAR P 7 AR R AR I 2 U7 TR AL o DA Bl kR AR R 00, 4 B 5 AT AR i AR e vFOR R
RN ibRYIL

ZEITHER HERICER

X1 ISE i 24 Vi, FARR B AR R GG H & (Windows G+ H G A A 435 Mac OS
X %/JL EI o )

X} T ASA &Kt 22 VAN, AT RIS A SN ARG H & CIE Windows)  FIZEA4 A F 4% (Windows).
B nl e SRR 5N H & S

ASA Ziiip 2 VPR BT e 2 i B = A H AR, BRI T4 E R Ge . BLR IO R B AL
(Web Ji 88k AnyConnect) :

* cstub.log - f# FH| AnyConnect Web J& ) i 3k H & id % .

* libesd.log - HI{# FH ASA %3 22 4= VF Al API ) AnyConnect ZiF2 A1 . P4 H AR H &l k4%
HNEE B A H K

* cscan.log - IS AR AT AT AT (cscan.exe) MIAIEE, 7& ASA Zii 22 VAL E 2 & Wik
H AR H sk g ic & S A H &

EERR S HIAVE

X T ISE 280 2 A VEAL,  FEAF A5 2235 1) AnyConnect WA 441 Sk v, ILH:EHE‘?E/%
AnyConnect FFRa T TN H AR OCH P AL IE . Web AAH S5 NAREN ] H &

AT HERR 2344 ISE 23522 4 VPAL ZESR SRS A PEAL R 1 SR 3 2wy 28 1 ASOR] A P ) S S
P, A SRR H S XL H SO OR B AN BoR H o FRLe 1SR (il
aciseposture) , AJ [ B UL E S ECE . H UL HE& /J\%?ﬁ%)\(ﬁ/ﬂ

B UERE SRR AL, AR AN BRSO, R A AnyConnect PR BEK—FE .
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X T ASA i VAL, SO TR SR R LUR H sk
* (JE Windows) - .cisco/hostscan/log

« (Windows) - Win7/Win8

C:\Users\<user_name>\AppData\Local\Cisco HostScan\log\cscan.log

OPSWAT &%

OPSWAT 7 FF RS B R B 85 S )R A RN 917 K B 7 FH R P2 i A4 Bk S AR JEL . HostScan
S OPSWAT API Jii A 2, i ISE &Kty 22 4= VP Al A MRS EL 57 FF OPSWAT API FitAS 3. XM RA
TE L 27 TR R R DX 2 A 2 Fe (e g 2 4R 28 S A, T IROAS 3 47 2 A 8L Al T

i (zip XD &SSO OPSWAT A B THEUF2E 4, TEAR SR8 A i Hs i T 44

AT3At, HERRE BTS2 4 o 0] LU H Microsoft Excel. Microsoft Excel Viewer B¢ OpenOffice
mEREK.

133 (ISE 8¢ ASA) FNZeiy 2 (A R A G AFAEAIERCHY , OPSWAT & TR E b . 1K EETH4)/ [ 2%
SEREIER, R AZET, OREEM P, BT B Sk E R ] .

{F AnyConnect i/ 4.0 Z #f, OPSWAT #3014 /& HostScan ¥ LA —3 4, FEFJH HostScan

GAREFE P T 28 . AT LA cisco.com %% HostScan S, BUALE B aE. S [A] 44 R
KN FIF o

X AnyConnect A< 4.0, OPSWAT —HEHISCA 2 E R — DA R AR, BB Cm s
FEFP,  MALTAL & (R R A0, 2 B P AR

1 OPSWAT JitAS 3 IR PERT LA _FAL ) ISE, #8n] DL ASHY SO R Ge sk i #2l i ISE 3315 URL F-3))
N3 I1SE.

ASA &ime S 1 IR IZ 8 Th g8

-

HostScan

HostScan s& 7E F P I ASA JE{HAE G S B 2238 B FE B 25 L R4S . HostScan HHFEARRE L, £
Ut PP AR B 1y 2 28 b VPR A AT 3= 2H Bl o
)

I8 4F AnyConnect iR 4.0 Z /I, HEAAIHGELE hostscan version.pkg LA, AZ04E ASA HHY
HostScan BAG N 557 95 F1Z SO A BE3R TS HostScan ifigo LR A0 1 i 2z e
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BB &ing £1TE
HostScan .

HostScan 75 2 37 ARG % i SSL VPN 5%, AnyConnect %5 /7 3 43 16 AT A 2 F2 38 25 L H B U A
RGNS
#5346 v] UKL S HostScan LR 5 £ INRF @ Vi Re . SCHFRVECE 38 H . e e g iE oy 2 B AT Bk By

ATRIBEIL, 485 1 ASA RKHERT BLADCAM A AT IO T SERL, A SERLRIASEH AL, 20 Bt
AT T VR

AR OGSV E EAR EIRE AR B AT . HostScan A& S 80771 e M kg 2 il 2 1)
B EAAAEAT 4

HostScan 125 HA0IR [FILLF HADAE, TR CRCE 1) DAP 28 5 FREA T PEAY -
* Microsoft Windows. Mac F1 Linux #:1/F &4t
* Microsoft £1iRFE% 5 (KB)

s WA RIRBMESA (. BN . MACHiHE. BIOS A5, S (k4 EH) . TCP/UDP
uig 5 BRRARY RN 2t PEAL COPSWAT) FRRRA

iE®  HostScan & 4EF % Windows % /' iifi /2 4L Microsoft 5 F 5 5 (45 A (GDR) 155 & . Al4s hie
ARG ZABHFET o RS IAS 2 b Jg P F AE DAP B (AR RMER) R

Il)a‘
E'iE

i 1 {h

LUV /& — 0 HostScan 47 JEThRE, W T8 A m F2 vH 5L b B A7 AE K B9 5 A0 S R KA
ﬁﬁ A U BT LA S 7 K dik o 7E ASA [0 2315 2 Be A 2 sh AT 1) S ms (DAP) 2 1y, AT LA F 1 B
IH A He £ Rl R B P EE K

HRVEAE R, 50 Cisco ASA %1 VPN ASDM I B 15 16 1 5 AVj 18] 5%

=R &It BRE. RIEEREFR K IE

7F Windows. Mac OS X Fl Linux S0, 40 S8 e vr s g 0 5 s R, g o vEAG ml LS
AR S BRI B K s R4 &5 54T TR AR

Bhfm e - AR 2R T (KX L
* SRFISCAF R GRS - oSS Bl 2 A

o SR 7 2 SCHERT - P SR 0 7 08 SCAE e 28 i VARG 15252 SO R BN AR BB, AR 75
SCHE B
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)RR A - SR (R TR A 5 SCAE T 20 2% i DA E 5 SRR RO R T, A e T e A
SCH B

AN B K - FPTRCE AT & e S S VA INC L P 8 SRR 5 K s v B AR . i,
* Ji R T B 2K A
ol RIS B A 2 DIVASE b
* FHLIE AT I H o
)

FR ORI AP KBRS ) RE .

U R 2 AR B A ST VPN R 5 A8 T Bl 2 S A B Kk e, BRATTIR) 2 2% i A h BE S A2 K2
60 b N A EHT A N H

/7 HostScan B2 & Brim Lz

FE5 0 ASA i 2 A VPR B B HostScan Z i, KB sp AFICE ) “ 42 57 rhaliEof LU R IX
SORY VA 22 A BT B0 w5 I AT RE 2 KX L8 0 K45 D4 iR 3 AT N

« cscan.exe
« ciscod.exe

« cstub.exe

5 ah7si 6] RS &R X

ASA ¥ HostScan Hfie g I 2h 27 i Sm% (DAP) o HRIEICE, ASA ¥ EE K@i 5
Ak AAA EIE(EZLAE B4 DAP (941, DAP {125 J8 P2 Fr i HostScan T i ALIFEH/F £ 5;
(Rl NI N ¥ S 2 E ST R

A LA E A P AL 5 2 AN s MR A R DAP 7 U R 251G B A0 45 1. DAP SR IEIEH] 1283 AAA
JEPEEZON I BT o 20 L P A B E & 25 F )5, ASA N ] DAP.

iHZ 4 Cisco ASA 2%\ VPN ASDM Wit & 674 HF 1 & 5 25 1n) S
DAP #1449 BIOS &5 S

ASA 2 A VFAN AT IKS R FHLA BIOS a5 o #8n] DUE FH 50 205 In) 5Ems (DAP) Feirek b 13T
% BIOS 7415 8 7 5 ASA 1] VPN %z,
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faE7E ASA Ea A HostScan Bt [

% BIOS #57E /47 DAP i [ 14

% %) ASDM.

1%+ Configuration > Remote Access VPN > Network (Client) Access &Y, Clientless SSL VPN Access
> Dynamic Access Policies.

7t Configure Dynamic Access Policies [fifi 1, ity Add 5% Edit ¥ BIOS Ft'E A DAP Zuyi & 1

7t Endpoint ID A4 ll, s Add.

7t Endpoint Attribute Type FEt 1, %+ Device.

i1 BIOS Serial Number SiLHE, 54 = (551 8i!1= (A% T , JF HA7E BIOS Serial Number -
Berpfg N BIOS %5 . miili OK {4771 Endpoint Attribute X #FAE H (1) 5 24

#iih OK 47X} Edit Dynamic Access Policy [ % 4.

i Apply PRAEXT B AR U 1) SIS ) B 5

riihi Save.

n{AI5%EX BIOS [F 5=

* Windows - http://support.microsoft.com/kb/558124
* Mac OS X - http://support.apple.com/kb/ht1529
* Linux - fff ] iy £

/usr/bin/hal-get-property --udi /org/freedesktop/Hal/devices/computer --key
system.hardware.serial

M E7E ASA 2 FH8Y HostScan BR 1%

ISE £

LU

-

177 ASDM Jfi%£F¢ Configuration > Remote Access VPN > HostScan Image.

2 £ 1A B X miE S

I O3 AT DAIE PR FH b T 2 s 0 e i e A VPN E B SO, AR e A ® ISE. B, iR AR
2y 2 A VAN C B SO g B A I B AR ISE 7 S ) Policy Elements o AnyConnect L & 4 %
fEISE AN, ‘Bt AnyConnect B 'E LA S AnyConnect 3R {1 S HOCHR FBIEL . BOE SCAF
OPSWAT FUTA & ill. ASA 1 ISE #8322 4= VPAl I IC B ST A S R s 75 DL S8

< RERYITH
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Enable signature check - WIRES, MIAERBEAT 0 PAT SO 27T, 20 XL SR 28
EAoE- P

Log file size - {QH H & U IR/ FARUE R 5 Mb 2] 200 Mb.

Remediation Timer - H ) W Z007E BE IS TR PN 5E AN R, 5 WP B bR A G . A 2UE N 1
- 300 43P,

Enable agent log trace - 7£/CHE I A A H &
Operate on non-802.1X wireless networks - #7157, 253 FACHZE R 802.1X Tk L% |-
TAE.
<IP UK
h T AT AR PR, TR DL T BT B

VLAN detection interval - 18EEZERHT 2 P oy TP Huht 2 572230460 VLAN 5T 28 1 e 1] ]
M. GG R 0 3] 900 75, HEFF(E N 575,

Ping or ARP - £l 1P $uhil- 55 iR 77 vk . A E 4 ARP.
Maximum timeout for ping - M 1 2| 10 #>1¥) ping #E I I [H]
Enable agent IP refresh - & 11 7] 5 H] VLAN 554Gl .

DHCP renew delay - {XELZE 1P bl B 2 J5 545 #0454, )3 FH T Enable Agent IP Refresh I,
TR E A A RAZAEANAL 0, WACHILAE 7 b FRUY] 1) 3 Y3 3 IR BEA T — X TP RIHT . T RAE R
BRI R VPN, WRGHR AR . A RUE R 0 3 60 72, HEFEEN 5 5,

DHCP release delay - A3 GEIR BE47 1P Kil#r 9404 J5 ] T Enable Agent IP Refresh I, i
BCE M . I RAZAEASE 0, WA TRNE 7 b RO (R 98 AL EAT — IR TP T o G SR A Rt
A 2] VPN, WRIHRR AR . A8E o 0 31 60 5, HEFE R 575,

Network transition delay - A28 {5 % 2% Uy 455 DU SR A7 TH R TP 58 Qg g (R) Y L CLARD
KAL) o HEFEE N S D,

* Kim R I
Discovery host - fCH 0] DU IS o XS T IC B SO gmb 2%, DA A AL

Server name rules - HIHEC ST 25082 MARIANZR, H T2 XACH AT LA 1R
%25 (U .cisco.com) o

PRA retransmission time - >4 & ZE 87 s TH VPN IEAR G, A e e AR EE i ) YE
. BHEEEEN 60 2 3600 5,
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AnyConnect 4% 5% 7 iy UL 1 s AU RN S om Ge TS R F P i ORI o T4 1
ATA FAlAS B X 3. 418 i AnyConnect 2464 11 Advanced Window for all components
bR, Bl System Scan #70H L E LA IE IR

A

ER XEEGUHME R eI R Ll s SRR IR R AE Mac OS X _E ) Statistics 7 1]
o EIELIN T Preferences B I1HY, AN WIHIAE Windows _b— A FIEIT-R 7R

* Preferences - SUVFIEBHIE SASZ GRS 23 01EH:, DMELE FEFEF LS, XA
ANZAGATIAUE ARSI R R 2575, IR “ Untrusted Server Blocked” & . Wit4E
BH1E, AnyConnect A2 FH 1555 9 7100 55 10 25 £ IR %

* Statistics - $Et 2477 ISE £ Z VM IRA (BB E ) . OPSWAT AR f5 B, “nlEs
TSNS FRPIRAS . i e VPG B BeHs AT IN A B . A i /b 3 s DA Rt e o HE o ke 3 A2
g T L T R S s T A oA S5 R

* Security Products - Vj 1] Z ¢ 1 %2 2% 11577993 75 A1 S R) 0 8044 7= b I 1 46

* Scan Summary - FEVF I A ] 53O0 FLC B DL IE AR AR 2 0m 2 0Pl . i, BeE R,
AATTRT AR 2 A s 28 0 2 A DP A (0 BT T R 2 2% o 22 4 PP AR, 28 A R IR AR I

ST
* Message History - 2L 1) RGFCAL R IE R ZORES N B0 7 st %o %07 il 6 T
FEHERREH A .
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o KTMS AR, 5 181 T
o WAL L ATE , 5 182 L

s Mgz H&ICTE, 5200 1T

RTMEE TR

)

R M2 2 M ez, DMERIN AT 5N ocs. B, e e Wit & HTTP. [NAF
Fl Java TG, W “scanlets” S IFATHTIXLETC R PR —1 . KRG, BRIaME 2Lt
Cisco ScanCenter & H [ ] J ] g S 224 SRS 52 R I BT 252 1 P 25 B S BN ] 3232 [
Po XHE, AN UL R D AN AT R A BRI, eIyl O R AL s AN Y DO HE(E
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* 171 ASDM Jfi%£#% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* f& Windows SR T, #ZEF Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
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* 171 ASDM J{-1%$¥ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* f£ Windows HLHLE A T, #ZEF Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
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* ] 7 ASDM Jfi%# Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* £ Windows HHLF T, ¢ Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor.
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* I 7F ASDM Jfi%+¥% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* f£ Windows HHLEEA T, &F Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
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T P2 22 BPIR B 4t ) Preferences.
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* 77 ASDM Jfi% 4% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* f£ Windows HLHLEA T, ZEF Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
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WISAT. Enterprise Domain name 7 BE R ES A, JRFZ W 4% 22 42 U U 6 5K 1Y) Active Directory
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J1 4. 8, i Custom Name, SRJEH0AGEHIH 4. En] AR 45 5 Lo R AN
TR, WKL 1P Mtk Ak 2R E RS 45 . b 44 50 TP ik ] TR AT Cisco
ScanCenter R 7,  LLURISK A€ HIIH P (1 HTTP V& .

b) 7E Authentication Group 7B, A% 256 NFREUF AR ERIALFR, AR5 A Add.

4 HTTP i 3R Rk BB RS 45 0, Wil A Aok, I BB RS 4 B0 R

A4, MRS 5 e I PR OCHR IR, HTTP Ji b T v i RAE R AR B R 25 48 b AR SOR

IR E I, KRR ER AR HTTP 5 K AT &

D AN R T 44 T AR G B TRV, R AR 0 QR R 25 2 BROA KLU HTTP R BEAT 1L 9E

SR8 DRAFML L ) i e B

SRMBLEEIRE

P 208 4 4 7 i G SC A ¥ Advanced IRTAR s 22 IUBEE, e TRl 3 B RERHE ) s SCRE T REDTHEA T L

5 5 A N VA S G s AT R W = | - b vk = DA RS s S = R
oL E S gm R 2% 1Y Advanced AR, $ATLL FAES:
* fid & KDF Aoy 1

o PC 3 I A ] it T A N T
o P BB I/ E K A A )
*DNS # 4k

< VA B
 BHLIE R fo VPoR i

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i



RENERe |
B =srszeis

B & KDF fiiffrim O
WIZ KB RE - HESE (KDF) #4808 S AN Wi ) AR I H i 1) PR T AT 3 D F-Re 2 4 i 1) KDF
TWT o o P E% A9 I 55 70 W e S 1) KD A5t W i 11 FS) BT A L
FHiE Z |
AN B, BRSSO B R A

g2

TR LU IREZ — A Bl 48 2 A B SO F 9 B % -

* ] 7+ ASDM Jfi%# Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* 7£ Windows FLAUB, ¢ Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor.

PIR2 FIIF TG 4% 20 4 58 i e SCA o

HIE3  #F Web Security % 4% it Advanced.

9% 4 1t KDF Listen Port 7Bt 45 5% KDF il i 1 .
WIRS  IRAF LS 2 A 7 i P A

B & im O a0 4AT T A 18 N &

I 45 T35 ity 11 D) 8 414 IR 25 0T W7 AN Ay Connect GUT 2 14 5 6 HL Ay S5z FERS: P41 4R A% N TR0 B 1) it
Ho

FHi6 Z Hil
AN AZ S UL BEE, BrRARR T s R SR X A

UK
TR LR IEZ R 8 48 2 A e B SO F o s

* 77 ASDM Jfi%£#% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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EEMERE

samgzegs [}

* 7t Windows HHLIE L, #$% Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .

PR B G W 2 22 A P G & S, AR5 i Edit. £F Web Security #§ % k% H it Advanced.
Ym % Service Communication Port 75X .
PRAT IR 248522 4 1 g I B SC A4
ER S o R ERIAE 5300, A2 HT A Bl 4% 22 4 Rk 45 AT AnyConnect GUI 21
aE

e & B R/ E I RY & B (8]

SIR2
$IE3
STIE4

$IE5

DNS &%

PR N A A A TT DA R R 4 2 4 ik U 1P T IR R 2 T (R IR ORISR o W R AR B
A, AR RIERIAE D 4 F0 o Bt B A mT DU AR DT 7] O SR (I8 IR 55, 1 AN e 5545 A7
R I F

UK

I VLT T2 — A ) W 4% 22 4 P B SO 4 i -

* 7t ASDM F-#%£ ¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile,

* 7t Windows HHLI L, #$% Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor.

I L2 G 0 11 I 29 2 4 2 7 i W B A
7t: Web Security #4 %1% 11 riili Advanced.
B4 Connection Timeout 7B .

IRAT WY 258 22 42 %5 7 i I T SC AT

P B SO 4% 1 Advanced TG0 55 ) LA T T-48 B4 R 25 4 B0k 7B IXLERE C 48 DNS
HARNE T R EE.

1]
AN TSR, BRSSO B R A
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B 2t TcsnREgRe®R

BARIRE
Debug Level J&— 1]l E 7Bt .

1]
ANEZ SO BEE,  BRARR T SRR N SR TR A

PRAEFARRIFRE
RGBS SR H T, 1%4% Fail Close LR TGV VR 2= W 45 2 A AN BE IR 554 it ST I B 137
. ¥, £ Fail Open DL R VR &
7£ When a captive portal is detected 71| % ', £ Fail Open AEE TGS Rl 2= W 4% 2 AR EE IR S5 %
AENOERARRI B BRI Z T TP Cln Wi-Fi 05D I SR . o3, &4 Fail Close LLFHLIE & .

A

AR WUR AL BB ANEC B O AR R 2 ] ik, W Fail Close A 23 FHLiE i

H th AT ZE ) B M 4% & 12 10

5 R

FHAXKAMERZEEPiRBLE XY
M ASA G HVB ) 199 45 22 48 i P B SO IR L 23 P 210 28 9 B

K

L1 $7JF ASDM, %+ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

WIR2 RPN 4 2 A% P e & S0, AR5 siddi Export.

L3 W BIARM S LRAE ST . S Local Path ‘BRSO 4, DS 3T SO 42 KRR A7 25 22
A I SO

P$IE4  piidi Export.
ASDM R[S H 90 486 2 42 7 g C B2 SO W SCRRAS £11ename . wspo

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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seamesnmezeEn |

S DART {H4B BRI AE L AW 48 = £ & FimBL & X4

W R T EK 12 W AnyConnect i 5 T (DART) 040 K15 21 RN K P IS, 15 31% [7] DART fRZ6 {0 —
WL R I W 48 22 A P B SO (filename.wsp BY filename.xml) MIBHSCHRAS . BRFE P iR
55 TR IBUBTRI I FUAS

Jict 5 S S AR PR ST A TT B A AR P R 28 22 A e B S0P E s — AN I BRI AL BERRCAS,  SC44
filename.wso, ; 7 —MNNAISCARRA, {44 filename.xml.

I JERHE 7 55 3% DART ARGRALRT, Ke 2l SCA A IR 9 2% 22 4% )7 S G B SCAHAS TN 21 DART 2%
(L

M ASDM BIEFHENPXMELEE Pinic & XH

SISO R 2% 2 A e P NG B SO IR IR W] SC B XML G4 s AE A U E SR B G e ST f
G s SCVFSH AnyConnect M 2% 22 A0 B SO ANSCRFIO SO o BRARSR )™ i SR 53AT W Af
Fa7s, T WA A L B e P 42 4 ) i L SCAF R W SCRRCAS o A P I ROk & A G 05

FHiE Z Al

SPNIZICAERG 7 2 I B 1) W 24 2 A 7 ) i P B S (R N 7

UK

T ASDM, %+ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

PR B AR P 4 20 A% P i O B SO, AR A sidi Export.,

EH M filename . wsp o, 1&[A1F] AnyConnect Client Profile U, 4R i 633148 G BH A SC 1 B i
SAFAFR

#ithi Import.
X 0 1) D 4% 2 A 0 I T i SR ) A, AR5 mi il Import.

SHETRMLER MR R & PinBl & X4

T

$IE2

UK

$TFF ASDM Jf-i£+ Tools > File Management.

7E File Management 5t %% % 4% File Transfer > Between Local PC and Flash, Jf# ] File Transfer %}
TEHER BRI £1ilename . wso 27 3 fiC B SCAHE 4 218 A A S L

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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B 2t TcsnREgRe®R

AWM FzR 2B EF S REHRR

P
PIg2
PR3
PIE4
PES
PIE6

P17

MA S VPN 2065, FTE Mg EA s VPN BEiEki%. B2, 4 AnyConnect F 7 5 FH M 4%
LA, AEL A HTTP i 75 3 MBS a5 ﬁﬁﬁfﬁlﬁﬂﬁﬂ%ﬁ%ﬁ?ﬂaﬁ@

B T 2 W 2 2 A AR i v B R o BRI HE R, 1A H 41 SR B HH 1) Set up split exclusion for
Web Security %411 .
FraaZ Al
* it E H T AnyConnect 2 )7 3 1) 9 25 2 42
o QUEE—ANALTRME, AR JE A &% 22 4T A AnyConnect 7% /7 3 ) — N IEFRIC & S0
R H 2 A EAHE B M A D Re, I HLARRA DR 9 2% 22 4 R VPN [R] I AL T-3ESPIREs, T L E M

2%, UMy HTTPS RS54 vl VPN BRIE . 3XFE, A4S P AEAL Rl s by, 4% 2242 2y
REAREN S5 A

UK

1t ASDM ', %%l Configuration> Remote Access VPN > Network (Client) Access > Group Policies.
HEPRALSRNE, 5 Edit 50 Add 0] GRS 21 5

1%k Ff Advanced > Split Tunneling.

R Set up split exclusion for Web Security .

i OB A B ILAT T P26 22 4 Ay B HEBR R A SR . ASDM BEE B T 28 SR KI5 Rl 51135
X HT 43R Rithi Create Access List, BU# %I4T 415K fith Update Access List.

midi OKo.

ETREEE
IR R (LESE R EAeZ N PR C ORE BT EF S SR TR Ol suw =8 kel AN b N EIRZIE S

ERAERRZMNETEREREXH

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

M AnyConnect i 3.0.4 TFUf, HId M 4% 2 4 F045 %) i i B SO Cisco ScanCenter 45 it & 1] A
W2 e A P b BB . Y I 2 e A T REI T #5 ] LA i (A2 T Cisco ScanCenter Il 554 |
PIFEAETC & S R 3T I W 48 22 A FTAE R I L B SCF o A FH D0 4 22 A TC B S 1R R s B o

U leE SO, AR S XML SCfE_EAEE] Cisco ScanCenter 4585 1% XML U AL Sk H 8
Bz W 48 22 4 A O PR E A o BT E SO N THEE U E RS 485, & idk 2 I 7E 8 /NPy

g HHH]

£ NFEE L E (Cisco ScanCenter) JIi 454 B [FIFr 25 7 i B0 B SCAFR I, B4 I B Dh Be A0 A Vil Uk %
o A SR AT 284 22 4% % v C B SO R IRV T E S FEAE Ik 254 bR S G B S OCIR RVE T UEAH
[, W—H RSS2 b BB & P o e & S, i 4 2 A i s 2 it 2 B shie R &5 45 JF R 808 & -



EEMERE

seamesnmezeEn |

SHTCE S, BRI CAEIR (RS ERT 3 S B SO T2 6T, 45 AR 2 KR
It
AV TIE B DI EAN 8, 1550 Cisco SeanCenter VR, JA 5.2.
T2 AT
- P 0 25 4 A T S BI04 2C L BESC  E A YS
« T 282 A RS S5 T A T 6 P

UK

A ) 2 22 A PI0 B SO S 2%, A DX 4% 22 4 TR o BB (0 5 P o T B S A o 15 P o TG S A 0 20
£ 7 JBRE 2 W 2% 22 A VF ] IR B

FEZ R i C B SO 5 A7 A B SC XML S Ktk S fF EA% 3 Cisco ScanCenter %5 %5 » S AR
S AT B i P SO T T R 4 A i

WA S TR RCE DhRE, MBI Cisco ScanCenter k28 7] _FAE M) %5 7 i i & S I %
BOE SCPE. R R P u L BSOS ANV OGS . R IEAEAE AN RV T E (i, AR 4
VFOUES S, RN IERR ] DU % B DGR 2 S & S04 o AR5 R8T LUl AN [|] 1 F P A
[F) PR 0 7 g P B S A, ARG T o P B E IV e o ] USRI i 2 AN, IRk
B R B BN e SO, F P BE S AT BAY) 4 BAE A/ Cisco ScanCenter [ L & X
Wb ) AR EAS T —, iR IR i B SO A B P i B S . — AN RTE
WG =Pl B SO OE . PRtk 4 2 /MET RS VR UE BRI ReA — N BOIAK P om ic
B

X% A#0/2 A Cisco AnyConnect 4% & &£ 18

ol E AT LR PR SC RS ] Cisco AnyConnect 254 2244 C BRI 2% i 1 (I B g

% A Windows % A0 /3 F i35 28

UK

I PR & H .
3% %PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client 3_1}-3% .
FIIF R L 9k

* BAHILE, WK acwebsecagent.exe -enablesve

L PE, 15T\ acwebsecagent.exe -disablesvc -servicepassword
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B  rPsz2axies

&£ F Mac 0S X < A#0/3 FidiE S
IR 25 B R A R 4% 22 4T B SO 2 i 23 ) Authentication THIAR F L &

gz

SIB1 B3 Terminal N .
L2 3| /opt/cisco/anyconnect/bin Xk,
L3 e pE:

N

* FH g, TE%I\ Jacwebsecagent -enablesvc.

%
fii

« AR L8, TH%I\ /acwebsecagent -disablesvc -servicepassword.

._[

4% % £ HRIE R

Windows

T E W28 204 B IC R AE Event Viewer (Local)\Cisco AnyConect Web Security
Module ) Windows FAFAF A o XA G 45 IS W9 2% 22 A s SRR AR S HE
Lo TREITREAT 234

Mac 0S X
A K ARG H &S G 424 H .

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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fi

BiE AMP 2 HIEF

« KT AMP B R, 5201 1T
« AMP G FIREFH#E . 55201 7T
* AMP Ji HIREFRCE SO gmias » 5 202 1T

« AMP G FIREFRPIRA , 55202 70

XT AMP EH#ERF

AnyConnect AMP Ji TR FIAE Dy 25 B8 28 1o Sl SR AE B 7 (AMIP) IO ot “EH 1T 1) 28 35 1) AMP
A AN P A HEFE A (IR 55 eI B — AN Em B T4, IR AMP IS5 2 BIBLA T P b Bt
73150 AnyConnect [T ER B O3 S 41t T AAM) 22 4 ACRE, ] ARSI 194 £0% v m] 8 A A2 ARV A2 A
JEUHE IR I LB T DR A R AE  o ERETT A WA R BN 18], AN AT i AT AR
o8, i LG 5 1) 28 3 5 32 B 5 U6 E S AIE BRIV AT 58 R A o

AMP Z Rtz FERE

AT 2 Sy R I 285 1K) AMP 3R, D ASE LR AR AR

1 SR ) 205 (1) AMP [/,

2 YETHI [ A AMP [P ECE IS IR SR o AR S T, K Q) A N ) T ) 2835 1) AMP
B . AL H T Windows (1) .exe SCAFERE H T Mac (1) .pkg SCfF. % Windows, #
A COERE T2 K 11 exe SCAFS

3 BAERMEM (Windows B8 Mac) R B AR SS 2% .

4 Gt ASA 5L ESS Skl I ORAF AMP Jii JHFR 7L & SCPF

S 7F ASA 5% ESS Skifi I, MRS R LR AMP 8 R P I8 2 AMP Jg HRE PR E SC
F.
O L B SCEK H T AnyConnect AMP i3 FHFE/7 . AMP it HIRE 7732 [A) R 5 SCf— S A ASA
B¢ ESS Sk i i 4R 31 2 i

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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AMP /3 B2 PR E X 4RiEsR

AMP B2 FEL B X 4miE 25

R O3 AT LA R IS S S 2 68 AMP R IR P IC B SCHE, SRS Kb B F EAL 5] ASA. 157

£37E Policy Elements ] ISE UI {1 gl /E ASDM Hic & ik A2\ AMP Jit HIRE P I B S/ 4 2%

7'71%2'—@)@ Web R452% 5 AMP L& X gl as &5 &, DU keytool i 25 AR CA IE S A )
Java UE 5

Xt Windows - keytool -import -keystore [JAVA-HOME]/lib/security/cacerts -storepass changeit -trustcacerts
-alias root -file [PATH_TO THE CERTIFICATE]/certnew.cer

*JF Mac - sudo keytool-import-keystore [JAVA-HOME]/lib/security/cacerts -storepass changeit -trustcacerts
-alias root -file [PATH_TO_THE CERTIFICATE]/certnew.cer

E2Y N

Eiiu

* Install AMP for Endpoints - 126454 117 0K GG B SO IO E A 22808 H T 2 i () AMP.

* Uninstall AMP for Endpoints- ZEH¢ 2 75 20 UGS SCAFRC &R B10E T 20m (1) AMP. Wi 5ik

FEENRG  WAE A B P AN AT AR TR o

* Windows Installer - fii A .exe SCAFFTTE A HUFC A Al 52 ik 5 URL.
* Mac Installer - i \ .pkg SCHPTE A HUFE A5 il 55 25 Hihik 5% URL.
* Check - 712476 URL BIAG & LB IR HoA 2. A %0 URL & 0] 1 i) -85 2 A5 ATUE 15 # URL .

WMANMRSSE P Viie), JF HAEE URL @7 1 3R, W A] DAORAF T B ST

* Add to Start Menu - §IJ# “JFUE” S REET K.
* Add to Desktop - B 5L [ P b
* Add to Context Menu - U RZERE LI, AT AMATAR] ST B e A7 B ki, AR5 16 Scan

Now Ji%F 14 .

AMP = 32 FRVIRZS

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2

AT 5 52 Fr A1 2% AMP A2 HTE S8 B2 4 AnyConnect F )7 F1H ) AMP Enabler £ o () 38
53\4??‘4)\15 LR, BT S AMP G BB T AMP B, af o 2 F 7 Fhi A o i, 4B
TERRA R LA B A, i SRS BT A B I R B T S B e s, P S m B R .
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o RTMEE TP, 2 203 1T

* NVM HCESCIFgitias , 25 204 1T

* NVM MIEESH, 55204 1L

o BIRBaAL 55205 T

o R R NVMOIRZS . 5 205 1T

ESE R e TRV ELBES

13- P ko 2 AR AR ST e EERAT, DRI AV B 6 X 0 2% P B AN AN R (K T RRE B B 2%
A RLPEREER (NVM) BT AP B B AT AR S5 . ik SRR Z A HrifRE ). NVM

FEMELU MRS
o S R N A O, S AR S o M 2 BT (T VzFlow PSS P ) TPFIX
e ST

XA TP e v AT I 2

<l A RIS, ERERAL B AT RIE AR TS
fEEIZINRE, KA DAL PO Ay BURE BRI B B SE 7], M2 i PR AR B 5 . NVM T AR 2%
SRERIAE S, PR LT AR AL

< WA - S, AHIBIATE

JHPT - GBS

* I - 2B R R 1R

AL E - BRI R A

o F AR - VR A AT ML SE BRI (FQDN)
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EEE PR

B wvesxusEs

E— DA A H,  AnyConnect NVM i & id sk T H BICEE S | (B —J57 (LN Re, 4914 Lancope
oY, LiveAction) , FHILHETSCAR BT I 4 UT 210, FLARSE = J7 LR RS (11, Splunk) o rfe4t
UL #:10, HTEEHRS . ST R0l 1T 58 3 #RAUR B2 50 /e 8 25 B i m] AR AR, Rk
FAE L Splunk N4 {4t T — L8R LR AR o

%, Y NetFlow WSS MR, B os e 1P L85 8 PRI mT DA o 3t i ) 28 4]
FEMPRk . BT NVMAE A 2 IPFIX W3, PR & i 200 5 2 i SR NetFlow AR 28 AN e 7% .
W BE DI RE N I FPIRZS, NVM 1) AnyConnect it & SC 12K M ISE 5 ASA Skt . 5187 M 424
P PSR BB SRR LA E—FE, 7E ISE Skiity, AT LAMEH SRS RGBS RS, ARk
NVM JIRSSHCE S XML, EA% 42 ISE FF0f OB NVM BEERE T 75 ASA i,  #ny Ui H]
PRNT T SO S A A B ASDM . it ' S G i 4 o

G RAE LR e B P2 n AR, 7E AnyConnect ‘%4887 F i UL ] “RT7 (About) fi4 L&
PG N e e,

VPN RSSO CiEH:, 8 U4k T2 E M4 R, NVM SRR,

NVM EC & X4 4miEsr

N

FEBC B SO g as 1, BCECREAS IR 55 23 1Y) IP/FQDN JFf 5 Bidl 2t 44

pEd e

L PR IRAE AR AR R I, O R RAE R . BOANE UL, HAImIERBIAZ A
RPN, Bk R sl . U2 ARSI, ek e 7 LA ik . NVM A
JI VPN [f] TND ZhRekK T i Zim e B2 AG AR ML . Ak, I VPN Oy CIEH0RAs, ek
Zom A EAE T RAFAEM G, IS RIZRAEE . X TND Z2HRE R L, 123 AnyConnect
FCE SIS, kI G 2 892D, 35 73 I,

UK

N EL AR 2R 1 TP Hilik/FQDN.

By NMSCARE 25 TE A W 1) 3 115

£ “HIJBE4% 7 (User Anonymization) U, fiffi i H] 745 Be 5 N AE S TP 44 (True) ik 2 A
P4 (False)o

e R “UERBIOCH” (collection mode is off)s  “ANUZAGAT ML  (trusted network only).  “AXA
ZAGHEMEE " (untrusted network only) 5% “JTH M4 " (all networks), 45 5E N\ s AR 50405 (1) I
ET)8

NVM By EES %

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2
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P 4% T 0 AR ER

A

iERRFA

EIEE
* Y5 IP - Z i ) IP Hbdik
o R 11 - 3 B A T IS U K it i
* HAx 1P - EHLI 1P Hihk
o H b I - AL o i e 1 s 1]

UDID - 42 ME—FIRR VAT o ME— bR P REAN TN Y 1 2 i

BAERG LR

Pk RGA

R R

REIM - x86 Y x64

HERRIK P - A i G R RE AL PR/ - 44

SRR P - 30 ORI AR P ASHERE BB/ P 4

HEFE AR - Ui QIR RE 1) 44 5

HERRHA - i ORI FE WA 1K) SHA256 H51)

SRR AT - Wit QIR R ACHERE 1) 44 B

SRR - it QA HERE (1) HEREWUZ (1) SHA256 51

DNS J5 4% - /1% b (i & G 1 R 1Y) DNS G4

Hbr ENLA4 - 76 % AT 4 H bR IP 5265 fqdn/ FH14

L4ByteCountln - 7£5 4 2R T HUK S 580 (U, AEFES 4 2450
L4ByteCountOut - 755 4 2 A AR B 718 (U3, ANELEREE 4 B4Rk

R

IR ERFA

NVM 2358 A8 50 2 B 03 RO S

FAARAEREAE LR PTE NVM B # AT IRVE A H . R B8 a3, Hdlia 2k,

& P RIRTR R R fit NVM AR7S

BB IR R BT ER AR A SR TR AT 2 NVM [R5l

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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AR IREE /S H FIPS

* J&T FIPS. NGE F1 AnyConnect , 5 207 1T

* 4 AnyConnect #%.0» VPN %) i fic & FIPS , % 210 7L

o NIRRT 0] B ECE FIPS , &5 211 1L

%F FIPS. NGE #1 AnyConnect

AnyConnect 5% T JERHE 2B (C3M). b8 FF SSL sjie I F—fUhn# (NGE) &k,
T RFE S EALFEARAE (FIPS) 140-2 FRifk (1025 A AN 56 [H [E 5K 22 4 J7) (NSA) £ B I

NGE GINBNE . SRl BrB s A isik, DI L aMIERER K. RFC6279 & Xt
T NI FIPS 140-2 BT s 20 R B B NS 55

AnyConnect 21 AR Sk« ASA 8% 10S B B %% (1L & P 5 -8 FH FIPS #x#fE % . LLF AnyConnect
& i AR S HE FIPS:

* AnyConnect 1%:0» VPN - 103t 75 H 7 VHSAL_E A s ke mgs SC b 4 FIPS B34k, AT
FIPS #rHE ] VPN % i 48 B IS AN F T IKEv2/IPsec VPN & fZ . 43 S PE4I (5 BN 7,
152 W & AnyConnect #%:0» VPN & i it & FIPS.

B FIPS #55 LAk, AnyConnect A Hb 5% 3L/ AnyConnectLocalPolicy.xml &6 75 3% H T A Hh &
Juig ) A 2 v . WSO R T ASA BHMTHERE, HAAAITFah2ede, sl A A R A5
BRGWATIHE . A AT MR E S RHEAE R, 12 AnyConnect AHE I

* AnyConnect M %515 [0 & FE2% - (BT 4E AnyConnectLocalPolicy.xml 3444 ] FIPS # S A1
T W 2807 o) 7 S AS O B S AT FIPS BEX S8, JH AT & FIPS ARl 19 2857 inl 7 #1285
Windows "1 SCREH T 45 15 10 55 BELR 1) FIPS . A OCTEANE DA, 152 0 4 W 25 7 1) 57 B4
Jid ‘& FIPS.
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AnyConnect 7Y FIPS I &

AnyConnect 189 FIPS Th&E

AR IREE B A FIPS

#%10> VPN 151

Do) 4375 ) = TR AR AR IR

KRR 0 2 F 52 #E: 1) AES-GCM
Y HFo

T IKEv2 G802 80 5 473 36 A1k
) 128 7. 192 {7 F1 256 {1755
E

ESP Hodli & A B 43 B E o

A AT SR N 1K 802.1AE
(MACsec) 1] 128 {75 4H
(Windows)

WS FS A S VE I SHA-2 0k, %
FH 256/384/512 {7 1) SHA.

IKEv2 1135 5 47 5 UE A1 ESP £
WY ABIEAUE.  (Windows 7 B 5
AT Mac OS X 10.7 505
FA . )

AefgZE LT TLS ) EAP Jy it
i SHA-2 iiF5.

BEAAS He¥) ECDH S #F o

20 19, 20 121 IKEv2 254038 #r
% IKEv2 PFS.

e /LT TLS (¥ EAP J7ikir
i ECDH (Windows).

ECDSA SCEFEUT24 . AR
IR G IAE, LA A 256 47
384 {1 521 fMIE 2k . L

IKEv2 H F* 5 477 56 UE AR 25 A 1
P

AefgfE LT TLS f¥] EAP Jy it
1§ F] ECDSA iF 5.

oS RF

IPsecV3 Fris i BT N Sk 1
WA, 2

IKEv?2 [#] Diffie-Hellman 2 14 Fi1
24,

DTLS F1 IKEv2 [1] 4096 fif %4
RSA iFP.

A3 ]

AnyConnect FIPS ZE 3k

o B4 B I AE T IKEv2/IPsec VPN 32,

o Ao T FIPS FI/aR B B SCRF. JMRHE ASA 9.0 MR AE mhiA 3t E4F B ThRE, 1
ASA 8.4.1 [t S W R A TP 2 44E FIPS Thig,

* ECDSA iF Pk,

D % Linux I, ECDSA {035 AnyConnect SCAFFE. B i) SCAFAE RS FEVR IE T, #2004 Mac Al Linux €% PEM iF 14766 72
2 IPsecV3 iEHG5E LA FH RIS (ESN), {HJ& AnyConnect A% Ff ESN.

o FHBEDR P A2 T ER A T2 . flhn, BC-384 B54H A% H SHA2-384 B HE il A

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2


http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect31/administration/guide/ac03vpn.html#wp1193116

| ZeAkstsEng s A FIPS
AnyConnect FIPS £ BRI [ |

*FELL FERE RS L2 30FF: Windows 7 BB = fiRA . Mac OS X 10.7 85 iR 4. Red Hat
Enterprise Linux 6.x 2% 6.4 (64 £7) , LK Ubuntu 12.4 F112.10 (64 £7) . ECDSA #fEE
VA Windows 7 "1 52 Y HF.

AnyConnect FIPS F4BR &l

* AnyConnect A~ 32§ TLS/DTLS. SRTP Il SSH 1} B.

« FEBAEAT ) SHA-2 258 IIE-BI, B T 4656 T TLS ) EAP H, %47 EAP Jyik3HF SHA-2.
* ANFFTLS v12 2 F.

o RYHF TLS v1.2 WP S IHIE .

AnyConnect FIPS 1575
* AnyConnect % /7 Ui [1Y) Statistics [fi# (& Transport Information #5827 IEAE A4 (1) % 65 44
o

* 1T AES-GCM Je: T S SR AL S0, DRI A T3 S0 B0k I 65 T i 2 A 301 A A Bl ok o4 e
o 5091 Intel ALERS 551 ] 5|3 LISE T AES-GCM HERE M4 39H . AnyConnect 2% H &)
Kol IEAEISAT (AR PR 2 17 SCFFIZ IS TR &0 A7 S, AnyConnecth@Eﬁﬁa&ﬁ?a 2, AT
HRLCRAT RS 2 AL BEAR UL, 7T LA 24 i VPN B % . 152 (W http://ark.intel.com/search/
advanced/?s=t&AESTech=true T fi#f 32 545 & AL HL 2R 5135 o ﬁ?@#éﬂiﬁ B, 1EZHhttp://
software.intel.com/en-us/articles/
intel-carry-less-multiplication-instruction-and-its-usage-for-computing-the-gcm-mode/.

« AABINEE L CEAE—RERAE P R HAT I A e 8P EI00E ) ACAE HA R 2 s i
SMP ASA [ & (Tu1 5585 Fi1 5515-X) 52 e, AES GCM & DR SR 2 A= 2 4
V.

)

ER IKEV2 SRS IR T DL S A O B0k, T I S Al e B Un s ik, EA
REFIIN A S X AR . 4] A BRI B AE IKEv2 SRR IR, Pyl L
iﬁﬁ&i%ﬂ%ﬁ“ﬁﬁ DR — A7 R ) S8 AR SE 0 NULL

IKEv2 IPsec $&330ff F AR AL, v LAE [R]—$2 30 b [F] i e 3 L’fﬁiﬁﬂéﬂ/‘)&i
R W) It 0 7 R B a7 L 2 7 R 0 o0 0y B ol = R LW o gl = R
AES-GCM N2 53k & 12 NULL 5238 59

* 24 ASA BB okt SSL A IPsec 8 FHAN A (W Ik 45 2 UEH 0, 384 2 A5 AR R . an RAE H AT A
[F]] IPsec A1 SSL ilF 5 1A B (ECDSA) AZAGALUETS, WPARAVEAL . WebLaunch 88 227 1]
e R AR

Cisco AnyConnect £ £ BB FIREIBRIER, A 4.2
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EAMERE TR APS |
B 27 AnyConnect #%:0> VPN % A i B2 & FIPS

i % & AnyConnect FIPS ;I fiff 3k 5 o4 S B A9 2% i (8] Bt

J3#% 0> AnyConnect 7% ity 5 FH FIPS < 58 o #¢ 3 b 1) Windows vEMRWE . i AW/ T e &
K3 AnyConnect LU H FIPS HIT U4 N . 1, Microsoft £ i 25 %5 F S 28 A2 5% 11 #1318
(RDP) #5 AT A, Ky RDP ZRJIR S5 846 HITF 75 FIPS (.

g 3 I e ) 5, A48T DL K 2220 Use FIPS compliant algorithms for encryption, hashing, and signing
B A Disabled, 7E Windows Local System Cryptography % & HIIfi I 2% H] FIPS %% . iE7E =i 28
Uiy AR BB R 2 B

TR RGN T #F AnyConnect $UAT ) Windows {3l BT 4«

EMRI BN
HKLM\System\CurrentControlSet\ Control\Lsa FIPSAlgorithmPolicy M 0 554 1.
HKCU\Software\Microsoft\Windows\ S AT R G v B 0x080 T4 47 OR 154,
CurrentVersion\Internet Settings SecureProtocols 14 & H 4 4 TLSV1.
HKLM\Software\Policies\Microsoft\ AT R G v B 0x080 BT %47 OR 154,
Windows\CurrentVersion\Internet SecureProtocols 14 & T % % TLSV 1.

K AL BEE TLSv .

21 AnyConnect #%:> VPN % FimBEL & FIPS

77 AnyConnect #:0> VPN E A FIPS

L1 {E AnyConnect P& SO % A 4T FFEk G — A~ VPN A Hb 36w e B SCAF
$IR2 L FIPS Mode.
$EI  RAEIE VPN AHb SIS i & S

AT AR A B SO EAT iy 44 >R ok U FIPS.

7£ Windows %%z Hi 8] /= A FIPS

X1 Windows %%, #EAT LUK Cisco MST SCAF A FH Ak MSI 224830 f,  LUIfE AnyConnect 453
g A FH FIPS. A7 G MST SCPFI T 8 B I R, TGS BB FIPS IVFRIfE B . 222
(K2 B 5 H FIPS (1) AnyConnect AHBSRENE S 7EisfT b SE PG, R R4,

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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|  #EAisEr SRR FPS
amspagesisnrs [

A

R HMST KB H FIPS. EASE N HABSE, B Windows 2282 0 1R) B 0 G Ad A S i i, i
Z[RIAE MST S i A HL S s 240

‘ | N S Vorlan == =]
A ZiH o SR zE i & FIPS
DXl 2% 15 [ 45 B2 ] e B Ok RS ZE 4 3] FIPS A1l FIPS M4%, mlids &3 FIPS M %%,

UK

TE ML) i 2 E H FIPS.

Jei I FIPS ] Fuv/F W 45 15 ) i BELAS [7] IN 482 1) FIPS A1HE FIPS 2%,
W2 WURTEL, TS NS ) LA S0 FIPS B,

St FIPS AR xR I 2 15 i) A B AR IEFLAN PR T FIPS %5

A&7 o) &2 2L ;2 A FIPS
TizE

S$IE1  {F AnyConnect ASHh ZE0E 71 j5 A FIPS ARzt
a) f£ AnyConnect it & SCPF4m 88 H 4T IF ol e — A VPN AHh S i & Sk
b) i%# FIPS Mode.

©) LRAFIE VPN A H SIS C S0P
FRATE W T B RC B S REAT i 44 KRR E R FIPS.

LI 2  {F AnyConnect 4% 1 [n] B B 2% 2 P uiig BC & SC A4+ i H FIPS A
a) {£ AnyConnect it B SCLFGu4E a5 0+ a8 — AN 45 U 1) 45 BR AR IC B S0
b) #F% Client Policy it & 7 11 .
¢) 7f Administrative Status %7 I, 4 FIPS Mode i%$% Enable.
d) PRAF 28U ) 5 EE AR AL SR
PAT TR I B SO AT i 44 R K s © 8 FH FIPS.

Cisco AnyConnect R £ B & Fin EIE I8, M 4.2
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EAERTEAAPS |
B R%FEERBExEAPS

A Mg i o) & 1 2% 525t FIPS =21
TH Ak A R 28 15 1) 5 PR A A A B e 1 PR S BRI N s o DA A B A 36 A0 i, il B4 T
R FF S FIPS 1M 2%,
AR 5k W U ) 5 BESS JE ) FIPS Ao S FIPS K

UK

L1 {E AnyConnect Fr E SCI-Z k% 3 4T T X 257 in) 57 B 28 0 & S o
W2 WU LS FIPS A AUPEZEK FIPS #EMEM AES s #izt, i WPA2 N AR (WPA2-PSK) Al
WPA2 k5L (802.1X).
PIE3 WL Ui LS FIPS SZRF EAP J5ik, 1345 EAP-TLS. EAP-TTLS. PEAP. EAP-FAST Fl1 LEAP.
WIRA  RAF LSS ) AR A
PATE VAR BB SO 44 A R L REREAT FIPS 4% .

[l Cisco AnyConnect Z £ & PinEIZ S5, MR 4.2



Cisco AnyConnect & P {55/ imiE R

E O BOAHOLT, JURPRR SR IR ARl H Hh o

RS Rt (CEF) BB g oA I H A S P A FH RS I Sh e AR R 45 R o s EOR L FRATT T
A PR, TR RRHE 25035 AnyConnect i Al 5EME. PERERIH FHKLG .

A K5 BWEEFME R ITEANE R, 160 BRHE L BEAA T W2 fi i, Hrp 324t T AnyConnect %
ERAE AN EE R T SR AR LA 2 AR, B S S AT YOS . Bl Aoz s %
AT
ISERTIE VNIRRT E SR
o MEAII DB - A RTEARAS B, TS R RABUR . EE B R AN RS 1K
o W2 U R - A MR T I RTACRE o
o WERREAR A - B 24 /NS K AnyConnect A2 RIS RE (i S, OB IF A0k 2% ARG S 15
R 55 o
B ARYS: SABRER (  EEAAT
o R - TS B2 A B 55 4 () AnyConnect 2 1H411F
o AR B S5 a4 - MR A AT = ER B, TR AR R SR, JF LLsUR R Al 7R
i A7 i X

o BOE R PRI, 5213 T

= e A y ==}
BCE & PR = i5
AnyConnect 25 K5 SO HLBE AnyConnect #2, BRIAA FH o %80T LU L G125 P ARG S 45

SO RAB SO IR I R, BLEE S8 AR ARG S . TR A S R R e i vk, (E AT DL
7t AnyConnect 355 i F2 I BR &

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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Cisco AnyConnect % (K36 2 ig4asr |
B eszragurE

FHi6 Z Hil
RIS RS ER B Bh R .

UK

TR AT IR PR SO B SO R A5 5 (E ASDM HTJF . 31 E] Configuration > Remote Access
VPN (> Network (Client) Access > AnyConnect Client Profile.

$IR2 )8 AnyConnect & P it &S, IF HARL R 15 AR 55 Be & SCAF ML & SO A O
PEBI WA B, EHIE S Enable customer Experience Feedback Service.

L J n i I A P A5t
PIRE MR AMKIE AnyConnect A AR 1, 1 HUHIE T Include Crash Report.

BN CFG R

E2 LI NS P IEE TIE A1)
U 1D LSS RHEBIE AL S

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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AnyConnect & PEHEPR

o W TR HRRR IO L, B8 215 0L

* AnyConnect 4 oM 2 0] 8, 2 218 1L
* VPN fiR55 ks , 55 220 i1

o DXFNREFP R , 55 222 0T

o HAtbdghs , 5 223 0T

o waNE, W24 00

o PHERMER:, 9 225 0T

o helbE o 226 U1

o AR, 2227 5T

o CENMEE =TT NV SE 28 229 1T

& A T SR RERR RIS 2
EERGIHEAES

BB B 2 AT G T AnyConnect 231 [ ZETHE B o
puk ;S

SIE1  7F Windows ., S| Advanced Window > Statistics > VPN drawer. 7& Linux I,
F1 1) Details $2%H .

FE2 W v AL BB AR, AU BT R AT IR R
* Export Stats - K& GETHE S IRAF A — AT, LR 23T A .

s GUI

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i
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B /7 DART LUk F s iR RO SR

* Reset - P IEFAG B EE A F . AnyConnect # 37 RI TF AR ISCAR BT 4 -

* Diagnostics - /5 3] AnyConnect IZWiflfit 15 T H (DART) 1'%, &% FRAWGEIEE H &SRS
Wil S, A a1 2 10 20 B R Ak

iz1T DART LU 2 F T SO FE HE PR RO Z R

DART /& AnyConnect 2 WirFI#R & T H, AJ HRILEEEHE LIXT AnyConnect 2235 FHIZE 4z [ AT W
Hibx . DART WA H &G AREFZWIE R, DMEERHARS RO (TAC) 7047

DART 1] 3 7£121T AnyConnect ] % 1217 . DART ANy 245 H GARUR . %50 LU AnyConnect J&
5)) DART &{AM¥EH AnyConnect H47 )3 808«

SCRFBL MR R G

« Windows
«Mac OS X

« Linux
puk

$IR1 Ji3) DART:
* X1 Windows % &, 1A 5)) Cisco AnyConnect ‘22 4% 8)) % F' i o
* X Linux 4%, 5%+ Applications > Internet > Cisco DART

BY, /opt/cisco/anyconnect/dart/dartui.
* XF Mac ¥ #%, 1ii%$¢ Applications > Cisco > Cisco DART .
T2 piil Statistics LI, AR5 4Tl7 Details.
$IE3 kP Default {H 5k Custom FHZLE 7 .

* Default - ZRIAALFE ML AL [ 35 SO WS B, B0 AnyConnect H 2530/ A S H S
JBLLK DART AT FIAFAT BT 6 Eﬁi‘%go RIS P BRIN A FR N DARTBundle. zip, Bk
AE B A 5L .

* Custom - W] 5 & LAEARGE A S5 A 230 (BERINSCAR) FIAFAE AR (0L B

¥ Default /& Mac OS X FIME—IETN . TGk 8 B AE 1A 5 s S

G
R WORGESE Custom, W] DUNCE EAEINER P (SIS fE,  JF BN SCIHEE A R A i A7
o

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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| AnyConnect #RsHER:

wmitanzsze W

W5 DART LLF-ZAR IR I R SR BRIA ST 5126, 3 Aiihi Cancel, FEHTIZ1T DART, JFEH
Custom PUIEFRE /D H S0

ﬁﬂ%‘”iﬁiiﬁ‘: Default, DART JFF4A G0 . W IEES Custom, E4kS:4% ) PR F5 2 H
B EIERDUCE. 2 s BT HAth s s I

YN H—y'lr-'_ HI.. Z%Q}E'L:l e

*TF Windows, A msinfo32 /nfo c:\msinfo.nfo.

5% BX Systeminfo 3Z{tE4E i

T Windows, 7E sysinfo i@ FERFFHHEN c:\sysinfo.txto

WEEMEH

SetupAPT H A& SCAE R P i) 4% H s $RA RIS

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

ffif* HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce 71 /iff # Jiil
FAE. AR MWEMERD, B IEITE inf 2354,

AnyConnect H 5 HRILE

HAORBEAELL T SO

Windows—\Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

* Windows—\Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

)

ER /£ Windows HY,  SA SRR SO AT L.

NSRRI WA 255028 e, U H Z SO T BRI H SR
$TEMP%\anyconnect-win-4.X.xxxxx-k9-1install-yyyyyyyyyyyyyy.logo
WERTEIOR A T R OGHERE, W H ST T B AL
SWINDIRS\TEMP\anyconnect-win-3.X.xxxxx-k9-install-yyyyyyyyyyvyyy.log.

SR FH T 185 22 206 (1) 30 P it AN PR BT SO o oo ERURRCASTIT SR, yyyyvyyvyyyyvyy $8 58 2226110 H AN
]

Cisco AnyConnect Z 2B HE PinEIERHER, WA 42 i



AnyConnect &[5 |
B AnyConnect ST F ik Z A

AnyConnect E o B FF iE 1% |
AnyConnect Jo 7% 32 3 #1415 & B o ok W R iE 1%

F#:  AnyConnect AN HURIEH:, B 448 siidi Cisco AnyConnect Secure Mobility Client 7 |1
1) Disconnect B H L= AR 45 L

fif R % BATUL MR A

* N AAT I Citrix =g WO mhiAs 2.2.1, TR Citrix &2 O i,  HL3 Citrix fif ok
CtxLsp.dll 1) {5,

o« IR AE ] B A AT&T Sierra 52k 875 MK 1 AT&T 045 B FEES 6.2 ik 6.7 iit, iHPATLL T
U R AR I ) 5L«

1 2% Aircard il .

JA5)) AT&T Communication Manager > Tools > Settings > Acceleration > Startup.
B\ manual.

miii Stop.

* N ASA SRRRCE SO, A RIERRINIFR G -

M ASA £l 5 BEN write net x.x.x.x:ASA-Config.txt, HH x.x.x.x & TFTP IR %5 25 1E M 4%
) TP Mk

M ASA ¥ 58N show running-config. BY ) IR HC & SCAF B SCA G 525 IR A7

A W N

« B H ASA FEHE:
1 75 ASA #&HlG I, WINCLF 247 LA A ssl. webvpn. anyconnect Fl auth F}

config terminal

logging enable

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
logging class ssl console debugging
logging class anyconnect console debugging

2 2l AnyConnect )7 i, R AEIEHARRIN,  URRE G RS & _E BT R Ik 22 3C
ARG A I RAT o

3 BN no logging enable ZE ] H diic 3% .

* {1 F Windows A F 28 W& it LR HL Cisco AnyConnect VPN 2/ i H ik

1 #%#% Start > Run Jf-4# X\ eventvwr.msc /s.

2 E (Windows7 E’*J) }E)ﬂ%uﬂ&%‘:llu\q]j:t?” Cisco AnyConnect VPN Client, Fﬁ;ﬁé Save LOg
File As...

3 ¥& Elﬁ:fg 141, AnyConnectClientLog.evt. WA .evt AH .

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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AnyConnect #fEHEf&

AnyConnect Jo 355 E

« & Windows 12 Wil ik s R .

1 41 WinDbg SCR4FT7%, BN vpnagent.exe HEFE
2 fif5 IPv6/IPv4 TP Hubik Ay A& S AE R o . EFFH E P EHEAE DR,

3 AR BRI AR KR 5 i v S LA R A IS R i XS RAE

AnyConnect FH H &P AT e &40 N R:

Function: CRouteMgr:modifyRoutingTable Return code: OxFE06000E File: .\VpnMgr.cpp
Line:1122

Description: ROUTEMGR ERROR ROUTE TABLE VERIFICATION FAILED.

Termination reason code 27: Unable to successfully verify all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED

T L2 Iy 2 3 26 T (Windows) B SCF (Linux A1 Mac OS X ) Ji F— ML LA 4%t
TR
* {E 32 {7, Windows H', DWORD MR A AN/ vrEY LOCAL MACHINE \ SOFTWARE \

Cisco \ Cisco AnyConnect Secure Mobility Client \ DebugRoutesEnabled

* f£ 64 {7 Windows ', DWORD JE M 3 {H 20 /& HKEY LOCAL MACHINE \ SOFTWARE \
WOW6432node \ Cisco \ Cisco AnyConnect Secure Mobility Client \

DebugRoutesEnabled

* #f Linux 8% Mac OS X /7, {#H] sudo touch iy &£ LA #4265 3¢
f£: /opt/cisco/anyconnect/debugroutes

N

AR HHEOUER AR R B BRI N R o ST R 5 B BN A AN 2 L) %
I B S 2 DA FH R
JA 3l VPN &4, kBN F OO, RSt Hs (7F Windows H I8 & 2
C:\Windows\Temp, 7 Mac 8% Linux " % /& /tmp) RGBS 2% il iR i S04
A R CEAFAEIX A A (debug_routechangesv4.txt4 Fil
debug_routechangesvé.txt) , EATKESBE G

AnyConnect o 5 1Eiiim =

i #:  AnyConnect 55 )™ S ££ 4% Ji ToVR A 2l A% 216 FH 2%
fif Ry % BATUL MR A

o IR AE ] B A AT&T Sierra 52k 875 MK AT&T 045 B FEES 6.2 ik 6.7 i, iHPATLL T

2 BRI DAL 1 L

1 2% Aircard il .
2 J53) AT&T communication manager > Tools > Settings > Acceleration > Startup.

Cisco AnyConnect R £ ¥ 51 % Fin EIRF15M, WA 42 i



AnyConnect &[5 |
B venEsuss

3 4 manual.
4 55 Stop.

* 3K HY show vpn-sessiondb detail anyconnect filter name <username> fiy & %« 40 b 45 52
Filter Name: XXXXX, Wit %E3RH show access-list XXXXX T2 (1% o 361 ACL A BHL 175 5
I &

* )\ AnyConnect VPN Client > Statistics > Details > Export $kH{ DART {54 H!
(AnyConnect-ExportedStats.txt). W41 FMAIE HZE

* K0T ASA FCE SO NAT 16 4) . A R NAT,  TURA Z5UHE R M 00 45 b ik e 48t i ] 3] 2
J Ao . N, #E4%E NAT M AnyConnect it HVHERR IP Mk, 5752246 H LU AR A

access-list in nat0 out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) O access-list in natO_out

W UER AT BEE R T REE BRI O, AL GEERIA Y I foe AN I A AR AR S R R K

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

WA VPN % )7 i itg 2205 1) VPN RS A s R B B, K Gk el bRl BR A M A%
VPN [ SCANTT B oM i pH o SR HI BRI A OGBS, Tt e Ab 38K B TPsec/SSL
VPN AR A o A AR S AN 23 8% 3] 209.165.200.225, 1>k H VPN 1 50K 2
£]10.0.4.2 H O HAT R

* 7E48 /] AnyConnect 7 BEIEHT 5, WA ipconfig /all (1) SCAFABFN K ¥ ENfTH
* TER P i AT M s B Al R, BUAE ASA B Rk

)

FR O R FLEN (40 Microsoft Outlook) oA Fib%IE, WI4ERA ping ¥ BER
W2 ping DA%, W AR FESZ IR/ (i, ping-| 500, ping-| 1000, ping
- 1500, L) ping -| 2000) o M ping &5 5F oy ) 4w 1) 43 BE i) g s — .
RIE, AT LI AEAE 2y Bl L P O —MRER AL, JFRHZ 411 anyconnect
mtu W E A 1200, AT MIH IPsec 273 521 Set MTU.exe SEHFET, FFamifl
IS AL A MTU ¥E N 1300, TG, BELEGAX .

VPN BR 55 #fZ

VPN AR 55 &1 <

) IR CTCEEAkS:, CiEEREF] VPN R4S (Unable to Proceed, Cannot Connect to the VPN
Service) 74 L. AnyConnect [f] VPN JIi45 KiE1T .

R IT S BT T DN SRS R . TS B E IR 55 i R T

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
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AnyConnect #fEHEf&

VPN 2 PisIREN 282552 (Microsoft Windows B515) [l

T 7€ AR 55 B9 i SR I

PR SRR 2 #h S EAE R Bl IR B R 5545 A AR A 2 B JLARIS AT RO IR 55 Bt DROA R 55 ) 3
R

UK

rF Windows 5 # TH R4, LA#fifR Cisco AnyConnect VPN AR B RIZAT . WA B IE{EE1THH
AR SR AE DRI JR, AT e A AR T FE R BB Al B 5 — S VPN W] . FEPAT IXERAE S, FHT
a8, R EL PR,

22385 3l Cisco AnyConnect VPN fREE,

FEAF B A5 A AnyConnect H 78 DL HOR AR AR RS TCiE R s L. TRV B2 1T
B EHT R BRI ALK LA K A 3 I Sl R e ) 38

EFE AT RGN H & LA $RAT AT b 53 JE (0 AH [ 38 A B 1)
R HESR R ARSI, 1B A R AE KB R i ()8R B AR BRI B, X ey B PA N
21‘*:

o OB R - MAIST. MST 2235 5581 22 %% AnyConnect 7% /7 it AHERREL R 1) S04

* S MRS R AEIR - 501 BhiE B LAGE R T AE s 195 Sl TR

* 55 55— N R O 55 R - i S 7 5 — TR S5 AE T vpnagent A AR [R) i 11, B e 75 R
L8 HIDS BB FATT A Al A 1

ISR H S A AR ) AR, WA AU R R b 5 R T e RERIMRIE TS, T RS
AR AE X e S5 (it VPN ™ gy HIDS #fF. Spybot BRI WLRAS . PR AIF5E) .
FOF B, Wik VPN ARG AL RS, TEIT A6 0 R R BN 2R 2 IR 55 -

VPN & FimdRk #i2 Fi@2$Ei= (Microsoft Windows E#7/5)

B @ AR B ST T Microsoft certclass.inf 34, AE 2 VPN EHE S H LT R

The VPN client driver has encountered an error.

WA A C:\WINDOWS\setupapi.log, <% #I| LA NiEi%:

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf” was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver signing
policy.

R TT e AR 2R TT R C:\>systeminfo B{ 757 C:\WINDOWS\WindowsUpdate.log, 1] &
BT 22 TR SR . H R WIE S VPN ISR .
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AnyConnect &[5 |
B soEsgs

28 VPN & P in il 3NIE i8R
JUEARAT IO L3k 2B BT RE W) H AR B, (BB BISC AT A ORI S F R . R e
{PUARAFAE, IR ] Microsoft $ 52 S (ke 2 WK BT FL 248 4 OO P £ A B0

UK

FE LU S 0T i 2 R T
W2 i net stop CryptSve.

W3 T EURE, @I esentutl /g
%systemroot%\System32\catroot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb AF AR
B H 5% %/WINDIR%\system32\catroot2 H iy % A catroot2_old.

T4 MR, EHE OK SR, B A SRR I E A 3

IREhiZ R &

12 & VPNVA.sys H HIIR Zh iz [F I BE
). VPNVA.sys DX )R i .
T % R B4 B Cisco AnyConnect FE FULIT FC 4% 10 V9K s RE 7, HEEU &R e,

& & vpnagent.exe § BYIR ZN T2 F =

P11 AIE4 4 c:\vpnagent [ H 3.

WIB2 HEALLEHLETM Process IR, ffi vpnagent.exe H [ HEFE PID.

T3 I A PRRT I S T T R H R BRI T, Windows I T HA7 T C: \Program
Files\Debugging Tools,

HEN cscript vpnagentd.vbs -crash -p PID -o c:\vpnagent -nodumponfirst, L7 PID /i vpnagent.exe
(1 PID.

FIS  AAITIFIE D D MEIRESIZAT . IR AR R4
L6 RN, K c:\vpnagent [ N 22 K46 A zip XA
BT Al lanalyze -v #2012 Wi crashdmp (1o

Cisco AnyConnect @&z & Pin B2 1R, kA 4.2
22 | [



| AnyConnect #RsHER:
M gmensgmEeras |

247 12 9 38 35 IR 2 P (956

U 4 5 ) B BEAR TR A RGBS, 1 S0 N ik I RN . WX TC VAR e )
DB P e AT In) e ) 28 7 () A JEL 8 TT BTV e GG L o M IE A B IR AS o 1AL Y NIC JRBIFE T 11
PR E . AT RELE m 2R B 3] Wait for Link 3870, & 4 On N, 44k NIC WS FEIa1L
OSSR A Bh BRI S, PR e B B A 3K

H At pe

AnyConnect & &

M. ERGEAG, BE “RECA—NEBEETPKE” (the system has recovered from a serious
error) ¥V & .

R % I %temp% H s (1401 C:\DOCUME~1\jsmith\ LOCALS~1\Temp) Y HEAERH) log A
dmp 301 BHISCFER AR S ES R &40 log 5 .dmp .

WA &4 log BX .dmp 3T
pUK i

1 M Start > Run 3ZHIE4T 44 24 Dr. Watson (Drwtsn32.exe) HJ Microsoft SZHFEF o
P2 AT RRCE I AT OK:

Number of Instructions : 25
Number of Errors to Save : 25

Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked
Append to Existing Log File : Checked
Visual Notification : Checked

Create Crash Dump File : Checked

SIE3 RS Uit EHL BN Start> Run SZ P 5T eventvwr.mse /s, LA Windows S A F 28 P 3K EYL Cisco
AnyConnect VPN % /7 3 H i

w4 /£ (Windows 7 [f)) W H RS H &4 2] Cisco AnyConnect VPN Client, J{i%#¢ Save Log File
As...o BLevt U BT 44, 140 AnyConnectClientLog.evt.
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. vpndownloader 7 & AnyConnect #([% (4> ZRSSIR 1L (LSP) 4252 %0 NOD32 AV)

vpndownloader H # AnyConnect ([ (5 ZARZ IR (LSP) 4= 50
NOD32 AV)

). AnyConnect 1t %% i AL N D) EAT S S b 7 T SSL 2, {HBH 5 £ H] LSP 5L
NOD32 AV I, AnyConnect % 7 3ifi £ vpndownloader H /& 4= i .

R T % RIS 2.7 Th#) Internet Monitor 204, J1:714¢ 5] ESET NOD32 AV Jit A 3.0.

Bt

FE (AT&T £ =88)
W RIS AT&T k5 4%, WE il KA NS B, 530 @M e ot
R TIT . THR BB 7.6.2 AT&T 4 FR 445 3t o

ZEHE

Microsoft Internet Explorer % £ 52
)/8: Microsoft Internet Explorer H Il 22 4 4 % 1, Forp A5 DA 30

Information you exchange with this site cannot be viewed or changed by others. However,
there is a problem with the site's security certificate. The security certificate was issued
by a company you have not chosen to trust. View the certificate to determine whether you

want to trust the certifying authority.

ORI Ge: JEERIRIIN N ZAF AL ) ASA N W] e DL 8 . Db R BUIE 1 8, 35 AR i
LA RAEAERAE T . WS 7 i B A AERRAE T

“Certified by an Unknown Authority” 5%

). E N B 28 A AT e HE DU Web Site Certified by an Unknown Authority 5% % 1. Security Alert & [
S S TN S O N N

Unable to verify the identity of <Hostname or IP address> as a trusted site.

ff kT 58 AEBERBIAP N A 25 0k il ASA I AT R BLIL e 2 . DBk Bl %, i

fr it e — AN BAATRAE TS . WS AR ) i L S S R ATARAE 15
EEPIn L REZEERIED

TR B

PE R EORE AR 52 AR ATARAE A AR 1S
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A

EumiEz ]

iR

PE1
$IE2
PR3
YIE4
PIES
HIE6

L1

RET OB IR B AR AR 2 2 i RS2 ARARNRAE TS, EJE Y] P o ot B 2 e 5 o5 . (H
FETATANE VU, D P T e 23 J0 i PR s e B0 R AR VR IR 45 2 _ERESS, JF HAE
T 3 24 W IR W] REAN AN i S 2 A T i 4 P A R AN

RS

riidi Security Alert % I ) View Certificate.

&5 Install Certificate.

Riili Next.

1L Place all certificates in the following store.

riiti Browse.

fE R, %E+$E Trusted Root Certification Authorities .
TEAFUE T TN SRk S 1

RS B

T EREESINB ZEZRE2Z (Juniper Odyssey &= Fim)

[ 75 Odyssey % /3 bR I IC2edifilJa , WERBIAATLER, MALLEEMinLk. FHIE
egiiilja, JCEIER T R AT IEH .

it Z: flE Odyssey 2% ) Ui o

Bt & Odyssey & Fif
UK
W1 7 Network Connections "', SHIGRCH M AFK (STEHIEBREMET SRR o W& g
X, WORHHTEAY, REHEHATAET S e S, ROV RE SR, TR RSO E ).
$IB2  FTIFEME IS HKEY LOCAL MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapter Type\virtual .
PR3 A1 virtual FEIEUFI AT E . KO@E R A 1) PR Network J& P 5 HI201E IR 70 o BUAMET IR

BEE — BARMTE, U EOIER %) st MST 1 4 2 I Ath 0 iy o 388 5 oy 144338
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. £ ASA %1 (Kaspersky AV Workstation 6.x)

E3E ASA 51 (Kaspersky AV Workstation 6.x)

M. 223 Kaspersky 6.0.3 J5 (RUMEE 45D , 2] ASA [ AnyConnect 444 7FE CSTP state =
CONNECTED Z G L RIRI . RGie WonBL R R

SVC message: t/s=3/16: Failed to fully establish a connection to the secure gateway (proxy
authentication, handshake, bad cert, etc.).

fifttk Iy 5. #H13% Kaspersky I 17 i) HARIRIRAT HAD BORT .

7% %8 UDP DTLS %% (McAfee Firewall 5)

M. i McAfee Firewall 5 I}, UDP DTLS &3 51T,

R T7 % 1E McAfee Firewall 456G, EHF “BRESFE” (Advanced Tasks) > “HRIATFA
HA&IER"” (Advanced options and Logging), #XJ5 MMk McAfee Firewall H1¥) “ B ahfE L2 \RY
& F” (Block incoming fragments automatically) & IZHE.

FEIEENIERLEM (Microsoft BRI FITFZIENPR S22

)R A H] RRAS, W24 AnyConnect 2R G B EHL A& HGERN, FAFHEP Sl R4
1R R
Termination reason code 29 [Routing and Remote Access service is running]

The Windows service “Routing and Remote Access” is incompatible with the Cisco AnyConnect
VPN Client.

it i 25 RRAS 55

EEREM/RDEUE (FEITER)
B D AT S SR

R 5 B = AR AR TS ASA B B HE. D ASA ISR DI RE AL G R TE
RERS (L BE % 2 I Bt /3 fe VPN 5038, Bir ABRATTEE A A B ASA S sidbyfir

Rt fE

AnyConnect Jc ;% T & (Wave EMBASSY Trust Suite)
W #1: AnyConnect 2 /7 5 Jovk R4k, JFHILCL NERE R

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”

R T % AN T T AR R 1.2.1.38 LUEWFTE dll v K
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FETIOE  |

A FRA o) R

FEEREBREM (Bonjour FTEIARS)

) Gn FEAEAE ) & Bonjour F1EIIRSS, AnyConnect Fi4 H i 248 HI R 1P #% &k R KW .

fift s % WAL Ay AR TF N EEN net stop “bonjour service” KZ45H BonJour T EIR45. Apple
or BEHER T8 mDNSResponder (1.0.5.11). ZEf# Pt ) 8, 15447 hi Bonjour #ZF 4 iTunes,
HAE N AR A Apple M3t 2

TUN R KA 3% (OpenVPN & Fif)

M. RGHIPARR, KR RS EC 2 TUN A, (HiZiA< S AnyConnect %5/ i AN FE2
fift R 5 % %K Viscosity OpenVPN %5 ) i o

Winsock B3R 2 (LSP fEIX 2 iH132)

. AR P A LSP AR, WRES &4 Winsock H ki o,
i Iy % EN%K LSP bR,

Ry 12 iy \l Je \ 7‘;

FIEEM S (LSP fEIR 3 1H3)
Wi : 7F Windows 7 %5 H{#i ] NOD32 Antivirus V4.0.468 x64 B r] G B I8 5 75k 12
iR )7 % 25 SSL WM. 1S 45 ] SSL Pl 414 .

ZXF SSL #3344
UK
P11 HZE Advanced Setup F[1J Protocol Filtering > SSL Jf: /3 H SSL #4114 .
$IE2 3] Web access protection > HTTP. HTTPS, Jfi%"" Do not use HTTPS protocol checking.

183 ik[1%] Protocol Filtering > SSL Jf-4%H SSL protocol scanning.
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DPD %% (EVDO Fc%k £ #0 Venturi 3R F1FESF)

DPD 5<% (EVDO Jc2k W& #0 Venturi IR Eh32 )

S D R i W R I A R EVDO G2k KA Venturi BREHFERE,  WFAE H G S
W N

%ASA-5-722037: Group <Group-Name> User <User-Name> IP <IP-Address> SVC closing connection:
DPD failure.

ity &
WA RGN AnyConnect St H & (AR SCIT T ERLF AT, RN A2 2 W H T NIC F

.

* fif i Venturi IXSNFL T A ST IRAS o £ERRA 6.7 1) AT& T 3B (5 5 BEAS AR ] “{1EAMMIGIEE” (Use

Rules Engine).

DTLS ii=&M (DSLEEH=%)

. GRS DSL s s iR, NIRRT, DTLS yifE vl g s R,

fifph Iy G HEREPIRAI) W) Linksys % thids . BEBEE SCRARE R DTLS 216 H. ping & F2 %
Hre IR LA SEVF DTLS & 9] 5 .

NETINTERFACE_ERROR (CheckPoint FREL {35 =773k, 40 Kaspersky)

A ZE ] T SSLEL I TH LN 45 A R R SEA5 BN, AnyConnect H S A REFE 7R A

Gl 37 B 2 A P ORHRE RS

ity H
o IR ENEAGCHENEACEE, AR5 %% AnyConnect, 55 H TCP/IP.
© BOR AN SRAE SE AR RE 22 25¢ 125 H] SmartDefense, Wik TCP/IP.
o U RAE A R 000 25 2 14 R 58 = AR A Al A Ay ABEL B/ E R 58 APLIRA, iR A 1

HITHEN AV, FW. AS %%,

* A S EEAR T UL AnyConnect JIERCAS S . an 5 HAT— A5, IJ4E A AnyConnect

BAT SRR, FRAE 5 RS Tl B B T HE Al A -

* YR ZE AnyConnect G lC#% 48 H T LA vT SE I IKEIFET, #E “ Cisco AnyConnect VPN % F' iy

%27 (Cisco AnyConnect VPN Client Connection) & F H Iy iEH &1 T LAZEH .

MEREEIRE CEE T 48 AR S5 R B2 Fr )
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fift T % HE T AnyConnect M2 FUUE R4 0 T B IS W LB & 120 € - Y H dsagent.exe 4 FA 7R
C:\Windows\System\dgagent 1. HARH AR B IAESFESIZ T, &0 LLH TCPview (sysinternals) 7 JF
ERFIMTES . MK IR, AnyConnect Bk 5 1E #1217 o

EBERE=A M M3
TAIC g mmiE, LU =J7 N 3REL Cisco AnyConnect %2485 5l %% 1 Sifi 474 R Ak -
* Adobe FIE 4L A ] - Bonjour FT E1 IR 45
Adobe Creative Suite 3

BonJour ] EIJiR 5%

iTunes

* AT&T A5 & AL IAS 6.2 A1 6.7

AT&T Sierra 1.2k 875 F

* AT&T 2Bk 5 4%
* Citrix 2% K% ) dihioA 2.2.1
* B KBl
507 KA AT e TP ASA 4SRN G 1 B K T g

* Juniper Odyssey %% )" ¥ii

* Kaspersky AV T{Eu} 6.x

* McAfee i K35 5

« Microsoft Internet Explorer 8

* Microsoft % FH AT FEFE A IR 55 9%
« Microsoft Windows Update

* OpenVPN % )7 by
* BB By

« Wave EMBASSY Trust Suite
« 2RSS HRAE R (LSP) BEELR NOD32 AV
*EVDO JE£k W~ Fl Venturi K8} F2)7

* DSL % tH#%

* CheckPoint FIHAREE =7 AF (- ELT3ED
o REFUMLIN 28 Ik 55 IR B 7
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