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AW, IR AnyConnect 3.1 MR10 fi A TH2% 3] AnyConnect 4. 1MR4 (5§ 5 A ) 2T 3.1.10010 [ 3.1 fiA
DAAMPAFATRRAS, KW RIAS S VF T2 e

HREMEER, ESMH CSCuvl2386.

M AnyConnect 3.0 3, & 5 MR A F K

M AnyConnect %2 5% P i A 3.0 B FARATHLIN,  AnyConnect 25804 T LA #4E:
* T %0 P I T A B RO IR B I VPN BiE .
* 7+ 2 AnyConnect T H I{J 44T Host Scan LA

M AnyConnect 2.5 % E K i A< F 2K
M AnyConnect FIATAT 2.5.x MRATHZLI, AnyConnect ‘2 485 8% F i 2 04T DL #4%
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http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/b_AnyConnect_Administrator_Guide_4-2.html

 FHPRZ O T i T 2 BT IRAS HOR B AT VPN il .
* J+4% AnyConnect JJiffi H [{fF-f7] Host Scan SCAff.
o U LB I L U i) PR RS, AnyConnect 2 { B T4 CSSC 5.x it ®, LAERIZ Vs & FL gl 1], B )5 MR CSSC

5.Xo
o RNEFHEUMIR Cisco IPsec VPN %% )7 diito {H%, AnyConnect 25 ) i i 7E7H 52 HL 5 IPsec VPN %)/ i S A7
* AT I T Cisco ScanSafe AnyWhere+ 547 . WhZITE %4 AnyConnect 245 % P i i #14 AnyWhere+.

~

AR R MES Cisco VPN &/ i 4, W)BLIGERCAR 1) MTU {H 1] 58 CFEARE] 1300, WY AR REANE L
Fof MTU (IR JFUNBRAE GEF N 15000 , LLZEAH] AnyConnect 3R AL PERE
AN FHEH ASA i WebLaunch M AnyConnect 2.2 F+&%. AZI5GHEIZL AnyConnect 2.2, R )5 F5))
B AL ] SMS 225 BT fiRAS .

7£ 64 i Windows Ei#1TE T Web B R E RS KK
I 7] 5058 T Windows 7 #1 8 L) Internet Explorer 10 1 11

21 Windows 7E M1 HKEY CURRENT USER\Software\Microsoft\Internet Explorer\Main\TabProcGrowth ¥ & 4 0 I,
ActiveX 7E AnyConnect [ 255528 B[] 2 HH B0 ) 3

HRVEANE B, 152 http:/support.microsoft.com/kb/2716529.
VIV

* iZ4T Internet Explorer [¥) 32 {7 fiA

o BRI G 4 A AE TR, BRI R B 12 A

A

B F Windows 8 I, WIHIZEAT 64 AifA, M Windows JTF4f it %% )3 5 Internet Explorer. W14z 4T
32 PERRAS, MR THIE B 6

AnyConnect 37 355k B%

SURFSZ £ Cisco AnyConnect VPN #4842 P61 4 {F IR IR AnyConnect #0fF. {FUE,  Befl I F- 00 547 A
YRR A S R Th LB S R DD

B RANB AT LA CRRA IS B, 124 http://www.cisco.com/c/en/us/products/eos-eol-policy.html
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http://support.microsoft.com/kb/2716529
http://www.cisco.com/c/en/us/products/eos-eol-policy.html

7 ) 01 BRR 75

Symantec AV 12.1.X 23 ISE 22 &1 (b %ML
tH+ Symantec 7= 8 OZEMAR1E, M Symantec AV 12.1. x ¥4, ISE PP L FitREBE.

Microsoft 4~ 5 37 #F SHA-1

1# /] SHA-1 3F 5 224 M e 7E 2017 4F 1 H 24 Windows Z&Im A H 3%, 7F 2017 46 1 HJG, Windows Ll AN FEHEAE
FH SHA-1 EF )22 4 SRR S2ABAT I G o BRI 10 22 4 X S A 18 SHA-1 S43iE 13

“RAL% 42 UEF: Windows F A FHEAEAT H SHA-1 RIS 2254 B EAE 2016 4 1 H 1 HZ G B AT W4 8 s
WS 7 AREAER, 1ES AL Microsoft SCARY

FE2016 4F 1 A 1 HZArB A M SXAERAE 2017 451 H 1 HZHETA %L

N

ER BT ALAR T, é.ﬁﬁAnchnnectHdFJZ\ T2 %) 3.1.13011. 4.2 MR {14 KA X AnyConnect
43+ A, AfEil: AnyConnect £ 2017 4 1 /I 1 H2Z JG4E Windows “F- & A+ E 5 TAF.

B ¥ RCATLS ZREMH
M AnyConnect M4 4.2.01035 JF4f, DA 22 A Hmg 8 5 Th RE 17 AN 7 52 FF RC4 TLS %1 E14F.

OpenSSL ZH0EMHFE X

1T OpenSSL FrUEFF K PR 5 73 B B4 hrad A gl ER . 7 AnyConnect 3.1.05187 LA4h,  FRATASFF XX Lo 35 i £
A, AN EEMA TR DES-CBC-SHA. RC4-SHA f1 RC4-MD5.

FIFE, AR NS TEA S Wik RC4 ISR Bk, FRAT LA A N SZ RO BERCAS 3.1.13011 1 4.2.01035 £5E4%
1F

Mac 0S X El Capitan 10.11 X3 AnyConnect B3 5
Mac OS X El Capitan 10.11 #:4F &8t 37 FF Cisco AnyConnect ‘2245 8 %5 ) i o

£ ISE & 21Tl P H R RER

TERP LG, WU 2 ISE 224 VEAh H AR B B2, WURPEA ISE 24 PEAS D B S 4 gm i a5 356 « 8 FAR
PEH A ERER” (Enable Agent Log Trace) LA 0 (2R , WAAZ540AT AnyConnect [l 25 F08T 5 3l 2K 3k A3 AU 45 2
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http://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-authenticode-code-signing-and-timestamping.aspx

7 Mac L{EF ISE 2 21T B BE@E T

WAL Mac OS X 10.9 S0 i RAS I AR ] ISE ¢4 VP4, AT HE T BT LA 48 1 R 38 o th B 1) L
AR ARV, SC PATUE P50k LLIGE St B “ oVt R MG e g5 4% (failed to contact policy server”) fifi%.
o BRI AT R . A, RIS B, FLN R S Ak T A VR HT IR ACL IR AS

A3HFxt CRL #E1T AR 55 27 I 38 E

IR 2 i RURE EATT BT AE P AR E SRS LR ] T2 22 5] 28 IO UE IR 55 25 E 15 o IR 25 ) S o2 A S5 O 12 1) S i P 6 21
CRL, A% JCIAE A IS il CRL. %) St AR 4l il B /£ Windows Al Mac OS X H4GE CRL, {H3AT]
B ILBE

A3 45 Mac 0S X _ B4 Firefox iE 771

Mac OS X [ Firefox UE A TEA-Af I B AL i/ B AT P IS Uit A IR, X RAZBUH F B R RE 81 IRV CA
WS INBNZAFAFRIARAEf#E T . Anyconnect AN PR Firefox £7fifs FH T Ik 55 2 S ik 2% 7 B 1E 15

A LB, 3 E AT A Firefox IE T 476 S 451 AnyConnect iIE 15 LA 4P K5 IX 264 5 5 N Mac OS X #8845 S 451 H
Fro LUR PR R A RETE 2245 411 AnyConnect FH I N 25741

1 5% Firefox > B1%IT (Preferences) > 52k (Advanced) [ “iF45” (Certificates) LI, #R)5 fiihi BHIEB (View
Certificates).

2 &M T AnyConnect fUIETS, 4RJ5 siili S (Export) .

&) AnyConnect UE 1558 W RN T “MUR MM (Authorities) ZEHI R o 15 M UE T £ LA THIN, BEOMIE BT gE4 T
HAMZERH™ C “BERIAETS” [Your Certificates] 8% “fk454%” [Servers])

3 MBI TR, B, LT SRR SRk

4 AfE “B 7 (Format) FHzsgiirh, #E$ X.509 iEH (DER) (X.509 Certificate [DER]). WIRTFE, # der ¥ EL A INE
EF 2 FK
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06086 Keychain Access —
S
@
Lk " " 2 -
laln]lo]|= liil ml || = - || Ll Exported_from_Firefox | Q
FAVORITES (ST TR | yourCertN. RootCA.der
IC] System Roots 1 Al My Files
| ,n\ Applk:aﬂum
|3 Documents.
0 Downloads
E Movies
J7 Music
Pictures Name yourCertName_RootCA.der
Kind certificate
SHARED Size 2 KB
Created Today 11:58 AM
e - Modified Today 11:58 AM
3 Alltems : S Last opened Today 11:58 AM
F
4. Passwords B Photos
Secure Notes il d
&l My Certificates
T Keys
| Certificates D Keychain: | login D
[ Cancel | [C0pen ]

A

FR O WA/ EZ A AnyConnect WEFIAI/8L—ANFAEH, IEXREMIE B EE LR R

S AshbEEE. SR “CfE” (File)s “SATH...” (Import Items...), #XJ53EFEM Firefox T H HHEAS .

76 “HAn%HHE: 7 (Destination Keychain:) 11, IEEEHT 77 (% BHEE . Moo A8 H )& S % BHBE W] B AN A2 51 A =) Bl
(a1 EE . V5 E TR B LA TR, B TS IE TN N B

6 fF “HFs%PIEE: 7 (Destination Keychain:) H1, EFEHTT IS HIEE. o) FH 08 S5 5 g1 nl AN 2 0 2 W) BT
B EHEE . 1 I UIE P B GBI T AN, A S IRAIE 5 N 3 N B () 2 B B

006 Save Certificate To File

Save As: yourCertName_RootCA.der | (2]

[« » (22 =[] w | = v | [ B8 Exported_from Firefox | (@

FAVORITES (L] Exported_from_Firefox =
,ﬂ* Amilﬂmns

m Documents

) Downloads
E Movies

J7 Music

5 Pictures

SHARED

DEVICES i

Format + X.509 Certificate (PEM)
X.509 Certificate with chain (PEM) |

P s e e X.509 Certificate (DER)
New Fold Cancel | [5ave ]
S0 Ry X.500 Certificate (PKCS#7) amcel o

¥.509 Certificate with chain (PKC5#7)
T

313022
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7 X} AnyConnect {1 FH 5 75 22 (1) HoAth iE 15 R A D BK

AnyConnect f P 52 [# 52/ 4k #5i5X & libpangox M KK
FEVFZ BT Linux 43 KA Y, AnyConnect ] 7 S AT RS ik R sl, HHILLL R i%:

error while loading shared libraries: libpangox-1.0.s0.0: cannot open shared
object file: No such file or directory

BRI PE ORI BT X i LAY, AU 520 AnyConnect .

Pango T A H At 7 M I FAE S A ) SR PEROURACAD o 5 SRR PG ) R, T AT 3
pangox—-compat-0.0.2-2.el7.x86 64.rpm i} pangox-compat-0.0.2-3.fc20.x8 6 _64.rpme

SSLv3 [H 1E Host Scan IE'& T1E

(CSCue04930) 7 ASDM 1 #4% SSLv3 “{X i SSLv3” (SSLv3 only) ik “H)7j SSLv3” (Negotiate SSLv3) ¥l HostScan
ANEIEHR TAE  “FeE” [Configuration] > “iEFEVj ] VPN” [Remote Access VPN]> “1 2 ” [Advanced]> “SSL # &~ [SSL
Settings] > FEAE R IR 55 25 W 75 1) 22 45 11 SSL WA o ASDM Hi4s R 5y R, H THE e B i .

1&24 sysctl W45 1% B S 2 Y 5] @5

FeA TR IUAFAE Apple Broadband Tuner W (M 2005 4F82) 5 Mac OS X 10.9 Be A8 H 5241 . 25 FH 524 sysctl.conf H
I ZE RS, X RE T EOERE I . %N B T AR ) Mac OS. BT TPRSE A HT BRINERAE 2R G0 150 B0 58 71 ) 245
AN 375 eN i I PS s NE 2 0= N o 5719 m s I E [ )

F1 AnyConnect 3.1.04074 — 21817 ZIHME LN sysctl BE 1 g BT H B :
The VPN client driver encountered an error..please restart

¥iF

A BEIRHIE ) 8 J5 K2 5 A sysctl ZS B, 1T T 20 i H IR -

sysctl -a | grep maxsockbuf

gt A K T BRI 8388608 [AEL, i ll:

kern.ipc.maxsockbuf: 512000
) A8 AT 8% Apple Broadband Tuner W 7E /etc/sysctl.conf FH 78 i .

(2]
Ynl /etc/sysctl.conf, X 'H kern.ipc.maxsockbuf FIATES INTERE, SR)5 EHTH 051 .
ey

WA ER Broadband Tuner I H B (1) H & AN HA B s S, W HE dr 4 50MIBR sysctl.confl
Apple DN A #, FF CAEACTRIF ID 15542576,
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Safari Y WebLaunch [2] 55

Safari [1) WebLaunch /77E @ . OS X 10.9 (Mavericks) Fifi fff ) Safari FRASH [P ERIN 22 42 % B BH 1 AnyConnect WebLaunch
1IEW TAE. 47 2ACE Safari SUVFH WebLaunch, &1 FATIA, K ASA ) URL ik A 22 i,

1 JTJT Safari > EiZIA (Preferences) > &% (Security) > EIEMiLI&E (Manage Website Settings).
2 fiil ASA JRIERAEA R AR T IZAT .

ActiveX F2% /] E;‘E%’I,"—‘FH WebLaunch
] A2 R A bk s it WebLaunch [ 85728 AnyConnect #0414, {HFTHEEAN T ZEX] ActiveX #4347 5 2o
B, BTSRRI, s R .

A AR S BTk P R I, AP ORI I A B B A2 ] AnyConnect TRZZRSFE? . SMS. GPO s LAt PE
(IE-WIRrSHIE Rl

Java 7 o] @1

Java 7 ] R4 S50 AnyConnect %4 5)% /7. HostScan. CSD % i SSL VPN (WebVPN) HH i {8, dbsHERR
ARUiH] (AnyConnect. CSD/Hostscan fil WebVPN [f] Java 7 [0 /8 - W(FsifERRIR Y HhHE4EA 2% ) %Dﬁip{}%ﬁ/Z (RFEE, fr
T “24” (Security) > “Cisco HostScan” i) R SCR

Internet Explorer. Java 7 #7 AnyConnect 3.1.1 B &4

Internet Explorer )52 SCRERRAAE LA NG OL M5 1RIEAT: G P o022 ASA Iy % 2242 T Java 7 I, 4 ASA
335 )5 T Host Scan B 24 ASA 23551 53 1 7 AnyConnect 3.1.1 .

R ZBE R A ActiveX B TEARIAN Java7, WIHMAS KA. BRI, 15 ELKuy 3 Java 2 L RFRRA, B
T Java 7 [ lAS .

2[4 Bug Toolkit A [ CSCuc48299 FATHIE .

B8 “FFE M@ TkE"” (Tunnel All Networks) B[ FAF2 3, DHCP 13 25

TERCE “ P M2 fEiE ” (Tunnel All Networks) 1500 R, h T kA DHCP Ji & e 88 A2 BHASHAL %, AnyConnect
7E AnyConnect & ™ Uiy 3 FZ I K (7] A H DHCP i 25 w5 8 INAF 22 6 o 4 7 7 1 0% b tH IR Pa it B , - AnyConnect 18X 4L
PRI R B o GG e 2 . B ek 8 4%, 7R 8% e h BH L B DHCP i 4 ME T A i

% B51% % 1Y AnyConnect VPN

JRMYAEIE I 5 24 8% USB #4411 Apple iPhone il ik AnyConnect VPN % 7 5t W5 A% o 77 o 6 - oAt 3% 422 4 £ B AL 1) 19X 4%
W, NAEHREHITH M AnyConnect VPN &P Ui JEAT B0 AIE
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http://www.cisco.com/c/en/us/support/docs/security/hostscan/117097-trouble-java7-00.html

AnyConnect & &+ 735

AnyConnect 7F LA N5 1 SCRER RE R R AL A ST -
* Windows 7 #1 Windows 8 -] Microsoft CAPI 1.0 1 CAPI 2.0,
*Mac OS X 10.4 J¢ 5 i As biiiid 4 b S i Bk

A\

¥ AnyConnect A~ 3ZHF Linux 3 PKCS #11 %5 LIRRER .

AnyConnect [ 1UNR IR E
JERME DU BRI AT 4> AnyConnect 7% 7 i it :
* VMWare ESXi Hypervisor (vSphere) 4.0.1 % 5 & il A

* VMWare Fusion 2.x. 3.x fll 4.x

BAIA SR B LT HI2 1T AnyConnect. {HJ&, FRATTI AnyConnect 2 ZE AT THAT IR 1) VM Ware M358 I 1817 o
WA IETE B IR & B (E AnyConnect (1), GRS IAT, A PRSI R eI 28 ] #45

UTF-8 == 5 %F AnyConnect 25 B9 X 135

b5 ASA 8.4(1) BRHHE fm FCASHC A8 H ) AnyConnect 3.0 55 i Ji A /E A ) RADIUS/MSCHAP HI LDAP WpSCAR % 5 5 v 52
FF UTF-8 745

2 B B E A LS E AR A ST B L

IFAHIEAT AnyConnect 1192/ S 45T FIZTSE 4T, ASA AR %R 1) AnyConnect MABRE RILA, 75 0% P EILIE
%% VPN,

PG R, AR ASA T T R A B AR AS 19 AnyConnect #CPH, BRI A FH (4 30 57K 2 i 4R S0
EN

Mg e s S it SRRz BB

R Y7 ) PLERISAT IV, e a0 RS I IE A AT AR, RS BRI A A FE (LR Windows AN HEIE R
AR Sl I, WAy AnyConnect HI A 285 vH SEHL b ¥ AR LS (51 41 iPassConnect Mobility
Manager) , WJAZ0IE ik 9 2% U ) B B2 GUI B “AE % i ” (Disable Client) e, BT k45 11 19 4% U 1) 57 B2 i 55,
KR I 4% U5 1) 45 BR 2% o
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M&IZEOFENREFSMRHEEERIRE

Intel JG2k M 24545 1R IR SN FE P IAS 12.4.4.5 55 4% U5 ) 45 BRER ANARA . WUR LRSI R P by W 465 1) ) 7 Bl 22 e 1 ) — i
b, ATRES FEUN B L5 RN Windows #R4F RGETIRK M.

&% 52 SHA 2 1iE 45 36 3iF 5K %7 (CSCtn59317)

AnyConnect 2% )" 3 F| FHAIE 15 1¥) Windows #1275 7 (CSP) X} IPsec/IKEv2 VPN JEH: (1] IKEv2 543 560 Uk M B B it 2 24 T
WA TR 4 . Wik CSP ASCHE SHA 2 5535, HOWDhBENLLIRE (PRF) SHA256. SHA384 B SHASI2 it T ASA, [
IR BE TR AAA S IGIERCE T IERRCE SO (Bl WRET S BE e, FH P s “aE 5 2k
" (Certificate Validation Failure) ¥ & .
T8 TSR SHA 2 R50EN) CSP UESS, BBk R AR A 7E Windows Fo HASCRFIERAE RGEAAAAE UL 7] L
P L R, AT LUK ASA I IKEvV2 Sl () PRF JiC % 4 mdS 5% sha (SHA 1). B0, A LUEIETS CSP {EE SN A 211
AHb CSP, {5111 Microsoft 5% RSA 1 AES IS5 FE R . 200 M AR 30 7 v N T8 Be RiE 1. BANBER 2 CSP 4
Fro NIRRT RERIGALRT, FRICCRE SHA 2 S8 CSP.

A

AR WIRRRIEMPUT NREERAE, WTRESBIRH U . FRCUE TS SN, RS AN

#&0] LL{¥ F Microsoft Certutil.exe 52 FE & XGIE TS CSP {H . Certutil /25 B Windows CA Wy 24T HRE, 7F Microsoft
Windows Server 2003 & # T HAHfeft, o] LALLS URL & L HA:

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=c16ae515-c8f4-47ef-al e4-a8dcbacff8e3 &displaylang=en
F LU NP IRISAT Certutil.exe FIEEEGIE 15 CSP i
U T 4k LB & 23 1
2 U N4, AE P AAE IR ST CSP{H: certutil -store -user My
DA 2l @7 1 3 iy s TR 1 N 25

Certificate 0
Serial Number: 3b3be91200020000854b

Issuer: CN=cert-issuer, OU=Boston Sales, O=Example Company, L=San Jose,

S=CA, C=US, E=csmith@example.com

NotBefore: 2/16/2011 10:18 AM

NotAfter: 5/20/2024 8:34 AM

Subject: CN=Carol Smith, OU=Sales Department, O=Example Company, L=San Jose, S=C
A, C=US, E=csmith@example.com

Non-root Certificate

Template:
Cert Hash(shal): 86 27 37 1b e6 77 5f aa 8e ad e6 20 a3 14 73 b4 ee 7f 89 26
Key Container = {F62E9BE8-B32F-4700-9199-67CCC86455FB}

Unique container name: 46abl403b52c6305cb226edd5276360f c50140b9-ffef-4600-ada
6-d09%eb97a30f1

Provider = Microsoft Enhanced RSA and AES Cryptographic Provider
Signature test passed

3 YUIER) <CN> @k, 7EtboRfit, CN & Carol Smith. #&7E F— P HEMER.
4 AR iy 1B SAIETS CSPo LA R /R BildE ] 3 B <CN> {EIE BRSSO E 15 o S th m] DA LAt J Pk

{£ Windows 7 8UTE & A L, I IbAr4: certutil -csp "Microsoft Enhanced RSA and AES Cryptographic Provider" -f
-repairstore -user My <CN> carol smith
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http://www.microsoft.com/downloads/en/details.aspx?familyid=c16ae515-c8f4-47ef-a1e4-a8dcbacff8e3&displaylang=en

SOESE 2 AIFRUEE HILRET CSP 1A

/7 Host Scan B2 & Bhiw L F

7995 B2 I FH 1T e K6 22 A DA RS, 43% 140356 43 N DL A Host Scan AL AT R AR NI . 7B 2% A VA B bl
Host Scan AP 2R, A5BHmsp A RCE S “ (A4 57 B AN Host Scan N Ak 2 4245 SR«

« cSCan.exe
« ciscod.exe

« cstub.exe

IKEv2 <37 #F Microsoft Internet Explorer {X 32
IKEv2 A HF Microsoft Internet Explorer /A3, W1 T %I RERISC e, WA SSL.

IKEv2 7] 58 2>k X340 SR A& 1T MTU 1%

AnyConnect AN SFWOFE L s e 0 B, X2 SEUE LW 4 i ook i

A B b ), TS BRI MTU . AT BUEM 12000 LU R 7l @ 7m difr 4 CLI BT e 454 -
hostname (configl# group-policy DELtGrpPolicy attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

ZEAFH ASDM % '& MTU, 155 FEE (Configuration)> M4 (F Fi%) 78] (Network [Client] Access) > A 5 B (Group
Policies) > Fi/l (Add) 24548 (Edit) > B%% (Advanced) > SSL VPN Z i (SSL VPN Client).

£/ DTLS A< B zhid% MTU

Wi DTLS Ji H AR RO SR TG (DPD), 27 ity 2> H shif e 5642 MTU. WSR2 5 ASA B T MTU, IR REZ 30
5 BRIME (1406). £ 8 BEE B, & i ARk DPD 2l 0 B sh i3 MTU.  an 754 i), i a0z mir Ak
FE, 1§ ASA H ) MTU Bt & K BEH MTU.

¥ £8& 177 8] & T2 28 FNn 4H SR B

Windows Active Directory J& 2k 41 Sl &5 #1522 B € Active Directory 31 [ PC _F (I TCLL VOB RITE T L% . 20 4%
U7 ) BRSNS, Y DA ST AR T BE SR I 45 U7 [ A B ERAT O R E O SRS X B (GPO). A BE D1 VAR IAT 588 GPO
O LT 9 285 Ug ) B R AR I GPO SRS E . LA GPO 454 nl figox BHL ik 9 2% U i) 7 R S 4 U AT

* i Windows 7 BUHE mihiACI , {3 5o 17 B I 4% 155 A 4 SR B BC & 324 (Only use Group Policy profiles for allowed
networks) £ i,
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5 M 47 5] & 32 25 EC & 1€ #Y FreeRADIUS EC &

FE B N 27 ) B, T RE T 2L FreeRADIUS L. BRIAEHITH 5 ECDH AHOCI %05,  CAB tH I . 76
/etc/raddb/eap.conf F1, TEE cipher list {E.

EXEEANSZ BN EEHITTE SR

2% PURAEI %5 1) LR B A2 I, JEAT Windows 7 Sk BRI S 30 205 AT 52 HE0 EAP B3O E,
AR S DRI I PMKID TR0, DRtk ZERESetirot o o A O SCHF 2, AnyConnect SHURHTF Ak
SEREG IR L

IPv6 48 2 R BRI ZME R 21T 0 A FEM

BRAE R IPve ikl 144 . Ml VE [ sGERECRT, 75 W) IPve W 2% it i3 Bl A R FA AR I th A AR AT DNS A 4k,
AR FE S A7 AFAE 19 L 2 HE 1) URL XEA ) 1Pv4 ik R4 HACREER ) IPv4 Huhib, & izt it dbATi8 . W
FORFLH) 1Pv4 ik, o 28 1biE Rk

WRAEAR IPve i m e PR, TLICHBTE IPv6 Ji i I ER B2 /0. BATILERESERTR IPv6 it 48 By
FHAHACHE, X EWAE IPv6 IR EANZ R 2= 2% 22 4 AR

BELLE fEig ) A B Bt R B R E LA

7EH P AE ] AnyConnect EIEFE 53k M F5 Windows 7 BE S AA i 7 VPN 20 i, F P sk o vh H A 8 2% 1 9 24 3]
WA BN RY IR A BN AR HE, HAh & oA X e L.

T EAf IR AnyConnect EAUBHIEFHLA CELFE AnyConnect i EHLII A FR) 75T W R EE , K12 2 BC & A 7K Ak
F- BB A A

1 fF “JRFEFHASCAE” (Search Programs and Files) SUASHE R A\ regedit .
2 53 HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Browser\Parameters\.
3 Xili MaintainServerList.
“OmBH T H 7 (Edit String) 7 FUEHT T
1 %1\ No.
2 SiliHRE (OK).

3 OKCH “YEMERgmEER” (Registry Editor) % 1.

IEP REEER
TE5y R AL AR U7 ) SO R, an2 AnyConnect 221050 1IF S5 & LDAP UFE15 (1185513 (CRL) 70 K IR S 2UET, R4t
SES T KAE )G W7k AnyConnect UE) i 5 2 3 2T 11

Up SRS G R I T 1, T HRAT LU AT — R 4E
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 FEBATATATRFA CRL 2R 5 60 N IREGIE 15
* 7t Internet Explorer "2 H I 54 1iF 15 M A5 £ o

A

R {E Internet Explorer H 4% HI IR 55 #5045 iy 9 for & ] RE S 0 A R e (i LAt ik
GRS Sy Al

AR RH B AT LA S 1T
IR SARTEA A S AP R RN L, SN BT LLKIA AT, WL PR Bl

msgid ""
"The service provider in your current location is restricting access to the "
"Secure Gateway. "

Mac 0S X hjx AnyConnect Z}& T 45 € LB i H =8 < R T RY T BE

4 Mac OS X it AnyConnect % /' ¥ii 551 5531247 10S 1M G H A7 SSLEEFEI, B *41% AnyConnect %5 7 3ify 221048 HIRf &
KAV s (B ER RS A E [CVO] B 2%) 5 ASA 3T IPsec JEHER, Foobm g & vl LUBRE iZERE, 1 HAth
P JCVkIE R . AnyConnect ] A2 iR HvH 5 MTU.

LR, 35 Mac OS X ar AT EL M v 4, K AnyConnect 1&EEL# K MTU T3l 15 B A BACIHE :
sudo ifconfig utun0 mtu 1200 Ci&HT- Mac OS X v10.7 S5 @A)

B 1E Windows FH F #138% 7k I 7£ 25 T BE

fF Windows TH5HL E, BA5 1 FRabRAERCER 1 7 A5 B o] Gt FCRR 3 B0s S04 S B A 5NV AR o 1X 1At AT T HE % M B
AnyConnect it & 3O, HILMBEAGEEZEThEE . 7 B RERXFME DL, TR THENLIACE ARG C: \ProgramData X fF
Jerg i), B /ECE A BRI Cisco 1 3XAFJE U7 ] .
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