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<?xml version="1.0" encoding="UTF-8"7?>
<AnyConnectLocalPolicy acversion="2.4.140"
xmlns=http://schemas.xmlsoap.org/encoding/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance

490 Sl RE

xsi:schemaLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">

<FipsMode>false</FipsMode>

<BypassDownloader>false</BypassDownloader><RestrictWebLaunch>false</RestrictWebLaunch>

<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<UpdatePolicy>

<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer>
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<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>false</AllowISEProfileUpdatesFromAnyServer>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
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</AuthorizedServerList>
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Py A
g2 Abgste] A F9 Ve BES WSS 5 gyt
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AnyConnect S 20| A E 9 d x| X2 73 AL8-A} o] U dX] 3}

A 2] 5= 73 (Windows)

A W 0 E FepoldE Testel . 37 Y v Al B45HE A
2349 S W E gt

4
B>
QL

K
(W 2

al

* MST < - sampleTransforms-X.X.xxxxx.zipOﬂ A
anyconnect-win-disable-customer-experience-feedback.mst2] ¢3-S 3 Al g1 o

A =] ‘52 4=2] (Windows)

* AnyConnect 2 2] 525 4 3121 Windows 22| & 1] £405 AR Al 2. o] £4&
o] 2~

i)
1)
o
:l:‘
r 2t

-?*17]1 o] o] £Ado] B d AA =1 msiexec?] W7 E A

Ut 01 Ao A T g0 g FHAANE A datA] gurh

CHAS2IY Y Mg el 0 e 54 Holkg AR F e

= = 1 O
F& A= d= 2 7HA EO] J o 2} ALE-E] = B2 Microsoft Orca®] Y T}, Orca
&2 Microsoft Windows Installer SDK(Software Development Kit, 4~ E ¢j]o] 72 7] E) 9]

A 52 Microsoft Windows SDK | X 3} o] )51t} Windows SDKE 714 2.2 H
http://msdn.microsoft.com . 2 ©]-53}o] A}-8-3}= Windows H 7 o] Br= SDKE 7 A 5} 4] A]

}o

HE AL 5 2 ] 5 832 9)\314‘:}. A S w72 g g A=A
U Configuration(7-%J)> Remote Access VPN(2! 2 2 4] 2~ VPN) > Network (Client) Access(H|
EA(EEo] A E) HA ) > AnyConnect Customization/Localization(AnyConnect A}-&
Z} 7 2]/ %] 3}) > Customized Installer Transforms(AF-& 2} 7 o] A4 %] 3 2 7730 14 &) of| A]
A 55 913l Adaptive Security Applianceol] 2= = 5T}

+ISO o] m Ao = A X T2 13 setup.hta 7} HFE I 2= HTMLSY

kY
*

A% A

AnyConnect Al A ZFZEE A8} A 9]

i)

% g

o] A E M X & A8 2} A 2] 3F+= Windows Installer <4

T} Windows Installer /3 -2 AnyConnect A X| & AF8-2} A 2] &L t}. Microsoftoll A #| 93} 7] €}
o] 2] Windows Installer &/ S €83 = Qlth= Hol ol st Al 2

>

o A]22E| MTU A4 — VPN A 2] X 213 S A(RESET ADAPTER MTU)O| 12 A H 45
M ZE g3o] ZE Windows HE YA 01“13‘51 MTU A4S 7| 2302 QA3 WA
AbEhS A&t Al 25l A F-E sl oF et

» Windows & %

ish Al sk 7

1l

A - FF AFEAF Al = Tl uFo] 2~ 9] Cisco AnyConnect Secure Mobility Client ©]]
He Fojate Ao] EHUTH HE AR A AR Aehs A A9 A A
2 2 ARS8 Ao} 24 2] A7) AnyConnect A B] 25 1T AW 52| 8F4] 3l 5 WA 5F=
e 715 AT 7 AdFUh B AR 2 v U S & AFSoto] W E ZF T Eo A AH] 2~

AFH .
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=
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A

=
AL T
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AnyConnect Z-2}o]dE 2 A

A = ARg A g o] Y @A 5}

A 2] 5 2F =2 (Windows) .

VPN, Network Access Manager 2 9 K. 0FS- 9|3 MSI A %] L2 132 FF £54(LOCKDOWN)
S A9y} o] LOCKDOWN®] J(0)°] ol ghto =2 A% 79 =X E tjujo] 2o A
AHE A} = 7e F A7 A A 227 AFE Windows A H] 22 & A o] 3HA] gt T} A
THE NS = ARgete] o] £4& AAsta Aus AAstE = 2 MSIAA ZE 19
S %%‘ 1S 43Ut} Cisco AnyConnect Secure Mobility Client 2~ E 9o] T} &2 =
Jﬂo]ﬂ N AE MY S e r=d 5 dFUTH
o] FEfolAES ot o) o] A8 4 a3} 37 53k 7
LOCKDOWN &4 & 283 of &t} o] 292 A F& thA] A
W AL T sy

P 091’

A

o

dp

4
i AMP Enabler A %] £ 2138 VPN A 2] Z 2 733} E315 o] 95Ut}

Y

ActiveX Z1 E & 7] 7] — AnyConnect A} 7% VPN 3| 7] 2| &] o] 21 W A o] 4| 7] 22 0 2 VPN
WebLaunch ActiveX 71 E 2 A %] §l5 1 th AnyConnect 3.1 4] A| 28 79 VPN ActiveX 1
EEZAAT 7| 2402 AX AFUTE 7 kg A & V2 gk o s A7) e WA
AF5HH

AnyConnect S 2}0] E Ux‘ A e A E%% AL % ] VPN ActiveX 71 E &S AnyConnect 2}
kA A %] & oF 3l= 7 %, msiexec == W& o] 4] NOINSTALLACTIVEX=0 &4 S Al-&3f| ofF g
e,

a2 FI7HAA 5ol A AnyConnect 55 7] 7] — Windows A| o] ol §l= AF-8-A} 3 =2 7130
F7HAA FF o 4] A 2] ¥ AnyConnect 55 =4 7 5 Y T ARPSYSTEMCOMPONENT=1

= A Zradel] ddstd e d EEo] AXH 2r ] Lo A H = S WA g YT
ATEE ME MY S AL L51o] o] &S HASt 47|Ee 2 25 s 2 MST A x| L &2
T30 M S A 83k 418 A3t Cisco AnyConnect Secure Mobility Client 4~ 3 E 9] o] T}
SRE Fo] Ao A ME WP S kR =T 5 glGFH

AnyConnect == ¢l t] $ Windows Installer <4

U Foll A= T2l S F5387] Yt MSI A2 R & 25 3 5|0l gk o 2] 71 Al &g Y ot
AR BE HE R 22
VPN 7]5°] gl msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive

2}o]

AnyConnect 710 = | PRE_DEPLOY_DISABLE_VPN=1 /lvx*

(5 ¥ 2 33 Network
Access Manager 5=+
3] Bl BE A Al
148

AE anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log
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AnyConnect S 20| A E 9 d x| X2 73 AL8-A} o] U dX] 3}

NESE EREEEL

A ] 5 2F =7 (Windows)

A E EEE e

VPN 7] 5°] &
AnyConnect F.0] 2

msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

gl =
oW e g el msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive

DISABLE CUSTOMER EXPERIENCE FEEDBACK=1 /lvx*
anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

DART(Diagnostic and | msiexec /package anyconnect-dart-win-ver-k9.msi /norestart /passive /lvx*

Reporting Tool, 11 anyconnect-dart-<version>-pre-deploy-k9-install-datetimestamp.log

HEIE)

SBL msiexec /package anyconnect-gina-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-gina-<version>-pre-deploy-k9-install-datetimestamp.log

Network Access msiexec /package anyconnect-nam-win-ver-k9.msi /norestart /passive /lvx*

Manager anyconnect-nam-<version>-pre-deploy-k9-install-datetimestamp.log

B ok msiexec /package anyconnect-websecurity-win-ver-pre-deploy-k9.msi
/norestart/passive /Ivx*
anyconnect-websecurity-<version>-pre-deploy-k9-install-datetimestamp.log

FEAA msiexec /package anyconnect-posture-win-ver-pre-deploy-k9.msi /norestart/passive

/lvx*

anyconnect-posture-<version>-pre-deploy-k9-install-datetimestamp.log

113 -S- Adaptive Security Appliance©] 714 2.7

Windows ¥ & & Adaptive Security Applicance®ll 7}4 S ] -5 Al AF-&-3F 4= 9l HF YT

3}

ASDMe¢]| 4| Configuration(--%J) > Remote Access VPN( 2 4 4] 2~ VPN) > Network (Client) Access(1]
EA(EEo]| A E) 9 A 2) > AnyConnect Customization/Localization(AnyConnect A}-8-%] 7d 2]/&
A] 8}) > Customized Installer Transforms(A}-8-2} %4 2] A %] 2 13 W)= o] 53},
Import(7}4 .7 E =8 Y}

t}-2-3} 7+o] Import AnyConnect Customization Objects(AnyConnect AF-8-2} 74 2] 7] A 714 2.7]) 9]

EAEU
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AnyConnect Z2}o] A E %

AR LR

R R CE L

Remote Access YPN

A A 5 2F =7 (Windows)

Configuration > Remote Access ¥PN == Network {Client) Access >

@ Inkroduction
twork (Client) Access

sec Connection Profiles
Group Policies

£ Resources

" GUI Text and Messages

..

yp Address Assignment
Advanced
Clientless S5L YPM Access
AdAfLocal Users

-y Secure Deskkop Manager
[#-[E3 Certificate Management
Language Localization
B8 | pad Balancing
ﬁ? DHCP Server

[ J-- Advanced

ny_onnect Connection Profiles

Drvnamic Access Policies
(), AnyConnect Customization/Localization

ized Installer Transforms
7 Localized Installer Transforms

AnyConnect Customization/l ocalization > Customized Installer Transforms =

Import or Export AnyCannect-customization objects to the security appliance. These

ohiectsaaill be served by the ASA on request from the AnvConnect client,
44ﬁapg_v_gm;”:

For

Object Mame

/

8 Import AnyConnect Customization Objects

&) Device Setup

% Firewall

Remate Access YPN
Site-ta-Site YPH

Select a file

T ;
Mame:  |Our_corporate_icon| |

Platfarm: |win v.i

(%) Local computer

Path: EC:'I,Documents and SettingshuseridiMy Doci Browse Local Files...

() Flash file system

() Remote server

[ Import: Mows ] [ Cancel ] [ Help ]
m) Device Management:
' - ERa
T B
docs 15 =] 5/4j09 10:10:34 AMEDT |

GA3 HAL 5] o] B A . o] o] B TRE ARG AL A o) A A 9] o] B3} Y] ASAC A F 4
317 erom Mol e ek At
B4 ZRFL AEEta A S 79S 2 G414 2. Import Now(X] & 714 7)) F 22841 A 2. o] A
92 =213 W Elo] Bof o] TAFH T
AnyConnect UIE A&7 A 2] 8H7] 918 A& WY
AE A e FE DS AT E o] A2 WS woluA o} Bl A= M| I g
E%qam%miﬂw@ﬁquqﬁﬂm_ammww@m@~iéﬁﬂﬁ°imﬂaﬂ

AF-8-2F A o] 3 2 5} Q1 MyProfile.xml& 2 %] §H4 T},

DATA CHANGE - Component Component ComponentId

+ MyProfile.xml

{39057042-16A2-4034-87C0-8330104D8180}

Directory Attributes Condition KeyPath
Profile DIR 0 MyProfile.xml

DATA CHANGE - FeatureComponents Feature
+ MainFeature MyProfile.xml

DATA CHANGE - File File Component

_ Component__

_ FileName FileSize Version Language Attributes Sequence

+ MyProfile.xml MyProfile.xml MyProf~1.xml|MyProfile.xml 601 8192 35

<> company logo.bmp 37302{39430}

8192{0}
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AnyConnect Ze}o] 1 E 2 A% T2 72l Al g Ao 2 &3} |

B A 57 53 (Windows)

DATA CHANGE - Media DiskId LastSequence DiskPrompt Cabinet VolumeLabel Source
+ 2 35

AnyConnect A %] 3£ = 720 3} & %] 3}

AnyConnect A %] ZZ TS F35f TAH & WA A& HEST 7 AFUTH ASAE A 227985
a3 BAH = HAAE HEetr] ¢ shA R 2 2] H.Qk A
g MSI= 2t 2 74 gt o] W&k Zho] A E GUI 3H9
< WghshA] Fy

Y o,

[N

2
=2

AnyConnect®] 2= HE] 2ol = A AL E o] & AFE-319] AnyConnect 3| 7] 2] & 2= wfjn}
o} #2] 27} Adaptive Security Applicance®] 2= = = AR s}H M o] E3E o] 55
t}. Cisco®] AR} 18-S AF-8-3h= 79 Al AnyConnect 3 7] A & ¢ 2 =3 wfj v}t} cisco.com©]
Al el 25 Abgste] AX 3 E S o] Est Al L.

"

Orcash & W& A 712 WS B ste] A BALS W53 AsAd] WS 7HA & 5 9
U AL A} Zetol AES the s ohd Feto] AL e o] 718 Qo) & B39

AA AR A 2] AAE) A AT WG S A &g

Ciscooll A= @A 307 Ao 2] MEks At} o] ¢ 3t W32 cisco.com®] AnyConnect 2423 E ¢
o] b= = Ho| Ao A b zip FY & AT
anyconnect-win-<VERSION>-web-deploy-k9-lang.zip

o] 7} o 5] <VERSION>2 AnyConnect & 2] 2~ 2] H 7S 2] 1] gy Th(of]: 3.1.xxxxx).

of7to]l H gt of = AFE-3F = Q)= ol gk W E (mst 3 )o] 3= o] lF YT Ciscodll A A
Sk 307 ool EakA| = Aol E A A& Aol Al Alg-aloF st -5 aLfr g WS A et
of A Aol &= ASACl 7HA & 5 A5 Y T Microsoft Hl o] ElH] o] 2= 3] 71?1 Orca s AH&-oFH 7] & A
A DA LS 4 4 25U T Orcat™ Microsoft Windows Installer SDK(Software Development
Kit, 2 E ¢Jlof 7 7] E) 9] A H 2 Microsoft Windows SDK I &% o] Q& T},

& A 3l¥ A x| = 213 W3S Adaptive Security Applicanceol] 71 9.7
Thg A ASDME AHE3He] ASAC] WA 1A S wel U,

A1 ASDMeoI 4] Configuration(--%J) > Remote Access VPN(] Z 8 Al 2= VPN) > Network (Client) Access(H|
EQAE o] A E) A 2) > AnyConnect Customization/Localization(AnyConnect AF-8-2} A 2]/&
A3} > Localized Installer Transforms(& %] 3} A %] X 2 713 W) Z o] F3 ]},

SGA 2 Import(7HA 2. 71)E 28t 23} 2o] Import MST Language Localization(MST ¢10] & %] &} 7}
2 2.7)) ol 4yt
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AnyConnect Z-2}o] 1

A E

ol X

R AR ZR

9 A 4] 3 A8

Remote Access VPN

pS|

AA 525

P Introduction
work (Client) Access

IPsec Connection Profiles
Group Policies
% Dynarnic Access Policies

; Resources

’@ Binary

Address Assignment
Advanced

lientless S5LWPM Access
AddfLocal Users

AnyConnect Connection Profiles

AnyConnect Customization/Localization

GUI Text and Messages
Customized Installer Transforms

Localized Installer Transfarms

Configuration = Remote Access YPMN = Metwork (Client) Access = anyConnect CustomizationfLocalization = o

Configure language translation tables that the security appliance uses to translate AnyConnect messages
implemegked through MST (Micrasoft TransForm File Format),

Language:
Translation Domain:

Select a file

Language Translation Table

Language($10]) =
° 01:01 = }‘E o

T o —

Import Now( A= 7FA
HolgS5 de 4 o=

Apply(31-&) & &

o] Aafo] A= 27 210](es)Z A0l &

A4

Qlojol g A 2 WH S HolE .

3l

A

Language Language Code
ecure Desktop Manager r:
Sl | ~
Certificate Management @ e UVI.EI‘IIEI‘\ ‘s ‘ =
3 tbian
Language Localization Path: |
-2 | nad Balancing
- ff# DHCP Server (7 Flash file system Spanish (Argentina)
DS ~ |Spanish (Bolivia) es-bo
-7 advanced | _|Spanish (Chile) es-cl
) Remate server Spanish (Colombia) es-ca
é} Device Setup - Spanish {Coska Rica) Bs-cr
= |Spanish (Dominican Republic)  es-do
g Firewal Spanish (Ecuadar) es-ec
i Import How &N Spanish (El Salvador) 55w
2
BRI panish (Guatemala) et
Sitg-to-Site RN Spanish {Honduras) es-hn
Spanish (Mexica) BS-IT
@)_Dewca Management ‘ panish (Micaragua) es-ni
|
S ‘ ESpamsh (Panama) es-pa b |
Z Spanish (Paraguay) Bs-py
Spanish (Per) es-pe
docs 15 )
@Spamsh (Puerta Rica) Es-pr s
‘Span\sh {Uruguay) Bs-Uy 7

247116

Z(Windows)

o

@ Q0] L S 5 kel 2
LS

FUt} o2 282 AnyConnect2] 919

Configure language translation tables that the security appliance uses to translate
AnvConnect messages implemented through MST (Microsaft Transform file Format).

& Import| [ Export| [ Delete|

Configuration > Remote Access YPN > Network {Client) Access >
AnyConnect Customization/Localization > Localized Installer Transforms

| Language

(=}

Language Translation Table

rineck

24717

2=

=

=

of A 2
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AnyConnect Ze}o] 1 E 2 A% T2 72l Al g Ao 2 &3} |

B 25 52 5%Mac0SX)

“1(Mac 0SX)

N

Al gk ALY
AnyConnect 4 2] ZZ 2195 A 318 7 QU AX| TR A AMRE FAE o] 4=
AnyConnect A %] X 2 713 0] o} Mac A | X 2131 of Z2]Alo] A Y1t}

ACTransforms.xml-3- A}-8-3}o] Mac 0S Xol| A] A =] 3 2 13 =2} A}

Mac OS Xoll thall pkg 525 AF& AL A &8l T3+ o
2 AL o XML shelo] 443 22 19la) g wl A 2%

Oﬂ ol S HFUTH AA T2 0 B e 54 A gd S

go T o 2o w2 Ao £ A o -8 2ol ]

ZoMo A A A

£

W] ol ACTransforms.xml
:_\_:i_

A& of tUTh A X =

1 pkgAx T2 g7 2o rdEed 9= 2 o dEg
2 vl EY Tad ou X BEe] FE Qe e
3 dmg W3 e H g gtz el ey

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

o] & E9°] OS X ACTransforms.xml %42 Network Access Manager Ho+= ] R oFo] "= 7] A gf&dn -
=& A/ 31 DisableVPN Y Y t}. ACTransforms.xml< Profiles U] @ 2] 2] DMG 3} o] )54 th

27 74 3= 2 g ) 2y g
I Y d e RE2 7|24 o g4 5tE o] 95Ut Mac OS Xoll A ©] 7]5& 118 &<
T AL
A =}

WA T2 e e E hdiutile AH8She] dmg 317) 42 ¢7] A Gl A 97124712 W 8sha A 2. o
= SW e gEy

hdiutil convert anyconnect-macosx-i386-ver-k9.dmg -format UDRW -o

anyconnect-macosx-i386-ver-k9-rw.dmg
@A 2 o}#] A A 22 79 ACTransforms.xml< 3L th5 ghs A A F7HH Al L

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>
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|  AnyConnect Zeto]AE 2 M) T2 R ALEA A o) 2 A x5}

A %] 5=+ 57 (Linux) [ |

A A] 54t 573 (Linux)

ACTransforms.xml3- A}F-83}9] Linuxoll A A2 %] 3 &2 713 52 A& 2} A 9

pkg E29 282} A o5l T WA o] Linux & 0. % Z}]-LQ A ¢k © B 2 ACTransforms.xml< A4

FUTE o] XML st o] AX| 2 1583} A v x| 79 A X 2215 A A e o] I}
e‘% HsUth A2 2o add 54 oA ﬂ"é% Rl of gt A Te e v
T =M E A E] = AL ol B2 FIE Y T

+ pkg A TR wlah e R gl Ea el e
PPhEEY T2 olul A BE] FEO gE T2 fHEY
- dmg T3 e U Eele] Y TR e

O

ol

o

AR T 714 o] 22 akd v Ee o] 9l XML 3 )1 ACTransforms.xml 9] & 42 v} 2
=
HF4

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

AnyConnect GUI ] ~E 2! m] A X] A}-&-2} A ¢]
ASA(Adaptlve Security Appliance)™ AnyConnect @ 3£ A AF-&2} ] A] %]
S ARSI ¥ HlolBe W v A BiE $A9 S E9e
BE-‘E & (Windows8)& AH8-3ko] 7]1E WA Al & H A ek 511‘7} Aol &
o329 AR SHE 213 Windows A& ¥ 32 www.cisco.com®l] 4] ©] 83 4=
* Windows = F& ALA -3 7] X & $ 3k oo AX|s} HE A
* Windows = &8 1 75 3| 7|4 & 913 o] A5 ¥ 5

]

2
;0
oy
v

Windows-8- AnyConnect 3 7] #] 1} o = AnyConnect M| A] #| 2] 7] od o] €l =8l o] ¥ 3} 5]
T} ASAl A AnyConnect 3] 7] A & 2= u] ASA7} o] I} & AAF o & 7hAF U o] &S
AnyConnect A E Qo] o] WA A] EAFE o "413} HAl W7 ALeS aghetal JFU T dd '3
= AH&ste] thE ojol gk A W8 H o] &5 A A Y www.cisco.com®ll A A& 8h= T
H ol & F 3tUE 7H4 & 4 I HF Y T Adaptive Security Appliance®ll ¥ 3} H o] & 7}4 2. 7], 50 3
A ZE)

o T (A
s (A
o 7| 5.0

ot

_AQMH
O o >
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AnyConnect Ze}o] 1 E 2 A% T2 72l Al g Ao 2 &3} |

B AnyConnect GUI B~ E T o A 7] AFE4} A 9

» 23 910] (e] %)

7he AbgA Aol shel

4

T Ao A= sk Ao 7t AlEH A A 7HA L B H ol &S
735, GUI ¥ ~E Y fA| A & W $ol= A atE Ayt
* AnyConnect B ~E W W|A] %] =7} = A, vh5 T $F 7FA] W o =2 17 o] 49 HWA]A] ID
of thgh wA| A BN AEE N =
UFHH
o A 3} AR}l A Bl A~Eo| HAANGS 9 H st}

- A T} A A B RES B2 A ]o] BAST WA S S AW e o] HAES

3} Aol A 2ol 55Ut

s

* Adaptive Security Appliance®] ¥ 2} €| o] & 7}%

5 714 271, 50 # o] #]. Save to File(FL ol A4S &
g5t HAA] IS YR 98 A S

ASDMO = thA] 744 & 4= lHF Yt

4 o

ASAZ W Bl B2 g0 25
Y

W Febol A7} thA] Al At o] thE el 43 WA gl
ol E 5 W A1 %7} 48 ¥4 ehuin,

[N

oY
Kl

ASA2] SOl EE FF3}A] &AL Altiris Agent 59] 719 AT E o] FH A ~ES AFE5laL
A= A, Gettext9} 22 7ME 2 71 F-E 2 E] & A28} AnyConnect ¥ 3} €] ©] B (anyconnect.po)
S mo FYE 5 MBSl mo FUS SEolAE HFH L A T AT T A5

ok ZpA g &2 sl 2 gfo] = 58 WA X FhE R T A & RS AL

A9 AR AR

AnyConnect= 5 = 7HH Q315 $Hd3] FshA] Jab] oh &3 22 o 9] Abake] 3l& 5 9l

o},

oy
v
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|  AnyConnect Zeto]AE 2 M) T2 R ALEA A o) 2 A x5}

AnyConnect 8] ~E I |A] %] 7} = ¥

m
m
|

« B gulo]E vAlA)

AnyConnect &) ~E 2 v A] 2] 37} 2= H 3]

LI
Jo] Wk el 8-g F71ek ALt M sha sk o) o] WA A] Dol th 3k Bl A A B A E S WA Blol
AnyConnect GUIOﬂ FA = o] WAAE AT 5 A5 HIAA LS ol o] Foll =t

&3 o] S g WA § AU Th
gy EHQ.)\LX].O]]/\-] EJ]/\_E_oﬂ =]
gy EHQ_/\L;(].oﬂ}q HAEE

At Al B €54t
* Save to File(3t ¥ ol A7) S S8 3te] WA A] 3 -& YL 3-8 HG 35 ASDM O = T}
Al 7FA U ok

43}

A1 ASDMeoI 4] Configuration(--%J) > Remote Access VPN(] 2 8 Al 2= VPN) > Network (Client) Access(H|
EQA(E oA E) A 2) > AnyConnect Customization/Localization(AnyConnect A}-8-2} A 2]/&
A3} > GUI Text and Messages(GUI Bl ~E 2 H|A|X)Z o] 5T},

@472 ADD(F7HE 238 g1 th Add Language Localization Entry($10] & %] 3} &5 3=7}) Zo] A U T}
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AnyConnect Z-2}o| A E 2 A 2] L2 33 AF2x} A o] 1l & %] 3}

. AnyConnect 8] ~E 2 | A] %] F7} 3= HY
Remoke Access ¥YPN g & x Configuration = Remote Access WPH = Metwork (Client) Access = o
B Introduction AnyConnect CuskomizationfLocalization = GUI Text and Messages
L Metwark (Client) Access Configure language ktranslation tables that the security
nyConnect Connection Profiles appliance uses to translate titles and messages associated with
Psec Connection Profiles the &nywConneck YPN Client user interface,
Group Policies . 3 " -
= Dynamic Access Policies fit| i o ] ‘i‘ Import | e
B nnyConnect Customization/Localization e
Language
h Customized Installer Transfor
A R RaEE o e 85 Add Language Localization Entry
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rsgid "
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msgstr ™
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msgid "
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#: B44abdbeceac3fbal 9618a8d697dc3de

msgid "
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A1 ASDMoI| 4] Configuration(-%J) > Remote Access VPN( 2 8 Al 2 VPN) > Network (Client) Access(H|
EQAE o] A E) N A 2) > AnyConnect Customization/Localization(AnyConnect A}-8-2} 4 2]/&
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ol st Al 2. o] d EA o A Custom(AH-&-2F A o) &
7 7] ] ofo] S &5} Will be installed on local hard drive(Z 7 3} =
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* Windows Logon Enforcement(Windows = 1> %] -8)—RDP(Remote Desktop Protocol, 1 2 H] 2=
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SopA domA 97 29 A9 AR Fod S, VPNS A48 90% A 7
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Sto] AAE = e A5, IPvd A2 S A =y

A

I IPv4ol A IPv6 E IPveoll A IPv4 T2 EZ 2 9] Fofl 2|7} VPN Al A S]] 2HA)
S dSUTH 7|2 P ZREFo] &A% A VPN AL 71538 49 Bz
IP L2 EZS S35 ALdA-E Yk

o

Y

AnyConnect >~ = 3} A X 7], 3174 A A (25)

* Disable Automatic Certificate Selection(A}5- 2154 A1 8] v] &4 8}y (Windows #-&)-F o] <l
E7FISAE A5 02 A EstA] Rt e AA S ARgALol Al /15 ISA & e steh=
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S A 5le] Hol QPO R HE AFHE HISE 7| AAS A48 5 sk A S &
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o Thumbprint(A &-)— CA2] Q1EA] 2| &9t} SHAI == MDS 3| Al S AF8-514 Al Q..

* CA URL— #| 71 A] SCEP2] %%, SCEP CA MW &
= 983yt d& =9 http://call.cisco.comS ¢!

) _L

m ru

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 86 | [



AnyConnect = 2 3}

B4

AnyConnect = 23} H77], 2 5M 55 [ |

%

e
kl

CA AM eI CA URL 2 A RS A28 4 1o B3 A 2249)
“fingerprint(A] )" B "thumbprint(A] )" 54 =7} oy} Aol A 23 A

w2 748 ok g o,

Bl =

o

ru
it

A4

ot
I3
o

* Certificate Contents(2] 54 S8l >=)— SCEP 55 2 F ol £33 2154
° O FH(CN) — Ao M 9] BF o=
o -4 (0U) — 1T A ol A G F-A] o] &

3|AH0) — sl ATell XA 3| A} o] &

F/E(ST) — A5l o]l F ol A H F/5%= 287t

T/ (SP) — ThE T/ A

= 7HC) — S A el A o] Fol A | =7} 2 E A}

oMU (EA) — o] WY T4 th& ol A] o] Wl Y (EA) %USERY%@cisco.com ¥ Y T}
%USER% AH8-2F] ASA AHE-A} o] 5 2 1%1 A4 R ol Fgh ot

EH(DC) — =Sl A 84, T dlol A = el(DC)E cisco.com & 2 A A Ut}
A(SN)— A

O] F(GN) — Y RHA QI o m| o] o] &

UnstructName(N) — 4 &] ¥ %] &2 o] &

olyE 1) — AH&AE] ol YA

Y AHGEN) — ARE-ARe] A} @A AL ol & 5o " Bxs ML

o

o

o

o

o

o

o

o

o

o

o

o

g4 2HDN) — %14 DN 919 kg =}
o T//AN(L) — TR/ A A E A
o Z3HT) — AH&-AFS] A3 o & E0] Ms,, Mrs., Mr.
° CA Z=v| Q1 — SCEP 550l AH&-5 ™ k4 o 2 CA =r]]
e 71 A7 — S EHL AT LR B E RSA 7] €] 7]
* Display Get Certificate Button($! 54 7}@ Q7] A HE)— & 27 A AnyConnect GUI
Get Certificate(21 541 714 2.7]) M ES A1 ] ARt}

0 Q1% 7k Q1% TEEL S A G(RADIUSSI A = A 25 4] 2-2)el] whet 4 o] 77k o] o]
gRet e AAgy

- 91247} R H g o
- 91547} gzt
o 9154 A Ao AL

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



AnyConnect Z =5+l A7 7] |

[ | AnyConnect =2 31¢] A 3] 7], &l 4 2

ANSA 55 74, 132 H o)A

AnyConnect ZZ =3} HX 7|, Znjd A A

AnyConnect H 7 3.0 ©]/ol] 4] = Windows Mobile T] H}o]| ~ & 2] Y 3}4]
tlulo] 2 ¥ A K= Cisco AnyConnect Secure Mobility Client ¥+2] A} A
Al Q.

<1 t}. Windows Mobile
A, 2255 2614

[e23
5
S

N

(o}
:oé

>
>
o |m
i

rlr
e
ot
iR
T
L3

TF 71 URLS 48] 18 B4 F9) g0 gt
L 2 1) A 3oL 7Y A EE7] el A A

4| A}-&-3}= URLY

],

s

of

* CA URL — 3l A ¥ o]l A] CA(Certificate Authority, 315 7] 3ol 124

Add/Edit(Z7H8 )— 9] A8 ) H5=2 2] 4 8 5= 91+ Server List Entry(X] 1] 22 32 o 3}
FAE A A T

Delete(2FAll)— AW F-=0 4 A& A7 .

Details(4] A& — A Bl ol B] gk CA URL H= 9] A Hol] thgh 7} Al FARES A Y o

e 3=
VPN &2 A 4, 99 7 o] 4]

AnyConnect =31 HY 7|, 4 53 F7HAF
* Host Display Name(Z. 2~ E ¥ A] ©] §)— &~ E | IP 54 B+ FQDN(Full-Qualified Domain Name,
Aatste 29l o] ) el Y] S8l AHEE = EA S JEFyTh
* FQDN or IP Address(FQDN %= IP =24)— A 18] 2] [P 4 B FQDN2 A A g o},

—

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1
88



AnyConnect = 2 3}

A7)

AnyConnect = 231 A % 7], Ap] &= B

* Host Address(&~E F4) A=of [P 4 = FQDNS A 4 8+ 74 -9-, Host Name(Z. 2~ E
ol5) =9 &5 AnyConnect = 2}0] A E Ego] Zgfojol-9o] A4 =FThe H5

A= Aufoll tigk glo]&o] Huth

* Hostname(Z. 2~ E o] &) & =of FQDNYF %] 4 8} 37 Host Adress(2.~E F4) T =0 [P T4
7} §1% 74 9-, Hosthame( &~ E o] F) =] 9= FQDN-2 DNS A H & &3l &l t}.

P FAE YT A, Bl Ao ES o] T8 IPv4 = A Y IPve TAE AFEFU T
WA-274 Bt Alo]Eglo] T4 AR XY H A ZHUT

« User Group(*H&- 2} L5 )— A& 2} 18-S A Ao}

AREAF DS BAE F49 97 15 7] URLS T 8hs Hl AR U 7R TR ESS
IPsec & & A A3 A9, AR 12 914 T2 (B Y 1§)9] A8t o] Folofof gt
SSLO| B-- AFSAF L 91 2R3 9] T URL B s A QY

* Additional mobile-only settings(5=7} 21} -8 4 A)— Apple iOS 2 Android &1} t]n}o]
25 At A

« Backup Server List(¥] ] /¥ &55)
A} AR Aol A 95 7L Wl 19, Zehol ol A ALgahs e ] H2g
T 5 gh AVl 57l BASHE A%, FeolAEE Bmo) wl slol] gl Ay
o ARG A% T W e A BE ofe) 2 o] EAL L

> Host Address(2~E F2)— W] AB] 5o ¥3}5 == [P 54 = FQDNS A 4 g
Ut Sgo]AdEo|r T AE AT 4= gl 42
c Add(F7H— WY A HFo| SAE FAE FIFU T
> Move Up(?] & o] 5)— A8 g Ml AW E 54 9= o] A Y th AF&-A}7} A &l gk
=
=

pul

A Mulel A2& A

k1
e
o
e
ko
>,
o
S
2
&
i
o
offt
>,
Y
2 T =
IS re
[
rlr
Miie
tu
lo
=)
o
=2
%0,
rlr
=

o Move Down(¢} 2| 2 o] &)— A1 &l &} ull

SEEEEE R LRSE P EEI
° Delete(2F Al )— AW Z-5oll A Wl Q] AW S A A G
- Load Balancing Server List(Z2 = 174 A &£5)
o] MH 55 o gt S AETF Bt o] Eefold o] R =l A 38| 2 F] o] Always-On
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o All(RF) — Abs 87 AA L2 A=A EF U
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71 Configuration(7-/J) > Remote Access VPN( Z A 2~ VPN) > Network (Client) Access(¥ E<] =L (&
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Always-0nS A}-&-3}+= AAda .

Policy Name: ‘Test

Description: ‘ i ACL Priority: ED

Selection Cribetia-

Define the AAA and endpoint attributes used to select this access policy, & policy is used when a user's authorization attributes match the AaA attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

iUsar has AMY of the Following AdA Attributes values,,, | and the following endpaint attributes are satisfied,

| AAA Attribute ©peration/Value Add Endpoint 1D Mame/Operation/Yalue Add
N
Ce ] =

Logical Op.

Advanced ¥

rAccessfauthorization Policy Attributes -

Configure accessfauthorization attributes For this policy. Attribute values specified here will override those values obtained From the AAA system and the
group-policy hierarchy. The resulting WP authorization policy is an aggregation of DAP attributes, A&A attribukes, and group-policy hierarchy attributes {those
that are not specified in DAF).

| Action | Metwork ACL Filters (client) | Wwebtype ACL Filters (clientless)‘j Funckions | .Por't Forwarding Lists || .Bookmarks.. Access Method‘ A

Always-0n YPN For AnyConnect client: () Unchanged  (C) Use AnyConnectProfile setting

OK ] [ Cancel ] [ Help ]

249378

"AnyConnect = }©] 91 E ol tf] SkAlways-On VPN" €9l 2] += Disable(H] 24 3h)S Sl Al 2.

Always-On°l| )3 4 2o A= A3
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IRk et m=of A E AL W17gE dol 7 fEE 4 As Ut

* Disconnect( 2 £7]) HES &4 3}3FaL AF&-2}17} Disconnect( 2 Z7)E S8k ¢ &
HAd Ao AP o] A8¥A gFHFYTh

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VeN A= |

B Awaysons A &s=vPNGd Pe

(e

1l

el

VPN Al o] dAd w712 e Y EY T A4S v stale 23 445 AFE S A5, oh5 A
= LHEHA L.
« 23] G2 AFE-AE7E VPN 9] F-oll A Q1 E Hlel] A ~af of k= A5, A& A S 5 AF
Yt
2 A ANEFREE Host= AP YEY T A= g A2EA AT F e 45 UE
AA AP e=RY 71 ALkS Bestke v 5240 dFU T &8 B d ™ol A 5 &ate= =
dH 2 HOE tuto] 28 2o 24 g AhnE A9 et BE LﬂE—Cﬂf’- N =& WA st7] uf
Lol AEFQNEE= 3 4] 7Ink o d 5= 2 Hiztks foly &2 5 R E whsuyt
« o] = HRF A EHA o] I ARE TS MIEY A A 2B T % Bk Ao §-83 A4
U,
23 FAL 5o 5 XY B A WA V)5S dAdstelA E g ol & WA Y
* Apply Last VPN Local Resources("} <] 9} VPN 272 2] A2 2 8)E S o|AE Z 2 uleof A
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VPN Z 23 AF 7|5 dat &4 ol A Preferences(Part 2)(373 =,
A2 s A4 F 3ol Connect Failure Pollcy(o‘iﬁa Ao Ay vz RS 2

* Closed — (7] 24k) B Alo] Edolo] A2 5= gl A5 MEH A A =5 Al

(RUBNAU

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1



VPN & 4| 2~ -4

AL TR E TPV

* Open — 2 2}o] AET} Bl Ao Egofol] AAT &= gli= 45 Bebg-A4 Bl t& o g Aeld
& T UEA JA=E 58T

b) U E A A 27k nj @A st o] 9l &<F mhA 2 VPN Al o] =2 tyute] 2= 12 & 7] 35t
™™ Apply Last VPN Local Resources("} < 9} VPN 27 2] 2~ 2 8) & A8 3o}
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The service provider in your current location is restricting access to the Internet.
You need to log on with the service provider before you can establish a VPN session.
You can try this by visiting any website with your browser.

HE A TG aFAY] 80 S FHAA 5 £ B A wA S s s of duh
olel gk £ AL HES A N~ v]§ A AR AT G A A i T ] BRol A B
A7k A% AR hE 24 F A5

Always-On°] 24 8}5]0] Qa1 917 A5l g 3o] B8] Q= Aol = $% ¥ By w
O REEER Sk s L R 2
SJol MrE 2 F4 XY BoPIH WAL FAY 5 A rh B4 L8

A R wA e
H| DA sheb= Aol = 2F A4 A =it} vk wAI A 7F A1 5™ VPNS A2 5 flsd o

The service provider in your current location is restricting access to the Internet.
The AnyConnect protection settings must be lowered for you to log on with the service
provider. Your current enterprise security policy does not allow this.
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AnyConnect cannot verify the VPN server: hostname example.com

Certificate is from an untrusted source,

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted VPN servers unless the reason
for the error condition is known.

Always trust this VPN server and import the certificate

[ Connect Anyway ]I Cancel Connection I

A}-8-2} 7} Always trust this VPN server and import the certificate(©] VPN 4| H & & 212|141 <1
A 7FA Q7)) gl ghs A Eatd o] & sl Bl Alo] Egolol] AA T wj ARg Al A ZEZE
o] A EA] gFHFH T

Cisco AnyConnect Secure Mobility Client ¥1-2] 2} 244 4], 2 2] 2 4.1
[ 130 | [



VPN 94 2= 74

o
olN
2
2
oo
ro
of
-
ox,

%
#31 AF8-Z17} AnyConnect Advanced(3l5) > VPN > Preferences(373 1 3)o] A Block connections to
untrusted servers(X 3] & = §li= A2 ZFehe] Sl TS A8t A Y AFEAFe] A o] A H A
gh AR B A ol o] AW E RE B2 5 g 7HA] 25 555k 45, AnyConnect”} - &
sHA| 2 AW A E AFFH
g Het F=
SO AETF SntEA] -2 AW ASA & 3] &5HH all D QI5A 7F Setol AE S QIGA] A A0
AUt ool = A5A Y] AR AL AGF U AR A7 fFashA] &> A A E &
A AlEetal 7 @ B A gk A 9ol vk frashA| e 1547 A YT
HET AR Bt S Abs o m U e AR Y Ve /U HE AR ALY o) Bt
AR e s AASHE AR ALe] 24 A A s ol A Strict Certificate Trust($ 2 & Q1 F A
2 E)E 24 3hsk A L. Strict Certificate Trust(Y 24 §F 154 A1) 5 273 shslH ARE Aol Al &7
WA A 7} A B 5L A4 o] A3 SFA|RE ARG A} SLF L E = A E A OV“/]‘jr
27 g4 9ol A Strict Certificate Trust( 2 gk 154 21 2)E &4 stk W ol i gk 244 & o]
&2 AnyConnect =7 A 2 vl 7§ ¥ 4= 2 gk A 4( CISCO AnyConnect Secure Mobility Client 22| A} A1 ™
A, el 4)E FxEs A L
A3 9 A gAY
Uh2 2 22 A5 frashkA &2 AW AsA7F AFg Y
* AnyConnect VPN S &}o] A E X 2 ul Y of| 4| Always-On 7]5¢] &4 FH o] Q4 8H 175 3
F = DAPE Qlal] 7AAA g5U
FelolAEo A 274 4 H 9] Strict Certificate Trust(H 2 3F A 54 A &) 7} 24 315 o] <5
t}.
* AnyConnecti= & 1-& Aol Al 25 =5 4] E o] Ql5Ut
« WAl QISA A e] FepolAE AT 7 AFell AFEE YT
o]l =
A8 A5 74

A ol& R HERSTE 9w AAA B HAE RITA(ES T 7 B7)E AR st AR RS
TEA AFE AL DL F AFUT AT AL TS P A AR AE HAE ASAM <
& g5

oE) TFE A B WA AT A AT E A Ueh] 913 F ) ol 99l TG URLE o
A 5 QT 7F T URLeDE 158 54 0 AT 5 LS ALgA Aele volg
o] 9 x7to] gli= Thebat Fehol AL E Lol

Z3E o 9}17—5‘45}. A& 50 o] ZZ A 20 A
vl X] 8} =& ol %] 1 o & o] Department OU 2k ©]

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241


http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect41/administration/guide/b_AnyConnect_Administrator_Guide_4-1.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect41/administration/guide/b_AnyConnect_Administrator_Guide_4-1.html

VeN A= |

|
ro,
olN
>
off
Jfu
-
ox,

[N

Bt Alo] Ego]of Feteo]AEE QlF3t=
ol A b STk A A Fehol A E S A

o
Kl

43}

A1 Configuration(7-7J) > Remote Access VPN( 2 <l 4|2~ VPN) > Network (Client) Access(H E$] =

(o] A E) 94| 2~)> AnyConnect Connection Profiles(AnyConnect $1 72 *~ 2 3} )& o] 5 gt}

A4 Z=9td S A8 etal Edit(H ) E 28 @Y o Edit AnyConnect Connection Profile(AnyConnect

A4 223 AR Fo] Ay

A2 Fo] TAIE A R oW o] A% oA &M ET] S Basie(7] ) =EE Y IYTE FY LEHF
o 91 Authentication(?]5) & & ol A Certificate(S! 5-A1) W H S €4 g3t o}

A3 OK(E9)) & S838te] "AANS 483y

o] = =
154 55 74
Cisco AnyConnect Secure Mobility Client += SCEP(Simple Certificate Enrollment Protocol, T~ 9154
TH ZREDE St FeoJE QT dF R ASAE R A g staL 221 Y T SCEP
& AL&3FE Q15 A] 552 AnyConnect IPsec 2 ASA©] t$F SSL VPN A Ao A v} ¥ o 2 %] ¢]
Hu
* SCEP Z ZA|: ASAE Zg}o] ol E 9} CA(Certificate Authority, 915 7] 3) 7+oll SCEP &% 7} 3¢
S A ZEAE AEFUT
o Zglo]AE T} CA A A 2=54A] ¢k 0B 2 CAE AnyConnect Z2}o] A1 EV} ol 2}
ASA°| A 23 5= glofof gt
=& oA ENA 4 As o m A FE YT AR A Sl d F a7} Yl U Th

o

ofr

« 2171 A] SCEP: AnyConnect S 2}o|AE= ITAE 55 9 4387 #lal CA< 217 T4l
o}

cCAT AP VPN HE S &8 v E90|AEV v st HES T A 24, ASA

cEEE FoolAEAA AFOE ALHY THH AS G FEOR AGT S5
.

AnyConnect 223+ A 7], JIFA 55, 86 o] 4|

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1



VPN & 4| 2~ -4

ro,
ofN
2
offl
fe
-
ox,
|

o

o

t}S e Ao A &= AnyConnect 2 ASA7}F SCEP ZE Ao thal] 74 E 74 A5 S AaL el 7wt

A4 st WHol dis A gy

15 2 AAA 15 E5o e FAE Ad 23U S AE-51o] ASA & =gl
< 83 FYTL

<9 Tk A E AFEE T flE YT ol el gk A

W& ARkl HE S A gk o] ol Eeto] A Eof| A A5 SCEP

[
>~
=

4 SCEP S AFetd SEoldE
FUYTh AFEAE ©

= T HIAIAE ARE ARl Al Alg kAL & A Al 2]
Al 1A A5 AHEeke] ASA Bl e 1ol A2 E 5 sy Tk

T3 HAAE AR AL Al Al F sk A A Al 3]

e
i
o

r«O
iin)
o

& @Al "1 % AnyConneCt7]' gl A A SCEPel T sl 773 = o] Sl& mjef <

o|\

A

_1 {
i
o2
g
ME,
o
o|\
-

et

U AREAZEASA €15 91 T B 8 AbEael asa slmalel T g A
ol AEe A QlFel B ad AFHF 04 e,

2 FRFASH = SeIAEANA AL E T oladth A4S 2T = elsuh o] ASAH A

3 Ab8AE SYeldE 2Rl A g | AFE SCEP S E 8 F=47F A X 81 AAA <15l
el AR T B TS ARESEe] ASA Bl = Qi =l thE A& Al oF U Th ASAE 2
o] A Ec A AAA A4 TS 2 A Tt

4 Feho|AETF ARG AL Al AAA A4 TS A shehe tist 3 AE FA YT
el AETL 55 T5S Al 75 2L Feho| A ETFSCEP 555 A &afof fhrh= 218 dal
o= Qe Fx) XPﬁ = 3k gl Get Certnﬁcate(‘ﬂZH 7HA .71y Bl Ee] A1 Y
ok Zetol °ﬂ U E 9] =L0] CAl thit A4 Al 2 A ko] la A9, AR A} ol I E& 29
gt IS E FEoR 7HA e = dF U

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN oA 2= 14|

AFA 52 74
(]
L CAﬂma”“ﬂ 7} 474 ¥ VPN Bl ol o] &3k 49 dA A4 E VPN B o] §lomg o] A
AAME 502 55 5 AFUTHAAA AHE T8-S JHehA] 22 49
5 AREATFAAA A TEE Sk VPN A& A gy Tk
6 Zho]AET}FSCEP 555 A Aalof gtk 218 4al sy ). 44 € VPN B 2
& 5ol cAdll 55 8-S AASAL CARRH S-S FATYY
7 SCEP 5ol st FetelAEE T4 wAA & AFgAol| Al Al-8ta A Aol A4S
ZHEUTH AR AE o)Al 9154 9158 AFE3ke] ASA BY 250 944 5= A5tk
SCEP 5 %o AsfjetH Seto|AE= 74 WA A& AFEAF Al A g8l a A A A Ae] A4S
Uk AR g Aol #9 s ok gk
7)€} @l A A] SCEP &% a1¢ A}at:
SO AETLFF 555 8 74 5o 9l AL Certificate Expiration Threshold(od ERa ie=A)
A 7F =5 TAFE HE 25 A8 )3} Aol Get Certificate(2] 54 714 2.7]) B E0]
FAHYTH AR ARE o] ES S5t JASAE e o2 A = syt
« AT 7FRERE 3 FElo] A Eo o o] 4 f A 1 FA 7L §lE 4§ Fto] A E 7} & A A SCEP
5% 22 A28 g
AF71#H oA
« IOS CSE ¥ 38F5lo] B E SCEP &3} CA, Windows Server 2003 CA 2 Windows Server 2008 CA7}
Al gyt
*CAE AHs 318 Rofof abm QlFA ol thgh 52 A HUT

AR CASA F7F Bt AL 93] A A A 5F U HES o] W2 B =S TS 5
A5 UTH CA ML 5 = AL ALE A8l 98] 915 7] ool s e A g uUHs B
=E2Yrh 19 g AnyConnect Felo]AE 2ot MU AEE T 52 9oH o
L23Y L CATL AEAE §§3h7] dol F9lak= SCEP 2.4 o] AR-7t Futh 55 ¢ A
SCEP 5% ALgale 45, Feto| A E 2ol A CA MU 5.5 B4 8)ale Zlo] £

Y.

—

A FA =0 ol #
« ASAO) 3k Fefo|AE g 2 Bal$-A 7]Hke] VPN N A 2o A= SCEP L E A S %] Y 31A] &
HF Yt} © WebLaunch(Z2}o] A1 E §lo] A]2FeE AnyConnect)= A1 &1 T}
+ ASA 2= 1E A 7] 55L& SCEP 55 E38] X dgyth
« ASAT S| AEN A A8 8 & 2 RE 55 o] Aofs AU wAISHA] 5T
A FAE CA T oA Eo A vy A8l oF Yt}

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1



VPN 94 2= 74

ro,
olN
2
off
fe
-
ox,
|

2 A137] 918 7 o] 4de] 71§ URLE
URLOIS= 1] 1541 41 408 3 Sl1es A4 2
o] £35o] YUk ol B 5

=g e 4 dee 7o
0] = olo
AR - E

%Oﬂjﬂ AHEALE Wi X Bt e QA Y

ol delefs] 93 2ope

_

30 A g2 A 52 A7 AP,

ASA°I A aaa.cisco.sceprequired 54 = AL-&310] 55 A4S 8215t al A B S DAP @ Z =0l A
Adg gAS A8 F AFHTH

Windows ¢15A] 74 31

Windows S e}o]AETF A 50 = Q15 7] #8] QISA & AMste]aL Al =g 49, a7t UrE‘r
g AdFUT AFEAE ZEZEVF FAE W Yes(e)E 8 sfloF Futh o] A sfoF
ASAE 7HE 5 AFU T SdelAE JISA Sk 4 7 5ol = &S FA4 0"“‘44

SCEP X = 1] 21 &4 =2 1A

9AI1 VPN 2232 #3715 <4al &4 ol A Certificate Enrollment(2] 54 55) S A &gt}
©A 2 Certificate Enrollment(2] 54 53)5 A8 st}
GA3 5 2 E Ao A o] H Certificate Contents(S] 54 8l %) S @ H X AT UL A=A Fr 9
A o]of g3l A4 = AnyConnect X 23} HH 7], A FTA 55 FZ234 A L.
21 * %machineid% & AF-8-3F= 4 9, gl 2225 2 2he] A E ol HostScan/Posture S = =3l of
s =
« Butd SEFo|AES A9 Ao 17]9] QISA BEE X4 oF gt
SCEP Z =1 S22 %] 913}7] 2|3 ASA -4
SCEP 25 A1 ] 74-9- T+ ASA A4 230 QIFA] 55 Y ASAZ AFH VPN A2 S A9
Yk
sl 5(}

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VeN A= |

|
ro,
ofN
>
off
Jfu
4
ox,

* General(¥ W) 4 4 2] SCEP Forwarding URL(SCEP A2 URL)°| A CA° URLS 1 & gt}

* Advanced(3133) > AnyConnect Client(AnyConnect 2 2}0] A E) oA tpE2 =3t Slo]dE
S 2 9} o] o3 Inherit(25)S A8 F 43FaL SCEP ZE Ao taf] A H SeloldE =72
A S A AFYT o & £, ac_vpn_scep proxy S| A E Z 2351 & X g},

A2 QlEA

ofrt

=
=

et

DASAZATE AZE 93] A2 223U S A Y T4 cert_tunnel).

L Q1% RR(AAA B Q1EA])

R

o|\

e 718 15 A A cert_group

¢

* Advanced(3133) > General(Q HH)©ll 4] Enable SCEP Enrollment for this Connction Profile(¢] 31
A 223t gzl SCEP 55 &4 33 et

* Advanced(3l ") > GroupAlias/Group URL(ZLiF *H & /71F URL)o| A o] A Z 2w} o g 1
& (cert_group)S ¥ 3$}8}= 14 URLS AAI Tyt

2| 71 A SCEP Q1 5-A 55 74

O

H A X SCEP 5=& 93+ VPN S o| U E Z 2 u}el 14

9A1 VPN 2232 #HR 7S < &4 ol A Certificate Enrollment(2] 54 53) = A &gt}

@A 2 Certificate Enrollment(3! 54 55)& A& g},

GA 3 S| AETASAE A X SHES A A 5H2] ¥ Automatic SCEP Host(X}5 SCEP 5. ~E) & A4
SHA Al
SCEP O]Z A NS S A A2 ZEIA(EE 15)% FQDN == 1P 4 2 HA S JH
Yt} o & £ asa.cisco.com®] ASAL] T ~E o] 50| scep eng 7} 12 X 23] A ¢

asa.cisco.com/scep-eng= ¢ 2 $H o}

AFEA7Y AA S Al A - A Est AU A G g T4 Bl A Al SCEP 55 o] A3t s &8

o] k¥ AX| S| oF FUt}. o & F0] o] BE7}FFQDNOE A A o] QI A vk AL-&-2}7} [P —Zri% !

gk 749~ SCEP &=l Ao gtt.

A4 AT 71 5SS FASIAHAI S

Fa CA HH% #E A= CA URL D AES A3 5 dFUT B Q154 9] “fingerprint(X]
1) B+ "thumbprint(A] )" 578 =7} obu] 2} A B ol A 23] thumbprint(#] %) E A 4 4
=3

a) SCEP CA AH = 28 3}2]W CA URLS A A3 A & FQDN =+ [P 42 9 H gt} o:
http://ca01.cisco.com/certsrv/mscep/mscep.dll.

H
f
o
oy
ol
)

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 136 | [



VPN 94 2= 74

ro,
olN
2
off
fe
-
ox,
|

b) A8z} ol 5} A& nY A1z} Al 3 A] 8} H Prompt For Challenge
PWA =& ¥ H S ZF I E) & HE T e AL,

¢) CA 0548 thumbprint(A i) E Y & U (A 8 A18h). SHA1 H+= MDS5 3| Al & AF8-3H4 Al Q..
of|: 84758661202E3414D4BB223A4 64E6AABSCAL23AB.

GA5 5 Q15 Al ol Al o] W Certificate Contents(%] 54 :’Eﬂi) 2 98 x| LA Q. o1=A g
o] oo thal A= AnyConnect 23} HF 7], A FTA 5F5& HZ3AHA L
F3L %machineid% & AH&-8h= 74§, 2 o] 1 E ol HostScan/Posture = EEQW
=

o7 6 /\}%2}7} TOoRAZTATA Ei 1%
Button(3]1 54 714 2.7
ARG AR Al FAH Y T

AT AE ZEol A 54 sl ts) SCEPE B4 35 (AL E AL, o] 7 el g0 A A1
Certificate Enrollment($1 541 &55) %ol A SCEP A4 & A4 o] gt}
a) B4 ol A Server List(X]H &55) & A gt}
b) A =2 g2 S Add(G7}) A Y Edit(H F) T )
) sthAl e} 6ctAlo] A E Ul & 2% SCEP &4-E 4 2% 7|3 54

9 E=7340S 8 7 3 5 5] -8-312 U Display Get Certificate
FUThA 8 AN, o] HEL QITA] ATo] Ao 45

=

i

FH
mTo

2 —u
J&“: 0

o

(

o

A4

.

b

e 7] 7] SCEP 555 # 43}7] 913 ASA 77

ASAS] EAA] SCEP«] RIS 5 A8 20 9 aF S st lsM A
g o] VPN 9145 913 F WA 92 229 g a5 g AS s o

43}

A1 5SS 15 S AT TR cert_enroll_group). tha B EE A 514 Al Q.
Advanced(315) > AnyConnect Client(AnyConnect 2 2}0] 1 E) ol A T} 2 =3k Felo] A E Z 2 3}
o)l th3l Inherit(<5)S A8 F 4 35kaL @ 7 A] SCEPel thal] A E Felo]dE T2 1S %4
U} o & 591, ac_vpn legacy scep =& O|ANE L2 3AS X G T}

@2 A FoAE 8 T WA e A S A Y Th(el: cert_auth_group).
A3 TE5E s

Al A4 Z25td S AT TR cert_enroll tunnel). ThS =5 A A A L.

* Basic(7] ) ol A 15 WS AAAR A

* Basic(7]3%) el A 7] 15 A H-E cert_enroll_group S = A A 3h T}

* Advanced(3L3) > GroupAlias/Group URL(ZL3 ' /7135 URL)OI A o] A4 Z 23 o3t 5
= Z15(cert_enroll_group)S X $Heh= T1F URLS A3/ ot

CASASIA A TRl BB vhA A 2L AT TGl A2 5 YRS 1FS
ALg A A B A B

-

GA4 A HAE E 94 Z231d S A YTl cert_auth tunnel). Tha B =5 A A4 A] Q..

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN 42 |

|
ro,
ofN
>
off
S
4
ox,

* Basic(7] %) ol A 15 S A= A F

(¢}

* Basic(7] %) ol A 714 15 A S cert_auth_group o= A A 3T}

-ASAOM ol 4 TR IY
Al = ]

FH 5 vH A . ALGAT TRl AT S RS TF
& ALg Al G

GA5 7} 15 A A 9] General(Y W) %ol A Connection Profile (Tunnel Group) Lock($1 2 ~ 23} (EH Y
L) A = ol gk SCEP /14 2 vl A ste] Evf 25 SCEP 74 ?1d 22 a2 A
L THAE AL

SCEP<] t}] 3 Windows 2008 4] ¥ ¢1= 7|3} A A

Q15 713 A E 9] o] 7} Windows 2008 A B ol A A &l <1 7 9-) AnyConnectE &3l SCEPE #] &}
= Al g v 4 F StuE WA o E s U T

o1 7] 3ol A SCEP H] U &

Hj <
U5 @Al A= SCEP A =& H U 55 v &4 85l W ol tjall A sl v g slsd S
0] 91 E = SCEP 5= 4 o] O0B(Out of Band) F] 2 5.2 A &3k A 27} gl

3 3t

23}

A QIS 71 A A HA=E A7 E A AF YT A A~ ER] A 7] 5= Start(A] 2 > Run(X )
& 2 BB regedits Y U OK(ZERD)E =85k A4 & = lF U

@742 HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword = ©| &3}
=3
EnforcePassword 7] 7} &= 4] 31 A Q¥ oW A 2% 7] =2 AJd o,

@A 3 EnforcePasswordE 3 3ke] '00 0.2 A4t} o] 717 A 3HA] &8 2. H REG-DWORDE A§/d &
o,

A4 regedits TS AT 7)H AHE AFH T
215 7)ol A SCEP |1 =2 A4
S GANA = A SA S S AASIAL 7] SCEP §1 &3 o2 A48t WH S Ay,

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 138 | [



VPN <) 4] 2= -2

7] 15
o7 16

ro,
olN
2
off
fe
-
ox,
|

43}

Aqu] A AHE A 854 A] Q.. Start(A] 2H) > Admin Tools(¥2] £) > Server Manager(X ¥ &2 ZH)E A
gl o] A9 S AT = AdFYHh

Roles(<] &) > Certificate Services(21 541 4] H] 22) B+= AD Certificate Services(AD S15-A] A H]| )& &
et Al S

CA Name(CA ©]&) > Certificate Templates($]1 54 Bl =) 2 o] 53 Al &

Certificate Templates(%] 54| 813 3]) > Manage(2))E V922 L 25 HES R S A L.
Cert Templates Console($]5-A] Bl =3 4ol A User template(A} E
o 2 Z43}3 Duplicate(F-A)E A 8 3FA Al L.

OFO
;
il
Zg/g r
o
g
o
[>
to
i
B
I
il

A B1Z21S €13 Windows Server 2008 B H & A &1 OK(E<SH) S 314 A 2.
B 23 v~ Z o] o] &4 NDES-IPSec-SSL¥} o] Amo] 315 o] 502 W3 A Q.
ALl E ] 8 A 713 A Al L.t Ao Eo A = /154 RER & WA 817] 918l 31 o] 4
= Aggy

EZ
l

Cryptography($+&.8h) ol Al 755 918 719 H 4 =275 A3t
Subject Name(# 55 ©] &) 5]l 4] Supply in Request(2.7d *] &5)E éj‘%”é}éj‘ AL
Extensions(2Hd) §oll A off Z 2] Al o] A A & ell H A9 vhFo] 3+ =5 At L.

cSEAE AT

«IP HoE A= A ~Hl

« IP ®.3F IKE S 7N

«IPHSEY £8

« [P HQF A&}

o] 3k SSL H=+= IPsecoll fa &1t}
A EE RS A skE  Apply(H 8)E 293 U OK(ER) & St L.
Server manager(~] ¥ ¥2] A} > Certificate Services(%]1 541 4] H] 22) - CA Name(CA ©]5)°ll A Certificate
Templates(21 5A] HZ3)E vl9-2 QEZE HE O R F2 34 A Q. New(M 2 WHE7]) > Certificate
Template to Issue("EH & 154 |1E5)E A8 star g g A §Z 2l (o] of ol A = NDES-IPSec-SSL)
2 e o OKER)E FYsH A
g A= E e & T s Al 2. Start(A] 2 > Run(H &), regeditE 41 85} OK(F)E 8 5to] o] 2}
%< AT
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP=. ©] &3} 4] A] <.
U5 3714 719] 3k NDES-IPSec-SSLE A A 314 Al &

« EncryptionTemplate

« GeneralPurposeTemplate

« SignatureTemplate

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VeN A= |

ro,
ofN
B
|
il
e
o
U
o,

A 17 Save(A S 85t 015 7T A E AF-YIAA L.

AFA W Y TA

AnyConnectol| A Q15 Q15A 7 w5 2 of| A Q1S A& Al 74 23t = 5 -4 F Yt Certificate
Expiration Threshold(o] A s A gh) A4 73S AnyConnectol] A 154 7F ThR = o A S AR
Zpol| Al A 3= A5 A ThE I o] A A5 A G gt} AnyConnect= 2154 7} A A 2 75 &
At Al ‘?l?/ﬂ g Y58 w71+ A4 wfjuic) AR-g-2pol Al A i gty T

a
i AFA wE AAIGE 7] 52 RADIUSO A &= AFE-8F 4= gl y o
03
A1 VPN 223t A7) E Eal g4 ol A Certificate Enrollment(3] 54 55) & A 93t}
@Al 2 Certificate Enrollment(Q] 54 55)E A€t}
@Al 3 Certificate Expiration Threshold(3! 54 THE ) AlghE = A3t

o] gt 21T A Wi I o] g0l AnyConnect= 1547 R g o JAS AFEAF A H 2L
du

7] 0(EA

ulo

YAUTE 9= 0d ol A 1804 7HA AT

HA

gl
G4 OK(ESHE &gk

& A= FEelAE A AN S S A 2 A8 k= WS 74 5F= AnyConnect 2 =
%301]/‘19] E= Aol i ARt 22 @AV DA oby ] AR AL 7 s A1 4 8t
A 2 7 9-, AnyConnect= 7|2 7] YA & A&t}

AnyConnecti= Windows®ll )= H.2}9-4 Q15A] A4 & 95 Th Mac 2 Unix2] 7 -$- PEM(Privacy
Enhanced Mail, S e}o] W A] &k m Q) @ 2} o] shd A5 A sl oF Tt

a5
A1 WindowsTF 3] & A28 Windows 154 A4 -4, 141 #H o] 4|
VPN Z2}o| A E Z 23} o] AnyConnectol]l Al o H Q15A] A G247 AR5 =X X 43},

WA 2 WindowsT 3% €15 Q=AM S A E S == Windows AF& Ao Al TEZE T A]) 143 H| o] 4]

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 140 | [




| ven o= 1y

o
olN
2
2
_lg
of,
12
-
ox,

FREATH F5E LA A AT AT AR AF37] A AFAE B 5 3)
%5 AnyConnectE 7/ &1 th

@ A3 Mac 2 Linux $-7: Mac & Linux-8 PEM Q154 A4 AL 143 #H o] A]

GA 4 Mac 2 Linux $H7: VPN 24 AW T2 1o A A& & ¢l5A AZAS Hegc)

GA5 QATA DA T4, 144 F o] A

X304 Q1% 4 E 748 4% AnyConnectell 4 U & A2 8718 74 7] o
A8t ALg AL A o) B4 7% F7h 5 Qg E§ A X 8% AnyConnecto] T &
o Q1= A4k} ghel RS A G 5 LT,

814 7]
al

F ol

I

A1-8-3F Windows 2154 A4 T4

Windows+= 22 WA I AR o] AF-§AF-8 02 Mo T A4S AleFUTh VPN S8to]d
E 22349 9] AnyConnectol| Al o] H Q1FA A 7F A7 AFEH A AR GHT 7|24 o & B 7
A EFA| 9 bR AF-8-3 == AnyConnectS 741 & 4= &Y th

HFFE A e A dho] Qe AbE Ak 7 7HA IS4 A4 el AA AT S syt w e
AF Ago] gl AR AR AR A IS A Aol A RS 5 s T dREH O % Windows AL

S A= dEl A A gho] QlF Ut ARE AR Al el AF A o] §lE 74 9-of 1= Certificate Store Override($!
M A A ]y = A eshE AnyConnectol] A ™A1 A 4o A 2~8 4= Q)5 T

= T x93

%
i WA A4 g gk H A2~ A o] = Windows H 2 2 HoF A A of mpel o 4 lF YT o] el st
o= 3l AFE-AFA Al ] 2F H ko] AARE WA A G Aol A JIGA & A8 3 5 55
Yt} o] Z9- Certificate Store Override(S]! 54 A &4 A4 2]) & At A H Al A &Aool oA

2% % 9y,

t}2- ol A= AnyConnect”} Certificate Store(] 541 A & 24) ol A 73 2 =] = W] &-of] 7] 1F3}o] Windows
Stlo]AE A AFAE FAsl= UH 2 Certificate Store Override(Q 54 474 2474 <)) 71 A

B 5] = o Yol tjal) A FHU )

1= A4 | 2& A A %42 | AnyConnect 7 A A 2F

4% PERE

LB 2bA € AnyConnecti= 2. 154 A F 25 A AUt AR Al Al 3
2] 2} A gto] §l= 4% AnyConnectol] 4] M Al A A of A 28k
T sy
o] o] 7] &gttt o] AA L ool A5 A3
EAQg o] fFr == AU 2 8o 7 2o gle gk ol A4
= WA sHA vHAA L

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN 42 |

ro,
ofN
B
2
)
o2
12
-
ox

ASA A4 | 54 A4 | AnyConnect 71 4 7 =F

A4 A7 o] 473

nE Aers AnyConnect= 5.5 Q154 4G 2E A A% A&l Al
2 2} A gho] 1= 749 AnyConnectoll A # A1 A %Az of] o 4] 2~ 3
T AdFHH

A e AnyConnecti= ™Al Q15M AF S A AT ARS ALl Al
22} # ko] 9li= 4 -F- AnyConnectol| A] WAl A 45 74 A5t
T AFHH

Al A AnyConnect= ™A1 15 A& 45 AU th AR ALl Al 2
2]z} A3to] §l&= A9 AnyConnectol| A H Al A& A5 A ek
T sy
Fa A AR IFERE AT E ANt TS T Q)

= A5 ol TS AR F UdSFU T

AH-&-2} 31 A 91 | AnyConnect™= AF8-2F Q154 A7 Aol A uk 1 A gk o, ghe] 2}
Agko] gl ARG ATF o] JIFA A Aol NA =3 = 91 7]
ol ISA A7 A A &7 A8 H A FFH T

23}

SA 1 Certificate Store(3] 54 A 7d4)E A4 o
AnyConnectol] A o] H 154 #7245 Q15A A7 3L ¢ 710l AFR S| Aloj o). 7133k A A(
) Ul A AgEU T SAE o) e Aluhe] L el WA a3 o] gl ¥ o]l A
WA BA] v Al

!

tio

« 5 — (7]13%)) AnyConnect S 2Fo] A ENA IFA $121 5 37 9l & M AFALE
ARk 5 A A T

« 141 — AnyConnect S 2}o| A E7} 154 23]E Windows 27 W4l )15A] A2 Alghs)
E=5 A A Y O

* AF8- A} — AnyConnect FeFo| AETF ISA 235 2 AREA ASM A= Al =5

A A g,

GA 2 AFERF Al FE] AR A o] gl 7 -9- AnyConnect”} W21 QISA AGAE A ==
Certificate Store Override(3] 54 1 o QA o) E ey

9

g3hew

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 142 | [



VPN & 4| 2~ -4

o
ofN
2
2
_lg
of,
12
-
ox,

AT ASAHE A E 8= Windows AR Aol Al 5L E 74
ARG AL Al F B 7 QISA H5 5 FAI AL AR A7 A 2 /15 )15 A & 4] B 6} == AnyConnect

[e]
= o =2
?@ﬂ#%%u.ﬂ?@°wM®mﬂHW4ﬁL#%%uWﬂ%@gia%nﬂ%ﬁﬁ

GA1 VPN Z 23 HEH 7S 4oL &4 Aol A Preferences(Part 2)(3H7E A A2y = A8 gy
SGAl2 Q1T A AES 24 5)51 e W Disable Certificate Selection(S1 54 A1 &) 1] 24 3}y A &1 -S- &) 4] 3} 4] A]
o

@713 User Controllable(X}-8#F Al o] 7}5)2 Advanced(313) > VPN > Preferences(3H7 41 7d) &l A A}
|27 AbE QSA AEE AL 115 AS AobH] e 450l A8 Al Al .

Mac 2 Linux-% PEM ¢1 =X A& 4 A A

AnyConnecti= PEM(Privacy Enhanced Mail, 7} 214 ¥ & v ) & 2] o] 5} A Aol A 154 74
S A A3 th AnyConnects 92 AFE ol Q)& 71 A 2o A PEM &2 9] 9124 19S o 1
gl Ao
e
=S A SefelAdET AH e ASAE 5T F dodd gdo] s 8 1& TFloF 7
o

«c BE RIS Tdo] ST pem S E ol T

«BE N 7] o] G key®E Ertof f

s ZHolAE ISA F T Q] 7]= T Y o] 5ol EYaof Tt o o] client.pem

d  PEM 9 o] BANES B @sHE T A PEM 9o i3t 22 E (A5 ALE T 5
ST

PEM < JI5M A4S st ofefoll Y 4= 8 Y-S YA 2. o] ZT 0l A 4
A3 JATAE WA A A L

H
PEM 3} Q154 A4 &1 A JSA 73
~/.cisco/certificates/ca(l) ~ AFTT G 9= CA Y FE Q=4
#x FUgEeY
.

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VeN A= |

- IEEEREETEE
PEM 3}<l Q1M A4 21 AdE AsAM ¥
~/.cisco/certificates/client Zalo]AE o1 =4
~/.cisco/certificates/client/private 7hel 7]
B2 QA 5 T RS Ak PEM el A sk BAYU L P 154 B8
Jopt/.cisco”} ~/.ciscoE | Yt} 7|} 74 Ay ZEA e AR, Zr & {30 LY}t

AERBEE
AnyConnecti= 57 7] 5 A8t ASAE ASA HAE Agred
AnyConnect VPN Z&}o] A1 E 3 2 51}¢] 9] Certificate Matchmg(‘ﬂ =AY
F=dUS 71+ et S
< 7] AHE
« 7] AR

o]

Ho
i

eIl

& 3}

ool
3

r

AnyConnect 2223+ A 7], Q154 U], 83 o] %]

Key Usage(7] AH8) & A 83} 7] = AnyConnect”7} AFE-E = Q)= A SA & A8 7] & H A3k
S B A3 A 2 AU T Al E = 7ol VPN 2 ko] E Z 2 391< 9] Key Usage(7] A}
/) T ydHo o tdas £ UL

« DECIPHER_ONLY

« ENCIPHER_ONLY

« CRL_SIGN

«KEY_CERT SIGN

«KEY _AGREEMENT

. DATA_ENCIPHERMENT
- KEY _ENCIPHERMENT
- NON_REPUDIATION

« DIGITAL_SIGNATURE

Shut o] el 71 A A5 <)

230k G ok,

o|\
R
N
ne
0
o|\
B
fru
@
N
i
)
e
B
B~
e
Q‘L
i
%)
o
o
N
HN
i
e

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 144 | [



VPN 94 2= 74

o
olN
2
2
_lg
of,
12
-
ox,

34 7) A 74

ﬂ

I&,O

|

m?l_‘ mm

Extended Key Usage(ZHd 7] A1-8) & A 8135} 7] = AnyConnect”7} AFE-E 4= Q1 = 1S4 &
7} e A5 E AT Y ek v Foll = 83 OID(object identifiers, 7] A 2] ¥ <12} 7]
Al gko] Lt = o] QlH U

!

ol
=

7]
=

Al g oID

ServerAuth 1.3.6.1.5.5.7.3.1
ClientAuth 1.3.6.1.5.5.7.3.2
CodeSign 1.3.6.1.5.5.7.3.3
EmailProtect 1.3.6.1.5.5.7.3.4
IPSecEndSystem 1.3.6.1.5.5.7.3.5
[PSecTunnel 1.3.6.1.5.5.7.3.6
IPSecUser 1.3.6.1.5.5.7.3.7
TimeStamp 1.3.6.1.5.5.7.3.8
OCSPSign 1.3.6.1.5.5.7.3.9
DVCS 1.3.6.1.5.5.7.3.10
IKE <7 1.3.6.1.5.5.8.2.2

g A 2] S AR 7] A

=
Tl o] AXE o Ao A A} E = 1.3.6.1.5.5.7.3.11 52 7|E} & OIDE "AL&2F A 2" OIDE 5
Yol # A €7 Fitel Y8k oID7)F glo™ 173 OIDE F718 = 95Ut

ol O

Distinguished Name(aL - ©] &) Foll = Zdlo]AEVF A& = E A5 E EAHI V= 2 7|5

N

[‘
-

A2 203 dA ek A TH = A Feks A AEA7E EFH O JFU T Add(F7H HES 2
Yste] /)22 BEo| k5t /b 7o) 89 AAFES g Ei A EAES A4 G
t}.

Az 4

CN SubjectCommonName

SN SubjectSurName

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN & 4| 2~ 4

ro,
olN

2
)
of
12

T4
EER Er
GN SubjectGivenName
N SubjectUnstructName
I Subjectlnitials
GENQ SubjectGenQualifier
DNQ SubjectDnQualifier
C SubjectCountry
L SubjectCity
SP SubjectState
ST SubjectState
O SubjectCompany
ou SubjectDept
T SubjectTitle
EA SubjectEmailAddr
DC DomainComponent
ISSUER-CN IssuerCommonName
ISSUER-SN IssuerSurName
ISSUER-GN IssuerGivenName
ISSUER-N IssuerUnstructName
ISSUER-I Issuerlnitials
ISSUER-GENQ IssuerGenQualifier
ISSUER-DNQ IssuerDnQualifier
ISSUER-C IssuerCountry
ISSUER-L IssuerCity
ISSUER-SP IssuerState

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1



VPN & 4| 2~ -4

SDI = 2(SoftD) 23> A1 8at=VeN <= I}
e e
ISSUER-ST IssuerState
ISSUER-O IssuerCompany
ISSUER-OU IssuerDept
ISSUER-T IssuerTitle
ISSUER-EA IssuerEmailAddr
ISSUER-DC IssuerDomainComponent

Distinguished Name(2L-f- ©] &) ol = 07l T2 3t 7 o]4ke] A A] 7o) g YTt JISA 7 LA
MR rFEHH A FEH BE 753 A A8 oF g U] Distinguished Name(2L 1+ ©] &) I | =
A=A 7F A T2 S Ll oF sh=A] A sk o] TAFE o] epd =Tt AR of B XA 7

=y

SDI &=Z(SoftlD) -5 3= AH-&-3l= VPN 21 =

Windows 7 x86(32H] E) & x64(641ﬂ] E)of|A] A8 F<1 RSA SecurlD S 2FO|AE AT Ego] 1A 1.1
¥} o] & ¥ ol thg %] €15 AnyConnectell &3t

RSA SecurlD &2 E 9]0} Q15 A= A}9~X}7} S]A} 2Rkl o & QP & 1ok o xﬂ 25 sl sl of
g SHE =5 ZoFUTE Y4 tinlo) /\Oﬂ = RSA SecurID AT EO EZ 60213]-‘:} A=

delel 458 de s g SDI do] gl AL ES o] EZ S A= 4388 HUW S
A 7S e = Securlty Dynamics, Inc. 7] = 4”]@'14 =

dnbH o 2 ALgAb= & Evl ool A AnyConnect oFo] & S 8kaL 917 L2kl & A EE v
AT st Akl A 247‘4??} A4 TS A8t AnyC0nnect°ﬂ AU 2N =) HEF
A= AREAE &) = Bl 2wl dal A E e FE AF YT =] oist A 9

2 FE = o gl o] Aol Ba7hA] i eeh i’ﬂ%‘%‘?}.

SDI 2155 93l Y7 Al-8-A+= AnyConnect 4~ 3 E 9| o] 21 5| o] 2~ o] PIN(Personal Identification
Number, 7] 1 218 ¥ 5)S 91 &3} 3L RSA SecurlD ¢ 32 W51 th AF&27}F H.ot o Z2] 7| o] A o]
PSE P T RSARIFT HYAE o] S E RIS ARG Aol Al A A 2~ AgHS 3-8 T
RSA SecurlD 3+= 9] o)L} 2T E9o] EES AFEEE AFEAFE 95 B PIN 98 o 22 el
= g Aoy} g ol 3t FUF A KB E Aok ti3t At ot o] A sAES FF
1413} AF-8-2F= AnyConnect AF-8-2} QTE] | o] o] A X E Qo] EZPIN & 435 24 ]Q%L‘%
=3

Z7] 2321 W3t FAk= Aol wret v Yt AFE AR 712 221 Flo]X], 8 9192~ URL, H
9 a5 279 Ho] A = B Y I1F URL(URL =& B Y 15)S 53 Bot Alo]Ego]o] A~

& AU 72 2 Flo| A& Faf Bk Alo] Edo]el A 2stelH Y EA(E oA E)
N A2~ AnyConnect 174 Z 23} o] o] X] of| A] "Allow user to select connection(AH-&-A}7} 174 & A &

2% 518y Heleke A aok Gtk T B9 LF mek Alo| Ego]o] 4] ZekolAE =719l 5

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN 42 |

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1

SDI = Z(SoftlD) & 3= AF-8-31= VPN 915

oA & AFEF U 7] Il H o] A= AR A A8 S H Y Ty =T S5 ARt
HyY 715 2220 Fo] A= B T15¢] URL A8 ¥ o] o17] wjitol o] H-5-8 x3kalA] eF5 Ut
7] 2adl o)A o] BA9(Ad TR EEHY IF9 BT 55 23 7| HE aFe
A5 Fradol Hl““ﬂi Y = golEed dig 27 A8 AFF U d & 5] 7|2 HE 1F
o] SDI 1 5& AL&3l= A9 2= HMHOﬁmmm@uyﬂﬂﬂﬂ B Z15°] NTLM ¢
= AHEshE B¢ = gol &S "Password(H| 2 S)" U th HE] 2 2.1 o] W Aol A = ol &

2 OE By 259 A A mek B 0w gJulo] E5 4 gtk B 1F 2718 o)A
o % BE ol ol ¥y 1§ 8413} Aok Fulok.

Zefold E= M S ¢ =0 RSA SecurlD 2ZE9Jo] EZ PIN 19 %ﬂ%%quMA
SecurlD B £XE|o]7} AXEof 9lom HY 15 Q15 K3 <] SDIS! 4 & ©]
"Passcode($F5)" oW A H) A Foll = "AFEAL o] F H FS B %iz AQEEHN ﬂﬁ
Al ehar BAIE YT PINS AFE8h= A$- 593 B 2F 2 AFEA o] Bofl it g3 o4 =2
21919 B o] e pIN"e) Ut Feo] $ E = 9] 5l PING A}-85he] RSA SecurlD 4 & E ¢]o]
EZDLLAIA 4EE AATUL AT A5S B SFetoldEEHY IF, AHEAL o] & 2 3
T A AF L AR BE 252 A 712 HY TFe] gy

=
AnyConnect™ .= SDI 9150l &t ¢S5 APk vjdH S )9 #o]&o] "PIN"] 7 -9-ol =

mg m[m
Ja 1% rlo

AF-E-AF= J*]EJ Aol met ere S AL AH D sy Skl B e e
Ht Ae]Ed ool A quiﬂ@%ﬂi%,%ﬁiﬂélémﬂﬁﬂ] ol ek o
- AE 2]l %E Eﬂ o] & "Passcode(% )" 7} 15 H T

RSASecurelDIntegration 2 2 3}¢] A g o = th-3} o] 37]2] 7} 3 ghol 5y Th

AP — FTol AT E WA B WS AR o wol AdE A% OhE WUS A
U 7| 2 gk AFEAF 18 S B 9 S (HardwareToken) 2 *] 2] 3F= o] o] Wiy o] 2l )
ShH AEA PH S AZEY Cﬁ B PIN(SoftwareToken) & 2 ] 2] Ut} Q15-0] A &3 A

o

T whgo] AR S SDIES 9 0% AR s e 247 44 shdol A AT Tk
Al A SDIES §8 € ol B Mg & WA AR S el guch A o A 2%
of AL EEe nix st 2 A B Q15 AEoA ALgH =23 25T ALe R
E aE AEAE S WAsE 49, 8 B o) Be] AR A o] 7B e

N =& 94w S ok,

m

(2O > 9 o
2L booly

Zar SDIEZ fddl= A AAES % o vk 23 s o] QlFUT 15 27t =
Folold 3 SKI EZ F89] 215 FA1E 4 15U o} HardwareToken=
Negroz te B we AS

SoftwareToken — 2} AETF AL AL Q] H & 4 LAZ E o] EZ PINS 2 34 8)H] ¢ &
Jj = a] ] R=R O] "PIN: uo]qq,

* HardwareToken — Z¢}O]| A EZFALEAL 8 & AF AT EQo] EF 5= sl stm g &
= o] &-o] "Passcode: ()" Yt}



| veN g 4

[N

SDI = 2(SoftiD) 232 AH8at=VwPN < Z I}

e
&

SDI 215 !

AnyConnecti= ¢] 2] EZ A RSA A ZE Qo] EZ SFEO|AE AT EO]Z 7t EFE A H
A& A A8 5yt Al S 2ke] 1 E = RSA SecurlD A X E o] EE GUIE F3) A8 ¢
7)1 &gk ARSI

*PIN X|-$-7] 2=

O EZ A= RE

A uk# 9l §DI Q15 =12l

Aol 219 Al g4 A HA A= Ut) SDI 915 AF&Ak= AFEA}F o] & 2 94 S B PIN
BEof ZH2 ALG AL o) F L B QFE i AT ES o] B2 A9 PING A& o gtk Fete]
A E = H etk Alo] E 9ol (F o Alo] E tnto 1*)01] AR E Wgkelal Bt Alo] E 9 o] = Q15 A ¥ (SDI
3= RADIUS ZEA 2 53 SDNE E3 Q15 gHelgd )

AN Aol A5 2L 3] &3t AF, Hot Alo]Eglo] &= Fefo| A Ed AF Flo] X & tpA] A
%35l Q1% nglo] gka g}

A7t LA = AT, ASol *‘Jﬂo}ﬂi Het Alo] Eg o] 7} QF WAl x| 2 A A 210 Al =
Hol X & AETFUT SDI AWM 45 Ao AAG =L A SDIAHE U EE A= &
ER ESS A8y

A AFgA} B, PIN A9-7] 2= 9 A] PIN 2=
PIN-Z SDI A ol vk & 4= 9l ovf U E 9] = dejApnt o] 915 3 & 5 5

A AFE-AF = PIN A]§-7] B= 2 A PIN =04 AnyConnects= "t 3" 27190 Al &= A] AL
371 918l ARS8 A7E A3 @ PIN o= Al 28] & PINS 7)Ao

PIN %] 9-7] RL= BLA} ARGA} BB = A ARgARe] Aol M & o] & sk Hel Alo] =4 oo M
= e datA A= yh 7 B9 5 A AR AR Al PIN= 94 = 8h7 1 SDI A # o A Al PIN

= ool Fu v g Ao 1 2 27 Aol tiek AR A e E Y T

A PIN 2.=.9] 7J-9- Ak A lol A o} gho] 7] PINE AFE-3to] h2s A4 v th PIN A7) 2=
o] B, 3= °ﬂ°1 ETE O 2 PINS AHE8HA] hom AR A B2 A mrt o H gk g7 o] A&
%121 0(00000000) 2. 5 -3 ¥ PIN-S AH-&-3Fo] RSA A2 Ego] EZ8 oFo 7t Ayt F 4§

5L PIN gko] 91.0.% SDI A uf 3] Ab= ARg-AFell Al ARS8 PIN gh& hed 7 oF gyt

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN 42 |

SDI = Z(SoftlD) & 3= AF-8-31= VPN 915

SDI A ¥ ol A} AL&AbE F718ke 7] AFEAFe] PINS AHAl ks A3t 5 U g A a2 gy
T 79 B AFE A= A PINS Al 381711 SDI AT B ol A A PINS Srigitolof §hu), o] B =0
A, stEdlol EF 802 ARgAb= RSA tnfo] 29 BF I Evk 1 gtk 5 79 B PIN gho]
Ao SDI A 1] ¥he] Zpi= AH-gAkol Al A& PIN gh-2 &ef # oF 3 o

A PIN 237

A4 PINO| 913 A5, A 25lo] T4 WAlo] 12l SDI A &= B8 273 % a8 5 a0k g
o

A 2 Elof| A Ab-g 2}l A A PINS sF-alf o &y th(7] #-4)).
« A8 217} A PINS A A &l oF o)

S AFEAT PING A BA E A 2lol A PING REA AEl e

A7 AL AT PING A4 BA) i Al 280 A PING 2587 183 S SDIA B 7E P4 7
$, 27191 S¥le] o] $HL WolF 1 EFTHE BFo] TAH UL ) EAF L EFLE A4

= AT

Al =¥l e PINS| 74 -9-, SDI A ¥ el A} AR&-2E7} 2 7191 F| o] X of] Y & 8l= ¢t 5 & 3185 Kl
Aol ESol= SetolAEof Al 28l 3t PINS A 5T Uth Seto]AE = AHEA7E A PINS <l
o Al ~o] "t T A EFE AL FATS YER = SHES Bk Al Edo] o thA] %
ot

AR A7E A PINS A/ 8t 5 2 B 8} += 73 -9-, AnyConnectol] A += ©] PINS ¢ &
AY . PINS 4412 OM sz}ﬂ«l ZApodof T PINS Ao Hjd M S o] 2
o gt W82 EF HEE FAEYTH

RADIUS Z5 A& &5 PIN 8012 M E 0] Al =2 X5 T 3} A} ool AT Sefo|AdEE
Al PINS H3F Alo] Ego]o] E3taL Bt Alo] Ego]= "thg ¢&" Al =& Al Th

EERERE

[
=
2 AHgA} ol e

||];‘|__O__ o]_ill 1;_; ||I;‘I__O__ E%‘ :V'E“ }\]E

" GE AR A SR EE A PINAA e &9 2] Sofl JHA| E PIN ghS AF&-3514

RSA SecurlD 22 E o] EZ DLLAA U} U455 AL AL A A TEZTEES 7 ]
3t o] 98 & Kk Ao Edlolo] W o vh LA R 2 E o] £ =

Al o] g Ze}o] A EX= RSA SecurlD 2AZE o] EZDLLIA v} EZ I =2 7

mlo
X nHu
<
£ 3

U] o] €] B SDI$} RADIUS SDI 1] L

=92 B A e BE Z shel 4 SDI A% S B S Hat Ao =0l g T 4 9l
e,

« Y)o] E] B SDI+= SDI ¢155 28] 38}7] ¢80 SDI A8 &F A 5418 4= gl Kot Alo|E¢lo] g
UlolEl H 7] 5& 9n| g}

* RADIUS SDI SDI A B] 9} 413} RADIUS SDI . EA| & AF83}e] SDI Q1S5S 86t 1
ol Ao Eglo] e ZRZAMAE u gt}

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1



VPN & 4| 2~ -4

DI = 2(SoftiD) £35S Agat=veN x|l

Y] o] E] ¥ SDI 3! RADIUS SDIE= 9 A AF-&A}ol| Al 5L &} A e Y T} SDI H A ] = SDI A B ol A
TAE = JonZ ASAQ| WA A 8]~ E = SDI A/ H 9] WA X] 8l ~E e} x| &]of gt} 187
Rom UA FeolAE AL AN A FAH ZEILETLAF A D RF Ao At A] &S S5 9l
FUYth AnyConnect”} -3 ©3H4] 2L Q10| Asfet 4= JlHFY T

- of o] & EZ 33l RADIUS SDI 8% 2 7] 24 o & Y|o|E] B SDI W 35 v P AT} &=
© Z Y|o]E] B SDI®} RADIUS SDI &5 SDI A B &} E418t 2 S8fo|AEo|A B3 A 2
B7F QA H = e g5y th

215 Al RADIUS A ¥ = ASAl thgk HA 2~ 8 WA A& A3t o] 2] g BRI =] w|A]#] QL
= SDIAH ] O AE S el 3| H A A 7} A5 U T WA A] 8] ~E = ASA7} SDI A ¥ ¢} 4
A SA8E 4 9-9F RADIUS ZE A& §3l] 5218 459 A =2 vyt w2kA] AnyConnectoll
o3k Y]] E] B SDI A B & FA] 5 =3 ASAE RADIUS A 1] 9] WA A = & 4] & of gF T},

T3 SDI WA A = SDI A H ol 433 = QLo B & ASAY] WA A] €l ~E = SDI A1 o] ¥ A %] 8]~
EQ AA k= HEBA oz oxgof et 28 ¢Fow QZ A H Qs 1o HatslA e
EEIET A Sefo]AE AR A Al T AIE 5 F YT AnyConnect7} -8 53] 23l Q159]
A3 = dFY

RADIUS/SDI | A| 2| & =] 18} 7] 9] s ASA 173

SDI'H RADIUS 2% " A] %] £ 8] 4] 3} 32 AnyConnect A& Aol Al 2 4 31 %
At s ASAE T3t ™ SDI AW oF 9] 24 A<l Sl AlEdl ol dat= W
FHAAE dEet s A4 TR dEH Y La)e T8 oF FU T SDI Al tisf 15 <
AbEAE o] A 229U S Tl dAsof P

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



VPN oA 2= 14|

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1

SDI =(SoftlD) &3-S 2185} VPN Q15

43}

Configuration(7-%J) > Remote Access VPN( 2 < 4|2~ VPN) > Network (Client) Access(U] E 9] =1

(Z2Fo] A E) M A 2~) > AnyConnect Connection Profiles(AnyConnect 317 3 2 9} <) 2 o] 5 g1 T},

SDI'¥ RADIUS 3 ¥l A1 A 5 s 48} 7] 9laff A shelis dd 2 akel & A e shal Edit(A d) & 2

Easieg

Edit AnyConnect Connection Profile(AnyConnect 172 Z =3} A 3) ol 4 1% T4 29

Advanced(31 1) ==5 8435} Group Alias/Group URL(ZLE H 3/713 URL)S A B g},

Enable the display of SecurID messages on the login screen(= 121 3} o] 4 SecurID W A] #] ¥ A] &

dsh s ey

OK(E<ShHE =8yt

Configuration(7-”J) > Remote Access VPN( A 4| 2= VPN) > AAA/Local Users(AAA/ =7 A&

21> AAA Server Groups(AAA A1 H “1&5)E A 8l o},

AAA A 258 F7tete W Add(F7h S S8 L.

Edit AAA Server Group(AAA A1 Z1& HZ) t] 8} 2ol A AAA AW 52 7443 OK(EHHE

=9t}

AAA Server Groups(AAA A1H T153) & ol A W A 3k AAA A 15 S A 813 U} Servers

in the Selected Group(X B} gt 159 = AH)) F A Add(F7hH & S8 EY E}.

SDI | A] %] ¢ & o] X] Message Table(™| A #] H o] &) G 95 SFUh WA A& AF] st ™ A

A HMAE do 2 T FE T ASAY Y= RADIUS S W A] %] Bl A~ E 2 RADIUS A B ol A

AEE v A A g 2E L A e Bo A dA e eS A F U

o2 X5 7 AR 9] WA X Z =, 7] RADIUS 5 WA A] §|2E 42 7] 52 HolFu ]

a1 ASAON A AFEEF= 7] M A A] Bl 2~ E = Cisco Secure Access Control Server(ACS)ol A A&
3= 7] E AR g AEQJ]Y ﬂr Cisco Secure ACSE A& %5°] ™ Cisco Secure ACSol| A 7] &
H A A Bl 2~ EF ALE 591 79, ASAC A WA A BIAEE 98 o7 gl h
HetojEeto]d 2= o] ol e SA U E 2495 A8t 2 H Al A] g~ E o A
&5k X}Oﬂ o] & F A+ 9] &k H ol obd A gl s oF T T} ol & E©] "new PIN"-
new-pin-sup 2 next-ccode-and-reauth =5 o gk 7] HjA] 2] @~ E o] 519 ] 3Hd Yt}
new-pin-sup= "M PIN" 0.2 -4 8k 7 9-) K. ot o] Z-g}o] 1 227} RADIUS A ¥ ol A "t}-2- 7}
= 3=} & Al PIN"S 7418 o] 81~ E & pext-ccode-and-reauth == t 2] new-pin-sup 3

=of QA A7,

WA A = 7]+ RADIUS - & WAl A] | 7] 5
grE
next-code S o3 5 AHAA | AFEAVFPIN §lo] S EE Z =S JH e of ks
2. I2RAR k=
new-pin-sup Al PINS 713t A1 Q. | Al Al 28] PIN©O| A 3= -5 YER Y 3l d A2
£ PINS XA g4}




| veN g 4

SDI = 2(SoftiD) 232 AH8at=VwPN < Z I}

HAAl 2= | 7] RADIUS &5 A A | 7]
B~ E
ha [ ——

new-pin-meth | A}-gA} 715-9] PING 91 | A PING A4 317] 91 A PIN & AL8-8h A&
YAl A% L7 Az e a3 gk

new-pin-req | Al G5 PING Y3t | ALE AL A @ PINS VR B AL gxboll Al PINS ¢
CRES dete= e Qg

new-pin-reenter | PIN thA] ] = A}

£ A A& PIN 8215 9135} ASA A Y F-2 o2 A}
HUt SEolAE= ALEAI A ZEZEE ¥ A
&4 a1 PINS ¢l gy}

new-pin-sys-ok | A} PIN©] S H AHFH | AHEAL A3 PINO| 515 955 HER U T

ct.
nextecodeandeauth | o8- 7HE S =71 9= Al | PIN 2H1 o] whe} ARSA} hg B2 125 7] of
PINI U . ot Q15 fl8 A PIN} U B2 S =S BF 9
28 of $-< LR o
ready-for-sys- pin | A| 2>l o] A A A SFPINS- | AF-8-Z| 7} A] 2~ Ell o] 4] AY A SF PINS- A}-8-& —ZFH] 7t =]
A ek A2 UERN 7] 91 8] ASASI A A o & AFg-H Y
t}.
11 OK(ERDE S8 3 thE Apply(418), Save(H ) E MU= S I h

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
|



VPN o A2 4 |

B sDI E=(SoftiD) 532 A& 3= VPN Q1

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 154 | [



5 “

Network Access Manager 1-%

o] ol A= Network Access Manager -/ ol th g+ 7] @ 7k of ]2} ALE2}F A3} Y ES) T 2 = 1)
Aol F7h L T ARE AT

* Network Access Manager A ., 155 30| 4]

* Network Access Manager 7-%, 157 3 ©| 4]

* Network Access Manager =2 3}¢ | 159 #|o]X]

Network Access Manager J =

[N

Network Access Manager= "4 ol whe} Bl AlF 2 M ES A& A8t E80|AdE AXZE o] ¢]
Utk o] AXEQo]= HAY AT 2AAAVNEYAE G912 Aesla f-4 2 FA4 Y

A28 93k E] dlo] A Q=& 33k}, Network Access Manager‘: AFE 29} tlvlo] ~ 1D & ® ot
A 2ol Q3 UEN T A2 ZREZS etk 3 HF ARA 7 el Az A o gk A
A& —‘HHJOPC A2 S oA == A ‘SX—JIQE Eaoinsiag

o
k]

Network Access Manager™ Mac OS X©| 4} Linux©l A = Z] 9 =] #] 2¥31 AnyConnect ISE Posture]|
A 2] =™, AnyConnect ISE Posture & A] 23} 7] A of A X] &) of of 3t}

Cisco AnyConnect Secure Mobility Client ] Network Access Manager 1-/ 8.4+ th5-3}
o ALk

« - 21(IEEE 802.3) 2 ¥-X(IEEE 802.11) Y| E ¢ 3 o] 51 €]

flo

797

* Windows 75 AF-&-3F= L5 Bl o) <9 (3G) U EH A o §1E (Microsoft 0} 3t & API
£ A Y3h= WAN o e " g

)
» Windows M2 22 Z1 & A}8-3} A} A

¢
f
.
[-40
[40
o|\

e Windows 21 A} 4 &= S A

o
o
aY)
e,
i
u
o
>
ofo
Y
3
o|\

« 7t~ 319 IEEE 802.1X 7-4

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager - I

Suite B2} FIPS
TS 7% FIPSOI A Q1% 51 o 9] A} a-& ok 1h o] gl Th
]_

Suite B<} FIPS

« IEEE MACsec 41 &+5.3} 3 Qe Ze}o] = 2 2] x| of
« EAP H1:
o EAP-FAST, PEAP, EAP-TTLS, EAP-TLS % LEAP(EAP-MD5, EAP-GTC ¥ IEEE 802.3 -1
7§ EAP-MSCHAPv2)
« W5 EAP W]
o PEAP - EAP-GTC, EAP-MSCHAPv2 2 EAP TLS

o EAP-TTLS - EAP-MDS5, EAP-MSCHAPv2 2 @A A] ¥ (PAP, CHAP, MSCHAP %
MSCHAPv2)

> EAP-FAST - GTC, EAP-MSCHAPv2 % EAP-TLS

Yost BE - A WEPCNY B &), & WEP, TKIP % AES

Ny

| A TR ES . WPA, WPA2/802.11i

'AnyC0nnect—‘ & Ao A ~ulE JtE7) Al FE A4 =1

o

A

o

St
 Windows 2] 7 $- Microsoft CAPI % CAPI 1.0 %! 2.0(CNG)

* Windows 2] & 1-2-2 ECDSA 1 54 & X1 8}A4] &5t} w2} A Network Access Manager
SSO(Single Sign-On)+= ECDSA Z&}o| A E 5 2| 31#] 5yt

+ ACS % ISEX= Suite BE A 93} #] 4] W OpenSSL 1.x7} 91+ FreeRADIUS 2.x= A4 gy o).
Microsoft NPS 2008 - %] 0.2 Suite BE AU FH THNPS 154 7} Al 4 RSAZE 5 3815 of
oF 3.

« 802.1X/EAP:= A 84 Suite B = 2 3} v+ %] 9§ 1] THRFC 543001 4 2] ¥ 0] 2). TLS 1.2 A Y
= A] g5

* MACsec< Windows 7 4] FIPS 1+ 4 & &Yt}

« ECDH(Elliptic Curve Diffie-Hellman) 7] 132 Windows 7] 4 A1 Yt}
* ECDSA E o] A E T4 = Windows 7914 #] 1 v},

* 0S A %2=¢ll 313= ECDSA CA §15-41+= Windows 7911 4 ] g Yt}

U E T T2 APEMOZ 21539 F)oll 1= ECDSA CA 9154 &= Windows 7914 #1954
c}.

« A8 &] ECDSA 154 A1 €412 Windows 714 #]-gHt}.

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 156 | [



I Network Access Manager -3

EOEETEEDREE IR

wel 219l "G ALE A A &

Microsoft Windows©]| /\1 = 04 2 AFE A7) 5 Al o] 27128 4= 9) A Tk Cisco AnyConnect Network Access
Manager= W E Y A 15& &Y AF-8-A2 Al $Hg Y T} AnyConnect Network Access Manager= =1
ST AR AF ok WAIQle] vl E e A H F gk g o] ARg Akl sl 24 3kE = syt o
9 A 209 A8 B o) ALSAT AL SAE B 29E 5 glo heldhs

A 2 H AR BAR 21T 5 2182 oJul gt

Network Access Manager = 210] 1 E E.5 ©] Windows Hl 2= Foll A X 79, 7] & 522 ot A}
| 2O Agete APt Aol X 49, 7] A4S G AR 2291 A 85 9
stat= AP o = A f-oll v 7] 52k wA ] flal WA AEE AV F7HE 7 Q)

4.

A g AR

s Windows & AF= @A) 2123 A AE A2 219 Z A7 5= ¢loUT)
« AAE Aol Ao t s RDPE 5 U g A&-tol| dis) A YT,

=
c 5U AR R FFEHE 5 24 S 2] o]o]of gt} dl & E9] user/example
user@example.comJJr YA FHFUTH

G AULE JhE RS A B AT PING Aok $U S AL AR T H U

e
S

2190 9o ALE A 48 T4
Windows ¥ 28] o] A = Aol A of 2] 1§ o] ALGAHE A 2late WS R st A~ Eg
o 4] EnforceSingleLogon?] %k ¥ 7 34 Al 2.

Windows®l| 4| #l| A] 2~ E 2] 7] = EnforceSingleLogon®] ™ Overlaylcon 7| 2} & 3 g 2| =~ E 2] 9] 4] o]
AFH .

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers\{B12744B8-5BB7-463a-B85E-BB7627E73002}

G = oY AR 2128 A8 ©] 5 9] EnforceSingleLogon?] DWORDE F7}3}aL g2
Z1EE0S AT

Windows®| 7 -9-:
<12 3 oAb R 2 1S AT}
02 o 2] AbgAe] = 1eS 5] T)

Network Access Manager 7=

Network Access Manager™ AnyConnect®] ¥ 52 33 Ut} Network Access Manager 2 UF2 &
3} $7 AnyConnectE A1 %] 5}= W ol o & 2} A4 & U8 AnyConnect -5 7| .5 3314 A]

1-0 il

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager - I

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1

Network Access Manager =

2%

* Windows U E 9] = 7 El] 23] E g o] o}o] & 4| — Network Access Manager”| Windows Y| E
3 A2 E AT o} o kA Network Access ManagerS A %] 8k -0l = Y| E ¢ A 2 H] o}
O] Z & A&3t] U EY A AZE 5 glHY

2 22 Windows “Li5 74 @ o] 4] Remove the networking icon(U] E 9] 7] o}o]| & A ) & 4 A

o] 2+4] E g o]o A Windows U E9] A ofo] 2 A A4 A Q.. o] A2 Eg o] ofo]

DeFe MYt AR A= Ao S AFE-SEo] AlS dlolE B A U EAE B S F 3

e

=i

1t
4

* Windows 72] 5 A% HIE Y A 2 Y E £ A A8 — Network Access Manager”} Network Access
Manager U E 9] 2 270 HE-Fo A FAAR HES T A2& A =3t
Windows 7] A = Network Access Manager”} 5574 %1 SSIDE A A g1t} 3 A A 71 %] SSID
THEAEH HA S SEFU T AN U EY] A7 o 7 74 1 7% Network Access Manager
7} th& 2 o] SSIDE A8 gt

o A7 Y A A HA 7 VEY A HAH o] 7] 3L 10] AL A
off ek 7] gk 0 H v

o W AF Ao wAR M ES A

o AR 7F A o g 5% A WA U E Q] . Network Access Manager”} g+ ® ol 17 9] v]H
R EF| 2~ E SSIDRF A A § = 91 0 B & Ciscodl| A= Abo] Eof] 3huto] 7471 7] VI ES
ARF AR AS AR Tk

oy

cHIEY T AA] UAH &4 == 71 A4 Al 7F— Network Access ManagerS A4 %] 5 7] 71 ]|
Windowsol| 4] HIEY T E A 23k 49, Windows 2 A7 FF T U EYIE A4S
Al =gy
B 22 VEYIZFHEY Yl I+ H$ ZE Windows 4 &) U/ E Y Ao o3 Connect
Automatically(A5 <1 4)E 3l Al 1 L} Windows g 2] V[ E S & B5F 2FA|5F4 A 9.

T o] % F A 2 231U S Network Access Manager XX 231 2 W33l =& o
T AFUS o9 715l dA| o= Az Y EYAE WET = d5UTh

H

N
==

O
o,

« 4% WEP

« WPA/WPA?2 Personal

* HIGPO Y o] E] B. Wi-Fi AF-8- 2} Y| E] 2 2 2 5h vt Wik Yo},

« 2R R Y-S WSS 5F WLAN A H| 27 A| =8l ol A A s v a1 glof of gyt

* Network Access Manager XML -/ 3} ¢ (userConfiguration.xml)©] o] 7] & 2| 3} = 7 - #H

o] FHH A FUh

YES T = 23t W3S 84 3182 W PROFILE_ CONVERSION 441 4ES- 12 A1 A 3= MSI
W8-S YA sko] MSI o) 7] A ol & &34 Al 2. B T % 3 o)l A PROFILE_CONVERSION 44



Network Access Manager - %

Network Access Manager >~ = 3} <] .

S 12 ¥4 3 MSI 371X & A %] 814 Al 2. (ol]: msiexec /i AnyConnect nam Win the 3.1.xxxxx
k9.msi PROFILE_CONVERSION=1)

* ISE Posture A] 2} 71 o] Network Access ManagerE 4 %] 3l oF §1] T}, ISE Posturet= W E 9] 7 ¥ 73
oWl E Hl 802.1x WiFiZE B4 3}7] 9] 3l Network Access Manager =2 1918 AF-&3U T}

Network Access Manager - = 1} &

=y

A

E

Network Access Manager = 2 3} -2 ASDMol| A 55 & A 813 Windows ol =] 7| o] A 0.2 A& 7}
3l Network Access Manager ~ 23} H ] 7] of] -4 Ut}

47 3

Client Policy(Z 2} o] A E A A S Al galo] Zeto]dE A FHS 4T+
Aol LY.

SRR
AgAe] B A EE 28 ol ol MENDL QA A% o9 HF 5 ek

* Default Connection Timeout(7] < 9172 A| 7t A $h— AF-&-2}7) A sk U E 9] Fo sk A4 A
FAGOE ARG AIZH(E)Y U 7] 32 402 Y T

Before User Logon(AH-& A} £ 12 H)y— AF&-2}7F 2 123)7] Aol Y E Y T AAgyr} ¥
A= = AR 212 P ol = AFEAF Al A (Kerberos) 9157, AHE-AF GPO 2= 2 GPO 7|4 &2
28 ~2YE o] eI LA e e AU A9 AR 2L 518 4 1)
7 AR AT 5 g,

Time to wait before allowing user to Logon(A-8-#} 212 3-8 A 7] A|ZhH— Network Access
Manager’} &8 S Y E Q] H A4S A A 317 93 EH 718 A (F o) A THE)E A4 dU )
HIEY A A4S o] AzE ool A4 e o gl 4§, Windows = 1 SZZA| 2ol A AR-G-A} 2
aS ASHYT 713 529y

Y

By
=

Network Access Manager”} -4 AZ S #Ae]3les A H 49 F4 A2 S
Aot vl 29 5 = F7F A3 2.2 <13 Time to wait before allowing user to
Logon(A}-8- 72} =1L 38 7 th7] A7) S 30% o] o &2 A A ) of g},
DHCPZ &3 IP 422 9= d) 3 A 7= 18 sfjof gt} 27H o] Ake] y
EYa zzgdo] 1Y A9 27 o] AAANEE X ER S &
oF gt}

After User Logon(A}-8- 2} 212 $)— AF8-Z}7} Windows®l| 2123 o] F-of] Y ES] T A4
P

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager - I

ultjof
o] W t]o] {3 S Network Access Manager 2 2}0] 1 Eof| 4] #| o] 22| =] A 3h T

* Manage Wi-Fi(wireless) Media(Wi-Fi (7-41) 7|t o] #e])— Wi-Fi 1|tjo] #e] 2 gy oz
WPA/WPA2 R =Ao] 2 A5S &4 85t}

IEEE 802.11i -4 M| E9 7 F ol A= A% #F(©] 7 -F- Network Access Manager) 7} 4 Al 2~

Q1 E RSN IE(Robust Secure Network Information Exchange, 742 3+ Bt U E9 F A 1. ﬂ_%‘r) =
AZs ok dhha A FUTH IEE 7] f% Soll [EEE 801.X Z2EZ 9|71 2] EAPOL 7| o] €]
B AFE A, F/Z2H S5 T Q] ol A A A2 EIE RSN IESH A %] & oF 9
t}.

* Enable validation of WPA/WPA2 handshake(WPA/WPA2 3l = A o] 7 7]

k4] 3})— WPA/WPA2
Aol A5 HAFFUTh o] FHAS Ae et gFod o] e =,

za
Az wAE AUy,

A

4

Fi AN o YE & A~ ZJAERSNIEE A &4 02 2| FahA] o2 1F A
w7 A slEta 2ekeld el AAF A ekt

* Default Association Timeout(”7] 2 <17 A] 3+ #| Shy(%) - WPA/WPA2 A= Ao] A& &4 35l
8571 QA AZEAgHS A G El oF T

+ Manage Wired (IEEE 802.3) Media(+-*1 (IEEE 802.3) "] t] o] #2))— 4 92 #e] = &4 3}
Fyh
H .

* Manage Mobile Broadband(3G) Media(=-H}¢! 4t <(3G) 7] t] o] ﬂ?/])— Windows 7 &1} 33
e o] e el E @8 o] 75 7] A o= v & sl E o] lFU T

)

al

=
N

Ise
14 o

e} 28] 2~ Al Y YT} Cisco TACE HEF 2 2] 2o 3 X Y& A
Y.

ok O
ol

&2 rlo
oy

* Enable Data Roaming(tl|©] €] 2% 43— dlo]g] =7 5§ o 72 ZAA g}

2% AHgA Aol
gl tha) The Ao RS THE F A,

* Disable Client(Z 2}©] 1 E 1] &4 3})— AnyConnect UIE AF&-3}= 41 2 54 wltjofof o gk
Network Access Manager®] #2] & AF-&-2L7} v] &g 3} 2 gHA 8l et e 5 04 %—%LL] o},

* Display user groups(AF-8-2F L35 3EA|)— AR A}7F A g T155(CSSC 5.xoll A A )] el
Ak Ao Tmdt A EHA = Aol o] LES FAISL A Ths et AP

« Specify a script or application to run when connected($1 24 A] 2T HE L= o 2| Alo] A& 2
Fot e Ay~ UEY A AZE A ARG 2T HE B of S8 lo]d & At 0%%
Fuot
N .

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 160 | [



I Network Access Manager -3

%

Far 2 YHY A AR FAAS dd s ES o A AT HEY A

7FAZAE e 2 A ke ) 282 7F 27 31 (exe, .bat = .omd)S A =
=5 &P S=& WA 98 23 HE 7S AR A e RF A o
EQ AVt ol e A8 A A M EH TGO 2T AT HE &= o ZE] A o] d S
TABEE 583U o] 7l 5ol e AFEATE 2 HE A3 gt B A}
WEAIE WA 3 8 &tA Ut thebA #eA Y ES A8 <Y
Ho] ~E AME S F YlEFUTE Eg A T AAHEE AEAVE A ES
5] 8-31A] &2 A -$, o] 7152 Network Access Manager GUI® A 5 %] 2F51]
t}.

* Auto-connect(A5 1 2)— AFE A7 A4S A ESHA] Zolm Y E Fo Abs o= AdHY

Uk 718k A AA Ao

2] el
* Service Operation(*] H] 2= 2}d)— | & A H] =& 7

=0
T
AE= AT 2d2e AAs el 22 5 glsyt

i—1

r

ol

A%, 0] ZERA L AL

I 2 2fol

I

* FIPS Mode(FIPS 5. =)— FIPS 2. =& &4 3}¢t 7 -9, Network Access Manager7} - 8.71&
FTEA 7= o R dEst Y-S Ry
FIPS(Federal Information Processing Standard 140-2 &' 1)i= ¢} &3} Z5of t)dt Bt @ A& A
Aot 1= AN EE YU FIPS = AL E 9] o] ¢} =g o] o] F-7-of] whe} MACsec == Wi-Fi
& Network Access Manager©l| A #] 5 U T},

3 8: Network Access Manager?) FIPS ~]

nj T o] /2o A A| Windows 7

MACsec¥} 172 % Intel HW MACsec 7} NIC = 3= 9] o] 7} o}
MACsecS A8k 79 FIPS 114 &

Wi-Fi FIPS 7785 &34 &%

ol =% 0 =

1. O Xg ‘111 78'—
A5 A Ho M EEHEHT AAN AEHEAA L AFUWEH T EZHE AL S 5 5T
AA = QS RE F syE AYshA] g2 45, AF8 A= Wi-Fi W EY A 5o dAe = glsF
Ytk =9 519 JA3S Ak A, AFg A slld f-ad ol disiAR IEY Aol AAdE = 9l5F
Utk 7 45 A e S REE A S Select AT A E)S gt
5 A EAL S T2 EZ 20k A ke 4 A F Y UF #1412 Allowed Authentication
Mode(3]-8-¥ AT BE) oA <5 2(EHEH) off ol Eof227] HAHFY T

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
|



Network Access Manager -*J I

HE

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1

WENT

2R RS A7) 98 MAUFe dA) Sefo
LAN 75 A1 A8 802 A2 8 213
-1 2] of

« EAP-FAST
oUW F 22 Zw: EAP-MSCHAPV2 5=+ EAP-GTC
o £ A4 59 EAP-GTC

° <l

= A4 SH: EAP-TLS

« EAP-TTLS
o H|'UW & 24 5 : EAP-MSCHAPv2, EAP-MDS5, PAP(L), CHAP(L), MSCHAP(L),
MSCHAP-v2(& 7 A)
° B A S PAP(H A AN, Al /g w o] B2 VINE QITel A getA] o
Network Access Managerol| A X 18}+= 7] E& 342 PAPY YT}

QFN A F: A e

%E_X]-

M= B4 B Lokl = He 4 Aa) vlel o)A =R A 7Y S i nE
Fol SR S A= MEALE FAGAY 54 =Y AN 25 AT 5 A5 Tk W=
232 1 Boll B8 F7FE 5 9 PPEALE A ShL Next(tH ) & 22l sfol 271 4 S48
2 A5 AF U

aFe )RR THE AAMENDY AgAdUT B
£ 59] 8delok Fuvh

M

2
by
Q‘L
N
T
a

THEARE 1F

i

[N

o] 7 W H 2] 5335 913l Cisco Secure Services Client= -5 ¥ THE| A7 A & U E 9] A=
SSIDE B Z =7~ E 32| 28+ hidden network = A 2] g YT}, @ AF-8-AF U E9] A= SSIDE H=
EALES = M E] AR Ayt

o
H

AT A TES AT 5 Ak 1Ee] Tl gelslol 94 2 A%, 22 W)
HAE Y 15 ARFUT AT A TR E BelA g 15 BYHA 2 =N L



I Network Access Manager -3

%

EECERSIEISICE T NP |

[

LotE o] YU SetoldEE &4 d5l doe A4S A8ste] ENA A2 g8ty
A=Y B A 15 el A Create Networks(W =91 =1L A7) 541 o] Aol whe} 2 AL
A g a5l A A VM ES AE FUH AU AR A M EA A E A 5 AF U
Ao UENAE 559 1l 9o = BE 2FANAM A S 5 olFUth A9 U ES A A&
YEHAE Alofstng HF AHEA7E A4 5= 9laL AFgAF A o] UIES el 9= 7459 &= <l E]
Zpol = U ESAE AT ¢ Futh HF AR A B 74 VIESAE s s A7
& Ey T

o

=

oY
K

[\

# & AH8-AF= globalNetworks A A of] Q1= U E A E A2t VIEY A E 157 F7He + 9
FUth oYM EY s EE a5 EAStEE 25 HY 7] & AHEste] AR 7Hs 7

g},

2l 84 o] ZeholAES ALg T 15l )
o) A A LAY TEWALET e A

4] EASA BT TEF A oo Tge] EAF A5, ULl
34 5o ANHAEAE Ve 15 S| BAP T 10w AL AE B 15 A

roh
D)
>,

=
k]

T O ARE 2 U EYA B (EY ] ofo|E& w2 QL EE HEOSR S5t
Network Repair(M| E 9] A 5)E A8 A] Z1-5) Ao &= -2 YT}, Network Access Manager”}
B EAY A A2 A5 ol 848 Fol AR YT

HES] =, vy o] 718 | o] A]

WEAZ vt} §8 Fol ol A 41 Ei B4 Y EALE ARAAY AR 5 A5 o
Mg e Aeo] ek dehz .
g AR e

A At 3} FAfel] 3 o] hFY Tk
==

c o5 — ol HESH A el #AH o5& ¢

T4 T AdFHTh
o SSID — F-41 Y| E ] =1 9] SSID(Service Set Identifier, A ¥ 2~ F & ID)E ) & gh o},

o Hidden Network — SSIDS B2 EF| 2~ EFIX] &= Ao Y EYFo s A48 3] &
)
H .

> Corporate Network — W E ] A7} 4 8 $1A] ol d= 49 7|98 o2 48 U ESH Ao
3k A8 A X8t} corporate network 7} H 2 =7 A~ E 14| ¢Fi=(hidden) SSIDE

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager -*J I

Y E Y A, Hok 55 Ho]

A}-8-3} hidden network 2 -4 ¥ 74 $-, Network Access Manager< hidden SSIDE- %] =4
© 2 &FA3}AL corporate SSID7F H 9] Wl 9lomd A4S At

> Association Timeout — Network Access Manager”} A}-8 7153 U E 9 A5 A H 7}sl7] A

o] EAS X Y EY T AAE tf7] st Al 7HS A @l 7] & association timeout
=524y Th
SR

T e o e Aol A — 27 Aol A Ade 5l A 9 el o $2 A
A EUE QAL SR AU O 1L SAFE 2 of Eel Aol Mol 48
Ay

.exe, .bat == .cmd g o] 9l &= T o] & -&-H Yt

RHEA7E Bl A7h A S S Z0) Aol E 2T YE E o) Eel Ao 52 W shA] B
& S gl

w2l MUY AFESe] A2 W AAYE T o e Aol 4 5 ol SR A A 5
Atk 2AYE E ofF el Aol Mo] AbgA W Ao EAEA B Aol 2.5
AR 7 ERPU T ARS AR TR i o) E 2] o] 41o] 1 4lol §iThs AL S F 1

wrow] A 225 el Aol A o8 of T .

o) E2) A o o] ApE ] Aol EAIEA ek A, AW o) Ao de) 1A Bz
£ XA sl Friv. h el 7o) o] ALgAte] Awol EAetE 49, o Ee Aol A i

2AHE o] W AT = F U

o

A4 A7 A| g — Network Access Manager”} TF2 U E 9] ol A3t 3L A| =8k A (A
A RETAESQ ) UE ol HE E ARESH] Aol MIEH A A4S AA s fal o
718 AlKE) S 48y

A

Fa AN AvETIE

= A

S A 290 4] 9152 SR ShE o] o 6027 B Rk 2
WEﬂENﬁM%aL PR AR
%, 942 AT AT kS Felok T e,

!

HE A, Bt <= o]

A=Y= rhALe] Bek S Aol A AYH NENDL AF YEN D T T
A EN A v T o] o] Aol a EAE)E A5 2. 3

e ok Aol de o] gt
L Q1% V=92 T4 Wk B Eefo] 2o 7R T,

N UEA D T DI GAT FE T BH 2 B ALE A 2E AFHE

A8 5 Y,

s S 7 MIEA A A — AL AFFA oy TH 3 2 A W E ) Aol A d YT

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 164 | [



Network Access Manager - %

EEDCERTE NP |

N UMEYIE At 745, ofeff A vpef o] 71 o] Yebd Y o]
S %E_f&%‘—r, Next(Th&) W E2 23141} Connection Type(1 2 73) & A
gt YEY A A4 F3 s} AE Gyt

802.1X A4 #

fo

U E 9] 3 Ao e} IEEE 802.1X A A S A 34 A

[N

AnyConnect ISE Posture 7} Network Access Manager& AH-8-31o] A %] & 7 5,’* SE Posture+= Network
Access Manager = 2] Z1%1-S AF&-3Fe] WIES F W7 oWl E 9 802.1X WiFi& B4 gy th

o
k1

* authPeriod(Z) — 150 Al 2HE 49, o] A& A[7te] Zato] QIF A Al Q1S5S thA] A%
B e 7] 191 215 oA KA 95 oA AT R S ol A7 2
A

* heldPeriod(Z) — A 5o] Aaje 45, o] AL AT A LEE F3h3t7] el 213271 o
718k AlZbS A gy
« startPeriod(Z) — EAPOL A| 2} WAl #] o] o gt &5 Q1A= HE] =41 8H7] 3+ 74 -9, EAPOL
AL ZF w A 2] o) A E 2 A ZE A (Z2) DY T

1HHXJM%LM&8@%ﬂﬂﬁ3ﬂﬂ%%ﬂ% ﬂnguﬂ&LAauuqowa
S NHAE Yol B =YL 58

= [0

1SS A AEE AL Al st o] A" F Ao HIE 043_ A A Elo]H W} AL ﬁo—or(startPeriod
xmaxStart< Y E YT A2 E}O] )9} 7+o] startPeriod 3 maxStartS 2] 21 A

YENAGJF UEY A EFAA AH S TS T AT Y A5 Fd A4S ?*é%‘ T
AFY T

o] Alyg] QoA Eto]AEe] DHCP 45 S HEIL VYEYT AZA S 45T & T3
AIZHE AlFstE ™ U EY 3 A2 o] W= startPeriod x maxStartZWHE & oF 34

olo} vk 2 Q15 0] A F-3k o] T ut Hlo]E E S 3]-8-3F ' startPeriod 2 maxStart7} 91
S A At LA ek H A ™ F Aol U EY A C’d?—i E}o] ™ K. T} T 7 $-(startPeriod x maxStart
> U EY A A2 Elo]m)ol ajFdal=A] eIt AL

2
2
e

RN CEET BRI 2\F 11
Security(RLH) Zol 4] g Aol v g gk A ek 2

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager /3
[ EEECERETESE R

* Key Management — MACsec A -4 WEHTE 3| A1&E 7] &

g3 7] %
}.
°None — 7] #&] ZR2EFo] ARE¥ 4| il 4 S5 37} 53
° MKA— A1 A7} MACsec 7] AlF T2 B2 A3 5l 45351 7] 3

k|
H
LymHWE%iﬂNMCﬂZ“&E} A F3h= MAC A= B

L

FL ¢TI E MAC T ZY IS B gy

w4 FEU T

A& Al =8 T MACsec
oFA Yttt MACsec T2 E
W™ MKA(MACsec Key

Agreement, MACsec 7] 7 ¢F) QIE B & Al-§-3to] 5.8} 7] & @ 7dstar v 2t}

« Encryption

> None — H|o|E] E&|H o] FAA HALE ¢

I=RE =

= 8
o MACsec: AES-GCM-128 — o] 24 & 7] B & 98] MKAS A el 3t 74 $-o| vk AF_-E =

912Ut} o] kS B8] tlolE] E 2= o] AES-GCM-1288 AF-&-5}9] 95 545 U},

ZpA S 82 ID 7]

=
=
(m
i/
oY
>
=
[>
=<
()
(@]
o
=
o
Y,
BN
ot
ol
>,
>
to

34
[
ro
o|N
2
1o
ol
1
2

9] A S =g ¢1= A S IEEE 802.1X Al A %} ¢] ==+
A k A2 71E 23S AEska dA

o A Arg sl A3} o] Q1352 maxStarts ¥
T XEES U S 34 T ouE A8 A L.
= E

o
=
o

}01'
N
FE
o|\
D)
o
olo
fl

- A=
o EAPT A3 AINE 7] 2] Auf] — A8 A] A 27} 7] A e} 7] & sk L ot
oH o] 2= 7] ol Aafst A5 dolH EE S 3§33t o] AL 7] &7t
T H 7 F-oll vk AFE-E = dF YT 7] BE]7F None(Sle) -2 A E 45 dRlsto] &

[ B

A MACsec ACS M7 5.1 o] & MACsec 715 =9 X 7F H 2. 3 th ACS &=

Catalyst 3750-X 2 3560-X 2~9] X AT E o] 74 7}o]

Iy

rr
[~
o
=
ox
rlo

o] A& FA v ES Ao Ak YERG YL

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1


http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/deploy_guide_c17-663760.html

I Network Access Manager -3

EECERTIRCSE DE |

g FollA QA 2 Aeaa A Q.
« WEP
« WAP ¢l E] 3 2} o] = (TKIP)
« WPA 4l E] 2} o] = (AES)
« WPA 2 <l E] 3 g} 0] 2(TKIP)
« WPA 2 QllE] 3 2} o] % (AES)
+ CCKM(TKIP) — (Cisco CB21AG 41 NIC ¥ 2))
* CCKM(AES) — (Cisco CB21AG F%41 NIC & 2)

MEFNEAA 4
Mg vEAE

F Bt hEsHE ALESHA Utk AR MEA LS A shel
the BAE BN

43}

A1 BE 43 H o] %o A Open Network(718 WE S 7)) & AE gt} o] AelAghe 24 H ek
EQAE AFIALALE A~ FAUEY L2 AXHYTh
A2 Next(ths)E =934t
AZA F8S AATYL

o

(EURNV
)

s 7l MEYS A 74

WicFi =9 2ol A = Ei{EiﬂElﬂ“ﬂﬂiﬂEﬁﬂﬂ112“§ﬂﬂﬂ4ﬁﬂ+
= 3 71 A stel 9 2
SR S PR Y

m%

[N

B
k]
o

Fr 7] Bk | Zetol= ol I ES A= A3 HA syt

s 7l MESAS Bt oz AAste = 45 ta dAlE =24 A] Q.

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager - I

FEEERECECEES E

)

RUBNAURN AURN A UR A
2 N o N X
gl AW NN -

)

43}

Shared Key Network(% - 7] U E 9] A)E A &g},

Security Level(E.QF ) el A Next(th) & =& g4 th

User Connection(A}-8 % 91 2) 1= Machine Connection(™] 2 ¢172)2- %] A g1t}
Next(th)E S8t

T TE — a7 ES AAst

S8

* WEP — A 2] WEP ¢+5.3}9} #| A A] IEEE 802.11 7H8t& A ~¥lo] 14

s

T dd REE AGTUL A Y FEL g3} g

« &f — %% WEP o5 5}} @ 7 A] IEEE 802.11 & 7] ¢ 44

* WPA/WPA2-Personal — & PSK(pre-shared key, AF4 &+ 7])oll A 438} 715 gpA A7) +=
Wi-Fi B¢ L2 E 3t}

2] A A] IEEE 802.11 WEP 4= 3 7] 5 A 8l 5} 749 40H] E, 64H| E| 1041 E 4= 1280 EE A
Bl 514 A Q. 40H] E 1= 64H] E WEP 7] 52F9] ASCIL 4} B23= 1070 9] 167 520 oF it} 1044
E T 128M] E WEP 7] & 134F2] ASCI F 2} T 2671 2] 1671470 oF gH T}

WPA 5-3= WPA?2 Personal= A1 B g+ 7 9- AF-8-3F 9+ & 3} /-3 (TKIP/AES)S A&l gt th & 37 71 & ¢
HEUh 7] 8AFol A 63AH2] ASCI EAF B2+= A 851 647112 1672 JH &l oF Fu ). 2
717} ASCII - A2 A | 7 9- ASCIL & A8yt 2 717} 64212 2] 16352 75
Hexadecimal(1671 5~)2- A 8] g o},

Done($+5)S S FUTE 18 ths OK(E ) E =8 st A 2.

YELYF YEYa A &3 3

o] A4 of] A= Network Access Manager X 23} A 7] 9] Het FFE S 2= UEY T FoJ U E
AT A4 79 Foll el AU v A4 78 T shHE AEstAl L
» M1 94 — Windows Active Directory®l] #] %
o Al AdAS dRbH o' AgAL A4 Fr o]
7FRIOQ IH U ANEA A S o] & YlH s Fdro] | E S el =128l of 5F

f

© AT, ol S A A 2. o] FAE ARk o' AREAFTL N A 28 7] Hof |}l
AAs L V| EY A4 GPO L 7|E QU ES 7] 918 AHE-gH T

%
T dHP UEY A7} §le A F, VPN SBL(start before login, =11 % A 2ol

21 7 3+ o}, Before User Logon(AF-&-2F = 712 ) 9 w2l A2 A gk F-of & 9] 3
Network Access Managers 773 3F+= 7 -7~ Network Access Manager7} AF-&-2}el] 7]
Y ES D 41 S 274353 VPN SBLo] A&yt

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 168 | [



I Network Access Manager -3

FECEMESESR R D |

AHEA AR — ALg A A7 Fo] AT ol B 918) ALgH o,

S}o] A E A A Aol A Before User Logon(AF-8-AF 2 712 Z)o] A&l e 7 9- AF-8-%7} Windows

=
A ZF 3 H o] R A =S dd L % Network Access Manager”} A}ﬁx}A A8 FHE T
H 3T} Network Access Manager™ Windows7}F AF-&-2F2] 2 Al A& Al 2behe= S U ES A
A4S AAF
Se}ol A E A A Aol A After User Logon(AF-& A} 212 $)o] A& e 74 -9- AF-&-2}7} Windows
of 2123k 3 Network Access Manager”} 9174 Al 2k o,
AHEAL7E 2@ 3 EkH AA] AR A M ES A Aol FRgUT MA M ES D 229U S
AHEE = - NAMo] MA Y EQ el oA A2 o

« A R ARGA QA — HE = Foll A dEgk A3 o] )T T UEYNAE TS 4
ol vk Ag e 4= dF U ] ID B A& A} AL FH o] B ARRE A RE Al 9 E = AR
b7k Hutol 2o L8k A] = Aol R UL F G ES AL AN w A AH S
AT AT 7 R A4 TE2AEAAZY AT FF D A4 FHA UE T AFHH
AREARZF ZR1EA] 28-S A5 WAl A2 S AR SR, AFE AL RIS A9 AR A S
Abg-ste] PC7L 33 U E ] ol AZA = steld o] S-S A8 L.
EAP—FAST= EAP W o &2 442 wlj(th Zoll A) EAP 2 o] X YT}, o] = Network
Access Manageroll A WAl 2 AFE-27L & 21 A H E] Q1A 71 G ol A He]sh=A] gl skt A
= oy
YEYI AZ FYS destd At EN T A4 F3 S 9SEAP W 2 A4 STH& A

e i R ECER LSRRI

W E 9] A, AR A = w2l Q1S F 0] ]

[\

MEQZAA FES HEH T AT A2 F30 U@ AT PP S HGHIA L. A5 PE e A
esh A e o] A7} Qulol S5 vl AL A S Y g Aok gt

e
K

EAP 7} &

MACsecg 314 313k 7 9- PEAP, EAP-TLS 5=+ EAP-FASTS} 12 7] =5 A 913}+= EAP W
S AP =A] FRASA A 2. T MACseco] &4 3}5] #] 242 7 F-ofl I= Network Access Manager

T AR

= AF8-3FA MACsecS AlAFsH= MTU7Z} 1,5007 ol A 1,4687] 2 o] 51 o},

EAPE A e T2 AF T2 EFoA 28 5= QS T2 EF 9 9718 XA 3= IETF RFCY Yt}
o] g1 = 3 A4 2 EZ(: IEEE 802.1X, UDP -+ RADIUS)¢| Q15 X2 & o th3 H A ¢l
°] EAP ZE2EZFS A F dFHh

7|8 A 9] EAP R EZE thg3} o] U] 7H4 )3 §8 02 o] FoiA 9]

ey

Sl=s

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager -]

U E 93, AR AL B2 141 215 H] o] A]

EAP-GTC

L Hl/] % }\_:‘ =
0 EAP 59 Aﬂ%a%&%%wam%%%gzﬂﬂ%wqﬂJiﬂig%ﬂﬁ%n
5 9]0]7} BAP $5-& 7} BAP 23] 4412 4 95k,
4MP“1N%ﬂﬂa&ﬂwﬂ%%ra%@%aznﬂiﬂig4%aﬂnﬂmwgﬂ

e
E_q
k3
o

*EAP A% - /15 o]l Aaatdd A7 A A Aol Al e 7l S Ay

* EAP A3 - 15 o] st AFA7F A Aol Al Aoff A& A ST e

W
H

EAPZE IEEE 802.11X A] 28l o A AF&-8F 7 9- B Aj| 2~ E QI E V| EAP B3} =0 A 25 g T}, o]
oo es dAs O EVF = DY do] A=E Q13 T Al G2 H-E 42413F EAP 9] %] &
AAA AW AT}, AAAHH% Ol Z= AR EE =218 9 71 -& A1 Z}ol] Al A g U ok

EAP-GTCE 7Fetsh AFE-2F o] 53 B & Q158 7INEe. 2 31 EAP U5 WH UYL Al = §%
WS AFE8HA] @3l AFEAF o] § 3 B SV FE s A F2 g2 ER Adg U] o] Wi
B9 ¥ EAP WA =(oFg ] B9 ¥ EAP WA= 3%) ol A E1= OTP(One Time Password, & 3]-&
HEH5)E AHE-3 Ft— 5 AdE YT

EAP-GTCE 43 155 Al &34 (¥5 Ut Seto] AER QIS8 2 & Rogue A ¥ 7} A&7} 2] 214
THE M= E AFULH FE dF0] DQ st 9 EAP-GTCZ| B 93 EAP WA = W F-of A A}
%Qﬂ AW ASE Ay

EAP-GTCE &3l 7] 847} Al 5 A] ¢ o 22 MACsecd] 4 -9- o] & A8 4 glsyth 71
E g9 o} 3ol vt 71 847 Q3% 49, EAP-GTC7} qu% EAP H| A = U] F-of| A A}-8-5] of 7]
829 FdQgof up 5 2 95 EAP UﬂHEo‘ii}ﬂ}fﬂ‘%% ATy}

I

Thg3t ol 27H4) &

4=

)
%31 Network Access Manager, 1 5 A 2= EAP-GTC 22 EF 2 H|AW s} B I
5 e = glE YT o] 8k 54 2 Network Access Manager W 9] AH2 57
Oﬂn} B FUT H e‘ﬂdf?‘_—‘:— BI0FEE Fo = 7] H o ES
A5 it EE A58 B5 TEZETF ARG AL A EAH B 7]

W EE QFel] ALg ek A9 A AN FEHEA G HirER Y
Sm oA E VLA 5 E AL S dolElHlo) o] thdt 915 §l3) o 2
22 LS gk dlolBulo) 2t Aol Sl A9 o] WE g
AHgahE Aol EguT,

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 170 | [



Network Access Manager - %

EAP-TLS

EAP-TTLS

FECEMESESR R D |

EAP-TLS(EAP-Transport Layer Security, EAP % 7] 5 H.9h)= TLS X 2 E Z(RFC 2246)S 7| HHo. 2
S}+= IEEE 802.1X EAP Q15 €8] F YU th TLSE= X.509 A E QJIFSA & 7§t 2 s A5 W
NS AFE Y TE EAP-TLS WA A] 132 43 15, A4S AlE 2, 7] 18k, SefoldE 2 Q1F
A H ZE el Bl Eg ] kS st AFEE = Sl 7] 8 4E AlTdy U

ofef] 5o A= EAP-TLS SeFo| A E QJIFAI7F F-A4 B 74 4ol digt AeetdeS Aladd o
U= TH AAS HoF

« AT TR ARG 9 & 1A jlo] As o= A T
« AREAF HIE R Fof] gk T o] YU

cOAE RIS/ F Be VoS Als gyt

c WA R o] I 7] GE st E Ho gy

« AF A 7F AFA A (Dictionary Attack)ll F 2Fs}#] g5t}

L% 92 Fol dlole dzsh R el /17 S ARG

olN

EAP-TLSO| &= 27}A] &4 o] 3285 o] 9l&5U ),
o A8 Q5 ol - M Q1AM AFS B4 3 Y

2 A A A - TLS Al A7NE EA 8Feto] SetolAE W ABjo] TLS Al A Hlo]E 7} K
EH o] = g FokE TSL A =Alo] A& AFgato] E&1 o waA A5 4 dFHTh

)

%31 Disable When Using a Smart Card(2>P}FE 7FE ARS- A] H] &4 81 341
A Q5o A8 4 Yl Tth

a9}

]

rlo

f

EAP-TTLS(EAP-Tunneled Transport Layer Security, EAP ] ¥ & <
b= ovh A Lz EZQUTH |9A o A= A8 TLS Al S Al &) 8131 20 Al o] A] AF-&-5] = A4
71 & friesto] A et Seto]lAE ghol] SAS s HEd ot 2uA e HEdH 54
ARE s g AU S-S AHR s TR Q1S e o s T

Network Access Manager+= EAP-TTLS 15 Al AF&- Ul 2 o] 5 b o] ¢h5 3} il e S

A FHULh F& sl uReld o] B a3t A9 EAP-FASTE AR&-alloF Fut) 5 8} npld 2 &4}
AR S AERE 2 A A AFERLe] A A S VMR A= F7HAF T4 (Man-in-the-Middle
Attack)®] B4 S22 HE B

2AIANA ARE SR = = IS AU TN = T 22 2R EFo] 295 JlFH T

* PAP(Password Authentication Protocol, H]'@ ¥ & Q15 X 2 & Z) - IDE S 37| 93] o 3t
ek WS Al ek S A Ao AE AFSEFUTE 15 0] SRAHAY A3 E wj7hA] 1D/

A% AF Bob)E= EAP-TLS 7] 5

g2 A A5
o

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, de] 241



Network Access Manager -*J I

U E 93, AR AL B2 141 215 H] o] A]

-’FI

]
A

o2 Adgyt A3 QlFol B ad A gl
TLSE /g8 oF St

A

2 EA
M5 7} LA A AL 10w o)Al B 5 A afol wlolef] o] 2ol B
F Y TRESS AT A5k dlolE o] 2 FE e sbs Aol Qi A% o) Wy
& AHg 8 Ao) £

3 EZ D OTP 74 ¢1%S 93] EAP-TTLS PAPE A28 = 9l 51U T}

CHAP(Challenge Handshake Authentication Protocol, & x| = Ao] A Q1F L2 EF) - 3 I
o]g] DE 74201_7] °H 3u}-3k stEx:]]o]_Zl_g /\]- %LL];]_ A3 o]zo] Q3

AW RIFA & g8t e S EAP-TTLSE T alloF U th o] Al 35 W& AFg-3te] Q15
21| d o] ¥ H o] o] %‘iﬂﬂ 2 & HE n U5 Al of Tt

MS-CHAP(Microsoft CHAP) - 3l & 3] o] 2] IDE 7 5:517] $13l] 3 & =AM o] 2.5 AF&-3hy ok
3 1Fol gk A 19 A A AW QISAE FRlst =5 EAP-TTLSE T/l oF 3yt
H S O] NT 3 A & 71HPOE oj 2]k At S WS }ﬁo}E%Ud 2152} H o] Bl H o] 20
Aot A e Bl AE N WS T FH A% u U S o NT iA1= A s)oF gt}

MS-CHAPV2 - & 9|71 o] 3]of A| o} A& 3 7 o] QIFAL & Hha E3Hate] 9]o] 1He] A5 <l
TS ATFYULE oA E= A ET A A5 H Yt A & A (Dictionary Attack) S 271
f18) Eete]AERT WA AW E T3k 3t A5 1EAl A A JAFSAE FRlst e S
EAP-TTLSE -4 3l oF U Th M T O] NT 34| & 7] ¥h o = o] 2] 3k A| = 35 W & AHE
st 1A} HloEuo] o) o slE ] gF& HAE v H G = H e U S O] NT

HAIE Al oF du .

.
O
o

EAP-TTLS -7
* EAP — Uh5 EAP WY 5 shubE AHE 8 < Sl Tk
> EAP-MDS5(EAP Message Digest 5) — 3] o] 9] IDE &21317] 93l 3w A =Ao] 25 A&
FHTHCHAPS} 1A}, o] A% S5 WS ARE-ah= 7 - Q152 vl o] B uo] 2ol A ¢F
B 3lE A ko Bl AE U 32 A A ok g
o EAP-MSCHAPvV2 — 9] o] ¢] IDE #2138} 7] 9 af 3W3F Sl =4 o] 2= A&t} Zafo)
AE=MHEG ‘ﬂﬂ dsHYT /\}X &2 (Dictionary Attack) 4| 5= ¢8| AW E &

FOlAERT WA QIF 8l of sk 4, 1Al A1 Q1545 SR18} =5 EAP-TTLS
= T8 ok Ay Hl%l&ﬂg% NT sl AJell A o] A% & W& AFE-8hs 735 AFEAF
T AEste A > AE WS B AL -HS O NT 4] 5 shubE A
o] wl ol gl o] 2ol A el of g

« EAP-TTLS A A

o A B ID &3] — A B SA HSS DAY

Cisco AnyConnect Secure Mobility Client #-2] 2} A ™ A, & 2] 2 4.1
[ 172 | [




Network Access Manager - %

FECEMESESR R D |

)
£l

o] 545 & 3Hg 45 RADIUS A ¥ ell A X5l A 154 ol A 9159
EKU(Extended Key Usage S 7] AF)7F 25 =] g1 OV“ A] 9. RADIUS
M 7E 1S Foll 788 ATAE SeholAE AFstes 45, 5=
EQA A2 B RISE 9138 o] AW Q15 A o] £3hHofof T}

o W2 A AE 25t — U T S AUEA L= IS AT Alof ek=A] BA glo] 2 F
=

A eha o,

3l Disable When Using a Smart Card(Z=VFEZFE AFE- Al H] &4 8= Al A4 <l
oA A 5 Yl U T

o | 5 v}
B A

—TLS 9ol Y E o AHgH = WY 2 A I vh WiFi Pl o] 53l
% v,

T

o o

¥ 2

PEAP -4

i% Eﬂ% U F-of] A %.”@5}31 "J%"i, EZH H] “]‘ﬂig i%LO}Oq oy & =
23t} Network Access Manageri= PEAP 15 =% AFS-H U5 B o] H Wi o] 9} 5 3} vl &
Al dakA] FFUT Shesh niQld o] E 83k 49 EAP-FASTE *}*Q‘ soF it Sre s} vield &
FARI A A S A BE B2 A oA ALE-xLe] A A S 72 A = F7HAF 54 (Man-in-the-Middle
Attack)?] & S 225 B
PEAPE b33 22 A U] =& Al 3-8to] EAP WH S B g

* EAP 9 700l B gk TLS B A

s WA]A] )1

° EAP MSCHAPV2 — 3] 0] 9] IDE 2215} 7] 94 3uhak sl = A o] 3.5 A}-23 ), S o]
AE= A ET WA AFH YT AR 32 (Dictionary Attack) 2] =9 9)g) Safo) ol

EntmA AW E AFs ok shz Z9, AW ] AFAE 1t =S PEAPE T4 3ok
STk W o) NT A & 71Hk0 2 A% S5 WPE & AHg sl e Q155 Hlol B w o]
2o QFEEE A e WAE WM S EE H o E W D5 NT SIAE Aok g
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o EAP-TLS — AF8-#} Q15 & AE3l= EAP 552 A FUt A 32 (Frash Ae
2ol A4 7FE A 71)-—% WA sk 22 Q5 Alo gk Q158 93l PEAP(EAP-TLS)S}
EAP-TLS L 23} & a7 @+ 3lo] EH YL old et 4 A EHA AFAHE A3l
of gtk nk 2 %Lé J ¥ EAP-TLSE 5% 34 3} ¢F 3.

« PEAP-EAP A A
o AW ID <l — A ¥ AFA HF
Y

2 o] JAE &3 49 RADIUS A H o] A X A QlFAf ol A Q12
EKU(Extended Key Usage, 2+ 7] Ab-&)7} E3F5 91 =%] <1314 A] .. RADIUS
AW 7L RIS Foll 7 JAFAE SetolAEe) HEahe= 45, AFAloll=
EQ T MA 2 B RIFE 918 o] AW 15 A7 o] gy ofof Tt

mlo

34 g,

n&

o W2 A A &5t — 9] TLS MA A7 Tk A sty 5= WH-J5S AW E
A o] K= Ao g},

o AULETIE AL A H[ A 3} — 255 98] AnEIIEE ALEE A9 whE QA A S A}
SoA] FHFUTE AutETIE = AR A Aol v A8 Ut}
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N
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el
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EAP-FAST A 4

EAP-FAST -4

EAP-FAST:= 13}t < & 7594 342] 2 A §3}= IEEE 802.1X 1 &
S HEAE vl B H| o] 2 {3, Aol M Al Ash vl S vk ok W Y oA d 1S A
e ALdd U

EAP-FAST:= Q1 5A & AFE-814] 9231 A4 324 (Dictionary Attack) & Z 5] W 3 5 #| 3 5} IEEE
802.1X EAP 32 T5atel = A& 9l /2 H A5y

3l
AnyConnect 3.1 58] = M Al W AFE-2} AZA S -4 & uff EAP A ] d o] A| 4 YT} 5 Network Access
Managerol| A #2137 AF&-2}7F e 21 QlE Bl o)™ 7] ol A ] abal Q=] ElES om]et =

719 VIES Al A4 ¥ AFERF Ao AAbS #He]ob ] -8 U Th EAP Ao| ol gk ApA g
-8 RFC 37485 3 xal 4 Al S

EAP-FAST+= TLS " A A & EAP Wlol| Al & 3ststm th5-3} o] 3714 T2 EF dAZ -4 ¥ of
AF YT

1 > 28] A w7 ol A= ADHP(Authenticated Diffie-Hellman Protocol)E A}-8-3}¢] PAC(Protected
Access Credential) 2t & Bt A4 S & Fal 0| EE 24| A4 J YT}

2 HY A4 g = HES AA87] 918l PACE AHE S T

3 Q1% A A A% A7} ALE RS A SRS, ALER} o B WH E E TAY Q%
My& AZF o
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EAP-GTC Yol A &} 5.38} 5 2] & Bl ~E 7 QlZlof| Al ey B 2 o o] E H| o] 2of th 3k
ANFS o) o] ZREFS A& 5= QlH YT

]S )0 U S ARE R A9, Q15 X @S PAC ZEH A YL 3§31 9]
A

3 g 5 s
S QAFNE A A% — AFAE AHEte] AZE] A9 g ) E S AP &
QA 2l AE AFAE dBaEA B GAER A el B ule] Qi Fefol
QU= Q13M T A &AL B Yol 4 EAP TLSE AHg-dhe] ZeboldlE A1ZA & A5 Y]

=
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LEAP(Lightweight EAP)& 5 U E Y A& ] &t} EAC(Extensible Authentication Protocol, €7
Vs oF TRES) I a] %1 A= 7]¥ko 2 3} Ciscooll 4] WEPH. U} H oto] A3 TR E=S 7t
=71 A8l A E ASF U o

w
k]

ZE U s S A 85t A7 A o2 U S S wEahA] 3 © W LEAP7FAH &2 (Dictionary
Attack)2] tZo] HY D}. Ciscooll &= A5 Wi o] AR 3 Ao F 2FstA] 282 EAP-FAST, PEAP
Y= EAP-TLS S| AHE& ¥t

LEAP 272 AH82 Q150 vl A b3 5= Qg o,

PRI QT FAGA AR Y AEA} 2O oA E AAY
A7L oA 2aeabs A9 WEN D A40] A% B sig

ZFA$F U8 Cisco LEAP AHH 34 F ok & 323t Al .

NECEREIECE R

AgA A 5

Networks(U] E %] 1) > Credentials(A 4 5 4) ol A AREA}F 2/HE= Ml 244 S-S AFE-E4] 24
st A& 4 A= AW HF A S AT

2

AP T 3lell 57 7l o] /2] EAP /15 Wi o] :23HE &= glor a3 Q15 22l ti & 8—"45]*1 1=
‘:}3 T AFHTHE: M2 1F F AFE-AE *1F). ol & E©] ¥ ©]= nouser@cisco.com®] ID7} Q15 &
4 < cisco.com EAP A H & gh-¢-B 8t =5 2] 5ol 843 5= Q)51 v aFA| Wk TLS A4l o] &]MQE
jJOUPjohndoe@cisco com® IDE 23 & 5 FUth kA AHEALe] IDE F8f B3 7] 5ol Al
H= Aol = Q1S Anfoll A tishrE SR A e il Aol RteA dAE d e =gl
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AL} A A 2] 79 [username] 2 [domain] AHE] FEA| A} I8 & AFE-8PH tFS 2710 & Ut

« SOl AE JISA7F Aol AR H = A — th R X509 OJ%H &7 ol A [username] 3
[password]ell th &k #}2] EAIA}F gL 71.;@&14;} S-S A HA A A Lol wef of 2 A
AR AP YL o & 591, ID7F AFE A} Q158 2 2 userA@example.com(username=userA
2 domain=example. Com)O] Uﬂ Al Q158 9 2 hostA.example.com(username=hostA
domain=example. com) A5, o S o] AE YL

CAREAL QIEA T AF ] 75
o SubjectAlternativeName: UPN = userA@example.com
o Subject = .../CN=userA@example.com/...
o Subject = userA@eample.com

o Subject = .../CN=userA/DC=example/DC=com/...
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S Q1A Z]E Q5] A
o SubjectAlternativeName: DNS = hostA.example.com
o Subject = .../DC=hostA.example.com/...
o Subject = .../CN=hostA.example.com/...

o Subject = hostA.example.com
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A7 A7 2 A - o] LAY B/ AT NS TR Ao AR AR 2
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T B+ 0S8 €154 — Network Access Managert= OS 9154 A 44 B AntETLE=
=
=

— Network Access Manager= 2~WFE 7= 9l= Q15 AIRE AFE-3HY

GAl6 =vFEFFE PIN 7] 9] vl 7] 18 920l 4] Network Access Manager”} Z~PFE 7= A QIS5 7 A5H=
o] AF-8-3PINS Ertu 28 7182 A4 A & AFS- 7He & Aol gisi A &= 2e Al & 33
Al /\] o
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B vEda e E=s=w0E Helx

Fi PIN2QISAHET Q& Hs A edsyth
A 2uEJLE = At EJLE 3 edtolH o wet vhE g ol vl A2 st H] Al Fo]
<&@ A9 4= 21 2™ CSP(Cryptographic Service Provider, &% 8} A1 H] 2~ &3 2}) 2 KSP(Key
Storage Provider, =& 2~ E 2] X FF Aol e Y th A4 AIZF A $HS 52| U ES Fo
A 2utEFRE 7|0 Q1SS Falshe Ul S A AT AU
vl 42 F 74
EAP ths}ell = 7} o] o] EAP Q15 WHio] 23 = qlow afd 15 ZHztel| tial] &7 == D=
& AFUTH: #Al Q5+ /\}%x} 213). o E 59 9= nouser@example.com?] ID7} 15
87 & cisco.com EAP A B 2 gh-¢-B 3t e A ol 83 4= l5U vk shA Wk TLS Al o] 37+
™ 3] o] 7} johndoe@example. com«] ID 23S F A5 uepbq AFEAL2] IDE B8] HE 75
o A& ¥ = A-rol= 2 QT Aulol A sty FREA B §F A dol vhEA X d e
= sy
M Al A7 9] 79 [username] 3 [domain] A}2] FAIAFE ARE-SHA Th 2 231 0] AT
« ZEOIAE A FZ A7} Q1 Fol AFEH &= 49— tFsE X509 ‘i%’ﬂ 4 /d | A [username] 2
[password]ell th &k 2b2] AR} ghS 7HA U S-S 3 HA A A 3ol uhe} of ) A E
TAYE BAAFHYL o & 9, ID7} AFE-AF Q158 S 2 userA@cisco.com(username=userA 2!

domain=cisco.com)®] ™ ™4l 2158 © & hostA.cisco.com(username=hostA 2 domain=cisco.com)
2149, T & do] AT,
s AREAE IS A] 7]k Q152 75
o SubjectAlternativeName: UPN = userA@example.com
o Subject = .../CN=userA@example.comn/...
o Subject = userA@example.com

o Subject = .../CN=userA/DC=example.com/...

> Subject = userA(=1 91 $1)

C AL Q13 )R Q1F 0] B
o SubjectAlternativeName: DNS = hostA.example.com
o Subject = .../DC=hostA.example.com/...
o Subject = .../CN=hostA.example.com/...

o Subject = hostA.example.com

« SO E JISA7F ATl AFEH A = A5 — =9 AA A AHA S5 75Ut ©]
W] [username] AH2] FTA| AL SFE w2l o] BS

A7 Z5 el M Asks oA A4 $32 AFE S Asuh
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ir
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711 Certificate Field(%15 A1 2 =) 2 Mateh(¥ %) €l tiall A€ 7h5 gk A o] Y= 49, =50
SR E St date AR S dE Ptk

A2 Value(gh) ol @S QEF T
A3 53 ol ol A Add(FTHE FE I T
A 4 Certificate Trusted Authority($154 Al 2] 7]3) oA thg 34 F shu= A Esti Al 2.
» 0S°ll A x| ¥ B FE CA(Certificate Authority, 915 7] ¥ 212 — o] F4& A8 45, =72
WAL Q1A A Auk A H] Q1A A9l A Fel meE P

+ 5+ E CA(Certificate Authority, 915 7] 3) Q154 323
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o] AH-&- 27} AnyConnect B NAC ol 0] I E & & t} 75 8H4] &AL ISE SA| V] E ] Lol Al 28 v
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Ado] B A5,20% X MEL AAES AASH LA LS S A S5 TAFYTL
Ado] ot A5 AFEAF = o Z Al o] A& A 22 VPN A4S Al &l oF ghu o,

Ol

anyconnect:create?name=Example%201l&host=vpn.example.com&netroam=true

« usecert (18] AFg}) - E2Eo] g VPN A4& AR S 7S tlupe] 2o] A5 T4 H QA
2 A8 TA %2 AAFUL FED S he} gEUth

o True(7]3& AA) — T 2Ed tg VPN A4S A4S A A5 A5A] A8& &35
YT}, certcommonname #LS A A 3FA| 2L usecertE TrueZ ¥ 7 S} Certificates(] 541)
2 =7} Automatic(AH5) 0.2 A A ¥ 31 A2 A] AnyConnect Q154 A Aol A 15447} A

e o}
o False — AF%5 9124 A e1S 0| &4 5} o).
anyconnect:create?name=Example%20l&host=vpn.example.com&usecert=true

* certcommonname (A B AL}, usecert P 7l G L Q) - Tjujo] 2o wg] A X o] Q= Fad
ol 5A o] FF o] 53} ¥ 2 gy t}. AnyConnecti= AnyConnect &1 2 &H5-2] Certificate(9] 54]) 2
o gte A=y
tjufo] 2o AX]H o] Q154 E XM Diagnostics(7! ) > Certificates($] 54
2E Q3 ATAE HelW 2a 8ok & 5 AFUTE JISA A ¢
W9 T E 718 H W detail disclosure(Hl F-A1e FA) HES 24 A 2.

useondemand (%1 B 213}, Apple i0Sl| ¥t 2] -8-=| 1 usecert, certcommonname "l 7]} §1 5= 2 o} 2 €]
L)1 ALF Q) - Safari -2 o ZE]Alo] Aol A VPN A A& A 2He = leA] AR5 24T

Utk 28 %8 ohe 3 gy

° False(7] 2 #k) — e &2l Al o] d o] VPN 14 & Al sk A1S WA Yt o] 542 DNS
248 Fdste ol E Aol o] AN S Z VPN A4S EF A= AS WA 8= 7Y
i 1Y th AnyConnect™ ©] 418 AnyConnect 172 &+-2] Connect on Demand(+>T]

M= d74) Pz 9l OFF kol A2y

A
offt ¢
ol
AW
ui
fol

flo

of

)=|
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° True — Apple i0SE AF-&-3F= o &2 Al o] A o] VPN 472 S A28} Al §FY T useondemand
) 7| = E True = A 4 3 7 $- AnyConnect= AnyConnect $1 2 &5-2] Connect on Demand(->
= A7) D=0 ON 2 Y834t} (useondemand=True$! 7 -$- domainlistalways &=
+ domainlistifneeded "] 7] ¥ 4= = Q)

anyconnect:create?name=Example%$20with%20certificateshost=vpn.example.com
&netroam=true&usecert=true&certcommonname=example-ID&useondemand=true
&domainlistalways=email.example.com,pay.examplecloud.com
&domainlistnever=www.example.com&domainlistifneeded=intranet.example.com

Iy
r
m
N

domainlistnever (X1 ¥ A} &} useondemand=True®] ©F §}) - Connect on Demand(<>T] W
S AFES FAX 8] Yl DA E=A Frre wr el S YAt o] B2 x| Et=A] k|
Ql 8-S H7tsh7] 98l ARgsh= A WA 9] T S AnyConnect U T =w] Q1 Q.3 o] ¢

= 7%, AnyConnect= =M Q1 &% & A 34 th. AnyConnecti= AnyConnect 172 &3] Never
Connect(4 ¢F 3h A =of o] HF& AYPFUth o] B5& AFEste] 54 gl a~E A A2
T AFUL d & 50 & Y AW E T8 A5 VPN A Z o] 8 sHA &5 4 AFHT dA
%k{%‘www.example.com%}L4E}.

domainlistalways(useondemand=True%! 7J-F- domainlistalways %= domainlistifneeded ¥} 7} ¥ =
*Z 8) — Connect on Demand(=T|WE AZ) 7| 5o dx|et=A] F7te =vdS YEF Y
o] H5& dAet=A ¢l &3S HItetr] flel AE-ake - A o] WA §F AnyConnect ]
Yt e Ze] Aol d o] o] v 7ol Al X gk Q] F Fitol T g AAM| =5 2333l VPN
AAo] o} 73 Fo] ofd - AppleiOSE VPN ¢4 A8 A4 3l a2 A =3¢t} AnyConnect
+ AnyConnect 12 &--2] Always Connect(37d A 2) B o o] H5& AUt oAl 4

5%§§4%'email.example.com,pay.examplecloud.comﬁgl%t4.

domainlistifneeded (useondemand=True?! 73 -7~ domainlistalways == domainlistifneeded vl 71} 1
4 ¥ 8) - AnyConnecti DNS .77} A &}= 74 9- o] H-Fo A Q] 84 3 YA el o
o A& H7H T o] 5] Ak o] kvl 3} A 8= 4 -- Apple i0S7F VPN 972 &
A 743l8 2 A =3 Y T AnyConnecti= AnyConnect $1 74 &-5-2] Connect if Needed(Z 8. A] $172)
ded o] 55 AU o] B3l gk 7Pg dukAQl AbE At = 719 UIE A W LAN
o Al A2~ 4= gl W gl Ao 2haksh Al A 2~k AP U T oAl gh

intranet.example.com%}L]t%

ofe] Ejel g A stel W A EE TRE BHS AU L LU WE A7 FH 2 P Fh7) o
W = Ql o] F 9k A A v & AnyConnecti= Bhar 3} o] 2 55 o] w9l o] F P Ao
A= fASHA FFFU

A A3 oA = A LA oAl L= A g

Astel T F A~ | HFA A 2 & | email.example.com | email.example.com | www.example.com
(Prefix) B =H 1 | #]Ql o] & ¥ email.lexample.com

o]l =u} =3 =LAl X] ©

E]}t' 7Fegd [ shale email.examplel.com

email.example.org
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VPN %

2
iin)
e
oL

4= A1 A o Al &= A A o Al =] 4 o)

A3t £ Q] o] | A ol ox]35} | .example.org anytext.example.org | anytext.example.com

EEVHRIEEZ | EHRl o559 anytext.lexample.org
) [©)

anytext.examplel.org
Yt kel AL-g-

7z o

T
notexample.com3}
ol
*example.com ©. =
TUE S2E
AAH=AS W

A g,

A A B AER | Y5l = ¢l | example.net anytext-example.net | anytext.examplel.net
ZUE=RE o | o8 ZRES anytext. anytext.example.net | anytext.example.com
lolgdyh | AL

VPN <12 27

] AnyConneet URI % 2] 7] & AH-3to] AHE-47k Bk 410 VPN A2 243 5 9% VPNl o
AFich £ b 49 918 URI) Qe F7H 40 298 5 g

A A R B RS
Po]F AZL A AHEA ol F L AN vl 57
P AFgA o) B W WS v A7), A T2 M A

o ejell = o) B Hi EAE WANS F bk BLSFAT F A WE g TE F S A
48 & Yy

anyconnect:[//]connect[/]?[name=Description/host=ServerAddress]
[&Parameter1=Value&Parameter2=Value..]

) .
o=

anyconnect:[//]connect[/]?name=Description&host=ServerAddress
[&Parameter1=Value&Parameter2=Value..]

2%

= 25 74 gho] tinlo] 29 2= AnyConnect 14 359 vl 7] ¥ 4= gk 3}
A 2| 8= 4 9-, AnyConnect= 148 A4 3}7] 98] vpH X v 7|4 =5 A& o},
!

v

e BE RSS2 Gl i v AR gel AR A7) A) ¢
on] o) B WA AT} AT A, MRS A FES AT THE VPN DAL AR T,
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B vnoaz

* URIE A}&31o] VPN 14 & A A= 49, D 3 A A2 OTP(One Time Password, & 3] &

HAH 5 Q1zep e} A AFG-] = 7 9ol Wk A8 514 Al 2
vl 7] A =

* name- AnyConnect & 39 A4 H5ol YElv= A4 39 o] 54 Y th AnyConnect=
AnyConnect 9172 3}+-2] Description(”‘4 W)y e 2 Ao R o] kS el o] HEH S ALg
sto] tjufo] 2o A A4 S A= A5 olFol EEFHUT o] ¢S /AT A E TR
Y.

* host- AnyConnect 172 &-5-9] Server Address(A W T42) B =9} A X3} =5 ASA2] =<l 9]
5, IP 74 5 715 URLe 8yt o) d B &S AR&sto] tuto] oA A2 s A

e Aol ol @ B SaEm P,

Configuration(7-%J) > Remote Access VPN(! 2 2 4| 2= VPN) > Network (Client) Access(H] E %
A(E o] 9 E) A 2~) > AnyConnect Connection Profiles(AnyConnect $172 2 3}¢) >
Advanced(3L ) > Group Alias/Group URL(ZL3F " %3/7155 URL) > Group-URL(“L3F URL)S
e sk “15 URLe| ASDMel 7+ Hth.

« onsuccess- A 0 2 AAEE= AL Aes 2k} ZE

HJE
off
2

o Apple iOS tln}o] 2o A o] A A o] AZAH A & Sty &= 7 ¢, D= URLS A A 3HA
L} anyconnect:close '8 % -5 A}F-8-3}¢] AnyConnect GUIE B 2.4 Al 2.
° Android T HFo] 2ol A o] A o] AZAH 2 A SkE]| A olm] AAH FEil A5, &

1= URLS A A 314 A Q.. o 2 onsuccess 2 = X 4 & 4= 2] 5 1 T AnyConnect= Android
tjulo] 2o A A o] g3t o] %o A GUIE 5 YT

s onerror- 1A 0] A3jst= A9 AP zAJd Y A EE 52k
° AppleiOS Hlufo] 2ol A o] A o] A gf 5}
7S AF8-3}o] AnyConnect GUIE © 2.4

o Android T]H}o] 20| A o] ed A o] A udle S A el = URLS A A 3H4 A 9. o] ] onerror
A& A1 & 5= 955Utk AnyConnect= Andr01d tjrlo] 2ol A e A o] A 33l o] Fof &
4 GUIE 254

« prefill_username- ¢172 URICN &= AFEAF o] & #3310l 12 T F X E s o] 55 v g
dE U

« prefill_password- <174 URIC| A= ¥ S & A Fsla d4 i%EE‘ﬂ] ’3H% H]‘?zl‘ﬂi 13]
g Py o] I L3R HEHS

t}.
* prefill_. secondary_username— olF TS SHSEE T H S0l A o] mi/i = A4 URI
of A= F HA AFEA} o] B& Aot A TEEE Y ol 5 MY dE T

* prefill_secondary_password- ©]% <!
o A& A ARG AL o] F O HIEHE E A Tstal A2 ZFZE I R d S E v Y

g},
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venol A 92 271

- prefill_group_list- Configuration(7-”J) > Remote Access VPN(] 4 < 4] 2 VPN) > Network
(Client) Access(Lﬂ A (E 2ol A E) 9 A 22) > AnyConnect Connection Profiles(AnyConnect
oA > 2 3}¢)> Advanced(3. ) > Group Alias/Group URL(ZL 5 2 /-1 URL) > Connection
Aliases(1 2 )& A El5lo] ASDMO A 2]t A4 E3 )

o]

* URIC 8= A2 o] &, 3AE o] F B 15 URLS Al 8H Al &
anyconnect://connect/?name=Example
anyconnect:connect?host=hr.example.com
anyconnect:connect?name=Example&host=hr.example.com
anyconnect://connect/?name=Example&host=hr.example.com/group-url
&prefill username=userlé&prefill password=passwordl

T EE A A G AT

AA AP e A3E 7|wko 2 A A% URL € 7] & A Z3l e H onsuccess B+ onerror M) 7] ¥ =
2 Al
=3 O

anyconnect://connect?host=vpn.company.com
&onsuccess=http%$3A%2F%2Fwww.cisco.com
anyconnect://connect?host=vpn.company.com
&onerror=http%$3A%2F$2Fwww.cisco.com%2Ffailure.html
&onsuccess=http%$3A%2F%2Fwww.cisco.com

Android®l] A= 1 & onsuccess 2+ S A A 5 J5H T}

anyconnect://connect?host=vpn.company.com
&onerror=http%$3A%2F%$2Fwww.cisco.com%2Ffailure.html
&onsuccess=http%3A%2F%2Fwww.cisco.com
&onsuccess=tel:9781111111

Apple iOS t]H}o] 2] A = anyconnect:/close ™ ¥ S onsuccess 5=+ onerror W) 7] ¥ 4=l A A&
3}o] AnyConnect GUIE 22 = 25U th

anyconnect://connect?host=vpn.company.com
&onsuccess=anyconnect%$3A%2F%2Fclose

A2 AHEE AgstaL URICN = AREAF o] 53} Bl EH 25 v 2] A-7] 8k Al &

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userl&prefill password=passwordl
anyconnect:connect?name=Example&host=hr.example.com/group-url
&prefill username=userlé&prefill password=passwordl

1% A% 98l AA ARE AFHLAER ol F L AN TS w2 A7) A S

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userlé&prefill password=passwordl
&prefill secondary username=user2&prefill secondary password=password2

A ARG AFEDAEA Ol F DU UAEE v A37150 A TRl WY S A Y
R

anyconnect://connect/?name=Example&host=hr.example.com
sprefill username=userlé&prefill password=passwordl
&prefill group 1list=10.%20Single%20Authentication

VPNol| A o142 &7]

©] AnyConnect URI ] 2] 7] & A}-8-3}o] VPNO| A ALE-2H] A& 5 U T

anyconnect:[//]disconnect[/]&onsuccess=URL

i
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[ IOERE TR

ASA 7HA 2

VPN Z¢}o]

o 7] 4

onsuccess M 71 ¥ 4=+= Android t] B}o] 2ol vk A&ty A A o] ol X A oju] AAo] EojR A+
B¢l ¢ d#]= URLS A QA L

of

anyconnect:disconnect

7]

o] URI A 2] 7] ® @< = 3
AnyConnect Z2Fo] A E &= =X QI Eof x| = o] §)=PKCSI12=Z 1Y ¥
of thafl 2= QAFF ) pkesl2 Q1FA] F-F W X DY T

anyconnect:[//limport[/]?type=pkes12&uri=http%34%2F %2 Fexample.com%2Fcertificatename.p12

Abgate] PRCSI2E a9 154 MES A=EEd] 451,
Q154 & AHE-5to] ASA

ol 7§
* type- pkes12 Q154 @ R Al Yot

curi- 1547 E Aol 9l URLE 1329 28y

o]

anyconnect:import?type=pkcsl2&uri=http%3A%2F%2Fexample.com$2FCertName.pl2

AE =2yl 714 Q7]

o] URI A 2]7] W™= AHE-3to] AnyConnect Z2Fo|AEC] SefolAE Z 23S v et}

anyconnect:[//]limport[/]?type=profile&uri=filename.xml

of

anyconnect:import?type=profilesuri=file%$3A%2F%2Fsdcard$2Fprofile.xml

& u}el T)uflo] ~ 9] Anyconnect A &) 2

A #al7] Aol

=ube) upe] 2ol A £70% B vhe AP A A BA A AN S w2 A
o

.

* Cisco AnyConnect Secure Mobility Client, & 2] 2= 4.0 Android A} A ™8 4]

* Cisco AnyConnect Secure Mobility Client, & 2] = 4.0.x Apple i0S A} A T A

A AN FFAE BAT AAHA B A g 2AF AU S

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/user/guide/b_Android_AnyConnect_User_Guide_4-0-x.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/user/guide/b_Apple_iOS_AnyConnect_User_Guide_4-0-x.html

Fuldd tjulo] 2 2] AnyConnect

o g
I T )
W N =

Euld tjulo] 2 2] Anyconnect 1A 3| 2 .

A FATL UAAE Sl AE B TR

%709 2ol W27} ASAS] A Fo] YA 3l

QA3 QFo] AN H5 hg A gL,
o

a) £ubE Q1A AEE A Sl g

b) Tlupo] 2ol 9l St A E AFA o) g 7] Al 07 Zefo| A E S1F0] Q=R Felgh )
¢) AnyConnect 3223 o] Q15 DA gF H ol A ALGALF A B3 IS S BE G okA] d=A &

o1&t}
AEAT AZHE A
NEE R

e) <l
_]

Apple i08 Tl H}o] 2ol A Th& AbaHS <1 .
a) tjuko] o) o] S AlE o] F VPN A2 0] BA5 A 9k A9 vl EY T 2 0] B4t o] 9]
=4 gl gy,

b) STWME A S ALE T A5, AFA WAL E A% 2L 1F URLY] FAF o] 94 Bl
o
H .

el & 2
A 7F A S EE Fetol A E A 275 B/ shelal ASACN A HH 1 275 DA stk vk AR
U&-2 8lg da 29 ASA 74 7ol B8 FREAA L
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X

o

o A

jQ
Off

HI
-
o

7 , 267 ¥[°]X]

IRt
T L

+ AnyConnect 9172 &

rr
re
ihd

B7] A, 270 HolA
« VPN AH] 2 A5, 273 5 ¢]X]
o EEtolH FE, 275 Fo]A
« 7]E} TE, 276 Ho]A]
a1, 278 Ho]A]
Z &, 279 o)A
o A A, 280 #o]A
3 A, 281 Ho]A

e
o G M= o Eel ol T, 283 FH o)A

#A2 2} = 2 F AFEA7E A A AnyConnect Al T g BA ARE =

Ll
ofy

g},

PN
T A

Windows©l| 4] Advanced WllldOW(:ﬂ- %) > Statistics(Z 74]) > VPN drawer(VPN =2 0])Z o] &3
t}. Linuxoll A AF&-2F GUIY 1= Details(A F-A13h) W E& Z2 o)

Feho|AE A Hl 2= 7] Ao w5 Sl A A e o
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B oArTE 2aske] BAl H2S A9 dolE 7

* Export Stats(z 7l WE W 7))— A &4 L WA & 98] 94 A& 9 2E A= A 43
[Bh=3

s Reset(A| 2 A)y— A2 HE 9 (0)2=2 Ad A F YTt AnyConnect= SA] Al Ho]E] T3S Al
2]t}
Y .

* Diagnostics(Z1 H— Sto|AE A4 4 L oA &S 98 54 21 99 2 X 17 &
7 38FE AnyConnect DART(Diagnostics and Reporting Tool, F1 &+ 2 B 31 &) npHALS A] 2Hg}
Yt

DARTE 2 3)5le] B4 sl AL 93 glo| g 4%

DART+= AnyConnect A %] 2 174 ZA4] 3l 4 ¢13) tlo]H & 3 3} o]l AF&-3 5= 9)+= AnyConnect
et 2 2 31 E9 Yt} DARTON 4] Cisco Technical Assistance Center(TAC) %41 & ¢33t 271, A e 2
3h=s Xéig Xtﬂ—zﬂq q_

DART "FH A= AnyConnect”} 4 8 | 1= T] u}o] 2o A A s ] T} DARTOl & #&| 2 A ko] L g
314 %<5 Ut} AnyConnectoll /] DARTE A 83} 711} AnyConnect §1°] AH4] 4 ©. 2 DARTZ 4! 3j 3¢
T AFYTL
AL = G AA = v sy

« Windows

« Mac OS X

« Linux
13}

A1 T ¥} 7] DARTE 4 334 A £
» Windows t]H}o] 2~ 9] 79 Cisco AnyConnect Secure Mobility ClientE A] 2}3H T},
* Linux t]H}o] 2= 2] 79 Applications(l = 2] #A| ©] A1) > Internet(%] E] ) > Cisco DART
= /opt/cisco/anyconnect/dart/dartui S A1 B} 5}4] A] Q..

* Mac t]H}o] 2~ 2] 7-9- Applications(°l = 2] 7] ©] A1) > Cisco > Cisco DART = A &5} 4] A] Q.

@A 2 Statisties(F 7)) B2 F 2 3 U2 Details(H F-AFHE S Al L.
A3 Default(?] E3k) =5 Custom(AH8-2F A o)) HE A S Melat A L

* Default(7] - 4k) - AnyConnect =1 3}, A FE of] Tk ARk Q1 A B 2 DART7} ‘1‘63 Flin
3} 223 3hx]) Fe Ze] @oF = Autzol 21 Ay AT ARy £ UL HELS V)R
o] & o] DARTBundle.zip©] ™ Efd_ o =350 AU
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Axg Az du tder [l
s Custom(AH82F H o)) — W Eof| &g U (E= 7|2 G L HES AT JAE AFS
T AFH
#3L Mac OS X9 54 2Default(7] 2 40) WU vk W50l 2okt v & AREAF Qo2 4= Sl
FUTh
Fi Custom(AH8AF oS AEshs 49 MEd T dS F4E 5 glom o &
A A E ARS = dsdh
94 DARTZF 3t 9] 7|2 553 3]k Algte] oo del= 2102 Hol= 79 Cancel(F] )& ¢
&}l DARTE ] A & sto] A5 s vk M B ek= Custom(AHE-AF A ©]) S MBS Al @
G715 Default(7] ¥ gh)E A 813 4 9- DART7F HE S A4 3H7] A2 o Custom(AH8-2F 4 €])& A 8
P IEXTES upe} 2,

74 A vl A AR D e AFERF Ao S A

& 79 A% 4] vhg A
854 4]

HIFE A AE A 7 Q7]

Windows 2] 73 -9- msinfo32 /nfo ¢:\msinfo.nfoZ ¢} &

Systeminfo 3} ! {3 7} Q 7]

Windows2] 74-$- sysinfo & X & X E A ci\sysinfo.txt & ] =3 A] Q.

yl-©] slo
A =ED vk &4l
SetupAPI =71 3}l ol Q)= B2 ofgf o} o] 5 4= 1= A Y& YEbd Yt
E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce & %] = E ] 7]
7hEA e =A QA 2. o] PlA2EY 717F fh= - B inf AR A7) A o] ARE2 5 A E Y

o

AnyConnect = 7 3} ¢ X
2o g o) nEg .
Windows —\Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

* Windows —\Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log
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AnyConnect -4 512 |

B AnyComnect 97 3= 12 7] £4

%

N

+31 Windowsol| Al 54X 3t & A5 oF ).

271 FF AAYD A, 2 L2 AR A HEY R JlF Y
$TEMPS\anyconnect-win-4.X.xxxxx-k9-install-yyyyyyyyyyyvyy.log.

dreel =7k H A o Aol ESolol A Al =e B9, =1 9 & vk X ol AFH T
$WINDIRS\TEMP\anyconnect-win-3.X.xxxxx-k9-install-yyyyyyyyyyyvyyy.log.

A28 Zeto]lAE WA &k H 2 Y-S A A] & oo W A ol whet T2 ey
= AA G A S YERE Y T

= 51 e - 17 z
AnyConnect 7] 12 A A ¢l & =4 27] ¢ g
=A% AnyConnect”} 7] 12438 A7 3}#] &A1} Cisco AnyConnect Secure Mobility Client &l A
Disconnect(1 2 B7])E St oA &2 237 HAE 5 5T
Ay oss Gl
* Citrix Advanced Gateway Client 1 % 2.2.15 A8 Z<1 7 -9, Citrixol| 4] CtxLsp.dll <= A & 3l 24 3
w7} 4] Citrix Advanced Gateway ClientE #l| 4 &1 T}
* AT&T Sierra %41 875 7F=7} X+l AT&T Communication Manager W A 6.2 &£ 6.79 AFE 5
<l A5, tha DAl whet A& S A s A L
Aircardol| A 7145315 B €] sl o}
2 AT&T Communication Manager > Tools(%) > Settings(’d ) > Acceleration(”7}-%; 3}) >
Startup(A] 2hH< A 2HHH T}
manualS ¢ = o}

Stop(FA)S =3¢

A W

-7 A3 EAE A S Thg 3t o] ASACIA T A FHA A L

o ASA %l A write net x.x.x.x:ASA-Config.txt= ¢ =t} o 7| A xxxxi= U ES A
S\ TFTP A ¥ 9] IP T2 iUt}

° ASA F%¢] 4] show running-configE Y & th 74 3 S &t "l ~E A 7] &
o] @1 A4

o T}S-3} 72o] ASA O|HIE 21 B7;

iy

1 ASA #£0l A ssl, webvpn, anyconnect & 915 o|HIEE W W o} J S F7F3h o)

config terminal
logging enable
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2

3

» Windows ©] ¥l E H-o]

o
H

AnyConnect 7] 9172 A ¢t gt == 14 #7] ¢

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
logging class ssl console debugging
logging class anyconnect console debugging

AnyConnect Z2}O] AN E AZA S A|Lela A2 Q7F7F WHAsHH Z&o A 21 R E 2}
H2E A3 7]o] 2o @i A3y,

no logging enables ¢} ¥ 3o =7)& v €A &g T}

il

AHg-sle] o] A E F35E] ol A Cisco AnyConnect VPN S &}0] 1 E

235 7PN L.

1
2

Start(*] 1) > Run(& &)S 44 ¥ 5} 3L eventvwr.mse /s5 9 9§ o
=4

Windows 7¢] ol =g Alo] A W A U]~ 210 A cisco AnyConnect VPN Client (Cisco

=
AnyConnect VPN Ze}o]d1E)E 231 Save Log File As..(F}2 o] 522 271 9t A7HE A E
g,
AnyConnectClientLog.evt$} 72 3 o] F& UL} (evt 3 P2 S AFE-3
oF g,

» Windows X & O 1 22| E] & A Ttk

WinDbg 4] ol| A £} 2] vpnagent.exe ZZZ A 25 53t}

IPv6/IPv4 IP 52 T3} 5ok Fadol A=A ¥

HE 272 FZ2314] A1 Q.

ZZo] FolH AL ALE 0l Felo]AE AFE YA 2Eg ) 27898 o
gy}, o] ¥ gk &> AnyConnect o[ I E 2 710 th5-3} o] 3 A[E

5

xo

Ty

i

T
il
o
N

Function: CRouteMgr:modifyRoutingTable Return code: 0xFE06000E File: .\VpnMgr.cpp
Line:1122

Description: ROUTEMGR ERROR_ROUTE_TABLE VERIFICATION FAILED.

Termination reason code 27: Unable to successfully verlfy all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE_ERROR NOT_ INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED

EA YA~ E ] 5= (Windows) =+ 3 (Linux 2 Mac 0S X)2 F715+e] (72 9] A3 4
2H-E gu A& 248
* 32H] E Windows®l| | DWORD #|A] = E 2] k2 th-&-3} Fofof g
I:}'.HI»(EYiLOCZ-\LiMACHINE\SOFTWARE\Cisco\cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* 641 E Windows®l| Al DWORD #] #| 2= E 2] gk thg-3} Zolof gt
HKEY LOCAL MACHINE\Software\WOW6432node\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* Linux %=+ Mac OS Xl 4] sudo B] %] W & & AF8-3}] U5 A2 A 3d& A TY
t}. /opt/01sco/anyconnect/debugroutes
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+ AnyConnect
]
3 EY o] AFEE 7] wi gelo] Aag ) o] o] 7] mi 2Elx g
2 7] = 9k 9] 7] ghol "yn A 24 stol FEeteE T askA sy
VPN 172 A AU o] 7] i shelo] A 9L w7 o) 29 on]
1L 9125 sfelo] A9 61 E e el (a4 0.5 Windowse] 45
C:\Windows\Temp©| 2 Mac B Linux2] 7d-%- /tmp)ol] AR YU F 719 3L
(debug_routechangesv4.txt4 ‘%l debug routechangesv6.txt)= o] 1] &A= 4 4

CECEREN

2H3FA] 2&+= AnyConnect

Al A AnyConnect ZlolAEV AAE AL Y ES T tolHE A% 4= gay

A2y e Sy

AT&T Sierra 741 875 7} =7F 334l AT&T Communication Manager H & 6.2 25 6.75 A8 5
¢ 3%, thar dAloll whek Al E S A st Al L

1 Aircardol| 4| 7} 315 v &3 8134 o)

2 AT&T Communication Manager > Tools(&) > Settings(d %) > Acceleration(7}4; 3}) > Startup(A|
2h& A A T

manuals ¢ = g o

Stop(5 A= =8 Yk

s W

* vpn-sessiondb /‘1 | F-AF&} anyconnect E E] ©] & <username> % ¥ A9 EH & 7HA S UL &
o] A DE] o] B-& XXXXXZ A AL access-list XXXXX H#H BAIZ 9J8f olgfio} 2& 4 S
Sl )

7 &Yt} ACLoﬂ/\i oL EfE 528 2utalar QA Fex 3

AnyConnect VPN Client(AnyConnect VPN £ 2}0] 91 E) > Statistics(‘5 ) > Details(A| F-AFa) >
Export(4] 3. 1] 7] )(AnyConnect ExportedStats.txt DART)l 4] DART 3} == &2 S 7FA 54 o}
A, I o] 2 B #H-H Hol &S gt

NAT % #Z-8 ASA 74 34 & 1Yk NATE 27
Seto]AEZ 9] oy wheks WA s of T ol & &
A A 7] thg ZEE ARSI Al

Jslet A5, HES A 4 HEkol| A
o] AnyConnect =2] IP 45 NAT ¥

access-list in nat0 out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool TPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in nat0O_out

B9 712 Aol Eslolol A 4 o] @43}Ele] ghex] SIFth /1€ 7| Ao]Es)ol
s RN @ 2N A8 AF PR,

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

VPN 2 2}o] 1 E7} VPN Gateway©] e}-9-8 el o] 5ol §l= g 2ol A 2al of 8= 745, )
2ol & 712 Aol Edol & S8l 2h%-"H Ytk VPN Gateway= W 2h9-1 Hol& A&
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ven Az as [l

g dart Utk HEd 719 =5 AF85H= 749 IPsec/SSL VPN A 2o A A5 = <F
Z 5 EYYS E-EdA ‘M?@Mt}. i EEHJ%—"—A?A HEH O = 209.165.200.225]]
2851, VPN A d55 = Eg9 L 10.0.4.20) 29951 ¢+3 sl 5]

* AnyConnectE AH8-3Fo] Bl €S A4 3}7] 29 ipconfig /alle] B Hy 9 g9-E LHE
=85 I
c ZHolAE YEA A MAE 3 A L ASA A A E AL 5= 5t

i AR o Z2] A o] A (Microsoft Outlook 5)°] Bl Y& 538l 25317 & 4%, 3
|9 A7]E gl pinge] & ol A= v ]#_rqg_oﬂ}q &3l Hute]
2 pingH tH(el: ping -| 500, ping -| 1000, ping -| 1500 & ping -| 2000). Ping 2
= vEH ] st EAo e A E AT Pk AR ALe] G st A7
of thu|ste] 5 S 1FS 744 8FaL o] 215 2] anyconnect mtus 120022 A A
o AFUT 8 7] Psec 2 Fo] A E A MTU.exe 278 TE B E & HA}
sho] =24 o] E MTUE 130091 A& 4= Ad5Uth AF-" Al 2ol S <1
Alskar A=A e L

VPN A H] 2= 2 5

VPN A B 2= A4 A7)
AR "AE AT F GEUTE VPN A H 2o 45 5 gl theks WA A 7F Ebd U T
AnyConnect-§ VPN A H| 227} A 8§ =] a1 Q) #] ek ),

4 g vhe ofEel Ao ol Au| s FESHEAS FAFU L v 20k FESHE o ww
& AL
Aur 29t FEaks o A
< °]4r)

AR Y A A o] 2718F = v A d AH| (S 5] AH 2 A Aefer

A1 Windows 2] Eoll A A1 2~5 €213} Cisco AnyConnect VPN of o] A E 7} A &) 5] 31 Q) #] ¢F-2-~]
Selst Al . Adstal ot @ F WAIAZF AlE EAE = A, H A 2E o] o] THE VPN ol &

s
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. VPN = }o] A E =glo| B o A 27 1A (Microsoft Windows ] tj o] E o] 5)

g A o] A& v A stst AV A ANk & e AFHTE T 24 E FH 3 $ A FH 5] o] dAE
HHESF A Al 2
@A 2 Cisco AnyConnect VPN o o] A E &
GA3 AU =E AIAE AT el
AR Q. 2T A & 5 A A Al o) g e
A4 T=AIAY TIE A E) AR
3ol 51 4] A 9.
GAS 27F AR A A Al E e A9, T T e FAISHE S 9 S EFl 2R el i gk 7] e
AH WA X7} Q=A] ZrolR Al Q.

=] o] Wl E F-o] el A AnyConnect =15 <13}
Zglo] o] ' A7) & ERlsH Al 2.

!
Sofol A A28 W o Aol M 2 E

« 9 9 — 59 A 83 MSI A %] o] 4] AnyConnect Z2Fo] A EE ThA] A x| 3l §le vtd &

BA -
H A3 A AL L.
T2 T4 AH) 29 X — Als 2 & uj &g gkste] 9l Aol Ao FYAIE SRS =0
HALL
« T2 o ZE A ] A = A 20 5 — tFE A H] 20l A vpnagent7} AFE- Tl ZE 9L FY
f‘P 45011 A 1‘417] ahar QEA T A H HIDS AL Egofo A 2 AT E 9o} 7} EE| A
A7) ekE A S ek A=A Rl Al

A7 XH E‘f‘LHE‘rVPNoﬂl E/ﬂtﬂéﬂcﬂﬁﬁ Al At A = A & A Ao 7 AR E e A
2.

A
ol
ol
A
52
1_,
rlo
X
i)
IS
>~
oo ©
tlo
:Oé
2
o
>
>

VPN =t} o] E =glo] o] A 2 F A (Microsoft Windows & H| o] E

[m

A7 & ol Microsoft certclass.inf 34 S Y go] E3l 79, VPN A4S A3 2 A| =8 uf o}

WA A 7F SEA S U

The VPN client driver has encountered an error.

C:\WINDOWS\setupapi.log?l| 4] t+& & 7F& &1 = lHFH T

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf’ was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver signing

policy.
A4 W W X F I E oA Ci>systeminfos ¢ 2 514 L C:\WINDOWS\WindowsUpdate logE

shol 210 21191 9 Elo] 5 ST VN mehol 5 5ol A28 1 414 &
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s 25 [l

VPN Zeho] Q1= £ dhol i .5 =7
oA FAE GANA PR E 17 A Qe R E e S8 shlo] A A e

gd 2 gdoj2 o M-S 5= FHth L /77 AlS WA Sk /-9 Microsoftol] A A& & G a1 = E}O]‘ﬂ
A dlol g o] 27} &akE 1918 a4 Al &

A%

A HEAE HE ZEIES oA L.
@71 2 net stop CryptSveE ] H 3 Al 2.
kA 3 esentutl /g Y%systemroot% \ System32 \ catroot2 \ {F7S0E6C3-38EE-11D1-85E5-00C04FC295EE} \

catdb & ¥ 3te] A sk s v o) e w] o] 225 415131 %/WINDIR% \ system32 \ catroot2
of catroot2 old U] & E 2] 9] o] &5 M4 A 2
EA4Y

B8 5L A5 OK(ER) & AHste] $-5 AN 0. 9 B EEES Saehn AT

Eetoln]
VPNVA.sys =2}o|H & & 2

A% VPNVA.sys =eto| W7} =gy,

314 W Cisco AnyConnect 7H3 o] HE]of] ulel W #l 7 =gfo]| B & ol Ael F At}
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. vpnagent.exe =2}o| ¥ F 5 32

vpnagent.exe =Z}o| ¥ % &) 4

7 et 5=

AnyConnect

0 (RUBNAURN AU

=

ot

=

=

)

)

=

=

43}

C:\Vpnagentﬂ}l“— DU Eg] S A A A Q.

2+ 2] x| A Process(3Z 2 A 2~) 812 A5 H.31 vpnagent.exe2] Z Z A2 PIDE F T34 A] Q..
BE IFIES Ay 25 AA% HEEe S WA A L. 7] 2 4] 0. = Windows& H H 7
£ C:\Program Files\Debugging Tools®] &)

cscript vpnagent4.vbs -crash -p PID -o c:\vpnagent -nodumponfirstS ¢ 2 54 Al .. o1 7| A PID+=
vpnagent.exe2| PID$] Yt}

e HAstE AHE A EYE " s AN2ES 2719 38 5= gl Ut)

=0 TA ’3}‘34 c:\vpnagent®] ¥l =5 zip 3A 2 T4 A 2.

==
crashdm = A ° GO H lanalyze -v = s oruA L.
hdmp 591 & ALl A ka2 W tanalyze -v & AFE-5H41A] ©

Network Access Managerol| A] 1 o] E] & A A 8HA] & B¢, U E A Aol &9 15 Bk
7t Al Al e A mst Al QL AHE sk A] o ' A Al 7 A
Managerﬂ olHE e entE HAdHE AT = F th. NIC CE}O]‘HA Rl

<= gl a5 s d ol A "Wait for Link(% = o 7] T AFH T} o] Ao ﬁﬁ
= A5, 4 NIC =tolH 27]3} ol A s - ¢hustr] 9l th7lstH & 27t A=A

=) igo
F-,er

ot
=
=
EAH AFEE T A 2go] @ FollA B HAFUTh gt A A& FA RS U
2 W C:\DOCUME~1\jsmith\LOCALS~1\Temp$} -2 %temp% U] & E 2] A log ¥ .dmp 373
s FHIAUT LS FA AW WA F YT Jog = .dmp Y Y HJ'HS% %LJZ—EVE} AL
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vpndownloaderol| ~] 2] AnyConnect <= (LSP(Layered Service Provider, 7| 5-3} % A 1] 2 332} 25 2 NOD32 .
AV)

Jog T .dmp I 9§ W

(RUBNA)
2f,
N -

A3}

Start(A] 2} > Run( ) w57l 4] Microsoft & 2] E] Dr. Watson(Drwtsn32.exe)< 4 8 §1 T},
& T3 OK(ERDE S L.

Number of Instructions : 25
Number of Errors to Save : 25

Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked
Append to Existing Log File : Checked
Visual Notification : Checked

Create Crash Dump File : Checked

o] A E A ol A Start(A] 2} > Run(Z &) 779l eventvwr.msc /s S ¢} 2] 5} Windows ©| ¥l E
o] 255 Cisco AnyConnect VPN 2 2}0|AE 275 7 2 441 &

Windows 79] of &2 Al o] A & AMH] 2~ 2194 Cisco AnyConnect VPN Client(Cisco AnyConnect
VPN Z2}o] o E) E 237 Save Log File As..(CF 2 o] 5 0.2 271 31 A7HE AElgty ) evt 9
321 © 2 AnyConnectClientLog.evte} 22 3t o] 52 &gy}

vpndownloaderoi| 4] 2] AnyConnect <= (LSP(Layered Service Provider, 7
T3t MM~ A 2E 2 NOD32 AV)

R=IE=
=T 3—

A AnyConnectol] ] A S A5t 3L A| 28 uff ssl M-S A2 072 Q538 W =3kA| 1t
LSP T+= NOD32 AVE A}F-8-3F 7 9- AnyConnect 2 2}o] A E 7} Vpndownloaderoﬂ A FE3dYh
a2 W B 27914 QB Yl BUE Y A 242 A1 71831 ESET NOD32 AV Bl %1 3.00.2 ¢ 1

#lo] =g},

(AT & T to] & &)

A AT&T ol Aol 8 ALE 9 A5, ZeholE 29 AAolA 74 5o ne}
e g g el A4 S S g

a2 W F A 7.6.2 AT&T Global Network Client2 ¢ 712 o] =3} 4] A] Q..

ilnA
i
[
o
e
o
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|
o
©
o,
ke

ERE

EAH T " 2~E7F 239 B9 7 AL %o] Microsoft Internet Explorere]] LFEFH U T

Information you exchange with this site cannot be viewed or changed by others. However,
there is a problem with the site's security certificate. The security certificate was issued
by a company you have not chosen to trust. View the certificate to determine whether you

want to trust the certifying authority.

A2 Y A= 5 Qe Aol E R Q14 87 e ASAY] A4 w] o] 477} el 4yt

o] AnE BASY Febol A AT F QA FE AFAE DA S]] A1g
&5 Qe FEAFA AAE FEIA L

"ol = gle oA S H AL

BAE %5 Qi 7)ol A 4 Akl Q15 43 o) ek Aol ek 4 glgruith, Bk A
o] gk AN Hito = thg H 20} EAH o,

Unable to verify the identity of <Hostname or IP address> as a trusted site.
A2 W AFT 5 D Aol ER 91454 B ASAY] AAT ) o] mok Ak vhehd 5 %
Uth o] Fas At SEfoldEd AT = = FE JISHE AA T S0l E

AT 5 G FE AT A F FRAAA S

5
A5 Y FE ASA AL HE QA S ASAL BN S
(|
B ZeloldEd AFE F Qe FE JASAL A4 AWE AZHZ A L 7)) Het
1540 A8 318 & 2l el A8 A Rogue AW o] A3 & ekt n
B9-A 5 T Bk A Ego] A7 A Bet A wel tha) Sikalof sz B gro] Jon

= A%aA U,
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re
iy
ol
e}

43}

A1 Security Alert(}.QF 74 1) ol A View Certificate(] 54 H.7]) & 254 A L.

@712 Install Certificate(Q1 54 A X)E =8

S8 Next(The)E S8 U

@71 4 Place all certificates in the following store(CHo #7440 & Q154 HIHE A BISHAIA] Q.

SGA 5 Browse(3HolR7)E SY U

GA6 =FUHE 550 A Trusted Root Certification Authorities(2] 2| 3F 5= 1= FE 215 7|3 = A 83}

CRES

AT AZ3NA Certificate Import(21 54 714 2.7]) vl A} 22

HHU
e
[
il
=
il
>
>,

2 T HJu

EAF Odyssey S 2Fo] A EC A F4
T 74 oA E v stetd

A W Odyssey Z2FO|AE T4

per Odyssey Client)

uni
A% B stet A9 4 AL e T4 o]
W Aol o g2 AE I

Odyssey = 2}o| A E -4

Az

A1 MEAD QAN AE Sl EAHE ol FH 9 o] FL BAG L dA 2Ee) 2 AY 3= A
0] Aol MY S FABL AR ST FS A4 FANBAT 5 omz oA
o

.

GA2 HA2~ELE 93 HKEY LOCAL MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapter Type\virtual = ©]-& 31 t}.

W73 virtual o} 2ol A Al EAD @S AT W= 2 S0 of FE o] B & A sEE Hio] 2
AT, 7} el B2 A4 g A2 Fol 172 MSIZH A4 Ho) e Fehe A= ¥ A
e o BAH Y,
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. ASA°] th 3k A4 2l 5)|(Kaspersky AV Workstation 6.x)

ASA°l th 3t 1A 2l 7l (Kaspersky AV Workstation 6.x)

A Kaspersky 6.0.30] A X ¥ A9 (v & st 9= 3 F), ASA) t$F AnyConnect 172 9]
CSTP & = CONNECTED(1 4 §) o] F-of] v}z A s gk, th3 # A A 7} YERg U o)

SVC message: t/s=3/16: Failed to fully establish a connection to the secure gateway (proxy
authentication, handshake, bad cert, etc.).

3|4 W Kaspersky S Al A3}l Kaspersky X ol| A F7F U] EE ERISIA A L.

UDP DTLS 1 2 <t = (McAfee Firewall 5)

A3 McAfee Firewall 52 A8 2] 7-$-, UDP DTLS 428 A A3 4= g5k

A WH  McAfee Firewall 5 <} 240l 4] Advanced Tasks(:2 5 2}'%]) > Advanced options and
Logging(2l3: A 2 2 7)) A 9 8} 31 McAfee Firewall®l] 4] Block incoming fragments automatically(<
A ZHIHE ApF 0 2 Apeh) GlghS A e FH AT

S AE t]dlo] 2of tf 3 <1 2 A 9 (Microsoft oF--5 2 A A A4~ A H])

Z
A% RRASE AHE F<l 79, AnyConnectoll /| T4~ E tjno] 2~of vt AA S A58 3 Al =
& ) )80 £7 9 F7) oWl E 210 ukgkEy )

Termination reason code 29 [Routing and Remote Access service is running]
The Windows service “Routing and Remote Access”’ is incompatible with the Cisco AnyConnect
VPN Client.

a2 W RRAS M B &S H| 248yt

At AAAA SH(2E URA) =

AR A SH el glo] Al At

A2y NESE 2 WA ASA T 2 0] Ratel] o] vebal x| £ T ASAY) BE
W21 7] 0] Tpho] o] A VPN %612 7S5l Wl - 5l0.m 2 U1 ASA 2 WA 7]
g A g Aol EHUY

CERE

AnyConnect”} U} = =] 4] 3} (Wave EMBASSY 21 =] 7 &)
FAH AnyConnect F2ol =7} th 234 €31 thg . ol 4177} A B .

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”

a2 0 12138 WAl g A o] EE J R et BE dIl A4S sl AT ch
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ol

H) & 514 24

O H - - - - —

2}-9-¥ ¥ o] =-(Bonjour Printing Service) & tl| o] E 2! 1
1Al Bonjour Printing Service & A8 5?1 737, AnyConnect ©|HIE Z 719 [P A& H| o] &S 2'H
o glvke /7 A YL
A W v e 3 FE 3 Eof A net stop “bonjour service” S ¢) 2 3}4] BonJour Printing ServiceE 1| €
/3 8}y ot mDNSResponder(1.0.5.11)¢] 241 B2 Applecll Al Al &gl Ut o] &A1& & 2 517]
213l Bonjour®] A ¥ % -& iTunes®} 7| #5313 Apple $] AFo] E A M EZ th& 223 5= &
t}.

TUN H 4 H] 5 3H0penVPN S 20| A E

k! TUN H o] o] A]2=Elo o]u] A x| o] 9l 1 AnyConnect 2] A E 9} S 3152 255
HERRE 2R A
a2 W Viscosity OpenVPN Z2to] A E S A A o},

o

Winsock 712 = 71 = =(LSP 54 2 =)

A Zolo]dE LSP RE°] oW Winsock 7HEF 2 17 == 4= dH U U
3

d gy LSP EES AATYH

v dlo]E AT RSP ZHIEE

4 Windows 7 AF-& A] NOD32 Antivirus V4.0.468 X642 A-&31= 749 =9 dlo| g A& &
A7} A 4= Q)5 YT

A Y SSLZREE A7NES S F UL SSL 22 e A7) H 2 k8 sk A
e}
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DPD 2! 5}|(EVDO 4 7} = 2 Venturi =210 1)

SSLEZ 2 EF ~J)d v &3}

2%}
A1 315 A7 ol 4] Protocol Filtering(*Z 2 =& HE|7]) > SSL 2 0] 535}o] SSL L2 EF »~7d S &4
stat Al 2.

@712 Web access protection(] A2~ B .5) > HTTP, HTTPS & ©]-5 %} T} Do not use HTTPS protocol
checking(HTTPS Z 2 EZ AL A < S A8t Al 2.

73 Protocol filtering((ZZ 2 EF L E]®) > SSL = =°}7} SSL protocol scanning(SSL *Z Z EZ »~7]d)
= Hl &4 stsl A Al Q.

DPD 2 S(EVDO F 41 7}= 2 Venturi =2} 0] 1)

TAA Sl E A4 #3lo] AT F2EVDO 40 7F= 3 Venturi = 2ho] W & AHg-aHd o]l
E 2o thas Bagy
SASA-5-722037: Group <Group-Name> User <User-Name> IP <IP-Address> SVC closing connection:

DPD failure.
34

Ao

o= A o)A, A=) B AnyConnect O HIE 2104 il A4 7] o] MIETF 3l=4] &<l 8t

a1 5 Al NIC 7HE AjAd 7 o] A -85 A Ayt
* Venturi = 2}o| 7} | 41 ¥ A Q1 %] 8213 v}, AT&T Communications Manager 6.7 ¥ % o] 4] Use
Rules Engine(7F % <7 AFE)S v &4 518k o

DTLS E | 2 7j(DSL 2}-$-H)

A% DSLeh$H sk AR sk 25 @are] 444 o2 718w o) 1 DTLS E e H o] 077} 2 ayat

2 7] 0402 Linksys SH-Efoll AT T o] 234 B 2442 DTLS A3t S
Gl ping® AH§ % 4 A& LITE DILS Wk £ o2 & 3] §ahi= 742 F7Hgh o,

NETINTERFACE_ERROR(CheckPoint 2! Kaspersky<} 72 7] E} 4| = 3}E] 4

ZE 9o

l Cisco AnyConnect Secure Mobility Client 2] <} A= 4], P 2] 2~ 4.1

wAA SSL AZAS 387 1) AbREH = AT U EYAA &4 AA BEE A ete] &
Bl Alo]Egfo]of tigt AZAS S stA AA st l A 3 i th= W A A 7} AnyConnect = 710l 3%

Al s Ut
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