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<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
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Fe Abgato] o] 48 AAstal AaS AAstE = 24 MSI AR TRl Wy
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VPN 7] 59| gl& msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
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9 Be g A A
)

IAE anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

ess Manager B+

o

VPN 7|59 9= msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

AnyConnect 5101 & anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log
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AR E a e i S

oW 7 g el msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
DISABLE _CUSTOMER_EXPERIENCE FEEDBACK=1 /lvx*
anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

DART(Diagnostic and | msiexec /package anyconnect-dart-win-ver-k9.msi /norestart /passive /lvx*

Reporting Tool: %1 anyconnect-dart-<version>-pre-deploy-k9-install-datetimestamp.log
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Posture msiexec /package anyconnect-posture-win-ver-pre-deploy-k9.msi /norestart/passive

/lvx*

anyconnect-posture-<version>-pre-deploy-k9-install-datetimestamp.log
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AnyConnect A2 x| 2 7138 3} & x| 3}

[N
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work (Client) Access
AnyConnect Connection Profiles
IPsec Connection Profiles

Group Policies

implemegked through MST (Micrasoft TransForm File Format),

Configuration = Remote Access YPMN = Metwork (Client) Access = anyConnect CustomizationfLocalization = o

Configure language translation tables that the security appliance uses to translate AnyConnect messages

| Languale Language Translation Table

AnyConnect Customization/Localization
; Resources
’@ Binary
GUI Text and Messages
Customized Installer Transforms

% Dynarnic Access Policies
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Advanced Translation Domain:
=2 lientless S5LWPM Access
AdsjLocal Users Select a file Language Language Code
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Corta Margamert. Qe o \S' £
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-2 | nad Balancing
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Configure language translation tables that the security appliance uses to translate
AnvConnect messages implemented through MST (Microsaft Transform file Format).
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AnyConnect A %] X 2 713 0] o} Mac A | X 2131 of Z2]Alo] A Y1t}
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<ACTransforms>

<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>
o] & £ ] 0S X ACTransforms.xml £ -2 Network Access Manager == §] KH.oFo] "I 21 8 & n)]

X = A A3} DisableVPN Y Y tF. ACTransforms.xml< DMG 32l 9] 3 2 5} <] t] & E g of 91514t}
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E12:2 el 2 E) M hdiudi2 A-8-8Ho] dmg 3171 215 917] H 801 A 91711247 = M BSHA 9. o
£ 5 g s gy,

hdiutil convert anyconnect-macosx-i386-ver-k9.dmg -format UDRW -o

anyconnect-macosx-i386-ver-k9-rw.dmg
o A ¥ A 92 79 ACTransforms.xml S 543} 3 The gk AR AL 7181414 &

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>
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A A] 54t 573 (Linux)

ACTransforms.xml-S A}-8-3}9 Linuxol| 4] A %] 2 2 7130 52} AF-8-2}F %] A
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A3} > GUI Text and Messages(GUI Bl ~E 2 H|A|X)Z o] 5T},

GA2 Add(F7HE 23 54 Al 2. Add Language Localization Entry($10] & A 8} &5 F=7}) o] A HE Y
t}.

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z-2}o| A E 2 A 2] L2 33 AR} x4 2 & %] 35} |

. AnyConnect 8] ~E 3 v A| x| F7} == 74
Remoke Access ¥YPN g & x Configuration = Remote Access WPH = Metwork (Client) Access = o
B Introduction AnyConnect CuskomizationfLocalization = GUI Text and Messages
L Metwark (Client) Access Configure language ktranslation tables that the security
nyConnect Connection Profiles appliance uses to translate titles and messages associated with
Psec Connection Profiles the &nywConneck YPN Client user interface,
Group Policies . 3 " -
= Dynamic Access Policies fit| i o ] ‘i‘ Import | e
B nnyConnect Customization/Localization e
Language
h Customized Installer Transfor
A R RaEE o e 85 Add Language Localization Entry
Address Assignment. :
7 ddvanced Translation Domain: | AnyConnect
Clientless 551 VPN Access : 7
aanfLocal Users Language: o |
B Secure Desktop Manager Language Language Code e
[ J'" Certificate Man:age!'nent Chinese (PRC) ez R
----- Language Localization T " .
88| 3d Balancing Chinese (Singapore) zh-sg
DHCP Server Chinese (Taiwan) zh-tw
198 N Croatian hr
-, Advanced Czech s =
Danish da
Dutch (Belgium) nl-be
Dutch (Standard) nl
English (Australia) ! En-au
English (Belize) en-bz
English (Canada) en-ca
English {Caribbean) en-029
English (Ireland) Er-ie .‘_'_'
Frinlich ( Tarnsicat e %
. QK ] ’ Cancel ] [ Save ta File.. ] [ Help ] i@
Dievice .. do g

A3 Qo] EETHE B5e 2esia Gol Aol B N AT el Qo] BEo A ol tja Mgk H

@A BNy 2] A4 548 A,
Edit Language Localization Entry(1©] &% 8} g+ 4=79) Zo] F A YT} msgide] wh-3- 3% AFolol A
T H2EE SHolAE A A 7] o] Bl ~E o] A &) A= < YT msgstr TX}Oﬂoﬂw
msgidl] Y& 71 G AEES g A 517] 93] Feto]AE A ALEEHE "l AET} 2 3hE o] Q&L T
msgstro] W 3E Abolo] a3k Bl AEE o H k4 Al Q.
o}2] ool A "Call your network administrator at 800-553-2447(800-553-2447% U E ] A &2 Aol A &
A L)E AE A

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 48 | [



AnyConnect Z2}o] A E L A x| =2 70 AL8-2} x4 2 & %3}

AnyConnect B] = E 9 W] A| %] 7} = 474 [ |
Remote Access ¥PN g & x Configuration > Remote Access ¥PN = Metwork {Client) o
9 Introduction Access > AnyConnect Customization/Localization > GUI

Metwark (Client) Access Configure language translation tables that the security

nyConnect Connection Profiles appliance uses to translate titles and messages associated with
il IPsec Connection Profiles the AryConnect YPH Client user interface,
. ﬁ Group Policies T

2 Dwnamic Access Policies 'ﬁl 'q'_dd.
AnwConneck CustomizationfLocalization

Resources
Einary
Tex |
Customized Installer Transforms
Localized Installer Transforms

| Language |

Template

e

Translation Domain: I |

Language: : |
#: B44abdbeceacifbal9616a5d697dc2d -
magid "The %P client is unable bo establish a connection

magstr " s administrator at 500-553 -

#: B44acdieceae3fbal 9615a8d697dcade

rsgid "

"The WP client agent encountered a secure gakeway protocal Failure, Clase
"all sensitive networked applications "

msgstr ™

#: B44abdbeceaeifGal9615a5d697dc9d

msgid "

"The WPN client agent S5L engine encountered an error, Close all sensitive "
"networked applications,”

msgskr ™

#: B44abdbeceac3fbal 9618a8d697dc3de

msgid "

"The ¥PN client agent S5L encryplion encountered an error, Close all *
"sensitive networked applications."

msgskr »

Config...

[ [o]4 ] [ Cancel ] [ Save ko File,. ] [ Help ]

247132

S5 OK(HSNE 22 vhe Apply(d §)F Festol MAAFS A g Pt

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect F2}o] A= B A4 =z 19 AbgA A4 9 @X 3t |

. Adaptive Security Appliancel| A 3} B o] & 7} 4 27|

Adaptive Security Appliance©l ¥ & g o] & 7} 4 Q7]

o
Yy

aey
)
w

=

(RUBNAURN AU
2f,
a 1 B

[N

43}

www.cisco.com| A Y&}= A3 H o] &S 2 EFHH A Q.

ASDMZ¢]| 4] Configuration(-J) > Remote Access VPN(! 2 2 4] 2~ VPN) > Network (Client) Access(1]
EA(EE0| A E) A 2) > AnyConnect Customization/Localization(AnyConnect A}-8-2} %] 4 /&
A 3}) > GUI Text and Messages(GUI B] =~ E g v A| X2 o] -5 g},

Import(7}4 2.71)E ¥ 314 A] 2. Import Language Localization Entry(1¢] & %] 3} g+ 714 Q7))

Fol EAHYT,
EE]:],_?_ %Eoﬂ/q x%xJa} o%o] =1 /\11514-3}/]3/\]9‘_

W8 g o] 8% o tell A 7hA &%) A Gk A L.

Import Now(X| & 7} 7)) & St Al L. o] W2t H| 01%—8— el 7]+ A2 o] = AnyConnect
ZetoldEe] wi2g Ytk A 8k= AnyConnect 4] 2 5 172 5 A& Yt}

ey
k]

Tl o] 9] o] x| o A A 8 | = AnyConnect2] 7 9-, Cisco Secure Desktop2- AH8-31%] &g} =
Cisco Secure Desktop ¥ 2} €] 0] 58 & %] 3} 3t Host Scan ™| A %] ©]] t}] g Adaptive Security Applicance
off 7k efof gt

A E] Ze}o] = H| F& v A% 7}%31 37

[N

ASAE A}8-3}0] E’-E}O] = o ¥ 8% o Altlrls Agent2} 2 B X glo]| = AT E Qo] vl &
Al 228 S AFE-3HE 9, An yConnect 3} H o] -5 Gettexto} 22 2 E & AFESF] HA]H] 7}
9208 5o WEks = F Yt po 3 ]/‘1 mo U= HolES MBS & Seto|dE H
TFE S A Zod 5 -S wi A T

Gettexti= GNU Z 2= A E o] e 2| g o|m| W& ol A Agg Ut} 2pA g Y-8 GNU §ALo| E
(gnu.org) S FF8FA Al 2. H gk Poedite} 7o) GettextE AH&-sh GUI 719 -2 B Bl & AFS-E = Q)
HFY T} o] X E 9]0 = poedit.netoll A Al 2-H Ut} T2 A2LE 53] GettextS A8l WA #] 7}
g2 05 A8 FY o

AnyConnect "] A] %] §1Z2] U] 9 E g
AnyConnect M| A] #] Bl &5 2 7} £

AAE = offel Y d EH el 5y

o

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0

K

\110n HHEZ = ool vhd el 7 vl e Ee] F 2 o] -yt o] e Ee] o] 5o A=
A AH(el"), 1, 0, 22 A n T




I AnyConnect = &}o] 1

B MR w2 A A 3 A8

(RUBNRU)
)

ASAS] A Akga 4w eo)Bol Al WA A wE [l

* Windows 2] 4 -9-—<DriveLetter>:\Program Data\Cisco\Cisco AnyConnect Secure
Mobility Client\llOn\<LANGUAGE—CODE>\LC_MESSAGES

e Mac OS X ¥ Linux® 4% —
/opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC_MESSAGES

3}

http://www.gnu.org/software/gettext/ of| A Gettext frE & EH & th& = =3aL ¥ (AA AHEA A T H
A e)& o2 ALL3H= 3 E ol GettextE A x| g T}

AnyConnect”’} A 2] H 33 7 o] 4] AnyConnect | A] X] &1 =2 21 AnyConnect.po &AL 7 A1 g}
Yohs 2 FAE S W45k ™ AnyConnect.po ¥ (notepad.exe == U WF HIAE A7 AFE)S
TR

23} 2ol po I oA mo Y-S A3 Gettext WA A] 3td At & 5 A g},

msgfmt -0 AnyConnect.mo AnyConnect.po

AL IR o A A S v S E e Tl K elo] mo 9 o] HAMLS 91X A 7] o).

ASAl A AF-g-2} 2] A W 3L e o] E-of] A H|A] %] W&

[N

A} AF-&A} WAl A= AnyConnect®] o 2] 2] 220 F7Hg Ut o] A WA #] o] W8-S & 5)et7] 9]
& HAl Zefo]AE o m A& s 7] 2] ¢ W JEZslel A WA A] Fx}F o] F7Hg Ut o] | Sefo]
AEo] 23te (IE5 & 7|Rko 2 W3l Hlo] 55 AT A5 A wlA A= 4F ARG Aol Al 245 o
2 EAH A s W3l glo]Bo) Al WA X 7} X3 E =2 HA BZ2 7 M3 o] B8 1) e
oF gt

HEs T3 e T2 A=Y Fo] JFYT GNU Z 2 A E 9 Gettext -+ & 2] E] = Windows
of AbE-3 = 9l om e Aol A A gt &}A| g IH“Q“O GNU $1A}o] E(gnu.org) & #2314 7]
Hhshy o}, BE 3 Poedite} 720] GettextS AF&3F= GUI 7|4 R B E] S AFE8E 5= 9l Ut o] A
E 9]9] = poedit.netol]l A Al g Ut 5 W B of g x’]X}‘Oﬂ el 9y,

A

o
k1

o] Aa}= o] w| ASA] H Al AnyConnect 0] 7] %] 3 7] 2| 7} 2= x| o] Qlal 7FA Y th &5 &
AL 2}7F S sl okl U 1l 4= 9) 5 T

43}

Remote Access VPN(Y 2 2] 4]~ VPN) > Language Localization($1©] & %] 3}) > Templates(5) =)
o 4 # 21 AnyConnect % HZ2 S YR UA 7] vy o 955 9] 91 ©] 5 AnyConnect . pot

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Ze}o] A E 2 M%) T2 el Al g2 A4 2 &3} |

. Zg}o] 2 E ol A WindowsE 7] &2 ¢lo] A g

Z Y YUY} o] 91 o] 55 AF8-3HH msgmerge.exe X213 0] 31 S WA %] FtE R T B EE]
o=z o]/\]d— 2= olﬂqlﬂr

AnyConnect §1E 51 7} ¥ 3} €| o] &5 W §elA| 7] o .

Windows& Gettext 2 2| E] & AL-8-3}= A9 WH TEFZE A8 d3 5 WH S AYsta 7] uf
Huth W E o] = &3 o] AnyConnect ¥ 8+ H 0] &(.po) H B & F (.pot)S W &3t
AnyConnect merged.po 3¢S A}

msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot
T o] o= W Hol o] A3g welFU
C:\Program Files\GnuWin32\bin> msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot

....................................... done.

PoeditE AH-&-3h+= 7§ ¥ 1 AnyConnect.po 3 -S & 11 File(3} ¥) > Open(<€ 7|) > <AnyConnect.po>
Z o]zt 19 vhg '1E3 2 ¥ 3stal POT 3+ <AnyConnect.pot>ol| A Catalog(F}H& = 1) >
Update(Q4 tlo] E)= 01%0} Al 7] BFEU TR Poeditol] A Al 2 2FE B ARG SHA] S EAE S B X
] Update Summary( 0101 = 2.0 3-8 A G o). U5 SHAlO) A 74 & o421 A 2 akA) 7] vl
ey

Remote Access VPN(! 2 9422 VPN) > Language Localization($10] @ =] 3h) o = w33l ¥ 3l g o]
E& 7FA A1 7] v U Import(71A 2 7)) E S8 8kaL 1o & A3 5 ‘jﬂ%} Uﬂ?_] SR
AnyConnectE 4 B 1A 7] B Y Th AnyConnect merged.po® 74 & <= Q) g} & %] A 5
A7) BFgry o

=g} o] o E o] A Windows- 7] olo] A&l

LA AHEA7F ASAC] A skaL SElelAES
S AA s AR E A28 RS A ske] A A

Windowsoll A A1 A28 275 AW WA st & s Al 2.

nyConnect+= 7378 ©] 7] A4 Qo]
Bo Aash)

v
Mo
fru
[
QL
2
2 >

43}

Control Panel(Xﬂ 01 ) > Region and Languages(<] & 2 ¢10]) g8} A2 o] 53l A| . WHTFHEE

Ao & H = 75, Clock, Language, and Region(2] 7], 210 2 2] 9) > Change display language(3%
Al Ao MZ)E At Al Q.

Aol/= A& A Gkl el H P e AR Aol thgh 7] gk o ' AL et = A Y

t}.

W HS AFEato] viET 5, A WSS A EEHY] 915 ¢ Bk o o] A EE THA] Al AR A 2

>

ke

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0


http://www.cisco.com/en/us/docs/security/vpn_client/anyconnect/anyconnect31/administration/guide/ac06websecurity.html

|  AnyConnect Zeto]AE 2 M) T2 R ALEA A H 2 A=) 5}

AnyConnect GUIo|| th 3} A}-& 2} x| ofo] & 2 2 371 B A [ |

- AnyConnect”} @109} 42 7| E-gk o 2 A Gt} o & E9] "fr-ca"
o9 © 1 AnyConnecti= "fi" HH =2 S QI gty W& ALRS 1.7 9] 6
t & o] /1o, -‘Hx] EE 7| RES MAsHA gote Huh

AnyConnect GUI®| o} 3F A}-8-2} 2] g o} o] &L &l 2 31 A A

zaMM,1zb7L°oﬂuwﬂmﬂmegézﬂtAm@mmaﬂﬁ”W4@ﬂHﬂ—iAOhWﬂE
AnyConnect VPN 2 2}0] A E, Network Access Manager 2 1 H.QF B Fol| A AF&H Ut}

A% A

« AREAF A A 840 3 o] 52 AnyConnect GUICH A AH8-5] = 914 o] &
Yt o] 3 o] F2 &4 AAvitt th= Mac¥ Linuxoll A = /&2 E‘@W =
E°] Windows S eto]AE9] 7|§] 2315 WA 5= 7 -- company_logo.png® 7|§] &
A ofok gt th 2 vt o] 50 2 714 @ = 749 AnyConnect A ] L2 13 0] G4 @

otA FEyth 1Y GUIE AFEAF A A 8L7] flall 73k A8 9t S w23 49
dol ol g o] FOovE Yot FAS T F AFHH

2] &2 A (of): company_logo.bmp)E O A & 7}A = A g, 7FA 2 o m A= 22 w9k o]

L
me
"
(3
2

il oo

o2 it w2

gt

ruZ B R

B2 AbEete] thE oA & thA] 744 & W 74| AnyConnectE AH&AF A A FH T o & 0
company_logo.bmpE AF&AF A4 o] W] A & w A skaL s G o] | A & A A S G-, F el A EE
2o gk o] 58 AFE3ke] Al o] WX (BEi= Y ¥ Cisco 2 AL o] B ) E 7HA & w7hA] A48 A

AFEAE A A o)W A EAIFU T,

23

AnyConnect 3.0 ©]/d2] 7 9- th&- 2} 2 o] -2 PNG(Portable Network Graphics: ©]-52] U/ E9] = 1
) ol v A & AR Eh= Zlo] EHUTh

« PNG o] ] 4|7} Th2 o] u] x| F41rh 5+ =7]7} 2 1) 22 5742 1A Abg g o,
«PNG o] 1] 1|3 £3 42 7|24 0 2 A g g ),

« AnyConnect 3.0 ©]4} GUIE= Advanced(2L5) Z3 E o] Zglolo}-2-¢] 21 ojn] x| 2] of| 7
& Al gk webA o] d Sehel A E 9 o|n] A 9} A Al Al & wjiEo] A& E

& gy,

AnyConnect GUI /-4 8.4~ tf A

SHO|AEE AFESto] Al 35 vl b= Bl o Eefo] A== AR A8 9 & 714 ¢
AnyConnectE AF&-2} A A & 4= Q) HF U T},

Cisco AnyConnect Secure Mobility Client 2-2] <} A9 A, &




AnyConnect Z2}o] A E 2 A x| =g 730 ALS-2} x4 2 & %3}

Windows-&- AnyConnect ©}©] & 2 211

43}

246081

o

]_

A

]

}o

a

jii4

A1 ASDMoI| 4] Configuration(7-%J) > Remote Access VPN( 4 24 4| 2= VPN) > Network (Client) Access(H|
EA(EEo| A E) A 2) > AnyConnect Customization/Localization(AnyConnect A}-8- 2} %] A /&
A 3}) > Resources(2] 2~ 22) 2 o] 3 T}
GA1 2 Import(7}A 2.71)E =3 514 A] 2. Import AnyConnect Customization Objects(AnyConnect A}-8%}
A7 A 7HA 2.71) ol EAE Y
Remote Access ¥PN o o Configuration > Remote Access ¥PM > Network {Client) Access > AnyConnect O
[ Customization/Localization > Resources
'Iﬂn_e—twork {Client) Access Import or Export AnyConnect-customization resources to the security appliance. These
=} AnyConnect Connection Profiles objects will be served by the ASA on request from the AnyConnect client.
AnyConnect CustomizationfLocalizat
fa e {For AnyConnect 3.0 and newer releases, graphic file used for customization must be .png
. Binary file and no larger than 6233 in size. For earlier releases of AnyConnect, graphic file must
_ Seript o | be .bropfile. )
- GUI Text and Messages mport J_@ m
- Customized Installer Transforms
- Localized Installer Transforms Platform Object Mame
AnyConnect Client Profile
AnyConnect Client Settings
i} Drynamic Access Policies
m Group Policies
)i IPsec(IKEv1) Connection Profiles
Secure Mobility Solution Iame: |c0mpany_|0go.png |
a :
ijjr;s;:ss@nment The name used for importing a resource MUST match one of the AnyConnect
o filenames listed in the admin guide and within the online help
Platform: |win - |
& Device Setup
Select a file
gﬂ el (%) Lacal computer
Remote Access VPN Path: iC:'l,company_Iogo.png | [ Browse Local Files, ..
Site-to-Site YPM () Flash file system
E;L Device Management i :
() Remote server
[ Import Mow ] [ Cancel ] [ Help ]
33 =20 =]
A3 TS 9L 9 o] B8 Y E AL
3L 3 O =] N7 [e) =)
GA 4 ZANES AEEtal 7HA & 9 Y-S A G 814 Al 2. Import Now(X = 7HA 2. 7)) & &9
o A E= ol FAH T

Windows-& AnyConnect o} °| &£ % 2 31

Windows& 2.5 32 5 9149l 54

$PROGRAMFILES$\Cisco\Cisco AnyConnect Secure Mobility Client\res\

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



AnyConnect 20| A E

9 A E2 W AR A 2L AR )

[N

Windows-£- AnyConnect ©}o] 2 2 2 31 .

o
£l

%PROGRAMFILES% % 2§ o 52 A1l $7 M2 7hel AU o, th4-32] Windows A1 %] of

X 37 WM4= c:\Program FilesYuUt}.

Windows 2 =] ol| $l+= 9} o] & 5L A7 ojw|A] A7]
(=4, Lx H)
i

about.png 24 x 24

Advanced(IL ) th3} ALY © B2 9] A glo] 9= About(H H) HE PNG

A7le 24 g s

about_hover.png 24 x 24

Advanced(i%) o3} AALe] 0 B2 9] g gl About(FKH) HE PNG

A7) 248 5 ey

app_logo.png 128 x 128

128 x 128°] Z o 7] AUt AHE-AF A1 gkl o] v =7] 7} 0} 8-, olZe A | PNG

ol/dell A 128 x 128 A7 &= Z=AH Yt L3 v & o] obd A5 gy

.

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z2}o] A E 2 A x| =g 730 ALS-2} x4 2 & %3}

Windows-&- AnyConnect ©}©] & 2 211

Windows A 2] ol] 3l+= 9t o] & B AW ojn| x| A7]
(214, Lx H)
259

attention.ico 16x 16

Fo) w45 AHgo] AR T YL A A A Lol T A28 Edo] ofo] | ICO

o Ho) ALgA} A7 FHol vl g vl 5 ARV eh

A7e 24 T sy

company_logo.png 97 x 58(=

Ego] Zabololg @ Advanced(TL i) T3t A1) 912 9 mA o] A EE 71g | )

23 PNG

97 x 58] H A7 YU AFEAF A A s o] A A 77} obd B, o E 2 Al €]

el A 97 x 58 A7 2 =gt L& Bl Eo] obd - gt

company logo_alt.png 97 Xx58

About(g 1) th3} AL @ 5 ofgf Ao A H = 7Y =aL PNG

97 x 58] H A7 YU TH AREAF A A s o] A A7 7} ok B, ol E 2 Al €]

el A 97 x 58 A7 2 =gt 5LE Bl Eo] obd - gt

stfian ],
CisCcoO
cues_bg.jpg 1260 x 1024
E g o] Eo]o}-%, Advanced(2L) & 2 About(% 1) th 3} A=Al w74 o] ]| JPEG

ol A7} S A gom s YT A 4] o] v] A & AL§3HH Bo] LMo
A g,

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



AnyConnect Z2}o] o1

E QAR LIr g AR A W @A 8}

Windows-§ AnyConnect o}-o] & 3! =31 B

Manager”} 174 F<1 7 ) 7kl A3 5 S 3 A Sh= transition_1.ico 2 transition 3.ico
o} A FAH = Al 2H Edo] ofo] &, 37| ofo] 2 gt o] AL TAIEH
oM L8O ® v ER = oo ofo]F o = YEd YT

Windows A %] ol] ¢l 9} o] & 2 Mg o A] =7]
(214, Lx H)
2 52

eITor.ico 16x 16

st o] o] 744 8.4 Q1 Aztek e /U B A - o] & ARSI Al el | ICO

A28 E o] ofo] 2

A7)= 24T T S Y

neutral.ico 16x 16

SHolAE 743 847 SvtEA A S Y-S UE = Al 2| Eo] ofo] & ICO

7= 24T 5 JdsUd

(3

transition_1.ico 16x 16

S o] o] SFelo| A E 1A @ A7F AE(of: VPNo| 2 5 o] A} Network Access | ICO

Manager”} 174 51 7 -5-) kol M8k 515 A 8F+= transition_2.ico 2 transition_3.ico

&} A FAH = A28 Ego] ofo] & 3709 ofo] & ufdo] AL FAHH ¢

ol 4] 0 230 2 npe =5 & shpe] ofo] 2o 2 ekt

A7 24T sy

F3)

transition_2.ico 16x 16

St o] Afo] FEfol A E FA] @ A7 AFE| (ol VPNO] A F o] A Network Access | [CO

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z&}o] 1

=

WA T2 AR A % A3

Linux-£- AnyConnect ©}o] 2 2 2 11

Windows 2 %] ol] ¢l 9} o] & 2 Mg o A] =7]
(214, Lx H)
55
transition_3.ico 16x 16
St o] Afe] FEfol A E FA] @ A7 AFE| (ol VPNO] 917 F o] A Network Access | [CO
Manager”} 172 F <1 7 -§-) 1toll 8 5 91& 3£ A 5+ transition_1.ico 2! transition_2.ico
o} A A = Al 2|l E|o] ofo] &, 37 9] ofo] & o] AL A FA T &
Ho| A 0. 2% 0 2 vl EF 1 shite] ofe] 2o e T,
ENEEES L Eat =
@
vpn_connected.ico 16x 16
VPNe| AZA 355 Ve = Al 28] Eo] ofo] & ICO
A7e 24T 5 sy
Linux-& AnyConnect ©}o] < % 211
Linux§ 5.2 5helo] th& 91316l Qlguiet.
/opt/cisco/anyconnect/pixmaps/
o1 ol WA F Qe Y D S e ZefoldE GUI o] YA H o] gt
Linux 22 =] ol] 3= 9} o] & 5L A olw| A 7]
(=44, LxH)
F
company-logo.png 142 x 92
AFEA} QU F o] 220] 7t Blol) vhehs 7)) 21 PNG
AnyConnect 3.0 0] Aol A= 62 x 332 A B T} & PNG ©| 1| A & A&t}

CI5CO

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



AnyConnect Z2}o] o1

E QAR LIr g AR A W @A 8}

Linux-&- AnyConnect ©}o] & 2 211 .

Linux A 3] of] 3l= 914 o] & 3 A ojmA| =7]
(214, Lx H)
RS

cvc-about.png 16x 16

About(7d H) 5ol YER = ofo] 2 PNG

=

cve-connect.png 16x 16

Connect($14) & & 2 Connect(1Z) B ol UEI = oo] 2 PNG

cve-disconnect.png 16x 16

Disconnect(1 2 =7]) HE ol YEh}= ofo] & PNG

v,

a

cve-info.png l6x 16

Statistics(%& 7)) ¥ oll e = ool 2 PNG

systray connected.png 16x 16

ZebolAET A4 v EAH = Ego] ofo] 2 PNG

systray notconnected.png 16x 16

ZelolAEs} AAE| A BS u) FAI5E Edo] ofo] 2 PNG

s

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect S 20| A E 9 dx] X2 73 A2} A4 2 H X3}

[ | Mac 0S X-& AnyConnect o}o] & 2 &1

Linux 23]l 8= 9kl o] F 3L A ™ ojn A A7]
(214, LxH)
ERR

systray_disconnecting.png 16x 16

FeholAES ddo] B4 W 3415 = Edo] ofo] & PNG

H

systray _quarantined.png 16x 16
Sl AETF AL =& W A 5= Edo] ofo] & PNG

®

systray_reconnecting.png l6x 16

SetelAETF ThA] 148 v FA 5= Edo] ofo] & PNG

i

vpnui48.png 48 x 48
)8 =g ofo] PNG

7‘9.

Mac 0S X-& AnyConnect ©}°| & % Z 11

0S X & RE A& thg 97 A
/Cisco AnyConnect Secure Mobility Client/Contents/Resources

g EolE WAF 5 Y T R GFS W FeboldE GUI Yol 1t

e
)
)
%2,
o
iy
0

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



AnyConnect Z2}o] A E L A x| =2 70 AL8-2} x4 2 & %3}

AnyConnect S 2}0| U E T d 3l A W P2

AnyConnect S 2101 E @ yld A H 2= .

Mac 08 X A ol 8= 9 o] 5 5L A4 ojn | 27|
(214, Lx H)

bubble.png 142 x 92
ZefoldEe] AATAY AAS B2 ) e 9y FA PNG
logo.png 50x 33

o 2% g AP e 7|1 see] e 231 ofo] & PNG

il I L F] l bi

CISCO

vpngui.icns 128 x 128

RE olo] & AMH| ~(ET, A E 2 31 5o AR5 & Mac OS X ofo] & 1714 3 | ICNS

Al
al

o
Mac OS X 7 Hj o}o] 16x 16

PNG

Q

AnyConnect AF-§-AHl| Al =38 Al-33F 2 H Alo] Eof g gk x| Ho] gk L2 3-S5 A4 shar
Adaptive Security Appliance®l] =3} Al & AF-82F7} AnyConnectl] 9172 & wl] AnyConnect= ©] =
2% 3491 % U482 = ko] AnyConneet A& A SLE] H0] 220l 4] 87 obo] 28 T A LT ALE 1
7} gk ofo] 28 2l et Bl A o A Tz 9helo] o v} PDFe} HTML 7+ o] 2] 9]
=

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Ze}o] A E 2 M%) T2 el Al g2 A4 2 &3} |

" BEESTIEETETE

2%

@71 0] 5] help AnyConnect.html? HTML 3} -& A4 314 Al

@712 ASDMoI 4] Configuration(--%J) > Remote Access VPN(] 2 28 4| 2 VPN) > Network (Client) Access(H|
EQAE oA E) N A 2) > AnyConnect Customization/Localization(AnyConnect A}-8-2} 2] /&
A3} > Binary(°] 1 9t ) = o] F gt}

@73 help_AnyConnect.xxx 3+ Y-S 714 5 Ut} A Q4 5] = & 2412 PDF, HTML, HTM % MHT Yt}

A4 PCol A AnyConnectE & 2] 2 37 Adaptive Security Applicance®l] 12 &Yttt T2 v} o] Sgfo|A
E pCol 2 =H Yt}
L3 ofo]Zo] Ul A& 0 2 F7FE A =4] el sf o Frt.

GAS BepeAoA EE dS dHH B ofo] &8 S Y Th

EF g ofolZo]l BElbA] o = v Y E e S A Y slo] AnyConnect Thi-Z U ol 4] o] =&t

e AT F YA FAT

A o] F 9 “help " F-Eo] b2 oA AAHER £Q AAEZ v o] o g E oA
AnyConnect.html< <13 oF gH o,

* Windows — C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\Help

*Mac OS X — /opt/cisco/anyconnect/help

SAYE Y R E

AnyConnectE &3] th& o] HIE7} WAst= 49 2T HES thE 2= 2 A8 - dFHth
- 5ot o] Zeto|AxE ALgato] A Zeto] AE VPN Al A4 Al 39 o] & A A} B aste
2 OnConnect 2P EZ o] o|HlEo| A Eg Asl= 2T HUEES 23}
« Hek o] ZEhol A F ARE-Ste] E2to] A E VPN A4 &l A] A 2 AT g estn e
OnDisconnect 2~ HE & o] o|HlEo| X Eg]Adl= 23

B
N1
2
ol il

lm
i

A28l = U ES A 7] of| A Al 2He Al E8fo] A E VPN Al 9] A7 o A OnConnect =T HE
(ZAHE APES 98 axdo] FH AT 7)) E ETASHAIRE U E A T o] F A5 <]
VPN A A 9] Aled 2 Aol = OnConnect 2T HE7F EE] A E % 5T

o] 715G AFREtE WAl S BolF e W bR o = vhea) 5yt
* VPN 912 A] 215 A3 A 2 312] 7]
VPN A2 A Y EQ T =gfo]H 3 @ A4S #2 5 vff FHAi
e}

s VPN 94 Al Au] 20 202 W AAS EZe 5T 2

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
| 62 | [




AnyConnect Z2}o] o1

E QAR LIr g AR A W @A 8}

%

AnyConnect™= WebLaunch % 59 A& A2+ T A 2 = 2T HEES A AFH T

ol gt A el M= 2AHES HAESH] 918 i I=EJNES BHF Pl M 2IHES A R
A WS AFE A G glokar 7hg o

=

o
Kl

AnyConnect 2X E 9o} &R = Ao Eo A W 71X o] A HE o A& A Fsly o] & HES
R ekl s dﬂZﬂFJrL g 719t o] dAlES Al Bas 24 HAFH 8108 5
O}X] gom yEYA 4 /‘}*0“7(} S gl ARERF XA 5] eF o AFR-E THs A o] AL gl
FUTH Cisco oAl 2T HE = 02 A4 23 HEE A Y84 &5yh

23HY 871 4 3
2~ HE g3t} 27 2 kA o 72 s oF gyt
« A5 = 23T HE 4= — AnyConnecti= 217} 3F1}2] OnConnect % OnDisconnect 2~ = H E T 2]
AR o] B3t AT HE L= th 2 AT HEES A2 4=l H YT
« 3¢ 3 2] — AnyConnecti= 3}¢ ©] 5 2 OnConnect % onDisconnect 2~ HE S 2H 3t}
- Bl of] A OiO] o] & o] OnConnect ®=+ OnDisconnect® A| 2+l - d & 74 At o}

AFAE A A6l A AR 23 HEV AU sf4 | 23 Y E(o]: VBS, Perl 1= Bash)

= 09 59l % AT

Ry
C2IYE olo] — FeholAEE AAYES E4F o2 FHINES e Yahx) 24w e
OQIE FFH AT 2AYES AYT 5 o= f e Aol ol Bagich uhebA Feh
NANEN ~AHYEG AT AG, o] 2AYES BN AT 5= ook Tk,

Windows H.QF 34 ol A] 22 HE A $F — Microsoft Windows©ll 4] AnyConnect= A}F-8-2}7}
Windows®l| 2 123}31 VPN A& AA g o] & ~ I HEE A 2MRE & = Q) F U ) whefbA], A
£} wol 8749] Aol ol el ~A R o] 48 2AREL A8 55 Aol 2
= s ARt 3 4 25Ut AnyConnect™ Windowsol| A 2T HE A& Fofl emd &S &=
At webA] H2EL 0 2 bat Lol A HIAA S HAISH] 98l ~2AHEE AP 2Hs
84 gk

S2YE B — |02 Bl SN STYEE A g SAYEE 3
Js}sle ™ AnyConnect 3 2 3} €1 EnableScripting "l 7 1 4~& AF&-3 Ut} o] ¢ S fo]
EE 2a9EZ D88k 54Ut

ZEo|AE GUI T8 — FEo|AE GUI T8 A VPN Al o] HEEA] FH 52| &= ¢
OnDisconnect 2T HE 7} Al £ 8 Fof A},

lo
&

641] E Windowsol| 4] =~ HE 2 ?_53 —AnyConnect F}o] A E= 324 E o Z ] Aol A d Yt}
641 E Windows B] A of| A 4 ﬁg 739, cmd.exed] 324 E B A& AF&SU o)
32H] E cmd.exeol = 647 E cmd.exe’} A Hot= A HHo] glom g XA X =S 2
FotAY Bt oz A X A5 A LT uf dF AT HEA Ado] T4 4 JJHFY T
o] Z 59 64H] E cmd.exel Al AU = msg ™ H 2 Windows 72] 32H] E B H (% WINDIR% \
SysWOWG640l| X 7 Aol X = 1ot %] &F& 4~ dHFYth
wEk 2T HEE A4 3 of 324 E emd.exell A A L3k

rlr
ol
ol
tio
>
ofo
_0|L

>,
>
to

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect S 20| A E 9 dx] X2 73 A2} A4 2 H X3}

=G AA NN 2AHES AL Bl AEFYT 2 HEES UjoJE| B & A4 2] g+ 3

2~ O X

o A A= A &et 5 9l 7 -F- AnyConnect’= At =2 A 83 5= glE U o

23}

2
[>
¥
i)
ful
[ o

(RUBNRU)
i)
v
dlo
=2
>

Ay A
5 o]%] 9 = ASAY) 714 = ASDMS A& §H T
Network (Client) Access(H] E 9] A (2 2}o] 9 E) 9 4 22) > AnyConnect

Customization/Localization(AnyConnect AF-8-2} X] A /& %] }) > Script(= T H E)Z o] 5 &Lt}

ASDM B A 6.3 o] AH-& Ab-&31= 7 9-, ASAE Y o] Eofl H5F A} scripts. 2 5 5AF OnConnect
E3= OnDisconnectE F716H0] 9t & AAHER RIGFUT Sefo|dEVF AZ HH KBl o
Fetold e A4 AFE = AEd g HE e 2AHES v = =81l scripts_
A S Al A 8 OnConnect %+ OnDisconnect 5 FAFE T 2 FUT o & 5] 23 HE
myscript.batE 7H4] & ¥ 2~ E <= scripts_OnConnect_myscript.bat® K.QF o] Z2}o] &l 0] 1}
Ebd Yt 94 HFE A A= 223 HE 7} OnConnect_myscript.bat 2 L EFE L T},

6.3 o170 9] ASDM= AHE-8h= A7, v A A s 23 HES 7FA 9ok st
o scripts_OnConnect

o scripts_OnDisconnect

~AYES Ao R Aasteld RE ASAS TSt TUE 2 HEES vl oh
2AYES FRHAY BAG FS ol MA% FAT oS AHE5 I AR A7
T gl E ASAY] WA 2APES FFFUE AR AR A28 2AHE

AT o] B oz ~APES PolZ o,

B elo] = A E Qo] uj EE A] 2B S AL-8-5}e] VPN A= ¥R Eo] AFHEES 50 2
3o
ol W& AFESl= A 9ol 2AHE 7Y o] F HFAME A Y T

o OnConnect

o OnDisconnect

ge tueee 2a8ES 425,

F6:2F 2AHE YA
0s Y ey
Microsoft Windows %ALLUSERSPROFILE%\Cisco\Cisco AnyConnect Secure Mobility

Client\Script

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0




|  AnyConnect Zeto]AE 2 M) T2 R ALEA A H 2 A=) 5}

23 HE S 94l AnyConnect = 2312 -4 .

0s EEL

Linux /opt/cisco/anyconnect

(Linux | 4] AFE-2}, 1
= 2 71E 9o g

e AR A

Mac OS X /opt/cisco/anyconnect/script

23 Y8 S 93 AnyConnect 3£ = 1} -4

%

(RUBNRY)
)

43}

VPN Z 23 H 7|5 431 &4 &)l A Preferences(Part 2)(373 A 425

Enable Scripting(=T 3% €43h & A HAI . SO|AEE VPN AA S A4 == A4 E7]
g ~AHES A ZFYr

A}-8-2}7}F On Connect 2 OnDisconnect 2~ HE A 3 & &-A] 3} = 1| &4 3} 51 == 4 A 5} A User
Controllable(A}-8-2} Al o] 7}5)S 8ot

U2 24 HE 7ls o|HER d3to] BASH= A A8 T 2AHE Z2NAE FRIET &
tfo] A E & &4 315l H Terminate Script On Next Event(U2- ¢|HIE A 2T HE F7)E A
Syt o E & EE}O] AE t VPN A4 O] 59 4% 23 52 OnConnectE ¥ 53} AnyConnect
7} A VPN Al A2 A Ash= 7% A 38 21 OnDisconnect 223 HE & £ 3 3-Y T}, Microsoft Windows
of| A Ze}o] ﬂE": On Connect =+ OnDisconnect 2= HE 7} A2 gE A~ HE &} 8l G 2~ HE 9]
39 AT HEE B5F 283t Mac OS 2 Linux©l| 4] = Z&}o] 9 E 7} On Connect =+ OnDisconnect
2AYHERFFREH 319 2AHEE FRHA EFUTH

SBL®] VPN AlA & AA 3= 79 S 8Fo] A E7} On Connect =2 HE & A 45} % 312 Enable
Post SBL On Connect Script(A}-$- SBL On Connect == E 24 sh)&E A &gy D}

o
k1

A}

SeholJE 2233 VPN A EXRIER 2 =t ASA 15 A ol S¢te]<d

r
lu
(K
i

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Ze}o] A E 2 M%) T2 el Al g2 A4 2 &3} |

[>
H
jult
(m
Hd
By
:?L_',
i)

\;_]'711 1 ﬂ% oﬂ OnConnect _J__\_ OnDisconnect T/‘]' O] = O] %EX] Q’n_ H 170,
Rl 2t e AR e d 2AHE YA S BAFY
ﬂﬂﬂ*ﬂaEEN%ﬂi“ﬂoﬂﬂﬂﬂEﬂmﬁﬂﬂH*

[t
m)
O:
et |
¥
>£
>
L
ﬂ
[
lil
Tl
{m
N
N
EL
o ™
o,
é
_>.:
Z
o,
i ©
ﬁ
O{’f
rlr
o,
o
L
>
)
o ok
>
i} W

)
N
_ =

GA3 VPNRIE=EXQIES ATHE ‘1] E“EE] Oﬂ OnConnect /\EL%]EQ} OnDisconnect 2~ HE 7}
ARE QL =A] gRlsH Al 2. Zeto] AE7F ASAC Al OnConnect =T HE & ThZ =3 § o}
oA Tt 7Y o] & HP AL AbREFe] T A OnConnect =T HE S the 2 =éb= 49, 2t

AEE= Yol= AaHES AdstA & = dH5Ut A3 HE A&7} 270 0] OnConnect B

OnDisconnect >~ HEE L5111 ’\i%Eg W E317] Y3 ASAS AL&5lE= A, 2AEHE 19
Eg9 ZEl=E A A VPN Al S thA] A3 . AT HE ﬁiﬂ 27H ©]42] OnConnect
W+ OnDisconnect 2T HEE i?}oh_ TE5 M E RS AFESAL Y A, 94 e AT HE

S A7 8k VPN Al S oA A s Al Q.

i
Oa\(
=2 e

B4 £ AAT Linxdl 49 2LHE 49 Aol APsES G0l YA FAsHAIA 2
WA5 FeboldE mastele] B4 sk 2P o] YA HAA A L.

AnyConnect API = A}-8 2} 2] A o =] Alo] A 24 & vl i
Windows, Linux % Mac 3 37 B & AF-8-3}= 7 9, AnyConnect API= 2 8] 7153k 31 - UI(User Interface:
AREAE QTE o] )5 7Ndet 4= 915U T AnyConnect ©] %1 3} & 1A &kof UIE ¥l E 3 U
U Foll= vh8 &9 AAE SeholdE A8 3k o 9tdd o] Fo] ¥ o] AFH

Feho]AdE 08 ko] A E GUI el E ol
Windows vpnui.exe vpncli.exe

Linux vpnui vpn

Mac ASA Hl o A A H A FFU T :LEiLP vpn

Altiris 9] o] A E o} 7Z+& v} 2 Wl & A}&-31o
Zd}o] A E GUIE WA Mac® 0.7 213
sl x5 A

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0




|  AnyConnect Ze}olel

E QAR LIr g AR A W @A 8}

ISE 1] 3-8 AnyConnect A}-&-2} x| 4 2 & %] 3} 5=1] B

A% A

* Adaptive Security Appliance®l] 4] ¢ Hl©] EH AnyConnect 2X E 9o & w32 & 4= §l5 Ut}
Adaptive Security Appliance®l] AnyConnect 3 7] %] 2] ¢ d]o] EH ¥ A S vl X] 5} 'H AnyConnect =
gho] AE= A2 XA ULE WA et QU0 EE ThE 2 =d Utk AFEA A1 S2foldE
2 7 AnyConnect 4~ E 9 o] -9 & #2] 8l oF 3FU v} ASDM= A8} AnyConnect 2
OJAEE wAsH7] flal o]zl }d-& ARET = UARE o] Wi 7] 52 AREA A4 off E] A
o] & AFE-3h= -5 A E A FHFU T

* §] Bk B Network Access Managers Wl XL 3}+= 7 9-, Cisco AnyConnect Secure Mobility Client
GUIE AHE-3H A L.

P28 A Aol A5 e

ISE vl 32 -2 AnyConnect A}-8-2} | 4 & & %] 3} 4]

AnyConnect & %] 3} H & 1]

AnyConnect & 4] 3} 52 AnyConnect & #| 3}ol] Al&5] = WSl Hlo] & ol P 3] x 2 738 wig
9} S 8l zip L AU T o] zip 3L S ISEQ] AnyConnectE AFE-Z1o A vl L3} = d] A8 5]
= ISE AnyConnect 2] 4222 AF-J Ut} o] zip 3L o] 8l == o] Axjel A ] 2 AnyConnect

Hj 32 of| A %] 3l= Qlofel mhe} A o] g U Tk

Al ZFet7] Aol

ISE+ AnyConnect @ =] 8} HE A 3L H o]zl {3 o] &o] a3t} gettextoll & 573 o] A}
SE = YU X2RE poFA WA AlFEo| A ALEE = A A E o] mo F A S 2 79 3 &4 o]

AF Yt 32 gettext = msgfmtol] A <=3 L T} http://www.gnu.org/software/gettext/oll A Gettext
FTEHHHE 26kl w8 24 A5 (A AFEA ZSFE A 9))oll GettextE A 2] 814 Al Q..

43}

AnyConnect B 225 53l AF-&-5 = H 3 H o] & 3L S 7HA ¢ &l Al L.

a) www.cisco.com?] Cisco AnyConnect Secure Mobility Client 223 E ] o] Th-& 2 & 5] o] 2] o] 4]
AnyConnect-Localization- (release).zip 34& b2 E310] of 4 Al L.
zip U2 Ciscool| Al Al &3l B do] HA S 98k *po U S x&atar AU T

b) (A8 ALE}) AR} 8H7 o] BEA] AFE-A} A A A A g vhE W3 | o] & 11 (*.po 3=
AAAA .

) gettext HIA1A] 9 AuAd Y & A Bsto] th53t o] ARE T ZF *po Aol A *mo LS A
gt A L.

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Ze}o] A E 2 M%) T2 el Al g2 A4 2 &3} |

B AnyConnect @45 M= Fn)

A 2

msgfmt -o AnyConnect.mo AnyConnect.po
AnyConnect Hl £ & &3l AF-8-5 = M & o] & 3 & 2384 A 9.
@) 27 AFE ] 2] Gl 110n0] ek U H =L S YA S
b) 110n ofefoll £33 7 dojo] e RS st o] A= o]
oJ(FNrhel 4 fr-ch® AR F )
g g Hol =& A A8 olFol A tH R FAHA L.
=

Helke) P g3 fAH T oh e Fael Al o)), 3l Helo] B ofo] o)t
H O 3z 0]

il
o

SEERRES

US|

110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\Jja\AnyConnect.mo

(Windows 7-&) AnyConnect H| 325 &3l AF-8-5 = W3 H o] & 3} S 714 of FH] 814 Al L.
a) www.cisco.com?] Cisco AnyConnect Secure Mobility Client 2~ E 9o T} 2 = H| o] 2] o] A] uj| 3£
of 48=&= Ao A3t MY 3Y-S XS zip FY S ThER2ESH] oAl L.
zip ¥ ©]E5 2 anyconnect-win- (release)-web-deploy-k9-lang.zip &
anyconnect-gina-win- (release)-web-deploy-k9-lang.zip 2 & XA FH Lt}
Fa Ao X5} gpd o] W2 ARE2F] B ol A AF-E-¥ AnyConnect] W 2} A %] & of &
YUt} AnyConnect®] H A B A 0 2 g ago| =8 49 &% 3} oA AFR5 = 210
AA s} g = e o7 g ol =sfof .
b) AR&2} EHA ol SEA] AFE-2F A A3 A Y A g Q1o] F A8 WY mhd S A AEHA A L.
(Windows 71-&) AnyConnect H] 325 &3l AF-8-5 = Q1o] AA| 3} 9t & 234 L.
a) 24 HFE o F2 A 94 mstte g EZE YA L.
b) mst ofg el E3he 7} dojo] tE B E st o] =R o5& A A Al L.
o & 5o T2 Tth e 49 fr-ch®E A B FH
©) X3 7} dof AR 3} S HE3 A o] Fol AAE fAE o FAHAIL.
He e e v AR o
110n\fr-ch\AnyConnect.mo
\he\AnyConnect .mo
\ja\AnyConnect.mo
mst\fr-ch\AnyConnect fr-ca.mst

\he\AnyConnect he.mst
\ja\AnyConnect ja.mst

TE 4 FUALE LS A A EY FEE 900 o] 5o ()
AnyConnect-Localization-Bundle- (release) .zip)® 45319 AnyConnect @43t HE
& AN

bl & 2
AnyConnect & 4] 3} H 53 A& =}l Al AnyConnectE ¥l 3 3}+= ©] A} %] = ISE AnyConnect 2] A2
o] AR A ISEe] PR =S A L.

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 68 | [



| AnyConnect Zelo] 1 E 2 4% T2 3 AL} A 2 # A 5}

AnyConnect AF-8-2} X 4 W& 4] .

AnyConnect A}-8- 2} x| A W& 4|

AnyConnect AF-8-2}F 2| A HE-2 AF-8-2}F 2| A AnyConnect GUI 2] A~ 2x, AF&A} A4 =52 91¢ ) VPN
2AHE DX L2 03 WY S ST zip 3L YU o] zip 3L -2 ISE2] AnyConnectE A&
ko Al v XL 3}+= d] AF-8-% <= ISE AnyConnect 2] 2229 ARAYTh 53 22 g e +x27}
LRI

M H .

win\resource\
\binary
\transform
mac-intel\resource
\binary
\transform

PAR-I A 243 AnyConnect T4 2.4 TS 729] Windows 2 Mac OS X Z #H3& 9] resource,
binary ¥ transform 39 Y Eg | X35 o Q5T
* Z} resource 3] YA EZ o= T A F gk BE A2} XA AnyConnect GUI T4
[A47FEFE ASFHTH
o] Y arE A S H AnyConnect GUIOY W) 3k AF&2| 217 ool Z & 231 A4, 53 H| o] A]
o &S xRN L
*Z}pinary 3t A Eg o= |l EHE0l ek A2 A4 B8 31 9 VPN 2 HE
7} 23 o dFH T
* AnyConnect =&
=, 61 Foj Ao &S F

=z
* VPN AT HEE A5l H A~

i
(m
JN
Z:
s
=
l-L
N
[\]
é
L
=
ofo
tlo
i
BN
)
il
>
fo

* 7} transform 39 A EZd &= dld S Fol vk A x| 213 o] ELgHE o] QlHY
o}
o Windows AF-8-2F %] A X 22 151 AE & AAste ™ A X 52 4 (Windows), 38 |
o] A o] Y &-5 FE3A L.
&S A A5 ACTransforms.xmlS AF-88}] Mac OS Xl 4]
A

°Mac OS X x| ~ 21 X=X
9, 440014 o 8- AEAA &

ER
AR 229 5 AR A

A 73k 7] Aol

AnyConnect AF-8-2F A HES £H|8H7] Aol B8k e AREAF XA 74 848 A Al L.

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2~ 4.0
|



AnyConnect Z&}0] A E 2 x| Tz a2 A8 A} A4 2 dAXg |

. AnyConnect A}-82} X 4 W& 4]

a3

BA1 =4 ARE A Gl 4HE QaEY TRE BEAAL

GAl2 7 ZHE ] AFEAF XA AnyConnect GUI 3 & AF-8-3}9] resources U HED S A4 Q. &
Qo] o] Fol % QA A4 ¥|o] 93 okol et 2asl Ade 27)2 Hlo] YA SHeIFHA
o

GA3 AFERF A A nelp AnyConnect html 39S A28} binary HHEZE A --HA L.

A4 VPN onConnect % OnDisconnect /\ELE] E A 3 E5l= F7 2T HEE AFESY] binary U
S EEERERPPS

GA5 ZHEH Az 22 W HE L ALL31Y transform U EYE A AL

A6 AT UF TEHBHEHE ARSI Y HEEY S 25 A E3 o] 59 jJr‘?—i(oﬂ:
AnyConnect-Customization-Bundle.zip)® $%3}9] AnyConnect AF-8-AF 2] HES A4

ol
ol
>

Al S

ohgroll 3 2
AnyConnect AF-82} A A H 55 AF-&A}oll A] AnyConnectZS Bl 3} ©l] A5 <= ISE AnyConnect 2]
=0 AR 2 A ISEC] == A L.

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 70| [



cEesd BY7] A, 71 o)A
c = a9Y mase Bgsl, 72 Al

 AnyConnect VPN Z 23}, 75 3 o] ]

+ AnyConnect =7 4], 90 | o]#]

R HYT] H

Cisco AnyConnect Secure Mobility Client 2~ E ¢j|o 3} 7] X o] = & £
7} 2350} 2021t} ASAS] AnyConnect Z&}0] Q1 E o]n] x| & 2 =38 uj ASDM°1 Rk A
715 @43tg U 24 e FUA 9 SYoRE 220 S JRES F ST

o] 2] AnyConnect 3| 7] A & Z =38} 7 9- ASDM+ 7HE & <29] AnyConnect 3 7] 2] o] 4] S0l A E
T2ue HH7) 2 B4 §}qu1—,} ol2] 3k A WAL Eaf HY 7l 2=% H A AnyConnect 2 ©]
A SdtolAEq tigt 75 & A YT

Windowsol| Al A8 5= =59 Ad3d 229 A7 = lFUT

B BEEEE:EFY

[e)
RN
3
=

AnyConnect 3~ = 3} &

* AnyConnect VPN XZ 2 3}¢] - 75 7] o] %]

* AnyConnect =7 3, 90 7| o] |

* Network Access Manager >~ 23} 155 7] o] ]
« ISE Posture 2 & 7<) 3 7], 193 7] 4|

« AREA QL ) Bk -4, 196 # o] A

s 7 7 = A, 226 0]

Cisco AnyConnect Secure Mobility Client ¥}2] <} 23 4], 2 2] 2~ 4.0
|



AnyConnect Z =5+l A7 7] |

B Asomel A A =25 7}

ASDMol| A Al 22 3}] F=7}
A

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0

oy
k1

232 AnyConnect?] IH-2 A= Eo A #ejx} Ho] o= F4 & 2

Hol o ug AR UEY T L2 A S e FA7FAEE 5= A AA Qoi ANFEUTH ZE
g HATE AL 51 St ol At L2 utY & WA A A ]3 AnyConnect®l] = ASDM 2]
dH-olm = 2P F Windows L= 1H 02 T2 ARV 7F E3HE o FY T

ASDMO A M 28 Sefo]HE T 231U & ASA F713teH &S =33l 4 A 2.

43}

ASDMS- & 31 Configuration(1-%J) > Remote Access VPN(! 2 9 42~ VPN) > Network (Client)
Access(U E9 A (Z2Fo] A E) A A ~) > AnyConnect Client Profile(AnyConnect = 2}0] 1 E 3 2 3}

o) A g ok

Add(F7HE S8 L.

T2 olgS YEdyTt

T2 AME EFRTRE S50 T2 d S A F i RES A9y

s 2 51 §1%] B =of A] Browse Flash(Z 2] A] 2tol1.7])E 283131 ASAS A XML 2ol o & %

=<
A 39l A28 A e G T B AL,
Y QY 071 S Aol 2ol & A # S ol 2 shel 4 o] S A3kl W Upload (%

i

ASDMeN A Z 231 HF 7] 9ol Windows& X231 A7) 5 A3y HAS AL = )

FUT SEolAEE AL w2 A9 51 Ay 29k dR 7 E AFESHA /\]"Q“XV} AXE
glo} el Al =8-S AR S 74“15101] HHI;}L VPN AH| A~ H e} RES o2 Ta2udS A4
o

2O F7EE AAE ALY 5 A3 Cisco AnyConnect X 231 HH 7| A A& 443}
7} VPN, Network Access Manager, E"J’, 3178 733 9=l ' 1= ISE Posture T2 31U HA V=

AAE = dF YT

e



AnyConnect = 2 3}

B4

(OB

(RUBNA)

)

=

=

B
w

=3 2133 AnyConnect == 1% A3 7] A1 X

eJava— JRE 1.6.98] A T2
Zuxd F A5

Y

Zka

ol At A7)

%g
pse)
Ao

JRE 1.6
SA7F N

0::1

A7) AA A A0 2 AARA ek A}

c Al E = G A — o] o=l
ol A QGE%WE}.
ol

AL Beh A — o o Fel Aol MY Eg
ek e Hebg Aol A B2k ek o,

« I st = =eto] H ¥k — Cisco AnyConnect 2 &2 9} 1 3 7] off &2 A o] Ad ol = 51| 7}uto]
neke] sh= =efo] B gr7ho] @ hUth JRE 1.691 5= 100 7o) E mj gke] sh= =efo] B

7ho] W gy,

AA Aol SEeld
o Au =
Ep
31A] ¢

A2 Windows 79 4] | 22 E & %) 54t} MSITF Windows

AN

< 2 Firefox 9} Internet Explorerol] 4] A] 5

—

E
3L
o

O,

E GUIY| B AFEA} Al o] 7hs A A o] A H =5 VPN Z231Y

=0 ASAE ¥ gtafof Ut T2yt do] gl T AE o ?_ FQDN 3= ASA 5
7VebA] @2 75, HE 7} o] Al Aol A8 A °‘*Ht‘r o & AFA A& A
A=A 7} 71E 3 A= A 3HA| 9 8 L2 3o E*E O 7 ASAE F7}

o= A%, %A AR EA T

= 433 AnyConnect 2 = 1} A 7] A A]

59 2838 AnyConnect 23+ 3 3] 7] = AnyConnect ISO 2 .pkg 3} 3} = H = 2 Windows 2! &}
A(exe)Z W2 M b5 22 WH 1A S 7HA] 3L JdF U T

anyconnect-profileeditor-win-&lt;version&gt;-k9.exe

3}

0
>,
>,

Cisco.com®| A anyconnect-profileeditor-win-<version>-k9.exeS &2 E3S
A x| npHALES A 85 M anyconnect-profileeditor-win-<version>-k9.exes
25 A A S

A2 3l ol A Next(HH) & &
Choose Setup Type(2 %] 3 A
o

* Typical(¥ ¥F) — Network Access Manager 2= 3} A 1 7] 7k X5 0 &2 A %] g o,

* Custom(A}-8-2} %] ) — ISE Posture, Network Access Manager *~ & 3} ¢
d AR 7], 1A A v 29 HH 7] 9 VPN 2239k A3 7]
@3k 4= syt

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

i
)
1
o2,
oft
[
fru
i
e
i
11LJ
mlm
g_
2

iy
i)

o
l H
fru
1
e
-
ox

* Complete(*d ) — ISE Posture, Network Access Manager 23} HZ 7] 9 HoF X 2u}¢l H
A7), nA A vy Z25ed | 7] 2 VPN 220kl ARV E AHs o X P

A5 o] A Aol A Typical(Y W) T Complete(d A) S 283 7
9. o] A TAo A Custom(AHE-AF 2| A)S Fe 3k A$ A=) et
-5 &9 331 Will be installed on local hard drive(Z2Z 3l= =g}o]| B o A 1 = /ﬂ 0}74 L]- Entire

Feature will be unavailable(2.E 7] 53 AFHE-S = 9152 S8t 5P A3 229 HR 7|7}

A2 5 A 2 3414 S Next(TH2) S F2l 514 Al 2

Ready to Install(X] 2] =H] ¢+5) 3} o]l A Install(X 2)) & 2] 314 A 2.

Finish("} ) S S8 314 A Q..

o
)
-~

« = A 38 AnyConnect T2 3} H 3 7]:=C:\Program Files\Cisco\Cisco AnyConnect
Tkl JR7] e Ego] AA gy

« Start(*] 2}) > All Programs(=. & > 2 713%) > Cisco > Cisco AnyConnect Profile Editor(Cisco
AnyConnect 3 2 712 7] 7])2 Mgk }-& 319] v 7ol A A& 8 = A a)d 2wl A3
715 EY3tA e st el AX | Aee 220 HF 7)o vE 717] ofo] & F 95k
VPN, Network Access Manager, ISE Posture 2 ] K. > 2 ule] H 7] &5 A e 4= 9l HF T}

GA1 v shA ] bR 717) ofo] & ¥l Z 2] 8 Start(A 2D > All Programs(J«
Cisco > Cisco AnyConnect Profile Editor(Cisco AnyConnect =~ =3 HY] 7)) &
ol A ot TR 9IS AEste] Aot T2 A7 E At AL

A2 File(¥Y) > Open(27))S A &tal A sl = Seto|AE T2 31 XML 39 -5 & 35H4 A 2.
A=z 9 5oty ke 71&—4 ZeoldE T2 9 dS VPN 28 tE 7|5 229 A%
AL-g-sle] defal A =8 7 9-, Schema Validation failed(Z=7] 7} 4 % 2 3]) W A| X
Sg 543 % g U

u‘r‘ F[H
(&
Hil
N
El_‘:/”:
\

E
==
S~
i,
(Kl
H

ATE TR7E 2 220 AR A= 2 270 A 22 S| AdE T2 98 g ste L
AE A, SEfo]AE L2l wpx|afo 2 54 ¥ Aglo] A Y
GA3 Z 23S WS File(3Y) > Save(AH)E A Elsto] M7 ALES A A4 Al Q..

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 74 [



I AnyConnect = 2 3} #H 3] 7]

AnyConnect VPN > 2 3} .

AnyConnect VPN Z = 3} &

Cisco AnyConnect Secure Mobility Client 7] AnyConnect >~ 2 3} o] 4| & 3l LT}, o] Z 2 3}
ol = o] Feto]AE VPN 753 A4 ]1 E2fo] A E B <l Network Access Manager, ISE
Posture, 3278 7 & 3] =ul 2 g1 W Qtof] tfj gk 414 A A o] EghE o] 9l5 1tk ASAT AnyConnect A
A 2 Ol E A ZESAS wj 2T AR A ZE9A S AelstAY AT 5 gl H
TLE AnyConnect AF-&A}9} 15 A RS- 7|HE O & dli= ALE-A}ol| Al A o2 2wl S wl E 3]
el ASA == ISES A = JFUth 9wt o 2 Al-g 2= A 219 7} AnyConnect 258 2] ¢
o T2 S Wikl lFUTh B9 whel 7 Ul o] 4] VPN Z2 5l & AT d F U5
Ut of 2] S|l A GF-& Tl et AR A F ) o] o] VPN ZE9tdo] J 88 5= 5yt
AT 22t A AN 8 A 9 e A 3 A 9L 2 ARS A} HSFE 24 A
e o] AFUHTH AFE-A}F 3 of] = AnyConnect S 2to] AETL Sefo] A E GUIC] 87 A 5ol 9l
AR Ao 7He A EA B H S A dg AR A e R ke AREA E, S2E
oo ARIL E3E o JlFUTH

ARE2EZE §L7] wdtoll =] Aol sl AR S A8 AL E A g AFEAF Alo] 7t
Ao ek AR 7F LFE o] JFUH & 5], STeldEx madsty] doll a2 d A%}
/= A2 Al AutoConnect A A o] &4 315 of Ql=4] dolof it}

=

ok

AnyConnect ~Z 2 3} HX 7], -7 A A (15)

(@)

* Use Start Before Logon(Z 1< # A] 2} AF-8) — (Windows A &) Windows =191 tf 3} A =}7}
UER7] el AnyConnectE Al 2F3Fe] Windowsoll 2 1-23}7] Z ol VPN 44 & &3fo] A-&-=}
E Qg xgto] = Qe AAA YL 15 o] 5ol 2121 )8} A7) LpEfLp AL-8-A =
H o) o] 213t

* Show Pre-connect Message(A} 7 <1 FA)— BY A= AFEAT A S A A S A =6
Aol A3 WA A 7} A E A AT = dFH dE 5o, WIAA & S8l AFEAFel Al 2~
HfEFIEE F5T]o A Elor €8 ¢ElE 5 A5 TE WA A 7F AnyConnect WA A 7R
e A E A sk Y T

i
=)
>,
X

* Certificate Store(Q] 54 #%24) — AnyConnectol]| A o] AF A A AE Q154 A% 2 2]7]
off ARE-EA] Alof gyt 7]k AR (EF)S - A5 AFFUTE 5 o] e A

o
U e a7lo] WA aAo] gl g o] A S WA A mHd Al L.

+ B — (7] 2 4) AnyConneet Zehol AE o A Q1ZA 91212 37] 98 B 9
4 AR A A g,

o
o|\
>
2
o

« A 228l — AnyConnect S &}o] A E 7} 154 23] & Windows 27 Al 28l Q154 A4
2 A ghst e E A A o

« A}-82} — AnyConnect 2}l AE7} AG5A 2315 24 AFEAF ASA] AF A= A 5hs)
L5 A AR

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2~ 4.0
|



AnyConnect = 2 1} #H 3] 7]

[ | AnyConnect == 3} {3 7], 37 A4 (15)

* Certificate Store Override(Q! 54 #4724 A7 o)) — AR&Z}7} 2|41 o] Hfufo] 2~of tj sl &) 2}
Asto] gl+= 49, 2] A= AnyConnect”} Windows A] 228l Q1 5A] A A Aol A Q1S4 & 73
St A A S 4 A HF YT

[N

o
k]
>
>

)
“0,

Al A5 A S AFE3F] Windowsoll A3 ™ o] FH S AFEE 4= Q= AL
A5 22ado] Qlojof Yty o] R ukd o] A %ol Windows H] HFo] 2~
= A5, AT A28 A add dA| 2~ 4= glom A At

* Auto Connect on Start(*] 2} A] A5 91 4) — AnyConnectE A]2+& w] AnyConnect X 2 1} o]
A A7 gk Bt Aol Ego] = FEto]AETL A H wpAuf Al o] ESjo]ol A5 o 2 VPN A
A 2B

Minimize On Connect($1 2 A] # 4 3}) — VPN 914 & 417 3k o] $-ol] AnyConnect GUI7} 3 43}
Huoh
=] .

Local LAN Access(= 7 LAN 94| 2) — ASA°] t 3k VPN Al A 59t AFEAL7F 92 Al 2~ Hl o]
A4 E 27 LANe| A M| ~3t e 5 58t}

)

A1 ii’é LAN A =5 AR5l 3-8 U ES] Ao A AHEAF A 28] E 538l 719 Ul
Ezol A H 0 % ek AL Fu T QgL A g A
Z3tH AnyConnect S 2Fo| A E 27 Q14 W™ 12 & A}-&3}= SSL = &}0]

Fa
= 1
AE W3l S F5517] 8] Hot o Zefold M A 8.4(1) ol hHE FAE 4
° stel ™ 2H5 VPN A 2| Always-On, ©] 5 7] o
A VPN 14 #7] 88, 874 AT E AT = o of Y.

>

nyConnect]] 4] VPN

* Auto Reconnect(A-5 A AZ) — AZ o] FoH B (7] E3te 2 A4 H)
, A o] Folzl o] frof #

Qg AUl 1 ARG AF A DL A e A5

Aglol A2 st oL Al E=shA] g F Ut

CAHE A7 E

» DisconnectOnSuspend(”7] %) — AnyConnect= A] =5 &
T g h2E sjAlstH Al 28] AR o] ol AAZA S Al

M
ol
ok
2
82
)
i
v

* ReconnectAfterResume — AnyConnecti= 12 ©] £ %1 7§ VPN 2 & A1 44 51

Al =gtk
* Auto Update(X}5 U0l E) — o] FHS et Seto|AET A5 o= o] EfgYTh
User Controllable(AF-8-2F Al o] 71H5)S A &gk 735 Sefo]AE A o] A& Ao+ A&

Y.

* RSA Secure ID Integration(RSA .St ID 53} (Windows #1-8) — RSAS} AF&A7T A5 %;}
=28 Ao gy} 7] A © 2 AnyConnect= RSA 45 2F-8- W41 S A A s th(#}5 A %
o%%% AT Eo] e dtudo] EE B

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 76| [



AnyConnect = 2 3}

A7)

AnyConnect £ 23} H 3 7], 3+

o
il
o
=
1z

* Windows Logon Enforcement(Windows = 12 % -§&) — RDP(Remote Desktop Protocol: 12 ¢
255 ZREF) MMM VPN A o] A E =5 3yt 2E53 Ha P& 15 Aol A 7
dalloF FUth VPN 14 -& A A S AF8-A7F 2 1.9 3 8Fi= 7§, AnyConnect™= VPN 124 & #
FUTH AA AR AAS A sk o] 9A AR 19 Tk 9 VPN o] T8

AUy,

ot 24 2 (7] ) — 3 o] 24 AR A A VPN A FoF 2 ad = G
Ytk =3 24 A8 8 o] o] 94 AFE-A 7 F8ol A E PCol 21250 Q=
VPN AZAS HAGat = HF Ut o] A2 VPN AZ S S3f Al Lefo]= Y ES A
o A 21238 YA ALEA ol Al S A HH T

A

Zar VPN 17 o] ezt e d ol gl s
o] E PC #}5-¢ %]
AUt VPN g4 o] 2Z3)
g Ao upe} 97 2120 dHo

o 2 — 3 o ARG AN A VPN A Tt R S lFH T & 1 0]
AR RAR B AR 260 49, VPN A S A S ) A o] 5854
Gruth F A AR A AR s A0 R R28HE 4, VPN A2 N
Ado] FrPUTh F7 2122 VPN 2§ 8854 fone VPN AA
Ao 223 F gluych

* Windows VPN Establishment(Windows VPN A %) — & g}o] A E pCol| 914 0. 2 = 123 A}
827 VPN 425 A A S wf o] AnyConnect 54t 2 Utk 73 ¢k th&3 Z5 Ut

o A ALEA AL EH) — DA o2 L3 A8 A7 VPN A A S A A= RS
AUt} o] 7|52 AnyConnect ©] A W 9] 7|53 A3},

- 917 AL 3§ — A7 ALEATH VPN AL AR S 3 STk © P48 VPN
A7 9P o Q8] A7 AL A Aol Fol7l B35, VPN A& A7 AL§ A Fek
o] Q1 pCol e oA 2 AL ThAl R FR AT A4 AHEAHE VPN A4S %
Sohx oA 97 200 MA ] AA S Fo et 49, VPNS 245902 A% 7]

th2f oF gh o}
o 2H}LE F}LE PIN A]$-7]

* IP Protocol Supported(IP >~ Z & & A 91 ¥) — AnyConnectE A}F-8-3}F= ASAC] A3 e 3L A =
3= IPv4S} IPv6 A7) BF Sl Eehol A E ] 79, AnyConnecti= 174 A] ol AF-&-3H P 3
2EZS A& oF YT} AnyConnecti= 7] 2] 0. 2 Pv4E ALE-35lo] A2 & Al =39t} o
A Z=7F A 9 gt 7 -, AnyConnect IPv6E AF-8-3t0] A4S A =g T},
oldEEHAEIPZREZE H oA =AM E FAATU

o [Pv4 — ASA°] IPv4 A& AZAS A

3k 9lsyt
o IPv6 — ASA°| IPv6 & A A& DA T 4= dHFUt

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

[ | AnyConnect == 3} 3] 7], 317 A7 (25)

o [Pv4, IPv6 — H #| ASAoﬂ IPv4 QAL A ste 1 A E3Uth Sefo]AE T} PvAE A
st 12 = 9l A9, IPve AAE A =T
IPv6, IPv4 — xi ASAoﬂ IPv6 A4S A ste] 3 Al =3t Z k0| A EVLIPveE A&
gto] AT 5 Qls A, IPvd A4S A =gt

)

I IPv4ol A IPv6 E IPveoll A IPv4 T2 EZ 2 9] Fofl 2|7} VPN Al A S]] 2HA)
&5 olH Ut /R IP TR EF] £24H A4S VPN AAL 7H58 4$ 1z
IP L2 EZS S35 ALdA-E Yk

o

Y

AnyConnect >~ = 3} A X 7], 3174 A A (25)

* Disable Automatic Certificate Selection(*}5 2154 A& A}ak n| &4 3}y — SE}o| A E oA =}
T ASA dErgdS v ghetal AFE Aol Al IS5 JISAE A8t e s TEZES FAF
SA=3
I FA: 1S A A EAE A4

Proxy Settings(*Z 5 A] 4 ) — AnyConnect L 23 2] A H o] L EA| X tgt So]AE
A =5 Aot T A QG U ZEA]| A 02 A2 7| U EY A 9 F-oll A HE S
ARt A WA A F o] S AMESIHAI S HES A4 o] 5o 17 F YA ot

& xEA S T S A

o Yo E]| H. — & &} o] 91 E7} AnyConnectol] A o] ol 414 3l 3
e ZEA AL BEAED F YFU A9 ALEA B
ol Bep-9-A ZHA Ao F7HE YT

° IgnoreProxy*/‘F‘éL }4 A EH Oﬂ*i Beh-A A DA S FA G U ASA =2 e

ﬂ-l

o ALY — TG ZFA AW FAE FEOEZ FAFUL FE& ZFAE Linx & 0=
AL E FAF ZHA F AU Windows ™= 3§ ZHAF A PG} 3§ 254
F2E AR A 7bs MY O R FAT 5 ddieh

_

Allow Local Proxy Connections(Z 2 X 5 A] 9174 3]-8)— 7] 24 © 2 AnyConnectl] 4] = Windows
AP AL 2 PCOA] 7 R A AW AE B VPN AN S AT 5 2%
U 27 Z5A "dﬁﬂﬂiaﬂ"lo H]%Hi}fﬂﬁ?ﬂ ] H MHFE A8 ALYk 738 =
ZA AR 25 A F sk 940 B 7] o 2= A A dlolE Ft=ol A Al g ek 7FEsE &
TESo] % dX °}E] ‘ﬂ}ol 22 AT E o9 LﬂE%ﬂ T L7 AFH

Enable Optimal Gateway Selection(Z] 2 2] 7lo] E gJ|o] A &iA}a} g4 81 (0GS), (IPv4 2 &Fo] <l
E A -8) — AnyConnect= RTT(Round Trip Time: % A| 7ol 7]¥s}o] 14 L= A Aol 7}
7 A g g Bl Aol Efo] & A ekl AdElato] AR&AF 7RS) glo] IE Y EﬂMA o 7] A 3F
S H AUt 0GSE Hel 75 o] oy m Hel Alo|ESo] S H & ol S84 1t
of F-3} ¥ S FastA FHFUTE OGS /43t E v A St E Alojstal = {FA 7 AnR

ﬂll

=

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 78| [



AnyConnect = 2 3}

A7

1l

H

|

AnyConnect < 2 312 A 3 7], 317 A A (25 .

75 A EA T A Ak Zeol A E GUIS| A Yol A EFTHE B2 o] 2 A

@abato] A1 E U Th

[N

e
=

As ZEA A7 39 B S-0GSE 8T stk 2 A=

PAC(Proxy Auto-Configuration: ZZ5A] A5 -4) 3 U & AF-&-3Fo] 2Hs38H#] &

syt

S AHUT AFHE ALE3HA of FA7H B AFA 8

AAAZ AHE3HE 79 the ek Aol Edlol 2 8 A AL 7L Al ] 1A %
3]

> Suspension Time Threshold(Q A] 5X] Al 7+ A A Gh)(A1ZH) — A Alo] E g o] A ElALE 7]

& B#3p7] Aol VPNo| A F4) e 2 glofof h= 2 AN B S 91
THe T4 7Ps @ SRS A AARsk Adetel of gk A akgto A, A
o Aol Eslolg Helstn 47 £ AY sk A5E Fol= 44 ol 44 2

ot 2 L

L
o Performance Improvement Threshold(“d 5 714 4 Al #h)(%) — Al =8 A} 7} o]
AEE th2 wek o Edlolo] AN AR A s A% A4 WEEAUT 5
Aol w3l o] ghe g sko] HA o] Alo|EfolE Aelstal A4 S A ) =
5155 Folt 2] 7hol A L Fevvh 71 Eghe 20% 8 T

& AL
28

* Automatic VPN Policy(A+5 VPN 4 #)(Windows 2 Mac &) — A& & 4= A= U EY A 74
& &4 3151 AnyConnect”} A #| 3 = = U EH A A A H A5 & 4= gl U EY A g F
w2} VPN A4S Al st A Y T4 8 A7) & Abs o2 3 e = syt o] Ay o] nj &g g}
H A5 VPN A4S 520 A &ekal A3 = lF Yt A5 VPN 4 A& A shd Al

A VPN 98 S 75 22 Alofshe 2l ¥AE - sy

> Trusted Network Policy(2 #| 3 = ol = U E9] 2 A &) — AF-8-27} 7] I E S A U] F-o
=

e ATAHT 5 YE
.

c QA BI(1ER) — AR D F A= U EA A7 A EE VP

o AA — AT = Y= MEY A7 A =W VPN A2 Az o)

$7) 2% AnyConnect= VPN 14 S 2} 0 2 83t

z
2
it
o
S
)
-
i)

o A Y F 3 —AlFE T A= U EYAANA ob - AY = sk gEU T Al
Fg e vUEYa AN L AT F U= HEN T ZAES 7 49 53 ¢+ 3
o2 AAsH AE T ¢ = U ES A A 7 v g sk v o

o A Al T4 — AnyConnecti= AF-&2}7F A1 F] g 4= Q)= U EH A 9] F-o| A VPN A A &
AR ol g A e dHZ FAEUMENIE AL 45, A2 S B
4l VPN Al S LAl A FYTE AFEA7E A1 2] 8 = 9= U ES A 972 ThA|
o]

53} H AnyConnect= A& ANFUT o] 7|52 2H S F A= VEYAE F
gk o] o] A VPN Al S A I g7} glorm 2 A8t Al | el 7] 5 d T,

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0

AnyConnect =~ 2 3} ¥

o Untrusted Network Policy(2 | 3t 5= §li= W ES I 4 A) — AFEA7F 7| U EQ A 95
o] &= AF-(x1F T 4 ¢l U EY ) AnyConnect= VPN 12 S A1 2HgH Ut} o] 7] 5
AP 212 S L E U EL A 9] o)l lE 4 - VPN A A& A AF8fe] Hel Q148 7)
Ak o =8-S FUTh

cAAEZH) —AlF T F A= HMEY A7 A HHE VPN A2 S A

2] =3 oF gF — Al gk 5= Q)= U EY Ao A o} A = 52834
/38 Always-On VPN H| &4 skt th A 2|3 = Q= U EY A 4
TR UEHI ZAS BT AY s dom A4 A5
A ZHA 7F v s v T

£
(o] E?‘.‘,
N

} et of
SEL

HE

> L B

=i

)

¥0 B g

(e y

° Trusted DNS Domains(X 3] & 5= 9= DNS Z=H|Ql) — SEFo|AETF A FE 4= 9= U E

Aael A= A5, MEH A e A o] 2ol 2314 5 9= DNS HVIAHHER T35 =
LAY YT o & 9, *.cisco.comYP H T &L =FFE (%)= DNS Ao 2 X 95

Y

> Trusted DNS Servers(2] # &t = ¢]3= DNS A H])) — & o] A E7} A F & 4= gl= Y E S
Aol J= A5, VIEY A e o] 2ol 23 4 = DNS AW FA(HERE 735 &
EA) YU T} o 2 S50],192.168.1.2, 2001:DB8:: 1%} U T}, ¢} =7} = (%)= DNS A1 8] F
2goR gyt

It

i
>
o2,

* Always On(Always - On 7]°5) — 2| 91 ¥ &= Windows ¥+ Mac OS X 4 #| A 5 3tv& 4
&t e of] AF8AF7E 2 19181= 79, AnyConnectol] 4] VPNOI| A5 0 2 AZA =X & 4
AU AFE7FAHT S Qe UEY Aol A 2 A9, el gl a0 dA| A=
AL A sle] Bot 9F o7 RE] AFHE BHEstE 7]g B 288 = 5T A A
ot AFE = YA 7)ol whet ol 9] & A8 ske] o] A S A st Ed 1w A G
&4 A2~ A F o A Always-On VPN w7 H =5 A2 3 4= 91551 ok AnyConnect 78 4] of A]
Always-On 7]5& &4 38}etal 54 AM 2= A E= 5 QA A o] 7|5 &334
T, SO AEE A2 ZF Al Aol tigh 54 AAM2~ A2 == 15 4 2 7 AnyConnect
A 2] 7]Eo] A 8HH AAFE] VPN Al el ti gk A48 v el R fA YT 28-S
g stk o] ol F7F w7 TS S 5 dF U

A FA: Always-Ons AFES= VPN 14 g

=

g o

bt

g

> Allow VPN Disconnect(VPN 172 & 7] &]-8) — AnyConnect®l] Always-On VPN Al A of] o

3 Ad 7] HES A ZA 2 F U Always-On VPN Al A ALEA4= 14 #7] WE
S Fs g olom A4 VPN AA Q] As A4 = VPN Al Fet o] 32 A EA4
of 72 o] F = Qg t A Het Alo]ESo]l & Hdee 4= dFth.

L
o

£ Qg o] 20 S A5}l Hlo]E 45 WA el T VPN A4 4
g 2R PHFEE BT A4 8] MES n By seY 7
A A o] 2 Q18] VPN Al 27k | AL A D 5 gyt

i

o

Connect Failure Policy(31 2 A 9] 4 &) — AnyConnect”} VPN Ald & A4 3 5= gl 74 -
(oll: ASAC AAZ = gle A9, AFE A QB ol AA 23 4= le=A] AH 7
o] ujj 7] M 4== Always-On 7] 5 2 Allow VPN Disconnect(VPN 12 7] & -8)7} &4 &}
4g-ol 7k A28 4= 9 HF U T Always-On 7] 52 A &3k 74-9- 2o A] 4 E



I AnyConnect = 2 3} #H 3] 7]

AnyConnect = 2 3} H 7 7], 317 A4 (25)

3] — VPNo| A8 2= ¢l A Y EY T A ~2 A e o] AL gl
ZAEE BESE R S AP UED TN A ParE AT 5 s A9
EYF Yo 2R 7| S RESEY 288 F1 )

(%
N
N

ry

re
iin)
it
B
o
1=

o

o

o

A4 A3 A F&] A -2 AnyConnect”’} VPN Al A& A A 5= d A o) sl= 49,
HEY T AA =5 BAF U o] = F2 o 9] 07 Bk x| &4 o] 3 AHE
7Vt U EY A A AHT Fa g Het 245 s AUt ~&= g
Jol A 385 a1 ACLol| upg} Al 5] = Z U ”% HU @ gxo 22 =24 g4
25 Xﬂﬂa REUEY A AAAE HAFUTE ol Ao EQ o] & AL8-&
© A}82}7} VPN 9] o] Q1B Yl ol A A2 1 9 & 8 ] o] & 91 5] AIALA
I 5 YT AnyConnectol] A & T H-7-2] & g8 78} &

<
A gle 45, A2 A9 A 23 2 HESA A4

= o

3L

=4

=
o]
R

-
2=

N
~

3 Toq
°ﬂ

o

Anﬂﬂ_—?‘:'o

o 1p o £2 |
T <R ru.?L'

2o oz pg FIF

jus)

GAEZ A= Aol 2HULE o
2 o) BE}E} Always-On VPNS- vl 325} 31 AnyConnect7}
o W) e AHAE tao = 2AY T 2 g
AHg Aol A A A A 2R A AE aipre) dslo e v
6 AT QA ES welah] Aol N =g A% 8 sheA
ilaﬂ S A Aoz AT A4 A A B3 ARG u)| EE =
gA o] o] ik o2t IES = A 2 Ao ] VPN ARG =l A
olof .

> o

2 re
>
i

il

T et
ﬂOL
X
> i
i
N

n 2

rU]O 4 e

1H 1= EQ
15

Al

o M

ne ot & kI pl el (2 oag
(e g
Zi

)

N

o\
dpv
kel
it
o

tz

)
tt
ol
O
it

U

Allow Captive Portal Remediation(Z< 8 1.9F4
T4 XA S 71418 749~ AnyConnectol] 4] &

HEUEH A A=A HAS 5 AU o9 2
& X E S AFE3slo] AL Aol Al HEf9-AE A JdE Y
FAT =S @Y 72 A 0% o] miyfH = A
B kS AlgskA Piﬂ‘rOl EZ VPNl dAdste]a &

WA Sk= -, o] w7 EE 2 sl oF gt

Remediation Timeout(}. 9+ & w4 A7+ #| 3F) — AnyConnectol] A U] E 9] F A A~

A oS A sh=d 27 = A HE)J YT o] vl 7] ¥ 4= Allow Captive Portal
Remediation(£4 X8 B4 A wA &]&) v d7 Aels] 3 Sefo] A ETF 24
FHE A 49l A8H Uk AnkA ¢l & £Y 2 3(4: 58) S FHe S
SE A A I,

SHA]

=4

= Z
3
s
=
=1

Apply Last VPN Local Resource Rules("} %] 2} VPN 274 2] A2 512 4 -8) — VPN
Ade 5 = A, EE]'O]OJ_EE 24 LANC| 31+ glazof o —‘.4 ESE=e RS
Sl ACLO| 335 ASAC A 415 upA| ) Sefo] A E st & 483t

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

[ | AnyConnect == 3} 3] 7], 317 A7 (25)

Bl Al 9 ) 4

pui

* PPP Exclusion(PPP #|2]) —PPP 1 A4S 53 VPNEE &0 7 A9 A& AH o 2 vy S
AAFUT SefoldEE Hel Alo|Ego] & Hlold t-§ o2 e dgdd Ey ] Bt

AClEdel 2 2= EE S A|A1 A 4= 2l %1/]1:} A 9] 7 2+ AnyConnect GUI2| 7 & A 5
AFEF 3L AT A H]EL @ii UEPFU T o] 7]5 & AR A Aol 8 4 == A o AR
A= PPP A& A8 S AES L WA T F AF ‘/]Tjr

o A5 — PPP A £] & &4 331t} AnyConnectol| A A5 O = PPP A H 9] IP T4 & A&
T A5 A2 1P F28 b4 4 B3 73008 o S MASHE S AL A ]
A A g,

] 2d 8} — PPP A 9] & A &5kA] BEU

o ) A 2] —PPP A &) S &4 33 th AHE ZA 2 PPP A H| 9] [P F4AE 714 9 A FEfaL
PPP A 9] & AF&A} Alo] 7hs A o8 3% A 9-of] M e gt

PPP A 9|7} A 8lH 44, thS A A A L

o PPP Exclusion Server IP(PPP 7| £] A 1] IP) — PPP A 2| o] Al-8-%] = H. ot Alo]| E o] 9] IP
Ty

i FA: A ALl A PPP A 9] & A7 o] 8H =5 4] A]

* Enable Scripting(~ T H Y &/ 3}) — B3l o] Fgfo] A2~ Z A #E 2] 9] OnConnect 2
OnDisconnect 22 HE 7} = A5 o] & A2 T},

A

> Terminate Script On Next Event(C}2- 0|l Eo| M 2 HE F8) — A~ HE T
b2 o HIEZ 9] %o “Hgo}u A, T 2AHE Ji*ﬂ »5F5T
59| VPN Al o] T 5% -9, AnyConnectoll 4] 4 2 521 OnConnect *i%‘Eg = EO}
o Sglo] A E 7} A VPN MA S Al 2tele A9 23 ol OnDlsconnect 2OAYES £8
g t}. Microsoft Windowsol| A 2 &}9] OJE‘C OnConnect 5=+ OnDisconnect 2~ H E 7}
A ZFEk T E 9} 3|5 /\ﬂahz,] &9 ~39EL B% 22 31T Mac OS 2 Linux
o A &= ZF&}o] A E 7} OnConnect F=+= OnDisconnect 2T HE W £ 73510 319 2T HE
= TR FEUTH

Enable Post SBL On Connect Script(*}-5- SBL OnConnect == E 24 3}) — OnConnect
AIYET} Q= A S o] 2T YES A Z]'O]'_L. SBLoJ| 4] VPN Al & A7 3 T} (VPN <l
E ¥ 21 E 7} Microsoft Windows = 2 5!3 2 A5l vk 2194

2

;L-l%

=
=

o

* Retain VPN On Logoff(Z "L 2.~ A] VPN A#|) — AF8-2}7} Windows OS©ol| 4] 2719 33 73 -¢-
VPN A& Lo = A 4] A4 o}

>

o User Enforcement(A-34} 4] &) — T & AFE-A17F 2128 H 9, VPN A & S5 X

ARG of Tl AR 19 A VPN 4" E B el VPN A4 o] FRH S
w12 9] A8 27k Windowsoll ] 2719 38 7 $-ol ¥k % S Uk,

AN

* Authentication Timeout Values(3] 5 A 7F Al $F 4h)y—712-24 0.2 AnyConnect= 14 A =& &

2.817] "ol Wk Ao E 9 o]o] 4 2152 918 Al 122 52 o 7] §1 T, 2L T AnyConnect

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
| 82 | [



|  AnyConnect = = 5}<1 777

AnyConnect >~ 2 5} A 3] 7], Wl Q] A1) .

1% A7 AR I E LRl v A4S EA G 04 20 Abo] 2 w919 £ A
o,

<ol

AnyConnect 32 2 3} < 3 3] 7], 21 ] A1

AREAR7E A B RE el A @ 77k A SR A5

 Feol A ES A AL§ R WY AW BES Ty
%*?91{;144 A7) B Aol A ©57h A A, Feol A= 530wl 9ol 3]
=1 o] gl Aulel A ARG Qo] Ashshs 4%, AP et AEE He Aol

W} 417k AR5 3 el Aol E dlo] e e 5 ol A ol 9 7t Aol AR A% G o

Host Address(&. 2~ E 54— W] A ¥ 550 335 =5 [P =4 & FQDN(Fully-Qualified Domain

Name: G718t EH]] o] 5)& A G ot
cAdd(F7H — WA AW EFo SAE FAE F7H YL
* Move Up($1 = o] &) — A &gt W] A& H-Fo|A 92 o] gAYtk AREA}7} A8l gh A
Hol A 77 At A5, SetoldEw 559 9l 9o = W Aol A4S A =gt
T I8 A 55 ol & o] FA YT
* Move Down(¢} 2| 2 ©o]5) — A&t Q] A& HZo A ol 2 o] A ZI YT}
* Delete(2}Al) — AW o A Wl g] A& A A o}

AnyConnect >~ = 3}¢ H X 7], Q154 A A

r L= O
o) Fel A A5 FeholAE AFA QWAL TAFG B AT 4 Y ddH 54 4B D
g skt ok
AT DA 7E=5 A8 A &2 -9, AnyConnects= Th-2] Q154 UA] 7F & & A&

« 7] A}-&-: Digital Signature

C S 7] A8 FHolAE Q1%
B9, Z2opel RS ddehA) e o of

* Key Usage(7] AH-&) — 3§ 75 gt Sefo| A E QISA A8 S 98l th&2] 154 78
AH&BH Al Q.

E
=

ox
o

o Decipher Only — U] °]E] & 3} 53}, 7] E} H| E(Key Agreement A &)= A 4 & o] A &

=

o Encipher_Only — d]°]EH & ¢} &.3}8}H, =& 7]E} H] E(Key Agreement A £])i= A A & o]

=20
AA &S
> CRL_Sign — CRLO| 4] CA A9 3}ol

> Key Cert_Sign — 154 ol A] CA A ™ &<l

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

[ | AnyConnect Z 2 3}¢ A 3] 7],

ro
ofN
B
ifiA
R

o Key Agreement — -8 A oF
° Data_Encipherment — Key EnciphermentE- A £] s+ tjo]H ¢+ 3}

o Key Encipherment — 7] ¢} 5.3}

L

> Non_ Repudiation — Key Cert_sign F= CRL_Sign ©]£]ol] &5 2o o gt 2t e AR =2
E BB ek UAE A gl
> Digital Signature — Non_Repudiation, Key_Cert_Sign %23 CRL_Sign ©| 2]l T =& 47§ &

2l

* Extended Key Usage(2H7d 7] AF-8) — th29] 874 7] A8 A A S AHESH4 Al 2. OID+= 2%
kel 2= 5 U
o ServerAuth(1.3.6.1.5.5.7.3.1)
o ClientAuth(1.3.6.1.5.5.7.3.2)
o CodeSign(1.3.6.1.5.5.7.3.3)
o EmailProtect(1.3.6.1.5.5.7.3.4)
o [PSecEndSystem(1.3.6.1.5.5.7.3.5)
o [PSecTunnel(1.3.6.1.5.5.7.3.6)
o IPSecUser(1.3.6.1.5.5.7.3.7)
o TimeStamp(1.3.6.1.5.5.7.3.8)
o OCSPSign(1.3.6.1.5.5.7.3.9)
o DVCS(1.3.6.1.5.5.7.3.10)

°IKE =7

* Custom Extended Match Key(AH-82}F %7 €2 A =] 7]y & ) 107]) — AF&-AF A1 A 24 L A
).

o
715 AU HE N 1070). QA = AHEA7F Y 8 g 25 A 5 719 A A 3] oF gy T OID
F2(4: 1.3.6.1.5.5.7.3.11)°l 712 431 L.

* Distinguished Name(2L - ] 2)(Z ) 10) — 3] & 7} 53 Fg}o] A E A FA ol A A &3} A LA
sk 7]l ol sl DN(Distinguished Name: 3L-f ©] &)< A 4 3 T

> Name(°] &) — th52 9 *] o] AF-&-3F DN(Distinguished Name) Y Y T}
> CN — Subject Common Name(#] && | &)
o C — Subject Country(5=3] =7}
> DC—Domain Component(:=H 1 773 8. 4)
> DNQ—Subject Dn Qualifier(5= ] Dn 37 #})
o EA—Subject Email Address(#| o] vl F4)
> GENQ—Subject Gen Qualifier(5 | At 3+ =}

> GN—Subject Given Name(5=#] ©] &)

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 84 | [



|  AnyConnect = = 5}<1 777

RECE N |

AnyConnect = 2 3} # 7 7], <l

ofN

o I—Subject Initials(FA] ©] 1 A)

o L—Subject City(F=A T+/T/*])

> N—Subject Unstruct Name(5-A] 2] A 2] ¥ X] &2 o] F)
> O—Subject Company(5=3| 3|A})

> OU—Subject Department(=#] H-4])

> SN—Subject Sur Name(5=#] 4J)

> SP—Subject State(F-A| T/

o ST—Subject State(F=A| F=/12)

o T—Subject Title(5=A| 2] g}

o ISSUER-CN—TIssuer Common Name('& o A} &% ©] &)
o ISSUER-DC—TIssuer Component('¥ = A} -/ 8.4~)

o ISSUER-SN—Issuer Sur Name('Z3 2} 4)

o ISSUER-GN—Issuer Given Name('& 5 A} ©] &)

o ISSUER-N—TIssuer Unstruct Name(2 3 A 2] A o] & 4] ¢k o] &)
o ISSUER-I—Issuer Initials("& 3 2} 0] U A)

o ISSUER-GENQ—TIssuer Gen Qualifier("Z5 2} Al -4 A}
o ISSUER-DNQ—Issuer Dn Qualifier("2- & 2 Dn &4 2})
o ISSUER-C—TIssuer Country("& = A} = 7})

o ISSUER-L—Issuer City(‘23 2} 7-/+/A))

o ISSUER-SP—TIssuer State(‘'Z 5 <} 5+/52)

o ISSUER-ST—Issuer State(:3 A} /52)

o ISSUER-O—TIssuer Company (25 2} 3] A}

o ISSUER-OU—TIssuer Department('2h 5 A} F-41)

o ISSUER-T—Issuer Title("& 3 A} 2] gh

o ISSUER-EA—TIssuer Email Address('5 A} o] vl 5=

o

- Pattern(F &) — QA A2 £AAL A Gt DA A2 AR DA A e = B A
gt E g of S, . 2271 5o 9
A5, ol e A FAE Y] dE= gy
dZE Eo], MZ F-2}4Y 9] abe.cisco.com®] H cisco.com¥ XA 7] H = A - YA

cisco.com©] ©] oF st}
o Operator(14H2b) — ©] DNej| & %] 3 uff AF-8-3F+= AAkA Y Y T

_\i:ﬂ i
R
i
e
Ni
ko
Ir
o
4
1>
-
o
flo
kel
T
N
e

—

—‘EJ

s

L
)

o]

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2~ 4.0
|



AnyConnect Z =5+l A7 7] |

[ | AnyConnect Z=2 3¢ A 7], AFA 55

o Equal(Z+) — =9 &4
o Not Equal(Z#] g&5) — =9} &
° Wildcard(} Y =715) — A =gt s el A A =
A A o] of = QX ML} - & 2 4= )
o Match Case(t]/2 T2} i) — /AT AHE ik HE 9X & AFSE o A8y

ASA LA 74, 141 #o]A]

AnyConnect Z =3} HZ 7], Q154 5=

21S5A 555 53l AnyConnectoll 4] SCEP(Simple Certificate Enrollment Protocol: T~ 9154 55
ZRZEIE ARG SEtolAE RIF B8 g JASAE AlFsta 734e o dFU T

* Certificate Expiration Threshold(3! 541 TF& <1 7] 4k) — AnyConnectol] A A}F-&-2}o]] Al Q1541 7}
e d oA dS Aaske s BE A d2 G YU THRADIUS H S ] ol A ]|
AakA] &), 712382 FO)(EAE A L gl Ayt ghe] W= F0)F-H 1804749 Y
}.

Certificate Import Store(3]1 541 7}4 2.7] 4174 4) — 5 AFA1E o1 Windows 154 A7
Aol A7FEA] de g

Automatic SCEP Host(*}5 SCEP T 2~E)— g A SECP2] 74 -F- SCEP Q154 A o] F-4d &
o] A= ASAS T AE o] E¥ A L2y AEHY 15)S A - T ASA2] FQDN(Fully
Qualified Domain Name: 4 713} vl o] 5) == A4 22391 o] & YHFUY. o & &
o], & E 0] &9 asa.cisco.com¥} A2 Z 232 0] 59l scep_engE Y=

CA URL — & 7 ] SCEP9] 7 -%-, SCEP CA ¥ = 2]¥ gt} CA ¥ 2] FQDN =& 1P 4
= JE gyt o & 9], http://call .cisco.com= ¢ = FH T}

° Prompt For Challenge PW(*| =8 HIE RS L F I E) — ALEAP7} QISH QA S 52
2 YA e = 588 A}%gqu} AH&-2} 71 Get Certificate(Q1 54 7HA 2. 7)E 59
A5, Setol A Eo A ALE APl Al AFE AL o] & B D3R HEH S E st 25

ZTEEZ ?i Al g e
° Thumbprint(*] ) — CA 9] 154 A& YT SHAL H= MD5 A & AH&- 3o

[N

Y
Rl

CA AW 2] A= CA URL ¥ A &5 xﬂ%ﬂ# 9}3134 Fgl A H] 014 ¢
“fingerprint(*] )" H+= "thumbprint( ] i&-)"

2 A48 ok g

N
ol
i
°
o

* Certificate Contents(3] 54 281 =) —SCEP 5 & 2.4 o X & A FA FR=E

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 86 | [



I AnyConnect = 2 3} #H 3] 7]

AnyConnect = 2 3} # 7 7], <l

A

ofN

off
e
H

° O] F(CN) — AZA A 9] &5 ol &

° A (0U) — ASA ol A E HA o &

° B AHO) — ATA ol A E 3|4} o] &

° F/E(ST) — 1Al ol Fo] A8 5/ A aA
° F/3=(SP) — ThE /%= A A

° T7HC) — AT Aol AT ol Fo] A= =7k A A

o o] WY (EA) — oMY F24=. Th5 ool A o] ¥ A (EA)2 %USER%@cisco.com Y H T},
%USER% = AF&-2F] ASA AHE-A} o] 5 27191 A4 Fr o &l 33t

o = Q1(DC) — EH| ) T4 8.4, TS oo A ZHQl(DC)E cisco.comO. & A A H T}
o }\g (SN) — }\g
° O] F(GN) — A ¥HA Rl oJm] 9 o] F
o UnstructName(N) — A &] 5] #] ¢F2 o] &
o oY1) — AHEARE] o] YA
° G AHGEN) — A& AFo] AT g2k o & 5o, "Ir" B ML
° &g AHDN) — A DN& 9]¢ &4 =}
° /AL — /A AR AL
o Z)H(T) — AF&-2FS] 23 o & E9], Ms., Mrs., Mr.
o CA =91 — SCEP 5 &0l AF&-5 ] duta o 7 CA =l
0 7] A7) — T HTATA GO A E RSA 7] ] A7)
* Display Get Certificate Button(31 54| 714 2.7] 3£ A] &) — th5 2719l 4] AnyConnect GUI
ol Get Certificate(] oA 7F4 2.7]) &S A1 of AF&-3HU o},

15 A 7} Q154 vk 9 Al ZH(RADIUSO A = A 9 ] %] ¢80 wha} A4 o] 3k 7] 7} o] o)
UEIEE A Yoh

QA 7h v E QT
- 13417} gl

- Q15 A Qo] A3 gz v,

o

o

ANSA 55 4, 129 o)A

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2~ 4.0
|



AnyConnect 3~ Z 3} H ] 7]
[ | AnyConnect =2 31¢] A 3] 7], &l 4 2

AnyConnect 3~ 2 3} HX 7], &uld = =)

AnyConnect ¥ 7 3.0 ©]ol] 4] = Windows Mobile & X & #| 935} #] &5 t}h. Windows Mobile “g %]
A A K= Cisco AnyConnect Secure Mobility Client 32| A} A A, D] 2 255 FZ23A4I A L

AnyConnect Z =3 HY 7], A 5=
ﬁa}o] E GUIY U= AW 229 18

=5S TS T AdFHT AR ARE VPN A2 S A A7) 9l ¢

= =
S AW E A8 5 AdSFHTH
A 55 o0l 9
s T1E O]F — 3T AE | [P T4 L& FQDN(Full-Qualified Domain Name: 73 7 3¢ =191 o] &)
o Lhehl7] 91 AbEE  E A
¢« TAE FA— A8 Y IP F4 EEFQDNY UL
AR} 1 — L 7|8 URLE TS 918 S8 sk g ALSE T
. X]— S

olZ=AE L gu| A 7YAE7] 8] XA

— 3| & A ¥ ol A CA(certificate authority: 9154 7] #h)ol| A 2} = o A}-&3F+= URLY

Add/Edit(G=7H2) — 39 A wl7iH 5 XA & 4 91+ Server List Entry(A ¥ 55 &5 i3}
A A ARy o

Delete(2HA) — A1 8] Z-2 o 4] X8| S A A g ),

Details(H] F-AF) — A H of] ] &k CA URL == H S AW o] tj gt =71 Al F-AS &

S A

ol

.

)

EE R

<]

VPN &4 A8 4, 99 7] o] #]

AnyConnect *Z 23} A 7], AW &5 F7H+A
* Host Display Name(3. =~ E ¥ A| 0] 8)— S~ E [P T
Aatshe =<l o] F)& YERU Y] A&l AR E = HA S %‘E—%%HE}.
* FQDN or IP Address(FQDN "=+ IP -4) — AW o] [P =4 &

e G AE ‘ZF/\ D‘leoﬂ 1P B N v

T4 = FQDNS A AR 49, S 2E o] dE9] g2
AnyConnect Z2Fo] AE Efo] Zefololo] A2 EFthe 5500 3= Anfol tig )

ol=°] HYrh

¢« TAE o2 FE FQDNﬂ]—x];Go]. TAE I =
F =l 9l FQDN-= DNS A B & Fal gelgytt.

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0
88




I AnyConnect X 2 3} H %] 7]
AnyConnect = 231 A % 7], Ap] &= B
1P FA2E YT A, B Aol Edlo] o] & IPv4 e A IPv6 FAE AHE U TH
92127 wek Ao Eslo] Fa AHE-2 2|25 A ekl
* User Group(AH&AF 15) — AF&AF 1852 A A g o}

AHEAF 1EES S
IPsec O & A A 3k
SSL2| - A&

2E F29 37 1% 7N URLS A S A EU T 7 E TR ES S
A AR 1FS A TR AdE Y 157)2] A Eek o] Eo]oof gt
]. % O:]ﬁ _LEJJ_O]/] j_»—wURLU:L‘j_‘—%HﬂZ]OIL]E]-

* Additional mobile-only settings(5~7} 21} -8 A7) — Apple i0S X Android F1}¢ t]n}o]
25 sk AE gk
« Backup Server List(] &1 A &%)
AREALZE A B g A u ol A @ 77 WA sk A, SEtol A Eol A ARl WS A H B5E
T4E T AdFHH ABelA e 77FdAsts 45, FetoldEs 559 W 9o A= A
of AZAS A =g F QA B3 ol & o] FAIF Y
o Host Address(&~E F4) — WA A 5o XL EF [P T4 B S
Ut Sefo|AEoA EAE A4S = gl 45 W] A A4S A =T
° Add(F7hH — W] A H] B0 ZAE F4E F
° Move Up(%] = O]E)_HF/H?} Wy AW E HFo A = o] s A YT ARE A A
g A A LR/ EA S A, SEtolAES H59 W ol = Mg Anjel] %
Aegt s de }\] B2 ol & o] s A Z YT
> Move Down(e} 2] 2 o] ) — A& gk Mg AW & F-Fo) A o} & o] A Yt}
° Delete(2HAl) — A B J-Fol A W A& A AFH T

i

—

r
rtl

« Load Balancing Server List(Z = W2 A1 55
O] A B o gt EAE= Ht o Zefo|d e 2 e Wl S22~ H o1 Always-On
7155 0] /\}“Q“ 7hs gk 79, o] HFo A Sel e “”‘?j tulo] 25 A G L. A H T
= A5, Always-OnS 2= el S8 2H e Wy rJH}o] 20 8t M| A2 2}etet
=3

o> Host Address(2.~E F4)— 2= WA FejAgo] Qe W vnlo] 29 [pF4 T
FQDN< A8 &t

>
(=9
p=3
4
N
\
il
m
hs)
r
-
A
o
=z
i
S
=2
N
B~
il
o
L
%
i
O

o Delete(2}Al) — B0l 4] 2= el Wie] A& A AU}

FE

* Primary Protocol(7] ¥ X 2 & 3) — o] AW o] A3} SSL B-+= IKEv2E A 8} = IPsec &

StE ZREFE AG YT 7232 ssL Yo
o Standard Authentication Only(3E T 215 2 -8)(10S Alo] EFJ0]) —IPsecs T2 EZFZ A
1

95 79,108 A vlol A7) A5 A WS AFe AT o] FHAL HAT F A
o},

il

o H\v=

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

[ | AnyConnect =7 7 2]

%

e
K

o] AW 7} ASAQ! -, Q15 WH & %18 AnyConnect EAPOI| A 37 7] HE Wb o
2 HAsE A A A, §-5 A AR AE B A A, 228 HY
&, 2223 DNS, MSIE 22 5A] 74 B 7|EL 7] '5& 7 5t7] 913t ASA 7] 6=
AR glE U T

L

> Auth Method During IKE Negotiation(IKE &4 % <15 W) 25 7]4k 915 Wy = &}

b e g,

o IKE Identity(IKE ID) — %5 7|¥ EAP 915 W & A8l 44, 13 £ =
015 o] Ao gl oA E IDE Y3 5 G5 Ut Selo]dEE
ID GROUP & IDi #lo]| =2 AE3t) 7|4 o g Fald-
*$ AnyConnectClient$* ¢ Y T},

* Automatic SCEP Host(*}-5 SCEP .~ E) — o] & X E = 2| A/ A] SCEPE S 2 A& Ut

« CA URL — SCEP CA A/ B ¢] URLS A/ AUt} FQDN £ IP 542 J#3 U o & S0,
http://ca01.cisco.coms ¢ = §H o},

2
At e = 588 u AFE-gU ok A8 A7) Get Certificate(21 54 7FA Q7)) & &
O] AEof| A AL-gA}ol Al ALE-2F o] & 2 U3 S HUH S E P EF TR ILEE R A G

h=}
* CA Thumbprint(CA #|i) — CA9] Q154 A iE YT} SHAL = MDS5 3| A & A& ot

)

i CAAW # A= CAURL 2 A& A3 5= 5 Y . thumbprint(A] )& &
=3k 2154 9] “fingerprint(A] )" B = "thumbprint(A] )" 54 D=7} ofu] 2} A
ol Al A5 3 A s of gt
v

VPN 172 A 54, 99 =] o] |

AnyConnect =724 # 2

AnyConnectLocalPolicy.xml-> H.QF H A& E3tel= Seho| A Eo gk XML 3t jHt}. o] 9t -&
ASAE S Ml 5 A FFU 5o m A8t e Zefo] = A E Qo] v £ A 2FS A}

&5k AFEAF R E o] w el oF Stk AR A} Al 2F ol 9l 7] 2 A A ahd o] WA AL o]
U= BT, Al=ES AT s oF Ut

5

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ %0 | [



I AnyConnect = 2 3}

B4

27 A2 vl Aus 2 gk

[\

o2 w7 == VPN 224 %
o} XML 8.4 +=

EEEE

AL FAHYL

2 AnyConnectLocalPolicy.xml 3ol J= 240U

o
&

PN
TEOR

)

mlo

Q& ek 4

ol 7] 4

2 A A4, o] 5L VR B4 BT,

« <acversion>
) 2=

ol Bt o] BE wi/HFE A3 S
ol AR QA AnyConnec t H 4%@
A2 AAF T}

& A

=
21 2 acversion="<version number>" Y t}.

oflt

« FIPS Mode(FIPS = =) <FipsMode>

+ AnyConnect =

S sttt of A w2l FetoldE

Sefold=e] Ao WAL A F T
%9l 2ol AET 2 9

= FIPS E 50 A 5

SefolAEo| i) FIPS =&
A3 Fae]F R LR EFT f\}ﬁoHOk .

« Bypass Downloader($-3] U} 2 1) <BypassDownloader>

SEEEERELE
VPNDownloader.exe e
' 9 Fo] Az ES ] Yol EE st
=

Bypass Downloader(¢-3] th2 )& A &) 3
THA AV S A7 A Y o

3 7

o ASA] 213 VPN Z#}o]d E L7 5l o] Ffo]e Eo

JAEL 9 AEE FeEh,

o ASA°l| VPN Z&}o]JE L7 uloo] gl

E 5=% VPN Zg}o]QE 220 A

4

L. =2 Felxo EA €8x W 24 B d Ju o] EE
]’40 Hl g stetunh S efolAE= ek AFEA} A A, e 2 2

et

ASASl EATHE 54 Z2E FetA) 5]

4% Zehol AL} ASAY] AAH = ZA) the

785, ZEto] A E= VPN A2 S sk w5}
95 AHE AT

=
l

ASA°] VPN Z&}o]dE T & ue S
A E Ae| 2 SElo] A EZF ASA

Aol x| = ofok Tt L2 vt o] Fejx; Ao A&
ol A #elsl7] 918l ASAS AF&-3HH] 2= A5,

glo] A E = 2 5}e] S Fo)

T 3k 7%, BypassDownloader”} 3+ 2. 2
AZAE 7] Aol SetolAE s ZE 5t

J?‘:}EE_}-/‘O]ODE%

BypassDownloader2] 3+ A 7d 7k A4 Lo},

« Restrict Web Launch(%] 2! 8] A] $}) <RestrictWebLaunch>

WebLaunch= A 2F5} 7] 9] &) AF&-2}F7} FIPS 1+ 4 S 55314 &= Ha}$-A = Alg3l= AL
E7} AnyConnect Bl 9 & A }8F=

SYU FefoldEE

HAGUT ol & f8l S2fold

& A ek g e A

Y A H RSk 7] 5
ARg bl Al A 1 WA A B A FU O

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |
- IEEEEE R
« Strict Certificate Trust( 4 g+ 31 5-4] 41 2) <StrictCertificate Trust>
o] W5 A 4 A ot Alo]Ego]E Q15 w] AnyConnect= &1 4= §l&
BE QASAE H 451 GHUTh o 8 A E FYAEE AFG Aol LELES 1A
&t L Al EEtol A E= A M B QIS E AbEshe] Bl Alo] Edo] A A 3fis}
Al 274 A A *Jﬂ T e AW JAESA FEEs SAFUT. ddo] A HA °‘*L1‘ﬁr 2}al A
ST of v ASE A e e 3, FelelAEE LB AFA S oot =
SHES LG, o] A1 BT,
o33} & o] f- 2 213 AnyConnect Z&}o] A E ol ta] AA S JASH A= & A 3)st= A
o] £t
« TJAto] 9l ek&o] =713t ule) 24 A A A AAT ol=A] A E A 3)sH AL
A7 g A2 M E A5 go] AT & gl IEAZANA A2 T F 3 FA
A2 WAEHE U =wol gyt
- b3 2ol Tl et A e 5 gl QE A S AFREHE 9o & AnyConnect )0 ]Od
Et)EAoR A A7} 8 B @ A5 2 el AL 83 A
A7 E0A A9 AR W A5, 21142l QA E st %GR EA A
F gk el= SR A of AAAGL A AW A AT AFA A2 E B s
o}

Restrict Preference Caching(373

Aol w2} AnyConnect= T] 227 ol 71748+ A
3 AnyConnect 37 A7 o] A5 B

= MA3HA

=y

-

A o] &

o Credentials(A} 4 ™) — 3l A&

A 717 A 3F) <RestrictPreferenceCaching>

g5y
oRs]
el LB A A o S SR,

3} A AL§ A o B

o] w7} A

< AN E A FEY T

o Thumbprints(#] ) — = 2}o] A E o} A1 QA FA] 2| F-o] | A = #] gkHFL ),
> CredentialsAndThumbprints — 154] A<t 2 AFE-2} o] F-o] FNA| =] A &5t

o All(EF) — Abs 37 AA S A=A

gHUTh
73 AL taFo) 1S4 U T 3.

=

o false(# 310 — 2. & 37

Exclude Pem File Cert Store(PEM T2 ¢1Z 4] ] %2
<ExcludePemPFileCertStore>

2> A 9])(Linux 2

SefolAETL A AFAE Slsha Fete]AE AFHE A4
AR aE AHEsHE 22 WA g o,

A A FIPS 915 OpenSSLS AH-&-31H Sgo]ad
ﬂﬂﬂﬂEEﬂHL%S
ol =M A A

J
ﬂ
7 g AHgaHEA oot

&8}
F A Al 9])(Mactt

Exclude Mac Native Cert Store(Mac 7| & <154 % %
<ExcludeMacNativeCertStore>

Sepol BT A M QAENF Helstn Fekol A E AFAE
A AFAH AF2E AHEFHE 22 AT

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0

Utk PEM 3+ Q54 A A A 94

Mac)

at7] 918 PEM 34 Q154

AF&A}F7T FIPS

3

AA38}7] 93l Mac vl o] E] B (7]



AnyConnect = 2 3}

B4

za4aq4a+2% W

* Exclude Firefox NSS Cert Store(Firefox NSS <1354 A2~ A £])(Linux 2 Mac)
<ExcludeFirefoxNSSCertStore>

SOl AETF AW JIFAE gelatal St A E JAFAE 7431 7] 9] 3l Firefox NSS 2154
A AE AFE sk A S A o
o] Aael= FEolAE JITA TS Asl ATAE D= A tig FR7F 5 TH
« Update Policy(%] tl ©] E 4 2)<UpdatePolicy>
old F=dl=o) A Feto]AE L AXEg o] = a2l o] ES S 5 EA Ao
P
o Allow Software Updates From AnyServer(=.S A B o A 23X E 9o] ] o] E &8
<AllowSoftwareUpdatesFromAnyServer>
Tt A B (A H o] F 5ol YA H A G2 ARl A VPN 20| 25 R 7|EF A9 A}l &
B AZEo] QU0 EE 58 L= 5 &34 sy th
o Allow VPN Profile Updates From AnyServer(=.= A1 H o 4] VPN X 23} ¢ t]o] E 3]-§)
<AllowVPNProfileUpdatesFromAnyServer>
T B (A o] F Sl I H A & AH)ollA VPN Z2 3 flH | EE
= o] -&3hA FHFUTh
o Allow Service Profile Updates From AnyServer(=S AW ol A AH| 2~ X 2391 ¢ Ho]E
3] -8) <AllowServiceProfileUpdatesFromAnyServer>
T AWM o5 5ol A w A 52 Aol A 7]EF A H] 2 B 231 9o
EE 58 e 3 8shA 5t
o Allow ISE Posture Profile Updates From Any Server(Z 4] ¥ o 4] ISE Posture >~ 2 1}
A ol o] E 3]-8) <AllowISEProfileUpdatesFromAnyServer>
Tk (A o] F EFo] YA ¥ A eF> A8l A] ISE Posture 2 3} ¢ t| o] E& 3]
& = 588k gyt
> Allow Compliance Module Updates From Any Server(5-T AW ol A 74 &4 25 g dl o]
E 3]8) <AllowComplianceModuleUpdatesFromAnyServer>
T AW A o] F HFo] YdE A F& Aol A AT BE QU EE &
= o-&akA FHUTH
o Server Name(*] ¥ ©]&) <ServerName>
o ZFo A AE A= AWE AT o] === VPN 94 A EE AnyConnect
AZES 0} Y 225t AAE el ET 4 95 th ServerNameS =H| Q] o] 55 7}
ZI FQDN, IP 524, &=w|¢] o] & 1= 9}%157}5%1 o g}-{;q =

o)
oo
i

A FA: AuolE A AA

24

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

fr
i)
oxl
_]N
=2
=
E
&
-
o
o
fru
'z
on

2 QA W as SEew W

A%
GAI1 SEho|AE A X A AnyConnect 27 7 3 3} (AnyConnectLocalPolicy.xml)2] HAFE-S 7 2 3
=
¥ 7:9 A A 2 AnyConnect =7 3 H w1 A x| 7 2
&4 AA A2 A=
Windows C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client
Linux /opt/cisco/anyconnect
Mac OS X /opt/cisco/anyconnect

A2 sS4 A8 A 84 A] 2. AnyConnectLocalPolicy ¥ & 45 S 2 4= 3} 41} AnyConnect >~
23t A7) AX TR WS 5 v ES VPN 24 A AR 7|2 AR

GA3 Y-S AnyConnectLocalPolicy.xml®E A3 71 AZ E o] v £ A| 28-S ALE-5}o] ¢
2 AsrE ol 3d S w24t

WA 27 A Be] MAAES 4 g etelw 97 AFEE ALY A L.

MST 3} ol A =2 3 w7l H 5= &40 5}
AT A e 2 A o el e S REAAIA L.
A ()

24 AA w75 i sk MST 99 & *gﬂé}d Al
4 g4 v oE](AnyConnectLocalPohcy xml)oll A= v 7H

. MST uf) 7} ¥ 5= ©] 52 AnyConnect =

rE
49
O
o
o
o
ot
°
o

« LOCAL _POLICY BYPASS DOWNLOADER

- LOCAL_POLICY FIPS MODE

« LOCAL POLICY RESTRICT PREFERENCE CACHING
« LOCAL POLICY RESTRICT TUNNEL PROTOCOLS

« LOCAL_POLICY RESTRICT WEB_LAUNCH

« LOCAL_POLICY STRICT CERTIFICATE_TRUST

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



I AnyConnect = 2 3}

B4

FIPS 243} &S AM-gsto] =24 A F v/ i

A
#31 AnyConneet 5] Al AHEA} AHE o] 7€ 27 43 HU S A0 Poj A gLk AL
A AFE ) 71 A AL WA Ao Fehol e X Zmao] A A el A4
g 5 gl
4
23 24 48 o] RE WA AES 4 8512w A 28 ohA] Felslof g,

FIPS 43l &

A3}

=<

mp

Abg-aho] 2 A A o) v S

EE 9 A A ol A Cisco2] Enable FIPS(FIPS &4 3}) & g S AF8-3le] FIPS7F €4 3% AnyConnect
27 Z A 3 A& A 5= A5 U FIPS 24 3} 52 Windowsoll A #He] A} A 3-8 AL-&-3}of 2] g

&A1} Linux 9} Macoﬂ M FEARGAR AYshs ¥l Uyt

FIPS @43} & 2 =38 5= 9= 9 A of] 3 AhA| 8k )82 FIPS F&to] A Eo gk 2lo] Al
ARE Fx2AdA L

=

%3 243 L AU b

H37E 9] = ol A EnableFIPS ™ & <arguments>
7 2E A =EVFFIPS EA4 31 Eoll A-gg Ut

= 3} FIPS

-

e

%= 745 5| FIPSE &4 3}5} 3L vpnagent A1 1] 2~ (Windows 2] 74 -$-) &=

! Linux2] 74 -$-)& A A 23y o},

L FUE gl oY A5 E TR S

° 11'T_Ez Zﬂ‘jléﬂ;q

vpnagent H|&(Mac %

g o= FIPS &3} & ¥H S HowU)

Windows 7 7 E] | A A & 5] =

EnableFIPS rwl=false sct=true bd=true fm=false

U ¢l Mac B Linux FH 3P| A A d == P H S HolFUt)

./EnableFIPS rwl=false sct=true bd=true fm=false
w EANA=FIPS A3t ES AHEat] FA S A=A A A S B o5 Ut Q157 AnyConnect
24 QA gt 9wy g=ef A x|t

EEEE Q15
FIPS .= fm=[true | false]

23 g2y bd=[true | false]

rwl=[true | false]

A AT Q1 =A] A1 H] sct=[true | false]
374 AA FA A s rpc=[Credentials | Thumbprints | CredentialsAndThumbprints | All | false]

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



AnyConnect Z =5+l A7 7] |

W rrsasl 58 A8atel 24 4R w248

7

12

ek e

Firefox NSS 915 4] # %2 A | efn=[true | false]
9] (Linux % Mac)

PEM 58] 9154 A4 A] | epf=truc | false]
2] (Linux ¥ Mac)

Mac U] 0] E] B ¢1Z 4] #] &4 | emn=[true | false]
A 2] (MacTt 3 )

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



+ VPN 53t Az L A7 #£7], 97 Ho]X

« VPN Eg|T A8 g 2], 120 Ho]A|
=

AnyConnect VPN 124 34

AnyConnect 2 2}0]AE+= VPN A& Ag o2 A2, A A2 e A4 AT 7 & o8 &
Ae ATFUT o] {2 A& Al Al VPNoll AT gy

Feds AdFYTH

AnyConnect 172 A=} 2! 2| A] 2}

gL
ALY O R AAT Bk Aol Ego] 9] o] F3 FAE AT ES VPN A4 A1 4 3H4]
AlQ.
HE] g 2AE VPN A2 S A& H ThS AnyConnect 7] 5S A 8314 Al 2.,
« 277.23}7] Aol A5 S 2 Windows VPN &2 A 2}
* AnyConnect A| 2} A] A5 0.2 VPN A4 A2}

« 4% 0 2 VPN o172 A A 2

EI Y S FEIUE JEL B kg A sk VPNel thek U E 9] = Al 2=k A ksl b

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



VPN 42 |

[ | AnyConnect VPN <124 -4

AnyConnect 12 A3 2 74 e

o] 3= A 9-oll k= ASAO A AFEAF7L o] &3 4

45 O‘AHE‘r VPN Al o] -5 ejl 45, <

* Keepalive(F] € 2Fo]l H) — ASA7F Z delo] B WA A & A7 A o2 AEFFUt o] WA A=

ASA°] o FA F At FEfo] A E 9} ASA 7Ho] FH & ALgto] A4S f
S
ASDMS AF-g-3lo] F]dgfo] BE A 5hi= A 2 ASDME 53 Cisco ASA 5500 A& = 73] 1
glo] A 7ho] 2ol A o] -85 et Al L.
CLIE AH&-3to] Fdetol HE A8k A2
A 7hol = A A Etol B g 3 o] W8-S 334 *lg.

24 AnyConnect VPN 4 & A sk A|7HS
AL FEIAY AFLE = A5Y

Q
&
!
OHH
ot
Q
[}
Q
)
Z
'S
(Y
n
S
S
>
SE
_L4
&
X
o=y
o

* Dead Peer Detection( B = 3] ] 7+%]) — ASA % AnyConnect 2 2}0] 21 E 7} "R-U-There" W A| A &
A&t o] WA A= IPsec®] ?Joqﬂ} ] HA A Boh A E =7 sy
o Ze}o| AETF ASAS] DPD WA Aol &3] &+ 745, ASAT A4S "Waiting to

Resume(A 7 t} 7] F)" =R M 33}7] Ho 3
CUEYAE 2L EH REE A 3sto] 1Jr
5 AIZE Al o] A1) A o] AR RF7F ThA]
Ut B35 Aol E9lo] DPD 1H4 & 300% %)

ASA7} Z2Fo] A E 9] DPD H A A ol] &38| =
ol 3 & o] Al =gtk A7 E = Al Eo] DPD

ASA(AlC] E o)) ¥ Fefo] A E 7L DPD WA A S AEata A7 A3 1+ A4S A==
g 4= )5 U TF ASDM=2- 3] DPDE A 8l X A& Cisco ASA Serzes VPN ASDM 7 3]
ago)d 7rel = A o &S 24 A L. CLIE 53l DPDE 4 3= A &2 Cisco
ASA Series VPN CLI A9 71¢ o] A 7}o] =of| A d| = ] o] 71A] A3} 2 =4 o] &5 %
Z3HA A S

| }\]1,:_?‘51-14 1;} o] nE = E—E;H A}ﬁx}
& 97U slich e

L L‘E
ob'. _ﬂ'

o

L P

> Group Policy(ZL3F % #) > Advanced(3L3) > AnyConnect Client(AnyConnect 2 2}°] A E) >
Dead Peer Detection(H| = 3] o] 71x])ol| A S }0]| A E DPDE 30% = A A A &

> Group Policy(ZLF % #) > Advanced(3L3) > AnyConnect Client(AnyConnect 2 2}°] A E) >
Dead Peer Detection(H] = 3] o] 7F4])ol| 4] A1 DPDE 300% = A G 3HH A 2

> Group Policy(“1% “d @) > Advanced(333) > AnyConnect Client(AnyConnect S 2}0| A E) >
Key Regeneration(7] TFA] A Ad)oll A SSL3} IPsec®] Rekey(7] nLA)S 14170 2 A A 314
Al @

a-.

AnyConnect 12 &5
AnyConnect 914 & 53} WA AFEA7F Bot Ao Ego]of gt A= JQEE ThA] 9153}l A
VPN 25 A&l oF gt

TR T4 WA WG 2R AlZE AR A 02 VPN AA S FRF

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 98 | [


http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_anyconnect.html#wp1090828
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_anyconnect.html#wp1090788

| ven o= 1y

L EEREEEN

g — A AR st Al

r

e EEEREEEREEE L8

webvpn T8 EL =0 A= CLIE AR§-8to] 713 # AIF Al gk =7 8 5= 9l5Y
18003 Y Lt

* VPN 5 A1ZE Al gk — A A E A7 52t Al A o] v 2 5}% o] AF-E-2F] Al S F 53
SSL-VPN #-8-ol| X = vpn-idle-timeout®| -/ = A| 22 7 % default-idle-timeout®| A}-&

=]
H
ASDM=S 531 VPN & A7 A 3ks %LH Sl= R A2 ASDME S 3} Cisco ASA 5500 A 8] = A

IS
N,
re
=
flo

o] A Thol = A o W85 FEEA AL
CLIE &3k VPN 5 AIZE Al gkS G4 8h+= A 32 CLIS &3 Cisco ASA 5500 A ] 2= Z139] 71
glo]d 7ol =ell A o] Y-85 R34 Al L.

VPN 12 A -4

SURN USRS

I .
w N =

AnyConnect VPN A H 552 VPN AL-8-217F A A S Bl Ao Ego] & A el SAE o5 &
Z“E FAROR FAPYT EAE o] 5L WA, FQDN B IP F4 Y 5 9l

AW F-F ol F£71H £ 22 E & AnyConnect GUIY] 912 =

A= VPN A4 & A A e 5 EE T S50 A deed :

718 AH R, GUI E5 T 504wl WA FAH YT o] H5ol A A Au & Adeshd dest
A= A 712 A8 7F gy

Ak A H5 *1131 £ F7He Foll = Al FARES Bal A8 55 A5 U A A E 5 /l5 Y

FaE vhe} 2ol P,

oh AW HFo A F7HstHH v AAE m 24 A 9
a7
VPN Z 23 AF7]E i g4 Aol A Server List(X] ¥ 55)E A&l g},
Add(F7HE Z 9514 Al L.
AW T AE o]F Y
1P

=
a) T 22E FQDN B IP 48 Ve 7] 913 AHE-5 = M A <] Host Display Name(3 2= E 3
B)s Y FUTh o] Fofl "&" Hi= <" A4S AFE-EFA] YAl & FQDN = IP T4 E ¢
785, T Aol Aﬂ FQDN = 1P Address(IP 4) 5 198 a7t glsuth
5 Jge A9, Bt Ao Edo] o] T4 IPvd = A IPv6 T4 5 AHEFU T F -
AlC]Eg o] F4 AFE-S A YA ehry)

b) TAE FA o]0 YHA] F& H¢ TAE S FQDN %= IP Address(IP 722) 2 ¢ 3 3o}

>
% o,

f

¢) User Group(/\}ﬁx]— T1E)S AT T 9 AL,
AnyConnect= AF-8-2}F 15 7} $H7] FQDN %+ IP 4

m1m

Abg-8he] 15 URLS A o

Backup Server List(*!] 1 A1 5-5)0] W] AW &S F7-U ok 8 AL, o] ol "&" B "< £ A}
& AHE-8HA P Al L

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



VPN 94~ 74|

B =238 "ol 4% o % Windows VPN A7 A] 2}

P Y AW AT 5
WY A8 F5o ol AH o A
Load Balancing Server List(3-3} 773 A1
"&" = u<u Z]' = /\]__9_ o],x] U}_/\] }\] 9.
o) AV 5% 0] o8 A7} o
Ein

Z ol o] K3t 8 Fe] A E A A4 5l Always-On
750l &gt A5, Fel2H e 7 —r ot 13 GAE o] HFo %7]'5 A& F7EeHA] 92 T
Always-One -3} 73 S 2] 2H ol 9= F X ol thgh A 2~E 2kt
o] A E T} o] ASAC) AH-E-8 4= 9] =5 Primary Protocol(7] 3 X 2 E )& X A A L.
a) SSL(7]Ezh) w= IPseca Ae g
Psecs A A3 79 AREAF 12 12 ZR29A(B E T15) 9] A &3k o] Folofof Fth sSL

#] 8k
5
A AR e A A iiirou % URL & 25 89394

b) IPsecS #| A 3+ 7 $- Standard Authentication Only(3% = S5 A -8)S A&l slo] 7] H Q1 (A
4 AnyConnect EAP)S H| 24 81531 = H5 U2 S-S0l A Wy S A ek

i1 -8 AnyConnect EAPO A ¥ 7|WF Wl O 2 Q15 WS- W 51 Al A Al ZE A8
Fr AR A, A4 BFA AR A &3 B EE, ~2E 5 DNS, MSIE Z5A] 74 4 7]

=
E} 7]5& 14517 913F ASA 7]5 o] H| &4 3k vt}
53 o] o] A ujol thal SCEPE /3 54 Al 2. (X1 8 AFEL).
a) SCEP CA AH €] URLS A AU FQDN = 1P F45 4 Y o & 5],
http://ca01.cisco.com= ¢ & 1T},
b) AFEA7F A5 28 5 o2 WA S =S 4 3}51E W Prompt For Challenge PW(*] =&
HU M 3 22 E)S A ettt} AL-&2}7} Get Certificate(3 54 714 Q7)) S S8 45 %
po] AE X ARG AL Al AFEA} o] § 2 D3] & HEHEE Yot s TFIES :i’\]ﬂ
=3
¢) CA9| Q1EA S Y FHTh SHAL 1= MDS 3| AI & A8 Al 2. CA A8 #HE]A}+= CA
URL % A& A5 4= 9o 253k 15419 “fingerprint(Z]<)" B+ "thumbprint(A] )" &
4 A7t ob e A H ol A A3 A S 7 Al oF .
OK(ENE 29§yt

il

& 3=

o

iy

)

AnyConnect =23+ HY 7], A 535, 88 o]~
AnyConnect X 23} A X 7] MW E5 =744, 88 7| o] 4]

212317 el A S = Windows VPN 172 A] 2}

29 A A4 AR

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0

SBL(Start Before Logon: = "L

A A 2ol ks 75 S AF-8-8H Windows 2 2123} 7] Ao Qe =
gfo] 2 Q13 gko o sk VPN J

2
e



VPN & 4| 2~ -4

218817] Ao 4% o= Windows VPN 32 A2t I}

SBLS A %3} a1 84 316HH AnyConnect”} Windows 2] 212 t) 3} Ax}7} A % 7] Aol A] 25 o]
232 Mol AbEA 7 sl 714 13z ebel] AA = =A] gl Y Th VPN 1% ©] % Windows = 1
2= 3t AA7F A EH AR ARE A9 o] ZlshH Ut
Y3k SBL Network Access Manager W5 22] v 4§ L gHst] ARG 4| & M ES A 2=}
AL ALg3Ele] 1 AS 34Tl SBL REo] A 3] &5 = Y EY T T 23} o] = H|802-1X 91 =
RS ARRshe e v o] 8 o] 3y
SBL-> Windows A] 2§l of| A 7k A}-8-8 = 9] 0 ™ Th5-7} ZHo] Windows B ol whe} th& WA Y S-S
Abg-sto] T Y
* Windows®l| A1 = AnyConnect SBL-S- 75 &}+= H] PLAP(Pre-Login Access Provider: A} 2 7121
NA 2 FH A 7F ARSH U H
PLAPOI A Ctrl+Alt+Del 7] 25 ARS8 o] AU o] ol A= Al&=wlel 2141817
e Q2% 3ttt 1= Network Connect(UES A A2) HES AFE3t] W EQ A A4
(PLAP 74 8.4)& &4shs = sy

PLAPE Windows 32H| E 2 644 E W A S 2| A gy}

KN
=
=

AFEAHE 9148l SBLS A stek= AlS ayEl & fre o 25U Th

« AF8-A}2] FFFE] 7} Active Directory 91 2}l 53 U T},
AR}l Al Microsoft Active Directory 91 215 53k ¢l 5-0o] Q3 Y E Q) 7 vjg =glo] B7}
AFHT
AR HAFE A A A SRS A lFUTHLE B A o] AAE A TS Ak
3h). o] Alue] 2.9] 7 -9- AFE-Ab= A E of] A A 2~5t7] el Rl E o of 3f= AHA F
3 Qe Zeto]l = Y ES A9 EQd HEZH e} 541E 4= lojof .
AR M EQ A g Ao A A st A v Y EQ] A g Aol A 2efof ahs e =Y
EE AdsoF gttt SBLo] &4 3HE W AFE A= AFFA O] S Wl YWHA o8 iy = 2
Azt g 208 AT HE A AT 5 9l Ak 7 YT of 7ol = EHQl 212
2AHE, 5 A WA L ALERTE Al o] 1S v kA 0 2 A 5= THE Active
Directory 7|5 ©] 335 o] QlFHTH

e QlZ ol th3k A do] Aast 4 A= UEDT 74 22 (o: MS NAP/CS NAC)7F =] gyt

22 A A2 A

* AnyConnect+= -2 AR8-A} A 83} 5815 %] 5T

* AnyConnecti= A =3}E] o] 202 2 AJZF of ZE] Al o] Aol A A2t 4= g5 U o

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



VeN A= |

B =238 "ol 4% o % Windows VPN A7 A] 2}

22 A

A3}

SAI1 AnyConnect & 12 7 Al &} B35 A |
@712 AnyConnect 3 2 3} of| A SBL 4] 3}

AnyConnect = 12 7 A| 2} 25 A

AnyConnect A %] 2 2 71882 7]k -9 A A & 74X 5} 3L AnyConnect SBL 55 2] 4 3+ AnyConnect
DLLS A28l v & E 2ol 9] 2] A 7]t} Windows 7 B=1= Windows 2008 A] B ol A A x| 2 =2 719 2
AHE Q1 &4 A A7) 328 E B = 648 E H A Q1A] dhdshar 24§ PLAP 7-4 8.4~ =, vpnplap.dil
== vpnplap64.dilS A X gy o)

%
F3l VPNGINA 5= PLAP 74 8.4+ A X3k Al 2 731 AnyConnectE A 4 g+ 7 -%-, VPNGINA &=

= PLAP 74 847} v 35 a1 94 AFE-Abol| Al A = A 5 T
SBL 53 AFA vl 31 A Y, U 223 E = ASAS AT 4= 15Ut AnyConnectS AFA vl 3
St A, R A A BES Fo] S| E A E o & WA AX| s oF FTth MSI 3+ S
AF-&-3Fo] AnyConnect 510 2 212 7 A| 2t 4 845 AP 758 A9, 8 Agho] olofoF 3
Sh=d
27

A1 ASDMoI 4] Configuration(7-%J) > Remote Access VPN( 2 24 4| 2= VPN) > Network (Client) Access(H|
EQA(EEoIAE) HA2) > Group Policies(—L5 4 F)= o] 53 T}

A2 2F ANS AEEa A 1EF A Edit(FA) B AddG7HE S84k

SGA 3 Z gk Aol A Advanced(215) > AnyConnect Client(AnyConnect = 2}0| 1 E)E A BG4 A] Q..

GA 4 TeREst ey Zeto|AE BE A Ao A Inherit(ZdE)S A8 a4 54 A L

GA5 =FTE 559 A AnyConnect SBL 52 A BG4 A] Q.

AnyConnect >~ = 3} 2] o] 4] SBL & 3}
Al 2FaE7] e

*SBLE 559 0 W= Aol glojok gk Aol et o] Bls 4
HAdoe] A Asete] AAT AHGAF] A7 Fel meh webd 5 7] W E

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0




VPN & 4| 2~ -4

(AUBNAURN AU
2 M
W N -

(RUBNAURN AU
2,
N -

2
w

(RUBNAURN AU
R )
(2, -

2
1)

(OB
i,
0 ~

2e87] Aol A% = Windows VPN A4 A2 I}

REoh 2o 47 2 W kol ALSE 2 o] Alute] 9o A
. o121 45 SBL| AHFS T Zaol A A4 T E AN
U oE T RISE Aok T

* Network Access Manager”’} A %] &l 7 -9- A A3t A4 o] 7}l e s Al 28 A4S 530k 3

g},

It e

Az

VPN Z 231 HH 7] & dal &4 & A Preferences(Part 1)(Z7d A A 1F)E A&}
Use Start Before Logon(= 1 % A2} AL-8)S A B A A] Q..

A4 AL-&-=fol Al SBL #l| o] He+S 5221 User Controllable(A 82} A o] 7}5)S A B Al &(A
& AR,
Far SBLo| A&H W AREA7E 44 HSFHE v F-" sl of Y
=3

AnyConnect XX 23} o] ASAo| 25 31 v 329 FH| 7} 5 =H] EA3HA Al 2.
o] 7 Z &3 & AAI A Al . (* xmlE B} EEfo] Hoj Al 91X AN
Windows X2 2 713 37147 7] & AH8-8Fo] SBL 74 845 A7 sH Al 2. A E & Al F-" sk
UhA] H 2 E s Al 9.

O E ool A A}-8-2F2] AnyConnect 21915 A -§-31 ThA] HI 2 ESFA] Al S
Hot o] Zelo]d AR ¥ E0}7FA AnyConnectS THA]

ThA] A " 8 Al 9. F H A 258 o] A Start Before
oF St

DART HE5& % 8}4] AnyConnect 2]}l Al B4 Al 2

O3 22 L7 7F el 49 AF8A}2] AnyConnect X 2 3} S 2FA| 54 A] Q..

Description: Unable to parse the profile C:\Documents and Settings\All Users\Application
Data

\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\VABaseProfile.xml. Host data not
available.

Ampl o] FoL7hA] xml U2 FAFES A3t al s xml A S 7]
o

.

&

252 A3 A

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



VeN A= |

B AnyConnect A1 2 4] 245 .2 VPN A7 A%}

AnyConnect »] 2} A] 2}-5-© & VPN <14 A] #}
o] 7|52 Auto Connect on Start(/\] ZF A A5 A 75)3}-1 & AnyConnect7]— Al 2=l VPN E&fo] ol
& w2l ) A8 e ek Aol E ol 2ol VN 948 AE 0.2 A sk 7l

Auto Connect on Start(A] 2+ A] AHg A Z2)= 7] E24 0 & 1|84 3} 5] o] g) o] A4}l Al Het A o]
Efol& A At A dEet s 83 gt

2%

SGAI1 VPN Z 232 #3171 E <4al @A) ol A Preferences(Part 1)(3Hd A A 1F)E A8y}
A2 Auto Connect on Start(*] 75—} Al AHs AA)E A8 sy

A3 AF-&-Z}oll Al Auto Connect on Start(Al 2} Al AF5 A A)ell tf gk Alo] Ak F-of 312 H User

Controllable(AH-8- 7} A 0] 71g) S A & et A (A1 & AHRD.

2= 0 2 VPN o4 A A] 2}

Auto Reconnect(AHs A A 2)o] €4 5} o—r(7]i%}) AnyConnecti= % 7] A4l A8 1] t]o]of
A glo] VPN A S Aejell A Batsta A S A4 d U d & 591 4, 74 = 3Gl
}\1 /(ﬂ}ﬂ XH 29 X—] /\ )\i‘-l/]q— Auto Reconnect(x]'E zﬂo‘ig)o] ﬁ—xﬂﬂ_h 76]_?_ }\])&Eﬂ [} }\] %_x1 s
= Al =8 AR A ?‘H A4 T2 A G A L. Al =] DA A= Windows©] “Slo] W H|o] " &
+ Mac OS¢} Linux 8] “& 9879} & A d ¥ 7] "0131%1‘4‘:}.

Auto Reconnect(AHs A 12 v & 3l gk 4 -, Sefo| A E = A4 o] 2013 A1} #A glo] A
A 5ol 3 A3 A B4 o, Ciscosl A1 = o] 71552 9190 712 4B E AT AL 43

AU o] 2 S v 2 stehH BT AH S T VPN AA S A 5 AdsU Y

pul

3}

GA1 VPN Z 23 #HF 7] S d o 54 Zoll A Preferences(Part 1)(3Hd A A A5)E A&}
@712 Auto Reconnect(A}5 |1 72)S A8t}
GA3 TS A AAE sAS AEEAHA L

* Disconnect On Suspend(¥ A] A Al A4 Z7]) — (7] 2 %k) AnyConnect= A| =281 L A] FA] A]
VPN Al Aol S5 2 E e Alstm A28l A7) o] o] A| A4S A E35HA] FHU T

s AN F AAE — Sl E= AT AA] T4 5 VPN Al S d g aiE 774 8H
A8l A7) o] Frell A A E & A = v

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0



VPN 94 2= 74

S Qe UEAT BAE Aol 94 2 9 B

TFA=UHEHNAL AA ZR

TND(Trusted Network Detection' NEE A= HEN A A AR A 71 WEA A WA F
ot = = U E S A)0l 1S W] AnyConnect”} AFg &2 VPN 4 S | A 3FaL AF-E-217F 71 W E &
3 RS S gl MEY )0l A2 w) VPN A4S A1 &E = Qe 758 Alsdyh

TND< VPN 92§ 5 02 Ak AHE AL 7] 5= IHdshA] 5tk AFEA 7 A= e 4= 9
S UEY NN 502 A Zg VPN A4S | Al ohA] S5 Ut AFEA7E A8 & = gl U ES
Aol BA Adsta A e 5 = U EH AR o] 53k -5 TNDE VPN Al A 2] A4 nt oﬁxﬂﬂw
). 6| & o] A}8A7} F o A VPNS A A3 & 7] A} A 2 o] 5351 4% TND7} VPN A4 4 2]
AAE AT

%
Fa N HeE EE I Ve W Bt A Foll A A FE 5 s B U ES A A 75 A

L5 22 Q.
TND< AnyConnect VPN S2Fo] A E X 2o X AU T ASA A4S HEdd H a7t glaY
o AlFEE = U ESY A S 4 gl U EY A 1] [3ES <1248k 29, AnyConnect”}
o= 2 e A AS X AGstaL A2 S 5 = U ES A9 AW E A oF gt

o L _ _

S A= U EY AT 7HA o o3k %] 3

* TND 7]°52 AnyConnect GUIZ Ao} &} 2}-5 0 &2 A4S A 26t 2 & GUIE 2 & sl of &
Utk AHE AL GUIE 2381 49, INDE VPN 28 A5 o2 A 45HA] Ut
T3 AnyConnect”} SBL(Start-Before-Logon: &2 712 A A]2h) S A 8 F21 7~ AL &A= A1 3] &
%F Q= EY IR o] 53ty P EAH SBL Fo] A5 o7 2},
* Always-Ono] 74 E= TAH A & 233 = d= UES T A= 1Pvd 2 IPv6 U ES A
£ 53l ASAC t 3 IPv6 2 IPv4 VPN 12| A 2| gt}
e AL AFH e o] Y T23ULS TND FAo Y& A wAE 4o = sy
t}.
AHE A} o] ol TND &4 3F 2 9t S 218 7 9, A| =8l o] A A 2= = S A] AnyConnect
7ol LKA 2k of ool 1ol 7% A3l ol AL gL A3k S 5
A AFHT thE Bt o Egfoldse AAsteH e o® A4S Fal T ==
AAA e o FUrt. v A A S F3 H ol 2] T A& WA T AdF YT
o 7| MIEA T oA BE ASA0] =¥ Sefo|dE I e utdo A TNDE 274 33t v}

E= ASAE Ydshs gl RS S AE G Al BAstar o] ZEukelS
L ASAC] mEjh T

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



VeN A= |

B =g dEga s s 94 2 44 27

< AHgAP7F o7 o) thE L2 shel S b Bav} it A%, BE ASAY] 91 L2l
AP TR o F& AHETULE 2 ASAE 71 E TR S AR el g

oy

=V EY T A A4

>
L)
et
4>
30

23}

GA1 VPN Z 239 HEH 7|5 4o &4 Aol A Preferences(Part 1)(3HE A A Q)= A8 ).
@712 Automatic VPN Policy(AH5 VPN 4 ) E A B4 A] Q..
@A 3 Trusted Network Policy(? 2| & = 9l = U E 9] 2 A A& A 83y,

o] VA AL 87} 719 W (121 2 2 5L W91 ) el Sl 7% etel A} e
=AU f 4 Thgat 2o,

« A4 BV — (188 FolAETHAHE = = v EY A VPN d2& TR

e A2 — Fgo]AETF A S = = Y EY T A VPN A4S Al #Hghy

o 2] Y ok & — FEfol A ETF A E = = U EY T o A o} F 2 = G851 A] k5 th
MEG F A= UMEAI AN L AT F e HESI S BT 4 3 ¢t go=z A
38} TND(Trusted Network Detection: 21 3 & 4= 2l = W EHY 3 7447} v A -5 Yo}

« Y A] FA] — AnyConnecti= AH&- A7} 21 2] 8t 4= 9l = U E S A 9] F-of| A] VPN Al A& A A gl o]
So A A= AHE FAI UEYAE A FSE 5, A4S #E U VPN A S
A SAFGY T AR A E S 7 Y= HEY A 52 BP\] o] &3atd AnyConnec t= A A
S ANFYTE o] 7152 A F T F U= UENAE F5S o] Fol Al VPN AL S A
87} glom g ALglol Al | g 7] T Y YT,

7] 4 Untrusted Network Policy(2! 2| & = §l= I EQ 2 A ) E A&y
o] GAl= AFEA7E 71 MIER A 9ol &= A5 SetelAE7 a8k A gyt 542 o
=7 ZEyh

. o]

r
fll

17
ok

A A% 5 Qe MEN D AA Y Sehe] A ETH VPN AL A 4L T,

O:
O

TP T — AT F e M EA AT A HE Etol A
‘4 /18 Always-On VPN-S H| &3 31U th 4122 = = v EY A G4 4 4l 5]
st 4= 9l UEY A 4 3-S5 Do Nothing(214] 73 <F sho =2 A

9121 7047} W B o

4y Oy o2

s
. ©]

% 82 B

75 Trusted DNS Domains(2] 2| 8k 4= 913 DNS =1 21)E %] A g o},
ZefolAETLAF S 4 Q= H]E%EM] A=A UEYA °1E1 Hlo] 2ol 4 4= 21+ DNS F
VAN EE T2 E = wAFE)E A FH T DNS A P AFE 2258 DNS 550 F27138)aL ASACl A
7] E=vR1S A A g A §- o] 2] DNS A V|ALE e3E 4 EAAHE}

AnyConnect Z2}o] A E = T3 541 & DNS A} 558 53 o
=l oA Adgh EH?l

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 106 | [



| veN g 4

Always-OnS- A}-8-3H=VPN 2 H .

s sl =l =0 A AEE &2 DNS FuAF 55

* &8 QIE # 0] 2] DNS AP AT E 7d-9) 716 79, 714 DNS A w]Abe] 3] v Akek ¢
A 71 9 A 54 AR AKGLE TCPIP A A ol A 8l a7t A Bl 4 5

o] 2] A} Z DNS 7 1] Ak TrustedDNSDomainsol] AF-& 3 7k

example.com(H &) *example.com

example.com 2 anyconnect.cisco.com * example.com 5=+ example.com,
anyconnect.example.com

asa.example.com = example.cisco.com * example.com B=+ asa.example.com,
anyconnect.example.com

A =IF=(*)= DNS U AR 2 X[t

WA 6 Trusted DNS Servers(2] 2] & 5= 21+ DNS A B))Z x| A gk o},
SO AETFAHE G = HES T A= A UEH A AEHA o] 20 234 5= = BE
DNS A ¥ FA(HRE 5= wAE) P Ut ol & £°1,203.0.113.1,2001:DB8:: 1 Y U T} oL =
T(*)= DNS A ¥ F48 0 2 A= %] gFH Ut
3 TrustedDNSDomains, TrustedDNSServers % 8tH B=1= 7 714 55 FA S = &5
TrustedDNSServersE 7/ 3+ 7 -9~ 5. DNS A H & ¢ &3l Afo] EV} BL5F A4
UES T LT L2 5144 Q.
A QA o]~ VPN 225 9= BE &3 X l= A AFHE F A= HES
o 2&H Ao w rFEFY)

=Y

Always-OnS- A}-835= VPN 12 2 o

Always-On VPN 3 1.

Always-On 2191 & VPN Al o] 24 el7h obyd 49 A E7H A8l & 5 el W =9 0] 94 ¢
oW QB Y 2 2] A 25A] FehE S ivh VPN o] el g kel 4 gk A AlH = A 8

Shvl wok 9 o RYE AFHE wE G

Always-Ono] $4 35 79 AL8A7 2118 o] F L AT F gl WEHAE BAG
VPN A& AHE 02 A AU AL AT AT E A 2ok AL A Ehol W EE fF A
A Elo] M(ASA 15 A F ol X487k vks = w714 VPN Al A & & e 2 §- %5 Yt AnyConnect
= Aol o 3] el Qi A9 S o) BAEE) S8 A% aA AAL AR gsheln Al
Shv] 1817 9 49, Al VPN A8 A4 akE 1 A% a4 A =g e,

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2~ 4.0
|



VeN A= |

B Awaysons A &s=vPNGd Pe

VPN 3 & 37}-9] o] A Always One] &4 s}= o] 9}
AnyConnect X 23} & 2HA| 5l =X EES
£ FAFY

Always-OnS 2/ 818t 74 9- t}3 AnyConnect 54 &= 312 3l oF gt}

« A-8-219] Always-On VPN Al 74 #7] 3]-8&: AnyConnect= A}-8-A}o]l 7] Always-On VPN Kﬂ/\ﬂ
A4 #7] 7)< A5t Allow VPN Disconnect(VPN <12 7] 3]-8)5 &4 3}l 7%,
AnyConnectoﬂ = VPN AIA 27 SA] 12 HE7] W Eo] FAF YT 7] %] 2 2 Always-On VPN
< d4stele A 229U J37 = 94 Bl HES @48tk
A4 #7 HES Fau BE Ao 2 FFS AA ] dolH 35S WA 8k VPN Al
A ARE Xﬂ-ﬂﬂ °1 Byl A 28 RE AFE S B35 3T Always-On VPN Al A& A}
Disconnect(1 2 Z71)E €5t @A VPN Al 9] A5 4] H= VPN Al St o] 59 A1
A A2 A g A Bt Alo]ESol & Aed 4= 3}%‘4 t}.

+ 7%, AnyConnecti= Th2 B thE 2 =5
B 583 ASAl A7) Yol A g ZEA

rkl

A sl A A2 Always-On VPN©| €4 315 o] 9] 31 AnyConnect®l] 4] VPN
T, AFE7F I Y] A2 7 A E AT A2 A A

Always-0n VPN 2] 37

* Always-On©] €/ 3} 5] o] QJAE AF-8-2H7F 2 21281 A] @82 73 -9-, AnyConnectol] 4] VPN 124 &
7314 45Utk AnyConnect™ & 121 o] VPN Sl 245 A 2Hgt o},

>

* Always-On VPN LA & 58 A4S A 3hA] &5

Always-0n VPNol| of 3+ %] =]

Aol gk B35 7Fstsl7] $13l Always-On VPNS- 4 8F 4 9, th2- 3} o] 714 <l 1
S AHEEE Aol E5YT

* CA(Certificate Authority: {15 7] ¥hZF-H tAE Q1SA & Fujelal Hel Al Edo]o] 55
st A& A = A3 Y. ASDM-2 Configuration(—-%J) > Remote Access VPN( 2 <l 4| 2= VPN)
> Certificate Management(3] 54| ¥2]) > Identity Certificates(ID <! 5-4]) =l & ol 4] Enroll ASA
SSL VPN with Entrust(Entrust= 53] ASA SSL VPN 53) HES 7| F3le] T8 155 #H
oA T=ot e S Ut

« ] AJolH ASAE AZAAE A afﬂ'ﬂ f13l Always-Ono] 7+ ¥ o] Q= T2 95 =322l
Eof Ab v 2ok AP Bl = Rogue A H 9F2] 4 &5 WA U o

« AREAF7E LR A /\% TR T YIRS YA A ATFFU T AR ASS 7H PC AR
A= Al o] A EE FA 514 Always-On A A& 9-3] 3 5= 9151t} Always-On®] H.QHS- 471 3]
A8 = o—or /\}%Z}Oﬂ ik 24 e AF w3ke AR of I

* Windows 7 FE 2] Cisco 39 £, dH¥F4 0 & c:\ProgramData® NA2E A+ t}.

2
o

PN
T

fol

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 108 | [



VPN & 4| 2~ -4

Always-OnS- A}-8-3H=VPN 2 H .

AT A LE AT] Qi A A B2 L2 ol Friol 11T 2] A
A5 744 5 gy

2FA| S22 Always-On 7] 55 *?‘ 5] gk Zf‘ 91%‘/] ‘ﬂr.

Windows AF&-2FE- 9] gk GPO(Group Policy Object: “L 7 2] 7| A E AL ol vl 323} A $k%
?ﬂﬂ = 7H AR AL GUIE SRk S WA 8 Al 2. Mac OS AH&-AFE 913 o] ol 7638t
L EL

Always-On VPN 4

43}

@Al1 AnyConnect VPN Z2}0| 1 E X 2 512 o] Always-On -4
GA2 AW EFe Yot 73 Mg Fel2E 94 FIHA YA
A3 Always-On VPNOJ A AF-&-2} W A (A 8] A&l

AnyConnect VPN =2} 0] 21 E 3 & 5} of] Always-On -4
Al 2FaE7] e

Always-On VPNS A&} ASAoﬂ %}i’é‘}i A A= A ASTAE FA S ok sl 18 A
e A9 A5A Aol Auletal JISA 7 FasHA S UERUE oHES 7 SFY o =3
AW A S A7 A A T JISM Al F] = E 53319 rogue A H o] o) 3k VPN 12 S %} 71+= Always-On
VPN Z 2319 9] thg- 2 =& WA et =5 3 oF 3t}

23}

GA1 VPN Z 23t HFH 7| S 4ol &4 Zof| A Preferences(Part 2)(3H7d A A Y )= A8 gy}
©@A 2 Automatic VPN Policy(A-5- VPN 74 )5 A 8314 Al 2

GA3 AFE Qe vMEY T A 1A

A4 Always OnS A BG4 A] Q.

A5 Allow VPN Disconnect(VPN 9172 27] 3]-8)2 A& &} 71} A )5l ekHy (A g AL,
GA6 A4 A A A (/\4 2] /\].z‘ﬂ-)

GAT 4 " BobA A w A A Y AL

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



VeN A= |

B Aways-nS A ge=VPNAZ 22

Al B2 o) 5} #9 Me) FelaE a4 F7h

Always-On VPN AnyConnect VPN A A ¢] 53} & of] & &S 51 T}. Always-On VPNo| H] &/ 3}
H Aol A SetolAETE ol d S8 2H ol = vy FA o AAhsh=s A9, SEoldES
nh B A ZRYH R Wy S92 84 tid gy Hd S ST Always-Ono] €4 315
FEjo| Al SetoldEE WY S 2E Q40 T4V Eeto|dE L2391 o] A B HFof| A X4 ]
o] JA] & A, vhaH A ZRH ] oS F55HA] ZFFUTE kA A H5 B
e Fel~H 84S FUsoF Yt

Seol e ZR ol Wel FelsE aho] FAE AR eke W ASDME A8 she] thg A Aol
wheh B3k 79 W] A 2SS 2 b4 2

At
971 VPN Z 23t #HF 7] S d o g4 ol A Server List(A B &=)S Aelghyct
@Al 2 Fol 7 Y 2H ] nhay A Q) AW E A E ekl Edit(r ) E 2= YT
A3 RE R 7 Fe A 249 FQDN B IP 42 4 # gy}

Always-On VPNl A A}-8-=} 1 A

Always-On G S A G ot WAl E 74T 7 AdFUTE dE 50 54 7] & 3A1E &
3 VPN Al S A7 31 A L v H Q1 ZJ4kol| tf $F Always-On A H S W A 8} =5 5] -&3FaLA}F & 4= 9

&4t

ASAONA 15 AR H A NA|s A ol DA E WA= Always-On F S A4 gyt Y-S
A 3t7] 9138l A8 LA 7)ol whet WAl E %4 Ut AnyConnect 7 ] o] 4] Always-On 7] 5=

A L= 25 Qo] o] 7| 5& v BG4, SO E= A2 2t
A ARl gk 54 AA 2 A = 15 A A 2 AnyConnect 4 & 9] 7] o] U X]stA & A H-H
VPN A Ao o gk 44 S v 2] 4

o) Ak A g vl Atell A A7 = AAA I=XQIE 7]E S AHE8hE T4 A= 43S
T
At

%A1 Configuration(7-%) > Remote Access VPN( A 4 Al 2~ VPN) > Network (Client) Access(U| EH A (F
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t}

R4

A4

Always-OnS AL g3t=VNAZ 2e [}

Policy Name: ‘Test

Description: ‘ | ACL Priority: |0

-Selection Cribetia-
Define the AAA and endpoint attributes used to select this access policy, & policy is used when a user's authorization attributes match the AaA attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

IUsar has AMY of the Following AdA Attributes values,,, | and the following endpaint attributes are satisfied,

| AAA Attribute ©peration/Value Add Endpoint 1D Mame/Operation/Yalue Add

TS T —

Logical Op.

Advanced ¥

-Access/Authorization Policy Attributes
Configure accessfauthorization attributes For this policy. Attribute values specified here will override those values obtained From the AAA system and the
group-policy hierarchy. The resulting WP authorization policy is an aggregation of DAP attributes, A&A attribukes, and group-policy hierarchy attributes {those
that are not specified in DAF).

| Action | Metwark ACL Filkers (client) | Webtype ACL Filters {dientless) | Functions | Port Forwarding Lists | Bookmarks | Access Method 8

Always-0n YPN For AnyConnect client: () Unchanged  (C) Use AnyConnectProfile setting

OK ] [ Cancel ] [ Help ]

249378

"Always-On VPN for AnyConnect client" €] 2]+i= Disable(¥] 24 3h)S Sl Al 2.

Always-On°l| )3 4 2o A= A3
A4

A

el

EEEEET]

A

)

&l

g

AA A9 A A2 Always-On VPN©| €4 3} 5] 31 AnyConnectoll 4] VPN A& A S 4= gl 25
AFE7F B e A 2= = Q=4 FEF U o] = Bk Alo]Eg o] =dd 4= gl
AnyConnect”} &4 2 Stgto] EAE A 8hA] Kgt 450l AT - lFUh

A AL AA UEA T AN2E 3835l o] & T3l AFE A= B e 7B 2 U EY A
g azo gt AA 27 e g A4S AL T3S F AFUH

Lt

@3] A A2 VPN Al o] AAE wj7hx] e U ES A A4S 124 834t} AnyConnect= 3 37
HE AAT F = Hel Aol E9 o] ﬂ%SH A gE] 2] L AEXQNEqA BE EYRT S X}D}o}
= H73 HEE & slste] o] & 3y

A4 Aol 7= FA Glo] AnyConnecti= Al &3 A VPN A4 A4S Al =3t}

B 44 A%

AANEY T QM5 383t E7] B AT A5 s AHES 1 et Al L.
« VPN Al A o] A4 rqu] HO P HF 7 eSAMES FQlomg =Y E A& ¢ 7]
HEwgoj o] A= At vizksk dlo|8 7t fr&d 5 AF YT
AZd &7 B ES 34318l o A& 217} Disconnect(1 2 Z7))E FH = A9 7] A4 Ao
XMO] g5 %] gFH Y
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& meEHA Al L.

« Y A AL A7 VPN 9170 A QU o] A 2 aof 3k A9, A S AT 5 UH
Y,

L2 A AL AEEANES W E ek A UE Zo) Y P A2B ST F Qe A UE
A2 918 0 R E 719 Ak wEehE ol B4 0] g £E Bl o gate =
A D HEY g gL 2 Y AanE AL G RE WEYD M2 B8] wFol
AEFNEE G4 41 79 welo] L wge dole FELVE nES WU

* Apply Last VPN Local Resources("} <] % VPN 27 2] A2 4 -8) S ZEFo|AE 231 o A
G she A9, 7Hd 2o VPN Al A 285 =24 g i 3 S A 8etes 58 &
AssHTh dE 5o o] A2 24 5718 B = Ao et A AE AA T 5 dFsUH

« &3] g Aol A §lo] Always-On 715 ] &4 8}¥ 79, AnyConnect 2~ E 9] & 1o =
ah= ot MIES A Afeko] Al ¥ 1 A gyt

« 29 A AA S sk A, DA R ek Aol FuUth A& HA A4 A
Al @71 7 Aol w2 Always-Ong W) 3£3}31 AnyConnect”} 1 2817 Léﬂﬂ o= Hl = dia]
AREARE o2 AU 9 v A o HE ARS AR Al A Al Al 29 A S
st vdslo g st v =g g Ay ek A M £ E s sr] Aol d =S A
& 8stuM 3 2R aHE G Ao R G Y. Ad Ao A 29 A& v sk
3t o] A o] o] Rt of et U E A A2 Aol sl VPN ARG Aol Al ef o] oF 3
Yt

>

N
Lo
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WESZ NS BT A7 Aol A 88 e TsE 49 v
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SEREE R

Always-On 7]5-0] &3 st 7 -g-oll vk A4 Ao S F AN L. 7 2A o= A4 Ao A2
VPN A3 = gle 29 Qe AN 27 s o2 D3y}, o] 2 gk AFshol| A QTEJ Ul A~
S5 8ot A4 Al S 9 de = Ao FY o
At

SGAI1 VPN 2232 #HR 7S il &4 ol A Preferences(Part 2)(3Hd 24 2F)E Ay}

GA2 oS A4 5 Shbol Connect Failure Policy($1 2 2 o)) 4 &) v 7f 45 A A 3o}

A — (1) Bt Aol Edololl A2 < gl B UIEN A AAAE AT
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b) U E A A 2=7F nj @A she o] ol &<F vhA 2 VPN Al o] =4 4]
Apply Last VPN Local Resources("} < 9} VPN =7 2] A2~ A -8)& de 3t}

=
¢
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xd

>

25 ¥94n

WiFi 2 0 OLH 22 Al B o2 A4, a2 Bo), ¥, 719, 58 Sol A ALg Aol A o

A2 AT A7) Aol 18-S AT B EHE AHE J AL FFT AL STFI ol A

o M= F& Eelolehs 715-S ALg St AL AT Hek A S A AA| A AF 20 S

w74 o) E e Aol ol AAeA) RHES Gt F4 = of Al g AP A B 7%
O

3L =
- T
ol £4= Y E HolA M WAL YES T M A3 Ay] o) 4 ¥ g AT QAL FE

P of

A7 A e e,
T4 X9 FUF FAd o] QSR &2 VPN A2 S A ZE AnyConnectoﬂ A AE o2 A HY

TF EE9F AnyConnecti= &5 X8 74| gt Bepe-A 74 A3 FASA o S5 39 B
BAE Abs 07 wA A G Utk = FA47F Bk A WA S 43 ¥t AnyConnect A Al
P Aol Wz} 4 o] A R oS BT,

: AlWﬁYS On©| ] &4 8} 5] o] 1= 7§ = Always-Ono] & slE o] 9l A4 Ao o] &

2 8= A5, v A A V#OL /‘lEH}E‘r}E/\]%HU‘r.

The service provider in your current location is restricting access to the Internet.

You need to log on with the service provider before you can establish a VPN session.

You can try this by visiting any website with your browser.

A= A= Sg FEAY S FHAA F5 29 0obg A WY S 5ok Fc o]
- o o = Ry

23 @2 M EH A A2 v A=, 385 = AR A M s VA B ol AU 3

.y
FA} Aol Ay e and 5+ dayn,

+ Always-One] 24 51¥]0] 9151 12 3] o] Bl A9, F% LY webg A wA e 43
ofof Gtk A 45, A= FA% Slo] A 2 wogd wAS FAE 5 UL
ok 248k A5, 2 AR AEve o v A7 BAE ] VENS AAE 5 g5 o

The service provider in your current location is restricting access to the Internet.
The AnyConnect protection settings must be lowered for you to log on with the service
provider. Your current enterprise security policy does not allow this.
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Tunneling Protocol: Point-to-Point ] @ & X 2 & &) x| o] I g g},

=
PPP(Point to-Point Protocol: Point-to-Point ZZ 2 E &) A2 S &3l Kol Alo] ESo] & gal= EZ I &
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AbeE AL A Bl RS = 2 Ebd Y T

17}

GA1 VPN Z 232 #3171 E <4al §4) ol A Preferences(Part 2)(3H7d A A 2F)E A8y}

@712 PPP Exclusion(PPP A £]) c}"?j S A A Q. T3 o] A= of t3f] User Controllable(A}-& =} A o]
7he) s et AFgAT o A S & dé} W3S A Tk

+ 25 — PPP A £] & &4 3} g v}, AnyConnectoll A A} O & PPP AW 9] [P T4 5 A&t}
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o},

o | A o] —PPP A & = A 31t} A5 A ol A PPP A B 9] IP A4S 714 @ #| ¥3} 3L PPP
A| 2] UserControllable #to] 321 7 -, AF-&-ZFol| Al Th5 A A 9] X 3]0 me} o] H & A8
= A A Al 2

« ] &/d 31— PPP A 9] & 4 &31A ¥HFUTH
@73 PPP Exclusion Server IP(PPP A 2] A 1] IP) L =0 A <A Ao A-&5 = PPP A H ] IP 4= 4
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o] 72 AH&AF] AFH A s A = Foll dFHTH

« Windows: %LOCAL APPDATA%\Cisco\Cisco AnyConnect Secure Mobility Client\preferences.xml.
« Mac OS X: /Users/username/.anyconnect

« Linux: /home/username/.anyconnect

A 2 ZH ngl %k % PPP }‘1 ]ﬂ-/] IPFAE X + =9t <controllablePreferences> O]'F/H Oﬂ PPPExclusion
ARAG S A SAIA & Tt SLE B4 9] IPvd F-A0]o GuIT o F H W Thg 3t 2

<AnyConnectPreferences>

<ControllablePreferences>

<PPPExclusion>Override
<PPPExclusionServerIP>192.168.22.44</PPPExclusionServerIP></PPPExclusion>
</ControllablePreferences>

</AnyConnectPreferences>

& A Al L
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VPN 94 2= 74

EER Er
GN SubjectGivenName
N SubjectUnstructName
I Subjectlnitials
GENQ SubjectGenQualifier
DNQ SubjectDnQualifier
C SubjectCountry

L SubjectCity

SP SubjectState

ST SubjectState

O SubjectCompany

ou SubjectDept

T SubjectTitle

EA SubjectEmailAddr
DC DomainComponent
ISSUER-CN IssuerCommonName
ISSUER-SN IssuerSurName
ISSUER-GN IssuerGivenName
ISSUER-N IssuerUnstructName
ISSUER-I Issuerlnitials
ISSUER-GENQ IssuerGenQualifier
ISSUER-DNQ IssuerDnQualifier
ISSUER-C IssuerCountry
ISSUER-L IssuerCity
ISSUER-SP IssuerState
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VPN 42 |

B sDi=(SoftiD) B3-S AL§3k= VPN 9 F

e 4y
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A 2= AnyConnect 172 Z 234 sjo] A|of| A "ALE- 217} AA S A H S5 58" Sl ehS A A3
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VPN & 4| 2~ -4

DI = 2(SoftiD) £35S Agat=veN x|l
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B s E(softD) 533 A& = VPN Q1 E
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i AnyConnect= ¢] 2] EZ A RSA ~2ZE Qo] EZ SEO|AE AL EYo] & 742 EF A
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oF 79, 1ol sl mek Ao Eslo)7h 2.5 WAA sk §A A =o19) A=
H o)A & AEF Ut SDI A Mol A ¢ts Aol AIgkel =&gh 45, SDIAH = & ES = 2
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A AR} B, PIN A9-7] 2= 9 A] PIN L=
PIN-2 SDI A # ol AR 2] & 4= gl o Y ES T e aput o] 2 & & = U5

A AFEAF = PIN A]9-7] B 9 A PIN 2 =0 A AnyConnecti= "Uhg 2" 27191 A &= A] AL-&-
317] 98 AFE A7} A A 8k PIN B = Al 28l 8 PINS ) A gy T}

PIN A §-7] B= 9 A Ab-82F R E= A AbEALo] A oA & wf 5 datr] Kt Alo] E o] A
= U sdstA AElgynh 7 A5 B 94 AFEARE Al PINS § 3 8F7 v SDI AT H o A4 A PIN

< stgutolof gty A 3 2fo] & 7] Aol et AFE-AF S YT

A PIN BL=9] 7 - Ak A| 2ol A 9} 7o) 7] PINS AFE-5to] 35 AT th PIN X $-7] =
o] B9, st=dlo] EFZE O & PINS AHE-SHA] o Ab8 b EF A= ) 3ot g7l o] A&
121 0(00000000) 2. 5 -3 ¥ PIN-S AH-&-3Fo] RSA A2 Ego] EZ8 oFo 7t Ayt F 4§
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VPN & 4| 2~ -4

DI =2(softiD) E3-2 A-gat=vends [l

SDI A Mol A AH87HE F715HH 713 AgAe] PING AHAlshE A3k 5% Asbrh g g
749 W AFE A A PING Al 857 LE SDI AW o] A ) PING Eraarofol e, o] mEol
A S o] S8 02 A A RSA 9] =2 D0 YRR, £ 4 2PN o] 91

I

H SDI AW ] A= AFE- Aol A AF-8-3F PIN gh-& &ef s of gyt

Al PIN 2373

AA| PINO| §li= 49, Al~wlo] -4 ¥ W2 o whe} SDI AW &= th 23 5 3t & SFaloF FY
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A 2 Elof| A AL-g 2}l A A PINS sFi-alf o gy th(7] #-4h).
« A8 217} A PINS A A &l oF o)
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Ao JEets W2 BF HEE sAgYoh

RADIUS X5 A& F3HPIN 912 HEo] A| =2 X5 U3} A} oholl HAF YT See|AdE=
Al PINS B Aol Egloldl] A F38lal Bt Alo]Edlo]l = "thg 4" A =& ASEY.
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B2 AMgA7E o] Y

||];‘|__O__ o]_iug_;nljl__o__i% :V'E“}‘]E

"ThE e A o] Ag, Skl A EE= A PIN A e S A

RSA SecurlD A~ E Qo] EZ DLLOA U 43 & HAS AL AL &R A TEZEE FA|HA] &
it o] G ek Ao Esold] o vl 2 L e

Al o] 75 ©] 1 E = RSA SecurlD 22X E o] EZ DLLAA o5 EZ Z=& 4

U] o] €] B SDI$} RADIUS SDI 1] L

W= Pelae ve ne
w4t

+ YJo]E] B SDI= SDI €155 2] 2] 3} 7] $18)l SDI A 8] ¢} 215 E418F 4= 9l = H ek Alo] E ¢o] 9]
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« RADIUS SDI SDI A B] 9} 413} RADIUS SDI . EA| & AL83}e] SDI Q1S5S 86l 1
ol Ao Eglo] e ZRZAMAE u gt}
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VPN oA 2= 14|

SDI =Z(SoftlD) -5 315 AH-8-31= VPN 1 5

vl o] E] H. SDI % RADIUS SDIE= 972 AR8-A}el| Al 5 A 3H Al YEFR U T SDI A A &= SDI A] H of] 4]
T3 7 o E ASAS] WA A] Bl ~E = SDI A H &] WA A] B~ E o} e X3 of T} 18 A

ko A FEolAE AFEA ol Al A E T FEZEVL S A] H a3z A3ehA] &S 4 3
F Ut AnyConnect”} -8 8k4] @il 150l Aaf g 4= AlF Yt

A H- of| 9] & ¥ g3l RADIUS SDI 87 2 7] 24 o & | o|E] B SDI .8 v P} & =4

© F Y|o]E] B SDI®} RADIUS SDI &5 SDI A B &} B418t e 2 S8fo|AEo| A o3 AR 2 A

B7F QA H = e g5y h

%1% Al RADIUS A1 H = ASAOl thgk A~ 8% v A% & Al &t o] 2§k 8.7 | A] A= SDI
Aule] A ES 36k Al WA A Utk wlAA] B2 E = ASATF SDI AT H 2 A4 F Al 8k
749-2F RADIUS ZE A = 53 5418 2 5o A= g5 Ut uhebA AnyConnectol] 3 ] o] E]
H SDI MW & ¥ A ¥ =5 ASAE RADIUS A H| 2] HlA| A & &) 4] & oF gt}

I3 SDI WA A &= SDI A B o]l A& 4= 9l 0.2 ASAS] WA %] Bl ~E = SDI A B 9] v A] %] g
Eol WA i FEA o2 dX o gt 18X roH A FEfo]AE AREAlol| Al A H =
FEETF QIS Al A Al A3tslA] &5 4 5T AnyConnect 7} 85 3FA] @831 Q150] A
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RADIUS/SDI W A| 2| & =] 18} 7] 9] s ASA 173
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VPN 94 2= 74

SDI =Z(SoftlD) 5315 AH-8-3H= VPN 1 5

43}

Configuration(7-%J) > Remote Access VPN(] 4 2142~ VPN) > Network (Client) Access(H| E % =1
(Z2Fo] A E) A 22) > AnyConnect Connection Profiles(AnyConnect 172 ~ 2 3}¢1) 2 o] 5 31T},
SDI'Z RADIUS 5/ WA A= sl 4 8} 7] Al el 7/ stel= Ad Z2ued & A Estal Bdit(- ) S 2
Easieg
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new-pin-sup | A} PINS 7] 9414 0. | A} A 228 PINO] A FH 9 &S e v oAb

& PINS EA U
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* Network Access Manager ., 151 30| X]
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A ID R YEYA A2~ 22 EZS A Fuh B A7 Aol st S ksl A& e f
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Cisco AnyConnect Secure Mobility Client2] Network Access Manager 743 &4+ Uh2F 2
e Addy

rlo

Zg9 7]

« $-%1(IEEE 802.3) 2 ¥4 (IEEE 802.11) I E$] 2 o] ¥l
* Windows 78 AF8-35E= 8

EZ2uld FHYEG6) MEHY A o] HE (Microsoft 0 Fth S API
£ A Y3h= WAN o e " g

)
A5t

Ahgst

* Windows A| =~ 8l 2} 4 =

o

rr

A 2719 A%
A

* Windows 212 A2 =19

tlo
oo
ol

rr

wd 2 AREA QIS

« 7t~ 319 IEEE 802.1X 7-4

Cisco AnyConnect Secure Mobility Client ¥-2] <} 27 4, d 2] 40



Network Access Manager - I

Suite B2} FIPS
TS 7% FIPSOI A Q1% 51 o 9] A} a-& ok 1h o] gl Th
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String bytesToHexString (byte[] shalrawbytes) {
String hashHex = null;
if (shalrawbytes != null) {
StringBuffer sb = new StringBuffer (shalrawbytes.length * 2);
for (int i = 0; i < shalrawbytes.length; i++) {
String s = Integer.toHexString (0xFF & shalrawbytes[i]) .toUpperCase();
if (s.length() < 2) { sb.append("0");}
sb.append (s) ;
}
hashHex = sb.toString();
}
return hashHex;

}
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s URIONA] 5202 22912 LB AL s3a ZFE2() S, sors S AN E, 240> AH A= (@) 5 LHE
Wtk

« URIC 9l EElA &= A Eatady

2 35 A, 246 ] o] 4]
AA A7, 250 H o] A

PNoll A A4 7], 252 9 o] A

« Q1A 7}A 9.7, 253 Fl o] X

« VPN Ze}o]dE 22 5el 714 9 7], 253 7 ¢] A
* AnyConnect Ul 2 | A %] & =] 3}

HTML | o] #] o] URIE F=7}at e afo] 3 g =10] A -2 A3l oF $h vk HTML 8ho] ¥ & Lo A
URIE AHE-3hs B & Bof 5 o= thaadh 54 ool A g7 415 53] URIY Ytk

«HTTP 4l:

<p> <a href="anyconnect:import?type=pkcsl2
&uri=http%3A%2F%2Fexample.com%2FCertName.pl2>
click here to import certificate using http</a> </p>

* FTP <:

<p> <ahref="anyconnect://import?type=pkcsl2
&uri=ftp%$3A%2F%2FAdministrator$3Apassword%40192.168.10.20%2Fcerts%2FCertName.pfx">
click here to import certificate using ftp </a> </p>

Hot A g 7h= o:

<p> <a href="anyconnect://import?type=pkcsl2
&uri=file%$3A%2F%2F%2Fsdcard%2CertName.pfx">
click here to import certificate from sdcard on mobile device</a> </p>

4
A3 Android AHEAHE §) BEkSA O] F2 EAFl o] URIZ 4 E 5 Utk AR 947 9
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A2}l B 8 AnyConneot 172 &5 414 & 1423181 2% T8 AnyConnect URI A 2] 7] & AL 8141
AlQ.
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anyconnect:[//]create[/]?name=Description&host=ServerAddress| & Parameter1=)alue&Parameter2="Value

R
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s host — A A3 ASAQ] =19l o] & IP T4 =& 1% URLS & 3t} AnyConnecti=
AnyConnect 172 &£0] A ¥ =4 Lo o] w7/l A4 kS L=k

anyconnect://create/?name=SimpleExampleshost=vpn.example.com
anyconnect:create?name=SimpleExample&host=vpn.example.com

« protocol(X BN ALE}, X7 & A] @82 79~ SSLof| Ul gk 7|2 3h) — VPN Z 2 EF o] o] AZ o A&
AUk F &3 e v 25y
- SSL
o IPSec

anyconnect:create?name=ExampleIPsec&host=vpn.company.com&protocol=IPsec

« authentication(’d ] A} &, 3 2 E Zof A [PsecHt A & 74 -9~ 4] -85 ] EAP AnyConnect®l| tff gk
7]+ %k) — IPSec VPN A4 of] AR5 = Q15 W YU Th frasgh gh2 o33 254t

o EAP-AnyConnect

- EAP-GTC
- EAP-MD5
- EAP-MSCHAPv2
o IKE-RSA
« ike-identity(2] 5 ©] EAP-GTC, EAP-MD5 =3 EAP-MSCAPV2 2 A A ¥ 7 ¢ DAL —
AUTHENTICATION©] EAP-GTC, EAP-MD5 %+ EAP-MSCHAPV2 & A A # 79 IKE IDY U]

o o] RS the % Ao e E A% fashA egnh

anyconnect:create?name=Description&host=vpn.company.com&protocol=IPsec
&authentication=eap-md5&ike-identity=012A4F8B29A9BCD
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E AR A ARG fFaEe @2 s 25U
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tjulo] 2o A X4 o] Q1FAE X2 Diagnostics(%! TF) > Certificates($! 5 A1) S
SEo AR AZAE HeE 2o % itk AZAGNA 98 B
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o ZH(True) — Apple iOSE AF-&-3}= o 2] Alo] o] VPN A2 S A 2k A] fhy .
useondemand Tl 7|} 55 FH(True) 2. = A A $+ 7 9- AnyConnect= AnyConnect 172 &}

O

)
-’

Jf
lo

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
[ 248 | [



=uke] &3] o] A 2] AnyConnect

Connect on Demand(=>T] M= 174) =] ON k= 9 8 Ut} (useondemand=7(True)$!
7 §- domainlistalways %== domainlistifneeded "l 7| ¥ =7} 2 8 )

anyconnect:create?name=Example%$20with%20certificate&host=vpn.example.com
&netroam=true&usecert=true&certcommonname=example-ID&useondemand=true
&domainlistalways=email.example.com,pay.examplecloud.com
&domainlistnever=www.example.com&domainlistifneeded=intranet.example.com

* domainlistnever(X ] A} &, useondemand=%+(True)©] ©] ©F &) — Connect on Demand(=t] W= 9
A) 75 AHES A8 7] el dAet=A] Hrke w Qs A o] B5E& dAek=A
Tl &S HItehy] 9 al AFE5kE 3 HAl 9] Tl 8 AnyConnecty U TF T2l @ o] &
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YUk o Ze] Al o] Aol o] ufj7jA —’Foﬂfﬂ X]Xéf?} Ll = O}Uroﬂ st AM~F 8t
VPN A Z o] o}# & o] ol 79 Apple iOSE VPN A2 S A A 3be] a1 A =g},
AnyConnecti= AnyConnect 172 &5-2] Always Connect(3}7d ¢174) H =of o] £55 A4y
E}.Oﬂxﬂ %} E%E%%%'email.example.com,pay.examplecloud.com?}LJE}.

domalnllstlfneeded(useondemand—x]’(True) 7 9~ domainlistalways %= domainlistifneeded v}l 7]

7} 2 8.3 — AnyConnecti= DNS 277} T 8= 7 -9-, o] J-Fo| A A X ep=A] =l
Pﬁ‘é = B7HEU T o] H59f wAtd o] vl A ek= A5 Apple i0S7F VPN 12 & A A
SFe] 3L A =3 T AnyConnecti= AnyConnect 917 &H5-9] Connect if Needed(Z & A| 172) 2
= o] HEE AGFU T o] H5Foll tig 7 AREA QI ARG Abel= 71 HIES] A ol A
LANO|| oA 23 5= gl W 2l o) Ibekab Al oAl sk Ayt o A k2

intranet.example.com1ﬁ14t}.

ofe] Ejelg A stel W HEE TRE 2 ALGFHUA L LU WE A T H 2 P F47} o
=9l o) &1t 4] 9 gtk & AnyConnect'=s T3t o] 7} 5% g2o] mu|9l o] & 4o o
A= fr sl A5 U
A A A1 A of A &5 of Al A A] of Al LA A )
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5 29 91e 3}
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u}. = .
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VPN <12 27

©] AnyConnect URI %] 2] 7] & A}-8-3}<f /\F‘lx}ﬂ Hoh HA VPN A4S AA T 7 J 5 VPN
Ayl =8k v 24 S 98l URION 9l F7 ARE 388 4= 5yt

CAHEA o) B W WL v)e] A57]
Lol % QFE 3] AHEA o] B R vl E vie] A 57]
S AHA o) B W Ul E v]e] A5, A7 Tkl ¥ A7
o Aol o] F E EAE WAWNSE F Sk BAAAT F A BE b PR F HHE A}

,Q_El—/\ 9\1/\1/]1;].

anyconnect:[//]connect[/]?[name=Description/host=ServerAddress]

[&Parameter1=Value&Parameter2=Jalue ..]
T+

anyconnect:[//]connect[/]?’name=Description&host=ServerAddress
[&Parameter1=Value&Parameter2=Value ..]
%
ol ol = BE i %}01 =)ol 21+ AnyConnect 172 &
8= 739, AnyConnect= 145 A4 3H7] 918 v =] w7l A& A % Y
RE RS A B Q= v
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* URIE AF&-3to] VPN A4S A3k 45, v'dH & A A2 OTP(One Time Password: ¥ 3] -&

H %) Q13 e}o) &7 A]‘%Q—E 78 -§-el RF AFE-3HAI A
vl 7] A =

* name — AnyConnect & 2] 914 5= o YeEl= A4 g59] o] 59t} AnyConnecti=
AnyConnect A2 &2 A d=& thd o= o] gha F7hetr o) W& AFE-8ho] Al
M AA FES A AT olFol EEFE YUY o] #hS t/AEAE TR gU Y

* host— AnyConnect 174 359 A H F4 A9} A X5l = F ASAS] = o] &, IP 74 B
13 URLS &6t o] d W& Abgsto] Fx|ol A A4 g5 BT A4 T2EVH 5=

Aoy,

Configuration(7-J) > Remote Access VPN(] 2 < 4| 2= VPN) > Network (Client) Access(H] E %]
A(F o] 9 E) A 2~) > AnyConnect Connection Profiles(AnyConnect $172 3 2 3}¢) >
Advanced(323) > Group Alias/Group URL(ZL5 " %/Z1%F URL) > Group-URL(Z 5 URL)<
A3k 1458 URL®] ASDMol| 4 E Yt

* onsuccess — 1 2 0] AT AN A5 o] AP S A YA . FAEE F2h

° Apple i0S g2 | A o] A o] AZAHE el = H s = 745, 48+ URL= A G AH
anyconnect:close '8 ¥ = AF8-3}o] AnyConnect GUIE © 2.4 A Q..

° Android “g*| ol 4] o] A o] AZAF el = Ak AL} o] m] AAE A A5, A=
URLS A A 3}4] A ©.. o] 2] onsuccess 2F S A A & 5= 915 Y th. AnyConnect:= Andr01d
FA oA AA o] A3 o] 5o 6]-)\]-GUIE gE5H

+ onerror — S1710] A15)8h 44 o] 2L AaAsHAIA 2. BAFM 2k
o Apple i0S ]| A o] A4 o] A | el= ¢,
oS AF8-3}0] AnyConnect GUIE B 0.4 Al
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« prefill_username — 17 URI®I| U= AHE-A} o] 55 Al &8t A4 L FZE A n] 2] 2 9-7]
= F3dy

« prefill_password — 172 URIY| Q&= B HEE A g3l A4 ZFZEA u|g A7 &
FRAFUT ol A== A3 g Tl el 8 A2 TR Oal A AF-8-3l oF F Tt

« prefill_secondary_username — ©|5 15& S =T T oA o] miHgE= A4
URIC 1= 7 AR AFEAF o] & Al 3stal A4 ZFZEoA vl 257 & T3

» prefill_secondary password — ©] 5 9152 QY= A oA o] wj/ S A
URI®l 3= 7 HA ALE2} o] Eo HID WS & Al gabar A4 E%E—E—Oﬂ’ﬂ v 2 iﬂ—rﬂr——z T
et

« prefill_group_list — Configuration(7-%J) > Remote Access VPN( 2 2] 4] 2= VPN) > Network
(Client) Access(U] E] Z(Z 20| A E) 4] 2~) > AnyConnect Connection Profiles(AnyConnect
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VPNell X A2 7]

VPN A 44

] AnyConnect URI #] 2] 7] & A}-8-3}o] VPNO| A AF-&-22] A4 8 51T

anyconnect:[//]disconnect[/]|&onsuccess=URL

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0

A4 > 2 319) > Advanced(3L ) > Group Alias/Group URL(ZL 3 ' /=15 URL) > Connection
Aliases(317 8 4)% HE)alwl 2171 97 o] ASDMe] A o]},

URIY = A4 o] &, 3 2E o] F = 15 URLS Al 334 Al 2.
anyconnect://connect/?name=Example
anyconnect:connect?host=hr.example.com
anyconnect:connect?name=Example&host=hr.example.com
anyconnect://connect/?name=Example&host=hr.example.com/group-url
sprefill username=userlé&prefill password=passwordl

BE w2 A 4 AF

AA ZPel A5 7wk o 2 XA E URL € 7|5 A &3l # ™ onsuccess B+ onerror M| 7l ¥ 4=
S AESH Al

anyconnect://connect?host=vpn.company.com
&onsuccess=http%3A%2F%2Fwww.cisco.com
anyconnect://connect?host=vpn.company.com
&onerror=http%$3A%2F%2Fwww.cisco.com%2Ffailure.html
&onsuccess=http%3A%2F%2Fwww.cisco.com

Androidol]| A 4 2] onsuccess 2 S X A g 4= 5T}

anyconnect://connect?host=vpn.company.com
&onerror=http%3A%2F%2Fwww.cisco.com%2Ffailure.html
&onsuccess=http%$3A%2F%2Fwww.cisco.com
&onsuccess=tel:9781111111

Apple i0S “F ] ol A anyconnect://close ™ & < onsuccess == onerror Tl 7| ' 5=l 4] AnyConnect
GUIZ ¥-& vl A4 5 Azt

anyconnect://connect?host=vpn.company.com
&onsuccess=anyconnect%$3A%$2F%2Fclose

A QRS Agstal URIC = AREAF ol 53t W 25 vl ] A 5-7] 8 A 2.

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userl&prefill password=passwordl
anyconnect:connect?name=Exampleshost=hr.example.com/group-url
&prefill username=userlé&prefill password=passwordl

o1F 915L A AA ARE AFHILAEA o] F W M AAEE v A5 3H4 A 2.

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userlé&prefill password=passwordl
&prefill secondary username=user2&prefill secondary password=password2

A2 QAEE A FstaL AFEAF o] F R HEHSE v 718k 4 et HA S AA
aHaIA 2
anyconnect://connect/?name=Example&host=hr.example.com

&prefill username=userl&prefill password=passwordl
&prefill group list=10.%20Single%20Authentication
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e 13 54T DARTO A Cisco Technical Assistance Center(TAC) &4 918 =71, A el 2
ATt AR S Z3shyr)

DART "} AF= AnyConnect”} 2H5 81 2] of| 4] 2 8] ] L]t} DARTO) &= #&] 2} @ gto] H 8 8}1%
25 Yt AnyConnectol] 4 DARTE 2! 83} 4 1} AnyConnect §1©] AFA] 4 © 2 DARTE A &gk 4= 9l
Yt}

AQE e £ AAE e 2ay.

« Windows
« Mac OS X

« Linux
13}

SA1 o33} o] DARTE A3 e 4 A &
* Windows %] 2] 7d-¢- Cisco AnyConnect Secure Mobility ClientS 2 & 5} 4 A] 2.
* Linux %] 2] 7d-$- Applications(°l| = 2] 7| ©] A) > Internet(3 €] ¥) > Cisco DART
= /opt/cisco/anyconnect/dart/dartui S A1 B} 5}4] A] Q..

* Mac 2] 2] 79~ Applications(°ll =] 7] ©] A1) > Cisco > Cisco DART S X &3} 4] A] Q..

A 2 Statistics('5Al) S 22 ¢ ThE Details(H F-AFHE S A L
WA 3 Default(?] E7k) =5 Custom(AH8-2F A A) HE A S Helst A L

* Default(7] 3% %k) — AnyConnect 2 71 3}, A FE o 3k A4l 4 1 9 DART7| 4~3) 5 =}
Q13 7 ehA) e Aol aof 5 oAl 21 wela Ad 4w EaE LTk Wl 7]
E o] &L DARTBundle.zip©|il 22 g2 F A3gd Y.
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A ANzg g ider I

* Custom(AFH&2F A Q) — A5l 2318 (e 7|2 F) A HES AL AXE AL

T AdF YT
#3 Mac OS XO| A= Default(7] 2 3h)7F L o A QYT HE] Eehe 5t & A2} A A
gt 4= gl U
i Custom(&ﬁx} A7) e Aelsls 49 HE g A S AT = 9o g i

Alzre] Q8] AE]E A0 Kol A9 Cancel(F 1) S Z¢

&til DARTE thA] 413 0}04 AN 3 v A sk Custom(AH-8-AF A A)S A e sh4] Al 2

A5 Default(7] 2% E A& 3 749 DART7F &S A4 8H7] A2 o) Custom(A-8-2F A )& A 8
& A ALEH vhiA TEZES wtel 20, 87 A4 9, AT g1 2 7 e AR A A gL A
B Al 2

HIFE A AE A 7 Q7]

Windows 2] 73 9- msinfo32 /nfo c¢:\msinfo.nfoS ] &34 A 2.

Systeminfo 3} ! {3 7} Q 7]

Windows2] 74-$- sysinfo & X F X E A ci\sysinfo.txtE ¢ H 34 Al L.

2~Eg] vl 2l

SetupAPI %71 3810 913 -2 ofelsh ol 3 5 gt TS hEh e,

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce & %] = E ] 7]
7F EA A RISt L. o] WA 2E L 717F gl A B inf A A 971X o] AR 5 A4 E Y

.

AnyConnect = 7 3} ¢ X

2= O 9ol REg Y
Windows — \Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

* Windows — \Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log
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o

[ | AnyConnect 1724 ==

ﬁ&

A &7 A

P

231 Windowsol A 543 3L & F A8l oF T4t

Z7] el AX Q) A, 29 AR APE 1A T E E el Sl
$TEMPS\anyconnect-win-4.X.xxxxx-k9-install-yyyyyyyyyyyvyy.log.
Hre o] =7F H A of Aol Edelol A AlAtE 73, =1 3 d 2 v f1A1 9l s U U
$WINDIRS\TEMP\anyconnect-win-3.X.xxxxx-k9-install-yyyyyyyyyyyvyyy.log.

A g Fetol AE ] M el g3t H o 9 U & S 4] Al S xorts B A ol whEk TRy
AR EA R A e YT

AnyConnect 14 T+ A2 #7] A4

- . 77 -
AnyConnect 7] 124 A& ¢t 3t = A4 27] ¢k 3
A3 : AnyConnect”} 7] 914 S A 31X &A1 Cisco AnyConnect Secure Mobility Client %ol A]
Disconnect(1 2 #7)E 8t datx] o AE A5 4 A5 YTh
L5 TS SAF
* Citrix Advanced Gateway Client 1 % 2.2.15 A8 Z<1 7 -9, Citrixol| 4] CtxLsp.dll <= A & 3l 24 3
wfj 7}2] Citrix Advanced Gateway ClientE A A 34 T},
* AT&T Sierra %41 875 7F=7} X+l AT&T Communication Manager W A 6.2 &£ 6.79 AFE 5
1 35, tha dAloll whet A E S A sk Al L
Aircardol| A 7145315 v &4 8F g o
2 AT&T Communication Manager > Tools(%) > Settings(’d ) > Acceleration(”7}-%; 3}) >
Startup(*] 2H)= Al 2H g o
manual< § 2 4t}
Stop(F )= S th

«AA A ZAE A TS 2ol ASAAA T IS THA LA A L.
o ASA &0l A write net x.x.x.x:ASA-Config.txtE ¢ = Ut} o] u] x.x.x.xT UES
AT TFTP A ¥ 9] IP T+ P Y T}
> ASA %0 4 show running-configZS <} & gt} +4 3}
o Y31 A3y,

A W

e

S g AE HYy ) B

o T}S-3} 72o] ASA O|HIE 21 B7;

1 ASA £l A ssl, webvpn, anyconnect & 215 o|HIE &

i
fz
it
1*)
O
Hlo
O—gﬁ-"
o
W
N
it
i
it

config terminal
logging enable

Cisco AnyConnect Secure Mobility Client ¥ 2} A ™ A, & 2] 2 4,0
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AnyConnect 7] 9172 A ¢t gt == 14 #7] ¢

o
H

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
logging class ssl console debugging
logging class anyconnect console debugging

2 AnyConnect 20| E AZAS A %dti A4 QF7F HAeA &4 21 4R E 2}
g ~E AJAY 76 o] @aL Ao

3 no logging enables Y &3] 7S &g s}t

» Windows ©] ¥l E H-o]
25 7T AAI L.

il

AHg-sle] o] A E F35E] ol A Cisco AnyConnect VPN S &}0] 1 E

I Start(*] 2h) > Run(& )& A B8}l eventvwrmse /s5 Y = FH

2 Windows 79] el Z]Ale] A W A H] 2 210 A cisco anyConnect VBN Client (Cisco
AnyConnect VPN Z#to]dE) & 231 Save Log File As.. (U2 o] 502 271 3t AHE A
gty

3 9 o], 9= 9] AnyConnectClientLog.evtE SFEFUTH .evt Y 2] S
&3l ofF gt

* Windows {1 ¢ o 1 e g gl & =43y}

1 WinDbg 4] | A 9} 2] vpnagent.exe ZZAH| 2~ & HHF-3H T},

2 IPv6/IPv4 IP 52 8H 3l A} 3 Blo] 9li=x] et hely B E =2 o3l o]
HE 272 FZ2314] A1 Q.

3 FEel #0849, A T Fehol AE AR A 2wl F7b ek Ow o
gy}, o] ¥ gk &> AnyConnect o[ I E 2 710 th5-3} o] 3 A[E

>~

}

5

xo

Ty

i

T
il
o
N

Function: CRouteMgr:modifyRoutingTable Return code: 0xFE06000E File: .\VpnMgr.cpp
Line:1122

Description: ROUTEMGR ERROR_ROUTE_TABLE VERIFICATION FAILED.

Termination reason code 27: Unable to successfully verlfy all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE_ERROR NOT_ INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED

4 =4 YA 2EF &E(Windows) = 3+ (Linux 2 Mac OS X)S F7}13to] A4 2] U 34
29-E fW S 2483
* 32H] E Windows®°l| 4] DWORD # A ~E 2] k2 o} 54Ut

HKEY LOCAL MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* 64H] E Windows®l| | DWORD #| A = E 2] gt-& th&3h 51 th
HKEY LOCAL MACHINE\Software\WOW6432node\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* Linux "=+ Mac OS Xl 4] sudo ] X] © & & A&-3lo] U5 A ZAA IS A TY
t}. /opt/CLSco/anyconnect/debugroutes
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. Egg S Ad3t#] 2= AnyConnect

)
Fa B Ado] Azt 7] e o] AAlgE Ut o] Bt o] 7] e AR g

& 7] e 5 9] 7] E gho] T A &3St FEet R R T e sk gu Lt
VPN 25 A AU o] 7] B gpd o] HA WS wf 5 7] 2}9-E HH
I EAE gl o] Al AE 9] 01}\] I EZ (Yt © 2 Windows2] 74 -$-
C:\Windows\Temp©| 2 Mac B Linux2] 7d-%- /tmp)ol] AR YU F 719 3L
(debug_routechangesv4.txt4 ‘%l debug_routechangesve6.txt)> o] 1] Ex]3}= 49
oj 2271 g Ut

E g9 & A5t %+= AnyConnect

T syt

A AZE A W E S A9l AnyConnect Z2Fo|AE A Hlo|HE A5
o

* AT&T Sierra 51 875 7F=7} E &% AT&T Communication Manager M A 6.2 1= 6.79 Al &

1 A5, T Aol Wt FAE s A s Al S
Aircardol| A 7} 315 v &4 S o)

1
2 AT&T Communication Manager > Tools(&) > Settings(d %) > Acceleration(7}4; 3}) > Startup(A|

2hS A2y o
manualS 534
Stop(5 A= SHFU T

w

* vpn-sessiondb /‘1 | 7213} anyconnect L E] ©] & <username> ¥ FA| 9] EH
o 4 BE] o] 55 XXXXXZ A 4 8}3L access-list XXXXX 4 & FA]

7 &Yt} ACLoﬂ/\i oL EfE 528 2utalar QA Fex 3

* AnyConnect VPN Client(AnyConnect VPN & }©] 1 E) > Statistics(‘ 7) > Details(A] F-A} &) >
Export(H] 21| 7] )(AnyConnect ExportedStats.txt DART)*| 4] DART 3} == &3

AL, dEHo] 2 B 2k HolEs ST

* NAT ¥ & &8 ASA 74 3L S &Yt} NATE &4
FlolAE 2o Hlo]E] Hks-S WA s oF T o & &
A A 7] thg ZEE ARSI Al

st A, HEY A T4
©] AnyConnect =9 IP 5~ % NAT

access-list in nat0 out extended permit ip any 10.136.246.0 255.255.255.0

ip local pool TPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in nat0O_out

cHEY 71 E Aol Edolol M o] &5t A=A SAFU T 7]E=2] 7] Ao E o]

s RN @ 2N A8 AF PR,

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

VPN = g}o] 1 E ] 4] VPN Gateway <] Ij/‘r" g o] Eof gli= gl Aol A 23l of 5h= 75,
7o) HF 7] Aol ESo] & F3f 2h-9-¥ H U th VPN Gateway= U4 2}-9-8 E o] & %A

Jll Cisco AnyConnect Secure Mobility Client ¥2] <} A= 4], H 2]~ 4.0
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REECER |

5} S AFR3E 79 IPsec/SSL VPN A 4o A 2= 935
=5 EEH%J% a}%EoﬂH xmﬁwu‘r 31;% E e HE AR 209.165.200.2259] 2}$-€
3 VPNoll A 0= Ed|&-& 10.0.4.29] [ SETAK

_rg

* AnyConnectE AF-&3Fo] Y& A 43817] 2159 ipconfig /alle] ]~ E F3 4 g} 9-E X HE
Fag A

FetoldEL UEN A A A E T3 AL ASAIAM A E AFE S 5= U F U

[\

Y
=

A - o] & 2] A o] A (Microsoft Outlook 5)¢] Bl €< 53l 25314 &8 4%,
|9 2715 gletE ¥ ping®] & 3ol A= HIES A ¢zl FA
ping3HY th(el : ping -| 500, ping -| 1000, ping -| 1500 % ping -| 2000). Ping A 3}
UES 9] da st EAlo] th g GAE AT FU ek AFEALe] T st A 3ol
Hjsle] 53X 1FS 445kl ©] 15 9] anyconnect mtuE 120002 A g sk 4=
UFH T T 7] E [Psec Seto]AEA MTU.exe 274 FE 2 H & A
=84 ol HE MTUE 1300 483 = Q5 o) Al 58 7\] 2ol & 1] 8 aL
A=A g8k Al L

A .

VPN A H] 2= 2 5

VPN A B 2= A4 A7)
A AL A gls U Th VPN A H] 20 4538 5 gl yth el WA A 7F YEebg Yy th
AnyConnect-§ VPN A H| 227} A 8§ =] a1 Q) #] ek ),
LT TE ol ZE| Ao o] Aot FEFHEA] I

2 A 2.

ST A H ) BEee O e

U5 AAbs B8 A A9 27]38F s v A8 A2 (e & 5ol ARl AR A of 22 o)
o} 2= sh=A gy
;Gj}.

A1 Windows 2] Eoll A A1 2~5 €213} Cisco AnyConnect VPN of o] A E 7} A &) 5] 31 Q) #] ¢F-2-~]
gl Al . Adetar gl ot o wA A7} Al A E = AT, A E o] A tHE VPN o &
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VPN = }o] A E =glo| B o A 27 1A (Microsoft Windows ] tj o] E o] 5)

@A 2 Cisco AnyConnect VPN o o] A E &

973 A As A zE 2= gloltha ohe) = o
AA Q. 26k A o] =5 A Zrol] & e}

G4 Z= WAR 9] SAs Guk g ~w =T
g1 A S

A5 27} A8 A Z A E e = A5, e T SPUE EAIShE TS R 2 o) i gt 7] EF
AR WA 2] 7} Q=] ZrolH AR Q.

=] o] Wl E F-o] el A AnyConnect =15 <13}
o] ol R A7] & et Al Q.

2ol
Sofol A A28 W o Aol M 2 E

« 9 9 — 59 A 83 MSI A %] o] 4] AnyConnect Z2Fo] A EE ThA] A x| 3l §le vtd &
H A3 A AL L.

CTHE E 4 A 29 AR — A A9 v g shale] 9laxu o el B A FES ol

£ A 8] 220l A vpnagentZ} AF8 S0 L E9} 5
HIDS £ X E glofol| A 2 A Egjo] 7} X E o] A

A6 7RIS A EAISHA e A AR A s B SES ARl L. The el 7HE
& glQlo] QA H T A H| 2 s ol A s A H (VPN A5, HIDS &L E9o], spybot &4, 221
¥, QtEjupol 2 2~ AL E Qo] )& A Bk Al L.

BAT ARG VPN o ol HE A 27} W3] Al E A e A5 2 AAle] 7] A E el A
2| B}A] @Fo A H| A AFR-S F A A Q.

tlo| A E =zg}lo] o A 257 A (Microsoft Windows & t| o] E

A7 . # ol Microsoft certclass.inf 34 S A o] EdSl 49 VPN A A4S HASH L A| =& v ¢}
H Al X] 7} 2 A g o

=
o

S
=]

The VPN client driver has encountered an error.
2= 0l

C:\WINDOWS\setupapi.logE &1+ 4 ¢, th3 2 77F A2 5 54U Th

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf’ was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver signing

policy.
EFM. Yy T E X E A C: \>system1nf0~ =3 AY CAWINDOWS\WindowsUpdate logE <1
0}04 Hto] AAH Hulo] EE FRIFYTh VPN Egto|HE B8t H A S W2 A L.
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EENEES |

VPN Zeto] A E Eefo]n) o F H

=
ol A e GA A FhE =17} B4 H A FokEe YEtE etE T a8 spd o] A H 4] &2

HA & Yolzhod 1 & F lFUTh S F I AL HAYSHE 49 Microsoftoll A AHEl & A 31 =to] B
A1 dlel B o] 27k &3 A1 Sl Al L

13}

A1 BYAER EE ZFIES AL
@Al 2 net stop CryptSveE ] H Al 2
A 3 esentutl /g Y%systemroot% \ System32 \ catroot2 \ {F750E6C3-38EE-11D1-85E5-00C04FC295EE} \

catdbE 19 3to] fra/d-S &2l O}J— tl o] e w o] 2~ & =43} 3L %/WINDIR% \ system32 \ catroot2
of catroot2 old U] & E 2] 9] o] &5 M4 A 2

A4 ZEEZETE EAHW OK(ER)E A E ] H%L AEEA Q. W TETES Faata i
A AL

SefolH] Fi&
VPNVA.sys =2}o|H S5 3|2

A A VPNVA.sys =2tol ¥ 7} 53},

%54 Cisco AnyConnect 7} o] ] o] v}l & F3F =gfo|HE 2har A e F A,
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. vpnagent.exe =2}o| ¥ F 5 32

vpnagent.exe =Z}o| ¥ % &) 4

0 (RUBNAURN AU

=

o

=

=

)

)

=

=

43}

C:\Vpnagentﬂ}l“— DU Eg] S A A A Q.

2+ 2] x| A Process(3Z 2 A 2~) 812 A5 H.31 vpnagent.exe2] Z Z A2 PIDE F T34 A] Q..
BE IFIES Ay 25 AA% HEEe S WA A L. 7] 2 4] 0. = Windows& H H 7
£ C:\Program Files\Debugging Tools®] &)

cscript vpnagent4.vbs -crash -p PID -o c:\vpnagent -nodumponfirstS ¢ 2 54 Al .. o1 7| A PID+=
vpnagent.exe2| PID$] Yt}

e HAstE AHE A EYE " s

=0 TA ’3}‘34 c:\vpnagent®] ¥l =5 zip 3A 2 T4 A 2.

==
crashdm = A ° GO H lanalyze -v= S oA L.
hdmp 591 & A28 Al 7 k52 W tanalyze -vE A}-8-5141 4] ©

"O

Network Access Manager®] & = /=2}o|H A

e =

Network Access Managerol| A] 1 o] E] & A A 8HA] & B¢, U E A Aol &9 15 Bk
7t Al Al e A mst Al QL AHE sk A] o ' A Al 7 A
Manager7]- olHE e entE HAdHE AT = F th. NIC CE}O]‘HA Rl

<= gl a5 s d ol A "Wait for Link(% = o 7] T AFH T} o] Ao ﬁﬁ
= A5, 4 NIC =tolH 27]3} ol A s - ¢hustr] 9l th7lstH & 27t A=A
ot

s igo
F-,QF[‘
hin

AnyConnect ==

A TG 5 A AT o] QA HE Gtk ek MAAE ARG

234 %temp% U B E g ol A log E .dmp A LS F=HFUCH
(C:\DOCUME~1\jsmith\LOCALS~1\Temp ). 3} S HAFFAY WA Yt} Jog B+ .dmp 3 9
A HH S A ZFAA S
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vpndownloaderol| A1 2] AnyConnect <= (LSP(Layered Service Provider: 7| 53} A 1] 2~ ¥ 2}) 25 2 NOD32 .
AV)

A1 Start(A 2h) > Run(2 @) w570l A Dr. Watson(Drwtsn32.exe)©] 2= Microsoft 12 2] E] & 2 8 514 Al

(@]
1.
oA 2 S T8 OK(E)E S84 Al L.
Number of Instructions : 25
Number of Errors to Save : 25
Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked
Append to Existing Log File : Checked
Visual Notification : Checked

Create Crash Dump File : Checked

GA 3 ZEho]AE HAFE A Start(A 2h) > Run(Z ) w570l eventvwr.mse /sE 4] 2 314] Windows ©| Wl E
o] 2 5-F Cisco AnyConnect VPN S 2}0|AE 215 74 QA Al &

@A 4 o Z Aol H A H] 2 2 I(Windows 7)ol 4] Cisco AnyConnect VPN S 2o A EE 7] 43} 31 Save
Log File As...(C}2 o] 522 271 3 A5 A & 3}4] Al 2. AnyConnectClientLog.evto} 7-0] evt
ol g2 o] 9 o] 55 A A L.

vpndownloader©l| 4] 2] AnyConnect = =(LSP(Layered Service Provider: 7|
3t MM = A BE 2—; NOD32 AV)

i A7 : AnyConnectol| A A4S AA 3t 3L A| 23 o) ssl Al A S A3 4 0= QlF3faL M =3alA| vk
LSP T+ NOD32 AVE /\} 3t 73 9- AnyConnect Z2}0] 91 E7} vpndownloaderol| A F&H U,

ZA: A 2794 Q18 Yl RUE Y FA 84S A ASH ESET NOD32 AV H A 3,002 ¢ 19
OlJ?:M =

B2 ~F2(AT& T tho| 9 #)

A AT & TTho]l el & AHE 59 49, SOl E 9 A Aol A 4 5o it BF =30
et vy @ 9 d S A 9l
&5 A A1 7.6.2 AT&T Global Network Client= g 1] o] =30 A &

< op
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|
o
©
o,
ke

ERE

Microsoft Internet Explorer Hl 741

A Bok A3 AFe vhg "l A E 9} 37| Microsoft Internet Explorerol] W ERE U T

Information you exchange with this site cannot be viewed or changed by others. However,
there is a problem with the site's security certificate. The security certificate was issued

by a company you have not chosen to trust. View the certificate to determine whether you
want to trust the certifying authority.

FA: o] At N T 5 QE AP ER 145 B ASAd] AAT 4%, vhebe 5 AT

] 5 AR ool Al 13 4 A AEAE WA, Felol o) 412
Tt FE AFA 4AE B2 A L.

1 7ol A 9 Abol E Q15 41 Fo] nekg-Ael Lhehd 4 glrith mek 4w
o) e A R 2ol & g 9 2EF AU,

Unable to verify the identity of <Hostname or IP address> as a trusted site.

FA: o] Hek AT A 5 9l AN ER QA E A o ASAY AR T A e = A%
HD}.Ol%L-E—HPX]o}EﬂtE% oAE AT 5 = FE JASAHE AA G Sehold Eo
AT 5ol FEQASA AAE B2 L

.

45
H 59l FE AFAR AFSHE AFAE AFHAL Doy L.

[\

of AT Yt FE AFHE AA A AFHE A A & & 7)1k wat
A A8 98 5 U e e A AL A5 Rogue 1<) Q1S A8 15 she s n
eh9- A 2 PA AL Bk Aol Edlo] A4 Al 1ok 7] vlal g alol st Ru ol gou
2 s e,

2
=
o,
o 1
9
re
K
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re
iy
ol
e}

43}

A1 Security Alert(}.9F 74 a1) ol A View Certificate(S1 54 H.7)E S 314 A L.

A 2 Install Certificate(2 541 A X)E S 5144 L.

@713 Next(The)E 22814 Al L.

@71 4 Place all certificates in the following store(CHo #7440 & Q154 HIHE A BISHAIA] Q.

A5 Browse(ZtolH 7)) E S84 A Q.

GA6 =FUHE 550 A Trusted Root Certification Authorities(2] 2| 3F 5= 1= FE 215 7|3 = A 83}

CRES

AT AZ3NA Certificate Import(21 54 714 2.7]) vl A} 22

HHU
e
[
il
k=)
it
>
>
o

jih3
M
S
>

| 4 A2 = <HJuniper Odyssey Client)
o] =

|
ot

i
=)
2z
2

FA14: 4 917k Odyssey Fehol =0l 4 B3k Q= F 5, 41 o
Hol FRFUTE 74 A7k w24 s A Ado] el g AE gy

“
&5 Odyssey = 2}o] A E 4

Odyssey = 2}o| A E -4

Az

A1 MEAD QAN DA Sl EAHE o FH 9 o] FL BAG L HA ~Ee 2 FA}E
03] Aol MY S FABL AR ST FS A4 FANBAT 5 omz oA
o

.

GA2 HA2~ELE 93 HKEY LOCAL MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapter Type\virtual = ©]-& 31 t}.

A3 virtual oF ol A A EAFE wES A TUTHE UMIES T £ ofHE o] F5 dIALER] 4 &5
AR T 7 A 2 ER] A8 g ¥ A Soll a2 MSIZF A A ] o] E}E ZEfo|AEZ F 4]
th-E o] AR YT
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. ASA°] th 3k A4 2l 5)|(Kaspersky AV Workstation 6.x)

ASA°l th 3t 1A 2l 7l (Kaspersky AV Workstation 6.x)

i A 7 : Kaspersky 6.0.30] A 2] 7 -$-(H] &4 gk 4 -9-% 3l o), ASAC o) g+ AnyConnect 172 ©]
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Termination reason code 29 [Routing and Remote Access service is running]

The Windows service “Routing and Remote Access”’ is incompatible with the Cisco AnyConnect
VPN Client.
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“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”
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