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* AnyConnect #iZ LA , 5 1 7T

* 4 AnyConnect {fE % %3 , 25 2 U1
* ¥ AnyConnect , 2% 6 L

o MEEERE AnyConnect , 25 18 T

* HHT AnyConnect HF AL E SO/, 56 26 1L

AnyConnect £} & #ifiA
% AnyConnect 523, BCE M T2 AnyConnect 2 /7 %ig S HAH S
J8FR} AnyConnect 2R Al 7 ity nl 3 I DA R J7 v 308 G fE o
« TR - B BRI TnT LA e & H P 3T, T BLE A3 B R S (SMS) AT

* M2 - # AnyConnect #4140 N330Sk, RN ASA 80 FTD Bj k3G e+ ISE Ikés#s. = H P
BB KA ISE I8, W 23¥4 AnyConnect #5521 % 1 3 o

XFFoBr s, F PR R) Skl LU R4 AnyConnect % /' dit . 457 i ] F-ahk H 8 2edé Gal
SURCEA Y SEY DI

BOHT O %2 2% AnyConnect [ 24t 1247 1) AnyConnect 52 )i, B 0K FH 77 52 1 42 ASA
TEE PG 58

7% AnyConnect I, 0] LS FHARSN D BE A AT BB LU ] T RO & VPN MIA] 1B D BE K2 7 dii T .

Ao
R ASA. I0S. Microsoft Windows. Linux fl macOS HI R % & BLAZuEESK, 152 % AnyConnect
FERAS T ] o

R E AT %2 %5 AnyConnect

AnyConnect 1 LA ISE 1.3 (R SihiAS) AT ASA Skumdb A7 45308, 808 AT &
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Z1Z AnyConnect

27 AnyConnect 4 & 2% i

)

e

* I\ ASA 5% FTD B JEAT W 2508 - F P 43 i Be 4 1 1K) AnyConnect Jo% /7 S 4% 1)
SR JEIEFE T3 AnyConnect. ASA % AnyConnect F#&F2/F. AnyConnect FEFEF FEZ
Ui, ZHEE PG, JFHB) VPN ERE.

* MISE BEAT W48 - F P e 4 B 2577 I 0 % (NAD), %1 ASA. Jogka il de s Az #e il .
NAD B8, B EE MR ISE 1. AnyConnect FEFEFAER P b2eds, IR
AR 2%, HAZE3) VPN &4

ERE

o PNV AR AH 3 HE R 48 (SMS), #1201 Windows 5 4.

* F3))4r )& AnyConnect SCAFAFRYS, LLEFR T H P Wi 222610t B . %) T Windows, SCAFAFR4HS
X2 180, Xf T macOS, SCHAFARH% 2 DMG. T Linux, SCHA7RHS U gzip.

A RRGBRFIVE AT UM, 752 AnyConnect 8% i yfe . Vi UEANHRAE RS Ha I o

e

A AnyConnect 255 %2 4= PF A (HostScan) 7F Mac 5% Linux V& _FHATIRARIG 5, A
SRR T AnyConnect 23 22 41 A

a7 % % AnyConnect FT 55 HY % R

H2E AnyConnect 753522 PP A il SO
* AnyConnect 200 % 13, 7575 AnyConnect F AT
SRR RERIBCEE, A5 75 AnyConnect FAFEL .
* it & AnyConnect FIARAM IR - i e B SO, S8 mT LG a3 e e & S0 AF
o DRI I A AL S, ST LU AT S S0 IR AR B ST
* AnyConnect ISE &3 % 4= VFAL FIG AL ER (OPSWAT).

77 AnyConnect /& 2% if;

+= A
éﬂ =

{& F§ AnyConnect FRfgzh & £

HLE 3G RAEATH AnyConnect {75 ZHATHCE PR #lU1, VZAccess Manager A7 —Flix B :
« modem manually connects
« modem auto connect except when roaming

« LAN adapter auto connect
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7 Windows _E 1% ASA iR /nZ| Internet Explorer B Z {515 5515 B

W EFE LAN adapter auto connect, K 1L 1 & 4 NDIS #5230, NDIS /& “/KIErEZk” Mg,
RIfELE VZAccess B IS P, AT ARERERDRE . 24 VZAccess & H2%  AnyConnect 22251
PR LGIT, TR A BN RIS LA s o WA B R D, Al 2] AnyConnect 118, 3G
EILARR 23 O IE SuiF AnyConnect 1542 .

N IS (T2 MR e R, WIFTIRZ, e Eigsvii) , AnyConnect
REAEWTIT IH 4 2 Bl SOPneE .

7£ Windows 1% ASA ;7%x/n% Internet Explorer B9 {51E i 551%

P
PIR2
PR3
TE4
PIES

$I26

w1

Nl

SR8
$129
10

TEN

$IE12
TIE13

TIE14

Active Directory 5 HI 53 0] DU FH 2 SE WK ASA V8 N E) Internet Explorer RS2 5 ATl s 4136 o it
FEANA T A ] 7 7F Internet Explorer "8 3245 4T3k 551 (1) 77 32X

UK

7t Windows k4525 b, DR BE O3 20 1 00 1) 5 403 36 55

FTIF Active Directory F /" FITHHHL MMC & HL LT,

i sy AR A i A S 0 R R IR 2T, AR s il Properties.

1%EFE Group Policy iETIK, #RJ5 fith New.

JIE AL SN FK, FEi%Z Enter

A BH X — 3 SR 3 FH - RE e B 7 B, 35 Rl Properties. JEFE Security ZEI-R o S INEL IR
RSN (R 8, ARJEAE Allow (SBVF) F1iE kR Read (GXEXD 11 Apply Group Policy (/izFi
LATREE) HIEHE. st OK.

riili Edit (4%%8) JFiL$¢ User Configuration (FIPECE) > Windows Settings (Windows 1% &) >
Internet Explorer Maintenance (Internet Explorer 4£37) > Security (&%) .

LEAME A, 458 5 i Security Zones and Content Ratings, #X ) 14 il Properties.
1%£#F Import the current security zones and privacy settings. H 27~ 0, il Continue.
#iihi Modify Settings, %+% Trusted Sites, 2%/ fi:l; Sites.

BENER IR ZAG AT S fP R ) 2454 1 URL, AR5 fidh Add.e 46 A0 B8 E0144
(https://vpn.mycompany.com) Z¥ IP il (https://192.168.1.100). ‘& nJ DL KEHfUCEL
(https://vpn.mycompany.com) Bl FHIEHCAT (https://*.mycompany.com).

mili Close, JFiE&E:ridh OK, HZEPTARIEHEASCH

P AR IS TR L SR M A% 476 80 A Il AR

7t Internet ZEI0 & HH fithi OK.

BE IE Internet Explorer & B9 4% 3 5 2

HEBERUR,  AnyConnect 23 B2, (8% ) Internet Explorer [ Tools > Internet Options > Connections
IR . R R IR I, Ak P RCEAEE R BB IR T By R P BB R S R E
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[ | BLE AnyConnect 2114132 Windows RDP %1%

TIE2
SIE3
$IE4

IS

WIITEERE I, AZAE IR RO BUE BEE RGN« JEIRBUE Al BN T8I0 AT o 4 B 5% 58 SCIK 3R
W B o AE LU AR OL T B BIUE «

* ASA it B8 € Connections ZETH 41 &
* ASA TiC & 45 5E T i f QR
» Windows ZH 5EM% 2 Hidi 52 T Connections &M~ (78 55 ABUE ) ASA 41K E)

UK

f£ ASDM 1, #%| Configuration (BZE) > Remote Access VPN (iL#2if7/a] VPN) > Network
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*No, FEEHMIBE, A AnyConnect 2314 1] i 7 Internet Explorer ] Connections ZE 17 < o

il OK PRAAACHL IR 55 25 TF 1 56 150 o
s Apply {RFF41 S0 TE 2o
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BIEBIATR

El
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Enforcement
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APl A B AR 5 %, W] VPN IEEH
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g sk, PriloikiEid VPN ST IR
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=

Windows VPN
Establishment

* Local Users Only (ERIAME) - BH I FE 6 %
857 VPN 8. DR S5 AnyConnect
FUH A ) D REAH R] o

* Allow Remote Users - SRR 7 237 VPN
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SO P WO SR, W VPN SR
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B Windows 1R DES &9 SSL fnE

Windows 1% {3 DES 89 SSL 0%

ERTE ST, Windows AN #f DES SSL IN# . Ui f7r ASA FACE A1) DES, AnyConnect % #:4f
K. TR I S RGN E A DES, RIS ELE ASA it & 41044 H] DES ) SSL
I o

Cd eva

fnERZE AnyConnect
A FH SMS T35 AnyConnect, J7¥20eF-8) 4 i & 7 43 R B2 35 10 SOl m) FH - 3244 AnyConnect
AR LAEE S
A0S AAFRS LL 23 AnyConnect I, A7R4 1) H Sk 25460 52005 2% 7 ity 2236 (0 SO H S 854 —
H, b prid. BT AnyConnect FC'E SCAERINE , ZE 8 L
FraaZ Al

IR TN EE VPN RCE S, IR R e B SO EAR R . 4% 7 i R SE LI, AnyConnect
SRR i R SO A L Sk A S SIS . R AR S B SR, JF Hk
i b PRGBSO 55 8 i L ARG B SCAEAN TR, U 3l 8 28 R TG SO AN A D

* WA T 5% AnyConnect ISE 3y 22 4 PPAS LB SO, OB IURZ AT AL 51 ISE.

UK

$IE1 4 AnyConnect TIHBE AT .
FHF 10382 (1) AnyConnect SC-#E cisco.com 4t

BIERS AnyConnect F &0 & X4 &1 & 7R

Windows anyconnect-win-version-pre-deploy-k9.iso
macOS anyconnect-macosx-i386-version-k9.dmg

Linux (6447) anyconnect-predeploy-linux-64-version-k9.tar.gz

ER M ILPERE AN T T Linux #24F R
0
TRR2 QIR A E S SRR D) RE 5 2% 7 NG B AT
LA R o 5 7 g B 3CA

« AnyConnect VPN
* Cisco AnyConnect % %51 v & B 4%
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BT Rz Ef M2 AnyComnect R HT  I]

* AnyConnect ISE & ity %2 4= VPl

PLUFBEER AN TS 3 AnyConnect %5 7 5t i B SC 14«
* AnyConnect VPN 3% §i TF4h
* AnyConnect 1Z WAl 4 T H
* AnyConnect #3522 4 PFAl
* AnyConnect & /™ /R% & 15t

A[{E ASDM H QI 7 b lic B S, IR IR SRR I BE PCo B3, 48 0] LA ] Windows PC
BT E SO RS . A5 2% Windows M7 gnfE A I EAN R B, TE SO T I E SO A o

SEI o FH EHIRAMAL AnyConnect % /' i Ml 2235 FE 7, 4 37 Tl

BEA MRS RISC . IXEESCAR H S S5 AE TS AnyConnect Bt B SO B AT T #iik
1k

g%

SIS I AnyConnect Z4 Tt A A G, WK EATT 0 RAE— MRS, B0k S 52 ) 21 %
Fijo HIEREVRIESRI ki (ASA F1ISE) WA MR AnyConnect LA

FAF &R Fn W 48282 /Y AnyConnect FE 3R AT H1 1T 314

RV TAERG LT ) BEAS . ISE i 22 A VPAlT S 255 42 47 ) i T S 2 0 19X 2% 55 1) Windowss
VU 280 5P BRSO 4

R 1. MEFRENTAABE RRLEZ

RR MEHERLEF (ETH) MEREREIEF
WX 25377 o) ¥ FL 8% | anyconnect-nam-win-version-k9.msi anyconnect-nam-win-version-k9.msi
DX 2% 22 4 anyconnect-websecurity-win-version-web-deploy-k9.exe | anycommect-websecumty-winbersiorpre-deploykOmsi

ISE & ii224> 3 | anyconnect-iseposture-win-version-web-deploy-k9.msi | anyoomnect-iseposture-win-versior-pre-deploy-k9msi

fil

)
AR WA Windows 2008R2 JIlk454s, RS2 %4 AnyConnect W25 1)) ) 5 BRAS I, 1 RES R AR e
Hiike BRATEOUT, MRS H8R1E RS LR 23 WLAN RS, DAL, S8 ah20 23591 5587 )3 2h PC.
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B 7= AnyConnect B R E

FiZR2 AnyConnect it & XX HHHILE
USRS A B B R, T4 BT U SRR B

% 2. AnyConnect %10 314

X i:pu
anyfilename xml AnyConnect [t B SCAF I SCAHRAE 1 5 1 SRR RC E (K D BEAT R Ve

AnyConnectProfile.xsd | 5 L XML 4¢k44% . AnyConnect {3 FH b S50 I C S04
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#E AnyConnect BBt E [

*3 MBERERFHEEXHNE

BIERE | RIR E

Windows 7 | fii § VPN | %ProgramData%\Cisco\Cisco AnyConnect Secure Mobility
Al 8.x fli%0% | Client\Profile

S i

W25 5] | %ProgramData%\Cisco\ Cisco AnyConnect Secure Mobility
(ERiE Client\NetworkAccessManager\newConfigFiles

W25 24 | %ProgramData%)\Cisco\ Cisco AnyConnect Secure Mobility
Client\Web Security

BPAEL: | %ProgramData%\Cisco\ Cisco AnyConnect Secure Mobility
2 Client\CustomerExperienceFeedback

OPSWAT | %PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility
Client\opswat

ISE i | %oProgramData%\Cisco\Cisco AnyConnect Secure Mobility
g4 ppf | Client\ISE Posture

macOS | FAy HoAt p bR iinaonefre
B PHARES: 1 b i
R S /opt/cisco/anyconnect/bin
OPSWAT /opt/cisco/anyconnect/lib/opswat
o /opt/cisco/anyconnect/lib
FH P S /Applications/Cisco/Cisco AnyConnect Secure Mobility
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2N
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B Ho A A /opt/cisco/anyconnect/profile

Hh
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. 4% AnyConnect & 52 71 282 2y I8 37 |7 F

1% AnyConnect = BRI &R & Jh 3 37 &7 FH
0 6% 1 i) 7 R 28R I 29 22 P ASEHR T VR g AT N FHAZAT o %% AnyConnect 100 % P s, {HAMH] VPN
F1 AnyConnect Ul

WL 7 B BT . 4% 2242 R Umbrella 3837 22 A 0] V5 4 33 B HI24T . %% AnyConnect %0
By, AHAMEH VPN Al AnyConnect Ul

7£ Windows £ SMS 32 Jh 37 #& i
pUK i

W M ECE R B R S (SMS) Sk ik E MSI JETE PRE_DEPLOY _DISABLE _VPN=1, MIifi%EH VPN
Theg. fBilln:
msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive

PRE_DEPLOY_ DISABLE VPN=1 /lvx* <log_ file name>

MSI F ik A ] VPNDisable ServiceProfile.xml U I 2] VPN Dy RE L & SCAFFR € H 3% .

P2 i, B, BUR CLI A2 e 4% 22 4
msiexec /package anyconnect-websecurity-win-<version>-pre-deploy-k9.msi /norestart /passive

/lvx* c:\test.log

L3 (i) %3 DART.

misexec /package annyconnect-dart-win-<version>-k9.msi /norestart /passive /lvx* c:\test.log

WIR A RO I 4 22 4% g e SO IR R AR DR A 2138 4 (1) Windows UK.
PHIBS 5P ) 5) Cisco AnyConnect W 4% 224X Windows %% .

1% AnyConnect #R R ERE 4 I8 37 7 FH

AT LIKS AnyConnect FEH “ P28 U5 i) 45 AR " M “ 2% 22427 #8E g AP vF AL AL N T AR
J¥. DART 3 23X 8% I FE (1 5085 -

AT LUK AnyConnect P25 17 o) &7 BE2% . W45 22 45 F1 Umbrella 1837 & A HE8E 2 A P 1AL L)
ST H . DART 143 20X L83 F L7 1 3 FE

Bk

VPNDisable ServiceProfile.xml SCAFIEAZIEAE VPN % 7 i fic & S H s H ) ME— AnyConnect it &
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N
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D ARG E AR SO W IF BRI 22RE, 335 55 0 1) I Ui WA 20T R
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WERTH SR IR AR e 2% Ur 1) P B8, TP 0 JR TSN LA RE 58 M 28 0 ) 7 B 22k o
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RS K2 AnyConnect 2% 15 r) 45 B 2% 5%, AnyConnect 4% 22 4,

85 H P EGE % Cisco AnyConnect VPN Module.
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(RIAAT Y oK 2222 o
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d) 2235 R o 1 FH D0 466 17 1) 557 B 9 2o 0l ) 4% 22 A 2 e R
©) VLR FH 9 45 Uy Il 5 B3 B 2 22 AT, (R VPN IR

fERZE 2 Windows

&£ 1S0 %> % AnyConnect

ISO B0 SO o 2 e SRR CH T8 B AN A e e R PP (P B S SRR ) DA SR O ]
1% AnyConnect BEEL[1) MSI. # I1SO KA KR 2 e, FH P Is AT 2 FE T (setup.exe). %FE
JP N B SRS, B P N I PR 222 1 AnyConnect BB . ST HEANAS B H Pk BRIk,
WRLEAEER . PRk, an SR YE AR 1SO AT 73 Kk, 1 4a%E 1SO LAMH BR ANARAE FIASE,  SR 5 S
HTA 3C{Fs
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o A T RS AEAR G SR I 63 AR B ST BT 1SO 3CAF s JRIMIER AN B 00 A AT A AT R 22 B R 5 o

* i HTA SCPF AR 20 S AT MR BE L, I IH R B AN BE 23 R (KT A A Bl 2 SR e (1
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AnyConnect IS0 IZER &

X By
GULico AnyConnect 45 B4
Setup.exe Ja Bl 24 S AR o

anyconnect-dart-win-version-k9.msi

DART HEH IR MSI 22 57 S04k

anyconnect-gina-win-version-pre-deploy-k9.msi

SBL HEHLr) MSIT 2288 5 304

anyconnect-iseposture-win-version-pre-deploy-k9.msi

ISE £ 2 2 WP A LB MSI 223525

anyconnect-nam-win-version-k9.msi

W 2% 15 ) 4 B @ADL MIST 2238 R P S A

anyconnect-posture-win-version-pre-deploy-k9.msi

Ly A VPRI MST 22 e e iy SO

anyconnect-websecurity-win-version-pre-deploy-k9.msi

W 2% 22 AL MST 23678 77 S AF

anyconnect-win-version-pre-deploy-k9.msi AnyConnect %02 % F 3 i) MST 225 Ry S0 -
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IRk AT SE
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M ISO WG B ICEST B B 220 A2 7 (*omsi) T, 0T LAFE) 50 RIX 24/

Bk

* {£ Windows _|-%%% AnyConnect I, #4Z%%H AlwaysInstallElevated 5% Windows F /' ik /= #5i|
(UAC) 413K E . A0, AnyConnect ZZ3EFE /7 1] B8 TG 0] 222 i il IR B8 H 5t

* Microsoft Internet Explorer (MSIE) FH F* K Sk g 48 0 21 5245 4T3k 13 1R 8L 22 3¢ Java. NINEISZ
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TERE 2 Windows .

BB E L2

o 4 R Ad ] MST 2235 F 7, MSI B L £ U E AE Profiles SCAE I A AT it B SC A IFAF 2258 5 F
R RS A N B SCAE S T . E CCO b AT A TR 28 MST SCAF h 2 B A6 24 Y SO F 2 445
QN IRAE 235 5 T B TS B A E SR, 1T sh &I B SR E A SMS (i Altiris) 4 IC & S A
TS S KN ) SCA 2 o

© A ORI A Sk ity 085 P it B SO TS A P i P % g B SO A A o IS A2 G
AR B ASA EAF I ALSENS . W% 2 ) v e B S5 Sk b 1 7 g B SO AN LR,
G R K LG e BN TR, WS AT RESRIF AN — ATy, IR U gl 4 .

Windows i ZFZ MSI 7=l

B RIHY R wEMBEEH

& VPN ThfEl) msiexec /package anyconnect-win-x.x.x-pre-deploy-k9.msi /norestart /passive

AnyConnect #%.02% s | PRE_DEPLOY_DISABLE_VPN=1 /lvx*

Uit o anyconnect-win-x.x.x-pre-deploy-k9-install-datetimestamp.log

LT ) 47 1 4

PRl 2 22 AR

INRC O

H VPN Ijfigm msiexec /package anyconnect-win-x.x.x-pre-deploy-k9.msi /norestart /passive /lvx*

AnyConnect #% /0% " anyconnect-win-x.x.x-pre-deploy-k9-install-datetimestamp.log

Uit o

PRI I msiexec /package anyconnect-win-x.x.x-pre-deploy-k9.msi /norestart /passive
DISABLE CUSTOMER EXPERIENCE FEEDBACK=1 /lvx*
anyconnect-win-x.x.x-pre-deploy-k9-install-datetimestamp.log

SRS T A msiexec /package anyconnect-dart-win-x.x.x-k9.msi /norestart /passive /lvx*
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SBL msiexec /package anyconnect-gina-win-x.x.x-k9.msi /norestart /passive /lvx*
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IO £ 77 i) 5 T 2% msiexec /package anyconnect-nam-win-x.x.x-k9.msi /norestart /passive /lvx*
anyconnect-nam-x.x.x-pre-deploy-k9-install-datetimestamp.log

X 28 22 4 msiexec /package anyconnect-websecurity-win-x.x.x-pre-deploy-k9.msi

/norestart/passive /Ivx*

anyconnect-websecurity-x.x.x-pre-deploy-k9-install-datetimestamp.log
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N FRERZE) Windows

B R AR weMBEEH
VPN i3l | msiexec /package anyconnect-posture-win-x.x.x-pre-deploy-k9.msi /norestart/passive
(HostScan) Mvx*

anyconnect-posture-x.x.x-pre-deploy-k9-install-datetimestamp.log

ISE £ 22 4 VPN msiexec /package anyconnect-iseposture-win-x.x.x-pre-deploy-k9.msi
/norestart/passive /lvx*

anyconnect-iseposture-x.x.x-pre-deploy-k9-install-datetimestamp.log

AnyConnect 7= 5] Windows 4545

JRHE AR Windows 4 DL R A @ WA FH A 48 000 S0 o DU R RIZRT-AF () Tk B it — i
Windows ##ft, & SRVFIEAUKRE R F 4 N T SR Se it R e . DL BEE R Sk IR e 2 VPN i
oo REANFEHARA AT UOH SCRY o FE 4 3¢ sampleTransforms-x.x.x.zip

Windows Fl#E &2 £

JRHE R T I A H P EE 1R AnyConnect ‘224> F% 21 25 /7 i (1) ¢ 25 T A PRACBR o« dn RS 24
TR HCABUR], )22 2R e nT SR8 e Thae, B ik P FIAS i A BE O3 OC P mlfer 10 8oy b 3 70 B e
(1) Windows x5 . 1M 4 2z fitrh,  %mT U F IR 5% 25 ok 25 7 i v T A i 1. 5 mT BARH
1EH P #E1%% AnyConnect.

Windows $i € & 1%

BN MST 23R P 3SRl F s M (LOCKDOWN), 4% 8 Vs M RN, wIBh ks 235 f8 e
A Windows Il 554 £ 15 45 b 1 P A H A B 3 4] FRATTEE U Al FH e e I AL 1R s 1) A
 (anyconnect-vpn-transforms-X. X.xxxxx.zip) K& BI1ZJE M,  FHREFE #0048 AR 2 IR A MST %2
TEREIT o B I R FE A 1SO 22 s AR T R I — N ST HE

FEAS MST 22357 #8553 B ) ¥ (LOCKDOWN), 4% )@ MBS RGN, wl B ik 2 355 7
AH I Windows Il 454 28 152 45 b B P A H AP 38 B 40 o FRAT T WU Al P 22 e PR AL 1 7= ) A
ok E R ENE, IR AN 2 AR e A MST 23R . e B 0[R2 1SO & s I FE
Jrp B — AN A

MR I/ BR 2 51 3= B2 7% AnyConnect

T ARG 22 6611 AnyConnect B3, IXAE 7 A Windows W8 I/ B F2 7 51 38 8 G AS B
R4 4 FH ARPSYSTEMCOMPONENT=1 Ji shTA] 223 F2 7, %BHERAN 2 W/R7E Windows S i1/
TR 751 2

FeATT R AL ] FRATTHR AL K 7R 1 4 3 (anyconnect-vpn-transforms-X. X xxxxx.zip) K& B E M. $i%
e N FH T8 A R I T B B R RS MST 2226752 )7

P18 A A FH B TH AL R 7 0 e ok B L S v o A2 0 I P T JA A B G 1K) B A A B 1) A
MSI Z2EFE)T
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72z macos I

Windows _ A% AnyConnect #& 3 22 25 0 B& IR 5

A

B R P AR IR e 2 T N LA 520 % P AR . WERRCACARILID, i 2 22,
I B2 R Fe 3l A P AFAERRAS ANV C . i SR AE P 222 SR e, D s RS A B O BB PR
HEREAE i, HIRARLRAVLI .

g2

% DL R 222%% AnyConnect FRbk:

a) 2% AnyConnect %005 Akt , il FE 25223 GUI AT VPN ZhAgE (SSL Fl IPsec) o

b) 4% AnyConnect 2 Wi FIR it T-H (DART) Ak, LUREEAT K AnyConnect %05 /™ 3t 2254 (¥ 47 1]
ZWE R

©) FEATTEM 7223 SBL 4515 [l 7 BEAS . W24 22 A Bl 48 ity 2 A VP AR

F% LA R 7 1% AnyConnect Bk :

a) AT RN EI L LU ) LA S Ay Ay AV B SBL.

b) 1% AnyConnect ¥ 005 ) i o

¢) i) % DART.,

RIS FE M, DART 5 <EEH.

R

A TE, #1% AnyConnect Ji, J:8 XML USRI o

FnERE 2 mac0S

7£ mac0S |t Z2EF0ENZ; AnyConnect

T macOS 1) AnyConnect LA DMG XAFJER 5K, H P @HGH AnyConnect £, 4 H F 4T F
DMG 1, #RJGIZ1T AnyConnect.pkg SCIEI, RG4S A BN ZHXHIHE, 51 P oekeds. 75
Installation Type Bt 45 b, 7 o] DO REEL e A (B0

TE NI 53 B A IR AT 7T AnyConnect £58, mI i B Apple pkgutil T2, JFAEENEEF R0, 1
T LUAE ] ACTransforms.xml (& 502250 7 R m] LLE G 5 AN, DA K B g — Lo oA 22 488 4
W “sedl” AT ACTransform.xml 7E macOS I [ & LR FAT N, 48 44 TUTA.

7£ mac0S % 3= AnyConnect 1531k 9 3 37 7 FB

DL I R e 2 e T B SO g A O B SO B SO I 2 DMG 3R, Sk
DI Ae] 5 X St . ekt AnyConnect H )7 S BN TE B S 3038, X{# AnyConnect
A AR AH R ABE R A0 2 1R P RS B

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



B 7%E2 macos
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#0E AnyConnect |

UK

M Cisco.com %X &£} AnyConnect % 4% 8% /' ity DMG HAF .
FITF ST WM 2B RE 7 AR, NG Rt

WIR3 IS AT WA SRR B A 2 N DA e R P MR rT SN, W R TR
hdiutil convert <source dmg> -format UDRW -o <output dmg>
B4 {F121T Windows #:A4FE R MG L2 2E M7 Bl B SO oy o 15 8 5 T 22 0l 58 4 2 2% 1A 2L Jl R
gy, WL FEIT#T I AnyConnect B8, BRI IL N Ay 22X tofsith .,
WIRS A S E S g s O A SO
W6 CHALE CFIE M RIF N WebSecurity ServiceProfile.xml.
LT T XEepit, FCE SO g ek A AL E SOOI ) — AN AL BRI RRCAS (9 Q- R 4% 22 4,
¥ webSecurity ServiceProfile.wso) , FPRFILORATF S B ORAFANC & SCHAH R 1AL
IRt T W2 224y, RISl WwebSecurity ServiceProfile.xml) o &MU DBREEAE,
LS SRR Ak 3
a) IR M wso LIFM Windows THEEHLE Hl E] macOS AHM A 42N 1) 6 Re P A,
BT M e 24, #4E2 M AnyConnect x.x.x/Profiles/websecurity) . AT
W2 2 A S A, A FH AT BT s 1) 2 i B <
cp <path to the wso> \Volumes\"AnyConnect <VERSION>"\Profiles\websecurity\

b) 7F macOS ZHFEF, #% AnyConnect x.x.x/Profiles H I TextEdit ¥ JF
ACTransforms.xml AFHEATH4H . BE <pisableven> JGER A true LR AN %2 VPN [ L)
fiE:
<ACTransforms>
<DisableVPN>true</DisableVPN>
</ACTransforms>

¢) AnyConnect DMG #ii (07 CHERLLE, W BCy S .

7£ mac0S PR FH

« Mac App Store
* Mac App Store F1 SV 52 )T K& v
o AR ] Hb AT

RN E ) Mac App Store and identified developers ( L2544 N D .

AnyConnect 4 HIRAZ ] Apple UE TN H . % (L) [ Mac App Store it &
Gatekeeper, ML ZIEFE Anywhere 152 B BT Crl 8 iy, Plget e s, BE i 7 &
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ez lnx ||

(1) 2257 L e MIZAT AnyConnect. 1 XTHANE R, WM : http:/www.apple.com/macosx/
mountain-lion/security.html.

FERE 2 Linux

22 F Linux By th
o] AT I A F Linux HIEAAN 23R 3 T el TS 8 2 0 p (1 4 N e B R e 2y a) DL B
PIEAT o Al 48 SCF SRR e A FIHEEN tar.gz SCHFH 1 S«

UK

L1 %% AnyConnect /007 Pk, bt #24s2¢3% GUI Il VPN Zhig (SSL Fl IPsec)
W2 4 DART MR, i HER T AnyConnect 2 /0r %5 F i 2 5 104G FH2 W15 6 o
W3 e e A L

E0 & F T Linux BY#&E1R
FH % AnyConnect FOFFHE ¥ B3,
R EIFE M, DART 15 B5AES A UrE.

g2

TR RSB,
P2 HIZ AnyConnect /0% F i o
FER3 I DART.

#1451k Firefox BYAR K25 IEF I E
IR B IR 545 UE 105 AnyConnect BC G, 24254# AnyConnect B V5 i iE BAFE X, HHFUEF 4
UE N2 A5 BRIATS R, AnyConnect {ifi ] Firefox ilE P47 A# X .
%% Firefox IE 75% X

fE Linux % £ I %%% AnyConnect Ji, 15 £ B IR 2% AnyConnect Fi#] FF Firefox #I % 2% . T
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B RS A SR AT ] LG TR SN B B A B R TR O s I E T
DeferredUpdateDismissTimeout i ] 7 FHi .
B B HRES
5B TR BR AT A

U AnyConnect BFAIECE SCA BB T L2 )™ S SR VFSOBT, W W] R R 21 Sk N JEAT ST
AnyConnect SUFIMC & Skt LA ] EABEAT 55T VPN A Hi S SO o 14 57 SR 1 B e T 2
EEE

SEB AMEAT I FR 2 AR . WORBCE T 24 v, SOBT SRS AR 2 2 Bl SR
BRATTOU T, BB SRS 1 L SCVFR EATAR] Sk (1) A0 R B SO SET o gzt 1 o0 8 S S

A A PR A -
* i 7EServer Name 136 th i i Sk, L VFEREZBURE & Sk 581 T AnyConnect 4R L B SC
e

Sk B 45 %% 44 T LLJE FQDN 8l IP Huhl. [RIAStn] DUZERCSRF, #li: *.example.com.
A RFF R AT AR e s, 12 0 LR AU SS 38 OB SR AT 0
o 08 T T HAB R AR 58 BUARFZ R Kk i«

{ii ] Allow Software Updates From Any Server £, FUFEIE4S VPN A% ORI A n]
MR AT S .

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Z1Z AnyConnect

gaErmEn |

1§ i Allow VPN Profile Updates From Any Server £, fR1FaifHE4% VPN fit & S5 8T .

{ ] Allow Service Profile Updates From Any Server 130, o V/F ol fH 246 HoAt R 45 A5 b fic e
AR .

{fi[f] Allow ISE Posture Profile Updates From Any Server 11 1t 1/F ot 4 ISE £ it 22 451
it B SO B

{f ] Allow Compliance Module Updates From Any Server %1 1t 1/F 545 4 25 P AR B o
Hro
ARERRATTA B U], 5 S 3 LU R BB IR S5 s B0 S8 AT

B IAR S SR E ARG IT
43 455)] Server Name 814611y CUIUIHT . SUALHUHT Hobls SHORIE IR FL & th UL FHGUL:
» 3 = AnyConnect P GUIIRRA 15 %/ SIRAHAT LLBE,  LAMA A O 75 972 8 o
{1 AnyConnect HefFELHIRA o2 /3 LRISAC I, IARIEAT Bl S5

Uik AnyConnect HAFAL K ARCA L5 % 7 i _ETRIRRCASAHTR], - R 380A0 222 e S b PR 8 LA
PR EOF HAER P i EAEAER AR

Uk AnyConnect B AL KT RRCAS L 77 i PRI RBCAS BT, DI 2801 22 Sk s 04 280 25 1A
PR LU e ) i b 2 2 AR e
o it F ) VPN RCE SO ISE #8322 4 PPAG TG B SR AN I 55 10 T SCA K 5 7% ) oL FA G
L SCPFREAT AR LURA R A 77 I B -
D SR K (R B SO % ) S PR S B SO AR ], AN S BT B
D SR K (R B SO % ) i R G B SO AN, 2 BE4T R 38

AZINHIAR S 28 B RERIT A
PRI R ki, REUKERL Allow ... Updates From Any Server £/ & AnyConnect ] 5
B, Wrr ik

« Allow Software Updates From Any Server:

W RE R I, I SRR B ARSAL ) ASA BEATERAT T AR IR BBk (1 R A
LR AT SR o

QR RIE TP R TR, WA SHAT AT . AN, BRI TR R TR, R4
1k VPN #E#:243K.

« Allow VPN Profile Updates From Any Server:

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



- #0E AnyConnect |
W E R

AR AT, )2 Sk Y VPN G SO 8 i PR C B SO AN I, 6 VPN P 3L
PEEAT R o

I RARIE LRI, AN B8 VPN BB SR, Ak, i RIE T2 5 kA VPN B ST
BB, RGUKZIE VPN iERSEA.
« Allow Service Profile Updates From Any Server:

D SRk PP R T, )2 S )G SO e ) i PG B S PEAS [RD N S xR A e 25 P SO
BEAT ST

UPRARKE HH R0, AN 2 BT Al 55 e S A
« Allow ISE Posture Profile Updates From Any Server:

DR BRI, JUAE Sk ISE 28 i 22 A VAN NG B SCAFAN ] 45 7 i ISE 23 22 A PP C
BOCEIN ST ISE 89122 A PPAG C B 50 F

N RRIE PRI, WA BT ISE Zdify 22 R VPASAC B SCIF . ISE £ 22 A VPl A 2 i 2
H4 ISE ¥y 22 A PPN L B S A4 RE IS AT .

« Allow Compliance Module Updates From Any Server:
TR TR R I, WU Sk S 5 R AR R AN [R] T 20 7 S B KPR A I ST A R
WA ORI, WA B A AR . ISE Zeufy 2 A PPN AR EE 75 2L & S MRS A

REizfT.

EHRARIEE
* JILAEFBLL) Server Name 51K 31 I 55 & 10 TP Hudik, SR FH - w] U % TP il 42 51
Sedite WERAI AR A TP MRS, (HKIR 8100 FQDN, AR A1% 22 R AN A 1 2R %
BT
BAFEOR AR FRUES] AL, AT FEAR RS, X EEIH A R R
BERLRE P i AN SCVERIAS SR, T AN AU A SR SIE it SRS
« NEUEH RN () VPN BCE SCIER IR 2 i B (B Hofth VPN OB SCIE . fERGE SBVF
AR A MARBAK i s AR Al Sk B VPN BCE SCAFIN, 3R

* DR IA AN SEOFT SR 1 AR BERE VPN BCE SO 3% o, WA DRERs AN T H

k5545 ANBZAFAT: W) 2% SR
RSl DX S AF AL DNS 42
AR B AT DNS 454
ES:VERC AT TN TKANH] I

(E ST A 2l SR 2% ] AR

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Z1Z AnyConnect

gaErmEn |

A H AR B I A 2 5

PPP HERR TSI LR FF VPN
H 5 VPN $i% BB e
AT AR ) 4% S s H 3l il 55 A 1 4%

* PR A AN SCAR H & (UpdateHistory.log) SKidsk R 45 B S H SRS
BN SR P i ) ASA BT LR T 5 e e AR o 1 H & SO A7 A T
$A11Users%$\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Logs H%.

R AR

P Bl s T % 7 i _Ef¥) AnyConnect AR AN A T4 ASA Sk I 25 7 i (4 S AT 4
fEE VPN AHi SR XML S 3 SE 3 S T

<?xml version="1.0" encoding="UTF-8"?>
<AnyConnectLocalPolicy acversion="2.4.140"
xmlns=http://schemas.xmlsoap.org/encoding/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:schemalLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader><RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer>
<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>false</AllowISEProfileUpdatesFromAnyServer>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<AuthorizedServerList>

<ServerName>seattle.example.com</ServerName>

<ServerName>newyork .example.com</ServerName>

</AuthorizedServerList>

</UpdatePolicy>

</AnyConnectLocalPolicy>

1TLLUT ASA SKImCE -
ASA ki n#A9 AnyConnect £ 14 & BT HMRR
seattle.example.com FRA 3.1.05182 VPN. %3 )i Fse . k224
newyork.example.com A 3.1.06079 VPN. 481 i) 5 B3
raleigh.example.com FRA 3.1.07021 VPN. &itae 4 1AL

M M HTIZAT AnyConnect VPN R 2415 1] B BESS BEER NS, AT GE H B0 LLF 56 80741«

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



- #%2 AnyConnect |
AnyConnect 3 %{58

* B i 2 B seattle.example.com, 3X & — AR HAH A AR ¥ AnyConnect K HCE AR S5 45 -
TNEI LR T L AR RN Y 28 e A SO (IR D o i VPN R 25 ) i
PRSI E SO T 3, B2 7 i i VPN FIBCE SCfF, W N4

o 2% P it Bt f5 3% 32 21 newyork.example.com, X A& — AR HBOH A K] AnyConnect KL & AL
ASA. FEIFZEET VPN, P U7 in) & BEAS A 48 22 il . e & SOt P B AR %
Fuitg b RECE SCPE, B S B R A

o 2 Pty Bifl 5 3% 32 3 raleigh.example.com, X & — AR ASA. FN RFRAETE R, FrbA
VPN, P27 ) B BRSP4 22 4 fl 2 2 A VPN BRI 2 T 9. T A AV 8T VPN IiCE
SO RIS BO B S, I TG B 30X Sl B SO Wil VPN BLE SO (T2
), NERER L.

AnyConnect £ %{5 2

it B LR A EEHRMALE

AnyConnect K HE S8 HL B SO EAFAEAE 7 VT SEAL TP 1 B TS 4 ) v B TS A
AnyConnect fff F AL OB & %% P i GUI L Preferences 3£ 10~ B 7 a4 il 0 % B 2R3 i
BE AR, W AMEL.

AnyConnect i 1] 42 Ja) SCEFRIC & & 3 2 iR A 484, %4 Start Before Logon H1 AutoConnect On
Start.

PR ERE S RIS SR AL M R A
BRIERS KB | XHMEE

Windows DA C:\Users\username\AppData\Local\Cisco\ Cisco AnyConnect VPN Client \
preferences.xml

2 J5) C:\ProgramData\Cisco\Cisco AnyConnect VPN Client\ preferences_global.xml

macOS H /Users/username/.anyconnect

45 /opt/cisco/anyconnect/.anyconnect _global
Linux P /home/username/.anyconnect

4 5 /opt/cisco/anyconnect/.anyconnect _global

AnyConnect #1154 VPN %= i {3 F Aim O
FERYIH T AE9E Cisco VPN 25 7 g A B 13 RN 1) B AnyConnect ‘%4285 30 %% ) i

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Z1Z AnyConnect

AnyConnect & %/{5 58

i Cisco AnyConnect % /7 if i [
TLS (SSL) TCP 443

SSL ¢ [i] TCP 80 (1]i%)

DTLS UDP 443 (nlik, {H5RZUHER)
IPsec/IKEv2 UDP 500. UDP 4500

i Cisco VPN % i (IPsec) i 1
IPsec/NATT UDP 500. UDP 4500
IPsec/NATT UDP 500. UDP 4500
IPsec/TCP TCP (RJECE)

IPsec/UDP UDP 500, UDP X (HJACHED

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i




#%2 AnyConnect |
B AnyConnect 3 %{58
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EFF

A

RE Hl| FO A 4L AnyConnect = F i F1 &

* &% AnyConnect ZZ3E4T Xy , 5537 1

 SEH] AnyConnect GUI SCAFIVE R , & 45 1T

* 4 AnyConnect GUI B 5& Hil Bl bR A1EbR , 28 51 0T

o At H AL AnyConnect &7 i i B SO, 55 59 1T

© GEHIEEEA , 5 60 U

* fli/] AnyConnect API %5 FIFZE £ HINH 2 64 1T
* ffi[f] AnyConnect CLI 7%, % 64 1L

* {4 AnyConnect 5& il FIA AL HEAT ISE &%, 26 67 1L

{&24 AnyConnect 21T A

5

* Web ##Ef{ l AnyConnect Web 331, Ja& & JC& /i SSL [ 1/ —&B5r. ] LU HilJE % ) iy
SSL 1), {HAEEEHI 1/ 1) AnyConnect #73- %41, AfgE il Start AnyConnect $%%H -

P AR 1
BOANEOLT, B & PR i, peAt ) BRHR A O 7 B A H RN E LA 1) ) Rg Fgs
WA B BufE SAEIRATAT DIRN T P ARS:, DU R o] DLRR e dt s . ek, hfe
FIH P AR o
FFBAE R PR S i, V5 AL E SR 2 01— CustomerExperience Feedback.xml

Ao LU I AnyConnect 55, #5iZ Ui 44 4 CustomerExperience_Feedback.xml, A f5 K Hi
fE C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\CustomerExperienceFeedback\ H =%

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|
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B sz (Windows)

oo AN RAZ SO R I A AR S AR, W APRE ST BB 2] AnyConnect. ZEAT AT S5 R, T
17t AnyConnect About 2., SR JFRAETFAA LR % P AR TS BRI AR AT Installed Module #7341 H .

RIS LR TR 2R T 2 P AR50 S A
o B PURES IBTREERL R i O SO - B & Enable Customer Experience Feedback Service, Jf
a3 R B S A
* MST 34 - M sampleTransforms-X. X.xxxxx.zip £
anyconnect-win-disable-customer-experience-feedback.mst 3 {4,

B 2= ZE1TH (Windows)
* {fi Fl Windows 22258 7 )8 M5 24 AnyConnect 222547 Ao AE LA N A& ] fiff FH 3% 46 ) 1 «
c i ATSH - —ANEENBVAE A S BUE IR R G AT 2T msiexeco M7 W T IS
2, Web BBEALFRI A

o AR I - v DT i e e i P Bk R . 2R TR AT Tl %4, — i
T HJ& Microsoft Orca. Orca T..H.J& Microsoft Windows Installer /4 J & &4+ (SDK) ft)—
oy, ALETE Microsoft Windows SDK N . ZE3H Windows SDK, il ¥i 42
http://msdn.microsoft.com, #5382 5411 Windows A XS W[ SDK .

e ] FH T A Web #8. HH TR S EUL R B dr AT, WAL FAR B IS R 2
415144 (Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Customized Installer Transforms) 71T Web ¥ .

« fE ISO Mg i, Z3EFR)Y setup.hta /& HTML 3044, W LA AT dmdE

PR )
AnyConnect HIZ AR AT E il

T EH & Fif &3 Windows REREFRE 4
PR Windows 22527 J& M n] i ] AnyConnect %%% . 157 R, £k 0] LLEH Microsoft S EFIIIR £
HoAth Windows 22387 & 1

« HE RS MTU - 24 VPN 22558578 I (RESET_ADAPTER _MTU) & A 1 I, 3fErat
Jif5 Windows M 443G 2% MTU B35 S N ENME. WIER B RS, ESOr A%

« W& Windows H5E - BREHEBUN & L& % 745 R IG BREF AnyConnect % 48 5% /7
A PR o U R S AT BN R, R e SR e ThAe, By L P A A B 5 Ok
P45 1 AnyConnect 5. #34 n] LU 7R iy 2 38 m R A H B85 S8 ok 458 1 B S
TG T VPN B2 37 0] 5 328 1 4% 22 42 (1) MST 23R S R — AN A @ P (LOCKDOWN) .
2 LOCKDOWN ¥ & 4 ARG, &im st 4 1 FH P slAS M 2 8 53 e vh 4 ) 55 1% e 5 R e o ik
i) Windows 55 . BAT TR AE FHIRATREAL IR B G ok BB SRk, R i N ] 1184

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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EHFNA 14 AnyConnect X P imFNREIEF

e z247 Windows) [l

BIE AR MST 223588 5. #450] LA SR} AnyConnect 224 R 8)%% /3t 4 R 4% B 1 T 2l
L2

T VPNL P25 ) B ge . 28224, M4 nl MR Al Umbrella ¥81957 22 4R He 1) MSI
YIRS AN A JEYE (LOCKDOWN). 24 LOCKDOWN % & N AR A, 2 & LK
FH P B AS 5 3 53 TGk ) 5 1% 2 R e S I 1) Windows IR %S o FoAT T i s A T TRl TER AL ) 7

IR BB SR, IR e T 15 B BUE B> MST 26 . Jm LU BB
AnyConnect % AR5 2% ) i ot T N o pil e e,

DR R B AL i LA R A B S AT, LA 2506 RS 2685 7 B LOCKDOWN
Pho DRERAE N S A, JCIEMIER, BRARSER ke o

Y

FR AMP BRI S VPN 2235 Al # H

* JFia ActiveX #1F - ZEERIAE LT, F IR AnyConnect 76 T2 VPN AL 2 422%
VPN WebLaunch ActiveX 51, M AnyConnect 3.1 JF 4, ERINTEHL FROCH VPN ActiveX 5 1F
G P = R R TINV S NN R o R/ o
TE T AnyConnect %5 )7 i AT RERSSHLR, 40 RAEFE 22K VPN ActiveX #/F5 AnyConnect —
Fil e, 25 {f H] NOINSTALLACTIVEX=0 T Fl msiexec 5% 4.

¥ AnyConnect M Add/Remove Program %13 H K& - 7°Kf 22 2% [ AnyConnect FEE M F
Windows 4l HI# 4 [) Add/Remove Programs 51| FHBaj .  [n] 222 R AL 126
ARPSYSTEMCOMPONENT=1 nJ B[ i Bk s 7 & 2 B2 (R4 &b
FATRR AT I FRATR AL 7 ) AR B B I B 1, AN TR B 48 B FH T 145 A B R 1) R A B R
FEFS MST 235 F8 7. S8 AT LU SRl AnyConnect 2248 5) %% 7 i 4R A N 8 TUIRT R 2~ o) %

.

AnyConnect 1& 1329 Windows R2EEFE 14
PR MSI 222 iy AT P FNTC B S50 R s 4]

E R AR S AR

WA VPN Iheem msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive

AnyConnect #% /027 /1 PRE_DEPLOY_DISABLE_ VPN=I /lvx*

i anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log
(IR

D

H VPN IhfEM msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

AnyConnect #%/0:% " | anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

i

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B sz (Windows)

E R AER wLMBEXH
2 PRI I Tk msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive

DISABLE CUSTOMER EXPERIENCE FEEDBACK=1 /lvx*

anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

WS T A msiexec /package anyconnect-dart-win-ver-k9.msi /norestart /passive /lvx*

(DART) anyconnect-dart-<version>-pre-deploy-k9-install-datetimestamp.log

SBL msiexec /package anyconnect-gina-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-gina-<version>-pre-deploy-k9-install-datetimestamp.log

DX 2% ) 457 T msiexec /package anyconnect-nam-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-nam-<version>-pre-deploy-k9-install-datetimestamp.log

DX 25 22 4 msiexec /package anyconnect-websecurity-win-ver-pre-deploy-k9.msi
/norestart/passive /lvx*

anyconnect-websecurity-<version>-pre-deploy-k9-install-datetimestamp.log

2 SR e N msiexec /package anyconnect-posture-win-ver-pre-deploy-k9.msi /norestart/passive
Nlvx*

anyconnect-posture-<version>-pre-deploy-k9-install-datetimestamp.log

msiexec /package anyconnect-iseposture-win-ver-pre-deploy-k9.msi
/norestart/passive /lvx*

anyconnect-iseposture-<version>-pre-deploy-k9-install-datetimestamp.log

BEFREEFERSANBENRERE
A5 ERHRAEN Windows B4 3\ F1IERN 22 4B 6 LA T DS SUH T M4 028

)

r_l‘;‘:
W

$IE1 (£ ASDM 1, %3] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Customized Installer Transforms.

$IR2 Hili Import.
FA Y 4% W7~ Import AnyConnect Customization Objects 7 [ :

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Remote Access YPMN o B

@ Inkroduction

twork (Client) Access

ny_onnect Connection Profiles
sec Connection Profiles

Group Policies

#h Resources

GUI Text and Messages

Address Assignment
[ Advanced
AdAfLocal Users

By Secure Deskkop Manager
-[£3 Certificate Management.
Language Localization

B8 | pad Balancing
- DHCP Server
w

& DS
£ Advanced

&) Device Setup
% Firewall

Remate Access YPN
Site-ta-Site YPH

)
)
£-
)

Drvnamic Access Policies
(), AnyConnect Customization/Localization

/

ized Installer Transforms

(LB &S

21T (Windows)

Configuration = Remote Access ¥PM = Metwork {Client) Access >
AnyConnect Customization/l ocalization > Customized Installer Transforms

Import or Export AnyCannect-customization objects to the security appliance. These

ohiectsaaill be served by the ASA on request from the AnvConnect client,
44&@;@ pert | i Delets

Object Mame

| For

Platfarm: | win

Select a file

(%) Local computer

Path: EC:'I,Documents and SettingshuseridiMy Doci Browse Local Files...

() Flash file system

() Remote server

m) Device Management:

[ Import: Mows ] [ Cancel ] [ Help ]
_ o
docs 15 ENEE 5/4j09 10:10:34 AMEDT |

Z3

[

BNEEF NS4 o ANFTFAE RIS S FR, 2200 ASA T E IFATEE, DU T {5

F

T4 EROrG, MR ESARSCIE. S5 Import Now. 6 SCPR2 LRI R ORAE R P e ik b

E %l AnyConnect F P 5 H 89453751

EORONER 3 (W BORRE 1T A SCRIYE L, A2 DU R SO R e I — SRR R4 H o IR filds
company_logo.bmp 4 i ALEIA, I H. 2% Hill & S MyProfile.xml.

DATA CHANGE - Component Component ComponentId
+ MyProfile.xml {39057042-16A2-4034-87C0-8330104D8180}

Directory Attributes Condition KeyPath
Profile DIR 0 MyProfile.xml

DATA CHANGE - FeatureComponents Feature Component
+ MainFeature MyProfile.xml

DATA CHANGE - File File Component
+ MyProfile.xml MyProfile.xml MyProf~1.xml|MyProfile.xml 601 8192 35
<> company logo.bmp 37302{39430}

FileName FileSize Version Language

81920}

Attributes Sequence

DATA CHANGE - Media DiskId LastSequence DiskPrompt Cabinet VolumeLabel Source

+ 2 35

Cisco AnyConnect Z £ 5% FinEIE R

& 404
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1B RZE1TH (Windows)

7514, AnyConnect L3I F R 5

A

0] LU AnyConnect 2235 F8 7 W T4 8 o ASA 1 FHHE B ) BE A e 22 S5 R e s R L . 1%
Ao W e s, (HARFRIRIG 285 44 1) MST ANAR o XSS S e 22 B RE e i o, T ANEG 3
i GUI J%E.

iR

AnyConnect AR AR AL FEAS AL e 4, %5 BE 03 AT _BAR5 B Hri A4/ AnyConnect FA4-E3 I
Pt PALR BE N 2t . RIS AT A AL ¥, 15 ERAE_AZ 311 AnyConnect
AL cisco.com 1155 HT WA B8 BT IX e 3

T DA R 4 e g 2% (W0 Orca) SwiBFEHOR OO B AR 8, JRRMEH T AN ASA . AP MK
iy, B e AT RN B R E S (XS B R A E RGN ) FE I A N 4
FeATT H At 30 E S M. IXLEEEHAE cisco.com ) AnyConnect R AF 2 UL BA R IHI Y .zip S04
B P fit

anyconnect-win-<VERSION>-web-deploy-k9-lang.zip

FELECEF, <VERSION> /& AnyConnect [RRCA (140 4.3 xxxxx) »

AR R T e (L e Ih e Comst SCPF) o W F5 B g e fe F P SR AL 101 5 AN 2 A T4 4L 1
30 FlifE 2, BT LAEVEE A QI HIRR IR HE 5 2 ASA. ] Microsoft ¥4 ¢
% Orca, A LMBIOINT %8 LASGHT U1 . Orca /& Microsoft Windows %3 2 5 2F T & B4 (SDK)
B—%B5, B 7E Microsoft Windows SDK I o

KA R REFFIRSANEEN T 2IRE

DL LR Won a5 ] ASDM #5554 5 N ASA.
pUK i

1 ASDM 1, #%%] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > Localized Installer Transforms.

1B 2 i Import. ZRSUFF] I Import MST Language Localization % 11«

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K
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Remote Access VPN

o
B

P Introduction

work (Client) Access
AnyConnect Connection Profiles
IPsec Connection Profiles

Group Policies

% Dynarnic Access Policies

&

; Resources

’@ Binary

GUI Text and Messages

@ Customized Installer Transforms

L I

Address Assignment

Advanced

lientless S5LWPM Access

AddfLocal Users

ecure Desktop Manager

Certificate Management
Language Localization

-2 | nad Balancing

AnyConnect Customization/Localization

&

B¢

ZH¥4TH (Windows)

Configure language translation tables that the security appliance uses to translate AnyConnect messages
implemegked through MST (Micrasoft TransForm File Format),

B Import MST Language Localization

Language: ! v—l

Translation Domain:

Select a file

(%) Lacal computer

Path: |

Language Translation Table

Configuration = Remote Access YPMN = Metwork (Client) Access = anyConnect CustomizationfLocalization = o
Localized Installer Transfarms

Language
Slovenian

Language Code

|&

tbian

- {B DHCP Server () Flash file system Spanish (Argentina)

DS Spanish (Bolivia) es-bo

rﬂ-- Advanced | _|Spanish (Chile) es-cl
) Remate server Spanish (Colombia) es-ca

é} Device Setup - Spanish {Coska Rica) Bs-cr
= |Spanish (Dominican Republic)  es-do
g Firewal Spanish (Ecuadar) es-ec
i Import How &N Spanish (El Salvador) 55w
BRI panish (Guatemala) et
Sikg-ta-Gite VBN Spanish {Honduras) es-hn
Spanish (Mexica) BS-IT

@) Device Management ‘ panish (Micaragua) es-ni
: S i ESpamsh (Panama) es-pa

Z Spanish (Paraguay) Bs-py

Spanish (Per) es-pe

K 13 @Spamsh (Puerta Rica) Es-pr

‘Span\sh {Uruguay) Bs-Uy

NE
247118

sitli Language TSI, LEHEH TULEHARI—FiE S (AN 45D o WERETshi A48
5, VIR A AR AR RGN A

Al Import Now.

R R R & AN RKS KRS B

fiih Apply {R47 5 .

70 It R FRAT PR 5 HR e A VU HE A (ES). W 7R 7E Languages #1138 H1 (1) ] -T- AnyConnect [#] 75

BEF VR S

Configuration > Remote Access YPN = Network {Client) Access >

AnyConnect Customization/L ocalization > Localized Installer Transforms

Configure language translation tables that the security appliance uses bo translate
AnyConnect messages implemented through MST (Microsoft Transform File Format’).

g Import @ Export ﬁ Deleke |

| Language

B

Language Translation Table

247447

Cisco AnyConnect £ £ 51% 1
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E I FNZA #14 AnyConnect & P isFIR EIZF
77 (mac0$S)

174 (mac0S)

BRI

AnyConnect ZHRFE/FIIEAMAL o % LR ALK P AT oK B Mac 228 RE) P N, A2

AnyConnect Z3EFET .

£ A ACTransform.xml 7£ mac0S F B EX REREFITH

T macOS A FEAHTATIRUE 770k B e X pkg 174, FrLAEA16)8 T ACTransforms.xml. 1 ]
DIRET BN XML SCAFI, e R P AR S, SRJGIEAT e I SO T 5 e s

JPARSR IR EAL B o R P H LU R IS R LA S T R BB 2

U £ 5 pkg ZRFR PSRN H N [ “Profile” H 3,
2 FEREIIMEE WG R H R 8 “Profile” H 3.
3 FERBAIMAWAE G RIR H S i “Profile” H .

XML SCAA% R

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

#1m, macOS ACTransforms.xml J& 11 & DisableVPN, ] T-AIH M4 24 1r) “Hsr” #HE.
ACTransforms.xml 7E£ DMG CAEFTLER Profiles H .

R E PR R IRER

EOAEOL T, R % AR R B, ZE Mac OS X ESCHIILIRE, 1 HAT LT 54t
g2

A RS 5 A 7 5 hdiutil #4 dmg B0 B2 325 . il
hdiutil convert anyconnect-macosx-i386-ver-k9.dmg -format UDRW -o

anyconnect-macosx-1386-ver-k9-rw.dmg

Yw%E ACTransforms.xml JF E BRINLL MME (AR MARIZE)

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K
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CECES T |

124 %2177 (Linux)

{£ 3 ACTransform.xml 7£ Linux £ E &I LERRFITA

# A0 Linux $&4t e ) pkg 17 8 ARHE T X, BrLAIRAT 1A T ACTransforms.xmle {3 ] %272 7
{70 XML SCHER, 23R P e AR SO, RGBT %085 ik SO E T 5 38R P AH G Ik
SERLE . LR P LN P R A A R B E 4

£S5 pkg WARFRPSAFHIF I H X W “Profile” H >k
* AERFLHERLR G IR H kP “Profile” H &
£S5 .dmg SCAFRF H X W “Profile” H >k

TR B A B Profiles H 3N B XML 34 ACTransforms.xml HIA% =0T -

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

£l AnyConnect GUI 3T A FAE B

T Y 22417 (ASA) #6454 AnyConnect s [FHF Bo B4 3 ) LA 6 4y L SC AR
PR RISCA A BT LER] ASDM sl ffe (1T Windows) 248 I8 A7 i R sl zs I HoAb i 35

PLF Windows A HuAb 4 #7551 7E www.cisco.com it

* T Windows - & Tl & 504 L 1 5 A M Ak B 48 S0P

* T Windows V- £5 0 254 358 28 80 1A 55 AN st Ak 3 e S
Windows [ AnyConnect #4440 3028 F T AnyConnect ¥4 & FIBRIAJEEARAR » 2448 4E ASA F iz
AnyConnect #AFIT, ASA 2 HEN P A, MBS AnyConnect FAFH 1 B 45 5 10 5500

ST T LU S5 QIR IR, AT LS N www.cisco.com EFALIKILL R i 2
— GEBIB R SN EN AW, 549 70

e thaC ()

s P30 CEAR)
* PO

* fif 25T

VL

< VEW OISO

R
o fili
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EHIFIA L AnyConnect Z FisfiR iR |
| E#| AnyConnect GUI 3ZZAF05H B

) F I
BRI
- Hit
- i
A
AR (R
5%
PP (R
L4515 20T 5 T P S 7 B 3 5 5 AP e GUI SCAAI

« NN gntE AnyConnect SCASHITH B o B80T LAFZ I DL AT — 7 =00 I aled 85 SOk 58 olc— A8k
2N ID S B SCAS, AT 58 ey B SCA

FEST T AN TEHE B0 STAS R B 5
KT IR IR HE P I SCAR I BISOAR G A AT S SRR (B B A o

RGN BN A . 949 T, T B AT Save to File, il ARG IEEA
7 ASDM 5 Hi I S £«

5 ASA ERUFHARAR S, BB w R R ST RIS T ANE, AN DR R KR .

A

AR IR BCE M ASA BB S AU P 0 Altiris A8 RS BB R S, 0T LR FH 3 G0 Gettext
(1) H 5 R T F-30% AnyConnect 440t (anyconnect.po) #5405 .mo SCAF K .mo SCF 233
B v LA N SCAEIe . AT RTEAIE B, TS A Al 2 G it v B H Sk

&R FARR

AnyConnect HATEELFF G ITAT E PR ALK, HEL T N ZERS:
o FI91/I )RS 3T AN SR R DX dslise B 5K
* NSCFFIAT R LG
o HT T AL Y T BUR R R, A 28 P A AR UT 2 i
o ORGSR 1 AT ER R BRI R

* ORI IRPIRAS T R
s ARAFAEMIRSS 2211 B .
* SE S EEH S

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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|  =#iFnz 4L AnyConnect % FimFnR

£RIF

ININEk 4R%E AnyConnect SZARFIE 2

A8 0] DA JE o V25 0 B G e 0 TR R I LR o —
FRoRRISE e B FTIFW RSO S, EeriE e PUR s

* LEFT I ARG U AE P 3R N6 STAR (R B A

LI

 FHTIT IO URHE A (K SO A 2SO i s, BEAT DAL

RINEk 44 AnyConnect SCZARFNH 2

25BN 45 5 ID IV ESCAY, SR X AnyConnect GUI

* 15 Save to File. ZmiH SCAFIFKIL T AN E] ASDM, LLT HVH B SCA.

AR R G B TR ATE o

7t ASDM 1, %% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > GUI Text and Messages.

Rl Add. R4

Remoke Access ¥YPN =1

UK W78 Add Language Localization Entry i [ o

Introduction

Metwork (Client) Access
AnvConneck Connection Profiles
IPsec Connection Profiles

ﬁ Group Policies

" Cuskomized Installer Transfor
15 Localized Installer TransFormm

[ Byp Address Assignment
'r-- Advanced
S Clientless S5L WPM Access
m AsALocal Users
B Secure Deskiop Manager
& Certificate Management
----- Language Localization
-8 | nad Balancing
- ffg" DHCP Sarver
) Vi
[+-15 Advanced

Dynamic Access Policies
E" AnyConnect Customization/Localization

Configure language translation tables that the security
appliance uses ko translate titles and messages associated with
the AnwConneck VPN Client user interface,

- | & Import| @ £

L X% Configuration = Remote Access WPK = Metwork (Client) Access =
AnyConnect CuskomizationfLocalizakion = GUI Text and Messages

| Langua

, et b

[ul=]

8% AddLanguage Localization Entry

Translation Domain; | At

Device ... do

Language: (ﬁ
Language Language Code -
Chinese (PRC) zh-cn ~
Chinese (Singapore) zh-sq
Chinese (Taiwan) zh-tw
Croatian hr
Czech s 7
Cuanish da
Dutch (Belgium) nl-be
Dukch (Skandard) 'l
English (Australiz) ! en-au
English (Belize) en-bz
English (Canada) en-ca
English (Caribbean) en-029
Enalish (Ireland) en-ie oo
Ernlich ( Tarnaic=t erirn
oK ] [ Cancel ] [ Sawe ko File.. ] [ Help
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B /038 AnyConnect TR

WIE3  piihi Language NHAIEE, RJGHREE T NI (en). SOk WoREGKINES YL T,

SIEA N Edit FHAHETE R .
Z40K B~ Edit Language Localization Entry & H . msgid F5 15 2 8] B SCA R % 7 it s B BRI 0
ESCA, AEEHE M. msgstr AT AL 52 i H T8 msgid HBRIA AR SCA . 7E msgstr 15145
P EIEEPAS G = A NS
ELL R nflrh, F-AT 146 N “Call your network administrator at 800-553-2447"

Remote Access ¥PN g B ox Configuration > Remote Access ¥PN > Network {Client)
-9 Introduction Access > AnyConnect Customization/Localization > GUI

twork (Client) Access Configure language kranslation tables that the security

rivConnect Conmection Profiles appliance uses to translate titles and messages associated with

Psec Connection Profiles the AnyConnect YPM Client user interface.

ﬁ Group Policies |

Dynamic Access Policies 'ﬁ‘ ndd,
T

7 dmyConnect Customization|Localization

T Delete| & Import'@ Expart |

| Language |

Template

Cuskomized Installer Tr.
Localized Installer Transforms

<

) |
Translation Domain: |

Language:

[#: B44a6dteceanareal 9618a8d697dcods A
mzgid "The YPM clisnt is unable ko establish a connection,
your network adrinistrator at 800

#: B44abdbeceac3fbal9618a8d697dc9d9

msgid "

"The ¥PN client agent encountered a secure gakeway protocol Failure, Close "
"all sensitive networked applications.”

msgskr ™

#: B44a6dbeceas3fbal 9618a8d697dc9d9

msgid "

"The WPM client agent 55L engine encountered an error. Close all sensitive "
"networked applications.”

msgskr ™

#: Sddafdéeceassffal9slsgasdea7doode

msgid "

"The WP client agent S5L encryplion encountered an error, Close all”
"sensitive netwarked applications,”

msgskr »

Config. ..

[ Ok l [ Cancel ] [ Save ka File, . ] ’ Help

247139

FES  miili OK, RJn siili Apply PLORAF 55,
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| TE I F0A 1%, AnyConnect X Pk FlZ T2

prmre aEnzegs I

REEMRSANBERRZEIRE

PTIE2

$IE3
T4
FIES

$IR6

)

UK

M www.cisco.com P E T IR .

{£ ASDM 1, #% 3| Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Customization/Localization > GUI Text and Messages.

Rt Import. Z %4> i Import Language Localization Entry % 1.
MRk FEE G HITE S .
8 8 AT AL 3 N335

il Import Now, B[ AL A6 3 34058 25 AnyConnect 57 3, B/ I8 TE = . ALk
AnyConnect FHT JH 2 I 455 N H -

pEd e

X AEARE B B L3z qT ) AnyConnect,  RIAESBAT L] AR AL, WA 250K R4 4x sl i
P e N HE N 2 4Bl eh, XFE BN B4 Sl AT AL

AW EHELZFERER

)

UERBATH 2 7 b b ASA il ieE,  HAEAEAE VP E R S0 (i Altiris Agent) , WAL
fEFHSE IR (B0 Gettext) # AnyConnect Fe R T B I E H 3o RERAR M po SCIFHAH N
mo CHF,  ZJE R SO E TR v S AR N SR

e

A

GetText 11 PoeEdit &% = /7 4N H . AnyConnect GUI 5& il F#ERE 7757 M ASA SRELERIA )
amo SO, AR AR AT AT B i ) 75 B R % SO . AT BRIA cmo T DU G B — 5 R
(1N GetText Al PoeEdit) A AE 5 4 in) 8L,

Gettext ;&K [ GNU I H (15 FHR P IR 2 % HhisAT. ATRTEE R, 1525 GNU Ml gnu.org.
A LAEH FET GUI ISEHFRF GZFEFAEH Gettext) , #1401 Poedit. poedit.net 34t T Ak {4,
I R Gettext S 27 B H 5%«

AnyConnect ;5 2218 B
AnyConnect Vi S AL T AR WA EAE RGEH S0

iR

\110n Hag2M TR H BRI — 0. Hak BRI : A5 1(%l"). 1. 0. NEn.

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B 5FEEaa33 ASA EEhlEERES

* %} T Windows - <DriveLetter>:\Program Data\Cisco\Cisco AnyConnect Secure
Mobility Client\llOn\<LANGUAGE—CODE>\LC_MESSAGES

* %7 macOS Fl Linux - /opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC_MESSAGES
Hig

L1 M http://www.gnu.org/software/gettext/ 4 Gettext SZHFEFIFF Gettext 2 3EAE 1 H T4 B THE AL
(AT D b

$IB2  {F 43 AnyConnect [F1H 5L FASZ AnyConnect W B AnyConnect.po [KIFI4S .

B3 RIETE, 4% AnyConnect.po L1 (fH notepad.exe S{AT-AA] W SCSCAGm RS ) K E UF AT H o

LA 21T Gettext {4 B g as LLIE T .po UG .mo SCA-

msgfmt -0 AnyConnect.mo AnyConnect.po

FIRS K mo SCAFREIACE T T SHL IR BATR H %

HHE RS FHE| ASA LRI EHI G R P

BH I BRI 2] AnyConnect FFEESRRCA o Dy Ji X LSFTH B Fe e, OBl 747 B 2im 2
5RO i g i T A AR b . i R TR T DA 0% ) s A (R SRR B T R R
B EANE AR P 7R o R AR Sl AR g 5 X e iR 15 O U DR B 40 R A 15 K O i
H

/Lho

Al R B S = LEPATE . K E GNU I H 9 Gettext SZ FAEP 1] Fl T Windows, 1 4 iy
A OHRIEIT. HREAEER, 15230 GNU MWk gnuorg, 0] UMEARET GUI SRR (%2
JPAH Gettext) , 11 Poedit. poedit.net FHefit T 0. LLURIEREEE T X PR 5.

IR RS R B K AnyConnect AR B AF R INEE] ASA o BRAFEHATRLERAE, 15 B
LT

UK

%1 )\ Remote Access VPN (iLF2#ZEAN VPN) > Language Localization (GBS A&Hh{t) > Templates (1%
) FHECHY AnyConnect 3 #5AR . 5 H AR A4 4 AnyConnect . pot. WA HIFR
msgmerge.exe T2 SR 7 B H AR .

$I2 HIF AnyConnect B 5 He 43k .

AT FH (1) 2 5d& H T Windows 1) Gettext SEFHRET, FTIFar 23R HIFBITL R dn %o i
24 IF AnyConnect #:#:4% (.po) R (.pot), MIMIAIEHT ¥ AnyConnect merged.po 3Cff:

msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot
DN TN e

Cisco AnyConnect £ B N E FIHEIERIER, 40K
[ 50 | [



| EFIFNZA 1. AnyConnect X P i F1 T2

EZ P Fi%iE Windows EiAES I

C:\Program Files\GnuWin32\bin> msgmerge -o AnyConnect merged.po AnyConnect.po

AnyConnect . POt . ittt i i e e e e done.

G RAEH Poedit, M /EHT H AnyConnect.po 345 #: % File > Open > <AnyConnect.po>. X541
HEEM A M POT 3 <AnyConnect.pot> % %] Catalog > Update. Poedit ¥/ Update Summary
ST AR R AR =75 o PRA7SCA, B F— PR SN

B OA I F N\ Remote Access VPN (ILF23# A VPN) > Language Localization (35 A ith
) o fidi Import (BN , FREES, RJFIEFE AnyConnect 1F IS, K25 AN FSCFR €
4 AnyConnect _merged.pos

E% A F %% Windows BIEINES

MR OS] ASA I FECR PRI, AnyConnect 2SI THE ML B 1L 1E 5 kK MR 2 &
298 DX I P AR L ) A R

£ Windows | 27 0l S 5 2 A AR 8 DX BE L

UK

Fi#| Control Panel (4=HIT#7) > Region and Languages (MBXFET) XEHE. W% A
FEHITH, 15%EFF Clock, Language, and Region > Change display language.

el s /XS, IR N AT IR e B AE A BT AT T BRI R .

T SR A P () A W 28 22 Ay, EET i B W9 2% 2 A AR B T SRAS B 4

WIRARFREALE, AnyConnect ¥ ERUAE %G T . B, WRARHLE] “fr-ca” H%, AnyConnect
WA BT “f” Hak. BUFHFHESURRET A5 SCEA R v A G F 4.

73 AnyConnect GUI £I| 2 = F| Bl iR FU R

AT SR Y T TR S B E RS AnyConnect SCPF. K 15 4% AnyConnect VPN %
J % 4% U ) BRSO 4% e AR TS A
PR %

o SE B SO 44 57505 AnyConnect GUL AT I SO 44— 3. SO 44 DRAE R G B A
[, Jf HAE macOS F Linux "X 43 K/NG. filhn, W28 Windows 2 1 i K 23w Bhs
DA A () 2 W) bR § AN company _logo.png. 415 AIHA SCAE 2 S, ] AnyConnect

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B =% AnyConnect GUI A%

E I FNZA #14 AnyConnect & P isFIR EIZF

BIRREP A E AT AL, WERAE B SR AT SCRE B GUL % m] AT SO FR
(KBS R A AR SO 4

o G0 RSN EUGAE R 5 SO/ (i company logo.bmp) , 5N FIEIGF 52 ] AnyConnect, H 4
HEF S AT — MEHAHFE S 2 EHR . filtn, 50K company_logo.bmp 254 4 i il 4

WA MR ZER, o rma ks Boniz kg, HESAMFESCEAREEE (stds SRR

K5 Kk

& AnyConnect GUI £H 1

AR A CIRE RSO B 2 4B K E i AnyConnect, 1% %2 4 e #7850 i (58 BT SCA T

7t ASDM ', %% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect

Customization/Localization > Resources.

| Introduction
| Metwork {Client) Access

.- AnyConnect CustomizationfLocalizat
- Resources
- Binary
- Scripk

- GUI Text and Messages

- Customized Installer Transfarms
------ 7 Localized Installer Transforms
_- AnyConnect Client Profile

_- AnyConnect Client Settings

i} Dynamic Access Policies

>y§§ Group Policies

.- Secure Mability Solution
| &ip Address Assignment
.- Advanced

Remote Access ¥PN o o

Fiii Import. Import AnyConnect Customization Objects 7 Il F B[l 7

Configuration > Remote Access ¥PM > Network {Client) Access > AnyConnect

Customization/Localization > Resources =

Import or Export AnyConnect-customization resources to the security appliance, These
objects will be served by the ASA on request from the AnyConnect client.

{For AnyConnect 3.0 and newer releases, graphic file used for customization must be .png
file and no larger than 62x33 in size, For earlier releases of AnyConnect, graphic file must
be .brpfile.

@rﬁ

Flatform Object Mame

<
&ﬁ) Device Setup
gﬂ Firewall

(7’ Remoate Access VPN
74 Site-to-site PN

[ : Device Management

Mame:  |company_logo.png

The name used for importing a resource MUST match one of the AnyConnect
filenames listed in the admin guide and within the online help

Platform: | win v

Select a file

(%) Lacal computer
Path: :.C:'l,.company._logo.png Browse Local Files, ..

() Flash file system

() Remote server

Import Mow ] [ Cancel ] [ Help

246081

T3 AZFEARSA A

FRA EHrE, JHEEESANIM. i Import Now. HUE, U W RIEXS RAIEK D .

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K
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Windows £ AnyConnect ElFRFAEI#R

A

Windows ¥ BT SCAAL T

Windows 9 AnyConnect E ¥R FA#HR .

$PROGRAMFILES$\Cisco\Cisco AnyConnect Secure Mobility Client\res\

iR

%PROGRAMFILES% F&4H [F] 4 FR 345

WH, fERKZH Windows Z%:H, 1XJE C:\Program

Files,
Windows %3 832 FAi A B R~
(&B&, K
x5
i)
about.png 24 x 24
Advanced X iFHEST _F A ) About 124 PNG
KANASTT i
about_hover.png 24 x 24
Advanced XIEHELT £ 1¥) About 445 PNG
KANAH] 2
app_logo.png 128 x 128
128 x 128 JEfe KR/ Wi 1A 58 OCHFARZ DN, WIE R ek L %0 128 x| PNG
128, WURLLEIAE, ot Hohr
.
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Windows #J AnyConnect El#RF0EHR

Windows %3 832 i A &R~
(%, K
x5
i

attention.ico 16x 16

AT BbR 5 P 75 B B LR B, B, A7 0 S ERE MO RRE. | 1CO

SR,

o

company_logo.png 97 x 58 (fx

FoRF s A2 LA Advanced X HE A 57~ 10 28 w1 0RR x

BORKAN N 97 x 580 IR F1 53 SCSCPEAS LA, ISGAE R il th 2 %0 97 x 58, | PNO

WERLEBIAS R, Wb Rz

company_logo_alt.png 97 x 58

About X IEHEA T M o I 2wl B . PNG

BN RANA 97 x 58 WA H & LA ZZ /N, WISLAE S H h 25 R34 97 x 58.

WER LA, W2 Hoprfifr

atfran]
cisco
cues bg.jpg 1260 x 1024
FLR i M. Advanced T 1R About X iEHE 1 5 G JPEG

RN B GRAEAT R A, DR /P B e P 5 2 2 B0 B PR 1 X0k

Jll Cisco AnyConnect R £ 3h% Fif EI2 535/, 4.0 AR
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Windows & AnyConnect E#zF1%H: [}

Windows %2 3= f B 344 & FNi5 AR .

El& R~

(B=E, K
x5
ﬂ

error.ico 16x16
REFCR bR A — AN B N A ™ AR ICO
SN,

g%

neutral.ico 16x 16
FoRE P AR IEAT IEH I R G AR ICO
KRN EE

[

transition_1.ico 16x 16
A LA EbR, ‘€5 transition 2.ico Al transition 3.ico — [\ 7x, FRn—AmEZ A% | 1CO
Ut A AE AR RPIRAS R RE I (40 VPN I R al 9 25 U 1) 45 BE B IR D) o 3 MBI
AES R, B R EGERA BIAR e 2 A k) .

KRANA ] HE,

F3)

transition_2.ico 16x 16
ARG HLEEbR, ‘€ transition 1.ico Al transition 3.ico —[fl 7, FR—AmE A% | 1CO

FU AN RPIRAS TRIRE I (21 VPN SR sl 25 U ) 55 R IR
SAFESE R, BRI bR N B A B

KNATT I

Fe

3 NMERR
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Linux &) AnyConnect EfRF0 &R

Windows %3z 1 3142 FAi AR .« Eg R~
(&%, K
X)) A
it)
transition_3.ico 16x 16

A HLAELEPR, '© 5 transition 1.ico Al transition 2.ico —[Fl 7R, FR—ADEEANEK

FU AN RPIRAS TRIRE - (Bl VPN SRl 2% U ) 55 SRS JE RN
SAFELE R, BRI B bR B A Bk

KRANAHT 3,

3 NMERE

ICO

vpn_connected.ico
IR VPN CIER I R ST H KT .
KN4,

@

16x 16
ICO

Linux A9 AnyConnect B R F1EFR

Linux F) A SO T
/opt/cisco/anyconnect/pixmaps/

RPN T AT (K SO AR B2 M ¥ 2 7 o GUI X4k

Linux %232 7 B9 324 2 FA 15t AR

Elf& R~
(&=, K
X5 FZE

7

company-logo.png

AL Fri AN L TR 2w R

XJ 1 AnyConnect 3.0 J S sihlcAs, AR/ 62x33 123 (1) PNG &% .

CISCO

142 x 92
PNG

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K




EHFNA 14 AnyConnect X P imFNREIEF

Linux & AnyConnect Eizfnsic [

Linux %225 F 893214 & F0i5 BR

Elf& R~
(&=, K
X5 fE

Al

CVCabout.png l6x 16
About LI~ F IR E bR PNG
=7
cvc-connect.png 16x 16
Connect 424155 F11 Connection ¥EI7 - I i 7~ i) P b PNG
CVCdisconnect.png 16x 16
Disconnect $%4H 55 &7 (1)l br - PNG
v,

a
CVCinfo.png 16x 16
Statistics eI+~ F 2 7R 1) Bl AR PNG
systray connected.png 16x 16
B i RN SR R R A PNG
systray notconnected.png l6x 16
P B A FE I 7R R HE A I bR o PNG

A
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B macOS$ £ AnyConnect EIFRFNHIR

Linux %2 3% #1893 1422 FNiji AR B R~F
(&, K
X&) Az
i)
systray disconnecting.png 16x 16
B i W S I S 7S (R FE AL PRI o PNG

b

systray _quarantined.png 16x16
% P W B R 0 FE A PR PNG

®

systray_reconnecting.png 16x 16

R ity TR R AT A b PNG

i

vpnui48.png 48 x 48
ERETER PNG

7‘9.

macO0S FY AnyConnect Bl fRFAEER
macOS I3 ST

/Cisco AnyConnect Secure Mobility Client/Contents/Resources

RN TR TR SO LR S RN 1K) B ) i GUI X e

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K
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BIE 3 E £ AnyConnect Z szt I

mac0$ % 3% 1 89 3142 Fi5t BR E&R~ (&
% Kx&

bubble.png 142 x 92

B i 2 R D P N A s )38 PNG

logo.png 50x 33

T Bt A AR BRI R . PNG

il l L F] l bi

CIsSCO

vpngui.icns 128 x 128

T ERERS (WFE. RPFMEAR TH) 1) macOS EFr 3045 . ICNS

macOS R Kl b5 . 16x 16
PNG

G

€32 £ 1% AnyConnect &= P im#5 B 3014

B 1n) AnyConnect FH P #5115 O G DGRl s i AT DR RS B SCpF, IR L4 3 B iE N
A e 4 il AnyConnect 421}, AnyConnect ¥4 857 Bl SC 4, JF4F AnyConnect JH /' 7%
T s B AR . P s B RIS, YA AT R B S0 . 3CRF PDF fl HTML S0
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UK

fJ# %4 N help AnyConnect.html [ HTML 3(fF.

7 ASDM 1, %% Configuration (EZE) > Remote Access VPN GZF2ifa] VPN) > Network
(Client) Access (4% (% Fi%)i/7ia)) > AnyConnect Customization/Localization (AnyConnect E )/
Ab{k) > Binary (Zi#H)D .

A help_AnyConnect.xxx . SZHF#%(U1~: PDF. HTML. HTM Hl MHT.

7t PC I, 33 AnyConnect JFZE4& 2 FIG MY 2 2B BB SCIF T 8% 73 PC.
INAEZE e E R SE INWAE FHI N I TE O] B

st 7 B PR T A B 2% R T B SO

WURF B bR AR B, 15 AT B H sk LLE A AnyConnect N 3R 72 15 AER R 3 B S 1)

TR SCIE T “help ” 4y, RIS NAZAE LA R H s 2 —% £ AnyConnect.html CH A4
BAERSMN ) -

* Windows—C: \ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\Help

*macOS—/opt/cisco/anyconnect/help

wmEFENZRIA

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K

KAVL N FHR, ] LUl AnyConnect R 2 FISAT A .

* GRABR VPR VPN il BATR A I IATR A OnConnect A, 24
GBS E IS4 TR

o W4 LR Pl VPN 2160« AT LS4 & BB AFR 4 OnDisconnect JIAS, [
AR N AT
AR 4547 50 P I 28 A6 000 S PR 37 B 2% P it VPN 23 1K fih % OnConnect JHIAS (VT A 1247 I AS fr 22
K, AHRILG RIS EETE K ATE VPN 2 i A2 il ) OnConnect 4.
el AN O MR SN KT i
* VPN 342 e il B 41 S mes
* VPN 4% i i o R 2 B 5 s, KT 3542 i LY T o
* VPN JE 5 Bk B S, WioFiER m ey s

AnyConnect S5 7E /4 45 ot S MURSL A Sl 391 18] A S IAAS .
XL HBE B T AT S RIAS, JF T AR AR R A F RS 2 S ) iy AT AT BIAS AEA T A I



|  #iFaAt (L AnyConnect & FisFiZe 2125
#5. mixamEms

A

ER AnyConnect Fff T 8l gt THLORBIAA, BEN, TR IULREIRIA. e hE
TCAE A SR AT IX LA R, B RT BEAEAEE XS P48 RHT P i SR AT 3 B 2 BT JCvA AL
o BRI SCRE R B IA B0 )7 9 5 (K JRAS

B ZARZE K FA PR
TR R AASAT LR SRR ]«
SR I - AnyConnect {0J2 17—~ OnConnect A F1—~ OnDisconnect JHIAS; {HIX L[
A A Bl HAb AR

« A% - AnyConnect 3l i S04 44 15 OnConnect I AFT onDisconnect JHIAS . g A $£.44 kLA
OnConnect &8¢ OnDisconnect JI- k13, I 2B LAY 44 . AnyConnect J AT H 3 (1) 55—
HIZEVCAC I AN . AnyConnect P PRI AFRRERLIA (U1 VBS. Perl 8¢ Bash) 8] AT 301

JWATE T - % P I AN ERIA DR EE TS, AR vk SN b 22 s AT A 1
Mo B, b 7 ORUES 7 3 o] BUS S IAAS, A 20 e s A air 471817 .

* Windows 2 4= I35 565 JHLAS [ R ) - #£ Microsoft Windows ', AnyConnect { £E ] 7 & 5% Windows
JFEEST VPN Sl 577l Ja s A . BRI, FH P IR 22 A A5 it o 1) PR i3 FH I e A s AR
e AT P AT AR Zh e . AnyConnect 4 7E Windows #4714 ] &5 cmd & 1, Atk
FH I TR H AE bat SCEEAR AT BT BRI BA .

< JEFHIAS - BRAEBL T, & A B a4 . WAE ] AnyConnect Fit & SC {4 EnableScripting 2
HoR e A . PATIZERAER, 27 i AN ESR P IA

* % i GUI 4 0E - %07 3 GUI 21BN —E 421k VPN £31%: OnDisconnect AR 23 152 11 J5
B1T.

* 7€ 64 fi7. Windows Hiz 474 - AnyConnect % 7 St 4 32 f7 N« 4 64 f7 Windows A FRiz 4T
i, AnyConnect ¥4 H cmd.exe [] 32 A4
HH T~ 32 {7 cmd.exe Ht = 548 64 {7 cmd.exe SCHFIATS, DILIELEIAT] e o A0 SIS T A S
Frar SIS AT, BB s T E k. B, 32 RLARARHK) Windows 7 AT RETCILER AR 64 fi7
cmd.exe R msg T4 (ST %WINDIR%\SysWOW64 H1)

Rltk, RGNS, 35 32 A7 cmd.exe SCRFIF A4

WE. MXFERE IR

T H AR AE R S8 B g S ARSI AS o dn SR TGVE NA HU A E R e i 4T IE R s AT, W
AnyConnect G IEFIZITIZ A

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|
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B 55 uthBEmi

UK

T S AR A
TER2 EPEHE AT 5
* 1] ASDM K JAIAS Ay — 3B HISCAF N ASA.

%] Network (Client) Access (4%(% Fi%)#EAN) > AnyConnect Customization/Localization
(AnyConnect EHI/AH#L) > Seript (BIZA) .

I RAEAT ) ASDM 6.3 Mtk B S hiAS,  ASA S ERS IR SO 44 s a4 scripts FTHITZE OnConnect
8 OnDisconnect, LUCKHZ SRR A . 2% P iy, 2 W& o AR N & B et
LB HAx Hserb, IBR seripts_ Aif4%,  JF0R B OnConnect 5 OnDisconnect Fij4{. %1,
WA P AN JAA myscript.bat, W JHIACKEE 22 42 64 1 W7 4 seripts. OnConnect_myscript.bat.
TEEFETHEML b, A E R4 OnConnect_myscript.bat.

W RAAT I ) ASDM AT 6.3, TR 250 N B AT LAR B8 A IRIAS «
scripts_OnConnect

scripts_OnDisconnect

N ORAIARENS RS 11T, TPREITA ASA BCE A HEE AR R A RIAS o SR A8 e 4t
A, AL 5 P IRRASAR R A4 0, IR A ) B2 77 T REERZ T AT ASA. 24
PP BRI, B BIA K 7 ot [F) 42 JAAS

o AV AR A 8 R TSR A 8 21 VPN 2 o
QAT e 53, AT AR AR ST 44 RS
OnConnect

OnDisconnect
TELAT H sk e A :

*6: MEMMBAME

BRIERSR H%

Microsoft Windows %ALLUSERSPROFILE%\Cisco\Cisco AnyConnect Secure Mobility
Client\Script

Linux /opt/cisco/anyconnect

(£ Linux #', A
F s GRS
P BEHITRR . )

macOS /opt/cisco/anyconnect/script

Cisco AnyConnect £ B N E FIHEIERIER, 40K
[ 62 | [



| EsifnAit it AnyConnect & FipFI% 2 7

JI I E E AnyConnect EC & X2 14 [ ]

JBIZAEC E AnyConnect Bt & 3L {4

L1
IR 2
$IE3

FTIE4

<

UK

FIFF VPN FLE SO gmfdy, MW FHTE % 1L+ Preferences (Part 2).

%' Enable Scripting. 7% )™ Ui /E1E B BT T VPN JEBIN R B IAS

1k User Controllable 1 FH /= 7] LU 5k 2% B On Connect 11 OnDisconnect JHIAS[1Ji2 17 .

iﬁ‘:f:' Terminate Script On Next Event, 1 7E i £ 75— N0 4 'S AR K SF AR & 7 g i) DL ERis
ATHIAGFE. #ltn, £F AnyConnect 2 2l VPN £ ifil, U1 VPN 21 45 7R 148 111247 OnDisconnect

Hkl]zl_\ % P4 2% 13247 On Connect A% . 7F Microsoft Windows I, %% )7 i tH 43 2% 1= On Connect

8%, OnDisconnect A J2 sh i BTG A M LT A BIAYRZED . £F macOS F Linux b, &) R as# ik

OnConnect B{ OnDisconnect A, 'EASL T A,

%' Enable Post SBL On Connect Script CERIATESL FJH D WI7E SBL & 37. VPN 23 1l I8 7 i )5

z) On Connect JHIA (WA

iR

55 WK 2 S i O SRS NS ASA A1 5ENE, DL IL RS VPN i

RS S BE HEFR

WERIASTEIAEAT, A5 B Frid 22l gt o [ il -
UK

IR AAST onconnect B onDisconnect RIS A M. w5 MR AEE A B RBEAMGAE R ST 75 1)
JEA H 5%

FIRMNAT ATIBATIA . WARTCIE NG SATIBATINA, & o e T I A . W EATE v 24T
BATHRMG, WSRO RBOs T IARM N, FE e RS L EE A,

I64F VPN i B AS H 5% H —> OnConnect Bl Z< Fil— OnDisconnect JIAS . 1 5% 7 i A
ASA T2} OnConnect JiIA, K5 N85 A ASA B JEEANFE) 53— OnConnect JAIAS,
W) o o] RE AN SIS AT I T RIS AT A o W R AIAS B 42 A0 75 21> OnConnect B OnDisconnect i
A, Tfﬁﬂ‘“ETﬁﬂ% ASA B, WIMBR A H SN 2 B 37 VPN 231 SR AR B 42

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B 5/ AnyConnect API 4 5 F1E3E %1 L

{145 Z 4> OnConnect 8% OnDisconnect JHIA, 11 BLI& R FahilE ik, WIMHERA 75 Z 00 A - 55
A7 VPN 231 .

T4 R RS R Linux, E00ER A SCHEIRUR 2% & AT .

TS AR il E SO E e A TR

{& F§ AnyConnect APl 47 5 F1E8 2 £ $ Mz

X} T Windows. Linux Fl macOS t15HHL, ] LHH AnyConnect API JT-& 11 LT o] $0U4T HI 7 STl
(UD). @it ##e AnyConnect 33 il S5 5 445 1) UL

RPN T AFEAE RGN b W] AT SRR SO 4

ERImiEERSR % P GUI 321 % P CLI 3214
Windows vpnui.exe vpncli.exe
Linux vpnui vpn
macOS ASA FFEACRF . 0, BT DA AR TS | vpn

% (ilhn Altiris ACEE) e )™ 3 GUI ) Mac

P AT SO

FIRAT SO RERS A 2 N ASA KR AT BEU S, BInishe & (8. #838 B QXA HAT SR, T
DARS BT AR RO E A
B )

o ToTk N A N 2 4 AT E BOHT Y AnyConnect 3R . W SR IAAE A N 22 A A% LBCE T BT
WA AnyConnect {160, AnyConnect %)™ 5iph T 2508, & il ULe 020 Ak 3 5 il
% P LA ARG AnyConnect 34 )40 R )il . )L ASDM S VR F A% — 3R ST A LU e
AnyConnect 2 /7 3iij, AFEAS FH 5 il 3 FH IS AS SRR I8 Dy R

o DRI 2 P 48 2 A e 25 D In) A PR TE ] JORE AnyConnect %2 22883 % ) 5 GUI

 ANSCRFE KRR B DI fE -

{$ F AnyConnect CLI f7 %

S8R AnyConnect VPN % ™ 5ty hy 5 550 B N 250 ) ity iy 2 T AN s XA FH R TS P S T 4 R P 40 17 i
AATFLH (CL. BL R LN E T W] 8 3h CLI v 23857, LU AT DUl I 3% CLIAE FH i fiy 4

o BN R CLIE R , 56 65 1L

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| TE I F0A 1%, AnyConnect X Pk FlZ T2
FEEISETTE T |

« F 2 F i CLI 4, 55 65 70
o 7F ASA £ 123 iE ISP E Windows S8, %5 66 7T

B 31%E P CLI 1278
LA 8) CLI A& $E7R 1
* (Windows) 7t Windows {3 C:/Program Files/Cisco/Cisco AnyConnect Secure Mobility Client 1
RIS vpncliexe. Aiti vpncli.exeo
* (Linux 1 macOS) & ({3 /opt/cisco/anyconnect/bin/ W1k I SCAF vpno AT CAF vpno

FAERHCU &%
AR AS AU ISAT CLL WIe A [ it . BT LUAE A ar 447
* connect /P address or alias - % )7 ik ST E ASA L
* disconnect - 7 344 G P 5 iy £ 37 1
e stats - R KT OISR NS THE B
* quit - JEH CLI &2 BAR
* exit - JE H} CLI 28 B AR
PR /R B B 7 P Ty A AT R b

Windows 89 ISE %2 £ 14X 18

connect 209.165.200.224

Ay Sl 209.165.200.224 [ 24 B4 IIER: . 5 SR ENUK R )G, AnyConnect % )7 5k i
AR ETE AL, IR T R R D . A R s TR, DU P P U6 %A
A WS . BRI n, IXH & EERZAR. Bl

VPN > connect 209.165.200.224

>>contacting host (209.165.200.224) for login information...
>>Please enter your username and password.

Group: testgroup

Username: testuser

Password: ***xxkxxx

>>notice: Please respond to banner.

VPN>
STOP! Please read. Scheduled system maintenance will occur tonight from 1:00-2:00 AM for
one hour.

The system will not be available during that time.

accept? [y/n] y

>> notice: Authentication succeeded. Checking for updates...
>> state: Connecting

>> notice: Establishing connection to 209.165.200.224.

>> State: Connected

>> notice: VPN session established.

VPN>

stats

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|



B 7= ASAZE2iERELE Windows 3158

7£ ASA £

BoRMATEE NG R Bl

VPN > stats
[Tunnel information]

Time Connected: 01:17:33
Client Address: 192.168.23.45
Server Address: 209.165.200.224

[Tunnel Details]

Tunneling Mode: All traffic
Protocol: DTLS

Protocol Cipher: RSA AES 256 SHAL
Protocol Compression: None

[Data Transfer]

Bytes (sent/received): 1950410/23861719
Packets (sent/received): 18346/28851
Bypassed (outbound/inbound): 0/0
Discarded (outbound/inbound): 0/0

[Secure Routes]

Network Subnet
0.0.0.0 0.0.0.0
VPN>

“BiFFiEIZ” (disconnect)
KA ST s Bl

VPN > disconnect

>> state: Disconnecting

>> state: Disconnected

>> notice: VPN session ended.
VPN>

quit 3} exit
FoAp AR — AN 2 AR R ) CLI A A 9] 4

quit

goodbye

>>state: Disconnected
Linux 5 Mac OS X

/opt/cisco/anyconnect/bin/vpn connect 1.2.3.4

HST S5 1.2.3.4 ) ASA 3%

/opt/cisco/anyconnect/bin/vpn connect some asa alias

E I FNZA #14 AnyConnect & P isFIR EIZF

T SO B ST S ASA &R, IR AN some asa_alias DAME R F| L

/opt/cisco/anyconnect/bin/vpn stats
BIORIET % vpn RS G B
/opt/cisco/anyconnect/bin/vpn disconnect

Wi HiZ% vpn 208 CHRAEAE)D

£ {ERTPE1E Windows 38 1B 2

A L N ASA KAT UG iy A K 1 AnyConnect 231, K ) £ HH 7 B2 B R Windows 3

HF R

The secure gateway has terminated the vpn connection.

for the gateway: Administrator Reset

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K

The following message was received



| TE I F0A 1%, AnyConnect X Pk FlZ T2

##% AnyConnect Akt ISESE [

BT REAA R BRIt R (Biltn, AR CLI A ke VPN BRIE ) o %) OB I8 % ) vl 42
OB A BN i CLIKBILIE Sos iR e R iR s 1 AT sh BRI CLI R Hh 45 2R«

C:/Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client>vpncli
Cisco AnyConnect Secure Mobility Client (version 4.x).

Copyright (c) 2016 Cisco Systems, Inc.

All Rights Reserved.

>> state: Connected

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> notice: Connected to asa.cisco.com.

>> registered with local VPN subsystem.

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> state: Disconnecting

>> notice: Disconnect in progress, please wait...

>> state: Disconnected

>> notice: On a trusted network.

>> error: The secure gateway has terminated the VPN connection.

The following message was received from the secure gateway: Administrator Reset
VPN>

Fi4b, BE T LIAE Windows VENEE S, FEAL T LU AL E i & am e & B — 4 h
SuppressModalDialogs ] 32 f7 XU BEAE . 2 P b A 2% 4 R, (H 2 2208 HLAR
* 64 fif Windows:
HKEY LOCAL MACHINE]SOFTWARE\Wow6432Node\Cisco\
JOEE AnyConnect %485 8% 7 viig
* 32 {7 Windows:
HKEY LOCAL MACHINE\SOFTWARE\Cisco]Cisco AnyConnect Secure Mobility Client

AEZ& AnyConnect E | FAZAK b (L 31T ISE ER 2

AE#% AnyConnect Z< it 1V 3R 45 &1

1E

A

7

1

AnyConnect A AL AHZE 48415 F T A4k AnyConnect [543 SCPF RN ‘22 205 P s 3 SO () s i
Ao M H 4 SCA 2 ISE AnyConnect B )43, 1% T- M ISE i H /7 & AnyConnect. Uit
FEAA SN 25 1 AnyConnect 37038 I8 SRR 5 T2 X, Wbl B A prids

FHiE Z |

ISE Z23K 75 AnyConnect AHIAVHHZR AL PG 280 g B — B4 438 . 7 Gettext " PRI SO
e HTEATIR IR SCA po #& UAITEBAT AL FH 1 4 3 8k .mo %30, WA Gettext T A
msgfmt 588401, M http://www.gnu.org/software/gettext/ %X Gettext SZHFE T IFAEEH T EAIA
M S A TS E223E Gettext.

FREFEUESR AnyConnect F5 5 FH FO e ¥ S0 .

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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A4 AnyConnect Kt (L IR EF &

a) {F www.cisco.com | [#]/2F} AnyConnect % 4># )% )7 iy Software Download T[] -, NI4T T
AnyConnect-translations— (HI) .zip 3C#.
W 45 ST A B BRI IR T AT 1 5 e 45 1) * po STA o
b) (AR AT H RS A AT AR e S Cepo SCPE)
€) 1217 Gettext ¥ S G P25 DL IEASFH (K1 454 * po SCAFAEE *.mo SCAF:
msgfmt -o AnyConnect.mo AnyConnect.po
14 AnyConnect 125187 FH ¥ e . 26 SC AF:
a) (EAMTHENLN TAEX POl 4 4 110n 1 H %.
b) HEAGHISANE S/ 1100 FEIEH S, PAE S 4.
#iln, fr-ch REIEE INEL
) KAL) B A G R e RO E M 44 1) H
VAT *.po SCAFIRAE 2 S ik i) et b o AN * mo STAFTBCPE ML SCAF

Horaitt 5 LURREL P iidkils OInsR0 o A askiB A H i i e ik -

110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\Jja\AnyConnect.mo

(& T Windows) SREUIFHESS AnyConnect #5285 BT (8 F VS 5 A AL 5 4 304
a) /£ www.cisco.com L[] JEE} AnyConnect %48 8l % F ity (A N0, FERAFTIFAEER T
T8 RIS 5 T 5 A b e e 480 S 1) s 4 SO o
% zip XM 44 anyconnect-win- (JIA) -web-deploy-k9-lang.zip 8%
anyconnect-gina-win- (fRA) -web-deploy-k9-lang.zip.
AR E T AMASIR I RS 26505 S 5 A8 ) AnyConnect fROAS 3. 4T3
AnyConnect FREFTRRCAS IS , 38 WA 25044 AS i A HR 2060, v A 1R o8 5 A b A SO 2380 R — Bl
A
b) FRFE K A CRIFREE Ik B K T T S AN H A B S A
(& T Windows) J1-4m AnyConnect #5518 FH i01E 5 A Hu Ak SCA%.
a) FEAHO AL A — TAEX h Ol 4 0 mst M H 3%
b) HEAHEHSANE S A st N H S, LUE SIS Mm 4.
#iln, fr-ch REEE IHEL
©) B EA T AANE S AL SR NGE M A4 H X
IAE, T8I H k850 5 LT g5 281k

110n\fr-ch\AnyConnect.mo
\he\AnyConnect .mo
\Jja\AnyConnect.mo

mst\fr-ch\AnyConnect_ fr-ca.mst
\he\AnyConnect he.mst
\ja\AnyConnect ja.mst

A5 FH AR R 4 5 F RS oK 1 s 549 i 4 2135 > iy 24 1 SO, il
AnyConnect-Localization-Bundle- (FRA) .zip, LAEI#E: AnyConnect AxHuAk 4R

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| EsifnAit it AnyConnect & FipFI% 2 7
A% AnyConnect E HI#R 4 & [ |

ETRAYERIE
# AnyConnect AL HHZE U144 ISE AnyConnect %95 (T[] F /7 #5% AnyConnect) [f)—3#4> I
f£% ISE.

#AE % AnyConnect & i3 41 €1

AnyConnect 5& Il 26475 € Hl AnyConnect GUI %y €I Bh SCF. VPN JIARI 2256 78 5 6%
e () 40 0. IR 4E SCPE /& TSE AnyConnect B 10—#84y, %% H T M ISE i) F P
AnyConnect. &1 H & W1F -

win\resource\
\binary
\transform
mac-intel\resource
\binary
\transform

H 7€ X[ AnyConnect 204 % 7F Windows Fl macOS *F> 511 resource. binary fl transform
T HH, BN R:

* J resource T HEE % & FTE € H AnyConnect GUI 414,
FA XIS E YR, 12 AnyConnect GUI 61 &5 il FFR AR , 25 51 .
B binary T HRIBEE %6 10 H13 B SO VPN A,

* A AnyConnect #E B30, WS AIE I 4L AnyConnect 25/ 3 H5 W SO, 45 59
i

N ©

* O VPN A, TS5 S HIERA , 5 60 it.

* FA transform T HR AL B %V 6 1 R FE P
SR Windows & Hil 2R FE P i, TE S W B2 AT A (Windows) , 5% 38 11T

A macOS ZEFEF A, 1S 11 ACTransform.xml 7F macOS I H & X 22327
1Th, 4400

FIAZHI
4 AnyConnect 5& T2 H, SEEIEITAT B E AT

Cisco AnyConnect T2 & P inEILRIER, 400 i
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. % AnyConnect EHIHH 41 &

UK

P AR ENE TAEX BT H 458 .

P2 1F resources H PG 1€ H] AnyConnect GUI SCHF. i\ SCH34IE M 44, HLIEbRAI
BRI R NG .

I3 ffbinary HRX FAFBUEH] help AnyConnect.html 3 fF.

T4 A binary H3 N VPN OonConnect fl onDisconnect A K H AR AT fa] HoAth JAIAS

WIS 1 transform H3 NFEGEE 17 6 1 L3RR P

WIR6 AT HIARAE H 27 S RS 75 0 H SR 45 0 He 4 21038 >4 i 44 1) SO, 4ol
AnyConnect-Customization-Bundle.zip, PLEJEE AnyConnect 3& 45 .

ETRAEE

¥ AnyConnect 5& HilH#HZF /124 ISE AnyConnect %I (H T H 7 #6%& AnyConnect) [¥]—i4) %
# ISE.

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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AnyConnect it & 14 45585

o KTHESRwER, 2571 01
o MOZECE SIS, 2 72 0L
* AnyConnect VPN BLE M, 2 74 1T

* AnyConnect ASHb 5l , 2f 88 1L

LY [= = =] A} | o | |
KTl E I REE RS
BB AnyConnect 2248 80 % P ik HH A& & H T B R AL E S gniE 7S . 78 ASA LN
# AnyConnect 725 ) B G B, ASDM 230G it B SO mdEa% . 8] MASHhal N 77 AR 25 ) i i B S
1,

WA IN#EZ A~ AnyConnect K141, ASDM 2 ¥ K H BB AnyConnect #4195 7 b iC & S A
gmiEas. LA OR GRS TR T INE A BT AnyConnect AN TR AN ZE P ik H B BE

A {E Windows Iz 47 (AT BE B SO 4R 25 «

AnyConnect it & 31

* AnyConnect VPN FL'E SO, 55 74 U1

* AnyConnect AHLHERE , 55 88 1L

o 457 ) BRSO E SO, 26 148 TT

* ISE £y 22 VAN IC B S0 il s, 28 178 I
s WAL LK L ARRCE , 4 186 1T

o B RS S . 5 213 1T

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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AnyConnect it & Xt 4tgz |
B ) AsOM FmEFERE

M ASDM 37 hn i Be & 3L
A

IR EQUEE S IO E SRR, G AR S i AR

PiC SO A B T O g SCR B 2 P B SR RN 2y b ) -5 473 565 UE SR W58 38 4 AnyConnect f)—3 4, 1
TUTC 11 D0 29 M0 SO P B 28 T P A A o A FH G 8 S AP 4 28 6 A I . — A el AN S
AnyConnect it & A 45 1E 0 ASDM —#53,  FF HAE A MAZ K Windows #2177 .

LI ASDM [i] ASA VS IIHT (%5 /7 i FC SO, AT BL R A

UK

$IE1 ]I ASDM, %+ Configuration (E2E) >Remote Access VPN (GEFZif7a] VPN) >Network (Client)
Access (4% (& Fi%) i/7i8) > AnyConnect Client Profile (AnyConnect & P inHt & X H)

T]2  niili Add.

WIEI A EE TR

W4\ Profile Usage 74138 H e £ 200 JLA R BC & TR AR

WS  (W[iE) 7E Profile Location “FBH, it Browse Flash, Jfi%E£¢ ASA [ XML SC: [ & A

%o
W6 (k) WA SRS YA A TR E S, 3 S Upload DA AL E S L.
BT (k) MFRYIR P ERE AnyConnect 4150 o
$IE8 il OK.

. === [ =
AT AL E N dmiE RS
K% T ASDM H [l B S gnbBae 534 AT LIS ) Windows i B SCPFgdE 28 (S BRAS . T 2

2P sy, AT DA ST G S A B A VPN IR SS B A B B AR G B o L) A A
B il B S

&R LME SOl ST Cisco AnyConnect it B S/ F 4 A 2, sl “VS sl BR 27”7 (Add or Remove
Programs) 12}, VPN B AL B A 2w 25 o

=k
* Java - JRE 1.6 20 & SO gnf o8 M) IR A 25 TR, (HAS B R A2 BAT R4 .
Y

AR B E SRR, JRE 1.6 AN BB EIR . BRI 2

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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AnyConnect B2 & 3214 4m15 25

23557 AnyComnect RE 58 % [

 THIMERE RS - LN B 4E Windows 7 _EIR . MSI XA Windows Fig4T.

 SCEFI YEAS - Firefox Al Internet Explorer SZRF I H IR 35 B SO . 3 2355 Bh ST A4 Mg A E oAty
W A

o T 75 AR AL 9K 5l 28 25 8] - Cisco AnyConnect Bt & SC 444528 N FH BT 75 AOAE 5% 25 [ AN 5 MB.
JRE 1.6 Jirits BIREAE 2 W AN i 100 MB.

* AR ASA VS N E VPN AL E SO RS as 41U, U 7 i GUT AR S5 — UOEFEI SR T A
F P AT AR . IR AN ASA Hidiksk FQDN VR0 A RC & ST i EMACH , AR i) 23
TEN T ERS . B, WOREEIE T MEBICE, HIEB 544 EMUITE, HEEAE ASA
IS ZBCE SO I ENA H AR AAE VT LK Bl 20

22 3% 37 AnyConnect BC & 3 {4 4R4E 28

L2
$IE3

YIE4

$IR6

TR

M7, AnyConnect i & S 2w #% /2 55 AnyConnect ISO Fil .pkg SCAF53 Ik EA Windows 14T msi 3¢
PEE RS i), JERA LT SO 24 20 5¢

anyconnect-profileeditor-win-<version>-k9.msi.
UK

M https:/software.cisco.com/download/
releasehtmi?mdfid=286281283&flowid=72322&softwareid=282364313&elease=4.0.00061 &relind=AVAILABL E&ellifecycle=&aeltypeatest
T# anyconnect-profileeditor-win-<version>-k9.msi.

X anyconnect-profileeditor-win-<version>-k9.msi LA B 235 m 5.
{F Welcome 4 I, i Nexto
7t Choose Setup Type & [, sith LA T H i —ANE 4 JF Sl Next:

* Typical - 1 [ 82225 P 2% Uy [0 3 BRAS IC B SCA R 4%
* Custom - FVFIEHE B2 % (1) AT O & SCAF S 45
* Complete - [ 3)) 2 2L T L B SO/ 9 25

WIRTE b —20 it Typical B( Complete, TJBkE| F—20 . WIRTE L—20 555 Custom, 1J sl 2244
B N7 W SO g R 1 B J % B WLl be installed on local hard drive, B{# i Entire Feature will
be unavailable DAR 1122207 lie B SO/ mdEds . mi i Nexto

7 Ready to Install pf#E, s5il7 Install,

s5iti Finisho

* 137 AnyConnect it & SCH- 425 B 2235 7E C: \Program Files\Cisco\Cisco AnyConnect
Profile Editor HxH.,

o ST LI It LR PR 7 208 S IELE SO g Ay . Wi Start > All Programs > Cisco > B Cisco
AnyConnect Profile Editor, $XJ5 751 3¢ 5 rb o T2 i e B SO B . B 7L 1 b
R 2 BE IR I 2 0 S A g e 1 A 7 TR

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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AnyConnect it & Xt 4tgz |
B eAnuREHRERREEPREEH

{58 IR 37 B & S 4miE 2R dRiE = P im o & S0
BT AT, (AR S PN TS S B A XML S, ASA AN
PR O AL IR XML A

UK

S WS P AR T M S Start (FF3E) > All Programs (FTEFE/F) > Cisco > Cisco
AnyConnect Profile Editor J{ )\ 2 5L Hp s £ 07 7 (N E SO w2, 3 20 e LB E SR gmE o -
W2 EPE File () >Open FTH) , ARJ5 PRI E G 1% 7 ui i & S XML SCAF .
WA 5 —ZhRE (1 VPND [WIEC B SO w24l iR b 220 F T R R The (ol an 48224 19
2 AL E SO, 4 F] Schema Validation failed V15 B 11 0 1224w 4 B S04
LTI 7 R 2 A R — G SO G 2 TR A A SIEA91) R G [F] — 2 7 S P B S R R A 28 ) iy
OB ST 1 B s

PRI NECE AT, R JEIESE File (X)) > Save URTF) LALRAFIE I T K.

AnyConnect VPN ft & 3z {4

AnyConnect FL & A A T JEF}F AnyConnect L3 & 7 iin D fig. XS0 E AT 0K -
Bt VPN LHAEAN ] 2E 25 7 i e R 48 17 ) 45 PR 2 . ISE 280 204 PEAl o 0/ ARG S AR I 48 22 4= IR G
HWHE. {F AnyConnect 22 R HTRIFE sy, ASANEHE N E SO F P Joydeis S s o i 18 S04
&P LARCE ASA BUISE, LRIt AnyConnect /4% Jay 8 Ac B SCfF,  BRBET 17 A2 S i)
IR BN, T 22349 AnyConnect file, JH P EE —ANICE SO FEREASE LR,
fEnl e o P R HE 2 A VPN LB ST AR AN E TAERSELE T P Al e 28 24> VPN L & 3
.

O SO R AR HAE A A P TS R P e SR A B A SR e TS . P SO
AnyConnect % /7 ¥t /1% J1 3t GUI ] Preferences 1650~ H /s HY P AT W B T i (047 6L, LARAT 6
YOG R, B AR L.

RS SRR P ERCE TG R, BT DS 2 i X e i E (BRI TEH D .
B, 2 s 2 T RS SR A BT R B R/ “ R B B R Dihe.

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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AnyConnect BL & X 4miE85, HIEW (13 B

AnyConnect Bt & 34 4wiEsS, BHIEM (FE1ED)

* Use Start Before Logon - (f{ [} Windows) 1#id7F Windows & 5% iFAE H B2 11 3 )
AnyConnect, 5|7 75 35% ] Windows Z Al it VPN EHz M IEH: BV AL mli v it . 2H1T 5
WYIAIEZ T, SRR 2 R, FH AT DU — R 5k

* Show Pre-connect Message - SCRFE B 0170 H ' i IR SRR 2 T s — 4 —IRPE R . #iln,
G R AT DA PR e R AR N R Ao T S BLTE AnyConnect 74 58 H sk hJF AL o
* Certificate Store - 51| AnyConnect 5 FH M ANMIE 15 AA6if ER AL AR EIE 1. BN E (Al &
HTRZENGI. E7) SR, BRIEA R E I PR sl 5 ERX A
* All (BRIMED - 578 AnyConnect 257 i {57 H BT UE B A e K e AL uE 15
* Machine - $f7x AnyConnect % "' Ui {X 7E Windows A v A LIE S A7-6if 22 Ay FRiE 1 .
* User - 77k AnyConnect 2/ 3 A /= A F P UE A5 47 2 o A dkaiE

* Certificate Store Override - 1 H G ¥57~8 AnyConnect {1 756 H % £ 0 & B BRI AF
Windows VI HLIE TS 776t 22 4 R UE T

)

ER O T EAUE Y Windows JEHE, R URAT TS N B SO F HoA
TR WRAEE SR 2 BT Windows B8 EAAAEILRC E SO, WIFETHSEALAY
filt P VAT RS, DRI R R

* Auto Connect on Start - 3%/ lfl‘JL AnyConnect H3}5 AnyConnect i & SCI4-48 5E 1) 2 4 I ST
VPN 8, s IE R 3% e B B W B fm — MG

* Minimize On Connect - /. VPN i£#;)5, AnyConnect GUI fz/Mb.

* Local LAN Access - V71 755 ASA [#) VPN 215 1 18] 58 5 0 2 B 6 FE v LK A H LAN
HI5 1]

)

IR A LAN V], U o S LIE A A 2% 1T R EOR B A SRS 2
éﬁﬁcﬁ%,@wumﬁﬁé&%(m$840iﬁﬁm$>X$g 4~SSL
bk, 125 KA BR AL SRS A B 1 AnyConnect 25 )7 i AS T B
B17 KEEEI o L5 FH 7 K BRI, 858 W Z0 7 It G 245 1) Preferences (35 2 348
43) H i3 H Automatic VPN Policy. Always on Fl Allow VPN Disconnect.

* Auto Reconnect - 4% ), AnyConnect 22 H0 8 i/ VPN iEHz . 41 4% ] Auto Reconnect,
WG V8 2 T ol S DR W T3 42, RN e S E e

Cisco AnyConnect Z £ BB FIREIERIER, 40K
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B AwConnect REH4miE%E, EET (F 155

)

AR R R EEIE P AT A RIS TE T, nTEMEH Auto Reconnect.  AlwaysOn A
LR IIRE

B EMERETH

* DisconnectOnSuspend - AnyConnect 7 5 4t £ 15 IS B Bl gy VPN & & s, JF H
TE RGN G A TR R

* ReconnectAfterResume CERINME) - 4 LM, AnyConnect 5438 BT . VPN %
o

« Auto Update - e {ILIEININ , 51 %P 50 10887, 4155} User Controllable, I/
LI

* RSA Secure ID Integration ({2 Windows) - ¥l 11 /7 4nifef 5 RSA A2 .. BRIATEIL R,
AnyConnect i€ RSA 2 HMIEWT % CAZNBCE: RATSE & A2 .

* Windows Logon Enforcement - f1/F MZGF2 5 [ 11X (RDP) 215 i 7. VPN & i WAZ07E 415 0%
HC B R BEE . 8 VPNOER I PR I, AnyConnect 2 Wi JF VPN &4, W iE Rt
WAEH g, MR A PR I VPN &S 20k,

Single Local Logon (BRIAD) - 7EHEAS VPN EFIA R A e iF— AN A - & tbak, 4

—AEE AR R B R ) PC I, AR DUEEST VPN . R E N TR
VPN 2 AR 99 255 65 s (3 R F - B S o

A

R ROV CERE T VPN IS, B S VPN IR % i PC % H13&
S PR G RKWITIER . WK VPN T T r IR IE RS, Xl hE
SABTTREA S WITERE, XUk T VPN ERRI B i E

Single Logon - 73S VPN S 4 9  fair— AN P ke T SR o A Hh alize 7% 6 % 1
JIAIE—AY, 2 VPN L, EEAR AV 8 VPN EB A AN
REAH B RS SE, W VPN EE 4 0E. 46 VPN S B R vrdt i Hah g, fr
PATCEEIE T VPN JE R T B s

A

R OASREZAMFRIN S

* Windows VPN Establishment - i 5 >4 120 F2 5 5% 21 % 7 3 PC (1) H )7 8237, VPN #2 1) AnyConnect
AT A A REM(E AL

Local Users Only C(ERINFD) - BHIEGERE S s H 7 @7 VPN 4. bS5 AnyConnect
SHRRAS R #) Dy BEAH [+ o

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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AnyConnect BL & XX 4miE85, HIEW (F2EH) B

Allow Remote Users - FLVFZGFE M @37 VPN i#E#E . HA2, WRFIE ) VPN E R S
FOZFEH W IER:, W VPN IE & 0l, CLARVFZREH - 3R A5 & 7 ity PC 1 )
B o Gn SEeFeE P AR I F e i B ok 1 i AN 21 VPN IS HE, WA Z0HE VPN 257 )5
L4 90 FhAp,

e Clear SmartCard PIN

* IP Protocol Supported - 5[] i HAT IPv4 Fl IPv6 Huhik (1% ) it 22348 ] AnyConnect 3% 25
ASA, AnyConnect iy B g 52/ WA IP Prill AL iEHz . BRIVIEML T, AnyConnect SG{# ] IPv4
SARIER . W IXFEA TS, AnyConnect ¥ 22380 ] IPv6 KL iE ;.

I BRI B AIEE TP WS [T I
IPv4 - X A #E 57 3] ASA 1 IPv4 4.
IPv6 - X A #3751 ASA [ IPv6 &+

IPv4, IPV6 - e 22 7 31 ASA 1) IPv4 iEHe . W P i Sk 1Pv4 @ idse:, s
ST IPv6 5.

IPv6, IPv4 - S22 7 31 ASA 1) IPve 8. WK P i Sk A 1Pve HEATIER:, 2%
RIEAT IPv4 3EFE.

)

IR IPv4 by IPve PRSLZ R B DIl T RE R AEAE VPN iAo 2R 32 1P Bl
T, AETTREMITEOL T RAOE LR 1P PR sCERT i 57 VPN 23 il

AnyConnect BL B M 4 4RiEes, BHIAI (F 2E 5
* Disable Automatic Certificate Selection ({{F} Windows) — 2% -2 /i H shi% £UF 1 38 A
FE RS AR UE TS .
M@ BRIk

* Proxy Settings - 7t AnyConnect Fi'E A HFHRE — A S R AZ %5 7 i AQ BRI 25 2 D7 11
S ACERPCE FH 1L FH P AN A Do 28 SR N R E IR, A i A .

Native - 112 7 5 B 458 H PLRT B AnyConnect B & FICEE S, A F A8 0 BE 2% A 0 & A4
PRVCE . AEA e P 1 3 00 C AR 1 05 T e A AR R

IgnoreProxy - ZWMg FH J U1 SO F IR 0 U A QR E 50
Override - T-B)ELE A ILAH RS Al . ASLARTIEME—FhX) Linux SCRERACRER
. Windows tHSCRFAILACRE . 0] DICKE 22 SLARRE My bk e B o0 T w45l

* Allow Local Proxy Connections - ZRiAf5 10 T, AnyConnect il: Windows ] F il A Hs PC _E )
W AT AR IR G5 37, VPN 2o AR AR T A AR e 1) 524, UL h ik =

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B AwConnect REH4mi8%E, EkT (F285)

o Wi, HEEETICEHE R P AN AR L 7 A I 2 R T i WA
&2

* Enable Optimal Gateway Selection (OGS),  ({{ [l IPv4 % 7 %ii) - AnyConnect AR 4514 1% B (1]
(RTT) ffi & FEIEBEMBAN 2 A O T BB T B e AR 56, AT mT e 4 36 M it 7
FEIR, 1 HICTH T 1. OGS AN RELARINRE, 'EASIE LA ICAEREZ [ B NPT 74k
Y. ¥ OGS MGE MBI HGE, e mE&H P2 UL H Al hft. Automatic
Selection B/~ %4 ¥t GUI B Connection 3£ 71 ) Connect To 751K H1 .

A\
AR OGS AL B
* NRELE B E N Always On [0 Nig4T
 ANie 5 AR -—ET
* ARESMREL AL E (PAC) A —HisqT
AT AAA, WIAERE PR 53402 W OGN, P o] Be 20 BT N
FEUE o A% IE A5 RV Bk okt ) R

Suspension Time Threshold (/NN - S AR FHHT M OCIE B TH L2 1T VPN 20 OB 45 1K)
BRI TA] CRA/NINE G 84D o Sl DR A Al LA — AN ATRC & () 24 Performance
Improvement Threshold, 7] DL7E G $5 d5c 0 SN2 i il =07 i A\ AP IR I B8 T 6 385
=R s

Performance Improvement Threshold (%)- 75 R 4k & 5 il &k 5 7 iy B BTIEFL B by — AN %2
AT RE S T 2 b o DR N 4 PR A IR BE Al  mT RSP f A I O 5 b TR Bz 1) 4K
B IE R, A s R TR . B 20%.

* Automatic VPN Policy (f{[} Windows F1 macOS) - & 1] Trusted Network Detection HJ{i
AnyConnect #R 3% Trusted Network Policy A1 Untrusted Network Policy H zh B[ ) sh a5 1k
VPN iE#:. WiRZEH, W VPN &8 HGEF30 3 shflfs 1. % E Automatic VPN Policy A 23BH
1= P Fahisidl VPN &z .

Trusted Network Policy - 24 ) 4 T4 (25T 4%) i, AnyConnect X} VPN
HERE H R AU A

Disconnect (ERIAMED - Al 215245 4T 9 2% I W 7T VPN &4z

Connect - Kl 21 525 AT 25 1) A2 VPN &z .

Do Nothing - 7E 525 AE M 4% A PATAEAT#4E . ¥4 Trusted Network Policy Fl Untrusted
Network Policy #5#% & 24 Do Nothing 2% [ Trusted Network Detection.

Pause - U1 R FAEZAGAT ML AN ST VPN 21 2 5 BB B 0 ZAE T M 4%, )
AnyConnect 23 # 15 I VPN UG A SR W TP #e . ) PRI T2 5 A1 I 2%
I}, AnyConnect 23k %231l . ULIIREE N T4 #4808, BOAE T8, M
PUE TG AT M4 J5 AT BB VPN 2.

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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AnyConnect B2 & 3214 4m15 25

AnyConnect BL & XX 4miE85, HIEW (F2EH) [ |

Untrusted Network Policy - > )" 4b T 25 7 CRSZAGEATIIN %) B, AnyConnect
JE 3 VPN &4z . b Dhfie nf DLAEFH P AL T 525 AR 48 A Ak VPN IERE, T3 i 22 4

P
Connect (BRINED - ZEAG I BIASZASAT N 48 ] R ke VPN i Hz

Do Nothing - 7E 525 AF M 4 HAPAT AR HAE . IGIEIRAE F K AN AT VPN Trusted
Network Policy #l Untrusted Network Policy #B % & 24 Do Nothing 425 H Trusted Network
Detection.

Trusted DNS Domains - % i db T 52 (5T M 4 RN, 2482 D AT BE LG 1 DNS J548 (G2
SRR o Flhn: *.cisco.com. MECTT (*) AT H T DNS 54,

Trusted DNS Servers - %) i ib T 32 FE M LRIy, W 2%48: 1 A] B BLA5 ) DNS AR4S5 28
e GESBRMERE) o Flhn: 192.168.1.2,2001:DBS8::1. IPv4 DNS JI4s 2% kil 3 4338
BUFT (%) (IPv6 DNS JIg S5 itk A SR eAile D

* JRLRTE LR (Always On) - i 2 4 7 8 K 21847 525 FF ) Windows 8% macOS #/E RSE V1L

i, AnyConnect /&5 HAIIERE] VPN 0] LSV mg,  DAMELETH S UANTE 3205 A M 2%
IS BRSO ) BLIBE R BRI, AT ORGP e Tl 22 A il o AR 20 TIC S P FH () DR 4 A1
TERT DA E e 00, AN 2H SR mE AN B 2507 [n) Sl Hh 1 B /K AN IKT VPN S 80K o R
W AnyConnect Sl i H K AR,  T2h2AS V) in) SElg s Sl 25 e, R AR DL ok T
TENTAEAS B 25 1 1) BN A U 1) S s ZH S, %5 7 i i A 2 TR R ) VPN 25 TR OR B I AR H 1
B fEEME, ey DI E S,

)

FR AlwaysOn H THEE@ L AMIUREBITMIEHEH P T E; Bk, E4HED)
BEIY, AT E 855 T Preferences 5 1 #5434 1¥) Auto Reconnect.

MR ER: TG AN T () VPN I

Allow VPN Disconnect - fffi ;& AnyConnect #7524 7K A [A]KT VPN 21 i 7k Disconnect %
Hlo BT 407 VPN 257 TERE R @EL VPN 21 A 7 5 B0 2 R D0 ) L, 7K AN T BB
VPN 21 fH 7 ] BEARZE £ il Disconnect LAIE LA 22 4 5,
Disconnect 28 Fr A4 11, CAB 1k it 95 (b vH A LR EE7 VPN 21l Ahik DL AD 7
A7) HHER . T IR N, 251 Disconnect #4145 I 7] AE S BHAS BB 11 VPN 2.
Connect Failure Policy - i i¢ /£ AnyConnect Joi%## . VPN & iF (40, Joikviin ASA)
IS AT AT Vs e BRI . e 2SS T KANE] KT F1 Allow VPN Disconnect I 4
. W BLEE KA R W, W fail-open SIS OV R4 4ERE,  fail-close HEIE A4 H] M 451 42 .
Closed - 4 JCi%vj 1] VPN B BRI L5 sl . MBI HE, S5 5T Ry &t &
FHP 2 b ) PR AN T I, 3 B AR Aol B 7 G il ) 265 il o

Open - 5k i ] VPN I fR i 45 15 1)

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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AnyConnect Bt & 30 4miE8S, HIEW (F2EH)

U2k AnyConnect A RERENZ VPN 3 ili, EEREHRR IS SRS 2 B R 8D ). &
2 AE 265 1] ) 22 2 AP LR 28] AP S s A, DR ) DRAIE A
WA BRAMBEE (I, 7 FRpEIE sevr A ACL BRAGIFT ENHLAN R B e %%
) Ab, B MIERTH RIS T AR AR 24 R DA AT HT IR R VPN LASK
BN, BT REfS 1HIEAT . AnyConnect B3I 2 HO N4 T o WS
EANBERTIN B SR P2 1T, HEAR T 5% AT SRS o BEL L B A I 23 %

U SR TREE DG TR s, AR AR SRR N 2y o BOUT V. B, H5ERI
HEHR AT TSRS F 2 AN VPN, Jf i A1) 7 AnyConnect ok Jo g% 1% H2
I ARJE, AR P rp BB 12 SR P SRS 1A /N e
Fo HERABAIR R tte b RS R, RN RSEAESR S i5t, P58 A
B BB IR RO SR I SR DR ) VPN o8 S 9 457 ) PR A DL R
RO A (KL 5o

FASRFE: ST o k4]
H1 5 Connect Failure Policy & Closed, & R] DL & LA B

AnyConnect fi#E [ 5 PHERE WA i o0 1K) 193 286 077 T B A o 308 J AL A7 300 4 Aol )

HIPIZE T, BTSSR 4T T 048 0 2 SoVF BRI U5 o) JIr 75 (1) 9 A1 o BRIATR 100
N, WS T ARIETRES IR R S e (R, WIARIEAREIR e RS VPN
T R 2% 117 SR e XA, S 258 I 25

Remediation Timeout - AnyConnect fi# [ /4 2% U5 [ SRR 73 0. sEZHUTE Allow

Captive Portal Remediation Zx 50437 v H.25 7 s o 21 i ol X 4% 1) P3G o i o ik
AL PR R 2% 1] P SR T AR L BN ) (N, 5 AR .

Apply Last VPN Local Resource Rules - 415 VPN Jovk 1], W% 5 3 5 FH H M ASA
B G — A% 7 iy ks, Itk ASA T REELE RV IR ACHE LAN %5 ACL.

FHOR TR A SR TSR

* Allow Manual Host Input - 345 ] /4 A5 AnyConnect UT [ K $7HEH 5T 51 Y 28 AN A ) VPN 1t
ko G ARHOHE P S EAE, ) VPN R I R T RHE R R IS ek T, I Hoos BRI
ANHTH) VPN Mk,

* PPP Exclusion - X Tl ik PPP 741 VPN FEiE, 5 &1 DL Wl ff s HERR I B o % P g m)
DR 2218 b 22 4 W S B3 e AN 4T 2 A W A H bR s 3t b HEBR - HEBR % HH #E AnyConnect
GUI 1) Route Details " Z7n A A2 48 o nF B ST RE ™ & 0 FH 2 ar s, U 7 e e e EY
FITE 5 PPP HERS 1A o

Automatic - J H PPP #fFk. AnyConnect [ #))ff ] PPP x5 (1) IP itk 457~ H FANAE H
SR IN TSR EL TP Hs ik i 58 e fis .
Disabled - A~ H PPP HEFS .

Override - 1123 i ] PPP #FER. 4 B SIS JCVASREL PPP iRk 55 45 1) 1P Muhik HLEZCK: PPP HE
BRICE N AT, k.

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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AnyComect RE X ¢rias, wRmsE [l

WHJEH T PPP Exclusion, AR .
PPP Exclusion Server IP - J{| T- PPP HE[& i) 224 M 5 TP ik .

AR TR Faon I 78 o PPP HRER
* Enable Scripting - %I} OnConnect Fl1 OnDisconnect JIAYE % 4% % NAF L, iR shel.

Terminate Script On Next Event - /< 2F [7] 55— 0] 4 5 AR S5 B o 3 if 28 B IEAEIZAT Y
JIAHERE . i, W VPN & 1E45 0K, M) AnyConnect £¢ 11 IEZEIZ 1T 1) OnConnect JHIAS;
QK A B VPN 21, 261 EIEEIZ 4T 1#) OnDisconnect A . 7E Microsoft
Windows I+, %/ ufiid 245 11 OnConnect 8%, OnDisconnect A 5 3 BIATAR JHIAS DA K 4]
A A 748, 7 macOS # Linux b, &/ i H 23 2% 11 OnConnect 8¢ OnDisconnect
K, EASLILTHA,

Enable Post SBL On Connect Script - Jii3/] OnConnect JHIAX (U1 %T??f:) , SRJ5 SBL &7
VPN &if. ({2 VPN Z&iii2 4T Microsoft Windows I 4 52 37 $F .

< SETHRHMREE VPN - i€ e 7 AEH] 7 T4 Windows BRAE RGN PR FF VPN 231

User Enforcement - $i5 52 24 H A H & R IN G 45/ VPN 2%, 1S54 Retain VPN
On Logoff #i% H H s 4i FH P 76 VPN 2GS T {344 Windows I FH .

* Authentication Timeout Values - ZRIA1% 70 ', AnyConnect 7£ 24 IFIERSLRART, BEMFKIA 12
*' A BN LM IIG G IUE. S8 f5, AnyConnect Won—4ciH ., FERG 5L EEHT L
A 0- 120 Z AP L

AnyConnect BiC B 3 1 4RiEzs, FHAMRE =R

BEATLARCE N RS #5038, DU P S e P S 6 R Ak 55 s AR e A P - S SR e8¢
IR S5 de S b, 2 7 o SRR BIAE S R T (R B R A5 A 6 Yo I ARAZ R T, &
i F B PR A AR I il o T P R P91 3R P R AR (KB A iR 558

A\

ER (UORTEAnyConnect [iL ESCIFGR AT, RIS ARSI . 28 86 TUH & X4 A543,
2 R I AE AR IC & BT 25 HI IR 95 2%« £E Server List "PAC & (RS54 05E,  msbibs
28 FH Ml 55 2 Ko 5 7 i

Host Address - 5 —> IP Hulik 55 4 R e384 (FQDN) LR & 7E 48 RS 28 0138 .
* Add - ¥ FEHLHREZS I3 4 H RS 28 513

°MoveUp Rk € 145 IR 55 s AE SR P ) ERE S W R B PR IR 55 4 A A e, )% )
i B 5 SR B e R T ) 26 P R 55 2, 6 BN PRI SR B3 R A 24

* Move Down - K508 5& )26 I IR 55 s AE B IR P ) R A2 30
* Delete - MR 5585 511 Ml 26 HT IR 5545 o

Cisco AnyConnect Z £ BB FIREIERIER, 40K
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B AnyConnect BB 4iE%E, IEHIE

AnyConnect fit & 3 1 wiEas, UEF THC
JE AT P DA s 2 1 305 i U 5 e 88 1 45 e £ s o
WA EUFTIULEC A5, W) AnyConnect N BAR3E 45 VT FC A ) -
* Key Usage: Digital Signature
* Extended Key Usage: Client Auth
USRI SCPE e T AT AT A EDL RS, AN, XSS PR RE, - B ARG & SO AR S H T X
BER
* Key Usage - 7EXE8E 52 10 % /il B, A8 ] LU R AE 35 91 @ .
Decipher_Only - fi# % £dl, H AR EILABAL (Key Agreement R4 o
Encipher_Only - IN###E, HARWEILMAT (Key_Agreement fR4M) .
CRL _Sign - ¥:iF CRL L/ CA %4
Key Cert Sign - BFiE 15 L CA 244,
Key Agreement - B4 1ML
Data_Encipherment - JIl| % % Key Encipherment LA4M {43 .
Key_ Encipherment - 1% % 9.,

Non_Repudiation - KHlF £ 724 797, DURET G4 5288 4F (Key_Cert_sign 5{ CRL_Sign
BRI

Digital Signature - % UF$07-254 (Non Repudiation. Key Cert Sign 8 CRL_Sign BE4M)

* Extended Key Usage - 1§ ] LL  Extended Key Usage & . OID $i{EHi5 -
ServerAuth (1.3.6.1.5.5.7.3.1)
ClientAuth (1.3.6.1.5.5.7.3.2)
CodeSign (1.3.6.1.5.5.7.3.3)
EmailProtect (1.3.6.1.5.5.7.3.4)
IPSecEndSystem (1.3.6.1.5.5.7.3.5)
IPSecTunnel (1.3.6.1.5.5.7.3.6)
IPSecUser (1.3.6.1.5.5.7.3.7)
TimeStamp (1.3.6.1.5.5.7.3.8)
OCSPSign (1.3.6.1.5.5.7.3.9)
DVCS (1.3.6.1.5.5.7.3.10)

IKE Intermediate

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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AnyConnect BC & 3L 4miE=8, IEP LA B

* Custom Extended Match Key (5% 10 1) - fif@ @ filf RILE % (WA, &2 101
UEP5 20 5 5 N BT F8 2 %00 . LA OID #%2X (filtn 1.3.6.1.5.5.7.3.11) S N4,
)

ER O QUG AN E ST LS A P OID K/NETE 30 AN 4, IR il “affiE
(OK)” ZHIN, P AL . OID R K7 AH RS2 30.

* Distinguished Name (5% 10 ™) - $57E (L HE AT E2 0% 7 S Uk 45 I3 58 4 DU RC 4% A1 (1) w]
I3 HEAFR (DN).

Name - H T-VLECHI AT 20 HE 4 FK (DN):
CN - F: /i H 4
C - T ZAHbX
DC - 341 #F
DNQ - /8 DN Fi e £F
EA - F U A M
GENQ - = AR B &
GN - g e 2 7
- B P R4S
N - FHR & L4485
O - FH AT
OU - @]
SN - =ik [
SP - /4 /HIfX
ST - /M
T - AR
ISSUER-CN - i & #7388 H 44
ISSUER-DC - #ii & # 411F
ISSUER-SN - il & & 1 [
ISSUER-GN - K # 45 & 44 ik
ISSUER-N - il & & A i S 445
ISSUER-I - AR & 157 B S
ISSUER-GENQ - i & & AR B 5 45

Cisco AnyConnect Z &% Fis SR RIERE, 404K
| | 83
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AnyConnect Bt & X 45885, EH M

ISSUER-DNQ - i # DN FR5E F

ISSUER-C - MR # [ 5 /Hi X

ISSUER-L - il & & ¥k 17

ISSUER-SP - Wik & {44/ HR X

ISSUER-ST - fill & # T 76 M

ISSUER-O - il & # T 7E 2 ]

ISSUER-OU - Mk & FIT L]

ISSUER-T - il & # FR 1

ISSUER-EA - ik 5 M- ik
Pattern - 45 & ZEULHC I T4 o BEUCHC IR U A B AR BEVLC IR 15 H 3 43 o AN 2L FE
R UCEC R E R IR A TEE . RN T 1, BRI R R B 40
Bihn, a0 R4 B2 abe.cisco.com, HoA T 5 cisco.com JERE, Ul A R RE 20 Y 1% 2

cisco.com.
Operator - 24 it DN AT VT AC i 118 545
Equal - 55 == 4534
Not Equal - 5 = %3k
Wildeard - it H]J5 #4560 5@ B AP UL G . 7R BCAF A 00 N, 2] DAL T 5F
H PR 7
Match Case - 1% 41 A] Jit 1T X 3 K/ 5 B ULIE .

FeEAEB UL , 25 137 5T

AnyConnect BL B 3 4 4RiES, EH T M

UEFS NS AnyConnect BEW 157 FH i FLUE 573 313 (SCEP) WBCAI ST H T2 7 i & 4 38 UE (R Uk
* Certificate Expiration Threshold - 7EiE 1 HHi, AnyConnect £ H /= JLAUE A5 R R
3 (RADIUS #H BEASHFFZ ) o BOMEAS (AEAES) o EEHDy 0 2180 K.
* Certificate Import Store - SEFEORAFT HIE A5 (1) Windows UEHAAEIX
* Automatic SCEP Host - Xf J-IH3\ SCEP, #& CLACHE SCEP IET K T ASA ) LA RIEFAC

EI (BEIEAD o N ASA 582 R E 4 (FQDN) BUE L E U478, wlin, FHL4
asa.cisco.com FIEENCLE LA FK scep_eng.

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
B [
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AnyConnect BL & XX 4wiE25, EBEM [ |

* CA URL - X} T IHzU SCEP, i) SCEP CA lx45#%. %A CA JIkR45 %51 FQDN = IP ik, 45
4, http:/ca0l.cisco.com.

Prompt For Challenge PW - jii b I o] ik FH P F2h ik ik . 4 7 i Get

)

Certificate IN, % sk 42 7= P S A H P 4 IR i
Thumbprint - CA FJIEP RS fiTH SHAL 5 MD5 M5 7 {H

pEL

CA 55 %5 BB AT S i CA URL MHRHETREL, JF M MRS & AR A 1k 55

PRIEP ) “fingerprint” B, “thumbprint” JEPEF B HEM RIHRIFL

* Certificate Contents - 15 & 26 & 7E SCEP v A& Sk A RTIE 15 Y 2«

R (CN) - IEF P s 4

BT (OU) - AE-F a2 BT 144 5K

24 %] (O) - WE PR E 1A ] A FK

I (ST) - UEF 4 2 BN FRIRFT

M (SP) - F3— AR AT

FE Z /M X (C) - AR a8 B B R A X ARIRTT o

MR (EA) - BBEEROEE . AR 7, disfEHbl (EA) Sh %USER%@cisco.com
X 7 ASA FH 7 45 8 Sk AEAIE

I (DC) - W41k, 7ELL Fonfilh, 3 (DC) %'E N cisco.com.
ZE G (SN) - F W44 alidek o

Y E 44 FR (GN) - B N4

UnstructName (N) - A& LA FK

HRAES (1) - P R

FRELST (GEN) - HIJT AR ERT o filan,  “Ir.” B “TIL”
PR € £F (DN) - 24 DN 11 B E £

BT (L) - Wl AR AT

FRIE (T) - NG Rkl . i, %t KA ek

CA 3§ - H1-T- SCEP {:/t, —Mh CA Hk.

WA - W RFEEHIE - T 2 ) RSA B HK RN

o %USER%

* Display Get Certificate Button - /5 ] AnyConnect GUI 1 7E | 41 cf F .7 Get Certificate 3% :

UEASBEE W AEUE I B2 SR Rl B n i ) (RADIUS ASZRR)
e 2 .

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B AnyComnect RE S HmIER, BaNERK

ES AL
EASJCIE LA .

HxER
B EUE PN, 5 126 T

AnyConnect it B M 14 RiEes, BoIRER

AnyConnect 3.0 K& B = HASAS 32 7 Windows Mobile %5 . 1522 Cisco AnyConnect % =# 8% 1
Ui B L FR S, AR 2.5, T f% Windows Mobile 15 % [AH A5 &

AnyConnect BL & X 4 4miEsS, ARF=R[IIEK

AT LARC B AR R i GUI T /s (IR S5 28813 o FH P iT AAEAZ A1 3 s PRI S5 4 ARE 37 VPN &2
45 #55 H 51«
« BN - TR0 TP Mbhkalse 4 B e 1844 (FQDN) (#5114 «
* FHLHBLE - BR S5 F 1) TP Mk sl FQDN.
P - TS BN hE— R 4183 T4 URL.
* B3l SCEP LML - Sy RC AN ST HEAT 2 ) S £ 473 J0AE FAIE A5 T4 52 1) 18 A A5 i
* CA URL - b5 s H TRERBRE T UL AL (CA) ) URL.
Add/Edit - J73) Server List Entry X[ 15 HE, Z80] /LR € Lk kg5 4 24
Delete - M55 #4551 & BRI 55 2% o
Details - 27547 K48 HIIR S5 2 IR 45 #% CA URL B3 Z1E40 (5 B .

HxEHm
fii' & VPN &R %, 697 0

AnyConnect BC & X 4 4miges, NIN/HIBARSS RS
* Host Display Name - it A THRAC LN 44 1P Hulilk 5 5¢ 4 fR e 344 (FQDN).
* FQDN or IP Address - 772 IR 55 %5 1) 1P ikl o FQDN,

* YN HAE Host Address FB #5327 IP Huhtol FQDN, M) Host Name B /114 H & 45 %
AnyConnect 2 /7 3y it H xCFE AL B RE T R 4103 b 1 IR 25 28 AR 28

* W HLAYAE Hostname 7B #5%E 7 FQDN, [ A7t Host Address 7-BrHH 5 %€ 1P Huhl, I
Hostname - Bt H /) FQDN ¥ tf DNS R 55 23 3E4T 14T

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
86 | [
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AnyConnect it B4z, RE=E5% [

W AE N TP ik, VAT 22 A R ORI A 3L TPv4 Mkl a4 ) TP ik AN SCHRAT e R A
bz 4 ) G

* User Group - f5 & —MH 4.

A T5 B EE— T — AN T411) URL. 1545 %E Primary Protocol JA IPsec, M
User Group D20 IE AL E SO (BEE 4D MR 44FR. X T SSL, P 42 i Heie B S A
41 URL 544 .

* Additional mobile-only settings - 1 £t 10 7] il & Apple iOS F! Android B3/ 1% .
« Backup Server List

AT SR E ARG 285102, DU e H P I BRI 45 4 & AR SO i e . iR
MR 553 A AR, D)3 i i S SR 4 B e A 3R T (1) IR 45 2%, S BRI P RN 3R
B

Y

B MX, £ AnyConnect BB SCIFgntRAY, IR A, 2 81 DURECE 145 F
S AT IERAE HIN AR H o AR IR AR AN R 55 2 31134 2% H A A 11
% HBL R N2 PR S5 A0 B AR 40 H o BB ARG, IF HUZ A0

Host Address - i & —> IP HihiE 58 FQDN UL & 7E 4 IR S5 238 h o R 7 i o ik
PR TN, el % RS 4.

Add - 5 UL N2 % AR 54 511

Move Up - Kf 3k & 14 H IR 95 s AE PR 1) _EAEB. dn SR e iR o5 A e, )
B 1 G O R ISR T 1) 5% IR 55 2, A 28I T SR _E 2R B A 22K

Move Down - R1% 5 (75 HI IR 55 5 AE 51 & 17 R 5)
Delete - MR 555 5113 M B 26 FH IR 55 4 o

« Load Balancing Server List

UR 55 A5 53R 5% H I BN 2 A B & i B B4R, FUR T T K ANRI T g, WIfELE
FIR R E R B . N, KA 23 BEL b0 S S i AR A b o6 HI B i Vg 1)

Host Address - 45 i 71835 AR A b 46 B % 1) TP Hbhik B FQDN.,
Add - R b7 B 5 B A g5 s 81 R
Delete - M1 H IR 57 4303517 9% T Al 55 i

* Primary Protocol - $5 52 2 IR 25 2% T s, B SSL Bk IPsec (45 IKEv2 456 HD

ERIA P SSL.

Standard Authentication Only (I0S Gateways)- 41 IPsec 1 R PRIy,  #n] LLERE I
BRI, R 0 B 0 B0 UE 5 VR BRI A TOS HRSS 45

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B AnyConnect 7 th 55 B%

\\Y

FB WRILIRS AL ASA, NP G 43 563E 7 VR N L H #Y AnyConnect EAP B0 U FE T
FRUER) V2225 1] ASA LA FIhRE: BCE SiHi@N . SWER . WiITERE
B, ¥EFEE. #5495 DNS. MSIE AR B A A ThRE .

Auth Method During IKE Negotiation - 32— 3E T bRk i) & 43 5k 772

IKE Identity - WIHEFIE T-hRUER) EAP S0y 500E 71k, e LIfE b Boh AN —A
Y EIAE B P bR e % ks 745 H LD ID_GROUP 2! IDi g B k% . BRA
LR, AR 2 *$AnyConnectClient$*

* Automatic SCEP Host - It =H | T1£4: SCEP.
* CA URL - #&7E SCEP CA f[x45-#51) URL. f#ii\ FQDN 5 IP Hutil. #1401, hitp://ca0l.cisco.coms

* Prompt For Challenge PW - Ji I3 AT 1k H P T8l A HHIEF 3K . 241 )7 sidi Get Certificate
I, 2 gk S s T P AN 44 A — IR B

* CA Thumbprint - CA [WUFBHEEE. 1/ SHAL 5 MD5 W5 75 {H

)

FR CA RS H G DI CA URL ARG 4. MR+ 80N BN Sa3K
B, AN EMNE BATIE K “fingerprint” BY, “thumbprint” J& 7B R R

HExER
fio'E VPN EFARS 4, 5597 1T

AnyConnect 7 ith 55 Bi§

AnyConnectLocalPolicy.xml #2075 222 W B K% i E 1K) XML 3CfF e ASA ANEREZ UM B2
A ARV A28 2R B8 T 80 2B S R AR B B P o LR . I R A R AL A
MU SRS SCPFREAT TS, WUARGER RS .

AR RER S HANE

PLN 2302 VPN AR SIS dm4E 25 P Fll AnyConnectLocalPolicy.xml XAHHIGHE . XML JTH
WORTERFE S,

A\

AR WRET IR LSO T R SRS S A, WD RER IR T A -

« <acversion>

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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swgmsmaE |

it € RE ARG ST o0 T AT Z U B AIRRRCAS (1) AnyConnect %5 ) it U1 SR 2 P S i AT FE I IROAS
B[] AnyConnect, W& HUSC A I 25 & H i H 4
#2042 acversion="<version number>",
« FIPS Mode <FipsMode>
s P ia F FIPS #5ale b B ik i 25 7 i X AS ] FIPS FRfEAtbofE (i S A ppis
« Bypass Downloader <BypassDownloader>
WG, %A VPNDownloader.exe #EHUS B)), AR A AT I AR H AR A B 2 ) 25 (A7 A6 FH R
Bro B UmAKIE ASA LIISIERNE, FEE w2l B BERIAZ LAt 5T
1%+ Bypass Downloader I, 7R/ o e 42 21 ASA K R AP RIS L2 —
iR ASA L VPN & i e B SO AN A T80 7 i LK) VPN % 7 e B S0, % P g
Frpab R
WA ASA FEAT VPN 2 0 lie B SC1F, W% 7 oios diar, VPN g, F A0 FH A 2
(1) VPN %% ) biig P B S

)

AR WA ASA ERCE VPN 2 il B SO, X S8 S A 0 TR 2 i 1 4 2
ASA Z R EAER P ufi L (BypassDownloader WE 4 true) o [FAHCE SCHEA]
DAL 2545 B 0308 SR, B DL A A T~ ASA SRAE v A 3% P g I S
fEF, A 0K BypassDownloader ¥ 4 true.

'S

a4

« Restrict Web Launch <RestrictWebLaunch>
BEL L P A8 RS & FIPS 1R300 50 2% 0k A k2 WebLauncho  HSEHU@ 25 B sk BUH &
i AnyConnect P IE [¥) 22 4% Cookie. 2/ iy [n) F P s — 455 EEH B

« Strict Certificate Trust <StrictCertificateTrust>
QR BRI, FERT R 2 A W OCHEAT S B IE R, AnyConnect AN SO VFE CVESRAE AT AR 11E
Poo B um AR PSR, iR TCiEAT ] AU ISR B A W O BN Local
policy prohibits the acceptance of untrusted server certificates.A connection will not

be established.. WIRARIEH, 2/ uimkddn P EZUES . X2BRIMT A
B Tom IS A AnyConnect 25 P i Jid P24 AE 15 (54T (Strict Certificate Trust)” ,  Ji [K 4
¥
* A A E ST H a0 2, AEAHL SRS TS H Strict Certificate Trust A B) 76 P
ANSAGAT WG (BN A L7 4% ey, Pikszs] “HE N7 Kiti.
o B S FH 56 A T 50E 2B AT UETS, BRSO T AnyConnect 27 i th, fo VF 5 26 H P
AR o iR 2 B BT, AT RE S B R 2 B TS .
PN L P MBR v, 15 3 H Strict Certificate Trust.

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B ctsEmssonE

« BRI &£ ZE 7F <RestrictPreferenceCaching>

B, AnyConnect ANKFEEURAE REAF BRGS0 TS HE A NG i€ $J4E AnyConnect
T A ik AT SR I R A R

Credentials - NZEA7H] 44 A BT 4

Thumbprints - A7 75 ) i AR 55 34 1O E TS HRHE FR AL
CredentialsAndThumbprints - NZEAFIE R RSO - 44
All - NGAFATAT E Bl 15 L I

false - FTAT B TR 5 N ftE CBRAED

* Exclude Pem File Cert Store (Linux 1 macOS) <ExcludePemFileCertStore>
By 1525 7 i 4 FH PEM. SCAFRUE PO A7 X R B0 UE R 45 UE R4 2 25 g liE 15

A7 Ak AR I SZFF FIPS 1) OpenSSL,  JH AT 9% T-AEWR HU AT DABRIRCR 7 S A5 B 4 5640k BT Ak
MifE B e SLVF PEM SCPFUE-FAT il DX T Al o RE T 7 A HIARF 45 FIPS (A7 i X o

* Exclude Mac Native Cert Store (f{[R macOS) <ExcludeMacNativeCertStore>
{17 11 % 77 S A ] Mac ASHiL (keychain) UEFS 470 DX 56 IE R 55 25 IE 5 A% 2R % 77 ik A o
* Exclude Firefox NSS Cert Store (Linux 11 macOS) <ExcludeFirefoxNSSCertStore>
Bl 1B A ] Firefox NSS UE A5 A7 fifi X AR AR 5545 UE S NS 2R % ) g 45 o
AFAE X AT IS TAEAT AL 2 2 7 S ik S 5 4y B R IRCAHIE 15 145 L
* E R A% <UpdatePolicy>
Pl A s A LA IR £ 3K i R ECR A BT SO SR
Allow Software Updates From AnyServer <AllowSoftwareUpdatesFromAnyServer>

FEVFEANSEVE VPN A% oA ER AT A n] AR K K RSB SS & ORIIAEIR 55 45 44 7R 5]
B MEAE R

Allow VPN Profile Updates From AnyServer <AllowVPNProfileUpdatesFromAnyServer>
FVFEASEVRR FRRBURSS & CRIENR S5 4 2R FIZE ) (11 VPN & ST
Allow Service Profile Updates From AnyServer <AllowServiceProfileUpdatesFromAnyServer>

FEVFEAN SEVFR A RFZBUIR S5 o5 CRIVFEIR S5 a4 RRIIZR D (oAt i 55 e e B SO 3
o

Allow ISE Posture Profile Updates From Any Server<AllowISEProfileUpdatesFromAnyServer>

FEVFEAN SEVFR A REBUIRSS & ORIIFERR S5 a4 BRI ) (1 ISE i 22 4 PP B 3L
PEEE BT

Allow Compliance Module Updates From Any
Server<AllowComplianceModuleUpdatesFromAnyServer>

FVFEIASSEVER A RSB SS &% CRIFERR S5 4 A FRIIR D (1R PR R BT o

Server Name <ServerName>

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| AnyConnect B2 & 3t 44748
FoEgseknsy M

FEMHIFR PR E CRABUIRS A5 . SCVFIRLE K /£ 2 57 VPN IE R 5 HEAT T A1 AnyConnect %k
PEMBCE SR S8 A T . IS5 4544 PR T LUE FQDN. TP Mk, 3844 sl oA~ sk 44 o

HSK T
FIE U AR SE

W1 R w34 % AnyConnect AL 5% 3L (AnyConnectLocalPolicy.xml) [l A

= 7. BIEZR %N AnyConnect 75 1 B BE ST R 2 R 12

BRIERR REWE

Windows C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client
Linux /opt/cisco/anyconnect

macOS /opt/cisco/anyconnect

FIR2 HESHOE . B LLF3)%% AnyConnectLocalPolicy SCfF, BT HIBE AnyConnect it & ST g 45
oL BERLE ) ) VPN 2 Hl S5 % 2 4 2%

PRI K%M 514 AnyConnectLocalPolicy.xml, FAHHIA R ERAFHEE R GeHs SOIF802 2w vt
HL.

FIRA FRERET AL, DS A SRS SO B SRR

£ MST 30 J5 A SR R S48
AT LR B 01, 35 A S0 S B

Gt MST S CABE AR H SR 240 . MST S350 O . T AnyConnect A% Hh 5 B SC £
(AnyConnectLocalPolicy.xml) * ] 2%

.LOCAL_POLICY_ BYPASS DOWNLOADER
.LOCAL_POLICY_FIPS_MODE
«LOCAL_POLICY RESTRICT PREFERENCE CACHING
«LOCAL_POLICY RESTRICT TUNNEL PROTOCOLS
.LOCAL_POLICY RESTRICT WEB_LAUNCH

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|
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@i ‘B FPS” TEBAAHKHESE

« LOCAL POLICY STRICT CERTIFICATE TRUST

iR

A

AnyConnect L3NSy H 80 a5 7 VHEAL L AOIAG A SREmE SO o 2505 MR 7 oE AL L)
DUAT A ST, DA i 22 R 1w AR ) SR S A

iR

X AS 3t S S AT o] B 5O o 2 OB R B R B

B “BEFPS” TEEBAMMKEESH

BT AT B R, #a] LU R RN ) H FIPS” T H A |3 H T FIPS 1) AnyConnect A< 5
. “JE A FIPS” THZ— A7 THE, 7F Windows A3 & H RAPRIZIT, 8AE Linux
macOS _LURA P G 43E17.

FRAEMAE N “ S H FIPS” T HINMEE, SRR FIPS &/ b ol {5 & o

ETFEVU A 24T #6712 EnableFIPS <Z4> 1217 “JA M FIPS” LH. VA MEMWBEHT “A
H FIPS” T . H.

 WUR AR SE, % L E4¥ 8 H FIPS I8 815 8) vpnagent ik 45 (Windows) BY, vpnagent f5
G (macOS M Linux)

RS CE e
LA 7B 7 AE Windows TN B2 AT “ 3 M FIPS” TR A4

EnableFIPS rwl=false sct=true bd=true fm=false
AR B B2R7E Linux 2% macOS tHEAL LB T4

./EnableFIPS rwl=false sct=true bd=true fm=false
FREBRAAEA “JEH FIPS” T HAUE P BE . S35 AnyConnect ASHb S SO S 404
VL

RS E BEAEE

FIPS R fm=[true | false]

3% N bd=[true | false]

PR Web Ji 5l rwl=[true | false]

YRS UE AR AT sct=[true | false]

s 1) 7 32k T 2% A rpc=[Credentials | Thumbprints | CredentialsAndThumbprints | All | false]

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K




AnyConnect B2 & 3214 4m15 25

&z “mmaps” TEEAFAtERsy [

RERGE SEFNIEE
HEBS Firefox NSS iIE 1547 X | efn=[true | false]
(Linux 1 macOS)

HEFR PEM SCAFUE P A X
(Linux f1 macOS)

epf=[true | false]

HEBR: Mac AHuiE A7 X
({¥ macOS)

emn=[true | false]

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B & EAAPS” TEERAMERSY
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BCE VPN A

o EREFIWTIT VPN, 5595 1T
o EPITHEM VPN LR, 55 118 1L

« I VPN G05AF , 55 121 7T

EFEFAETFF VPN

AnyConnect VPN &% &N

AnyConnect % /Ui 4 A A& AN EHNERS A 3BT VPN S 2 Bk I, 1% 5855 10 7 {#
I POEEAE) VPN, EATTESTRE M W 45 22 K
JBENFNEF /350 AnyConnect £

fid & VPN JE g5 as, LIS E A P T8 F 3l R 10 2 4 W e iR I 2 FR A bk
HFELL T AnyConnect ThRE, LUHRAHEITE) [ 5) VPN 4.

B SEHT H 30 )5 3 Windows VPN 3442
* AnyConnect i3 #)jItf H 5 JH5) VPN iZE4%
* A8 E B35 VPN &

BeAh, ERE EAEHI LR A3l VPN S L TSI il 1 540 10 194 0% 2 4 B 19 265 7 1e) A SR T~ VPN
© K TE AR 199 28% A )
i LA H] ZKANANET ) VPN 4%
AT FH SR 190 8% 1) ARSI AR o

Cisco AnyConnect T2 & P inEILRIER, 400 i



BEVNEN |
B AnyConnect VPN jE4£5£ 15

EFH A FZER AnyConnect E1E

WﬂU\ {55l ASA X P ORFF AnyConnect VPN IEHE I AHC R (RUMERATES)) o W VPN &0
BWARAS, BT LA PG e R R i

* Keepalive - ASA JE R IEIRFFERNE B . X B2k ASA 2%, (HXFT4EFe% P s ASA
Z IR AR

ik ASDM = CLI e B AR FREFLI B, 120 R ASA 241 VPN RCE HE P A
PRFFERS )

* Dead Peer Detection - ASA 1 AnyConnect % )i /3% “R-U-There” 18 . XL B1K) A IEMHR
T TPsec MIPRFFIERN S . AT LI G H ASA (W 2¢) Fil AnyConnect 25 i >k & 3% DPD
M, JFECE B R

WA 7 i AW Y. ASA [#) DPD VB, ASA K FR B — IR A B 2315 & T Waiting to Resume
W BB T g 4, B NI, ARSI . S AR PR I
ZHTBATERER, ASA ¥ ZbBEE. AR OC DPD [HIRE & 300 F.

W ASA AN 25 P 3 (1) DPD W RN, 207 i il — IO 2k BRE . R R il
DPD A 30 £

H XA ASDM HLE DPD U, 15Z A RRA ) R ASA 241 VPN FC & F5 5
TC B AR SO 5 RSN

o Al SR
¥ 2 iy DPD 1% & 4 30 #2 (Group Policy > Advanced > AnyConnect Client > Dead Peer
Detection).

B IR 25 %% DPD 1% & 4 300 #8 (Group Policy > Advanced > AnyConnect Client > Dead Peer
Detection).

4 SSL i IPsec [ H 08 A= 3% e & 1 ZNEF (Group Policy > Advanced > AnyConnect
Client > Key Regeneration).

£& 1 AnyConnect jE3%

251t AnyConnect 3¢ SR P 2 42 W) 56 L) L 20 26 FEPT HEAT S0 B0AIE, R QUSRI VPN I
.

LU E RS HE T IN 2 1 VPN 231

* Maximum Connect Time - ¥ & H S e KERIN ] (BLMB o A7) o BRIN TR ORI, RGiam s
1EEER. BB n] LA VGIRIERIN 0] CBRUOD .

* VPN Idle Timeout - 244> {F4b T- AR5 AR &k 245 5 IS T, AT 2 ih . W RRC S
VPN Z5 G, DU BROA S I

* Default Idle Timeout - 2 1AL T ARG SIPIRASIE BIFR € OB AT, 2 BT P& il . BRIAE A
30 434f. BRINEH 1800 5.

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
% | [
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| EmsVPNIEA

mEveNiEERsE

THS MR KSR ASA R 51 VPN BE B 45 35 € LA (1 VPN 2315 22 R IR R 2>

B E VPN E12AR 5525

AnyConnect VPN R 552851 R & ENLA M ENBHERS, EA4TE VPN H PR IER B2 2Rk,
FEHLA T LLER % . FQDN X 1P Mkl

IR S5 2851 R 10 EHL B R 1E AnyConnect GUI 1Y Connectto FFi4IZR . SR)5, F/ AN T
BIRHPHHATIERE LUK VPN &8z, BRI BHUEBIAR S 4%, 76 GUI FRzyR i se il
W BER rh i e £ RS54, LT 36 ik 25 45 1 R o (P BR U IR 55445«

— BRI S5 2 A N B IR 55 48 A2, W] DA FCPEAR £ B LUR SR oI R IR 25 85 25 H o ZEREIR 55
SNBSS A A, AR R

UK

FTIF VPN BLE SOl ds, T % H L FE Server List.
il Add.
JC R 25 A (P =LA TR -
a) % N\ Host Display Name. TR0 HLAI54 . FQDN o IP #uhl. W20 7E LRl “&” ok
“<”ERE. AN FQDN S IP Hulik, WITETE/E NS B P A\ FQDN X IP Address.
W E TP Huhl, 3 2245 ORI 28 JE TPv4 Hihik B 4s 5 TPv6 Mk o ASSZ R4 4% i A i 22 4
EE SR

b) (") A THLK FQDN I IP Address (4157 Host Display Name & HHIAN) .
¢) (W) $8:Z User Group.
AnyConnect il Jf] FQDN 5§ IP $tuhl: L% ] 41k K 4 URL o

7t Backup Server List H i N ZE[AE 2I1E b 2 RS 25 (MRS 45 . AR “&” B “<”

S

% A&, Server SEHL L1 Backup Server JEI K& T IERAHI A RAH . BRI S
ARG ER 5K 4% H N 2% B S5 N & IR S ds b B P AR 40 H . b ELsE, JFE
SEHER AL

CAE) A4 i e 45 45 Vs N 21 $2 2 ¥ 81 AR 55 28 51 3% (Load Balancing Server List).if 7 75 & Fx

{T)}H “&” EZ “<’, ?‘?ﬁ:o

W MR S5 #3514 H M BN 8 LA & 1 a8y 481,  Ha T KA W Dhig, 4R

I BT A IS N BB R e I, 7AW K B LT 1) S 8 S ST i b R 1 4% o

J9 %% v 4R € Primary Protocol LA T Ilt ASA:

a) JE$E SSL (BRIMHD B IPsecs

WA TR E Psec, W MAUEERRCE A (BRI MERA AR, XT SSL, U 42
PRI E S ZH URL BG4 44

b) IR GEIEE IPsec, 1k +#F Standard Authentication Only UAZEH BRI\ S IGUE 5L (AT
AnyConnect EAP) , #RJ5 A T8 & k£ ik,

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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& VPN A |
B =3855/25 Windows VPN iE#

AR OB SMRIEEN L AnyConnect EAP B XA IEFARHEMI JiA 45 H ASA il 416
REIN . PRGN W IR s RIBEE . 4> 2 DNS. MSIE ACHINCE f HoAth Dy RE 1)
AEJJ o
PYIRT (k) hIbRSS AL E SCEP:
a) JRE SCEP CA JIR45-#%f URL. %A FQDN 5k IP Huhil-. #1201, http:/ca0l.cisco.com.
b) % Prompt For Challenge PW LU P F-ah R HE gk M/ sl Get Certificate I, %
J iR FH N 28 R — IR PR
c) N CA [E BG40, 1fi4] SHAL 8% MDS W7 1 1 CA JIR4-2245 30 5 v] LLER It CA URL
FARHEFRE, HROZEEMIRS A QA RATUE 1) “fingerprint” Y “thumbprint” J& 7B
KRR IRLL.

HE8 i OK.

HRED
AnyConnect L& LA gt dy, 551K, 26 86 Ul
AnyConnect L E CAFgEERS, ISI/gnEAR S 2513, 56 86 1T

EEEIE 1B 51 Windows VPN %E31E

XT “EFRAEH"
“EHIAE” (SBL) I Th A VR P E %% Windows 2 I HE S b A MVAERIBE iR VPN 4%

SBL %3 )4 FII}, AnyConnect £ Windows & sk XHIHHE I WA 8, B0/ P A28 R iE 8 2
HA R . £ VPN SIS, 23 57 Windows S50 16 HE,  H AL W] IEH & 5%,

SBL i C047 W4 255 i) i BEAS IR e, SR VAR ™ C B 1O 5K 2 W 48 P B SO EAT 3% 4% . SBL B fe
VIR 9 286 T S5 A8 FH Al 802-1X B 4 B iiF ASE 5 1) JiT A7 A A

SBL X4t Windows R4t ], I 2T Windows JRAS AN [RI AL A1 A S it -
* 7t Windows "', sy v $2ft i (PLAP) H T35 AnyConnect SBL.

{FH PLAP I, #% Ctrl+-Alt+Del A58 G IF—NE . FEXANE L A Pl DOE B Sk 3 R
el ff % 104 T 117 Network Connect #2H10E “ M4&iEH:”  (PLAP 410 o

PLAP 7 #F Windows (1] 32 Sl 64 STRRAS

TN A% e 7 3 A SBL (1) J PRl 4 -
* P BTN Active Directory JEfili 13 it o
* P9 2R AEH Microsoft Active Directory FEfitt 3 i 3547 5 473 B6AIE 19 4 2% WL B 3K 5y 25

U TEAEVH AL EAFAEIE. (AR AR IR A7 RIE) o ZERXAMEHOL T, e dihghs b 2w
90 20t RS TR A, DAASEAESRAS VT SO Bl B PR 2 e I SR UEREA T SR I

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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L E VPN EN
wRarazED Windows VPN iz i

 F P Db ZIE AT I 28 B PAT 1) 6 s AR B 207 ) I 4 98 U . SBL AL T-J HPARAS I, F P vf
U7 1) A LR B R P E 75 2 S NIl s AT S R AA . IR0 S BIAS . 2 S0 5
I 8 s H R GEm 8 5 R A 1) HoAth Active Directory DR

o« fPAE ] BE T BT B SR BB A U484 44 (51 4n MS NAP/CS NAC) .

“BERAIRD BIRE
* AnyConnect A5 HRIEH P13 45
* AnyConnect JGi% HH 28 = J7 8 ki B 8 N FH JA 8l

BE “BRATE"
UK

S %% AnyConnect “ ST JH )7 Mk,
L2 {F AnyConnect it & CF )5 F SBL.

Z2%= AnyConnect “& RHIBEN" ik
AnyConnect 235 FR P S FEREERE RS, JEK5 K H AnyConnect SBL AR [#)3E 24 AnyConnect DLL
BT ARG HXT. £ Windows 7 8{ Windows 2008 IR 452% I, ZEEFREF S8 \EAEEH A2 32 A1k
& 64 DA IHRAE R G0, T 223558 241 PLAP 410F, Bl vpnplap.dil 5% vpnplap64.dil.

N

AR WA O ) VPNGINA 8 PLAP 41£F 1% L #12% AnyConnect, VPNGINA 1 PLAP 41
PESEEH H R P /AL EAT.

AT AT 2 SBL b ol it & ASA DL R SBL Ak, T3 AnyConnect i, “ERi)Hz)” B
PUBL R S A% 00 i A o W AT MST SCF T 22 AnyConnect #%/00Fl “ & KR/ G807 414F,
DA 20 e FE L A T G B A T B4
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1 B /2 50 Windows VPN %3

UK

$IB1 (£ ASDM ', #:% Configuration (EZE) > Remote Access VPN (GE#2if51a] VPN) > Network
(Client) Access (M %& (& Fim) i71a]) > Group Policies (ZA%RHEE) .

SIR2  GEFRUINE, s Edit 30 Add o] g SR 415k .

L3 ELMSFRUE R LR Advanced (F%%) > AnyConnect Client (AnyConnect & i)
184 X Optional Client Module for Download ¥ & HUi % 7 Inherit.

LIS {E iR PIEPE AnyConnect SBL LR,

7£ AnyConnect fit & X4+ /2 F SBL

FHi6 Z |l

Eiﬂﬂ%SBLnTﬁﬁ%ﬁEHf%U% AR OUR, MR REICILSEI, oA L]

REAKSE P AR IE A R B R IERE Ve i T SBL AR S T8 s SRR BLEAE, NIkt
(ﬂh@ﬁ%f AT BEi, %éﬂa G BN B A S SO R TP R AR, B R L A O 4R
HOy8E, SBL AW IEHE

MRk T LT IR B, AV S L A RE DRd M R T T

UK

Y1 FIF VPN BCE S gndaas, PGS L Preferences (Part 1).
WIE 2 JEFE Use Start Before Logon.
PRI (k) FARVFEF M #EH] SBL, 1i514E#E User Controllable.
ER A8 SBLAEMCZAT, b EE A s e S
Bl

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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AT E=IN
AnyConnect /3 3B B 2h /B 3h VPN iE3% [ |

“BERABH MEEHR

P11 #ifrk AnyConnect it B SCfF CINZE 3] ASA |, BEFATHEE .

FIR2  MERZ AT E SO (R IR & F R IX LS AR BIAL E, *xmD o

183 il Windows Add/Remove Programs #1%% SBL 204. A shit SALH EH .

PB4 (EREEERTIEERH S AnyConnect H & I HHT1A .

WIRS WA A 1% DL X 2% AnyConnect.

W6 FHINE K. FIREH SIS, N A F Start Before Logon #2755 .

IR T 4 DART B HK %45 AnyConnect 5 81 511

WIES WIAEBILUTENR, EMERH 1 AnyConnect it & SCF:
Description: Unable to parse the profile C:\Documents and Settings\All Users\Application
Data

\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\VABaseProfile.xml. Host data not
available.

P9 IR[E tmpl SCIF, BRI SIS xml SCAF, IR XML SO BR AR & S

AnyConnect E 318 B 51 /251 VPN &

EINHEFR M Auto Connect On Start, ‘&7 AnyConnect Jii I H 55 VPN %87 b e & SCAE48 52 10 %245
I SCHENT VPN 4%

Auto Connect On Start BRIAZEH], FEH A $s @ it F LMK,

UK

Y1 FIF VPN FCE SO gndaas, PG LR Preferences (Part 1),
SIE2 £$ Auto Connect On Start.
SIE3  (Alik) LM )30 Auto Connect On Start, 11+ User Controllable.

7£ Windows £ % Bt & & 5 5i/2 51 (PLAP)

¥ AT A3 (SBL) DhAELE ] 7 ¥ 5% 5] Windows Z HIJH 38—~ VPN M. SRR Gk B ik
SR AR A w Rk Bt

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|
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B 7 Windows %% FE B % RA1/35 (PLAP)

SBL AnyConnect L EFR A& S RTHEASRALR (PLAP), ‘& J& ANl EIFFR AR . bahfe vl it
Y FE N 4455 BE DUAE S ST PATHRE E 0T 5, WU SEIR BB 2 2 2% PR . PLAP {EJITE 5232 FF 1K
Windows #:/E &4t L4t SBL Tijfie. PLAP 437l LA vpnplap.dll F1 vpnplap64.dll S5 32 £7H1 64 A7
ARHERVE RS . PLAP ThfESZHF x86 Fll x64.

vpnplap.dil F1 vpnplap64.dll A& IA 23— 73, PRI W] DR 22 4 e B Ing—ANF i SBL
WAL, ARG, ZIKATEKE A B AR T 6 808 4. PLAP & —IUnTIEThfe. 23R Al
JRZEAER S, JHRKE 2 DLL SN RS H %4 . 76 Windows 7 B @i AN B # Windows 2008 i
Zas, LIRS 32 LB 64 ALIIRAE RGUE S AEMT A, DUEOE R 223 T IE MM PLAP 41
o

A

AR WIRAELREE B e 3E 0 PLAP A5 0 R 12 AnyConnect, PLAP 41fF5 25 Higfe H & AL
ZH M.

LR, RO L E SCPF <profilexml> LAEGE SBL Z Hi, PLAP &b FANESPRE . 1S E
AnyConnect [t & SCFH A SBL , 25 100 7. 0% 5, 7l sy Switch User il FH /9 £ 24541
, RJG, iAo 4 B Network Connect [ Fr .

A

ER WA R A M, R ATBUE R AL T Alt+Tab 216 84 5 5.

{$£ F PLAP % 3% Z Windows PC

$E1 A4 Windows J3 3% 4% F Ctri+Alt+Del 41 &4 .
ARG S REFRED, HAPa4 Switch User 44411

U2 P Al Switch User. F 4t 7~ Network Connect % 1. #1 H F' CU il i AnyConnect 3% 4 37 Hi%
FeIf riili T Switch User, % VPN EH2KOR¥E. W H /7 niili Network Connect, JFUR[H] VPN iE4%
Bl W A Cancel, VPN &2 &L,

$B3 ) AR LA R A 1) Network Connect % £ 1] 3 ) AnyConnect. Z%:4] JT AnyConnect 5 3% % 1.

PS4 P T R E GUI B &5k
UER I % AnyConnect A& ME—ZZ2BE FERERAERT . WUR 2236 T At R, P Bk E O B
NI H IR R AN R AT

SIS Y g, I )PBE Sl A2 Network Connect & H 4, (HiZFHm04A FaE—4
Microsoft Disconnect %4 . &z %I R BE H1Z L R R

W6 S LSS A B R

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| EmsVPNIEA
amsEFmesveniEz [

WALER R, R L B I a] DA T B 5k . ARG KA B S NI J5, H P st aiii &
RIS, I AnyConnect PLAP 414 H R BT 4 )78 5., A VPN [ TE B P 4% o

{$£ 3 PLAP M AnyConnect 7 FF %%
JEDIEE S VPN 215, PLAP RSk ml 5t 11, BN & A4 R #2754 Disconnect $44 .
7 piili Disconnect I, VPN PSR W7 4% .
BR 7 AEN Y. Disconnect $ A1 IN W xCRT TR R4, BERIEICAE DL RSO0 T W FdE .
* Y AT PLAP % 5% PC {HEG 4 T Cancel I o
2 PCAEM 7 &k B R G i KM .
* Y1 Windows bF[WJH 7 &k oxifiiiy, R4R[EI2] “Press CTRL + ALT + DEL to log on” 5%
I o

AT A J& Windows PLAP 441 Difg, 1A /& AnyConnect 1) LfE.

BEEFE 0 VPN &£

Ja Fi Auto Reconnect (ERIA{E) ), AnyConnect #f M VPN <1 WP IR &I BB g & 06, A
HIUR A FHWRFR A 5T o Wﬁﬂ, ERLE P A 2. ke 3G 2. J8 M Auto Reconnect ( H 3l
FERERD Ja, BB E REYIFRRAWE G EFNEEAT N . R ZIRIFERYUIRGS

1 Windows 1] “4KRHR” 5(# macOS B Linux [ “BEAR” . RAEWKE & RAE TG IR .

WAL Auto Reconnect, JCICIEE TR KB IF, &7 Il A& iﬁ%%ﬁiﬁﬁ SOk} 2
PO IR FHERA K E B DD o 25 S AT fe S BUE AR B I VPN JERE I .

UK

W1 F7JF VPN BLE X gniEds, M FULE # H 1L F: Preferences (Part 1).
SIE2  £$ Auto Reconnect.
$IE3 k3 Auto Reconnect Behavior:

* Disconnect On Suspend - (ERIN{E) AnyConnect 71 R G0 15 I BT BiC4y VPN 2 ih 280, IF
HAERGIRE JG Al R

ReconnectAfterResume 2 PVUAE R G A AR B A0 ic 2 VPN 25 %, I HAE RS E
AN HTIERL

Cisco AnyConnect Z £ BB FIREIERIER, 40K
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B ERESERR MR NREE R

{5 FR{EL15 15 #51 RY I 4R 460 SR ZE FE A0 I 7 % 5

X TERIEHRI M L2

{EAFR B 28 G (TND) Al AE ] AT A ml M2 (EAHME NI SS ) A iE AnyConnect H
WTIT VPN &R, JRAEM AL T AR L (AMERHE I L) Z A A3 VPN &%

TND A2 50 H 7 T2l VPNIERIRE ST EASWITT AR AHE BUN  28 T35 31 VPN
B WP SEAEAMEARE I M SR, R EEAEAME M EE, TND JWiIT VPN 216 [13E
o 2B, WERMER N VPN I8, SRR B AF A%, W TND S#T VPN 215 1)
B

a2

RS e A R G ThBE, 15 2 BRITC 3 100 46% 20 A — 20 v IR A P 2 A (ELAH55 0 1 ) 8

&0 LAE AnyConnect VPN 27 b it B SCAFHR G E TND. ANTFEE M ASA L. T2
AnyConnect 1] H T 7EAEL 73475 401 9 288 FIANEL 1505 3850 110 D09 286 2 T) el 96 Bof N R B R Bt B e e, At
S AE A5 M X 28 TR 25 45 o

(1SS P LR R 3

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K

* K24 TND I 4% il AnyConnect GUI - F 8 8 8l 4%,  JT LA GUI WAZIGZa1T. A PR
GUI, W TND A4 H3h)H 30 VPN iEH.

* iR AnyConnect WWEIZAT “Eskuimsh” , HHPEANZGEEME, TSN EEIRE SBL
T DR E 3h o M

s CWRENE T AN, 7Eilid IPv4 F1 IPv6 M4 E] ASA (1) IPv6 F1 IPv4 VPN &4 F#iS
ESEIERSEEY VIO el

< G0 TND Be'E A, EH PP FEL R 2 AN B SO T RE 2 B ) 8

AR WeE 28 T TND RS E SO, R GEERT I 3hI,  AnyConnect 2 221 T o
TUCER RN 2 AR, XA RSB ENAT . ENERDI 2 a8, M AT 8
W TP F OB L B1% 3 LA AR RT3 175 B S S e A 0

75 CMB RN M 28 h BT ASA L% v Bt & SO A ) TND.

QMBS FEH TN H ST ASA) |, JERAZICE SN R T ASA
E.

WER P AR LA AFBCESCIE, P ASA _F [ HCE SCAFAE AT AH [ A e & S0
MR BEAS ASA #R 7 ol BUAT G B SCAT



BCE VPN A

EREsEnnRgekEEnmrEE I

(AR IR B DR wall]

UK

FTIT VPN BLE SCHEgnlidy, N FHLE S EFE Preferences (Part 1).
1%+ Automatic VPN Policy.
7£ Trusted Network Policy "1/ 52 (54T 9 245 05
KRR AT AR MY CAFAEMES) i 2 b AT F4E . A
* Disconnect - CERIAED) &/ i 2 B2 5L 45 Hh 1) VPN 2.
* Connect - % 7 Uiy Ji Bl 52 A5 AF M 45 Hh () VPN 2 48%
* Do Nothing - 2/ i AEZAFAL M 5 P PATAEAT#4E . #F Trusted Network Policy 1 Untrusted
Network Policy #8#% & 4 Do Nothing, £3%%H] Trusted Network Detection (TND).

* Pause - W9 EZAG AT M 45 A0 V7 VPN 215 2 3E ANBIEC B 5254 4%, ] AnyConnect
ST L VPN S A K LW iE 8 . M P PR T2 G450, AnyConnect 2 Pk &
. WWHIRER AN TEH PR, B E T, R B IFS G ML G AN T8 B8
) VPN £if .

7f Untrusted Network Policy 13— N A2 A5 AT (19 4 45 SR
X2 H P AE 2 w46 2 A 2P i AT B34 . BT
* Connect - 2% )7 Jig /LA I B AN SZAF AT 24 )5 f5 3l VPN 4%

* Do Nothing - %% /7 S £E A B A S5 AR P 48 J5 ARATAEAT 4 . B IAEH] JKAN ] BT VPN
Trusted Network Policy £ Untrusted Network Policy #f$1 & & Do Nothing 23 4% H Trusted Network
Detection,

$5 %€ Trusted DNS Domains.
TR E & IR S AR R 2% I R 2545 T AT BE B 1) DNS J5 %% GE S0 BEI 72/ ) o iRk 24
DNS Ja 4 2] split-dns ¥R IF7E ASA EFaw— M ERAEL, WA BLABE £ A DNS JE4E.

AnyConnect 7" Jiii4% LA N P A4 DNS J5 28 81K «
o Sk A 1 4
* im AL H )9 7> DNS JE28513K

< AL DNS G4 IR CORCE) o A, JEFRERIERR /5%, L% DNS H&RK
RJG%% (lAE Advanced TCP/IP Settings ik 7 AN I EEHE)

E ALtk DNS /548, IFHITUUTIRME: 151t & F§ T TrustedDNSDomains:
example.com (fYR) *example.com
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FE(F A K EET BY VPN E3E

ELECLk DNS 548, AT T IR1E: &1t & F F TrustedDNSDomains:

example.com AND anyconnect.cisco.com * example.com OR example.com,
anyconnect.example.com

asa.example.com AND example.cisco.com * example.com OR asa.example.com,
anyconnect.example.com

Wildcards (*) are supported for IPv4 DNS suffixes. (IPv6 DNS JGZASZRFEAT. )

fF Trusted DNS Servers H 15 & 3215 L) DNS AR 45%%.

B AE 52 AR AT P 4% TP R 454 1R i LA R T A DNS IR 45- gttt G250 BRI745 8 o Bt
203.0.113.1,2001:DB8::1. 1Pv4 DNS fli45 s il S RFIECAT (%)o  (IPv6 DNS iRR45ds Mt A S FF e
1. )

A B A 10 3 DNS A AT 17 S i I 45 25 1% DNS 45 H o U534 1P Hhdiki%ds, T2 n] LAt
mus.cisco.com ] DNS k45 2%, Widid i DNS Joikf# T mus.cisco.com, JUIGHEE] P45 ) AL &34
U TAE .

ER A DU E TrustedDNSDomains A1/8% TrustedDNSServers. 415l & TrustedDNSServers, i
ARG AT AT DNS JIj554%, XA 10 23 iR S2AF AT W 45 11— 53
WA E B4 ULEL VPN BC & SO B A R, R AR e 2 A5 M 4 b
fg g —AMEER NN AT URL [ AEHL URL. AI{iE URL ZERWIAFAE— %4 Web IR %54%, Honlil
TEOERE X ATV . 7R AT Add )5, R i URL HHUE SRR PSS W AR EG
A, REFHER—FKERMEE, $oRH T A E B A I Al Set.
8B HAE X T 20— F 1 DNS a2 (51 DNS IR S # i, A4 ] DL E 24, W
RBZA54T 1) DNS 38k DNS kg5 s Rk die X, Wz BOr 25 H

FEEMH kA E T B9 VPN

XF k48]l VPN

FRAE VPN il b THEPRAS, R WTHENATEZAB AR R 2 sy, AN TR 25 4105 BE 0 BB %

PV . FEIRIEDLR, LRZ0K VPN BB N IT 8 vl R T L 50 52 22 4 b

JAHT ARASEIWT I, e P S ST BIAN ZAE AR M 4% J5 A B AL VPN 251 . VPN 231 IR FFT
FRIRES, BB MHENUER, BOE UGt 28BS R SR TR gy (FE ASA L sRmg e ) 2
W41k AnyConnect M 25 S BURT g VI B LFDFBOS 21 (AR EANRFT T+ 0], eidEskss
A LH VPN £ .

7F VPN B & 3 T KR Al 1, AnyConnect R 38 i i & AR BT A 25/ AnyConnect it &

A AME AL E R R ASA [T A JUAREDR LR & i

Je H TRASTE T I, G675 2E2% F& LR AnyConnect 16551 :

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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zEpm aramoweniEz

« RVFH U AR W VPN 2150 TRz AnyConnect {8 )7 0] LUKES AN 8] Wy VPN 2375 W7 I
Rz, W% )H FH Allow VPN Disconnect, ] AnyConnect 7F VPN 21 )5 Bon “ Wi JfFiER:”
(Disconnect) $%41l. BRINTEULR, JaH T ACREIET VPN I, Bl & SO g4 Ja H Disconnect 4%
.

% Disconnect $2 B e T A3 2 11 LA 1 25k s DA OR3P F ML 52 M v i) (BRIEA T
AL VPN 15D o AKANE BT VPN 2151 H Jrl BE 4 28 stk Disconnect, X#f, 7524717 VPN &
T PR BE M) BB VPN 2 0% Hh W J5 10 e B2 m) iy, A AT ml AR BE £ B 2 ¢

* BRI RIMORNS . Wi SKANIT VPN 25 ) H. AnyConnect TGy V7 VPN 21, W&k
WCSFEME A VBN L2 T 0] LAUT i) HBRM o 175 2 [ ok 7K 378 8 26 1% B 4 12 O Ui o

© KEPHSRAIILE T R TS B 9 i R 4 11 s Rer AT MR

KA~ [B) BT VPN R4 PR I

AT AKANEEE, AR B S, W) AnyConnect ANV VPN 82, AnyConnect [V fE
oA A B VPN JE# .

* KA VPN ASSCHRFIE AR R T 12

kA~ 8] B VPN 3575

NSRBI INE, RIS E T AN VPN, JRA B BCRE LR B8 R 47 15 It -

o« BATTEREL R NIE PSR AU (CA) W FELCFAUE I E LW 56 LM . ASDM 7E Configuration
> Remote Access VPN > Certificate Management > Identity Certificates [fiifi_[$Z{it—/> Enroll
ASA SSL VPN with Entrust #%H, VLJ5 8 20 HE i

o [ A P NG AT ARSI IO E SO, DARR R B R TUE ) ASA. TIEEE AT
LA 1b 55 VR I 55 e R AR o

o PR B B, DMEH] P VA2 bt fE . BAT s BEBURR K PC ) w] LA S A2 1k A2 v 20 6
TKANE T SEms o QR AR EER OR AN IR 206 224, R 225 P 2y BEAS 5 PEBCRR

* BRI Windows THEAL EREF- SOV, T2 C: \ProgramData.

o FAAT IR sUhRvHER PR K TP A7 I AT REXS FERE e Kes SO BAT S0 B o At AT T AT LU P Al
Vi BUR MR AnyConnect BC B SCAF,  MIMTRETT KA RIWT Zhig.

* % Windows i /7 Pl B — NG R (GPO),  LABT IE HA A BRAL R I A 1 4 0F GUL. 4
macOS F F 0 5 45 00 it

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B ==E/8 kT s VPN £

Bo & kA~ [E] 7 VPN

P$IE1  {F AnyConnect VPN 7 /7 5t it B SO P BC 7K AN E] BT .
W2 (AR [ RSS2 B RS N S A i A FH AR AR A I
PEI (W) MUKIZEAEL VPN HEBRH

7£ AnyConnect VPN % [ i e & 34 H B & 7k A~ (8] B

FHiEZ |l

KA VPN Z5R7E ASA ERCEA . AR FAES; S R, e &tk
R o BeAh, B ORI SS 28R 10 BRI I A% (U UE B AR, W] BT 1k ZKANTH) B VPN C & SO
P EBIUE SIKTEIR S AR ) VPN %

UK

P 4TI VPN BLE SO gmias, M EMUE K L FE Preferences (Part 2).
$I82  $E Automatic VPN Policy .

PRI ECE A P ZE A

T4 L Always On.

YIRS (k) EFEUNIEILESE Allow VPN Disconnect.

W6 (AL L R o

W (AR BOE TR ENR

B AR R IR A MG B E & RERFN R
TKANE W VPN 235% 0 AnyConnect VPN 25 [ 51 #3811 . 7E AKANEWT VPN 25115, 4% ) i 42
BB BARTE P ) R I, %7 i8Sy M T B A B AR 8 FH AR 1 D3 TR FE 5 ) o 7 AN T BT
R, BRAELEZ /o lie B SCAF (R I 45 28 91 2 rh i 2 6 FHARIE I DR gttt 5 D)0 P i ANJRE ST AN 32
BWEE . KL, TEHOR R IR S5 25 51 & TP IR AT 28 0 AR T A 0
PR P i PO SO 4R E AR A I i, 14 DR D SR AE ] ASDM & I 47 280350 45 4% FH R 2%
EYIEE

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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1
v
1E
w

N
v

=1
®2

3

zEpm aramoweniEz

UK

FTHF VPN Wit & SO gmia sy, SN E S %+ Server List.
TEPRAE A TR ATHEE E A IRSS &%, AR5 ATk Edit.
i NATAR] I AT AR A A% B (1) FQDN B4 1P ik o

MK TEL VPN HEFRF

7

Nil

®2

LA B e DL A S0 B0, (T RESEAL N AR 530 Al (0 VPN 20, ok
R T2 0 AR T

112 ASA IS0 I 5 Vi 900 8 LA P B AT . LR T4 LSO DL
PR BIAMIL . ISR AnyConnect SEWEFFI ACR T, T b SRR A1 WS A, DL
PRI AR 2 N 9905 S s AL % Sk 22X 4 BRI K ) VPN
LGS

VR FEAC B AAA b 55 AF 1B 25 U7 ) SR LORE 2 1E DL RC R AR A = 9877

UK

1%£#F Configuration > Remote Access VPN > Network (Client) Access > Dynamic Access Policies > Add
5 Edit.

HCE A A LA Sk B KA VPN R o iltn, A H] Selection Criteria X 384 5 VEHCH] ) ¥ 5% ID
1) AAA B PE.

I3 fiihi Add or Edit Dynamic Access Policy 7 1 -4 ) AnyConnect 13 .
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FEEA KR A VPN EHE

Policy Name: ‘Test

Description: ‘ | ACL Priority: |0

-Selection Cribetia
Define the AAA and endpoint attributes used to select this access policy, & policy is used when a user's authorization attributes match the AaA attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

|Usar has AMY of the Following AdA Attributes values,,, | and the following endpaint attributes are satisfied,

| AAA Attribute ©peration/Value Add Endpoint 1D Mame/Operation/Yalue Add
e Ce ] e
Delete

Advanced ¥

-Access/Authorization Policy Attributes

Configure accessfauthorization attributes For this policy. Attribute values specified here will override those values obtained From the AAA system and the
group-policy hierarchy. The resulting WP authorization policy is an aggregation of DAP attributes, A&A attribukes, and group-policy hierarchy attributes {those
that are not specified in DAP).

2 ! e,

| Action | Metwark ACL Filkers (client) | Webtype ACL Filkers {dientless) | Functions | Port Forwarding Lisks | Bookmarks | Access Method W 4
=

Always-0n YPN For AnyConnect client: () Unchanged  (C) Use AnyConnectProfile setting ) Disable

249378

OK ] [ Cancel ] [ Help ]

LA Sl “IKANEK VPN for AnyConnect client” 5512 [ Disable.

AFKITTE e B P K MR R

KT G R K s
Wik KANE W VPN 225 ] H. AnyConnect Joyk & VPN 216,  JE KRR IS 262 v A WU A5
PLUT ) ELICRY o 222 45 S TEE T ), B AnyConnect JG72 46 I 1 5 1 0 25 1] 7 B4 (K7 AE IR 5:)5
2 LI A I o

T IR SEVFSE A W28V ), AT ™ T 7 5 223075 ) FLIBR I s A AR 1 99 248 D 5 I RS A T A 55

B RIS AE VPN UG LA T N 4535482, ik, AnyConnect Jii FFHIEK H &g 61 RVF
THENOERL ) LA M ORAZ RS B BT i A I I8 4% -

JUE R T IEB R MU, AnyConnect 1543 4k 22543 i V7. VPN iE .

BEEERRWOR ISR
A SR VF 58 A I A5 ) I TTTBOCRM I, 825 R LA R A 75

* HEEES VPN 2152 ), M4 il Bk, ikl ie 21T Web A& R
IR B i AU

« WIS F T Disconnect 3%4H H /7 /it Disconnect, W3] R34 26 WSk g AN i HH o

fEFHAEZE ST VPN 231 2 1 — FLAE T 48 R K 5 P SR I, 15 RS LR A
USRS VPN AN EIR D 0], 05GP S x4 1k AR

Cisco AnyConnect Z £ zh% PiH SR R/, 40k
[ 10 | |
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zEpm aramoweniEz

* KA 1575 2 DR £ 05 (14 FH 0 288 0 (10 B AN T I 35 B R 7 Ao b 08 7 S 52 I 2% Jglilr o 2%
U252 BRI DA G 5L T Web [R1335 B Bod Ry i U Bttt D58 B4 20 BB T8 SO VF IR A
HBEIE AT ENHUANANE B %) 250, B 4 ) A BLAE

© MU T BEHIAE P 255 W) 19 22 AR AP L AR 28 mT Ak SE R 22 ) Al

* KPS o PSR R 2% T 1P ANRG, . BRARE L TR E

« GRS i G E SCPE B T Apply Last VPN Local Resources, W% A] DL At VF v F 508 VPN
SIS A HB BTSN o A4, X LE IR DA i 3% B0 [m] A2 A i F T ER R U5 i) A PR o

o FEANBTE SRS T T KSR, UIAE AnyConnect 21 TH R, 19148 S 38 HLIT 0T
o W GRS B OC GRSk , FRATR AL SR Ay W B k. N, 8 SR R R T I 5
W358 2 AKANTEIWT, IR 2 AnyConnect NRETCAEIER MR . SR, EFWIERAEH P
PR R OGP S ) — AN NG R, ISR AT e st BB R i vt &), [ Int
ARERAESK St FEIERMERE . S B E R RO PRSI, TGOk 1) VPN FH P 2 0 09 2%
lea B ] LA A 3% e AR MO A S s A 2

A\

FE W AnyConnect ARAEEES. VPN 215, 4 ¢ b SR 2 BHIL M &8 U5 in] o 5K
it 2 e WA DX P R S B AR 8 N TR

e T R S

AAE AN TR T DI RE SR IR A G BB RSk S o BRIAE UL T, JER RGOSR 2 SC K, ARG IkAE
7R VPN I D7 1 TR o ZESCVFAEENG D0 U7 In) TLIBCI - oA ZURS 3 42 R UU SRS LK T

UK

FIIF VPN FUE SO A%, UL 11i%+E Preferences (Part 2).
¥ Connect Failure Policy 4 & WL FREZ
* Closed- (BRIME) M TCikEH R 22 4= W I i B il X 285 15 1) o
* Open - 4% ' Ui JCIEE R B 2 AW OGN, S/ o 3 W s A Ay S FH 5 i) 9 265
MR TRE T OIS, TEHAT L N AR
a) Jc s 4] AN R

b))y AR AR ] R 2% 7 i) IS B B AN VPN Al (A H ¥ 46 ML, 1753 % Apply Last VPN Local
Resources.

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B EEEIREIAASENR

{5 F sl X248 17 2 7% s i 0D 5K

KT R %A

VP it (B, Mg WnERsE R s Rt Wi-Fi Fifg 2y in), (B ] EE sk H P 7SR5 a2z
TS AST ORI/ ) R S AT 22 (A Aol P BB o K S Vi Al FH R Ay 5l W9 % 1) TR B SR B 1 8 F 3
%ﬁ, E@JH%FH ﬁ«xJ"*%ﬁafF%i%ﬂﬁJ%#ﬁm é‘ééﬁ%JFJ%.%I‘JF#UHJ,EH%H%IJJ&EISE%IJ, T 58 P 251

LEJR ST T3 AAMIC B 1Y) VPN JEREI, i AnyConnect H S GRAEIILS 11/ 1E4h, AnyConnect 7E
ST Y 26 1] P RS AN S B AT S SRR TC B 16, HAN S ARG HIN ST B GE R
P RPATH B AnyConnect AR 24 i TiC E 0] 5 90 26 1] ) A 2R AT Wiy 1«

< QN AW C2EH, BCE KA B )n B HIE R MOR IS AL T4 TRIRAS, WIFE AN S22
MR TSNP NS

The service provider in your current location is restricting access to the Internet.
You need to log on with the service provider before you can establish a VPN session.
You can try this by visiting any website with your browser.

S 28 P A ZUE 6 AL B R P R PR SRR AT SR P 2 1T P bl IS ER AT LU AT PR
W2, RSB AT AR T NG . e 2 R 1t R R 1) — LR LA K

QN KANRIET E 5 FH I HOZ e R MRS OGP, BRI A A FH s i 9 2 11 P R an i e a H,
Al DL ESCRrA AT AN . W R A, SRR AR E N R LTI E, H
VPN Toiki&Efs.

The service provider in your current location is restricting access to the Internet.
The AnyConnect protection settings must be lowered for you to log on with the service
provider. Your current enterprise security policy does not allow this.

e & R FI M 4% 1] P &ML

$IE3

ANCAE K AN BT TN RE i P ELIE 2 R SRS 0 8 A SR AT, A o b P 2 1] AR AEIX RS 0 R,
A E L E 2 TP RN, AESR N 2% 1] B 1 AnyConnect 7% 42 21 VPN I 78142 7 4% 21 VPN,

U R R R ISR B B T T B KA W AR T, P 7 68 R 26 17 il A2 2 20 BR,- Tio HLA ™ e
i 7 AnyConnect VPN 7/ 5 Bl B SCAF H B ATAR TS E B, BT ARl 2411

S A 2 11 ANRCER I G B8 LR M vy 22 4k
UK

FITT VPN FLE SO gmtidy, T A% 11 IE ¥ Preferences (Part 1).

1%£# Allow Captive Portal Remediation.
S RE B T i T R USRS 5% A 3 S5 194 2% 7 ) B 61

e ANROE I

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
2 | [



BL & VPN X
&3t L2TP 5§ PPTP B2 & AnyConnect [l

A\ AnyConnect ST M 2415 ] BRI 70 Bitlc. B0 AL smab 2% 11 20K, P s 2L W I ]

X o il P 4% 1] P 4G A0 R it 1 T E PR HERR
AnyConnect 7ELL N0 N 245 R 32 5 AL T &g ] P e,
* QI AnyConnect 485 @ & AN IE# IR 25 2% 2 FK (CN) PIIE5 ) ASA 115, M) AnyConnect &
Frii e AT Rl g IR
LB IS O, E AR IERIECE T ASA ET . UET R ON (AL VPN 5 it it 1 S0
HASA IR %5 A A TR

< WIRAE ASA 2T, MY — Gk, HiZd @it BB ASA () HTTPS Vi o) KXt 2 F
Ui 2 2R ASA U, U AnyConnect 25 F ' i 2N A S AT “BREINLE T FRBEd, 24
FH A 938 0 4 FL Ik B K e ASA B, ATRER AL .

W T E A T P BRI ASA HIv7 ), 15 c 2 By k8l LA 22 ASA Hiuhik[¥) HTTP A1 HTTPS
MEAZIRE HTTP R A&, N AR sEBIE (BFRA ) X ASA ) HTTP/HTTPS i1,
MR R 1% ASA (K] HTTP/HTTPS 5K AN 2= 3% [0 2 A i Y

USRI IG5 1) SRl W 226 11 7 AR, 335 SR AT 22K BL T 384 -

o Z AT HTTP O, n B B R . BBAE 0. 1P HAR & S i A g 1 — AN AT 4k
R g 2 AN — DI
g £l DX 8% 1] 7 ] e 2l ok 2 T R R R AR A AT AR R it A, TR b DoS I
e FARZ N FHER 2R T HTTP 3E8:, 2Btk ji) 55

 ZEROFEORT R M Z8 38 0o BesR A oo b A sma I 2% 1] - R D E ke
* FJA T AL

iEid L2TP s} PPTP & & AnyConnect

HESELE 3/ DX IR ISP SR SCRRAS 2 R IE Bl (L2TP) Al ki BEIE i (PPTP).

BRI RSO SN (PPP) SEHRR I R B 2 4 M G, AnyConnect {57 F AR EREE E A2 il 1) £06 RIS AL
Ao I PPP MEREH ST VPN BRIEI, 207 i o0 N B IEF ASA BAAR H bx (1) & i 5 BR 1% H
Brh ASA IR . BEHRE & A FF R Hy A ann o 2 FE R 1y, 33548 H] AnyConnect it & SCF 11 i) PPP
HEBR W E - HEBR I HHE AnyConnect GUI ) Route Details H i/ A B 22 45 th

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|
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. i@t L2TP 5 PPTP BZ & AnyConnect

UK

PR 4TI VPN Bl E SO gmbtas, M EWUE K L Preferences (Part 2).

L2 EF—F PPP Exclusion 7775, AL, AL TF BT User Controllable (iR RIIEHD , LA &R
R B 1

* Automatic - J4 H PPP HfFR. AnyConnect HZ/{i ] PPP IR 4545 1) IP ik $57 H AXAE B ahks
I TCVESRIEL TP Mk B 5 2 q

* Override - 423 51 il PPP HERR . QiR (1 ShAGI JC1E SR B PPP IRk 45 2% () IP ik, 5 H. PPP Exclusion
UserControllable {54 true, WIFE7~H 7 328N — 5 138 B A b 152 o

* Disabled - AN ] PPP HERR .

I8 3  7F PPP Exclusion Server IP ‘B, H N IEEFTH PPP ARS- 2511 1P dhhl. b Btk User
Controllable (FAAR$EH]) , Wik /il preferences.xml SC{4 5 2t PPP Al 45 25 110t TP Huhik:.

T RBIIRIE
A K preferences.xml SKAFIME B, HZH “FamH P E S PPP AR —17,

57~ P& % PPP HifR
W AR IASEAE A, JF B C¥F PPP Exclusion 7 BEAC S o F P a5, W] P o] DAYE A Mo -5
ML 10 3 2 4 AnyConnect B3 SO/ K 78 o W .

UK

T AGES (AHCFAD TP IE XML SCfF.
BESCAEAL TP A SEHL BT AR

* Windows: %LOCAL_APPDATA%\Cisco\Cisco AnyConnect Secure Mobility Client\preferences.xml.
B,

*macOS: /Users/username/.anyconnect

* Linux: /home/username/.anyconnect

'533?.% 2 73'3 <ControllablePreferences> ‘Fjﬁ)\ PPPExclusion Hf?EHﬁE\, IﬁJ HTJL?E“I_E’ Override {E%D PPP E&%éﬁ
(1 1P Mt Hshb a2 ks SRR 1) TPv4 k. 51201

<AnyConnectPreferences>

<ControllablePreferences>

<PPPExclusion>Override
<PPPExclusionServerIP>192.168.22.44</PPPExclusionServerIP></PPPExclusion>

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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i & AnyConnect {18 % .

</ControllablePreferences>
</AnyConnectPreferences>

TRAF LA
B I F 875 3 AnyConnect.

it & AnyConnect (X121 EE

% F AnyConnect /I8 %1%
AnyConnect i A, A ILHFAFT IR SCHF VPN 22
o AHAR A B2

AR5 AnyConnect 7E [/ — & UH AL L1817, HARHMEEIRE, #ila, —Lczids
R I A B — e g AR At (BN, Kaspersky) E 0 I 2% 2H A4 il S 3B WAR BRI 45

AHACHL KA HI/E AnyConnect VPN 20/ 5 i B SCAF PR BRI, 355 08 SE VA A CEEE 12 .

* /Z_\\/\’Tﬁlgij‘;*%:

ONIUARHELE T TR M 44, 24 Windows i & W # F A JLARELT, AnyConnect 1 ]
ZIEHE . macOS AT Linux W32 FFAF > SEAREIE g A Hu FN 78 56 6 101

Pt A SAREIER:, Windows IR T iy il & A JLARBE

<

 RAT B

FEARMY 2% 1A P AAAT AR 55 45 AT T A lb A T BCHE I b Ak ] 7 U ks i, 9
15 T iy Rt R

e LSRG I B E T S T R A AR R P I A% . AE VPN il 4 n, WEKE
FIHAIIRGS . S PR E L HIACHE R

Y

FR O HEARHEARS 25 AnyConnect SBL JEH T Windows #4FE KRG RA R R 4¢
(WL T B Al 2 =07 BT R DA, 162 34 Microsoft BT FH (1)
AEART 55 =T ARSI, S A ) R GV FRA R R

f$ 1 VPN & P inm BL B XHHEHI & P im K IR

VPN & 3t e B S ] BARH 11 8% 5 e 1) 2% 7 i R 40 AR & #: . X Windows F1 Linux, #&0] LARC
B WALV P ED A SRR S 4% i ik

HRFE VPN & i B SR E R IR E TR S, 155 AnyConnect BUE A2y, H
BT B 2 3D

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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. fZ & AnyConnect {832 %1%

AR BB E X H LR TR Fin S

FELCRRA T ASA 752 AnyConnect i E 4 68 SC 775 H 7. AnyConnect 2317 fr il i A QR g 25 28 2E AT B &
P 1 vsie) e AR A, AnyConnect {8 HACEE H BECE (PAC) SCAHE K P im A CEE IR E
IXAE ASA A +8EFAA b REL R B I, AnyConnect A A2 Bt S0

AnyConnect (IR EIZHIEK
AELE SR A E R UM, W Pis:

RIEEESHR Windows mac0$S Linux
A AR & i i
AATACEE & ({ Internet J& (fF Safari b)) |
Explorer )
NIACEE & (IE FI7E i) 7£r e CE D
R = A PRI

* IPv6 AUBEAN SR BEAT AL R A AU E 12
* O A BT DIRERS, AN SCRIE A A T I .
« ZRVFUT R AHACEE, T2 VPN &) i i S0

FVFAR AT 1%
UK

P 4TI VPN BLE SO gmbtas, M FMUE K L FE Preferences (Part 2).
SIB2 P CEBRME) UGN %EHE Allow Local Proxy Connections. BRI N AMACHFE g A5 .

FL & X IRERE, Windows
DL D Windows |G B 2 AP %2,

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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i & AnyConnect {18 % .

UK

$IE1 M Internet Explorer 5% #4417 Internet Options.
IR 2 IEFF Connections ILI 1, 4R J5 slili LAN Settings 4 .
PRI ME R DA AR S A, I AR IR S5 25 1¥ 1P Hihik .

BB T AR ER

UK

FET 7L ASA A PRCERABE B TES I REL 454 251 VPN BEE H7 w9 H R A A 2 S e
YRR A3
ER A macOS FREEH, FEFT T2t K Y scutil --proxy Z |, fEW ST E AT M ASA (£E
VPN FEFZIND i) RS AR B
P2 (AR K& vl A 2 AR A T
L3 (%) BiE Internet Explorer ) Connections 3 o

BEPinIE A 2RI RERERE

T LAFE AnyConnect P& SO h$i i 5k Lggit H 7 PC L [1) Microsoft Internet Explorer 5% Safari
ARBEPE W E . X[ PR A A M4 2 Ah eI RETE, P71 AnyConnect 3 it AN 77 ZEEAE VL AR
PR 55 S kAT i HE

g3z
L1 FIJF VPN L& SO giaas, N FAUE RS LR Preferences (Part 2).

$IE 2  {F Proxy Settings 75, #E+$¥ IgnoreProxy. Ignore Proxy £ f#%5 F iii ZM& T AR . AN
BRI ASA TF AR BEPAT AR AT # A

51 € Internet Explorer A% Connections i1 £

FERE LR, AnyConnect 2358 Internet Explorer Tools > Internet Options > Connections IR
WORIEIRI, kA B ARG R BB IE IR wT B e A RO R ST bR E . AR
W IS S RS I TR B, T HARRY FH T2 200 1R A B 0 SR S T AR . L B i A 1)
ER U

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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BEVNEN |
B issapveNEE

* ASA it 45 %€ Connections ZETH 8 E o
* ASA TiC B 4558 A wi R
» Windows ZH SE0& 2 B8 E T Connections T (7B 5 RBUE ASA 4 5RIEEE)

REATAELL NS TRy ASA BT BN SEVFEAN R VAARBEBIE . 2T ASDM $RAT BEERAT, AT LT #
(2 3

K

$IE1 (£ ASDM 1, %3] Configuration (ECE) > Remote Access VPN (GZF237[8 VPN) > Network
(Client) Access (M %& (& Fif) i71a]) > Group Policies (4A%RHEE) .

T2 PRI, S Edit ok Add T4 s 4L S .

LEB3 EFMER, F3) Advanced (HZ) >Browser Proxy CH|5TE3XIE) . R4 /R Proxy Server Policy
k.

$IE 4  fith Proxy Lockdown UL R E 2R E

WIS DUHIES Inherit JFEFE Yes, 7] i HACERS E I E AnyConnect 231 3 [A] &, Internet Explorer
Connections ZEII 5 877, 1KEFE No n] 25 FHAQEEE & Jf- 75 AnyConnect 23 1% ][] ' 7 Internet Explorer
Connections I .

W6 rith OK (AR BN 25 4 WS B LA
LT s Apply CRATZH SR B .

EIERIEIRE
* X1 T Windows: FEVEIE (LD R R B BRI B

HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings

* %7 F macOS: FIHF&imtd H, RIGHIA:

scutil --proxy

:.I:=l= #HH‘% VPN 7t /JILE

1% IPva =i IPv6 ;i =Fc & b 583 VPN

] Client Bypass Protocol # ¥, 51 LATiC'® AnyConnect % )7 i /E ASA 5% IPv6 it it i ifaf 4
B IPv4 i, BHEAE ASA KT 2 IPv4 JLEIN U045 2 IPve Y i

Y AnyConnect & i 237,55 ASA 1] VPN IEHERT, ASA 1] LK% P i 40 Be IPv4 Fl/EY IPve Hidik.

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
1 | [
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IR

TR

R N e A e T oE Il DG I |

Wity 1P #3135 F Client Bypass Protocol, {H AN 1B L E byt CHP, FRimik ASA W% 7 i 43
BCH Tz s 1P Mokt DUl O B s AT TP i AR A il ik VPN BgIE &%, 1S 7EpEIEsh
R IL

925 H] Client Bypass Protocol, H AKX IZ WML E Hubikith, W% i £E VPN Bl e 37 )5 % 57 1%
IP S T it

filhn, vk ASA FUK—A IPv4 Ml 5y Bl #1) AnyConnect 14z, H 285 b XK . >4 2y 5% X4
IPv6 Hihikf, 41 Client Bypass Protocol BV 45, IPv6 Jit 44 5% . 1R Client Bypass Protocol
CEH, IPv6 Ji s DL SO AN /- i ik

WTE ASA 413 mE L E Client Bypass Protocol.

K

7 ASDM 1, #4% Configuration (EZE) > Remote Access VPN (iL#2i7/a] VPN) > Network
(Client) Access (4% (% Fif) i718]) > Group Policies ((H5RHE) .

HEPEALSRNE, i Edit 50 Add R g iR 20 Hn .
1%kFf Advanced (%) > AnyConnect.
RAZ L S AN 2 BRI SN, 1O E T Client Bypass Protocol 55314 [f] Inherit.
EFELL PRIz
* niili Disable DL 255 ASA S fi) H o3 Al bk (1) 1P Vi
* siili Enable AW SO 3 UKIR 1% TP Ui .

riih OK.
riii Apply.

fio B S FF A FT ENAL A0 K BX IR & RO & P im B K3

fic & 57 bx

TS EE 484 ZRARCE AR 8 1SR A AT ENHLRI ORI B 24 1% ) i Bl7 KRG 40 o

|

SrRIBRIE LSS () Vi AR L E . TSR ASA F41 VPN B E F5 1 H 124 AnyConnect
B L E ARy BERAE L O3

7£ ASDM H 4 5% 5, {E Configuration > Remote Access VPN > Network (Client) Access >
AnyConnect Connection Profiles > Add/Edit > Group Policy " fffi {341 5 L5 3 0 & S Tk

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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BEVNEN |

B :oons
4> DNS
TEMIZS (P 5D i 1) SR FR B 354> DNS i, AnyConnect 1 o FiE & 7435 52 DNS IR 45 s L1k g
& DNS #rif] ([A/m AR 7EZH SRmE N BLED o P Hofth DNS #E ks DL SO Xk N & P o R g0 h
) DNS fi# T #2)7 K 21T DNS fi#fr. 3 REC B 755 DNS, AnyConnect H4 3 it B&1E 412% i1 DNS
i .
74> DNS BIEK
$75> DNS CFRFFRAERIEE B A1) CRFG A AAAA. NS, TXT. MX. SOA. ANY. SRV. PTR fil
CNAME) . STREBEE M4 LA PTR A )3y sk i i bEiE .
Windows Fl macOS - & )% #F AnyConnect #5453 DNS.
X+ macOS, 124352 LL 42—, AnyConnect 4 BEXIHFE TP S H H 4% 4> DNS:
o by ZH SHEWE ) — R P B (B IPv4) BCHE 2] DNS JF24 55 —F IP P (5140 IPve) Pl
B P SAT I O Ja—F IP PR S EC E )
IS TP W SCGHRIC E 7> 25 DNS.
B &1k 5 DNS

BRI P IC E Y55 DNS, IHHATBA S 4%
puk S

ST HCE D> DNS Jldsas.
HZ B ASA 21 VPN BCE Fi5 R 1)k P EB A S e T IR 25 2% SR PR R 40
feRTR 2 10 L H DNS RS #4555 b V- G BCE ) DNS RS #AES ., MRES, WA ASIE
Wiskr, HEWTRESZIL,

WIE2 BLER-0L AR
7t Configuration (BCE) > Remote Access VPN (iE#2ifjia] VPN) > Network (Client) Access ([¥4&
(Z Fi%) 18] > Group Policies (ZH5REE) > Advanced (F%%) > Split Tunneling (3R BEE) FH%
i, 1EFPf Tunnel Network List Below (BFiE{LLATMEFIFR) Hng, SR)5HE 2 EREE b 1 bk
Network List (f£&%3%) .
$#%43 DNS 437 FF Exclude Network List Below #7453 Fil 5l . 18504 204# F] Tunnel Network List Below
3570 b T8 S KL B 5 7 DNS.

F3  ACEYRS DNS:

1E Configuration (BCE ) > Remote Access VPN (iZ#2i71a] VPN) > Network (Client) Access (4%
(& Pim) i18]) > Group Policies ((H5EE) > Advanced (5Z%) > Split Tunneling GF4BIE) %
W, HUiHE Send All DNS lookups through tunnel GEd3B¥iE%i%XFT#H DNS &if)) , SRJ57E DNS
Names (DNS ZFR) e H A i £ R 40 (1 381 44 55 o

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| EmsVPNIEA

paras

=
X2

wmveN 5H%E ]

ETREE

7E ASDM H TE B4 3% S5, 7E Configuration > Remote Access VPN > Network (Client) Access >
AnyConnect Connection Profiles > Add/Edit > Group Policy " fffi {41 5 L5 3 e & S Kk o

{$£ F AnyConnect H 535 E3+4> DNS

SIS UFE AT A H T?ﬁﬁj\ DNS, i#4#% AnyConnect H&H 7 “Received VPN Session Conﬁguratlon
Settings” [14cH . %4 H¥q 23 HH77> DNS. IPv4 #%7) DNS Fl IPv6 #7749 DNS 45 % H I H &4
H .

H & MRLE 5 F #k5> DNS

T LU AR T35 4F 2R 8 DNS ENTRE e IO R BN AR AT A - Bildn, s mT LI ping
B 28 ) WO AR 2 DNS fifttfr . o TR (1 nslookup B dig) 23 MUkERR AT 22 4t DNS fif b 2
¥

T 2 kS BT R LE RS T 957 DNS, 35 #2 DU R 20 B A«

UK

1217 ipconfig/all 311 5% DNS Ji5 348 R A 5710 5 H )3

N7 VPN %42, JEFRIG T DNS Ja 8 R £ 55105 H k.
FE ST BE I S5 0 A X A A g P54 DNS 8.

R WRRBUE N ASA HEIXRYIAN S 5 TR i AL P R
=

H o

I VPN 54551

ZEFEEEIN

o« BATAEEAE 224 W 5¢ EAEHT B AEAS, DR T A AT BE 0T R B e 4 5 AR VR IR 55
ax EHUESS, Jf HLR P AESERE S 2 4 W G I I 000 [ 22 4 oy, IR 2 i RANME

« AT B2 U ) AnyConnect 25 7 i Jii P UE 1545 4T (Strict Certificate Trust)” , JR K 41
T

FHERE W EBGE H 2, ZEAHW RS F 3 H Strict Certificate Trust H B F7EH
REZAGAT ML (AT ML) R, Biikses] “Hhim N7 Bk,

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B esmssicsgsE

o R 58 4 v 50 E A2 (SRR TS, BRAMEOL T AnyConnect 25 )7 it SR VP e & H] )
B AT IR FE T W 2 P 2 2 ) N B, AR TR] BE S g s B s AR T .
ML P Mg, 148 A Strict Certificate Trust.

ENC E Strict Certificate Trust , 11§ 2 A RIE S HONML , 55 88 T AYAHSRIE S HONME
Ire

fic & Ak 55 25 IEH AL T8

AR 55 8% E B I8 IE
* AnyConnect 2 7 i AN SR E S A4 7136 (CRL) BEATIE P90 ALE

R 223l s B AT TR AR AR UE F2 B LR FH -6 28 ) D0 4% PN B0 IE IR 25 i 15 IR RS %0 7 i G
VEAE ZARE R Bk ui I BAIE CRL,  PRUA 2 i JCVEAE A JE 4% Fh i 0] CRL. 2% i RG]
Bt & A 7F Windows Al Mac OS X HI63F CRL, (HFATZMGZKE .

* (f{ PR Windows) XJ T SSL Fl IPsec VPN i%E#%, 0] LLEFEHATUES #4113 (CRL) fx 2. 7EAC
HC GRS B E S, AnyConnect F A8 & B T UE I © 508 CRL. BEJE &5
UEA R A B e 32 5 AR X L O A e b s Wi R IZUE T S uE B i
(CA) M, WIARTERE. ARG E, ES A SEONE , 5 88 il.

M ER P RS AL TS O E 1) ASA T, ARG R BB AR I S AR I R IEAE,
BIMEAEAESE CHRAIEAS . PIRNIEEE) A7AE B2 Wbt e WERAAAE AR P )8, WA s 1%
RIEHE .

* 41 SRAH ] FQDN IR EGTE IS, Wl FQDN AT (1) SSL EFEASHEAT 5 — 55 45115
Kol CRAR{EH] FQDN [Ifgetf TP sl BEAT A4 FRIGAED ©

s WSS BUE RS “2BEH” , W) IPsec A1 SSL 34 B 5K Ja 1 A AN AL 7%
DigitalSignature, {115 KeyAgreement 5% KeyEncipherment. 4154 k45#5uFE L% EKU, WS
AL serverAuth (JH-T- SSL Fl IPsec) EY ikeIntermediate ({XJH T IPsec) . =, %
KU 5 EKU A ZE 55 a5k 15 -

* IPsec SRR RS AHUE BRAT A FRIAE . T TPsec 44 FRUGUE K H AT A LR AL

WRATAE LA MR B MR B AR R, WO 32 8% 3k A R BT B FRIGAE . AHCJE
PEELFEEN XS T UE TS DNS kg, tbabh, WiRER X — IP Muhk AT, WIS
IP it JE .

WERAAE LB IEL TG, SR BB LAY A EAR R, WIXHIEAS 3
R R B AEAT 23 I A PR B PR AT 2 PR IE o

ARAEAS T A ARIE H KA TIERRF, WDERCAT R R T A (A T, H
WAVE TP R G —A () 74T T AFRIIE R H TR 208 AE AT A5 L T
(RSP

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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X7 OSX, MM UE A 2 B UG M B A “ B R BHUE S (Show Expired Certificates)”
Bore BROANEOLT, IR B, Xl aesseh i A k.

Fo 3 A AR 55 23 E P b 3R
g T DR AR IR A2 (3 (T B s RS BT P O P ity BT I800E 1% P00 22 A0, L
PEUBLIE T T 2 AU . BRIANO%E P AT U, DASRE— ERAUb ok Lp e ) Ai
BPZE

AP ERE R A MG, I AR R R . HEs. AR EL CN AT
Fe) I, P SBR - ALEXIEHE, Hh 54T Change Settings il Keep Me Safe %411

A

ER Linux N FO0EHE AT REFEE R A SOR Fros (R0 G HEAN A o

" Cisco AnyConnect Secure Mobility Clien_

Untrusted VPN Server! example host.com

security compromise!

ock untrusted VPN servers by default.

tomatically
=

CEes.

Change Setting... ] [ Keep Me Safe j

* 15l Keep Me Safe K7 UM % 4%

* ;i Change Settings I 4T JI* AnyConnect ] Advance > VPN > Preferences X i&i#E, H 'l fEIL
A S A ZAEAT RS A 10 . T R SR s O

Cisco AnyConnect R £ BN E PHEERER, 40
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B esmssicsgsE

. :
£§ Cisco AnyConnect Secure Mobility Cli [E=EER—~—)
o

heilie ApvConnect Sec ur"e-MlltY Client

cisco

Connect on start-up
Minimize on connect
Enable local LAM access (if configured)

Blodk connections to untrusted servers

244294

a5 P EGE % Block connections to untrusted servers , 7 HME—[K5F 5 o] /2 CA AN3ZE4T,
WP B IR A 12 B 2 4 W OGN, K46 AN 2 Certificate Blocked Error Dialog A IfHE; A1 25
FILL R TG HE

A Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server: hostname example.com

Certificate is from an untrusted source,

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted VPN servers unless the reason
for the error condition is known.

Always trust this VPN server and impert the certificate

[ Connect Anyway ]I Cancel Connection I

W Pk Always trust this VPN server and import the certificate £, AR 5 It 224 W )
RS 4k st

Jl Cisco AnyConnect 2 &8 31% FIREIR IR, 40
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A

esirsssnic

iR

WS H ' 7E AnyConnect B Advanced > VPN > Preferences 1% H' Block connections to untrusted
servers , B FH P (100 A A DR B A8 0 B il A s & (R 4512 —, 1) AnyConnect
BRI SAE S

iR EITAH

MR R ORI RS AR, AZE R AR R b R UE A X R o DART, ANERAFUE S 8
FEIRGUNAE. R, Y P ERBLAETITESATRRS LT, AR TGE .

A HIE BN R S ST B 3) SEUR A P 2R . B MR B2 P oGar i 2 4k
5, EAE T A H S mg Sc 4 J8 A Strict Certificate Trust. j8 FH Strict Certificate Trust o, /7
R 4R, JEHERIMG BERH PR

B IAEA TS S JE ] Strict Certificate Trust {5 S, 1ESFAHEIE SEAE , 25 88 TUH)
AnyConnect A 5K WE ZHORNETS 77

5 Ea AN BRI
FELL RO N RAE L RO 55 A5 UE 1 -
* AnyConnect VPN 2 i it & SCAF A T Always On, I H W H 215 m% 5% DAP A HC A
o % P IR A H SRS J53 FH T Strict Certificate Trusto
* AnyConnect it B 4 756 K11 J5 8]«
o A FHBLARUE S A7 A X b (025 s UE P kAT B 6y BRI

fio & {EF 519 30 iE

~

fen] LU AR ] P AR ] AAA SR T P 2 AN 3 AT S B0, 3 T UE B AIE (B[R] I fE
PR AD o BCESGIES AR IAERS, P AT DM B il B A s, AT B AU 1D A
fhe

N T AEAE I 2 A ARG b SR OGE UE B S 0 e, BT BIRCE 2 41 URL. &A4] URL 5
AR R E SO, e S, DORVRFEERS E TALIE N . Bildn, W]
75 ASA _EIRRC TREMRIK) Department OU .,  DAMEAEILILRE H (135 7R gy ASA IR AT TN B4

R

HIF ) 22 AW SR IR R i B Oy UE B b 2T 2 B2 A5 (HCAZEE) o« AR A% ik
15
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$IB1 7| Configuration (ELE) >Remote Access VPN (GEFZif5i8] VPN) > Network (Client) Access ([
4% (% Pim) 718)) > AnyConnect Connection Profiles (AnyConnect JE1ZEBCE X)) . L&
RCE SO, ARG A Bdite RG0F$T - Edit AnyConnect Connection Profile % I o

L2 S E O AN T SRR Basic 7T A (R WAR AT o EEW DA A K Authentication [X 1
1, JEH Certificate /715,

PR3 i OK WM.

ElIE:H /EEHH'

BB AnyConnect %485 8))% - dii A 187 FLUE 533 JJH M (SCEP) 555 7 il £ 473 46 UE i 75 v i 1 A 452
ZIEP . RALLF 530l AnyConnect IPsec F1 SSL VPN #8281 ASA K37 ##4fi ] SCEP 153
M-

* SCEP fR#: ASA 1ER% i 5 UE AR LR (CA) 2 [ SCEP i =R Al b f1 4R 2 .
CA WARBEM N ASA, TIASE AnyConnect %5 )7 5, DK 4 %5 /i AN EL% 37 ) CA.
A& SmE mEsEL. ERHAP2H,

* {45 SCEP: AnyConnect % /"' %i 55 CA BLFEIEAF LA MHFISREIE S .

CA JNEES 1 7] AnyConnect %% /' i, 11 ANE ASA, 10t #E 21 VPN BEIE B H AR & )
i BT AE 9 [F)— P 48 4T T

FENT e s B Aok, JF AT Falkol. (IR 2R .

HRED
AnyConnect it & A gnfas, UEHEM , 56 84 1L

SCEP X2 MANIR(E

DL R AR B U SR EGIE TS, LR AE A SCEP AAHERC & AnyConnect AT ASA s ] 7 37 3 FE 151
U

1 P AR AT AAA B OMI0IERC & A IERERC & SO ASA ki ASA )%/ i i RIE
PR AAA FEUFHEAT B I .

2 NI AAA SEUE, (HABAEBARA . RS A AAA SEUEEE T BEE 2 )5 fih
K& R iE—A HEl) SCEP ¥EMHEK

3 ASA BEMNHESREL R B CA, I CA I N IR [F] 58 7 i

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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egirssn

4R SCEP VEME R, W i ) I o — 4% CaTRCERD JHE, JFWIT i ihidsk. 3
5, P BRI AE ATAIE S By S0 EE 12 21 ASA BEIE A .

2R SCEPVEMHAIG, )/ imss i P B — 4% CRIBCED W EIFWIT i ihidsk. ML
FAE B IR R

HAth SCEP AU #R A VE: il

AP T TN RIEC S, W& S kAR B 2 W A sh s, B T
* SCEP RHIYI: JIH% F SSL #3H47 SSL 1 IPsec B& I ik 15 £ 43 5l

&4t SCEP ;XA FRIR(E
LI R A BRI 4 AnyConnect B F i He 5 SCEP BT $KHUIE 15 U2 80l 1 37 3 T AE A3 O ERE

1

N

2 A T R AE B B I UE B B IE A R AR S ASA S RERERT, ASA )% 7 i sk iE
T S BOAIE

B APAT BAE T . LI . UE T R MR W 7 E k4T SCEP Vi

FH P b 25048 FH o AAA S 03 SRR & PS4 (JLHbhE 20 5 2 - i i & SC2E P R L ) H 55 SCEP
FHAHUCHD) KAL) ASA SkumfIZER: . ASA 0% inih sk AAA FEiE,

& s — AN URHE AL N AAA SRR

Up R 7 S L T S LA v RS A EORGE SCEP VEM Gis 2 b 2) , e
HEH R 7R Get Certificate %411, WA/ i v] HLAZ VG M AT 2% B CA, I AEBEI R fiE
g3 s AR R TSR GIE 1S

pEd e

X CA V7 AR T B 7 1 VPN BgiE, W F s M ek se e, oA a7 AR @57 VPN
FEiE (AAA BIFM KRB

%N AAA EUEIFEE T VPN &2,

i A0 H T B R GES SCEP VEM GES P 2) o willad L) VPN PRl ] CA AE v it
sk, IEM CA BEBw Y .

Wi SCEP MR, W% g ia) - on—4¢ (AJECERD ., JEWFYar&Simdss. i
76, PRIl HAE S S S e B ASA BEIE A .

WIS SCEP WM, &/ mas i) F P Bon—4¢ (aldED W EIEW T Y &inih:. Ny
HAEH R,

HAtbAL 5 SCEP # AT R = il

o QAR E P O T Al E M HLIW A2 Certificate Expiration Threshold {E, Get Certificate %%
23 WoRAE LI B A A P i HE P o R DU I sk e R T3l BT RS

o W RAIEAS I FL s 7 i AN A AT RIS, 2 Skt R AR 48 SCEP VE ML R
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W A ANAZEK

« YT #74 SCEP [ CA, 45 I0S CS. Windows Server 2003 CA 1 Windows Server 2008
CA.

* CA WAL T B TR ANSCRHIET 5 #.

o AT LLRE AL LS CA IE B RN S A TR Ak g5 L, DA — 2 22 4R 97 . CA B2k
IEPUEASMUA AR (O B R B e AR5, 3 I IC B AE AnyConnect 7/ B i
FOCHE, BRRC B SO BN R T UEF 2 HT CA B SCEP WK — 7.t RALH] T sk st
SCEP {1/, BA T WA AR B )™ e B SCAFrp R CA

WEEMER

< %] ASA WIJE i T BEAR1) VPN Ui i AN S HF SCEP fR 3, {H WebLaunch (JG% )™ Jifi
KL AnyConnect) 7 £F SCEP {1,

* ASA TS Rl L SCEP YENT

* ASA JEAFR MR IR R, A Bl s N - o BTG K . L Z0HE CA 8% 7 i b ik
A )

* ASA b HIAGE I UE 5 B 3 30 UEATHIE 5 R -
h T AEAE FH 2 AN A58 SCRAAGE S UE T S 30, & nT LARG'E 2 M4 URL. &34 URL
A NANFERE S il B SO, Hop s — e R, DRVl e T AL T
W, 47E ASA it '® Engineering [f] Department OU {8, LUE 24K H ILHEFE (AL 2L
ASA IR PN L BE TE 4 7

o TN B2 R s
7t ASA I, aaa.cisco.sceprequired J& Y A] H T4l 3R NHEBFN/E L FE I DAP 1 5% H B FHIE 24 1)
HM o

* Windows 1IF 5415
Windows 2 F' 3 71 B IR SR MUEF MU AR SRAFUE S I v] el 31— 408 . HILEEsiIny, FH P
DA Yeso IXA SRV T S AARIE T o EAS S WA A 148 FH 2 g iE b A T 2

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Bo & SCEP AXIEIEF E M
2y SCEP (R IZEMELE VPN % Fin B E 30

UK

LB fTJF VPN BCE O gntEas, NSFHUE M L $E Certificate Enrollment.
SIE2  #£FF Certificate Enrollment.

SIB3  CE A EMHIE T ZE K 1K) Certificate Contents. 15 J<iE 1 7B & X, 2[4 AnyConnect fitl &
PGt gs, UEPEM .

iR « WIS FH %machineid%, A2 g 52 10T % 7 ity N4
HostScan/Posture.

R FRBh S LA E B> MIE B

F. & ASA LI #F SCEP X I2;E AR
XFF SCEP AR, —/ ASA JEHNC B SO S RFuE P MHRIE S 9 # AL VPN 1

UK

S AIELIENE, B, cert group. BEHE LLTF 7B
* 7f General ') SCEP Forwarding URL % A\ CA ] URL.
* 7F Advanced (%) > AnyConnect Client (AnyConnect % /)73%i) &, BN ET Inherit for
Client Profiles to Download (4R T #E FuhBLESCH) JH7EEH 0 SCEP (B AL E ) % )
Ui B SR T, 485E ac_vpn_scep_proxy 2 7 Ui L B A
P2 b NIANIEA P RCE B B A i & S, B4 cert_tunnel.
« SO P (AAA FIIEF) .
* BUIAZH 0% cert_group.
* {t Advanced > General /', %" Enable SCEP Enrollment for this Connction Profile.
* £ Advanced > GroupAlias/Group URL H, @it & i B0 B SCPF 4L (cert_group) 141 URL.

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B & 1% 4t SCEP it F 3 Aft

H1&4; SCEP ;T MECE VPN & Fim B & 3

UK

FIJT VPN L& SO gmfdy, MW FHTE #% 11IE+E Certificate Enrollment.

1%+ Certificate Enrollment.

$8E Automatic SCEP Host LLf5 /<% ) A 2R AIE 17

i\ FQDN 5 IP ki, DLK Sk SCEP UE-FIAG R0 & (M Heie B S (BRE ) r44. filtn, Wik

asa.cisco.com /& ASA [ F L4, scep_eng s EFHLE A4, W asa.cisco.com/scep-eng.

YA SR, AR E Wk A0S B 58 A VU RC, ARS8 SCEP VM A 2. it 4

RUT Bt FQDN, {HHA]E5E 1P #udik, SCEP VM KK

T5C B UE A A AL A e 1Pk «

AR CARSHAEH LI LIt CA URL HRHEIREL. B MRS AT R IRIREL A 2 A

RIFEF ) “fingerprint” 5 “thumbprint” J& 7B R .

a) fits¢ CA URL LAHUH SCEP CA Jld54%. i\ FQDN 2 IP Mtk {5 40:
http://ca01.cisco.com/certsrv/mscep/mscep.dll.

b) (w[#) % Prompt For Challenge PW, /5 /i N HFH 7 44 K0 — bk 354

©)  (H[iE) ¥\ CAUEPIMIRSURAE. 1l SHAL 5k MDS5 WA {E . 1 in:

8475B661202E3414D4BB223A464E6AAB8CAL23AB,

Jic A3 M UE S HP 254 SR ) Certificate Contents. 5 il 157 Bei € X, 152 % AnyConnect it &
gmsaas, UM
FR O WREEH %machineid%, 7E% 5 L ing
HostScan/Posture.

(n[E) ik Display Get Certificate Button (ERIREUEFR iR LLAVEH P FaiE kAR asir
SRR T o WAAE B SRS UE R, 3 H AT .

CAJ3E) KR4S 2843 P i 2 EHLA ] SCEP. IXAE4: 78 i ik Certificate Enrollment i 4% 1]
SCEP ' .
a) MU K 1 ILE$E Server List.
b) Add 5 Edit 55 #4185 H .
o) tn LR 5 Fl 6 firid, 485 Automatic SCEP Host fil Certificate Authority J& .

BCE ASA LT #5{E 4t SCEP jE AR

XtF ASA _E¥4%4E SCEP, A G S NC B SN SRams LABEA TIEAS MY, AR B0 o9 — MR
i SO AN A S g AEATAIE PR HLA 1Y) VPN 42

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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P QI FEM AL, F10 cert_enroll_group. ¥ E LA R FEB:
fE Advanced (/54¢) > AnyConnect Client (AnyConnect 2% F'iify) F kg, I %EH Inherit for Client
Profiles to Download (47 DL R0 e & S IF48E WAk 48 SCEP Be B 1% 7 v e B S Ao )
f, F85E ac_vpn legacy scep %) it B SCAF .

PIR2 QIS AN TR, U1 cert_auth_group.

WB3 QI TN IR E SO, B4 cert_enroll tunnel. % E AR B
* {F Basic %4, K Authentication Method % & h AAA.
* {F Basic % /&, ## Default Group Policy % E 4 cert_enroll group.

* 7. Advanced > GroupAlias/Group URL "1, filg—41 URL, HH 08 H T R & SCFm
VEM4L (cert_enroll group).

*THZME ASA b JE FIERERCE SO B B0 TATH F HAT AL U AL, TR 4L A TT45
M.
FRA QIR TRABUNIERNCE SO, 140 cert_auth_tunnel. & LA FFBL
* f£ Basic %A%, # Authentication Method %¢'& 4 Certificate.
* f£ Basic &A%, # Default Group Policy 1% & 4 cert_auth_group.
. ;%\%Z{ ASA IR FICIERNC E SO . AT 2 TAT T HATS A U5 AL, PRz 4L A TF
).

SIS (AR FEREAYL IR General % #44, ¥ Connection Profile (Tunnel Group) Lock 15 4 1 V f)
SCEP A E 0, LIPRH1E) SCEP Firlic & 13 R le B S i &

77 SCEP i% & Windows 2008 AR 53 22 1iF 3 4 A& 4. #4

WIESRAE P AR AU B AEZE Windows 2008 RS54 L1217, AT HERT LX) R4S as it DA R E iz
—, PASZ¥FF SCEP 5 AnyConnect —#2{# [ .

EIE B MA N _EZEF SCEP 43
DL 25 B30I A 25 H] SCEP i) 351,  LAME % 55 JC 75 AE SCEP VEMF 2w $ At 44 i

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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TEANIE LIRSS 3 b, B as . nT LUs K k#7744 (Start) > 3Z4T (Run), A
regedit, &S5 M HHE (OK) KAAT IEH#1E .

413 HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword.
WA EnforcePassword % FIANATE, KGO0 EE 4B 2 4

%% EnforcePassword, 3R ERN “0” . WRATELE, FEHA)H 5 REG-DWORD.

1B regedit, XS5 BTG FUET UMLK #E -

IR M A H# LR E SCEP 154R

PE1
$IE2
I3
PIF4
$IES
$IE6
P17
$IE8

$IE9

PR 20 SR W e G sl AR, R EL R o D BRIA K SCEP A5AR

JA 5l Server Manager. 1 ilid 4% Start > Admin Tools > Server Manager $/7 I £ 1F
JEJT Roles > Certificate Services (5§ AD Certificate Services)

FMi#] CA Name > Certificate Templates.

A1 miihi Certificate Templates > Manage.

M Cert Templates Console H1, A7 s FH 7 BitR £ $% Duplicate

AR 3% % Windows Server 2008 version , X5 fiili OK.

R s 4 O iR PE 44 FR, - 4l NDES-IPSec-SSL.

R S APSNIR S i NE 2 (@ IY S bv. k= ek I L i SRV DS S AT DU 1

1t Cryptography 1EIR o, Al v B B /NP

B 10 7F Subject Name iEII-KH', 1EF: Supply in Request.
LB 11 {¥ Extensions IR, ¥ Application Policies % & 4 £ /DA f5:

© %% ] i A B IR

* 1P 24 R ¢

* IP %4> IKE intermediate
1P L AfFIELA L

1P LA

IX LA 6T SSL BE IPsec 45 %L -

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K
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FIR12

SIE13
TIE14

15

S IE16

L1

maEirszmam |

midi Apply, )5 mitdi OK TRAFHIARAR -
M Server manager > Certificate Services-CA Name, A4 5l Certificate Templates. 1%+ New > Certificate
Template to Issue, R JFIEPRE B IHTBN (FEAIRE]H A NDES-IPSec-SSL) Jf sl i OK.

iR AR . AT DAEILIEFE Start > Run. regedit Jf £t OK $UAT IR .
5413 HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP.
B LAF =AN KBTI A ) NDES-TPSec-SSL.

« EncryptionTemplate

« GeneralPurposeTemplate

« SignatureTemplate

st Save, JFEFTA SIEB MU S &5 .

e & UEH E HA @ AN

i & AnyConnect LSRR A 7 2L S S0 UFUE 1O RIKG 2] ], Certificate Expiration Threshold 1% & 15 &
AnyConnect 7 1E 15 B A2 11 2 /> RAEHEH] - HAEF R 2. AnyConnect 7855 GZEH2 I A 2 1 HI
Jr ELENUE S 2] sl CARIBCH IE 15 .

R

B & IEF ks

£

UEPFI B E ) REARE 5 RADIUS i AEH] .

UK

FIIF VPN BC & S gmiEdy, M SNUE S IEFE Certificate Enrollment.
i%#¢ Certificate Enrollment.

$R7E Certificate Expiration Threshold.
X & AnyConnect 75 E+ I 3T Fi S 1 1 7 HAIE RIKE 21T R 5

BROMER 0 CRE RS o Ju[Eh 0 2 180 K.

M OK.

LAR 25 B8 7R AnyConnect Bt B SCAF AT BABE BAIE PR Ry SN PT AT A8, DURAESR P i AR 48 P e 4
UEB T3 R EEHEA S A IAT (2 B, I SR R AR 2 AR 461, AnyConnect K¢ il BR A 35 4T
(L
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AnyConnect BH Windows F I3 AIE A X o % T macOS I Unix, 20 61 2 BEFA 1Y s £
(PEM) #% =¥ ST A7 A o

g2

Windows 1 macOS: Ho & B AN UL P AAEIX , 2 134 1T
£F VPN % 7 i fic B SO 36 5 AnyConnect 13 F FIUE BAEAGIX o

PR Windows: $£7~x Windows FH FIE R S B0 UEIE 15, 26 135 1T

fic'® AnyConnect, AP W R G RUPAETF)ZR, A TESAE T LS 213 T S0 510AE

%TF macOS I Linux #8%: 4 macOS Al Linux 6 PEM iF BAAMEX , 55 136 1L

XFF macOS Fl Linux 385i: 75 VPN A 50 C & SO b % B ZHEBR IO AE A7 14 .

BoEUEFULAD , 25 137 0t

fic & AnyConnect £E /7l X H 4 R UE I 23 IEAC 240 . B nT DUdg e 9. I ese], Jrasmeiil
Y REE . 30T LAEH v 43 #E4 FR 48 € AnyConnect JUE s B AFE A

BLEZEARIER FiEX

A

Windows Ay A TS UAN 4117 P S A A RIIE B AR X . 75 VPN %% ) i B S 4 %€ AnyConnect
fERMAEB A . BRAEOLT, BRI RN, (H2 %A LUK AnyConnect it E o4 R AT H —M 7
fifi o

PO VAL FERRR A P A RL0T ) P ANIE A6 X o A 8 BEACRR 16 A P e Ui 1) P E A
X, %, Windows H P A HAE AR . E#F Certificate Store Override & 721 AnyConnect Vj 1]
THRHUAEf D, RIASAE P WA BEAS R Nt 2 it

R

THEHAEAE X YT i a4l 2= ) Windows RS FI 22415 B . DRI, BIAS A P B4 B,
WAl RETCIEAE HVH A G DX FIE S . ZESETS 80 R, ZE$E Certificate Store Override 7] L7 1j
[ERZ R I A

N A4 AnyConnect U1 FR 5 14 2% (113 i X AHIE P 78 X 78 35 2 75 0k vh ok 48 R % s v FR) e
15

Certificate Store | Certificate Store | AnyConnect % & 5 B&

wE Override X &

iy OoF W5 AnyConnect # & T AT UIEFAEfE X o 9 A RS HRR I,
Windows) AN F1 AnyConnect Vi [ TH LA X o

SBCE RN BE,. LR EE G RZ GO0 2 U B,
BRARA R 8 it Y g S5 BRI

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Certificate Store | Certificate Store | AnyConnect % & 5 &

®E Override 2 &

i (T CLik AnyConnect # R T A7 UIEFAEfEX o 9 A RS HRR I,

Windows) foiF AnyConnect Vi 0] TH HHLAAAE X .

Machine CLik AnyConnect # R THHHETAEEX . 9 A R & HR PRI,
(R BZiF Bik FVF AnyConnect R T HHAEHX

U

Machine Ui bR AnyConnect # R THEMLIETAEEX o 4 A RS HRRE,
(REZIFBk A FoVF AnyConnect 8 R THHHIAF#EX

i) AR MCURVFE R 4L P AT HE BT S IR, A4

AJ AL I
M T ANid&H AnyConnect S 7 UEFAEE X PR TH8ER . UE PA-iB X E i
Windows) ANIEH], R DR B B BEACRR (0 Y m] LG 1) e Uk B A X
ERERIER 54 58E
puk:

127~ Windows F PiZF B9 18 IEIE

agrdzz I

W E Certificate Store GEHF#X) .
 All CERIMED - 4875 AnyConnect ) 3t {8 FH BT UE 1047 fif PR 52 A E 1o
* Machine - $§7~ AnyConnect % 7 3ty {{ £ Windows A V1A LIE A7 it rh AR FRAE T .
* User - 457 AnyConnect %5/ 3iii A 75 AR T P HIE P A7 i P v A 4RAEF

L AR ] A LA FEALR B f1F AnyConnect # R VHFHLIE P AAME X, 1Hi%$E Certificate Store

Override.

LT LUK AnyConnect g B4 1) 7 S 7s A BGIE S 1 AT PEAIE LI 2 15 AT S ik, &
FPPARUE B AR D SAETCRL. B0, dn AT 2 SCEP, WSS &% AT g2 ) 25 S AR IE 1S« 31

B 22 ]

Se bl P AT I, AR ST T UM AMIE 5 7). AnyConnect

IR T 5 2 R e (Bt PG . S PIRANRR LS 1% b 15, FAKE gk T
B AUE P UL AR . HEAC A0 Windows AT ] BRIAMEDL R, H e IE HE425 .
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77T VPN BCE S gm s, WU # Hi% 4% Preferences (Part 2).
T AR, 1EBUH LS Disable Certificate Selection.

IUyHIEH User Controllable (FA P ATIEH)D , BRAEEEH e /L Advanced (%) > VPN >
Preferences (Ei%) i tsH T H A B 3hIE L+t

73 mac0S #A Linux € PEM iE B Fi# X

AnyConnect SCRF A FEFASE AL HEAE (PEM) A6 XA SCHFAEE X A R UE S . AnyConnect MEFE 15
Bl BRSO RS PEM A A IIE B30 2F, A G T IR U 23

FHiaZHl

N TR P AT DU AR REIRAFAE S, TS A ORI IO SR AL LA 23R

 PrAUEAS SO AY 4 pem 45
* A BRSO L R LY e 4, key 45

o % Pl S A HOO) B (R FAA S5 AH 2 A AR [RI SC 44 o Bl client.pem FH client.key

Je

A

LU HR ] PEM SCPFR RS, A IR PEM SCIFIEIA .

LA PEM SCAHIE AR, 15 BUEEAN R A1 Y A BRAR NSO o KA B FRIE 15 & T i sk

PEM CHHE P TR X S04 3k FEEIE R py LR
~/.cisco/certificates/ca(1) ~ Z5/E CA FIHLIER
IR OXEEH

o
~/.cisco/certificates/client &P R E D
~/.cisco/certificates/client/private TAAT 2 4H

TEHER Y PEM SCHERAR (B TR B .

W, R A R RS (AR . SCA RIS,
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agrdzz I

Bo & uE 4 Tic
AnyConnect 1] K5 AR 1548 2 FRT-UCRC — 4145 2 % IIE 1 . UE TS UCRC /2 7E AnyConnect VPN % ) ¥
BC B SR Certificate Matching GEB ITED) EAg P E M2 JRac M. S04
P
R E AT H
WP HEAA TR

HRER
AnyConnect it & SCAFgmf oy, UETULHL , 2 82 1T

BLEZAEA

1EFF Key Usage %12 AnyConnect 1] H FJIE 15 B T 2 /047 — AN T IUE P o SCREIISHA
VPN % /it Bic B SO Key Usage 2136,  Hob .

. DECIPHER_ONLY
- ENCIPHER_ONLY

. CRL_SIGN
«KEY_CERT_SIGN
-KEY_AGREEMENT

- DATA_ENCIPHERMENT
«KEY_ENCIPHERMENT

- NON_REPUDIATION

- DIGITAL_SIGNATURE

WERTEE A B A, IRV ECE D5 AEA B A VEEC e -

EEY RERER

1 F Extended Key Usage % #1434 AnyConnect 1] HfJUFEF PR T A XL IET . FRYIH—
2 LN R BRI A 1 B HEXT L R X B4 IRARF (OID)

BRI &% 1 0ID

serverAuth 1.3.6.1.5.5.7.3.1
ClientAuth 1.3.6.1.5.5.7.3.2
CodeSign 1.3.6.1.5.5.7.3.3
EmailProtect 1.3.6.1.55.73.4
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BRI & 01D
IPSecEndSystem 1.3.6.1.5.5.7.3.5
IPSecTunnel 1.3.6.1.5.5.7.3.6
IPSecUser 1.3.6.1.5.5.7.3.7
TimeStamp 1.3.6.1.5.5.7.3.8
OCSPSign 1.3.6.1.5.5.7.3.9
DVCS 1.3.6.1.5.5.7.3.10
IKE Intermediate 1.3.6.1.5.5.8.2.2

BB EXY R E N

By HoAth OID (A A ST RS 1) — Be 745 BTl FH 1K) 1.3.6.1.5.5.7.3.10) #dh “BHENX” . 1ENEH

B IR AT OID REEAEANT A&, R LS In B 21 OID.

BCEIE A 5 # 2R

Distinguished Name XA IR AR, T8 5 s o] LS AOAIEAS IR T A5 38 08 AP IKEF

mitt Add L DAESIZR RN 4, JF BB BB RCAT LA N 1 465 K N A UL .

FRIRFF i:puy

CN SubjectCommonName
SN SubjectSurName

GN SubjectGivenName

N SubjectUnstructName
[ Subjectlnitials

GENQ SubjectGenQualifier
DNQ SubjectDnQualifier

C SubjectCountry

L SubjectCity

SP SubjectState
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IR sk
ST SubjectState

o SubjectCompany
ou SubjectDept

T SubjectTitle

EA SubjectEmailAddr
DC DomainComponent
ISSUER-CN IssuerCommonName
ISSUER-SN IssuerSurName
ISSUER-GN IssuerGivenName
ISSUER-N IssuerUnstructName
ISSUER-I Issuerlnitials
ISSUER-GENQ IssuerGenQualifier
ISSUER-DNQ IssuerDnQualifier
ISSUER-C IssuerCountry
ISSUER-L IssuerCity
ISSUER-SP IssuerState
ISSUER-ST IssuerState
ISSUER-O IssuerCompany
ISSUER-OU IssuerDept
ISSUER-T IssuerTitle
ISSUER-EA IssuerEmailAddr
ISSUER-DC IssuerDomainComponent

Distinguished Name 7] LA G155 FA G2 ANLEC S Ao GRS 2 Z0VEHC T A7 48 78 1) 251 A B A VLT 1)

iE+y. Distinguished Name VUFCTR & Uk b Zisi A e AT e 75, - Higee® it

A AL I AT

=y Sy

TAT

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



BEVNEN |

{5 A SDI £ % (SoftID) £ K #1T VPN 54383

£/ SDI < h (SoftID) £ A3#1T VPN 543303

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K

AnyConnect 37 £F7F Windows 7 x86 (32 £i7) il x64 (64 fii) 1247 RSA SecurlD %/ i 1.1 fi
HIE i hROAS o

RSA SecurlD 345 11E 7 AT k2D FH = AR DR AR 5% 7 U 1) 2 4 1 5 22 B I 20t . e fE st b
) RSA SecurlD 3 {4 UK 2B e — N BEMLI — IR PR IERS, X5 UE S RF 60 A2 8 —K . K1l SDI I
A=FR 4 Security Dynamics, Inc. FiA, 54X T50A FHAE AR K A2 KAL) — UM 280 A il AR o

WEAEOUN, A A T RAEE ) AnyConnect AR KEPEAR B RAERRCE S, RIGTE
1473 B0 U T 35 AE T A\ > AR UF >R 8 7. AnyConnect i H2 . B5% OFTiDD XHEHERL UL K F - it
(B T2 P ) B O B E 2 TR o X U A P ) A\ B R W 3 ] B 0 6 E 5 2R SR AR

XFF SDI BHAIGAIE, R 75348 AnyConnect #0C2E LT h N PIN. (N ARSI ) FH4% 1 RSA
SecurID KriEfd . LA N RN RUERS 5, RSA B0 50 0F 5 B AR 50 UF i 50 ik 65 - F
JAERAF VT i) AL P o

{4 RSA SecurlD Al B A2 R T - K BN T- B, IR S8 B RS FH P R A NS0 IE RS ER PIN,
PIN B56 A DA SO 1T JEC I (R PR AT T e 1 51 2 R A5 . H ™ B2 n) AnyConnect FH /' #LTHH A
BAFA R PIN B

WILE G SO TEHE ISP T2 2 W G BE . H )l 8 S il . F %51 URL. FRIEZ S x0T
[EgfEEZ URL (URL/BEIEAD Vil 24 MO0, Sk 328 5% U vh i) 224 W 58, WLAZTE Network
(Client) Access AnyConnect Connection Profiles JL[f % Allow user to select connection & EHE, 7
AT —F b, 224 ) SR o ) 25 P i ROE G SR LT 328 sk iUt B v I ) P e B IE A 1K T
hrg#; i T7E URL higebEiEd, R4 S omA S Mg,

TE LU CRAEEN & SO E 4L FRgEe) b, BRIAREE 4L 1) 5 4 50 U S B R v %5
T N BRIV B . i, G SREERARRE AL SDI B I IE, WFBR2EA “Passcode”
B R BRIABEEALE ] NTLM S50 UF, T-Bibr2Ely “Password” o 7F 2.1 JIRACE SfRAY, FB
PR Pk BEA R R E A M A B TR 4G Sk v, - Bebn s 15 g 41 22K T
fic o

B b SCRFAE RN T BTN RSA SecurID 48 PIN. - 1222 RSA SecurlD #AF4 i
5, IF HFEIEA G I uE2E 8 SDI, WIFBhs%h “Passcode” , Jf HARESF A W] “Enter a
username and passcode or software token PIN” o HIRATH] PIN, WUt [F]— B 28 R0 H 2 44 1) )5 BE3%
BE A “PINY FBObRAE . % Al I A (1) PIN ML RSA SecurlD #ff-4i#t DLL #2250 1iE
e RER G RAERING, Bt RAr bl . P 4 DL SR BGAUEEAY,  LRAF I B% 1 20K 1%
B R ER R TE A

AnyConnect #5251 XL & SDI Sy E I UES . BIE IS4 AFRZE A “PINY , FH 475 ] 2 iR
BEEMFR R NI U o 507 v o 42 JEURE ) 22 4 Y O AE B0 RS o G SR 3G AL, JUVER X ) —
BT 2H R H 7 44 1) 5 SRR B8 S O L7 “Passcode” F-BUbR%E .

RSASecurelDIntegration At B 3C A B AT = Al BRI :

* Automatic - 2 /i 1 G SR PO, AR RN, ISR — RO BRUCK P AR A 4
W6 U RS (HardwareToken), 1SRRI,  TUPKS AU A 4K 144 F PIN (SoftwareToken). 415 & 1)) 46
UERCY), I T7 2 B B N B SDI AR, FFRAF(E ] P i ik st 5 T F — Ik S
RS2, SDI A WAL & M e SR ke %, T 2400 S BRAE 22 A S ik
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JE S B UE K A AT (K FRAR ] o R0, D A4 LB R SO, BRI a2k
ERINTTE, WA T BURZE TR o

Y

ER SDIA RIS AR E A E . A MR ARG, WL
W SKI 4R AY (¥ H & . HardwareToken 1 24 BRIA G I 38 4 fi e T — >4 AL
o

* SoftwareToken - 7 /7 Uiy 47 244 H P s AL A2 WL PIN, S N FBObR2E A “PIN:”
* HardwareToken - 7% /7 3t 45 265 F P i AW A 2 RIGAERD , S N7 BiARZ Ay “Passcode:” .

R’ AnyConnect N FRI 2 AR A kS SN RSA A RE Pttt . AR, % s
ik RSA SecurlD #AF4 i GUI JEFE 1 BRINE I .

SDI 5438 E X # Y 2 5]
JiT i SDI 5 43 56 UEAZ Hed) g8 T~ LA R 380 2 —
« H3E SDI B 47} 560 1 8 5%
* B PR
* 31 PIN #:t,
* i kR PIN B
i e S LR LT

L i@ SDI 51988 iE % 5%

WA B SRR A AR S — AN i) . SDI B4 564F 1 b 25143 il AE FH 7Y 4 A8 AIF i sl PIN 7B b4
HEF P 4 A RREGIE RS CElas AR A A& R BRI PIND o 2% P i £ SR [P 31 22 4 o (Hpts
VAR RG] S I IE RS 28 (SDI i it RADIUS ACHEfK) SDI) 5 & 73 56 1F i3k

ATIRAIE -
USRS A RAE A5 452 5 O B UE T oK, T 22 4 I S g B D BT A3 [ 8 7 i, B AR B0 UEAT #5¢
Jo

RIS AL, W B Y IR UERIN, 22 A SR 23 RIE— N R 68 S5 St DT LA R — 2R
U 2RALF) SDI 55 &% LU UERS KRR B B (L, ) SDI R 55 4% 2 K & BN T — A2 i i o

A PER. 5 PIN =X 7037 PIN 485X
PIN HAE(E SDI k45 #s b b W 4845 BE B35 R

ERH AR, T BR PIN BRI PIN A, AnyConnect 2247 H 7 G122 (1) PIN 8L 2 48 /3 iR ) PIN,
PELUEAE <N/ NGRS 8 Ty h A A
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MIZFEF A PR, R PIN AR P B AR R, T HL 22 4 P SR P 2 [R50 75 7
KRGS, TREH P A BN BT PIN, LA SDI JIR454% e — N8 PIN.  ME— 1) X 51 {F
RGO () FH  w

XT38 PIN B, I PIN AT AR B iib s, AR A AT 38 pi b — . 6 T8 Bk PIN B, Al
PEA AR AR LS ] PIN, 1/ TR RS . 34 )\ANZE (00000000) (1) PIN 124 RSA #fF4
AR IR . TR AR L,  SDI RS54 # 3 #2008 A H - A A4 PINME. Cn SR A 135D«
B s N SDI RS 28 515 BBl A7 1 7 16 PIN XAV E 15 BRI A () 45 . ZEX PIRR S
N, F AR PIN 204 (1 SDI IS5 28 0 —AN T PIN. 7EiXseiarf, XHFrieh4hg,
JUTE M RSA BE&HAN— NG . TCIRWRFE DL, SDI AR 45 w45 B b3 #0200 20 ] A A4 PIN
B A .

I # PIN
U 2T PIN, W) SDI R4S 35 2Eskilh 2 DL N 4 fh 2 — (AT REMECE) -
* RGN 4y EE—/N8 PIN. CERIAMED
o F P asZii B g —/> 7 PIN
« F PRl DL SR PIN Bk RS 50FL PIN
U AR SDI R4 A C B o0 AU VFIEFE T B A PIN 302 th REEAC PIN, WP HES Bon—A
AL KB EIN TR 8 3R RS IRAHERIE R .

KT RSB PIN,  Wi2R SDI AR 5585 4252 JH 7 A8 65k DI B4 AN BB AERD , 022 4= ) O 2% i) 5 )
S AL R GU Y ECIN PIN G 250 g ) 22 4 W SC AR WA N, Ko & 21 T80 PIN,  REE4RE: “
AL i o

USRIk FEEYEHT PIN, W) AnyConnect 2% i 7s /IS0 HHE LU A 1% PIN.  PIN 20—~ 4 2]
8 LKLY o T PIN s BRI ERS, RIS AN 7 BOR S A AR AT N R s 2 5
f#J1] RADIUS ACEER, PIN A2 4k J5Udn ot G AR Z i i) — AN U o 70 77 ol PIN AR 31 22 42
WISG, LAROCAREE “ TR —NRAERS " i

“T—ANIGIERS” F1 “T—/NShRAE” fRif

X R AU T, & i ARG B A L BT PIN b A2 H 2247 1K) PIN {ELM RSA SecurlD
WA DLL AR R — AR R TR A5 22 A M 26, MAASERH . [AFE, 0T34 R
CR AR M, %% P M RSA SecurID 344 DLL £ & T — N4 hS .

tk#Z 7tk SDI 5 RADIUS SDI

WA B BT DL 22 45 %, DLAR VRl DL R R 2 —3E4T SDI S 43 56 iF -
« A SDI $g22 4= W I 55 SDI ik 45 2 B #eil15 LA AL EE SDI & 43 56 AE A Hb fig
* RADIUS SDI #5724 W 5<4#i [ RADIUS SDI AU (5 SDI k4525815 ) 04T SDI H45 5 E i it

o
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W B S, ASHL SDI il RADIUS SDI At ok AR . i SDI W4 S AE SDI ARk4s 2% Ll fid
B, ASA IR SCAR A SDI R4 2% FHTH EUSCARICHEE . A0, [ R it 7 o 3R
A HEANIE O 5 O I AIE R o T 9 O #RE . - AnyConnect I BETCIEMAN, - H & 43 B030E AT fE o

RADIUS SDI Ji i 3E A b e A SDI A2 #e, XA WDl AME DL R PR e 24 #55 SDI IRSs #s i3k
ATIAE, &P R B A S RN R U B B3 A [

EGO AR REH, RADIUS MR #% 1 ASA o v A i & o X L8 iy & A8 5ok B SDI Ak
G5 A RSO N B . ASA 4% 5 55 SDI i 4544 1845 I (191 JE. SCAS b ik RADIUS AR BEIE A5 I 1)
HESCARANE . Bk, 24T ) AnyConnect {278 A4 4t SDI li45-45, ASA WZf#HT >k H RADIUS Jiik
S5 AT S

Uk4t, T SDI S 7E SDI %528 BTl e, ASA HIH B AL S SDI 45 28 I3 B AR (AR
A VLB A3, e R A i FH P S0 (R4 7R ] BEANAE G B 47 30 Uk e R v B 5 R R A
AnyConnect A BETCIEMA N, G H L 43 500 AT 8 U

BLE ASA L1 ¥ RADIUS/SDI 5 2

ZIML'E ASA LL#REREE T SDI (1) RADIUS [H 5278 B 47~ AnyConnect F 7 0ATAH Y (R34, 180
IR BRI B S (B4, LIS SDI R4 w% BI85 1 )7 sk & RADIUS [FIRHE. H
JA%} SDI 45 #5347 S Uy G UE IS, AZR0E I I P I B S A T %

UK

#: 3] Configuration (EZE) >Remote Access VPN (iTFZi7[8] VPN) > Network (Client) Access (¥
#& (& Fif) 718) > AnyConnect Connection Profiles (AnyConnect EIZEEXH) -

PERE UL B SRR 5E T SDI ) RADIUS [R5 B E R B S, K5 St Edit.

7£ Edit AnyConnect Connection Profile 7 1, J& 5225 i 4 HH 1) Advanced 17 5, ARG IEHE
Group Alias / Group URL.

1% Enable the display of SecurID messages on the login screen.
miili OKG

R FEBC E (Configuration) > 278 VPN (Remote Access VPN) > AAA/Z I F (AAA/Local
Users) > AAA BR5588¢H (AAA Server Groups).

i Add BLZS I AAA RS 4540.
7t Edit AAA Server Group X TFHEHACE AAA ig-ds4l, K5 il OK.

7F AAA Server Groups X3, EFEENINIGIZET AAA B4 241, #R)5 555 Servers in the Selected
Group X[ Add.

7t SDI J4 KX 45k, & JF Message Table [X 3k, XUili il S OSCA B LAgwfig S . 7F ASA _FACE
RADIUS [FIE i RISCALIILAS (AiEis)) RADIUS Jiz55 & AOE K B SCA .

TR EOREEARRS . BRI RADIUS RIS 3 B SCA RN B I DI RE :
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TEN
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ASA (T ER I B SCASE JURE 22 A P IR 55 4% (ACS) AR AOBRIAT B SCA . IR

R4 ACS, HEMT BRI ESCR, MIBICH /2 ASA _ERCE N B 3CA.
HI T2 B i P AT FRAE R P s PR B A oR DA 20 DR 30 B SO 1 7 1

HAE T PRI T 4R

i,

“new PIN” & new-pin-sup ! next-ccode-and-reauth [ 5k

N BSR4 Wi new-pin-sup FLE N “new PIN” , 2422415 % M RADIUS
Hi 553U E] “new PIN with the next card code” B, ‘¥ SCA L) new-pin-sup A4 CifiiAs &
next-ccode-and-reauth 14i%) L.

HENE

ZKA RADIUS Rz Z5H B X
VN

next-code

Enter Next PASSCODE

2o P AT NS PIN [ NEXT 4 AR,

new-pin-sup

Please remember your new
PIN

FoR O EHT I R e PIN JF 10 1 7 R 1% PING

new-pin-meth

Do you want to enter your
own pin

K E AP EER, AR HMEFOET T PIN Jy 46t
HTI PIN,

new-pin-req

Enter your new
Alpha-Numerical PIN

R R PIN JEER AL S A K PING

new-pin-reenter | F /i A PIN: FEN TR ASA H TR 2 0LH) PING 257 i A
PIN iAo
new-pin-sys-ok | New PIN Accepted Fon OB H P EMERT PIN,

next-ccode-and-reauth

new PIN with the next card
code

G PIN $841, FORH P 0S4 T — A2 A I
B PIN AR — AN WA A BEREAT B U S0k

ready - for - sys -
PIN

B2 RGN PIN

FEN BT ASA HI T3 7 B0 R Ge A2 ) PIN Ak
e

mii OK, RJ5 i Apply, 7555 Save.
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A EE A 2% i) B LS (1 TC BRI LSS AT 15 SRS A0 9 238 5 15 SO 1 i 1

o KTMEUT R ELAY , 2 145 71
o PRI RS A, 2R 147 WL
o MR ) BEARALE SO/, 2 148 T

. L S NI N Vorla m |

X T W& 17 o) &I 2
WX 2817 ] 5 B 0% AR L SR M R 22 5 2 E LR B P . TR Ik B AR R 2 B AN
I AT LR TN TIC L LR )7 R FAT & S I E . P87 1) 5 B B ) 22 4 W) B B (1 P ik 44 5
R 287 R P G TS B . B ReAb i TAE AT 7 1k fe 0 7 34T 38 I s 7 01 o8 SXCHR SR s R e 2 o
W28 05 7] B B2 R BR g B 0ett, — IR ARV, oAb, B8EE BA 5 T RELEEN
oedl, Nk, WA EEIGAESHLIERBRIMNG, WIS GRS AR RIS, FFHE AP
5]

A

R WSS ) B RS AE Mac OS X 2% Linux EANSZ R, A4 1] AnyConnect ISE 231 22 4= VT Al K 7 FF
‘B, HWIAE AnyConnect ISE 2R3 22 4= VPAl Jo ) 2 AU 3EAT 22385 .

S8Rl AnyConnect %45 501 %5 /it (1 X 44 U ) B BR SR AAF S R DL R 22T g
« f ¢k (IEEE 802.3) A4k (IEEE 802.11) M 453E it 8% -

* #HC Windows 7 [ 2 P 8 87 (3G) MEERCL Ay . (75 237 KF Microsoft #5211y API [f] WAN

* fiff | Windows L FEE 15 S/ 5 40 B IE
* {f Fil Windows & S FEIE 1) B A8 Sk P S A 5641
* {2461 IEEE 802.1X M & »
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B =#4BHEAPS

* IEEE MACsec 17 4 in#5 Fl b S g 45161 o

*EAP Jjik:
EAP-FAST. PEAP. EAP-TTLS. EAP-TLS fil LEAP (EAP-MDS5. EAP-GTC FI{{JHT
IEEE 802.3 174 [1) EAP-MSCHAPV2) .

* I8 BEAP Jyiki:
PEAP - EAP-GTC. EAP-MSCHAPv2 1 EAP-TLS.

EAP-TTLS - EAP-MD5 #il EAP-MSCHAPv2 #l{k4iJ7% (PAP. CHAP. MSCHAP #!
MSCHAPV2) .

EAP-FAST - GTC. EAP-MSCHAPv2 #1 EAP-TLS.

o AR - FiAS WEP (FTJTE3E )+ 3)Z& WEP. TKIP Al AES.
« BAHHEET PN - WPA. WPA2/802.111.
* AnyConnect 7£ LI HEE Hh SO LR g R AL E :

* Windows 1) Microsoft CAPI 1.0 A1 CAPI 2.0 (CNG).

* Windows Z st AN FF ECDSA TE45; Rk, W44 15 i) 5 P 2% F 108 5% (SSO) A2 Ff ECDSA
P IE TS

£14% B ¥ FIPS

LU ZhREZend FIPS Ak, Jf HAW T A 615h:

* ACS F ISE A 37 FF Suite B, 1H.EA OpenSSL 1.x [J FreeRADIUS 2.x 3 #F Suite B. Microsoft
NPS 2008 #4> % £ Suite B (NPS E 37505200 )& RSA)

* 802.1X/EAP N SCHFRLETE Suite B BUE SCAF (41 RFC 5430 HE 30 o ANSCRF TLS 1.2
* MACsec 7 Windows 7 -5 FIPS %,

* 7 Windows 7 _I- % #§ Elliptic Curve Diffie-Hellman (ECDH) % £H4% # .

* 7. Windows 7 |- 3 #f ECDSA % /' diiiE 4

* 7t: Windows 7 _ESZHFRAE RGAFAEIX T ECDSA CA 1E1S,

* 7. Windows 7 b 3 RF 45 i & S A1 1) ECDSA CA kS (PEM %ifid)

* 7t Windows 7 [ 3ZHFIRG5 4% 1) ECDSA Ik HERIE o
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BRER “B—HRFP” Xt

Microsoft Windows fCVFZ 44 ] F [AJ i 5, {H Cisco AnyConnect W 2515 ) 55 H 254 I 2% 5 473 36 A1FAX
BT B —H P AT . B 2/ DH Fg sk, AnyConnect 2515 1) B 28 AR AE SR 5 11 B0 AR 6 IR 55
a o —f PR ERE SRS . R PSS SR E RA — M T AR S s B R g, JFHAE
P B3 TG ik o 224 6 S A P A

LS W 28 U ) B B 7 i B 2 e fE Windows ST F, RGBT A& LR — M P gk,
RGP R A RS54 b, BRUAT R MRRR e — P 8 s Sl AB TGRS L, RS T & ek
N I K S BRI T A
PR il

* Windows & B i Jo ik s e 4 4 i g s I P

TR, SCRES TR AR ) RDP 21

SEUEAS AR A A S A Rl —H P o 640, user/example 5 user@example.com 5t A [
« BRI Ok PIN AH R A S0 [ —HI .

BERSERE—HPKE
B Windows ARSI S5 2 AL 38 240 H 7 187 2, 38 30 Be3 M & EnforceSingleLogon [I1E .
7E Windows "', 1%/} i/ EnforceSingleLogon .5 Overlaylcon Ji7E [a]— 3 £ A7 5

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers\{B12744B8-5BB7-463a-B85E-BB7627E73002}

B E A B Sk, 1SR4 A EnforceSingleLogon () DWORD, Jf 24 HR Y 1 28 0.
%1+ Windows:

1 FRA R — AN Pk

<0 RVFZALH AT %

Hég'lﬁl'ﬂ Has nﬂg

W4 55 g ) 45 P AR AE R AnyConnect [ — 870 BEAT I . A7 R AR %2%¢ AnyConnect LA /2% 15 i B B
PRAILAD AR5 B, 15 S AnyConnect 315 MEIA .
1=

* Windows IXXJ BORAL S FEA AR TR AT IR - 12507 1) 4 B K7 75 Windows (945457 3
Wb, AR LRI R RS E, JCTE A M SR B AR L 2 R 2%

AR ML E Windows 21 5 A 4 B A Bk I 48 B AR K M AT 25 T A 7 (19 Windows /9 4% €]
Fro BEBEENGEMFCELEIPR . FH A5 mT LA R s il th b G skt A o 28 Y 4% .

Cisco AnyConnect Z £ BB FIREIERIER, 40K
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REMGsETEE |
B RarocesRsExs

* Windows 7 F(J B 190 28 TR0 45 306 5 - 100 25% 1 ) 45 B 8 il LB R A I 9% 1 ) 5 B8 I 2 41 4 )
T ) PR 8%

{E Windows 7 H1, M £575 ) & B 2SS HR M Rk i) SSID. 24 & U2 — AN Begmk 1 SSID fiw, Blfet 1l
. YECE T 2B M I, g ) B g4t R 7 ik $E SSID:

S AN P DT SRR 7] 2% o AR AERIAEE B 15 55 as O ERIARC &N 0.
BB 8 SR B 45

%
S AN R SO 2% o H T P28 U5 ) 7 BRSO BESRIN —NIE) 4k SSID,  [Ait
SORHE A A (3 i AR A B 2 7] R 5

o WO 28 SRR 25 K AR (A I ] - T SRAE 2R P 2% Uy 1) 7 BELG 2 iTE Windows 7€ LT ¥
4%, Windows M4 HLES AT REMR /R 20 X M & R .

FEVURAE: IS AEJEHE A I, BT Windows & SCIH M 2% K14 B 31i%# (Connect
Automatically) M5k FTH Windows & X I R4 .

o MR 2 ) R AR 1 K e B P RGN, AR T ARG AR LE AT Windows 7 5
%EZ%%@%@EE&#W@% P 28 U ) 5 B ARG B SRS 2o T DU DT TRE DL R 4% 2 1 Bt ¢
* FFIk
* HiA& WEP
* WPA/WPA2 4N A
o HUEEARE GPO A Hb Wi-Fi JTI 7 19 44 g B S0 1
 TERCE SR, RgE BT WLAN RS
o U SR 2% U ) i B A% XML T B ST CAEAE (userConfiguration.xml), AN AT H 4.

LA I P 28 MBSO e, T A —> MSTA. 4o PROFILE_CONVERSION J& PEAE ¥ E N 1,
SR e B H N T 3 MST A, B0 78 i 247 1 ¥ PROFILE. CONVERSION J@YE Sl 1, KRG %
4 MSI £, #1401, msiexec /i anyconnect-nam-win-3.1.xxxxx-k9.msi
PROFILE_CONVERSION=1.

o MM BER LR R A A%, TE 30 ISE & 22Vl . ISE 2 22 REAb A F R 2% 37 n) & T
AT I 9 2% B 2 A AT 802.1x WiFis

P 8% 77 0] & T2 2% e B 315

X285 1 () 7 B R TC i SCAEAE R 285 1) 8 BRSS AL B - gmia 28 T A THC S, 58 7E ASDM R 4it,
w] PAE AT ) Windows N o
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clientPolicyml I}

Client Policy &
Client Policy 7 11 7] H T-HC & % 7 iy SRMEIE I 046 DL R 355

Connection Settings
A8 SOGRAE I 8 sk 2 I 2 22 5 Sl T M 48 T 4
* Default Connection Timeout - F 1 H /7 G 1R 9 4% ()R I AP £ . BREAE 40 75
* Before User Logon - 75 ] 7 G sk Z AR M 4 o SCHRPI A S s R HE ] Pl P (Kerberos)
GAAE, INE T GPO FIAATHE T GPO B kA, Wik T Before User Logon, #if
] LLCE Time to Wait Before Allowing a User to Logon.
* Time to wait before allowing user to Logon - $i5 7& 55135 (W 2% 1l [ 457 BE 3% 4 37 56 #2241 2 (1) Bk
A CBIEOL) o WERICIEAE I [A) (37 4538 4%, W) Windows B st R4k Szl AT H P X5
o BRIMEN 55,

Y

AR R M EE YT ) RS BN B CEE R, 200K Time to wait before allowing
user to logon % & 24 30 PP A (], A A AT BEAE LRSI L I H] oK 2 37 G 283%
o BIEN%P% [E R DHCP SR IP Muhit jr i (I 1] . SREAC & T 5 sl o
2 2SO E S, SN DK M DA 25 PR IR B 22 G4 24K

* After User Logon - 75 /" & 5% 2] Windows 2 Ji M 4%

Media
F5 5 IR BB I (R I ey 0 48 37 1) 45 T 2 7 S oo
* Manage Wi-Fi (wireless) Media - i ] Wi-Fi LR BRI WPA/WPA2 #2 F (56AE (Rl

IEEE 802.11i Jo2k M 48 hrvEFa /eI R T (EEARR I LG U7 BT AT ) DAIES UEFE A S AT RSN
IE CENFE 1) 2 A M A5 BASH) o IE ARS8 YRA4E AR 04 TEEE 801.X Bl s £ /1) EAPOL
BB R, B NAZ S SRR AR SRR ) RSN IE UL .

* Enable validation of WPA/WPA2 handshake - %iF WPA/WPA2 42T, ARk g, skt
CIpi AN

Y

AR JLERAR A HAR U AT RSN IE, RIS B0 AIE SR R, %) i
PRESEE S

* Default Association Timeout (E{IAKEEFBAT) (Fb) - 40 )5 H WPA/WPA2 2T, W05 &
BRI IR I

* Manage Wired (IEEE 802.3) Media - i /T 5 2k 42 145 21

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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Il CcClientPolicy 50

* Manage Mobile Broadband (3G) Media - )i /1] Windows 7 £ 5 56 117 Gl a5 O FE . D) AEERIA
JCEEH .

Y

AR kTRt TR MARES . B TAC AR AR AR S R«

* Enable Data Roaming - ffi i€ /& 75 Fe VFE0H 187

End-user Control

LA H O DL
* Disable Client - V71 25 FHIA1S F 8 1] AnyConnect UT HE47 W 25 1y ) 45 BE 8% (1A 28 RN G 28 4
WA B

* Display user groups - it 7 G141 (M CSSC S.x i) wf W HAEW &R, R e 1A 2
Y E S A AR it

* Specify a script or application to run when connected - V1 /7 15 72 W 4% 42 N2 4T 10 JHIAS 1%,

VYRR
)
IR OWARERET NP RERME, IV RRE M8 TEHRES

INHEAT A SO Cexe. bat B .omd) o JiEahse, MEIALGE VEH -
R e UM 2 CIAS 8 B 058 26D Bl S AR N H . bDhaeAs o
VR SR ASZ AT T 50 O B DR s DRI, A B 4 ST R AN H
WAL, WERAS o P EC B IEARASAT ARSIk DA 25 tH AT 4 45 5 1n) 45
g GUI .

* Auto-connect - HBIER|— ML, TR EEE. BIAMEN BahiER,

Administrative Status
* Service Operation - U1 5 GRS, A8 A DG BC B SCAH O 25 1 b o v e e AL 56 — B0 4%
* FIPS Mode - W15 F FIPS #8520, DU 2 7 ) 4 BE 4 CATF 5 BUR 22K 18 7 sC BT S0 4584 .

IRFRAT VAL BEARTE (FIPS 140-2 205 1) 45 0 I3 A ) 22 4= R 10 56 [F BURF bR vE . AR 4K
EFITE AR, FIPS T 7] MACsec 8% Wi-Fi [ 2517 ) & B 3 5,

& 8 MLKiIE|EIRATHY FIPS X F%

BIKNRIER S Windows 7
MACsec 172k M %% AL SCRF MACsec IRk /R BEAE NIC s ARAE 1

MACsec I, #5754 FIPS.

Wi-Fi ANHeZE (K] FIPS

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Authentication Policy & .

Authentication Policy & O

Authentication Policy % [ R] F TG g SR B 3 S0 E X 4% 1 yiE 4%, X S8 it B 2808 H T A7 W 4 iz
R AL AT G IR B A B iR X, U P eV e 2 Sy 50 UF Wi-Fi (4o dn k% 11X 11
T, W PALGEERE B Lo R T (P 25 o EREREAN T 75 R R IBR B B 0 AE AR 2, Bl 1B+ Select
All.

P 7 v A T DA BR TR 5 1) B AR B . BT 1L 4R 1 7R 7E Allowed Authentication Modes %
KA v (BEE) BRI .

RGO S UE TS AL S 24 50 25 7 ot B A S UE B R B e — i . A TR R W B AN R
FH BT 1 S B0 AE R4 .

XA S BE T R (¥ EAP J7VER e T 9 5 AU B RS g i v . AR LA R AR, RN RS
WIVEERHH T BT RER R UE SRS A2 SCRRIR N8 7 12:38 8
« PEAP
NG : EAP-MSCHAPv2 5 EAP-GTC
A MAEIE: EAP-GTC
WEF4EIE: EAP-TLS
« EAP-FAST
A SEIE: EAP-MSCHAPV2 8¢ EAP-GTC
A RSEAE: EAP-GTC
UEPSEIE: EAP-TLS
« EAP-TTLS

BEOAEE: EAP-MSCHAPv2. EAP-MD5. PAP (f£%:) . CHAP (46%%) . MSCHAP (f%
%) . MSCHAP-v2 (f£4%)

ARSEUE: PAP (ML) o LK) ) 6 BLES SCRF BRI RRIL I PAP, A A J5Tif/ i 1 7
EIFARARIE & 5 T2 B0 B

UEFAEIE: AN

Networks & [
Networks %7 [ FH Ty 4ol FHL P B B S P04 o 4 DA T 6 A ) R 0 2, e e LAy

e M2 . Networks & HU2 s 0T, R GRS INBIEA 9, JF Hoel ik il 255 Next Uy
n) B 22 T I T

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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. Networks & [ A9 Media Type T1HE

A

MHA B3, A ERCENER (M%) . fADCREREZRLIUS TR, 83274l
JE b

e

Jy ) JE RS, A R 22 4 IR 4% 25 P ity ¥ 1A Fh A O3 G ) X 2 A0 A R X 4%, ST AR
SSID. fHj&, HF MR AT #E SSID M 4% .

HAAEMH G LA . DR E AR e X4, BB X miaasSld— a3 d. A3)
A R A TP AR 23 B BT AT B 0 U AL 2% o 5 7 g e A AE VG sh 41 rh e i ) 4t
M 2% iRz . ARIE Network Groups % I+ Create Networks 3£ 1 3% &, &M )0l LUK A 48
InEEh A, BEE S S AN 5 FH - P24

S SLI 48 ] T H R T R I A 4o DR A R 42 MR 26 ) 246 A7 T- A Bk 6 v, it A& ] LU e e ¢
H Rt et 2, RUMEAAAE ] 7 e U 28t —FF o S 2 JCib A8 oS R 2 O3 T 2 1 I
%,

pEd E:

A

R P AT LIRS AN B, (HASER RS> IR E RS, DN IXEE RS A7E AR ITAT 4,
e BC B SR A A Bt

Al 4 23 1) AR d 28 P P AN T R B AT A s P i . WS BN O E P AN, Han R A
H—NHH, %PmASmEESAH, UASEREHH. (g, WRAEEZAH, /ot
BoRAMAE, HHfRRESIACEY . N5, P DLAESA ks, #HE i sCE OREA
A%, HHE Network Groups 7 I1H' Create Networks £ 1) ¥ &, 2 P JG i A 4L EI AT hn sl ph
[FYE A

e

HIEPAE R IE R Ch sl T E IR JF L+ Network Repair SR8 JEREFAAL . M
25 ) B AR B R OB R 2N, S TT A6 LA TS s 4 .

Networks & O 5 Media Type T1H

1A LAZE Networks 7 111 [¥) Media Type U1 [H] A @ i 5l g5 A7 2k B OC 2k M 4% 150 BB A8 1) AR 6
NGBS

B AREHE P LS DUT 53
* Name - §ir N K 4y i 90 48 S os IR 4 F o
* Group Membership - 15 L SCAF Y 12060 R 26 o 266 20 5l 28 vl F o
* Network Media - JEPEAT sk Wi-Fi (04D o WIAER: Wi-Fi, %08 n] DIACE LT 240
SSID - AN TG L 45 1K) SSID (RESFHEFRIRFT) o
Hidden Network - foVFXERESM &%, e AT # I SSID.

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K
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Networks & [ #) Security Level T .

Corporate Network - Q5L BT A7 AV 2, sl 0 48 3% 452 15 S6 I &R Corporate. 44l
PIZAE T 3% (Bagsk) SSID Jf ARGk BEskIny, 099 26 1 il 77 B 4 4 32 s < R a1
SSID, Ff H 2445 4\l SSID 7t [l A I 3 7 3% %

Association Timeout - i A\ P25 Uy ] &5 B85 75 T8 PP Al o] FH P45 2 B S5 5 4 e TR 2k M 25 A1
KR o BRI OCEREIN A 5 FP,

W HWE
Script or application - fil ARG FE A R G H IS AT I SO R AR RN SCAE 4, B W W SO e I
EPE—A . DA RUUE T BEAS R Y H <
P2 R4 N exes bat B .cmd [ 3 f
FH P NS B0 50 £ 50 B 1) P 2% R g SUIR RIS B0 &
] DA IC B SCA Gt 2 AN F 2 B AR R RIS BN, FH IR S 44 o W R BRIAS B3O AN A AE T
ﬁﬁ)j' FIRLas b, SR — S RiE B . P galsn, AN HAGAE T HLS B, JF

TR ARGE PO

TR BB AT N H 5 842, BRAEN FAAETH P s . RN A7 e T H
PR, ] DU e N BEAS 1K 44 K o
Connection Timeout - % \ P 45 17 [n) B PR A% 220 12 B oA M 28 CHEEA AN B3R 8
P 5 AN G 2 S T S A B AP AL

)

FR R R B IR R AT BT 60 B A RESE IS A IAIE . A ﬁ‘EJﬁET BN
1411 Connection Timeout ff, JUILJE 8 GE R T HELA N 2248 ) LA WX 48 A REIE 2 1k

it

Networks % 189 Security Level 71 &

fE Networks [] 3] Security Level TU[I ', #EFF Open Network. Authentication Network 5% ({X47G
LA T 27~ )) Shared Key Networko 7 [ 28 28 FITC IR AEHSAN R], AE A N &gt T U B

SR I - 2T %A
WL TE R 2% - Rt 0T b 4 ) SR G A
o WSS I - RSP T/ NE N B B S S T

e & SR 10 IE P 4%

W AEAE Security Level #5431 #% Authenticating Network, B Sl R AANAEAS, WIR k. 7EXLLE
M A e L B S, 1 i Next #%4, 2% FE Connection Type £ 1K $T JF Network Connection Type
XTUHHE .
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. Networks & [ 49 Security Level T3

802.1X Settings & 1&
A1 W9 4% T & 4 % TEEE 802.1X ¥ & :

A

B 4 AnyConnect ISE &3 22 2 PEA% 22258 T WIZ8 7 10) & BR AR I, ISE &35 22 A VA% 45 1 1 4% 17 1) 455 B
PRATA ARSI 220 [ 2% B 4 AT 802.1X WiFio

* authPeriod (F}) - BRI UEITURES, I BEE W1 5 78 S 4 50 T EGEB I 2 B Sk 7 25 FR I K,

1% A 5 T B AIE Jy EE A S A K IE

*heldPeriod (F0) - B3I UE RN, ek s e SOF R T SR 2 KN T G A RER B 7 — IR G 5
24

s startPeriod (F}) - ¥ MIGAIE 5 UK B % EAPOL-Start 31 L [ ATAa[ i N i), B VR 45 % EAPOL-Start
eSS E] S C

* maxStart - 153K J7 il id & 1% IEEE 801.X PS5l EAPOL % 4A%4 sk EAPoL-Start, |n] 46 1E
J7 R G IR RS, R B SEIREUG, SR TS EE B AR T . SRR, SR RS R

Ho

R’R AT LMT e startPeriod A1 maxStart, A D S 473 B0 AIE T4 150 I TR) /N T 0 488 3 42 v I 4 5[]
(startPeriod x maxStart < PJZ& LTI TSR0 T0])) , BB 5R— G000 UE A e 3 LR B SR 0
2 FI B3 B IE 9 265

THERG AEIXMEDLR, BRI 284 T I 25 I [H) 9 0 (startPeriod x maxStart) £, k%0 /7 i 47
JERE RN (] 5K HC DHCP i1k 0 5¢ J 0 2% 3 45 .

M, BB G IR E A RV EIR R &, BNiZ1% B startPeriod Fll maxStart, #fiff & @
B ONAE BT AL AR () KT W 411 28 ) 8] (startPeriod x maxStart > P45 ZE 511 B 28 i ] )

Security & 1%
DR AL S T
{E Security Fi 11, EFELLT S
* Key Management - fffi & W™ 5§45 B EMSUT] T8 T MACsec AT 2 2% .
None - WA HE L, IFHAPITHL N .

MKA - 53R 77 2438 P B MACsec %68 B PR SCRIS AN % 8H . MACsec J& MAC 2%
A, FEH LML EIREE MAC EN28. MACsec TSGR IS T BER RS MAC 2, K
4 MACsec Z8EML (MKA) SEARREAT Up i FF 20 BN 2% %9

None - X Ha il AT e VERL &, (HAIN

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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B & ML o SRS
Networks & [ #) Security Level T .

MACsec: AES-GCM-128 - {0 41k MKA #7351 HIN, g vl . el
AES-GCM-128 Xl it | AT % o

ARUEAER, WSHET SRSk : MAC %4,

Port Authentication Exception Policy & 1%
LAV OSEERE L T

Port Authentication Exception Policy &% P 1875 £ 3 56 Uk 42 b € i) IEEE 802.1X 1 K7 14T 4
TR AR, 1 SR OT S AR HIATAT A AR ) 8 B e SN B S (aan el o 2 W TR,
RS U0 UE 1) max Starts 2R M AA RSN 2 J5) A S5 4T HF o o JERELL N Hrh AN

o 75 S0 B0 UE T A VP IR R I - 75 S Bk 22 i A VR R

(LSO UEZ JE SR VIR R L, BIAE:

EAP W - ¥R /5, iﬁif%iﬁ%ﬁj\%iﬁo QIR B IGUE R, 1 3R T E S 4 B0 E R M
TR0 N AR VR I

EAP i), {HEHEHERM - B )G, 1R 7 20 S B MRS S w5 T U RS, (HAE
B R R JER R AR I R 00 4R e i il i Jﬂjlxﬁﬂf CUlE B S P
W ER . MR PERRE N, WEEHEUKE TR

[ B

PR&I  MACsec 5% ACS fRAS 5.1 S R AT S RE MACsec IAZ#ibl. 152 (Catalyst 3750-X Fl
3560-X AWML AFRCE R M) LA T fiff ACS AT LA &

KERHE

RO T M 26 B

PR R
« WEP
« WAP Enterprise (TKIP)
« WPA Enterprise (AES)
« WPA 2 Enterprise (TKIP)
« WPA 2 Enterprise (AES)

* CCKM (TKIP) - (72 MFF CB21AG &M +)

* CCKM (AES) - (28R CB21AG LM +)

Cisco AnyConnect T2 & P inEILRIER, 400 i
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REMGsETEE |

Networks & [ 49 Security Level T3

Bo & FF Al 4%

TR AT S I UE SN . R IT I (AE2e4) W4, HHRATUL T PR

UK

L1 I\ Security Level TLTHIIEH Open Network. BLIEFEFRALI M4 2t fk, EIH T URENTLL
B2

HE2 Nl Next,
PIB3 Mk,

B & H =AML

Wi-Fi 9 26 A FH 3 =285 3RS n 2 5 m?ﬁ%ﬁzmwﬂ%ﬁAﬁzm%ﬁﬁmz fid & WPA
B WPA2 Personal fif L %40, WMt &g 24, &6 TN E EZEI A

)

ER AU AL IEZ A s P e

R BRI R P M R A N IS 1) 2 200, AT L R R

UK

1 E+$E Shared Key Network.

2 A Security Level (425D % D s Next (T—H) .

183 455€ User Connection &f, Machine Connection .

WE4 itk Next.

WIE5  Shared Key Type - fif @ H 23 H G, H e L8 P18, & miin R
* WEP - Ljiffias WEP I S5 HkA% 4t TEEE 802.11 JFSRS

* Shared - 54 WEP II% S48 IEEE 802.11 3%,

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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IR

Networks, Network Connection Type & 1% .

* WPA/WPA2-Personal - —F' Wi-Fi ‘48, H T WIS L 224 (PSK) SR AN 2 %55

WIRERE T 46458 IEEE 802.11 WEP AL 225, 5 IER: 40 7. 64 1. 104 {758 128 1. 40 75 64
AL WEP #8255 5 A~ ASCIL 78 10 AN /N EHIET . 104 A28 128 £7 WEP #8244 13 4
ASCIL FFF 5% 26 7S HIET

WIRESE T WPA 80 WPA?2 Personal, i IE £ E48 F (1) N3 288 (TKIP/AES), RJEHIAIL=554H. f
NIWEG DN 8 B 63 A~ ASCI EAFEUELF 64 N1 /SHEHlE . R IL =% P i ASCI #1541
B WIERE ASCIL, an S S B g 5 64 ST N BE ALY, 15 E R Hexadecimal (+753E5D .
Aili Done. XJ5 A OK.

Networks, Network Connection Type & 1%

AT 4 Networks B 1 YA ERR I BIRG 12T R REARG I0 26 15 [ 57 BELAS IC B S ARG A% 10 22 4
Zoile EFELL TR L —.

* Machine Connection - /7 7F Windows Active Directory " [ B £ 44 BRI K BEAT AL THHHLE
FEE T RHH P AR T R Ol BIMER O s R P AR o Y, i 2R i il Y.
OB LS, WAFEREIE I, B IR TR 3R AR U I B 2 R I A ) 2% 3845
GPO FI At 57

Y

ER O WREA AL, VPN X E8) (SBL) &k . 144 Before User
Logon FlvT A EFAZ AL & W25 15 & BLES, W25 ) &7 B0 LRk F P de At
M2 qE B, 3 H VPN SBL &I B 3.

* User Connection - FH /45 UEH T AT B8
Ui RAE Client Policy % #% W% #¢ T Before User Logon, WA ' 4E Windows JT-4f 5F %= 4 N 2 5%
ARG, M5 i) & B8 SR P IRAEIE . 7 Windows Ji 8 H ' 1 Windows 231G, 4%
ZIEREE E S VA RS U T
U1 RAE Client Policy % #% % $ T After User Logon, U F &% 2] Windows f&, &% ) & BE
A A B .
FH PG, AT P g EB R 2l W TF AU ECE SO, NAM & Bpnd e 2
THHEPLIN S

* Machine and User Connection - X 7£ . & /9 2% S 4y S0 AR ] B, WIFE Security Level %A% H BITiz
VFEHLID A PARIEAE A, BACHH ARG X BRI A AR X P51
BB AR, (R, TR L&A B 0 50 UE SR B REUE iT B 5 FH 7 I B2 10 B B0 R 2R R R
WEA
M P ARG S, R IE I ] 4G 2l sk T RN RO PC IEHE RIS U Dok, Ik
PEUL IR T U 2 am ik F P Bk PC G FE R M 4 .

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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. Networks, User or Machine Authentication 71 [f

{E EAP-FAST it & 0 EAP 777k (fE F—ANE#EH) B, 7FF EAP 8. IXEE ML) &
FEESSE BNV P o 2 skt Hol 2 =] B

ISP L IR, Networks X UFAE - 2> Bon HARE T o A XSk ik, w] hy frig
MR 48RS E EAP J7 i FAEE

Networks, User or Machine Authentication 77 [H]

FEIEFE M SR IEBRM )T, PRI IRM I SR IAE Tk EIEF G MRAEER, Bonbiss
SUBTONIERE ik, IFERESR AR .

N

ER WIRE O MACsee, 15 RIRIEFE S MSK 258U 4 [ EAP J7v%, )41 PEAP. EAP-TLS &,
EAP-FAST. It4h, HIME B JHH MACsec, 4515 0] & BE2S L ADK: MTU M 1500 BFAK 42
1468 LIS MACsec.

EAP it
EAP j&—FH IETFRFC, HJ3ii /& S 50 AIE Pl 5 A 380 e AR S i aEA T4 B Bk . it i3 So VA
P (U IEEE 802.1X. UDP 8{ RADIUS) #&#; EAP W, 17T 5 it 3 B E tp il o
FEAR EAP BSUALFE DU FR Bt (0. 2528
*EAP 13K - SO I0UESS i R 7 RIETE R B . BTG REA — AT B, TRk
WS, QiR S REAE FH I EAP 2884, TS SO VR B0 50 UE 28 I S5 0K EAP . 55 4%
/™ EAP 1% KT UL
* EAP Wi, - 18 3R 7 1) G 403 56 1 % & 326 M [ 04 A I A4 F 5 5 )3 2h ) EAP i >R BEAT VL AL
EAP Wi 3 ()5 3 UCHC EAP W55R,  BRAEmI N 4 61 (NAK).
*EAP %I - S BUER NG, S0 SR RS 1718 5K 7 R % i Ih B £
*EAP R - Wi S BGUE I, B 4 B0 UE 88 ) 17 SR 5 R 3% I A0
7F IEEE 802.11X R4 fii [Tl EAP I, A S7E EAP ZFidfi T TAE. BT, A SR
i, FRIRFFTAIK BB, ARG IR TR EAP B R 4 AAA RS %5 I AAA RS 2%
B0 B0 AR S RIS F i oK 4 R B K T
EAP-GTC

EAP-GTC &5 T 1] /" 44 FI 265 B 0 50 TE K EAP S S0 TF 75 ANV Bt N 77 vk, Fl 44
AEEE I LI SR8 . @ IAERRIE EAP VAN (S N IIBEIE EAP J7i%) BB — k%
i (OTP) A L7 i%

EAP-GTC AEMAN . S Uik & R0 %0 /7 s dEAT S0 Inie,  DRISRHVE IR 5585 FT RE22 3RIUT ™ (99
E. WERFTEAN T S UL, WIFEREIE EAP JVA W IBAEH] EAP-GTC, IXFE IR LIRSS & 5 ik .
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[ 158 | [



B B 451 5] E TR RR

EAP-TLS

Networks, User or Machine Authentication T1[f .

EAP-GTC A% I KL TRIE, AREX MACsec A HI ML 7525 . A Ak — 2 (1) it 7 0 25 7 22 M
Kl WFEREE EAP J5 A WAL EAP-GTC, XA AR AUEPIM B (AT b 2, SRS kN BRSNS EAP
TREMERE) .
A PN BT -

o A RS BEAT S IR IR - FUE M T R IR I IR

M4 RREEAT SR I - B4y, DA RACAS B OTP [ A 1. GIEFH 2905 10 £

)

AR WU EAY . SO IESS A EAP-GTC hiS3 0k X 2 B A A AR . X
S 05 M) I 45 T A B R AR IR R ZE ST o AR R I S T
WEE M, EARICESMAE (U RER S 560 UE I R < P i A FAR
{EDI
Un SRARE 3 R AT B 3 BRI, P A s Bl S50t P A 25 s (1 3 0 1) e e
TSI, DA LA SCAR S 2 SR IR a0 W RAT AR K0 e 2R 1) mT e
VU I 53

EAP 1&41 )2 %45 (EAP-TLS) 25T TLS #pY (RFC 2246) [¥) IEEE 802.1X EAP S 46 iF 57k . TLS
ff FFET X509 B AR FIA L S 0y 56AE . EAP-TLS 1 B A B (A H S 0 50AIE . s B4 i
A e B G B IR AR 5% A 2 TR R A BRI DA K T FH TR R N TR R

NI AL T EAP-TLS %) Sl 15 1) 4 47 L A0 Lk M H B L 08 B 4 S0 1) 2 2 S5 A
* GOYRUE A BT, W LH ) T
o AAEAEXS P B AR o
© BUTAE TR0 B I UE LR -
* fE AL P A R4 B A o
CUEPBANG % T MG .
* S0 UE S R 2 DAy 5 R0 28 44 2 AR ELAR 5 1 6
EAP-TLS 48 AT
* Validate Server Certificate - i FH IR %5 35 UE H 50 .

* Enable Fast Reconnect - J3 ] TLS &1k, HEE TLS £ il B 7] B R AL 2 ) v IR 25-% L
AV TR LI TLS 48 Fib A7 P95 2 0 385 S 30 A1 o

Y

FR T ENER S 0AE, Disable When Using a Smart Card ZEIAN A .
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EAP-TTLS

EAP B¥i8 164502 %4 (EAP-TTLS) &4 i€ EAP-TLS IhAERI PR BEML - 55 1 B BC AT 523 TLS 4%
i, %iﬁﬁ?&%zM&ﬁéﬂ&%%é%%Fﬁz@%ﬁ%%ﬁm T . fas ] AT AE 2R
2 By Bt R IE Ak 1 8 PR L 22 PPN R LR A T A S 47 30 AIE

W 215 ) 4 B 25 AN SCRFAE EAP-TTLS S 4796 UE 31 RIS K0 A S AN A B R s 98« Rl S n
%E,MﬁﬁﬁMEMH%H TINEE YR 5E T B AR RSl ) TR N By, AR SR, Mo e
s FIE UL AT LASRE T R

FTRAAESS 2 B BT 6 5 4 S5 e LA R 45 LA s
* PAP CEFRYYRAE IS - (8 IR 48 T Db 0 S5 D0 IR WL 5y A BT S50k o 0 S5 0 i) 5 43 6 E

MR RIL D/, AR S RAEAIA SR R TR S B UE,  2AZ0K EAP-TTLS
BCE S | B IERR 5 25 UE 15

H T A A% 3 2 B I TR T DA P abb ip D30k 05 W A 5% 10 et P AT B AR B
U R AR R A R T T RE U B T5

Y

8 W LIER EAP-TTLS PAP HH TR T4 MAET OTP S5 5631F .

* CHAP (iR T S IR b b i) - A H =8 TR SR IR B 0y o Q0 R A T 5 3 R
VoK EAP-TTLS BCE A LRSS 1 BOGUE RS2 UE oo A FHBb SOty B 5925, 7 S AE B 3 B e 4%
(1 K A A7k W S

* MS-CHAP (Microsoft CHAP) - {# F = VX #2 TS0 AE 5 25000 S 4y o W R 75 BM B G 0 50 0E, N
EAP-TTLS Mt & A 7EH 1 By BEGAF RS BE 15 o 8 XA T35 00 1 NT W75 (0 S5 v i 7 7
W, BT G R E 2% (0 5O A7 A SO R B A /D A7 A B K NT W A5 18

* MS-CHAPv?2 - 3 1 75 i) 3 £ £ i B 35 0] S5 3005 ) LA R AR Fe 2 5t A b 6 25 5 43 0 AIE s i [
PR S5 T2 0] (AR LS Oy Bk X% Fr iy PR IRSS AR EAT B O it . A SRR 45 4 T B
TR AT B R UE (AR M), NZR EAP-TTLS Be &M ES 1 By BURAE R 55 4%
BT e AR T B NT W7 (5 A ORI N 505, 5 S 5y 6 IE s ) 5080 e v A il
SO A DAl RS 0 NT IS A i

fic & EAP-TTLS
*EAP - VR LR EAP ik —:

EAP-MD5 (EAP Message Digest 5) - ffi Fl = [n] 48 F- A HIE XTS5 4K (1) £ 43 (SEALL T CHAP)
AR I T - i, R ARSI T R B 1 b AR SO

EAP-MSCHAPV2 - fff Fil = AR TU RN SEAA T 43 o SEXT 50 oy RS 55 2 AT 5 4 56
o WA AR S5 2 10 SR AR 5 225 T 7 i (oA Bk v Gt R
EMWHSH?%lM&%ﬁWK%ME% X N W7 1T 2 %5 Bl Al FH S Ao Jo - g 12
TIENY, 5 BRI T OB 12 P A7 W SO 5 B /D NT I A (BT U # e

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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* EAP-TTLS i% &'

Validate Server Identity - & F IR 45 28 1E 0460 41E

A

EB R RIS RAE RADIUS JIR5% 8% E 20388 () IR 45 2 UE 45 b A0 &5 IR 2% 2%
SO IGIE Y S VL (EKU). 2% RADIUS IR 2% 275 5 43 56 UF 309 1) HL e
(RIE 5 326 B 7 By 5 DA Z500T D9 28 1 1) A6 -5 560 11 A5 FH I IR 454 5 4 B0 0IE 12
Ho

Enable Fast Reconnect - F 3 AN TLS &K &, MANE N 38 B 40 46 UE A& b i 2 b 361
Tl

A

7%  Disable When Using a Smart Card /AN [ T-H L858 5 40 501 .

* Inner Methods - $& 72 7E TLS B&18 G2 5 Al FH i N 58 7. AGEH T Wi-Fi AR,

ZARY ) EAP (PEAP) /& 3& T-B4 18 TLS 1) EAP J5ik. ‘EAER S it G I F 2 A f# H TLS BEAT I 45 %
GOAE, LU NS A AR k. S IR AR B2 A5 AT I AR B T, SCRFEROR
i) () A BB A IAIE 3, A0 FRUETD . ARt . 4R 17 0] 5 B 98 AN S FRAE PEAP 5 43 3611 9 ) 4

P EB RIS s e e o R TN GE e, W2 ] EAP-FAST. %46 n B A5 ik

FMph i N By, R RBGE T, Bl Jo 7 A s nT LB R P

PEAP i 2 8L LN i 55 R4 EAP J7 i
* i EAP %t i TLS P
* RS Kk
* VR

© M 55 i 20 % 7 S 1) B A BRI

A LA BAR B33 96 0E 7 12 -
o A E RS AT B AR BIE

EAP-MSCHAPV2 - fff 1] = IR 8 T HE X SR S o e o R0 IR G52 AT S 56
WFe IR SS 28 T B4 T P A T SR EOAE Canh T B Bt , A & PEAP
PLSGAIE IR 45w FAIE 1D o A F R T35 A0 1) NT WA A5 (R IS0 N 79, 15 B AE S B0 IE 28 5
I A W SO B 2 /DA AR SRS ) NT WA 2541

EAP-GTC (EAP B4 R) - 2 X EAP {55 LIRS ;44 Fsshit . S 535 20 5 5 4y
BAUE, U DAZRC E PEAP LAKGIE AR S5 S (AE D o i T2 05 L] SCAE 36 31 5 3 e g%, ] LA
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AP S B RSORT B 5 5 A5 00 68 1) B R AT S il A RAFAE B et e (K v i, i
WAL 51

*EAP-TLS, f#fHUFH

EAP-TLS - & X EAP {5 & LA 1. Al [ NS (B 08 P s
AIUANELRS PEAP (EAP-TLS) Fl EAP-TLS ft & SCHHR A4 — 2 7] [/ — G 4 B AIE 2 04T 5
BYUGAIE o N AH N L B 5 O3 06 IE 2% CAS[R] I i ] %38 A p% 38 EAP-TLS) .

ECE PEAP
* PEAP-EAP & &
Validate Server Identity - J3 F IR 55 iE T30 U

A

ER WS LT, LS RADIUS RS 8% 225 (RS 280F b A 2 iR s 2%
SIS B S P VL (EKU) . 24 RADIUS JIR 252 7E 5 43 56 1F 301 ) K LA
AR T35 R 36 B0 g sy, AZRUKT I £ U ) AR5 3 B0 U1 50 FH 1hE IR 25 2% 5 03 36 1 ¢
o

Enable Fast Reconnect - {¥ i FI#MH TLS & 1HKE . I UESS 1 e B 3 & 4y 36 40E .

Disable when using a smart card - 7245 F & Be-R AT S IS UEIRT, G20 TR “ Dok H8nE
7o BAEROUEH TH .

Authenticate using a token and EAP GTC - XJ V5L S B A AT H o

o TSR USRI N 8T 1%
1§l EAP-MSCHAPv2 /5 EAP-GTC {13 5 HEAT 5 4 WAl
EAP-TLS, AEHIUEASHEAT B gt o
4 R EAP-GTC HEAT BHRHAIE - X TS HLE S i AN ml

A

AR I ESZRT, RRER SRR Windows _EARTHT

EAP-FAST is &

EAP-FAST /& IEEE 802.1X S4B iFSEAY, TR fa) 5 R 3G (30 B A B B S RE 2 P P R vy
BRI AR SSRGS I 5 R 3t 3 R0 o o L S B E R (R .

EAP-FAST %% AR %8 IEEE 802.1X EAP 8% Pl T A, 1S RANE FHIE 0 E Ay [ 8 7 # 04
o

Cisco AnyConnect £ B N E FIHEIERIER, 40K
[ 162 | [



| EmsmgrEgEs
N

Networks, User or Machine Authentication 7

Fl AnyConnect 3.1 8¢, FCE TFEAURI 7 IEEI 353 EAP B . IXRRAS 2417 In) 5 BRAS A 00E T
FHURAH R4 sk HLl A w1 B, 0O T4t H P P PR 31 2 =) X 48 i 88 P ok e Al
fH . % EAP BEMEAN(E B, 1S RFC 3748,

EAP-FAST #f TLS ¥ BB 27E EAP 1, AHE =AM B

1 SRR B - A8 205 5 4y B 1F 1) Diffie-Hellman % (ADHP) RS H AT 44 A #4715 il FE1F (PAC)
1 L2 0 8 SRR R 3 P o

2 BRIEEESL B - ] PAC £EA2R5IH

3 SRR B - SO AL RS A SRR (AR, T AR e A ) BT B R

L HAbFEE EAP J5ikANH], EAP-FAST 4244 N EEANAN R 52 M RN 985, wT B ks SR b
[ NHrdds, AEIXSRBLd b, e 8 w] S R0 e R .

fic & EAP-FAST
* EAP-FAST &

Validate Server Identity - 3 45 25 UE 50 AE . 55 H kIS /e # s R e g AR
BAN PR IEAE, I HAE W26 U 1) 557 BEAS OB SO S B2 A5 25 21 2 h s DA o M RIE 5 4

A

ERR WS IR, iR RADIUS %5 5% 12235 1R I 45 S8A0F 5 i A 25 IR 45 42
S IAE I S P VE (EKU). 24 RADIUS JIRS% 275 5 43 56 1F 307 17) 4 e 7
FRIAIE D A 326 315 P st i, A 20K IR 488 U 1) RT3 473 56 0T Al ) LM i 45 2 5 3 B0 AE 12
Ho

Enable Fast Reconnect - Jii FH &1k & . H>KAE EAP-FAST H R &2 5 43 56 1E 25 U6 ) R AR o6
FH P PAC (HTAREBENH G 45E) F1 TLS if ke (T RFRiL R 4M58 TLS
#2F) . It Enable Fast Reconnect Z4{ 1] 3 H 54% HIX P APHLHE] o 56 1F 7 ke L A4 FH Wi

L o

)

FR O HENL PAC $ROLEIILE TLS 12F, LHR NS MIAIE. SishE s B /4%
PAC ZHUR AL,

)

7% Disable When Using a Smart Card 151 &E H 1 H FEEARAL.

* Inner methods based on Credentials Source - 7] 1 #8481 25 i 5k uE H 4T 5 4 56 0F

1§ | EAP-MSCHAPV2 5§, EAP-GTC %L AT Sy 86k . EAP-MSCHAPv2 e ffAH F. 5 1>
IOUE, (HE R AT IRSS 25 AT S B E o W SRR A LB 4 56 UE R S R 25 A
AT BB IGAE, 5 E EAP-FAST KT T2k BRI UF i HES, I HLIGIE AR SS 25 (K)3E 5 .

Cisco AnyConnect Z £ BB FIREIERIER, 40K
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EAP-MSCHAPv2 {ff FHJE T2 A4 1) NT WG A (1 BTid- i [ 73, e B SRR 300k 77 1R 25080
PP Al I SO R B A /D NT AR A # S . T #% 075 EAP-GTC Y LAB SO A%
TBLEIGUE T, DR AT DA S P SORS B 5 2R AT 5 43 50

QAR L T30 ) N 7, A AS H — AN MR R SOV AR 48 B 0 Bk 1Y PAC T
Authenticate using a certificate - ¥RE M FHUE AT SIS UE I LU 44 e iE RIS, DL
WSO R % P i S, ANAERERTE N RE R P il 15, BiE T H EAP-TLS fefgiE Kk
L Pt .

A1 FH 4 MR EAP-GTC JEAT S 4 50IF

* Use PACs - 7] LL$5 5E 1 FH PAC 34T EAP-FAST S5 561iF . PAC &4 K45 %5 P i LA AL W9 28 £
A3 36 E R SR IE

Y

AR EEH PAC BT, UK Z S 0 UE RS w5 EAP-FAST 11 PAC. 7EMH
BRULIEIN 2 /T, 1550 UE 5 0 B0 E IR 25 85 AN 6F EAP-FAST il PAC; 50, & F
S [ A7 SR AE 2 AR AN 2 Tl o 0 SR A7 S0 AAE R 55 2% S R 4R 3 5 0 B0AIE 1) PAC A
fic, JORFEIEEEH RS SO0 IE AR . AL 50 50 UE (1 A C AN E IR 25 2%
FUETS, TTfg R VF R R sh3E T i Mt

LEAP X E
LEAP (B8 EAP) LM, CRT T R S O BIEUML (EAP)HELL, HERITER, B4R
Lt WEP 241
A

AR LEAP R Y22 Iy, BRARSEE R A AL I F e WA s i ], S RBE U] EAP-FAST. PEAP
8¢ EAP-TLS, &M S KA TvEA S 52 7 I

HEREH T H P G4 KRR LEAP % & :

VR A R - R A DRI T T ARES o R — F P g sk, MR At
ERLEILINA

THZ X Cisco LEAP Jill (K7 S B0l LT R AR {5 R

TE S ) 48 1= 31E
7£ Networks > Credentials ZiA% 1, Fi5 @ & A0 H A 7 F/sRHLE B UE, I HLACE 2 54T IRSS 2 50 Uk R
.,

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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BEERAPEIL
EAP X IE il e & 2 7 EAP S 40 UF 77723,  Horh A b S S0 UF ZE K I S rT AN IR (B an S e v
BLEHRBAE, ARG S IeAE) o i, XEE5ER ) 0] §8 75 FK G 4 nouser@cisco.com LUK £
PG AIE T 3K K% B cisco.com EAP JIR%5#% . (H&, —HOWR TLS &1, XFEEIn] 685 FR G0 A
johndoe@cisco.com. [Ktt, RUGTE I A P (9 S 4 (108G, HARSUEAA @ VLS, BRAEXIGEA
B B E e 454 2%k

STH P ER, 23T [username] Fl [domain] fd5 7 £, 38 DUR 444

 Gn R P U H T S B AIE - A X509 UES JE 2 3REX [username] Al [password] [ 47 FF4H
R R UCEC S T IR A JE ko gltan,  an St T-H 7 S 5E, B4 /& userA@example.com
(H:H username=userA H. domain=example.com) , X FiIHHGMHIAL, G402
hostA.example.com (1 username=hostA H. domain=example.com) , ¥443#7LL K JEE:

o BRSROEHE T RS 1 5 G B «
SubjectAlternativeName: UPN = userA@example.com
Subject = .../CN=userA@example.com/...

Subject = userA@eample.com
Subject = .../CN=userA/DC=example/DC=cony/...

Subject = userA (no domain)

© WS FE T ALIE A 3 4 0 E -
SubjectAlternativeName: DNS = hostA.example.com
Subject = .../DC=hostA.example.cony...
Subject = .../CN=hostA.example.con/...

Subject = hostA.example.com

 UEARAEUEIE B A - NP SN B4R RIS 4 (R
* MR SR R GUAREGIE S - MBS AR BRI 14T 1
< ARSI AR - BRI AR
fE Credentials i, f&ml AR E F 106 SCIB 9 48 254 T B 00 B 0k P 5 (14 S

UK

TR AR S O G0 o 4% U7 100 BEES SR DL R 5 6 o A7 AR X

* [username] - $8 € FH /" %4 . W P4\ username@domain 5% domain\username, W3 732 B
FIEg.

* [raw] - SEAZ IR I AT E /L 44
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* [domain] - 455 FH )7 B4 (114

T2 FE IR Z R (1 5 B

T AR PR IR 2 LB B SRR, IF LAWISCWN, 10 5 58 L ORGP B A il . SR L8 o 1] eI 2]
W A B

* anonymous@[domain] - ¥ i FITEREE 77 vk, F 178 AR SCRE N K8 F S 4. E BT
wEH, RS SRR A Z R 1 S

* [username]@[domain] - F F-IEREIE L 512
R CAUISCRE AT I B G e RIS S0 B R M, R R TR
LRI —HHENL T TLS Gt ok uE Sy Fln, - ID A Re R A TE EAP ik
55 Z AL B AT A o
T3 IR S0
BB ID W, B0 S RS A A LAk B BRI SR B bR 3 A S R R
« [username]@[domain]

AR S R Sebe 74 - R ALAT)

TR RMEZHTIEER:

* Use Single Sign On Credentials - M ER{ERGE ) A5 B SRIBUERUE . an RG s AT RN, - k4%
Vi B ERARRIN (B RS R IR P aEIE GUT $e A .

AR OAREKE Windows B ATUE S M 4505 ) B EEAR AT SSO — 2 Hah i . % SSO 5 %%
Vi ) B g — A Ty B REs ST AE s DIk, REGUKE e s Y a5 P s 1 0 e
o
* Use Static Credentials - MIZC B S/ G 28 H2 148 1 9 25 B0 B SR SREUH AR IE . W R AL R
P, P28 ) 45 BRAS AE INBOHTIC B 2 5 A2 B R AT AR AR
R OERTRYY, & TR IENT
5o

* Prompt for Credentials - il it AnyConnect GUI 3REUCK H &2 7 AEIE, 1B R SCHTdeE

* Remember Forever - 7K A8 FEUE . WSS IR UE R, RS H P AL IE.
UEPR B AE SO A IE A A v E AL B 0 BE AT s

* Remember While User Is Logged On - il 42 1E, HEH P EF#H A IR Wiid A mEuEk
We, WU R 37 L i N A E

* Never Remember - MANCAE LU . 457 in) 5 B 2B 0GB AR AR B LAREAT 5 403 56 UE 1) #418
SR

PURE A TEUE TS I A W MIE T T HEAT 5 O B
* BIRER BURAE RGEUEAS - W28 17 5 BE 2 AL HIAE R A R GUUE A7 i DX B0 e vh SR B e

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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AL BRLEIE 13 - P28 7 B L P e o4 0 0 15

7£ Remember Smart Card Pin 40+, A 52 W 2505 In) & BRS04 FH 1 R e R A R AUE 15 1) PIN FRY I (1]

K&, TES I 2 LLT ] B g,

R PIN CR AN (A48 AN B8R L UE 154 5 1) O B A1)
HELE BE R B P T I TR ) R LL AR R RE R R, X TR RE RO FIREFE T (AR N
Tnag AR 45 PEAERE Y (CSP) A PIAF B R ALFE > (KSP)) o BN F588 IR mT BB 45 X &% A2 8 i i)
KPATHE TR BE RIS 40 56

B EITENEIE

EAP XIE il e X Z 70 EAP S 40 UF J772:,  Horh A b S S0 UF ZESK 1K S nT AN [H) (an S e v
HLBEAE, RGEA S B8 IUE) o Flin, X4 5 ] ] 825K nouser@example.com H & 43K
GOy SR K % 1 2] cisco.com EAP 45 #. HE, —H TLS SUGZRt W, %45 i wl n fe 2
3K johndoe@example.com [f] &ty PAltt, RUEIE S H 2 (0 S $2 L OR9,  H ARSI A — € UL,
R ARSI 7R A S B0 UE e 552 2k

WU EALUER:, HEAT A [username] F1 [domain] HA7FF, BAR 4 AF RIS H «

o W RE T Uk T SR B UE - A5 X509 GE 15 JE 3R [username] F1 [password] 1) 547 7F{H
M P8 T R UERC A% N R 2 Mg vk o i tan,  an 5ok H P B B0k 365 4y /2 userA@cisco.com
(H:rr username=userA, domain=cisco.com) , XJ TG4 51K ¥ /2 hostA.cisco.com (H:
1 username=hostA, domain=cisco.com) , N/ #7LL T J&EE:

o DR SEHE T UEAS (K 5 3 B«
SubjectAlternativeName: UPN = userA@example.com
Subject = .../CN=userA@example.com/...

Subject = userA@example.com
Subject = .../CN=userA/DC=example.com/...

Subject = userA (no domain)

© WS FE T SEALIE ) 3 0 E -
SubjectAlternativeName: DNS = hostA.example.com
Subject = .../DC=hostA.example.con/...
Subject = .../CN=hostA.example.cony...

Subject = hostA.example.com

R AN T B RAIE - WA R GRBUTIE, [username] (& AL AR BEHI VT HEAL
YKo

AP FEURTRIRR, AT AR 2 B ol B oS LR
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UK

TR RIS EAGE SO SN o IIER D ) B BE &8 SRR AN B4 AL AR

* [username] - 55 € F % . @13 P 5N username@domain &Y, domain\username, )£ i) 53 ek %5
7o

* [raw] - SEAAL AT AR E ) 44
* [domain] - 455 1] ' PC [R5,

N
5
N

58 SRR B2 ARG I TSRS

A PR ) 2 LB B SRR, T LABISCN, 1M JE 5 se B ME RSP B S A Bl o X S8 2 1] eIl 2]
W A B 2

« host/anonymous@[domain]|

MR TSRS O SOE I SE b T et A2

T3 SRR TS R

B IE T ID BT, B SR R RS LU S O IR SR i o B IE A U A5 R . SR SZ AR
PN R s

« host/[username]@[domain]

MRS A I SE b TR R ALRT)

TRA S LI AU B
* AL SEIE - AIRAE R GRS IR

o A A TR - 488 B SCIF i AOR M S e as i i . iSRRG M TR R 5 4
Bk .

BB Z 5 1EAR S5 2R 30 IE A N

J3 EAP JiiARCE T Validate Server Identity I, Certificate THIH G VR HC & IE 1D R 25 45 B AL
BOUERI o B0AIF 1) 45 FEREAf 0 UE 5 IR S5 2 B AAUE 543 BUE AT

BT AR RS A B RN, AT EL T D ER:

Cisco AnyConnect £ B N E FIHEIERIER, 40K
[ 168 | [



| mEm%HDEER
Network Groups & [ .

UK

HE1 R Certificate Field 1 Match #1[1 B BB N, sl FRIF KT L8807 T 1R .

P$IE2  4E Value BTN

$IE3  {ERule F, fiili Add.

$IB 4 1T Certificate Trusted Authority it , HEFELL LI Z —:
* Trust Any Root Certificate Authority (CA) Installed on the OS (CA)) - WIREFE LI, Ok At
THHLEGE A5 A7 i DX AR ik 45 4 TR E P RE SR I o
 WHRAHAEBAUZ ALY (CA) IEFS.

F®E W IEFE Include Root Certificate Authority (CA) Certificates, W44 20 i i Add ¥ CA iiE
FRAZIECE . WA IUE P IEAEA Windows WEBEH FH, EEH “Base 64
encoded X.509 (.cer)” £,

Network Groups & 1
7F Network Groups & F1H, 1] a5 52 IR 2 20 i W 48 38 52 o 0 1B 7 AL $e A1 22 TAR 95

G ERER, ATECERI AR . UECE T 2RISR IR, R i T DA% R E SR
i PRI 2 53, BRI DI . AR LT, 0 A ] R D ST T T A
[

o AL BRI B o A AT LUK 75 ZOR A B A M 20 S T P U O B, F SEVR A R 2 A0
G (R Vs ) (7] — XK T D AR g R 4, DL e ) 2 99 2 41 3% e m] A PR
8200 B AL IR — 853 10 SCIT A RE BT AT [ 1P )™ G T 58 5 3 ) 4 P S A

T LR 2% 52 SO AR P4 o AT ICIRAE IS, 2R B e 4 Jm WA i b o %8 Xl o0 A 2k
ANTCLL L5 IAY o FEIX TP [ R 2 o L BESRA T HE 7 G

P AR AR M S AAFAE T— AN BOAEOUY, I L WURPTA S 4R 4.,
VRPN B R340

UK

B

8
N —

VAN DR IE Svivk = i 8

%% Create networks 1 VP2 PR P AN 45 . T8 )5, A0 R ARBOH &P I, /9215 1)
B2 A T S - G AT I 2, X 2 st F P AR oy — AN BT N 4R L

1 F$¢ See scan list, LIZEfH 1] AnyConnect GUI KFiZZH k£ A iG sh 4L Fe i & P A G 14513 .

BOE, TEBREEAE LU P E AR i, R EEEIEH S B AMNERE R AR A, RR
MRS L) ] o

Sk Sk

N
5
w

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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ER O XSERENAIET
i
FERA A A L H S AE Group "Nz 13 B FE AL Fm AR 2% o SR AR 2% CRS H 1 i,
e TBCE RN . HEBRNALIEE g, IS B e (> 424D .
IR ELEMST, B MSEL R AR AE— I, AT AR S A B 2 A A
[F] 275 44 BRI P 45
SRS EH RSN Sk S AL R S RS Y .

Jll Cisco AnyConnect 2 £# 3% FiH EIR AR, 404
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%6

fi

fe & K in = £1F4h

-

AnyConnect %4 5% P imi it VPN 2 22 4 1Al (HostScan) T HUR ISE i & A PR i, iX
PR R} AnyConnect %8075 P i i T VPAL 2 78 LU T 7 2 5 S B Dhge, ol
EHL TR aE . SRR AR CL A 7 K B3R AT f@ﬂLJKE%UW%U‘?@WEE@%%%%, 5%
AR R AH BB, A T DU R R it

VPN i 224Vl 5 hostscan_version.pkg #HURFE—2, JE& & —IEE ML E 2 T Wi sedie /e &
Gy PR ERAE s SRR LA R AR FH o ISE 28ty 2 A PEAS AT £E U7 i) ISE 425 i) (1] D90 26 i) 348
B AR, AN AnyConnect A1 NAC /CHE . ISE & 224 AL & — MR, W /E#ish
() 224 A 25 %) AnyConnect 77 i GIIE I 2240, M4 15 1) & FEAS4S) . HostScan {57

AnyConnect FRZBELIRA 3.x H, (HILAE 75 2 phzed .,

ISE #3022 A PEAL P AT 2 7 3 VAL o %7 i Sk it SR A 8 ity 22 A PRAG 2SR A . PHAT 280 2 4 VR
TR B gl B AT LA, R VP Al 46 %klﬁlﬁl%lm SR ISE S B e K 2 15 6
B, B O 2 1 ORI TG 5 2R

M/, HostScan AT IR S5 2eimiPAli, Jerf ASA AERZ& B E (BIdR/E RS, P bk, VESM

BRI, AHUEFB AR (P, i HIX 2@ P HostScan iR [7]. R4 SRS DAL 4720, 50T
DAA IR L8 LT SRHUE 5 2 A v 46 S L R i B4

HEBUANEDRS HostScan 55 ESS iy 22 A PPASARELIR A AT, PRh PR AN [ 1) 28 3 22 A PPAS AR HLE
AT I 23 T ORI 4 2R

PAR 7 HostScan SCRFIM ISE #8322 4 VAl AN SCHF 1 28 i 22 R VP AL A 77 2
« EHl4
* IP Hhhik
* MAC Hihit
* 3y 5
* OPSWAT Jii A
* BIOS 34115

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B sE st AERIEHaTE

AN K
A S R R E ) SCPFRY 75
S B

* ISE 2z VMBS AL DIRE . 2 172 1T

« FF+ Wi AnyConnect ISE ¥ #1E , 55 175 7L

* ISE %2z VM IPRAS , 28 175 1T

o K BIRIFRAL T, B 177 0L

o A A THBTR I H &R, B 177 I

o L APPSR H S SCHERIA R B 177 T

* ISE Z&uii e VAL L B SO % . 55 178 1L
IR, 5 179 1T

* VPN 23552 4514 (HostScan) B4R (L1 Thag , 55 180 1T

© OPSWAT SCHFIEIK , 2 184 1T

ISE 22 im &2 1T IR IE AT B2

Zing EIHHRE

ISE £ b 2 A VAL LR A8 T OPSWAT v3 JE AT i 22 A PG KL 2 o 0 T I 2 22 VP AL 2T, AT
AT AR RETH AT PIT AT R 1 P R 1R i B R AN o A 28 i S IR 25 D 2 i 22 A DA R S B R
(AL SRR 2R

W RAE 2 i 22 A VEAR A A B A T B AnyConnect RS 46 2L, H R ICE@ S0, HAnRaTfe, 2

AP AR AR . W SR A SR T i 22 A VAL A IR A, R AR AR O R ﬁn%/ﬁﬁﬁtﬁﬁ/ﬁ
sRAPEEOR, R T VTR . AN, )R] UHORr R 3h 280 2 4 PP A BERE .

(ORI UE AP SE Y

WA DR G817, DMRIEM s R A iit, s FRshlr. &0 BI7E AnyConnect Ul
(1) ISE #3224 PEAL B P 73 siti Details, AR I3 (1) P 28 F0 BN ) 4 1 75 (0 SE 0T Sl
AT FARG MR D419, BoR R B EIH o It System Scan Summary: Update Details
TR R R RE P T ST I (R AR AR IS ) AT AT EESR RRAS DL RGEA MRS

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
2 | [
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2 Update(s) Required
Updates are needed on your computer before you can join the network.

Updates

Required
File Existing Click Start to begin
File Existing 2 Required (Manual)
Optional
3 ! Notepad Running Optional (Manual)

'File Existing (Required)

Test.txton C:\

373454

PR 5L AT ARG B AR ISE 2 2 4 VAL I AR 45 RN S 7R IR ) 48 FH Sl o U7 LUK I, B F/ R
FETHEN VLAN [R5 i) AL BRI T - o 20045 52 0 A7 0 75 4 sk R 4% 1

A R R RRTIN, A kR Skip BEE) T —DHRAE, BkSE Skip AN DAL T AT F A RO, A
AL LU TN R) 2% kI v 328 b R BT R DR I 285 U ]

TEANRUG  (BRTETC AR AR AT BRI A 5D, 8 nT AR B nT 32 A R il g e BRI
R A R AT 2Ty ), AL W BRI ) o FE RS 0 AR Bl AnyConnect UT [ £ i 2 4 F
fl BB 4> 25 7R “System Scan: Network Acceptable Use Policy” »

MHNTE G, AR PR S A R BT R A 27 Done ARAFIZR (O EHE. #hEUS, s m
ISE ik & 2 A v Al 4 AL o

e

1T Symantec 7= 5 28R 48 4L, M Symantec AV 12.1.x JF4f, ISE &y 2 4= VPl Toik L Fe A o1
2.

T BB TN

AnyConnect 4.x Fll Microsoft 24t H /Lo AC & & LA (SCCM) B2 R AE T %1 187 BEAS A AR | 87 AN R
B A 2y BRI E AN T PR, DA AN AU BN T o Wi Windows #3i B AT
BRREEANT, N TR AR . AN T AN SO AU P bk, IF HAXY Windows
Ay bR — AN AN BN T I A S il .

TS B MG S A T BT /5 ISE BB SRIE S5 AT, BE S BAN T8 AN T A O T8 BEAN R
FEEZE)SY

EiMT A Ema N

LA A IR T 2% U I AR, e T B A TC 42 T £ i o SHEA T EEOB VR A
Bl By HFT VAN 2 2 A PR A A W AR 2 2 A VAN RS BN AL an SRR A O T AR RE, IR
L RAEARIATT G ER IS TR, PR EAE Rk, B B H Tl P @ S YEe 2 (5
PR P2 g n) CRISEH] P AR IR B Il 2 T Sk ) o fERIn & e vl b, dn SR & R
WA K, KA A G B0 A 45 B Continue. Logoff B¢ Remediate, 7]
BEE W “omBIPAT 7 A CIE R ) SR A e,

Cisco AnyConnect R £ BN E PHEERER, 40


http://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_010010.html#task_A0E2F8D2BF5F4F2EA75B6E6E67CA393Dhttp:_Connect_42_/www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_010010.html#task_A0E2F8D2BF5F4F2EA75B6E6E67CA393Dhttp://
http://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_011110.html#reference_E6D05562981847AFAC2BCE9D1E4A22F8

Sk=p IRk

~

RELERSTHE |

ERAE UL R, ISEULZEMI BT RE; WROG R HI Mt m b fg, AR 1 21 24 /N HAT — JCIRES
OB 2 AN

S & AV ALY, ISE BR4s # T CLog kit 2o 22 PP A 2, BB Ra 8 T AR E.
Hk e ohae, WREIR AL REL v, P A RS M4 R IEIR . ISE 25 %
2PN FE 2 R I ISE k4548 Ja LRI ) UL AGEIREH I, Fan RGE TG 75 ISE UI (Settings
> Posture > General Settings) 11, & 0] LL¥RE W UR-G FUPER 2 )5 2 K I (R BRI IA k) 20 22 A PEAL S0
RS P NN B O U2 5 —, N REEG AR .

e

i e 22 A VPAS LTI, AR ISE RISl &L, Aoy MRFPRES A0 A FUIRE -

VLAN !5izfnsEin

A

SELeyE A PSR ) VLAN 851 99 K120 A 128 5] R0 1) ) (K 2% Sk B ISE [KHAUE B (CoA)
T8 VLAN B, &0 (Blinaifsab) Wil S8R A E . N2 VPN 830 a1
VLAN %, 157E ISE £ 22 & VPN & SO S & DL N B

* VLAN Detection Interval - A & AR BRI VLAN B 48 (05 DL A 45 2 A 28 o 4 S s ) [R) 58 4%
BHohAE 0 {HI, 23 VLAN lifs. 4T Mac OS X, Bt e bRl 5.

VLAN W #57E Windows Fil Mac OS X _L#B ] 5jiti, {HLE Mac LAY AR 4 VLAN B 550 4
TS, W VPN T acise (1% AnyConnect ISE #Ef2) Kigf7, ‘A3 .
HRERI R 0 F] 900 7.

* Enable Agent IP Refresh - RIET R, ISE < [r4XEE %1% Network Transition Delay {EH. £ /5,
ISE Kt [ A A 3% DHCP BB, AR JAACHESEHT 1P LUGr 2 S5of i) TP Mk

* DHCP Release Delay and DHCP Renew Delay - AT 5¢Hk IP Jill 1 F1 Enable Agent IP Refresh &
1% Enable Agent IP Refresh i HE HUL{E AN 0 I, A AR BOER, S5
IP Hihik, SRJE5EFA— @AM EITIER . W VPN COEdE, ¥ A3h2EH P Kl .

* Network Transition Delay - 4 VLAN W= 9 ACH 28 A5l 5 H (75 Enable Agent IP Refresh &L HE
O I . BEIEIRAERAE T VLAN I8 N2t 45 ARRILIE 2 IR [A) S5 Aok 8 RS54 00 HE
WA ISERFULAEAILACRE, W R AE ISE I Frif () 42 Jey e B BEE T Network Transition
Delay {8, ISE %3 %4> PEAN TG & SCPF gm0 2% b (R F 28 26 2

e

ASA ASCFF VLAN B, RIRX S8 E AR % 7 il i ASA JEFZ 3 ISE I AE .

MRS HER
I LB U LU 2 A VA 5 R T 0%, R AL P

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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B F 1 #7 AnyConnect ISE 37 RYIR1E [ |

* £ ISE )7 i P2 e T VLAN B ?
WMORCE, REAERE S A T DHCP BEBUEIR MIZT HEIR ?
AKX IR E AR 0, e AERC & S k& T Network Transition Delay ?

FiF 7 7 AnyConnect ISE 5 AU {E

BT8Pl LR, FEWIUR 2 42 4 DEAN ST VAl 5ob 2 8 AN i #24, AnyConnect ISE #8342 4= VT
fl e aT e KT

)iﬁ)j' I3 AnyConnect ISE - f%jﬁ”ﬁﬂéﬂ‘ﬁ’]‘/\ﬁﬂ%[‘ﬁﬁﬂ &), F P o] UG AnyConnect ISE.

SINL R AN P IEAEREAT IO, E U Gk 2% L il LIRS R I 42 Y B A
ﬁ WA T8 T A, *%WﬁRWT E L E A 3. )G, AnyConnect UI )¢
i A VPN BRI 7 B B RS

ﬂkﬁfrﬁj‘%%ﬁﬁ]‘ T4 A2 24 iy 22 A VP AL LR IR B SR ) SR — i PPA RS Bl A Bk
o FERZENEFT VPG, I DR B W25 BB s TGS T 280 22 A PP, 86 T R 1 2
ﬁE%B‘%?M%iﬁ T LB

© L0 22 A PPAL R A R v LA - ﬁﬂ%f%ﬁ“ P22 A PG RS AP B A O H AnyConnect REfS4K4E,
R RSB N, (HWUER AT RE, 2 s A vPAl R AR 4Rl SRAE 5 i 28 g 22 4 VPAt e 25 3413 1)
HES, R AR AR aC o R ﬁui‘ﬁﬁﬁﬁﬁﬁﬁﬁﬂﬂﬁﬁjﬁ 4%&'?]%!2%1%‘%7&5@0 0, AL
HUBT A 2h 2 2 A PG BERE .

o FNROS R A - AR RN BE T H AnyConnect ISE #8322 A VP Al LAGkZE, FH ik
BEA . G0 R ANROD B 5 A5 IR iy 2 A PPAL B K AHOC,  AnyConnect ISE ?@ﬁﬂ”ﬁﬁé
ﬂ‘fﬁ/{ﬂ?ﬂ:?l‘ﬁiﬁﬁ R RN ROE 3R 5 BN 7] 1k 2 22 A VPA SR AH O, W SR gk &

— P ISE R ISE Zebi A VEAG AR o W P R R, BT AT B . &
J”JJ FH P AT DLUFE B A 8 ity 22 A VPl ERE

o BRI SR TE 2 - P m] e BRI P S B0 5 2k 2 A5 AT 48 U in), 53X ISE iy 22 4 VA 22
IREH A ISE. 24 ISE £t 2 4 VAL #E N 8 R B U, AnyConnect U () ISE 23 2245V
it B He s o 25 7R ISE i 22 A VAL R A .

* AnyConnect A1 ISE Z [A] (I T K - 2805 A & FIF a7 W4 U I BCRR e, AT RER A 45 vl
WIZARDL: 8] REIE 2 W 2438 58 4 RIS DL, ISE PIREVERE N I%, ISE A 2 A PPl n]
REL LR (T ii@ I . T3 E)H55) 8 ASA JGTH ) ISE Al Z: K VPN f&iE

ISE 22 im & 21HE BVIRTS

* AnyConnect ISE %35 22 4 VPl 4% TIUY 1E 7 38 AT FIBH 1 W 25 5 ie] I, AnyConnect H 2 5[ 1) ISE £
Uity 22 A VPl B 2O “System Scan: Searching for policy server” o E Windows 1T:45 5 #1 #% 5 Mac
OS X Rt H &Y, Bl LR BNZIHFEIEREZETT. W ZRS ARIZT, AnyConnect ] J FLTHI [ ISE

i 22 AV He i 7R “ System Scan: Service is unavailable” .

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B sEsnmeTmmRs

Connected to ASA-V-AAAA

IPv4

ISE£2 8
Searching for policy server, %ﬁlﬂﬁ

This could take up to 30 seconds.

1* O,

373455

W25 54k, J Bl R IR B o A ] AnyConnect ISE 83 2 A VPAN I, 40 S 32 B8 L1 IR BRIA 6 Pl A A2 B8
MG SEAREE R BRI RS . B, 2 WiFD FLEEE LAN 38, REESEH AR, [FFE, W
B OWiFi 1328 LAN #573% 8, /)5 WiFi WiTiEs:, WAHEAS TR B sh k.
7E AnyConnect F J* S 1] ISE 235 22 A PPN B 1) “System Scan” 2 )5, 18 0] BEH L LA IR
5

* Limited or no connectivity - REATKIN, KK AEE:. AnyConnect ISE £ 22 4> PEAL AL

A A8 1A W9 28 o R A R 2 b AT AR
* System scan not required on current WiFi - RHEAT R I, A Ak B4 22 42 ) WiFi. AnyConnect

ISE 3 2 A VA ACBRANAE LAN. JB& Mg (A 802.1X S 4eik) LLA& VPN EiE3ghk
Mo WiFi Wl EeA Ay, Bl i e AL & S ks OperateOnNonDot1 X Wireless A 1

BT % IRE.
* Unauthorized policy server - =155 ISE W25 11 Il 55 2% 44 FRALUIAVLHC, - PR akG 99 2% 5 i) 52 R BGAN
FEVFUT IR o

* The AnyConnect Downloader is performing update... - FEFEF M, FILBRGRA,. T
AnyConnect FUE, JFHAT LRI

* Scanning System... - F 4579 7 1 S (AW ARAF 22 4™ dto 15 R Bl e WERAE M R b 2% 5
S, ARER R A Bl H B SRR, I HARZS R [H] 2] “No policy server detected” »

* Bypassing AnyConnect scan - 50 & 4 1# FH Cisco NAC 1L,

* Untrusted Policy Server Cancelled by the user - #£ AnyConnect H /7 S = {# F] System Scan
Preferences 310 U PHLILIE B B Z A5 RSS20, 50 & 1 & B AnyConnect 302
7 22 A S T L 5 T Cancel Connection I, ISE 2835 22 4= PEAN I B2 B8 5CK i

* Network Acceptable Use Policy - Vi 0] 241, RINE G I He “ ez Al Simg ” . fE4a
ZBUR AT e 2 P EUN 2 17 32 R

Cisco AnyConnect 2B X Fis B RIER, 4.0 4K
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* Updating Network Settings - 7E ISE ] )" #L1fi[¥) Settings > Posture > General Settings H', #&1] L5
SE W) 248 2 it 2 T) I R AR TR B AR D

* Not Compliant.Update time expired - A K5 & I 1] 23 3
* Compliant.Network access allowed. - #M5¢ . System Scan > Scan Summary th 2 75 R3S 4 58 B

* No policy server detected - FEANE ISE 4% . 30 #h4f )5, ARBESIBABERM . BRIA 4515 ] ABR A
o

FRIFEZR R

M2 40 ) ) I o B 28 i T 3L 52 P 45 46, AnyConnect ISE ANSZRR UK i 22 21 FAl . iz
1T AnyConnect ISE ({1557 ] /7 (KPR S BRI FERIN - RS E Wiz T S A5 AT (K 26 5 AR, 128
iR A FCAR P 7 AR R AR I 2 U7 TR AL o DA Bl kR AR R 00, 4 B 5 AT AR i AR e vFOR R
RN ibRYIL

ZEITHER HERICER

X1 ISE i 24 Vi, FARR B AR R GG H & (Windows G+ H G A A 435 Mac OS
X %/JL EI o )

XFT VPN 283552 4Pl (HostScan), EflEHR AL H S ARG HE GEHTAE Windows) Fl13
H&EE L GEHT Windows) o Fra vl H W S8 5N B &304

VPN #3224 VAT (HostScan) SR M 2 4 H 2 =N H &, BRI TR G RGO
FEBMLE (Web JF 35 AnyConnect) :

* cstub.log - f# FH| AnyConnect Web J& ) i 3k H & id % .

* libesd.log - H{# FH VPN %3 22 41Tl API ) AnyConnect ZeF2 A8 . T4 H AR H & id x4
VLW RC PN AR

* cscan.log - MM FAFE AT AT AT (cscan.exe) MIAIEE, 7& VPN i 22 2 PEAh 1 F 2 H & Wik
H AR H sk g ic & S A H &

EERR S HIAVE

X T ISE 280 2 A VEAL,  FEAF A5 2235 1) AnyConnect WA 441 Sk v, ILH:EHE‘?E/%
AnyConnect FFRa T TN H AR OCH P AL IE . Web AAH S5 NAREN ] H &

T EF- OB HERR, 20Ks ISE 280 22 4 PPAN B SR SR FN PPN I 15 10 53 31 28 ity 28 ik ARORA Ak 3L 1) e S
e, A REHEY . T H G RN (BN aciseposture) 5 1) HAE B 5 AR i B SO
fCE; (0 Ul HERDNERE L.

B UERE SRR AL, AR AN BRSO, R A AnyConnect PR BEK—FE .

Cisco AnyConnect T2 & P inEILRIER, 400 i
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B osE&isneitAREHRIES

KT VPN 23 22 4 Pl (HostScan), SCAFALT-BAT H 2%~ AR 30 e
* (JE Windows) - .cisco/hostscan/log

« (Windows) - Win7/Win8

C:\Users\<user_name>\AppData\Local\Cisco HostScan\log\cscan.log

Al A o 8 == =]

ISE 22um & & 1 BL B S dmiE 25
B G N] DAIE RS J T i 2% 60 e 8 vty 22 A PRAN L B S0, SRR B ISE. ), kA
ity 2 A VAN L B SO g B L B E ISE H 7 ST 1) Policy Elements o AnyConnect L' 4 #t

7EISE i 38h)5, Eaflid AnyConnect L E LA AnyConnect $AF J JLOCIR PR ERL . L& ST A
OPSWAT FIEAT & . ASA H ISE Uity 2 A= PPN ST BC & SO dmi £ 5 LU R S 40

- RIERIT A

Enable signature check - WL T, NWAEARBIZAT 0 HAT 20T, 2 )8 FIX LSO 28
EA SRR

Log file size - {UH H G ORI KR/ ATRUE N 5 Mb £ 200 Mb.

Remediation Timer - 1] 7 0 200 £E SIS AT PN 58 AN R, 5 WP B bRic ARSI A 2UE N 1
- 300 43

Enable agent log trace - 7ECHE b R H &
Operate on non-802.1X wireless networks - 215 1E 1, 28 AIAREIAEE 802.1X Jok 4% I
TAE.
* IP ik B 24
N T AR P ARS8 DU (0 A FRA 47 1B

VLAN detection interval - {CEEAE T2 ity IP Huhk 2 g7 2380800 VLAN 5T oS #4 e ] ]
f. A%uH A 0 3] 900 #b, HEFEE N 5 Fb.

Ping or ARP - &l IP ik 5550 7. HEAF I E A ARP.
Maximum timeout for ping - M 1 £ 10 #21¥) ping #EH}  [8] .
Enable agent IP refresh - %6 1 7] 5 H] VLAN 55504

DHCP renew delay - {UCHLZE TP il 2 J5 451705 J3 ] T Enable Agent IP Refresh I,
TERCE IO . WHRAZAEA A 0, WU ELAELE b T (s 36 B IR A T — R XP W7 o SR A
BRI E] VPN, R 825 . A RE A 0 B 60 #2, HEEE N 5 B,

DHCP release delay - fCEIZEIR HEAT IP MBI HIFP 4L, 5 H T Enable Agent IP Refresh i, i
BCE A AN AR A Z 0, UARERRE LR G TIOR8 0 [RIBEA T — I TP R o SRAE R
IR E] VPN, WIRPERS R AEH . ARUE 0 3 60 7, HEF(E N 5 75,

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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Network transition delay - A28 {5 % 2% W 455 DU SR A7 TH I TP S0 Qg g R) Y L CLARD
KAL) o HEFE N S D

s Bin R ST Y
Discovery host - fCH 0] DU RS o XS T IC B SO g 2%, DA A EH L
Server name rules - HIEE ST 125082 A RPIANZR, H T2 ACH AT LU 1R
Z-2% (hn .cisco.com) o
PRA retransmission time - & 4= 44 s FOH VPA50A5 R, 2 F e PeAREE B R) Y
. HEEEEN 60 2 3600 7,

S

AnyConnect %452 7 i UL I m IO SN A Bos et 5 B T i s i T 441
ARATT SLARAS Bk, a2 sl AnyConnect R4EHE4L | 1) Advanced Window for all components
bR, HiH System Scan #70H AL F LA R IE IR

A
AR REgME R BRI R s S SRR IR B ORAE Mac OS X _E[1) Statistics 7 1]
o LN T Preferences & 1HY, MANE WIRIAE Windows b — A7 FIEIT-R 7 M

* Preferences - R IL S ARG RIIRS B HER, DUEE FEREFEREY, SHEMER
ANZAFATIAUE R A IR R 2545, AU E] “Untrusted Server Blocked” & . WiH4E
FH1E, AnyConnect A2 BH 115 985 70 % 2 2% 12 25 (05 42 o

* Statistics - FEHL Y HT ISE &0 22 VPR (GEASG ) « OPSWAT A E Bl AT 452 4f
FHAHS PR AR . iy 22 VPN I BoHTis AT I A0k BT A i/ 10 SR DL Rtk e el I >R i A2 %
BT R AT HA S
* Security Products - Uj [i] Z ¢ 1 22 2% 1577993 5 A1 S [R) 0 801 7= db IR 31 4

* Scan Summary - FEVF I A B 53O0 FLAC B DL AR AR 0 2 0Pl . Biln,  BCE R,
AATTRT AR T 2 A s 28 0 2 VP A (0 BT A T A 28 o 2 4 PPt AR 28 A R IR A SRR I

f1 3 o
* Message History - A 415 {1 i) R GEAE A AR I BE SR B IO 0 Sl M sl ox Tl
BEHEERARH A

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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Bl VPN i 43T (HostScan) 1R IZ 1RO T 2

VPN 2222 41T 14 (HostScan) F&HL 12 it By Ih g

HostScan

HostScan /& /£ 1 )7 EHE 2 ASA JEHAE G ok il A P A e 26 LA AF L. HostScan fJEAR L, £
S DA R BRNT vy 20 2% B Uit ASE R B 2L 5 1T ko
A

ER 7E AnyConnect R4 3.x 1, HERA-ELHHIPLE hostscan_version.pkg SCAFHT, ZI7E ASA HI
HostScan W% N BB IF 5 1234 RESRTT HostScan Lfig. IEAAHEL 2 Hi Bl 222k

HARINRE
HostScan /£ 7 S8R} 1% i SSL VPN 3 AnyConneet %" i i 0 fE-ME B2 i 4 1 51 LA
REHS .
655 T LARC B HostScan LUK PR3 HORF AR, SCAPRISCT B0, 4 A BEIRAR VL2 AU L3t T
ARIPEIL, 45 1 ASA RIKHERT BADCAM A AT IO T SERL, AN SERLRIASEH AL, 205 Bt
RIIERETE

AR GNP E EAR RRE AR B AT H . HostScan A& S 40 ET7 . e H A 4 S il e 1)
B BT 4

HostScan 125 Ha0IR [FILLF HADAE, A4 CRCE 1) DAP 28 5 FEA T VEA -
* Microsoft Windows. Mac F Linux #1F &4t
* Microsoft £11R/F 4% 5 (KB)

o WA B IERI (. EHLL. MACHUEE. BIOSJ¥715. S (k4@ :) . TCP/UDP
Uty 5 . BRAARY A& PR (OPSWAT) [HIRRAS

iE®  HostScan & HEF % Windows % /' i /2 4L Microsoft 5 AF 5 5 (1 i 45 A (GDR) £i5 8 . AlSs i
R EZANMEET . MRS L0t 8 M FHAE DAP BN CigdEMEAME ) A

nw
3E

Z3 R
LU PP A — I HostScan § JEINRE, M TR i@ Rt vk 5L b T A7 R R 75 M1 S [ A
FIS RO E SCHOBT L B K it o A2 ASA [ 2 1 7 PO AE 31 25 15 0] i (DAP) 2 1if, W] AT Bt 2l fig
ERERASE S LS QT NI

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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BB &ing £1TE
HostScan .

ARVEAE R, S PIAHN A R ASA 241 VPN BC & fi5 # H1 3D A U n] SR 53 o

SRA&ITEE: BimE. RIBIREEFARE A SRR

7E Windows. Mac OS X Al Linux S, Q1 FEEAF R vF s B G SR, Ry g Zem vrAl g LS
RREBT W SRR N B K5 R 3755 2%%J7 TR RC

BAIRES - AN B R AT IR X LB A
* SRS R G - 7 AR B T 3
* Force Virus Definitions Update - 41 5 [7994 55 58 XA e 2 24 i VPR G B SCI R BN AR 8T, Wk
LI B 2 SCHEHT o
BN AR - SRS ) W AP s SCAE v it DA I SCIR RO R T, )R 2 o) e A1
SCEH
AN BB IE - FEHTC B AN A 2 2oty DA TG b s SO 2SR 1 197 K Bl 8 3 AR o 4ol
* Ji FE A P I 2k i
* BHAEBL AL VFRY AT .
* BHLAE BT T3
)

IR IR AP KA SRR T e

U SR s 28 P AE R 37 VPNE R e 25 T s B o B K, AT e R i DAl DD e 2 A2 K
60 F A X HDHT i N H

R 2% imiTfl: B B AN AR

£ Windows. Mac OS X Al Linux FHIH,  WERBAT FeVF SR N TR S ARG o G 28 dm PP Al ) LA 2%
U B A RIS N B K S5 PR 377 55 48 75 T (K34 R

B BB - e 0 A b VP A T DA ik R B R AR IR K e L7
* SRHISCPF R GRS - WP SR O], M 2 am v AtoRs R e
* SRR AE SCHERT - A A v i s VP AL THC B2 SRR EN AR OB D e S, U e
PP R 2 AR 25 5 SO -
A NBG K - A PP BT LR ] B AE BT 4k o
HostScan it A< 4.4 AN Sy BH 1B B ACVFAE AN A BT R R R A S 11
S

B JFIEITE AN AR KBS #R S F7 1 Force Enable/Force Disable I HE
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RELERSTHE |
B sospagEmen

77 HostScan Bt & B S = 54 A

£ 2% VPN iy 224V Ali (HostScan) BIURZ T, SR MBS AR RCES] “ A4 57 ) Beke L
NIXEEN YA A Ah e B AR AT RE S KK L ] AT D R AT

« cScan.exe
« ciscod.exe

« cstub.exe

/7 HostScan Bt & Bh % &1 F

1142 %% VPN 2322 4 Pl (HostScan) B T, RSB A AP S 3] “ 4 57 v, 5fg
NIXLER VA A b o B RN AT RE SR L8N AT D A EAT N

- cScan.exe
« ciscod.exe

« cstub.exe

5a7si e SRR E X
ASA ¥ HostScan ZhHESE K TIBNZ& VT 0] SK#E (DAP) . IR¥EECE, ASA Kk /N%unmtEsS

3k AAA JETEMEALAAE R /2L DAP (145 F. DAP (125 & 3 5] HostScan JhfE (51 R4t
Rl HEm FEAG RN A PP .

A AR A R R B 5 2 AN S MR K 1R DAP M BE B2 1 g O 45 DAP S il 1 T2 AAA
JEPEE NI BT o 3 L P A CRCE & m 45 fF )5, ASA N H] DAP.

SR ASA 2% VPN I & 5 e AL B 30 A7 0] SRS 43

DAP 1Y BIOS %15

VPN 23t 42 4= VFAY (HostScan) 1] LS 2R EHLI BIOS J7 415 o £ 0] LU Bh A Ui 0] 5 (DAP) fuif
BBH I HE T-1% BIOS J741 5 @37 31 ASA f¥) VPN 4%,
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EAR

N
A=l
5
s

| m=
faE7E ASA Ea A HostScan Bt [

% BIOS #57E /47 DAP i [ 14

FI1 GxEF| ASDM.
IR 2 P Configuration (ELE) >Remote Access VPN (GEFZ3EN VPN) > Network (Client) Access (¥
% (Z Fim)iEN) i Clientless SSL VPN Access (F % Fifs SSL VPN ##EAN) >Dynamic Access Policies
(Bh7STHE KBS
183  {F Configure Dynamic Access Policies [fIH ', sidi Add B¢ Edit ¥ BIOS it & & DAP £ & .
¥R 4 {F Endpoint ID /AN, riidi Add.
#HIB 5 {F Endpoint Attribute Type 7B, EF#% Device.

126 & BIOS Serial Number H1EHE, %EH = (1) B != (AZTF) , I H BIOS Serial Number
BN BIOS 4’5 . £l OK £1474E Endpoint Attribute 5 15 4E H 1) T 5

LT N OK 4% Edit Dynamic Access Policy HJTE 4,
FIR8  Alidi Apply LRAEXS BT[] SFEHE IR B K
PR il Save,

an{a3KEX BIOS £35S

* Windows - http://support.microsoft.com/kb/558124
* Mac OS X - http://support.apple.com/kb/ht1529
* Linux - fff ] iy £

/usr/bin/hal-get-property --udi /org/freedesktop/Hal/devices/computer --key
system.hardware.serial

R E7E ASA 2 FH8Y HostScan R 1%

F17F ASDM Jfi% ¢ Configuration > Remote Access VPN > HostScan Image.

F+2% HostScan

RIS LT3 T+ AnyConnect il HostScans (ffi 1] msiexec) , iR 5ETF AnyConnect, 2R )5 F
H-4% HostScan.
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OPSWAT X #xE %

OPSWAT 7 1B &

OPSWAT =5 [ A0 2 S8 A58 FH 1) 7 35 PR R 9)5 K 38 N FH 4D 7 i 24 Pk B WA JEL - HostSean FILE SZ
£ OPSWAT API Jfi A 2. JRAS 3 FIJRAS 4, 17 ISE 2832 4 VAN A F A 3 OPSWAT API iltAs
3FIRAS 40 IX PN FRASTE AL 7 THT ) e K DX A WA 2 $e (e R L2 E SO, TTRRAS 3 447 i 23]
PLVEATo WA 4 1N URE DX A 448 75 9 5 0 I () AR PR 4 6 e B S R AR < F

OPSWAT SZHF IR AL S 1B B 55 S AR A RN By K B8 N 007 i 4 B WA )L HostScan
Y OPSWAT API WiAs 2, fif ISE 283ty 22 4= PEAl A ML AR B 2 5 OPSWAT API WA 3 FIFRA 4, iX
AN RRASTE ZH 28377 T 1R B K DX A e WA 2 $ 36 N R A 2R SO, TTRROAS 3 4272 iR 42 EAl T

FE (zip M) HHHIHAA XML SCHEHE OPSWAT A R HETEUTF 2544, TEEAR G164 A AR
FIal AT SCE, B ERHE B T4 44 .

243k (ISE 8% ASA) FIZu 2 M RA S A AEANUEHCHS, OPSWAT A AR PR e it 2 T 2 ol f 23X
SeTR g B s RIVER), e AT, EHEEM T, FEE N T RSk (R e R AT .

{f HostScan "', OPSWAT ik SCAF & BA R 4L Bt 43, ST LA cisco.com L A E F#;
HostScan 32 £F &%,

7E AnyConnect ISE #&3ii 22 2= VP4 1, OPSWAT JEH SO daf 2 7E — AN B ff) 22 257 e

N OPSWAT hiiA 3 HIFER] DL AL 3 ISE, &0 DLNAH SCF R 4ol E il il ISE B35 URL F3)
fn# 3 ISE.
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ALEMBZRE

o KTMS AR, 5 185 1L
o WAL L ATE , 5 186 L

« Mg HEs , 5205 1T

RTMEE TR

A

AnyConnect /2% 2 ¥ HTTP Uit & 2% tH 4 R W 2% 22 R AR 1) 2 g 4111

R M 2 M T e E, DMERII 5N e gk . B, Wiss e Wit HTTP. A7
F Java JCZ, WY “scanlets” S IFAT A HTXLEITCRZH N KRG, BEa MY @it T
Cisco ScanCenter B B[] J* A3 S 22 4 SRS 52 [ P B T 632 1 9 51 BHLLE SR BN T 36 32 T Y
o IXFE, GHN M TR DR N AN Rz g BRI, mr Bl O ERHAE” 5 HEEAN I T SRUEH
P — SR vl Be 52 s n] Ge 5 1 N BTl o W AL s sy, w Bk “BHIEAR 7 o B P HEANEL
B AT GRS, BRSPS 2SR H

IR Z BB 2 2 AR, FH 7 o] ELRI A AnyConnect 9 25 2 444 HL it i 1 b 22 AR 2
A AR, AR DL D T R N, AT B M SRR o

BT E “ LA {EEE I A7 TR LRSI AL T b JRidek i e 1 o o i )5 b TR,
sk B AR A (AR AT IR 2% 3 o 45k JRL 25 I 48 22 T R AC T, ViR 2 A R 1 ek A SR I X P
HoAth 7B R 2 AT BRI, AN 2l i Rl = P 48 22 4

AnyConnect M 4% 224 D) e 218 FH AnyConnect W46 22 425 P i B SO RCE 1), #80] LT H] AnyConnect
PiC B S AF G A 28 0 FE AT g i

Cisco ScanCenter ;& B} 2 W 4% 2 4[4 HE ] . ¥ Cisco ScanCenter Al 2 550 & (1) HE L8 4] £F (&
g4\ AnyConnect W45 2427 ) i e S

a2

ISE JIt 55 & b AUUR R HIERT S BIANIR , I%BRAEI 48 2 40 ) 3O B SCAF 1K) Exceptions B 4%
PG E .
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PR EER S wl S ST RS P 2 e A AR

W2 (AR WA E SO R s PRI TR 2 W 2% e A R ER A1 R 5N hitp://
www.scansafe.cisco.com/ Pl NIRRT AL, ~inh R, WHHEHAE %,

PR3 (k) [ EoR e E AR

PIRE RPN R,

SRS (AL $i55E HTTP(S) VAT i 1 LU g HTTPS 4% i .

WIR6  ACE HERRE SR 1 A IR S 1 Aot AL BB Ah . e 2 BRI R A $E e
TP i1k f1 9 2 it 1) DA o

WD BCE IR R R R A A A i SR, TR RIS A R F P R B 4 e A4

HAREL
SR8 WUERELEIR B 2] SR ) 1 24 i i S SR 4 2 A AR, A 2 (A A 1 19 45 A
I

FIBY i E G IGAE R ZH R b ) i B BB 2 % 22 A EE . I R ] 7 () Al s 5%, Active Directory
ZH 1] Cisco ScanCenter %} FH ' 3E4T 5 43 564F .

B RIGEE X HFPIER Z MW R 2N E
SRz W48 22 A T 2 A, SOV 2 4 SRS 1) 0] B 28 AR B 0 35 N A I HBHL S N . 6
ARHLE R 25 W 2% e AR SL BB I 4% N 23 10 SR 2= I 4% e AR IR 45 2% - AnyConnect 9 46522 4> i
B AR T R R A E L AnyConnect P 45 22 4 R ) R L6 JEL R} 2 P 2% 22 1 AR B ki

(IS

IPv6 [ 4% 7t & 45 F

BRARSRAE T IPve Hudik, $k4% . hhik i Bl oGl M AT A 52 1 D0, 75 T2 A EUA I TPv6 I3
o FIREACHEAAT DNS Skl SR A A A7 22305 (R (K] URL () TPv4 Mk QR 1 QR R 2
T Ipv4 Mk, AT R WRERAE] 1Pv4 ik, R GTIES

FALTA IPv6 I mSe it F1RAREE, 50 BT IPve SN /0 FAS S . IS H AT IPv6 it
SEk A HRACEE: K, IPve R E A Z B2 L R
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EEMERE

A

zrnRExHtnERsmeeaarE ]

iR

{EI24T Windows HITH &ML L, W AnyConnect Joikffie - 1D, WISK Py 1P Huht FHAER &
ID. %1, Wik AFRE enterprise_domains FC & A4 H,  WAd FH P TP #ihik7E Cisco ScanCenter
oA AR A

FE324T Mac OS X [T SEHL ., WA Mac 985 BSR4 22 i don] DR S THSEHLET S % 1
tko WAR Mac RYBE B, P48 2 BT AR i Mac (1) TP Hihit 54 i g sk (i - 44

A P i 13 R

MRYERCE SR E DT 30 A AT PR A, sl L AnyConnect [ 2% 22 e B I H A
PR N TR PR 4 AR

QR L E SO A VE R P T, T DO R AnyConnect %A 51 45 7 i X 46 2 A4
B Settings 1E IR H L PEFIRGACHEL

o G R E P I SO S T Automatic Scanning Proxy Selection 1310, AnyConnect P 4% %2 4>
H DL PR B 5 18 RN AR BRI P P R R 38 L A e bR J2 ] FR 41 A

SR L E SRS SR VER P, 1) H T Automatic Scanning Proxy Selection,  AnyConnect
W 265 22 2k P BRI A AR B D) 45 2 HAT e w7 ][] PR i A QB i v 2 I ) P 4
PR P B B K B R AR

WU P TFaE AR IE YT, IF BAR% T S fic B SO/ RCE T Automatic Scanning Proxy
Selection , AnyConnect W45 %4254 FH P U4 BRI RACEE, 52 & JLmag BV ) ] W) S bR T4 iy
EEEIAVEZ S

F P& R A AT B2 #4314 AnyConnect (2% %24t Windows ] FF ) AnyConnect FE4
KIFrrH . Advanced Settings £~ F1 AnyConnect GUI 1] Advanced Statistics £~ I %7~ T )5

EEEITAEEZp

B EYIR

I_JQ%ﬁé@ﬂﬁi#ﬁiﬂ%&E’Hﬂiﬁﬁfiﬂﬁxﬁféﬁiﬁ, T TCVEAT P 285 22 A 0 B SO R TR 2 s
BB R 2 9 28 22 A R A B

W 28 2 A LB SO s R B G, Sk Uy in) BURE 2 W 286 22 A Wi i 9 sl 4 3 A Rl AC R ) 2 T 41

) Sk AL HHEMATYL .

VN N4 45 AnyConnect 9 25 224> 7% 7 Ui e B SCAF IS, OB SO S 2 b IR JERE 22 W9 2% 22 A AR

HH K L) I http://www.scansafe.cisco.com FEFRACEIF R BT LR . WikFIR TR, SER

Scanning Proxy list is out of date .5 A 2 #5 45 Update List [f iy 2444l s Update List 714 FH 508

()R 2 9 25 22 A R AR ER 1 3 HUHr A F AR B 212

siili Update List I, FCE SO 2 2 R T BeORFFILA L E . A& SO g & IR LA R 2 M

g AR I B R AR v B R 7/ R A
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[6) F P B /R SRR A X 38

TEH VST T 2] ASA ) VPN EH 5, ASA 220 5% P um il & U T 383 20 1 % - AnyConnect [ 4%
AR i O SO R 1) F P SR SR £ X 4 e A AR B
R T AR PR A KR A, BRATTEE U ) P R s A SRR 2 R e A AR R
PR R A, 5 AnyConnect 4% 224 7 i it BSOS AREL S L i A5 7 4 Display 414
ARELFATAS H:
o fEH JOR} AnyConnect %245 8)) % Uiy ST 1 X 48 22 4= THMP) Advanced & H, WP S8
Bl W 48 2 A AR

o g 3 s [RD6 H FAR A T HE P I, AnyConnect /4% 22 AR HR S IR 7~ 8 “ Display” 18 F
PN S RE i AGLIR

o QUL E SO ARV P L R P AT DLE B AT IE R 1) R 2 I 4% 2z A AR B
o F5 w7 IS TR HEA T HE I, AnyConnect 4% 22 42 25 7 i IiE B SCPEFFEAREL R AR Fh bR
J “Hide” RS2 2 HFAREA S A P R, UASIHTHY . H P LSS
7N “Hide” BIFHACHE .
FF& Z 8l
B —4> AnyConnect W £% 44> % ) i Iid & S04

UK

TR I LUR AL — R 8 45 2 AT B S0 F o s

* 171 ASDM Jfi%£#% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* f& Windows SR T, #ZEF Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
WIR2 AT LEmBH IR N 48 22 4 P i e B S0
PRI TR B s RS M 2 R, IEAT BL R A
o MR BEREGH T 4 4 AR Al Hide.
 EPEE ORI A RR, ARG AU Display. #EIECE N BRI BRSP4 2 AR
.,

$IB A {RAF AnyConnect W %% 22425 P i e & SCA:
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zrnRExHtnERsmeeaarE ]

IEFEECATIRAE

SIE2
$IE3

TEA4

M E VGER A, P S h BIEBOA AR, BUAE UL, BT IR E S RAT
TR P8 g A A R -

AR EE S LI B2 P G BY5 ) (0 I A R M 48 2 AR, JF Hoe AR bR id
“Display” .

* CPUEIERE— AN BRI R 2 2 2 A AR EE
* ZEAIUT HTTP Jii 2 1) AnyConnect [ 4% 22 AR 1 3y 11 51 28w #1311

UK

I CL R T390 A 2l 00 265 22 4 0 B SO 4 2

* 171 ASDM J{-1%$¥ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* f£ Windows HLHLE A T, #ZEF Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .

FI T2 Gt 11 D9 20 2 4 2 1 i T B S
M Default Scanning Proxy (ELIAFIHENKIE) FBOEFEBIAFHICEE .
{RAF AnyConnect M 4% 224> % P i L B S A

HTTP(S) it 2 iR im O

T

BRUMEOLN, H e A MRS 25 0 A HTTP 45y, DRIk, 88 nT DU I fic & ek 98 HTTPS 1%
LR . (RS ax e G B SO, R DN X SE R L 2R, AR R e e AT Rt
Ui o

UK

FERIEL R I35 R 3 W 4% 22 4 i B SCF 2 i 4 -

* T 7 ASDM Jfi% 4 Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.
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ERREEXHTHER ZMEREAMARE

IR 2

$IE3

PIR4

* 7t Windows HHLIE L, #$% Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .

FT IG5 1) W) 4% 22 A 75 i P 1 S

7t Traffic Listen Port “ZB 1, i \IH 1] HTTP i /o HTTPS fii s, ZEiEMZ% e Ap “finr”
138 0 15

TRAT W 28 2242 2 P g i o ST

fic 2 Windows Internet £ I0 LA FC & 2 X I8

N

NSRBI TR Wi s At . AFAREIRSS 4784 S S0 UF AR IR 4545, FF HoTRe G 22 H]
J A FIE TS . AnyConnect M 48 22 2 SRR AL S B0 UE : FEAFINTLM. UACEE IR S5 25 & 0
FHHEGHIGUER, AnyConnect (W 4% 22 4> 23 fF3a 4T I R AT 35 B 5 0 B0 i B o ) D A B AR 2%
AT S IRAUE S, AnyConnect 4% 2 418 i 24 SLAR TR 0 4% i 12 % oh 31 BB 22 ) % 22 4 AR
H: AnyConnect W25 22 N ARBATUE, B ZAZAAAENAE T, JFHATFRZELIE, RMEH P
ARER Y i) JE A 99 286 I3 [9] 2] 7] — P et ot . Jo 75 BB A sl IR ss B nT 5 A JLARBRZ 54T H . 4 H
JIRE R AR INT,  AnyConnect W 4% 22 B AT IN H S0 FEATHI, I TFfbs 0 2 i B 4
pe | Py S G S e e S E L AL

24 Windows Internet JEINHY L& A 7EZR F iy L AE A FLACEER), AnyConnect ¥ H 1% &z .

pEd e

7t Windows I SCHFREANAT NTLM AFAREE . 7E Mac FAXSCRRREAR A 4L,

1)\ Internet Explorer 54 fil[fi 441 7T Internet Options.

2 %+ Connections LI, #AJ5 £iili LAN settings.

3 F LAN FCE A AR 5545 -

4 NARHLRSS 10 1P Mk A4 . W FTP/HTTP/HTTPS FUE 7 At AR HE, A i
HTTPS {2,

B 1
« RLFFEET 1Pv6 R TND [ A JLARHE.

* 7t AnyConnect M 45 2 4 55 B R AN A AL IP; 0], A2¥ Ui & M 2] AnyConnect M
A,

o PR E R iy 1 5 BRIA Web 3t AR, W F5ZAE AnyConnect P45 22 4 it & SCAFH kdf {9t T ik 1
F A A IARER S 1
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HEFRELEL & R B ME AR S B2 imiii =
D e Q) e e P S N N e T
RIS . TR DL F LRI 5

* Host Exceptions ¥ Host Inclusions - 7£ ELfC & Host Exceptions 15 UL T, 248t B A [ IP M
bE (AJLEREH, FHMAEFM) o 762G E Host Inclusions FIE DL, BT AN/ IP ikt (2
LB, FHAESTM) RPN 72N, A RRRES S,

Y

% AnyConnect 1598 1] LA#2 4 Host Excecptions "1 41 Hi IR L&

* Proxy Exceptions - 7EF48 25 HEBR LA H 1R PN B ACRE IR 55 25
* Static Exceptions - fEF14#1 AnyConnect "2 HERR AL S HY 1) TP Mk o

ISE AR 55 822K

ISE JIi 55 & AL MU LS AL A ISP IR T, A% HIRAE W 258 20 A5 7 B G 2 SC A ) Exceptions B A% HH G
o ULAh, WL L AeRPUAINSET ISE 280 2 APPSR, LA ISE 283 22 4 PPl %5 )™ i 1T 7 i) ISE
55 #% o ISE #8322 A VP Al 0 B ST Ak W 25 K LA AT 4K ISE g5, IR 4 T

T 2RIARK
2 RIEN
3 enroll.cisco.com

4 DIRiEEREL R ISE R4S o

HERRSL B & E MBS
FriE Z Hil
 TE AR TR AP PR o A B E AT (Ul *.cisco.®) , IR aX m] e A0 45 Y 2% 44 16 ) il
* 15 20 M B3 B AT BROA LB SR H
s n] LLEPERCE Host Exceptions B¢ Host Inclusions. 1%+ Host Exceptions, WI$ 2 ) 1P itk 45
B SBBE 2 2 e A ARER SR . W R E B Host Inclusions, WA 1) TP Hhuhk4% & 21 R M 48 %2

AACHE, RIS B HoA R . 1R, AnyConnect 1151 DLEERCK H HERE 0 MU0 40 1) T IR
o BN L2 4 Fl AnyConnect P HERR &, THIC & FHAHI b
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21 %+ Host Exceptions 5% Host Inclusions.
W2 WA PRIk, NS s R IP bl (A ILEER], A ECTRD .
W3 AFH LR EEN T MR 1P Hudik:

&% w15l
B IPv4 A1 TPv6 bt 10.255.255.255

2001:0000:0234:C1AB:0000:00A0:AABC:003F

TERIE M 1 (CIDR) Konik 10.0.0.0/8
2001:DBS::/48

SEA P E Ik 44 windowsupdate.microsoft.com

ipv6.google.com

AR OASTER G Bt AR
example.com.

SE A PR Ak 44 T TP Ml ) 3 £ 127.0.0.*

*.cisco.com

ER 2 WebSecurity #HCE M EHLBI SR BIAZ I, P AT DA EAL HTTP )k %
H, DMEGEE 2% 22 4R AT 1P Muhb M AN B AN P i LA, AT AR X

(78

HERR AR IE IS
1t Proxy Exceptions X I5H, HABAUN FHACH IP #uhl (41 172.31.255.255) .

BB R IPv4 1 IPv6 Huhl, (HURETCk b s e H5 . /] CIDR #rid, &ILikfexe
IP Huht,

Fa 52 IP Huhb 28 | R 2= P 25 20 A PE 300 1] IX BB IR 45 2 ) P 48 400, 2% 1L F SSL A3 LA g
7 E I X e RS ws . B A AR IR &2 B ol L Wiz 4T . W SR LA IR BE IR &5 2%, W20
BR= M L% 22 i B W4 SSL fEiE

G R A A AT A AR AR 45 2 X e 28 v i, ) AZ0FE Host Exceptions H 41 X e 414, LA
MDA K. S TIRE Proxy Exception 513K AR H AR KGR, ADREAHCE EASBEI b,
FoF FAZR R AR A A HE, Mg 24 238 SSL DA% IE 5 2iE i e Rk, a0 A P A7
TAFEI 2wl 1, HAZol S i E—AN W AMREE DLV ) BB, R 2 B 2% 22 4 n] g HARAL AR [
WIS R, SR A IR R e Y i —
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HERRBRZSHI51

A

T 5E L JRE 2 M 2 22 A PR, RIS A e8] B 1 (CIDR) 7nvk i)k TP ik 1P
hVERIAIER . fESIZR, AR VPN MG L TP Mk,

WERAEAT 2 EHLAL BATHIR A TP i, (HAXAERFSBIAMIR T ECE TR — DTN, W%
SRR T

BAIANES T, http://www.ietf.org/rfe/rfe1918.txt Jrid (IR [P Hihlk GG 7E# A B A 51K 4

iR

N

WERAFAE—AMREE RS 2%, JF B 1P HuhbAE S B A S R i — A ANJE I, B Z B 408
B FEHBISN TR A . FlLn, 10.0.0.0/8 HIAEFRASBIANIR A . I RAEAE— M T 10.1.2.3 FI4L
B, UK 10.0.0.0/8 Bah B EHUGI AR AN, K% BB R S ot = M4 24,

] LA 5E 18 1] CIDR /R [ IPv4 A 1Pv6 Hhhik sl bbby [l . 48 0345 & 58 4 B e 1044 57 1P Hhik
HRE BB  IEMEVL R an T Fros .

10.10.10.5
192.0.2.0/24

pEd e

¥ SSL VPN £ 28 1P Hihik- s In 2N EAS 514051 2% .

Bo B A PRSI E & R A A TR M vz A (8]

$IE2
SIE3

$Ig4

N T SV IR B EOE R B SR 2 M2 s e AR, AT LT A

UK

{EFH AR 752 — A ) I 48 22 4 0 B S A2 25 -
* 17+ ASDM Jfi%# Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* /£ Windows FLAUB, ¢ Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor.

FT B G A ) P 2% 22 4 78 g T 8 S A
1515 Preferences.

¢ User Controllable. (IX/2ERIA¥% E . ) User Controllable fiff & ] J' J& 75 AT LA 2 AnyConnect
FLIHHF) Automatic Tower Selection #1 Order Scanning Proxies by Response Time % . -

Hy T AbEMI g% 2 4 A ik B, 1 P Automatic Scanning Proxy Selection. 41 4L & AT
£, ¥ H3)i%EFE Order Scanning Proxies by Response Time.
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BB R A EHI A R R A IR N R A 8]

* G 45 1%EFF Automatic Scanning Proxy Selection, [¥4%5% 22 4K fff s IR 144G HE P g S B[] 5
PRIF E B PR Bz AR AR

* IR % Automatic Scanning Proxy Selection ( B ZiEFFARIE) , HAWRES T Order
Scanning Proxies by Response Time (3%ZNa [z B E4S IR IBHEE) , WP 1A ) S0 AT DA% B2
PFARARE AR (R e PR 30 B 1 1R s 2 IS TRDHE ) o
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* ¥TJT ASDM Jfi%# Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.
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* 7t Windows HHLIE L, #$% Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
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* ¥ FF ASDM F-#% ¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.
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* T 7+ ASDM Jf 1%+ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.
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* 7t Windows HHLIE L, #$% Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
> Web Security Profile Editor .
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* ]I ASDM Jfi%#¥% Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* £ Windows HHF T, #+$E Start > All Programs > Cisco > Cisco AnyConnect Profile Editor
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Client Profile.
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LR ENE HAE B O R B S . A SSHRAT EL R AT S ALY, 2 AN
(K4

o IR E RS 2% SAAHAL R . FH P e B 5 AN A AR B30 4 o 2 4 W S R bk R X 58
F 4 180 639-1 ¥ X I B, WG, nldsinE KA (B, en-US. fr-CA. ar-IQ%55%) .
IS i AR B FH SR AR TS 4T A 1) L e AR Ak £l

* W BN AR AL E S . SRR S AT AnyConnect P60 b e i A ALK, IR
2 AR P A A -

¥ zhig & /Y FIPS F1EH B N

H T #3011 AnyConnect £0 7 UBHE N B (C3M), 1% Cisco SSL SEILALFE FIPS 140-2 e
FII A NSA 4 B I, & F A% (NGE) ik —#7r . B4 B s {GEH T IPsec
VPN; FIPS 325 0% [A] i 5& -1 IPsec A1 SSL VPN,

TEREINT 55 3k st B g N5 S O T o P R B T VPNGERE P i I Th . DRI, 224 R ORId A2 7 FF
FIPS F 72N MELE B s .

FH P AlF AnyConnect B & 4 (N AE P R I [R1 4252 NGE 573, J775 &7 AnyConnect I ¢ & H s H
FIPS Mode. 4 FIPS Mode 4t T2 APIRA I, AnyConnect 14552 VPN 348248 Ak FIPS I8 5k .

HR—FFE R, 26T FIPS. NGE Al AnyConnect.

H fth ¥ 3 4 W FA PR

* EF B N K Apple i0S 5.0 BN mihiA; Xt SC R E B Tl I ECDSA 1E15 (%) Apple
08 HfEh A .

« 44 B I E 3K Android 4.0 (Ice Cream Sandwich) 5§ 5 SR AN ;s 12 SZFFE4F B H il ) ECDSA
U5 Android FARIRAS o

* £ FIPS Fa M AT 1 e S 4 AR5 VA Ak 95 A8 T SCEP B2l ) (1 P uE A5 (K77 35X
AR WA RIS

Android 1% £ £ #9 AnyConnect

BRI A SZFERI I REFN e 4%, 1524 Cisco AnyConnect ‘224 80 % iR A i, fIRAS 4.0.x

(Android).
AU 28 T A AnyConnect ], 15215 Cisco AnyConnect 42484 811 7 i 1 )7 45 194
Ji A 4.0 (Android).

Android ki AnyConnect B4 NI #0 R &1

* Android it AnyConnect {35 5 e B4 A VI SEAHOCH) VPN Tifg.

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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#%5hi% % L&Y AnyConnect I
. Android $§E;FEEIMN

* Android iz AnyConnect {2 #7 MI &% Al MR, AN ST HoAth AnyConnect R .
* ASA X Android hit AnyConnect #2173 KA E BT . EAIMNAE Google Play 142l

* Android Jix AnyConnect 3¢ 7 VS N #E 4% H BA A i ASA i ¥) AnyConnect it & SCfFIH
ANHER4H . Android %412 FF—4> AnyConnect it B SCF, B, Mk umiz i it i Ja — A id
HIF. A, —ANEESCI AR S 2 ANERAH

« WERH P SARIEAN 2 SR B4 12205 AnyConnect, SKRSCEI S H W Bl zeieist. RS -8
(Installation Error: Unknown reason -8)o JH:/E’EEE Android OS /:—EEEO

s ISR P AR A bR e AnyConnect #4, WS4, LR HER T “7E/H3INJE3)” (Launch
at startup) %I, AnyConnect HR45-#5K Haha s ((HAIEED

MR “NE P uRiE B R ” ThEeR, Android M AnyConnect 75 2 X1 1) ASCIL F-FFit4T
UTF-8 454l . A4 KB-890772 Fil KB-888180 (¥ # W, A RAAE TR 78, % P it iE 1
WAZBRFH UTF-8 4% 3.

* AnyConnect 7EiB it EDGE ¥ #2 A% sl U VPN 3t i i 2 B TE SRR, X /& EDGE Al H A 5
HHIC S A A ) [ PRI e 2 1)
o LB TURNI ST F 4 S R P oV il D iRt s 4 48 FH AnyConnect “ %1% & ” (Send Log) #4147

£ it H ARG . IoAd 757202 A8 F Windows Fll Mac OS X - [ Al S 2 /7 Al s 44 AnyConnect
H&E3 .

Android 45 E;F 2 E N

Android 2 zh %% im R &1 FMIZ & ID £
AE, AnyConnect 23 7E 481 e B H i BRI B )5, 2B T Android ID 1) 256 71T AfE—1%
% 1D, It 1D HURIE T AR A A2 i) IMEL A MAC Hulik (144 45 40 7158045 1D.
R T FIRR A AnyConnect, W) B4 ifE48 ID. AEF-H B ILIA T AnyConnect 2 J&, btk
20 1D GRELp st AR ME— ID,  E 2 FE B Y H £ 5 2 AnyConnect.
R DU =R A A E AR % & ID: M AnyConnect i #fi (Diagnostics) > BEIERMNAFKER
(Logging and System Information) > 2%t (System) > X &R (Device Identifiers) bi#: (LEXILHN
ME3NJG) » {f device identifiers.txt JXAFHH AnyConnect HE W, 7% T (About)
B b

)
AR R MO LK) DAP S, A e HT & ID.
Device-ID E"]E}ﬁiﬁf‘ﬁﬂ?

Device-ID = bytesToHexString (SHA256 (Android-1ID))

}iFP Android—ID,*ﬂbytesToHexString‘%Qﬁﬂqtjiitiﬁjl:

Android-ID = Secure.getString(context.getContentResolver (), Secure.ANDROID ID)
String bytesToHexString (byte[] sha256rawbytes) {
String hashHex = null;

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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#%311% % LAY AnyConnect
Apple i0S %% L #9 AnyConnect B

if (sha256rawbytes != null) {

StringBuffer sb = new StringBuffer (sha256rawbytes.length * 2);
for (int i = 0; i < sha256rawbytes.length; i++) {
String s = Integer.toHexString (0xFF & sha256rawbytes[i]) .toUpperCase () ;
if (s.length() < 2) {sb.append("0");}
sb.append (s) ;
}

hashHex = sb.toString();

}

return hashHex; }

Android i% Z 1R

1EH T AnyConnect 4 ) Android ¥ 5 H 5 B 7 LA AR :

THRILR 1t AR

uses-permission: FEVFI P 7 1] 19 4 R 615
android.permission.ACCESS NETWORK STATE

uses-permission: SOV T A Wi-Fi 28 (1A 5615 B
android.permission.ACCESS WIFI STATE

uses-permission: FVERN T R I o IR B e e,
android.permission.BROADCAST STICKY Bt RS AR DB e ] DL e A 20X

Hs, MABEER T —IR) .

uses-permission: android.permission.INTERNET | 234 FHIT FF N BB .

uses-permission: FLVE R SRS o
android.permission.READ EXTERNAL STORAGE

uses-permission: android.permission.READ LOGS | # ¥ H i BUK 2 248 H &30,

uses-permission: SUVFRUET ) IR A, S B A ) HL T 5 1
android.permission.READ_PHONE_STATE ST 55 W 485 Ly TE AR HEAT (R AT IR Y (bR

&, v EIEMARAT LR PR .

uses-permission: SOV AE R G5 1 3l e B $k
android.permission.RECEIVE_ BOOT COMPLETED

Apple i0S % 2 L 1) AnyConnect

IR A S ThRE I % %, 1S4 Cisco AnyConnect 22 4 F5 211 P Ui A UL, FiiAS 4.0.x (Apple

i0S).
AR 222 TR ] AnyConnect W], 152 Cisco AnyConnect % #5501 % ) b ] ) 45 e »
[ A 4.0.x (Apple iOS).
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#%5hi% % L&Y AnyConnect I

Apple i0S £R AnyConnect 4 ) 71 5R s

Apple i0S i AnyConnect /£ M) F0FR #I

Apple i0S it AnyConnect {3 Ff 5L VPN FEAAK KD fE, -

* AnyConnect 1] i 7 FZ)ACE . i# 1T iPhone AL & 55 HFEF (http://www.apple.com/support/iphone/
enterprise/) 2B [1) AnyConnect VPN %)™ Uiy Fie i SCAFRC B3 A8 FH A A% 3l 15 45 5 B AR i

* Apple i0S A X 3 FF—1> AnyConnect VPN 2/ il B SCF o AR B IC B N 28 06 44 5 B d (1 i
EOCHEUCEC . Blhn, i RASEREF] vpn.examplel.com, AR5 &R F] vpn.example2.com, M
vpn.example2.com F A ff) AnyConnect VPN % /it it B S {4458 3 A vpn.examplel.com 5 A
W S

o WEIRA SCRFBE T ORFFBOG DI fE s H2, "o PR B s Wt i 75 fir o 185 0 ST [R) R PT A2 At B
I &L

Apple i0S 4% 7 VL B 300 :

Y AARIRES, T i0S %77 25 H aERN VPN 208 M CUlCE /5 I Wi T
$:” (Disconnect on Suspend) [] VPN & if Wi iEHe . Mali i 245, F T8 Bppd 4 75 2L 508
¥EE CPN £,

* JABIHI P SRR VPN JERL A, AnyConnect RACAE B (H B . AL, WERIT A8 IFaR slifE B
FAi B (BIIERAE RGEIRA) BH )G, KT 10S MIZ FHER) Rk H a4,  AnyConnect £7
Ik 7T RE DR AR AL 3 22 A PPAG 5 6L

i Apple #& F i ohfent, HNATi247 5T 4.0.05032 [ 1H X AnyConnect fitAS BT 9.3 1)
Apple i0OS A, ULIhAEAEH T MIAEE . 7E 88 AnyConnect J&, A T fi R 1E A i 37 94 75 3%
$: VPN B%i, 7 20 F-8)))5 8) AnyConnect W I & # . W SEAXAEM, 76 FIKi0S &
G4 VPN BETE R, 2 WoREi i e “ VPN IS8 25 8W 7 (The VPN Connection
requires an application to start up).

J8R} AnyConnect FI1IH i AnyConnect s& AN E N, N H ID HAE . Kit:

* gk AnyConnect N FH M IH AR 4.0.05x 355 RCASTHZR 21811 4.0.07x [iiAS . 8} AnyConnect
4.0.07x FE FPI N, A AN [F] (7 44 FR R0 AR EA T 20 3%

* AnyConnect A FRIRA T DUILAE TRk &2 b, (FRBIASCREERAE . R AE 28 7oA
AnyConnect fRAN SRR TIER:, AT N ATRES TUHANE . TR % % LA > AnyConnect
N, JF HIHRRASIE A 8 R B8 FIFR B

* B AnyConnect N H A 4.0.07072 55 & A AN g U7 [ 54 FH BAIH i AnyConnect [ 4< 4.0.05069
SATAR ST B RRCAS IR S o P AS I T RRCAS 81 AT 07 [l M F MDM. #8532 R

o QIR BEEH R PTCA,  NHBR 5 NS IH R AnyConnect B FE Y FH &GS, 481 ariiE -1 N G S04
N, EATR RS W AE R G VPN BB . AEEIRIH R AnyConnect NI Bif IR 2 FH £ -

* HT ) MDM e & SCHEAR S il BN . EMM {5 #2425 52 FF VPNType (VPN).  VPNSubType
(com.cisco.anyconnect) 1 ProviderType (packet-tunnel). >4 T 5 ISE S5, X411 20 RS K e —
PriRFFLiH 4 AnyConnect, K2 AnyConnect 75T HEAL T ANGE FFU7 i) A5 B o A AN 15 E I
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I #%311% % LAY AnyConnect
Appleios tts3iEEm [l

e, WE MG EMM LN T A7L8nl GEFG 2 FE VPN R, 55— S8R A vl el i
(M5 F o

7£ AnyConnect 4.0.07x I 58 @ hRAS A B HT T R HESE 25 T 30 IH At AnyConnect 4.0.05x H 1947 4 & A2 LA
AR
s LEFTRRAR T, KRRk & ID ANFHE UDID, i HEE N ) wE )G, W& ID ¥k EAR
s BRARRE s AT (0 & A h AT

o f 0] LT ] MDM 328 (UE A8 ] AnyConnect FFAJ FH IR S N IAEH: SCEP. it
Ul T3¢ A8 URL AEBFEE SN . B AnyConnect AN BE P-4 A 1 (15 5 1 9] ()3 4y
2 AN A AL T N EE 1D

 EAEH] UT QUSRI H N, P 2552 S 1) 0S4 L.

* P A 45 H A7 5 M AnyConnect VPN BB SCAH N800 ML H AR AHIAL, Se i Ti%
FPRAER, EWTFEETASN HEWS . o, W& G, M ENUERS B BT
UL, CREFEREIN AN SR A UL e

Apple i0S HU45AEEEIN

7t Apple i0S ¥ % b3 #F AnyConnect I, 1 :
* R SCEP 2% B AIE T AnyConnect SCEP, ANi& H T Apple i0S SCEP,

* i Apple iOS [, JHid VPN X MEF AR o (HZ, BRI s A2 i o HE R A i
A7 A [F) ActiveSync JEHI, AnyConnect 1 DL 5 IX & I-4T T4E .

Apple iPhone BL B 25

Windows &, Mac OS X A iPhone it & 52 HFE P (IPCU) HI-T-%F Apple i0OS % £ $h47 e & 1 28 Fi
BidFE, HART AT Apple A A 3RHC.  HCERAE PTARRAE 242 9 5 1L AnyConnect %% i i 5C
4

5% Apple ¥ H|FIILA IPCU GUI A T fi# AnyConnect Ipsec Lhfg. 7E IPCU [JI4G AnyConnect GUI
fiL & IPsec VPN &4z, #48 “ 45487 FBH 1 RFC 2996 mx {EH LR URLEW:. b “ARS 287
FBOEL I JE A0k LS SSL VPN JEFE 1 vk .

[ipsec://][SAUTHENTICATION>[ “:” <IKE-IDENTITY> “@” ]]
<HOST>[ “:” <PORT>][ “/” <GROUP-URL>]

S IR
ipsec : RONIXJE IPsec . R AEME, NI IE SSL.

Cisco AnyConnect Z £ BB FIREIERIER, 40K
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i %& L AnyConnect |

Apple i0S BY4FAIEE S

2% fhik

AUTHENTICATION 1i70E 1Psec TEHL M S I UETT 2. WIRAENE, WS
EAP-AnyConnect. A XUE N :

« EAP-AnyConnect
« EAP-GTC

« EAP-MDS5

« EAP-MSCHAPV2
« IKE-RSA

IKE-IDENTITY 24 AUTHENTICATION # &y EAP-GTC. EAP-MDS5 5{
EAP-MSCHAPvV2 I}, #85E IKE#rIR. H THALS R IF R E N, 1

HOST fisE MR o5 s uhit o ELAE AT A EHLAL B TP Sk

PORT i 20, A5 TS HTTP URL J7 Z 45— 3L

GROUP=URL B0 210 5 2545 44 R I & TE 20 44 5K o

IR

ipsec://EAP-AnyConnect@asa-gateway.example.com
ipsec://asa-gateway.example.com

BER R FF A ARUER Cisco 10S B4 Hia%, 15 H LA R %Js:
ipsec://eap-md5:<identity>@ios-gateway.example.com
REEREEREN

Apple i0S 1% 77 E#E D) HE L VF Safari S5 AN A3l VPN 38, Apple i0S R B4 1G4
I PC 2 P RO DA 2 P BT SR e AAEAT 5 BL TR A 46 AR, Apple i0S AR M T 7. VPN 34
e

* VPN 42 AR 5T,

* 5 Apple i0S %75 ZEHHe A 10 v 17 SR Ja o

* RS H B E DA AT 8GR

* BAEIERZ H a ] Connect On Demand.

* Apple i0OS JEi%H¥ Never Connect 413 H I A4 B 538015 SR T IL

R LU N AE—451F: AppleiOS ULACHIE K “UG2IEH" FIR T T4 (R AppleiOS6) -
5, DNS #rifj kM, I H. Apple iOS VCHECISE Rk “ ey idsie” HIR i 7Z 1

P F A IE LI RERT, T AE LU R0

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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#%311% % LAY AnyConnect

Appleios poissiz=Es I}

* T i0S ML AT EFL DD RESA 3l VPN JERL Jm, W RSB ARy 58 I 18] (8] A AL T A s 3 IRZs, 108
ReWTRRIE S . RIS R, W25 Apple (9 VPN 275 8 0R .

o QTR RS E RO, FeATTEEE ] Connect if Needed #3411 % DNS 25 A & EHLRM, Hd
TN S B VPN &, B2 IEAIR DNS A&, PUE LA AT =142 4806 H A # DNS
5545 EAT BT o

0T ORE TSN RS, FETUE DS B E A AR (60 F2) 175 PR I
(vpn-idle-timeout). WK VPN 210t T AV 22 0 B2 H LT an IR P, i E M
BRI o SR AT E VPN IEBN (B, WA ARIREE D 28 2ok .
R0 2H 17 BR A2 PRER ISP B 8 Sk 60 43

 BREIERLIAT A 5 IRUAAT K
7t Apple i0S 6 I, i0S fEVLHCILHIZ (R RL U IN 46 24 25 J5 3l VPN 4%

i0S 7.x LA HF Always Connect, 4t AR ICRECHT, 4745 Connect If Needed
FRIAH ] o

S A P AL H] Always Connect, it B 1A UK k%% 31 Connect if Needed 714, JF44
A

* Apple CEMAHZFERLDIREHE T2 A5 AR I Z5 K I (TND) M5l fE. HbIf iR Tife:
T e B P AL T ZAGAER M, 3 R ie iR Thhe.

BOE T Wi-Fi 4% il A S8R 1 45 s AT, 475 4% A A] TND Rif e
FETTHESE VPN,

ANRISLD)RE, AR T R D) REZ AN E B
RN A, THA K108 6 1 Connect On Demand {17515 48 1) W9 2% 460 R 1E 41 5 L .
« £E 11 Apple 108 Ipsec 7% /7 Uiy Fl AnyConnect 3 HAH ][] Apple i0S VPN % 5 HAESL

R REETR 5 DNS BBAT1T A

ASA P4y B Th e s 45 e AP R IE L VPN B, MR R I E CR . —ANFR N R4 DNS 1)
AR IhEE VB TE E WAl DNS i B &S VPN B&iE 1T DNS f##T, WEFP DNS 7 & % DNS
RAT SIS AL TE (B CRH) o $%4) DNS £F Apple i0S %45 E 5 72E A d 45 (Rt lic & 1 720 bR
R TTAET AR . Apple i0S JRASIK) AnyConnect X iy 4 PR i . 411 F «

* (N split-dns F113H Jr51381) DNS 21,
AnyConnect % TE Y SOV 174 W Fi g 3k 1) DNS Al i B IE . & 208 A7 L Ath DNS 2rify ik
FAHL DNS f#STFER, CABISOB AT /b B, m LR @20, AnyConnect {8 ik %
TEAEH%) examplel.com Fl example2.com ff] DNS £5f]:

hostname (config-group-policy)# split-dns value examplel.com example2.com

* % default-domain iy 2 35 [) DNS & if).

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



#%5hi% % L&Y AnyConnect I
B BlackBerry % # _ # AnyConnect

L4t split-dns none #2776, H. default-domain iy 3455 T — MK, ) AnyConnect {1 b
TE AL ZI ) DNS iy, 16 T Hoth DNS £ 1% 38 o B b & 126 B A DNS b7 2 HE1 T iR
Mro B, mapRLLR 40, AnyConnect 138 it b% i f£ %7 examplel.com [ DNS £ i:

hostname (config-group-policy) # split-dns none
hostname (config-group-policy)# default-domain value examplel.com

* 3l TG L A 24 T AT DNS A if. 215 split-dns none il default-domain none iy 417 7E 121 3K
merh, B BURIZ LS iy S AAEAE T A S b, HAEAE TBRAALSEmE T, U AnyConnect 349141
DNS 5 if17 18 Jo BH A 3% B A DNS S AT S5 34T AT o

A

AR WAURIRAE split-dns, WIZH SRBE R A7 AL T BRI SR I35 70 BRI I8 2 . 00 1E 4k 2k o0 B
B2, 15EH split-dns none 74> .

BlackBerry 1% % _ £ AnyConnect

B RMIRA S FE I Dh e R4, 15214 Cisco AnyConnect % 8% b A UL, A 4.0.x

(BlackBerry).
R 24 T A AnyConnect W[, 152 AnyConnect ‘%884 7 wig P Rg,  TROA
4.0.x (BlackBerry).

BlackBerry _E B9 AnyConnect J 0l 51 BR i)

* Ja F#%4)> DNS 1] DLl VPN i%E4%.  Blackberry 5 % SZF 91~ DNS IR %5 %% . ASA it & ) DNS
R4 estis, oE4E DNS IR&-aspI R g, Kk, 2% ASA FLE f) DNS k%5 a5 H T
TUN &AL . 415K ASA B 'E % ] DNS k554 1 A7E ASA I3E1T DNS 4%, 3L 2%
') DNS fif# B 2RI o

ik Jii%: HZ BlackBerry SLEFIANLA L DNS RS 28 5, & HE B A NAE ASA I it & — A
JH] DNS JIR45 %% .

ERIAEHL R, M ASA RiuRHERE 2] % /) AnyConnect VPN it & XA SRR IEFTE AN ZAEATHIIRSS
75 o X P RESPHIE RN VPN 154z, 28] i & vl 4 ] P R AIL I B R e 2 ik R 4 5 A A

TR 55 2 I 4%
o W ) P A 4 T30 5 T 3R E IPsec IKEv2 VPN i%3:, 704353 ASA BidiAs, R EAP
B I SZ S H

Chrome 0S8 iz &kt AnyConnect

A RIRA SR DI RERI 1 %5, 1 2 0 AR AnyConnect %2 28 8% ) i IR UL, AL 4.0.x (Google
Chrome OS).
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http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/user/guide/b_BlackBerry_AnyConnect_User_Guide_4-0-x.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/release/notes/b_Release_Notes_Chrome_AnyConnect_4-0-x.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/release/notes/b_Release_Notes_Chrome_AnyConnect_4-0-x.html

I #%311% % LAY AnyConnect
7£ Chrome #21E %% L {# 3 AnyConnect 8 MFIRS [

2 Cisco AnyConnect 22 =R 8 & F i FH P 45/, WA 4.0 (Android) L2235 . T2 R4 F AnyConnect
INA;E P

7£ Chrome #&{E &%t L & A AnyConnect B9/ NI F0 PR il
* B34 Chromebook 345 (JEMZ 4k Chrome & FERSS) B, AnyConnect JCik1)s 10 %5 F7 b
WS B e S RIEAIZAT
* 7E4i% 3w Chromebooks I VPN PEESZBR  (chromium [7] @ #514341) .

*51 B A Chrome #:1E REM 4.0.10113 85 =il AnyConnect SCRF H B BUFTIEH: (U4
B2 LW S0 25 P82 VPN 215D o Chrome 51 KU AC WA BAT 2/, 4540 51 2k Wi-Fi
ERE O &R, AnyConnect 23 o1k HAT T HTIE R,

* BRARAEH] Chrome $4F REE 45 s R ARCAS, 73 U A 22 4= R QL2 I BT IR 55 s UE 15, R 58
R AFAEAA eSS, PR AT AE .

* 7t Chrome #:4/E R 4t L2248+ AnyConnect Ji7, 5524454576 UG #HAC E AnyConnect.

AnyConnect Nt s iR “IEAEVIAGAG, 1R %---”  (Initializing, please wait...) o XML
T LA I ]

£ ASA =M K LEBCE®FL & VPN &E#
UK

TR ESAHNRAN B ASA 5500-X R QB KEEHCE SRR, LA T fiff 55 10 RIS 3l 24 S 1) SO G
B W TRE B, WS N JTIm:

% ASDM {ii & N

3 URL Configuration > Remote SHARAER) 5 AnyConnect 2 2 U 2% - 50
Access VPN > Network URL &8, BIEEE BRI,
(Client) Access > Group
Policies > Add / Edit >

Advanced > AnyConnect
Client > Customization

AnyConnect JE#1iC | Configuration > Remote W ZI{EH T AnyConnect #3)) % F B 1% 42 () i 18

B4 B ) | Access VPN > Network Y1 GERERCE SCME) 1 Name 5 Aliases 2B

% (Client) Access> AnyCORNCCt | fypppoiofir, P49 17 i S5 AnyConnect

Connection Profiles > Add / e o et

Edit P i B R EE R VH B\ s connect attempt has
failed after logging that it is Unable to process

response from Gatewayo
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#%5hi% % L&Y AnyConnect I
B EASAREME LREBHNZE VPN iEiE

B ASDM i & 5

Dead Peer Detection | Configuration > Remote Fe BRI IR 45 B0 () A Ao A, B e A %
Access VPN > Network ORI e ELIE, P 35 4 2R A0S S5 IR R
(Client) Access > Group | iy s f o o3 T LA 0 T o T4
Policies > Add / Edit > o o 4 BT 21
Advanced > AnyConnect Z AR = L
Client

SSL {R#Fi%#:1H | | Configuration > Remote FATE IR LR FHERTE R, MRS B3k

(SSL Keepalive Access VPN > Network SIS, T R FH 2 s e ke A T
Messages) (Client) Access > Group SR

Policies > Add / Edit > R L

Advanced > AnyConnect

Client

IPsec over NAT-T | BL & (Configuration) > i&#2 | 4 70i% £ /2 F§ IPsec over NAT-T (Enable IPsec

PRAFIERN B 7718 VPN (Remote Access | gver NAT-T) LLffi AnyConnect IPsec TAF. Ji
(IPsec over NAT-T | VPN)>M%& () 8] | 1f, BRAENLFAF 20 B2 R 1%E NAT {HE
Keepalive (Network (Client) Access) > B, B3R % s .

Messages) =4 (Advanced) > IPsec >

IKE S (IKE Parameters) | /7 | 5 KBRS HLFRARAS S 2 5 4 B o6 f B i AE Y
SO, AT NAT-T Keepalive %80 K
{H 3600, [Fhixeeyy BICILEEH .

fffﬂ crypto isakmp nat-traversal 3600 fﬁ%?%f
ASA CLI "8 E L E .

P2 NEBD) L2V (BFRA AnyConnect 5 {34 €, ACIDex) , LA T2 FE 4Ll
W5l 4k .
HZ I L ASA 5500-X Z2 41 T —AXBI; KCHGHCE R B A N RRCA H FOBC B DAP A3 ] 0 2 i 8 VA
J¥

5l
MESLERN, LU E M Apple i0S Ff#) AnyConnect /& 32 21 i it «

endpoint.anyconnect.clientversion="4.0.03004";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.devicetype="iPhone7,2";
endpoint.anyconnect.platformversion="9.0";
endpoint.anyconnect.deviceuniqueid="11025£84e99351e807£3583343bfec96351cb41l6";

HIE3 (k) FE Per App VPN FRiEAR
HZHACE Per App VPN, 25 231 T,

SRR E Per App VPN BEIEHRL, W AnyConnect W HE RS pEIER A FiEqT.

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
30 | [
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B & Per App VPN .

B & Per App VPN

Sk Sk

o
g X
N =

B

FIaZ Al

AnyConnect Per App VPN %18 75 % .
* ASA 9.3.1 B M = hiAS AL & Per App VPN f%IH
* AnyConnect v4.0 Plus 5% Apex ¥F ],

AnyConnect Per App VPN 2 £l F R8T 6
* J&1T Android 5.0 (Lollipop) 5 % #i il A ) Android %45 .

* 1217 Apple i0S 8.3 B S A Apple i0S 4%, FLE NFER )4 1 (MDM) fif bk 7 S
{# | Per App VPN,

UK

%4 Cisco AnyConnect MW EFESE T H , 2 231 1L,
A R e e et 12 I8 F- 5 F8 2 AnyConnect Per App VPN 3 :

* 4 Android % %55 X Per App VPN %g , 2 232 7T
* 4 Apple i0S ##55E€ X Per App VPN g , 5 233 7T

B Per App i HilE M, 2 233 1 7F ASA [,
FE BB ie 2] ASA EISENE , 5 234 T,

22 3%= Cisco AnyConnect 1Ml [ FA%# %88 T B

PR THE—MSI N, SCRFN Android A1 Apple i0S 328 2 USRI

FIaZ Bl
Cisco AnyConnect 1MV N L PERR 75 2L Java 7 B S ARA

UK

M Cisco.com AnyConnect %4 8% ) by v4.x BAFH10 R 2 Cisco AnyConnect MV W H LA T
H

>~No

A AE SR AL (12 Android N HH, WRAZIAE R4 423 Android SDK 1 Android SDK 47 T
Ho &0, w22 eil.

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i


http://software.cisco.com/download/navigator.html?mdfid=283000185

#%5hi% % L&Y AnyConnect I
[ | 73 Android i% % 3 X Per App VPN 3<Rg

a) N RIEAT MRS TR PTAE R 6 A BT A ) Android SDK T H.
i HTER A BR AR RIS E N 1P & 2 g SDK TREH A4, AdE: “e%% All Users (AT H
F s DUEZ P U5 [ A s A

b) {§if] Android SDK ¥ H %%, 234581l A ¥ Android SDK Build-tools.

ETRAEE

A

AR WRAEN RS T R AU RN, TERCE X Android WA T aapt (V5] VTR T
W27 H Android SDK installation directory\build-tools\build-tools

version number\.

73 Android 1% % E X Per App VPN KB

1) Per App VPN SIS0 & — 2R, G rb s AN R0 g 0] — A et B g i - i s R i
T LAAE R ) B2 PG v S A bl SovF N A LA T .- Application Selector T E A% ISR VT
BAFOIC * . apk B AT BCERINIEI . A 5¢ Android B BA45 K, 1214 http://
developer.android.com/guide/topics/manifest/manifest-element.html.

FIaZ Al

Cisco AnyConnect 1)V W L HE2S 77 2 Java 7 BT S ROAS o

UK

S AN, JFiEEE Android B3 TG
PIR2 WEIHNEA ID (App ID) T-E.
EFEMEEES N, DAY ZR G A7 00N T SRR & T N s

“APPID” Bt (A DNSHAMFFFH) S AZNEN. Flun, mHERIEH T AppleiOS
W& [¥) Chrome W[,  “APPID” F-BU¥ ¥ & M com.google.chrome.ios. X} Android I [f] Chrome,
‘B E N com.android.chrome.

B, Rt DU R AR E T AR

o T FHIBACAT 4R € S 17 DNS A% 2K, #ldn, $55E com.cisco.* LU BEE L% A MBHYH, 1A
SEAERS BRI AN T EECATLAUE “NHIID” (APPID) 4% H W m — 747

{ESZ I N ECE. Per App VPN I, i ASA SEME & 77 SL VA R 9 B HIAE 4 MDM S it
REBEIE . $i75E * . AE N APPID W] SRVFRTA N IR BEIE,  JFrTAf O MDM SRS A2 ME— [ e Y
FfE

T3 O EFSIKNA, IR ERCE T 2 2L

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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https://developer.android.com/sdk/index.html#download
http://developer.android.com/guide/topics/manifest/manifest-element.html
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I #%311% % LAY AnyConnect
73 Apple i0S %% £ X Per App VPN 5k B

o ARIRAS - A IS ETE android: versionCode T35 52 11 Tk . FH I S AR A

* PLACE D ID - 2B UE 15 IR Y FH A 22

* Allow Shared UID - ZBRIAE S true. SR WEE N false, HARMAATE LA 45 2/ android:
sharedUserld JENE )N G A VCEC LRI, FF2x 9 B 1 ] B

W4 4 File > Save {471 Per App VPN 3.
HIBS L Policy > View Policy 7 E U E MG K7 .
SRR, R ASA & X g perapp (A .

77 Apple i0S 1% 2 E X Per App VPN 35 HE
Apple i0S %4 L [¥) Per App VPN 5l 5¢ 4 MDM #Etif . [Rt, AnyConnect 95%5 ft VR A7 K
F, 1 MDM 25 B per app SIS SKF5 5 A o g 30 (100 52 N
FIEZ Rl
Cisco AnyConnect 1MV HI e 4% 25 5 22 Java 7 505 i iCAS .

UK

TEB1 AN IR, JFEF Apple iOS Bahk & & .
W2 KT App ID FROKE N * %,
W E AR VEITE N E T AnyConnect B5iE,  F AT Hf{R MDM per app SR A2 Fg e W 1) ME— &
$IR3 sl File > Save {471t Per App VPN il
$IB 4 P FE Policy > View Policy & i€ XIS KRR .
SR, ARG ASA A e UBEYE perapp H1E.

£1)3Z Per App Tl B 1%

$IE1 (£ ASDM 1, Ffi#| Configuration > Remote Access VPN > Network (Client) Access> Advanced >
AnyConnect Custom Attributes DLt & 5 il J@ P2,

$1B 2 %$F Add 5 Edit Ji-{F Create / Edit Custom Attribute Type %% & LA F i
a) ¥ perapp N0 AL,

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|



#%5hi% % L&Y AnyConnect I
B 5sEESEE ASA LR

HRI LI perapp, PHIAIX & AnyConnect %%/ ¥ MfE— 1] U1 (1] Per App VPN J& 14257,
b) G NEIE PR .
$IE3 Sl OK KHLE .

LB 4 T3 Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect
Custom Attribute Names DA & 5 i J&@ 7
$HIES  %$E Add 50 Edit J7/F Create / Edit Custom Attribute Name % #% 11 & LA 1.
a) %EF perapp JEYE Type.
b) i\ Name. M4 FR A T 0] 50 o) b s 1
) EFE Add, FIELE SN T H BASE64 K 2B HRE R AL K — AN B2 AME .
FEMEATHEIL 420 45 WERMEDE IS, 3 4 HAdE A AR I 2 AME . e B IR AR K%
F] AnyConnect % )™ it Z i 4 & 9

BES B ECE ASA _£RIRER

perapp & il & 11 7T L7 e 21 20 S s 28507 1) SRS
UK

T ST ASA LIS
* XNFF415EnE, 3013 Configuration > Remote Access VPN > Network (Client) Access > Group
Policies > Add / Edit > Advanced > AnyConnect Client > Custom Attributes.

* XA Vs i) SEmg, FHiE] Configuration (ECE) > Remote Access VPN (GEFEifFiE VPN) >
Network (Client) Access (4 (% Fim) i7i8]) > Dynamic Access Policies Add / Edit GRN/4
BTN BISREE) o 1L Access/Authorization Policy Attributes 73, %+ AnyConnect Custom
Attributes ZEI < .

PIR2 il Add B Edit WS INE AT R, T IT Create / Edit Custom Attribute %1%
PR3 MW TRAIRAIEFETUE LK) perapp JEBYEZETY,

WA JEFE Select Value, K5 M T H7513K rhik B 10w IME

PIS  Alili OK KHFT IR E &

Cisco AnyConnect £ B N E FIHEIERIER, 40K
EZE [



I #%311% % LAY AnyConnect
7 AnyConnect VPN B & X P ECEBNE KiEZE [ |

£ AnyConnect VPN BC & 3P ECE B FNIZ & iERE

AnyConnect VPN %5 )™ 3 it B SCAF 2 47 52 50 7 3 AT 0 JF € S0 VPN 324 H IR XML 3. AR
4 AR E — AT U7 1) 28 B o S TARIERL S E . SRS S5 PH I 2 4R 5G] AnyConnect it & 3CfF
G As ok B VPN 20 i o B SO, P iR sl s & i BN A H

FP Tei2:45 SOl Bk N ASA &5 BB 8 e 4 11 VPN IC B SCPF e i H . P H s oom
BRI T-Bh B RER A H

FEAE I %], AnyConnect fERS B ¥ 1 HARE A4 7T VPN 0/ i B30 787 30 A 3h sl T30
VPN &R 5, B VPN BLE SO 58 e AT ie B 3. an R0 Tl i &30k, W4
U] %t P BT e 1 W e e A N R S BEE 7 Y E

UK

L1 EIEA VPN Ui,
IESRBCE VPN B2, 55 95 U1, T M@ 5 1 AN RS 5 2 18 F A AL EE LR 1] A RE e -

REXHREME 1B

Auto Reconnect X AppleiOS ZAMUFTT -6, Joie &R HE, AnyConnect
B ahiia #4243 ReconnectAfterResume.

X Apple i0S S5 £ 15 I W JF 4% (Disconnect on Suspend). i+

“EE ST %R (Disconnect on Suspend) I, AnyConnect K ¥
HEHIFRI L] VPN 218 5. ST Tl E B sl g 1 4%
MR, e A e N T E T R

A JRp A e N AnyConnect 3 fE 20 Al LAN SR N WEE, H& RVEAM LAN
BN, LR il SO IR B

TIR2 EB TR
) fE VPN % i B SO, PR %A% ¥ Server List.
b) It Add A5 B SS A4 HR IR A3, BONAIZR Pl ss #5 4% H 4% Edit 1 JF Server List Entry

X UEAE .
©) FUE BN ESH (UAnyConnect it & AT gmaE s, FaIEE , 2 236 WH AT .
d) il OK

TERI LT RZ 2Kk VPN ) b Pl B S A
* L ASA IFEREST VPN ERE K& ) i o B AF BRI sl v

152 % AnyConnect L& SCPFgmaR s , 28 71 WU, TS TPl VPN &7 i lic & SO 5
N ASA FER I 2 S AH DI Rd B

* [ 1§ fit AnyConnect URI #4% A3 N P oL & S0 . (AXBR Android AT Apple i0S)

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



#%5hi% % L&Y AnyConnect I
. AnyConnect it & XX 4m4858, BINLE

WHZHF A VPN &Pl B0, 55 245 T, [ B RH] P S AR B A

« i P E 2 8h % % [ Profile Management K 5 A\ AnyConnect it ‘& 3 #F.  ({X PR Android
F1 Apple i0S)

AREFE T & MRE Y, THS NI & M 15/ .

AnyConnect BiC B M 4 RiEss, BRE
AT 7E AnyConnect VPN L& SO L B B e 4154z » 2 235 1L

Apple i0S/Android i& &

< SEE GBI - 553 e K FROE 5 51 00 6 S P 2 T A B S i o 3 20

Automatic - AnyConnect [ 8 IEFEIEHE N AT S 40 50 UE HTAE FH 1% 7 diiiiE Ao o AEIX R Ol
T, AnyConnect ¥f &5 T OB HIET . APt HHUES . S VPN 257 i it ' 30
frpoE RUE B ULRCAc AT, ARG 4 FH 5 45 AFUL AL PR BT B B E o BRI HH P 24K
N7 VPN LI # 2 tH IR o

Manual - AnyConnect ¥ 7E N 800 B S FFHAT U AE—3AER, M Android %45 11
AnyConnect UFE A7l X P R AE

Wit AnyConnect J£ T VPN 25 )7 i it B SCAF A e SCHIUE D UEFE A& AR 4R B —ANIE P,
M ECRFZAE T 2 L 4R 1E B 4% H T AE i 3 B FH k5 o

WERFRABIVCEL I UES, IE BB RE SRR &N “A3)” .
i A3 FE A IE S RATAR B 5T AN AnyConnect UE A7 X MR, W AnyConnect JFUE 15
S BOAIE SR 4 Automatic.

Disabled - % /7 Jiig il 5 A FH T~ 5 4y Bl

* Make this Server List Entry active when profile is imported - >4 VPN [it. & SC {1 F 4 21 % &1
B S5 28 004 H e O BRINIER: . R — MRS WAL L B UG I A FR . BRIAME %L
Ho

{EF T Apple i0S BIRE

* Reconnect when roaming between 3G/Wifi networks - i% % & 3 IS (ERIAE) , AnyConnect
TERRIER:, B Ml BB PR AR A B (1l EDGE(2G). 1xRTT(2G). 3G 8¢ Wi-Fi) J&5
AP T2 I I [R] . D RESR AL T SEIS W 4 (R Rl 22 e K 48 R a1tk . B
Dfexs 15 S5 AV N AR AT, AR 2 T FE S 2 11 it &

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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#%311% % LAY AnyConnect

AnyComnect RE i, BagE I}

W R 2% AE ], H AnyConnect 5 JIERE, & A LN S 1 FOB A NI P A I 8] g A m]
1520 0o ARGV ISR, Vet 1T BN AL JIUR B —N BT VPN IERE (IR ED

Y

ER RS AR A 8 i A 2 AR B IR B R

* Connect on Demand CEEIEBMAHNM) - SbFBTiEEECE H Apple i0S $E AL 3% 75 & H:1)

e T ARSI, RE 2 AR TR S T 4% 22 48 (DNS) Al A (18 9 23 B2 I A 3EA T A6
7,

BN T AE Certificate Authentication 7B ¥ B 4 Manual 5%, Automatic A H . W% “IEP
SR FRBE N O, SCRIEHER AR . %R IR, A7 nT G R RAT R
CUCEREL ENL” DL “R TR FBOe T IE R .

AHIE T Apple i0S FIRFRIE EFE 0T, 25 225 1T

* Match Domain or Host - i A7y 82 4 oA it 42 T E R (1) 4144 (host.example.com). 144

(.example.com) B4 45 (.internal.example.com). 15 ZJ{EILF B TP Hitik (10.125.84.1).

FRFBRAERC e 7 2 o b SO BN LA T 1 R SR

WA EEE - 10S FEVLBCUE SR R I AN S 3 VPN 8% . R8I R AR SE T By
HAh 1%

Y

% 24 Connect on Demand J& T, SRS LAt A3 mBIMLy) R . X8
77 1 A A S A P DX 28 300 W 8 7 ) IR 45 2 TR G % ) g 1 7 ) I 8l 2 7. VPN 3%
Beo WREBASERAMAT A, 1EMER N

RFEERE - 10S (ARG H G H] DNS fifAfr ik iy U8 FC b 41 2 vh (RN IN 5 3l VPN 34
o
Always Connect - 4H ZE AT 5 IRAAT 6

7t Apple i0S 6 I, 10S FEVTHCIEH1ZE Hh (FJRL U N 46 24 5 3l VPN 4%

i0S 7.x EASZHE Always Connect, 4UtF1 R FIRUWILELN, HAT A5 Connect If
Needed K AH [A] o

B = RS AN Always Connect,  FC 2 1 RUURKS k4% 21 Connect if Needed #1)3%, Jf:
EgiGRES I IEEE (o

 ANANSMRR - e “VLECIKECERL” AT LT RAE P BOR R E A I B, B

YU HH BRIk i 3 £ B

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



#%5hi% % L&Y AnyConnect I
B &7 URI RLEEE B #1314 AnyConnect 321E

{& F URI 43272 i+ B 3117 AnyConnect 1£1E

AnyConnect 1) URI Ab#FE 7 v LB LA Y H DLl H 95 kR A (URT) M AnyConnect 1% 2 45
fEEK . Mi#i1k AnyConnect FH /7 BB ILFE, 15K URT ik AN TS L By & B sER:, B o
P ] Ud B

Frag zZ 8l

* AnyConnect . FH 1 {¥] URL A EEERINEEH] . #2301 45 FH ) J8 3K External Control N H 155 15 0
Enable B¢ Prompt K SUVFIETRE . AMEEEHIAE S G RAVEITA URL fn 4, miLHH A8 H . %
BRI, SRS URLTES)FE AT, AR5 AT K I IE B VP B e VFZGG 8. an A A%
&R, WINAZ S Fn R Wi e 3 5 URT AR 3AH DGR3

A URL AL BERR 28U, L AUE R URL Zfd. I TR (FIanb e i i) TR XA
WORGY . BEAt, TSR AL R

*fE URL ™, 220 fARTHE. e3a fARES () s2r REBIERIEL () 240 K @ 55
* URT R A2 TTIER

UK

1] FHI P S 4 AN AR A3 AR 1R B0 -
R VPNIERZRH 3 239 1T
* {57 VPN #5242 11
* WrJF VPN #4z , 5 244 01
AT, 5244 1T
* $\ VPN % Uil &S00, 5 245 0L
« AHiAY, AnyConnect FH /7 FEIAITH S, 5 245 0L

SO URLASINE HTML Ui, R85 S O B BRI — 70 o LA on il Bos il /£ HTML ik
A ] URLe 7<) i R A 5873 /& URI
* HTTP 75431 :
<p> <a href="anyconnect:import?type=pkcsl2

&uri=http%3A%2F%2Fexample.com%$2FCertName.pl2>
click here to import certificate using http</a> </p>

*FTP %WU:
<p> <ahref="anyconnect://import?type=pkcsl2

&uri=ftp%3A%2F%2FAdministrator%3Apassword%40192.168.10.20%2Fcerts%2FCertName.pfx">
click here to import certificate using ftp </a> </p>

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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http://www.w3schools.com/TAGS/ref_urlencode.asp
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smwNEE£E

© LRHFARIRB
<p> <a href="anyconnect://import?type=pkcsl2

&uri=file%$3A%2F%2F%2Fsdcard%2CertName.pfx">
click here to import certificate from sdcard on mobile device</a> </p>

A\Y
% Android H P TGIEAE Web 3 B 8% AU HHEARS Ff NIX 4% URT. P 75 B MG FE Web IR 2523 U7 1) 1X
S8 URI, ol a] DS MR eE b e (B 1 iR i) .

H B VPN &34 H

{fFH 1t AnyConnect URI b B 7 1] i 46 FH F* 42 Ji AnyConnect 445 H .

anyconnect:[//|create[/]?name=Description&host=ServerAddress| & Parameter1=)alue&Parameter2="alue

!

1]
* host ZHE N ESHL, HAWITASEH R TIES . ERs EPATEAER, AnyConnect 23R 47
BN S name N host FFRBENERS HWATE S 5UE.

o P N N B BE A IO AR R 4% H A BB 0 o AN SCRFIESAANBERG Th R e 2 AN ERE A
Btk

2%

* name- AnyConnect - 5t %& (1) i% 325128 F1 AnyConnect 3%4% 4% H ) Description 7~ B¢ H i 7~ 1% 4%
2 HIME— %K. AnyConnect {UFE S FRME— WA MN, . @A TRAELE 24 NFRF, LUFIfRAE
B SWRTEIERYIR . R B A SRR, AR & R RS B RE B AT
Fo TR ARG

* host- T N ELEFZ T ASA 384 . TP HbhkakZH URL. AnyConnect 245t {46 A\ AnyConnect
R4 B Server Address B H .

anyconnect://create/?name=SimpleExampleshost=vpn.example.com
anyconnect:create?name=SimpleExample&host=vpn.example.com

* protocol protocol (AL, WIRARFEE, WEIASY SSL) - F T &) VPN Uhille H2RUH N -
SSL
IPSec

anyconnect:create?name=ExampleIPsecshost=vpn.company.com&protocol=IPsec

* authentication (TJiE, (CUPMIRE N IPsec IIEH, ERIAA EAP-AnyConnect) - H T IPsec
VPN EFZ I S 90 UF T AR -

EAP-AnyConnect
EAP-GTC

Cisco AnyConnect R £ B E iR EIERI5/, 4.0 iR
|



#%5hi% % L&Y AnyConnect I
B =sveniEEER

EAP-MD5
EAP-MSCHAPv2
IKE-RSA

“ike-identity (% {3U%iF¥ Y EAP-GTC, EAP-MDS 5 EAP-MSCAPV2 M%) - 7&
AUTHENTICATION 8: 7 Jj EAP-GTC. EAP-MDS 5 EAP-MSCHAPv2 [t} ] IKE £y JiI T35
53 G I0E BN, B EO

anyconnect:create?name=Description&host=vpn.company.com&protocol=IPsec
&authentication=eap-md5&ike-identity=012A4F8B29A9BCD

snetroam (7%, 1GEH T AppleiOS) - Hffi i A& 15 PR HIAE A Me il i 2R (il EDGE
3G jZ Wi-Fi) B U BEHREE T I . S S HOR S8 i sl H 2 M 8 ik s iz
o HREA:

true - CERIMED BLIEIATHIL VPN 1] . AnyConnect £ AnyConnect £#24% H ] Network
Roaming 7B i AMH ON. 41 AnyConnect 2R EEH;, ‘U iR@EPnER, BRI
ke WBCE RN AR T 5 VPN IRFEEERE . AnyConnect A PRI H 07242 T 75 (1 I
IET8

false - BEIE I ] ZEK HLth 7 div . AnyConnect ¥ L {5 AnyConnect 3% $24% H 1) Network
Roaming 7B H ) OFF {H <. 1R AnyConnect k25 H;, 'BI7F 20 BN & — H 24l
SRR, 2R Ib R WAL, H RN A0S SR ) VPN IR

anyconnect:create?name=Example%$201l&host=vpn.example.com&netroam=true

* keychainalias (7]3%) - W\ RGUE P A7AAE X T AIUE 3] AnyConnect iE PIAFA X o LB IE H
+ Android 3 T-5 .
WERIREWIE BATE RGAMEIX, RESH AR IEFHwRaxib i, MR ires
4l L2 H)3] AnyConnect /74X . FEFS BN BE 7% b2 E FHAMNE
LA /s B G — AN 44 8 SimpleExample WIBTERSC H, %4 HIN IP Hidib i & 4
vpn.example.com, F53BLAH %A client PIIEF T 5 0 51k

anyconnect://create/?name=SimpleExampleshost=vpn.example.com&keychainalias=client

cusecert (M%) - BiE EEE 5 FEHLR VPN ERR & A8 B LBt . H30E
Vor

true CERINRE) - VPSS EHL VPN IESZIN A 3hIEFuE1 . K usecert CA true 1 A
53 certcommonname {E, 2344 Certificates 7-F %} Automatic, ‘FZ7EIEHNT M AnyConnect
HEF AR X Pk REIE T

false - 25 B 2hiE FUE 1D o

anyconnect:create?name=Example%20l&host=vpn.example.com&usecert=true

s certcommonname (FJ &, {HTFE usecert Z%0) - 5 & b7 A GIE 15 10 A F A4 FRULIE o
AnyConnect ¥ iZ{E3H A\ AnyConnect ZZE#: 4% H 1 Certificate 7Bt 1.

BAH W& w3 biE S, 3 Al Diagnostics > Certificates. & 1] G875 2R 84 HEE 2 AL
TERNET . S TR B R T & MUE T EHUY) Common Name 244 A HoA A

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
0 | [
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smwNEE£E

*useondemand (v, fUGEHT AppleiOS, I HEISK usecert. certcommonname 21 LL T 15
) - #fiE S (i Safar) S& 5 AT LLH BN VPN &8, AN

false (BRIAMED - BHIENFHJEZD VPN 28 . Al A e 02 BH 1% B DNS 185 3K I W I3 7E
fil /2 VPN &R IME— 773, AnyConnect ¥4 %5 AnyConnect i #:4% H 1) Connect on
Demand 7B ) OFF fEAH G .

true - VFR HAEH Apple i0S J3 3 VPN &, W54 useondemand Sk & K true,
AnyConnect 4 7E AnyConnect #%4#:4% H [) Connect on Demand 7Bt ifi N ON {H., (Ui
useondemand = true, 7% domainlistalways 8% domainlistifneeded Z %)

anyconnect:create?name=Example%20with%20certificate&host=vpn.example.com
&netroam=true&usecert=true&certcommonname=example-ID&useondemand=true
&domainlistalways=email.example.com,pay.examplecloud.com
&domainlistnever=www.example.com&domainlistifneeded=intranet.example.com

* domainlistnever (1]i%, F3K useondemand = true) - A1 H B LLVEAL & 75 754 U 48 Connect
onDemand Dy AR £44. L4113 /& AnyConnect F T PPl iE SRS R UCHC I SE — /Mo . bk
IEKVLEL, AnyConnect 2% % 38i% K . AnyConnect ¥ L7 zﬁﬂtﬂ)\ AnyConnect ERAHM
Never Connect ‘7B MHIER I RHEBRR € B8R . a0, REn] BEANAETE L 11 7] 23 AKX K] Web
HE(%%E‘ ﬁ Zj]lﬁﬁt VPN J:Z'EEI% o E?W”ﬁj\] Www.example.como

* domainlistalways (412 useondemand=true, M|75 % domainlistalways B, domainlistifneeded Z%{)
- H1) 3 DL A A& 75 IS C Connect on Demand IjJﬁ'éo A2 AnyConnect F T VPAL 35 K2 15
[E@ﬂﬂ’]” TGN . G RN IR VT RIS ERE e, IF BRI T VPN &, ) Apple
10S 2224 7 VPN 4% . AnyConnect 2344 I #1347 A\ AnyConnect 145 4% H 1) Always Connect
%ZEquo ﬂ‘@JﬂiﬁJ%%IE email.example.com,pay.examplecloud.como

* domainlistifneeded (#1{ useondemand=true, N7 % domainlistalways 5% domainlistifneeded Z
iﬁl) - IRk DNS %5 3%,  AnyConnect AR A1 PEAL 05 Ko A VLIRS . WR A& AT 7
£ ERFASKIUCHD, Apple i0S 2% 7. VPN 4%, AnyConnect 2344 151345 A AnyConnect %
F4% H ) Connect If Needed B o A Z f5 5 FH 068 368 ik A R sl 194 IG5 05 i 18) P 38 8 U 3K
HCRLIN TE] U7 ) AL R o 7R BIME A intranet.example. como

A LOE 5 2 B3R5 2 Nl $e T UMY SRR 44, AN SCRF TP ik {H AnyConnect
RIESCRFREN RS H AR, W N s:

LS AR BB T {5 B 5T EC R 1
I FRAERAIAI AT SE | Wi ANHTEE. Sifl | email.example.com | email.example.com | www.example.com
A o 4. email.lexample.com

email.examplel.com

email.example.org

Cisco AnyConnect R £ B E iR EIERI5/, 4.0 iR
|



337 VPN iEi%

#%5hi% % L&Y AnyConnect

U 15 A ZNAESS R IR
4] B AT UER SR, | SN — 2, J5 | -example.org anytext.example.org | anytext.example.com
HHIHT S B | IR SRR VL R anytext.lexample.org
RUATRLIEER ] | 5

L * example.com
(il

notexample.com)

anytext.examplel.org

gi RN

PUEFRBISCA | Sy NEEJUAL 4 | example.net anytext-example.net | anytext.examplel.net
2 B AT AT 45, PR Nt anytext. anytext.example.net | anytext.example.com
Hio

#2371 VPN & ¥

i itk AnyConnect URI b #EFE /7 [ #65] VPN,  DMER] PRFA . VPN 42, #8iEn] LAFE URT

TR BRI S APAAT BL R A 55
* TR 7 4 A B
* TR T 00 S A 0k 0 P A A

 TUEA T AR, JF g R E SR 4

UEHR AT 5 2 name B host Z240, (HAVFIRIIN ] LA R iK%z —

anyconnect:[//]connect[/]?[name=Description/host=ServerAddress]
[&Parameter1=Value&Parameter2=Value ..]

&

anyconnect:[//]connect[/]?name=Description&host=ServerAddress
[&Parameterl=Value&Parameter2=ralue ..]

1]

« IRER) P TA S 8E S W & AnyConnect IEF: 45 H IS EEASVEHL, W) AnyConnect K

L RS R g

* W AnyConnect Joib TR A AT S AU 18 H P IS HIL S, JF H name Z4GEME— (1)

SR, WERER MRS H, R 20K VPN IE,
AR IR PE# RS (OTP) JEAfi i, A NAZAET ] URL 7. VPN R IR E #h .

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K




#%311% % LAY AnyConnect

guveniEz

*name- % #:4 H 4 F 576 AnyConnect = % 1 (3% 851 3% 1 Bon I A FRAH TR . AnyConnect %
$i AnyConnect %245 H ] Description ‘7~ Bt VFAG LAE, W SRl FH Ak U6 W7 ¥ % LRI T 1%
ZH, WA name. BREX KNG,

* host- fiT N3 %4 . 1P kb5 ASA [¥74 URL LAULHL AnyConnect %245 H 1) Server Address 7B,
WA AT IR SEATE e & AR T4 H, AR A host.

{E ASDM AL E 41 URL K /715215 $¢ Access > AnyConnect Connection Profiles > Advanced >
Group Alias/Group URL > Group-URL.

* onsuccess- fEXERL RN I PATILERAE . P SHRFEIIAT N :

X1 Apple i0S B, $i € 7R ICIE R4 3 RSN 24T 1) URL, 5481
anyconnect:close 74 4] AnyConnect GUI.

T Android B, i 8 R MR 4 COEBRRSE O T CIEHRRASI 24T I/ URL.
R E 2 onsuccess 4. AnyConnect 454¢4F Android ¥4 & Bzl 5 % M GUI.
* onerror- EB RN PATILERAE . P &R E AT N

XF T Apple i0S &4y, FREEIGIER RN 224 1 () URL, Bf# H anyconnect:close fiT %
] AnyConnect GUIL.

XF T Android W%, Fi7E fEMLIER RN 2T TTH URL. W45 7E £ onerror #21F
AnyConnect 45 %¢1F. Android W £ F 14 R MUE 5 GUIL.
* prefill_username- $2{iti% 4 URIL i’ H 2 44 JER U SRR

* prefill_password- $#2 {1t URI )% 15 I HR PR BNE RS R b o BN AUN T —k
P B I I e M S

* prefill_secondary_username- {1/i¢ & 4 if5 ZEXUE SRS UE K FA G D, S HdR &S URI i
W 44, JF R LA SR R .

* prefill_secondary_password- 71:/ic E 4 7 L0 Ly B iR IS b, S A IR RE URL Pl
B 44 e, JF HoA PR R R .

* prefill_group_list- £ $% Configuration > Remote Access VPN > Network (Client) Access >
AnyConnect Connection Profiles > Advanced > Group Alias/Group URL > Connection Aliases

AI{E ASDM e LSRR 4

Gt

* fE4H URI " HEAEE B R 144 50 2H URL:

anyconnect://connect/?name=Example
anyconnect:connect?host=hr.example.com
anyconnect:connect?name=Example&host=hr.example.com
anyconnect://connect/?name=Example&host=hr.example.com/group-url
&prefill username=userl&prefill password=passwordl

s ape R E PRIVEIE S (R

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i




#%5hi% % L&Y AnyConnect I
B s57rveniEs

i ] onsuccess 5% onerror Z45 n] MR 4 1E FE A 10 45 AP 4R 4T FF R € 1) URL:

anyconnect://connect?host=vpn.company.com
&onsuccess=http%$3A%2F%2Fwww.cisco.com
anyconnect://connect?host=vpn.company.com
&onerror=http%3A%2F%2Fwww.cisco.com%2Ffailure.html
&onsuccess=http%$3A%2F%2Fwww.cisco.com

7E Android |- 1] LA %2 £ onsuccess #1F:

anyconnect://connect?host=vpn.company.com
&onerror=http%$3A%2F$2Fwww.cisco.com$2Ffailure.html
&onsuccess=http%$3A%2F%2Fwww.cisco.com
&onsuccess=tel:9781111111

7t AppleiOS % I, anyconnect://close 772 1] 7L onsuccess 2X onerror 2441 FH 2K X 4] AnyConnect
GUI:

anyconnect://connect?host=vpn.company.com
&onsuccess=anyconnect%$3A%2F%2Fclose

PEALERAT B IFAE URL AU f 4 R i

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userl&prefill password=passwordl
anyconnect:connect?name=Example&host=hr.example.com/group-url
&prefill username=userlé&prefill password=passwordl

O UEE S 3 B U e O R A BT TR 7 44 A )

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userlé&prefill password=passwordl
&prefill secondary username=user2&prefill secondary password=password2

PFMEIERAT R THUH P AR, IR SRR S 4

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userl&prefill password=passwordl
&prefill group 1ist=10.%20Single%20Authentication

T FF VPN e

i itk AnyConnect URT Zb3 25 7K F P AL VPN Wi JT o

anyconnect:[//]disconnect[/]&onsuccess=URL

S
onsuccess ZHIE T Android % . #55€ URL ££ MR T 5 O AL T W RIS T T

ot

anyconnect:disconnect

SNIEH

{4 FH i URT AL BEFR 7 i 4 A1KS PKCS12 G idh (1 E - To AR 40605 N 21230 .- AnyConnect 75 ) Ui {4 FH £ iy
b E B PKCS12 gl fAE 1517 ASA B6E 1 5 o ANSZRF pkes12 UE 1524

anyconnect:[//]limport[/]?type=pkes12&uri=http%3A4%2F %2 Fexample.com%2F certificatename.p 12

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
o | [



I #%311% % LAY AnyConnect
savnzraRst W

* type- [ SCKF pkes12 W57,
* uri- £ AR BNEF ) URL Sa b AR iR AT o

A5l
anyconnect:import?type=pkcsl2&uri=http%$3A%2F%2Fexample.com%2FCertName.pl2

S VPN & Fimc & X4
HEFIBE URY AR 706 % P S SCPES) 228 AnyConnect % .

anyconnect:[//]limport[/]?type=profile&uri=filename.xml

T

anyconnect:import?type=profilesuri=file%$3A%2F%2Fsdcard%2Fprofile.xml

Z 114t AnyConnect Ff P A EFAE 2

i FH It URT Kb 3257 7 72 A 1Y, AnyConnect ) Jiii o
anyconnect:[//limport[/]?type=localization&lang=LanguageCode&host=ServerAddress

B
SRR B
- type- SAKI, Afl A H AL

*lang- K& AT IR E S 81D, oK anyconnect.po SCAFFRERALIITE S . i,
EEAA LT RER B, fr o) “YRE” , fr-ca Xon “CMERIEE” .

* host- i\ ASA (1442 %, TP Hiudil: AVCHC AnyConnect %245 H 1) Server Address 7B .

5

anyconnect:import?type=localization&lang=fr&host=asa.example.com

Fic & M 48 A L 148 R

KT W4 AT L AR R

HH T T BRRBR 22  E RS Ve LA, DRI AU A B 5708 19 26 P RN A ()l LR T B 1 2%
FIALPEREER (NVM) R LLMA s 4 3 28 sl -1 13 B R SR s 295 Stealthwatch 55 [ RHE

Cisco AnyConnect Z &% Fis SR RIERE, 404K
|



#%5hi% % L&Y AnyConnect I
B FmsTEs

75 %8 5% Splunk 55585 =I5 P T SRR A AN, B RENS S SO0 P g R i A AT AT 0 BT AR . SR
Jois ARNVAEBE G AT DARAT B ARG RER  HE L SRR AR A o AT NVMBEE LU T IR SS

o S M N T AR 00, SE S AR S Dt R 25 BT O VzFlow BISCRRYE A 1 TPFIX H
GARTTRIMUY ) .

XN HTL e AT IB A 4

SEIE AR, R B R A TR S .
FIFH BT RE, 8 FT DAL B 15 AR B BEAH B 5BV 3B PN 5o NVM AR 28 o A5 S, 42
e AR Y2 AT R

< WA - Hii, AFHIEIALE

P - BB A it

o W - AR i e

o 7 - AR I I 2 A

* Hifth - i m R AL S bR R4 (FQDN)
TE—NZAEAEI ML T, AnyConnect NVM K ic s T H B (Bl Cisco Stealthwatch) B4
=R (4 LiveAction) ,  FHIHCBEAT SCAFM BT )RS UT 8. FOASE = e ms (oo,

Splunk) WAIGEHE U0, JHTERME . d1F K2 Bl 1T 87 B 3 5 200 2400 F i %
FR TR, D FRAT T8 I Splunk Y A SR AL T — L8R il LR AREAR .

#%1 AnyConnect =B NVM

Android JiEF} AnyConnect 22 3)% 7 i hiUA 4.0.09xxx (i Id Google playstore FRHU) Hr AL 45
W 2 ] PP AR LR (NVM). 1847 Samsung Knox WgAS 2.8 B 8 = iR A1) Samsung % % [ FF NVM. H
AN SCHATAT HABL R Bl 1 4%

Android - [ 4% A A IR S5 IO B SOG4 . 2E4E Android FRCHE NVM, 7% 1 AnyConnect
NVM B & S5 28 42 % AnyConnect NVM FCLE A4, SR8 5 B A2 80 i %3 2 (MDM) B ZIC &
SCAFHEIE R Samsung B A1 1%, T EH AnyConnect hiUA 4.4.3 85 S iR A H ) AnyConnect NVM [l
B S, ABENBE) A ILE NVM.

i1

* 247 Samsung Knox A< 2.8 845 i i A ¥ Samsung % 7% 3 FF NVM.  H BiASSCRATA A A
o

BB L, SRR IPv4 RIS . A ICHE IPVG.
s REFFAESET Java (IR EICHERE o

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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I #%311% % LAY AnyConnect

LU |

B E 5 AR NVM

LI

W2

FHIEZHl
BB NVM 75 2R 25 LU 4644

* 1247 Samsung Knox 2.8 B¢ ¥ iR A Samsung % %%, 75 %% Android 7.0 B S iRA . IEAL, 6
WAL MDM fif 5 S ML BIX B 4%

* AnyConnect 4.4.3 B3 S A H 1) AnyConnect FC & g as . FIARAAN T FFE 5 NVM fid
Ho

* AnyConnect VPN it & A HECE ) TND CRAFAERIRZEAIND , FATE R E A SR HE
MRS &

UK

FHF NVM i & SO 2 2%

TS ) X 488 PR 1) S BRI R T

IV B FBOE UNIETH, ESRNVM LS SCUEgniEss , 55247 T8, S0 EfRE, X2
FEh NVM B & S

HB AUBEEN RO, OB IANE AT Android SRR IR A CIRANE AL B TR
u?%%%%@@m$&=
* (X KNOX - $5E (M KNOX A X i 4 4540 .
- AT F RIS A BUE - R P T SRR )
1877 NVM L E 1k
VL E SO L Base64 S A RMRAE, 4N L b64.

£ MDM % it i 1% 64 NVM e & ORI & 432 2 68 1K 88 5D 1345 o
F® I MDM ZRCE RS NVM ZhaermE— 77 . EIEERANGES VPN & SO FE R
NVM M & A

ETRAFE
AR B2 A7 LIEAE R

NVM BL & 314 2m5E =5

FERCE SO, BB ST A5 1K) TP Hdik o FQDN. 55477 LA A 52 SCE R sems, 1 1k
FERILMPLSAN S, AR e B e Bl A

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



#%5hi% % L&Y AnyConnect I
B wvEsxHmEs

B 5h 28 i AR A W] DA IPv4 73R, ANSHE IPve EH:.

A

AR UM TR 2 G AT g T, R IE LR e BROAEOL T, AR . X
FERCE SO AT T AN G E N A S dE, B &g, SAkslERIE . WRAeE AR
A M EIREATIAR, WIS ZRAF 4, e L kb T2 (5 AT I P 4% o B A 6404 . NVML A H]
VPN 1) TND JjREK T i i & BAEZ AT M & . thah, i VPN b CUEERRE, MR
SRAAEAL TSR T, FEaRIETE R . NVMARE MRS H &2 BoR TNDAE S A%
TND ZH X B IME ., 5S4 AnyConnect L & U g oy, HIET G2 #8926 77 Ui,

* RE (Desktop) HiFB5 (Mobile) - i & R I 234 L E NVM. £H (Desktop) &
LN

WEREKE
IP 11it/FQDN (IP Address/FQDN) - $i5 & W £E 45 1) IPv4 1P Huli/FQDN.
i 0 (Port) - T8 & AR IEAEATWT AN i 15 o

cEHFEE

AT/ (Vlax Size) - H5 52 RSO E T LA BRI . LRI I T UL WS,
EEBLLE T RSP Ph RS . P EOC LIS A LT R EUAT AT ARSI
R L SR

LN, IR R A, R R

B AFFEERT (8] (Max Duration) - 17 3€ 67 B AU A7 it 2 /DR R BEE T 5 K
N, DNE SRS B BRI SG -
— EOERIRHBBRA], R A ) 3 H R S s, s T B 4y H ol A . i

INECE T “ I RFrEENTR) (Max Duration)” , ¥ K/ EFR, G 3 #uk2r A, WK
/NEFRA 50 MB.

* TR 23R E (Periodic Flow Reporting) (n]3i%, {UEH T 50D - 2750 n] 5 H w Sk
Fro UEARE (FIWRSS AR MO B e nT {5 M 2% b aliamnl VPN DU G E 1 18] B AT
BRAIGOL T, R AR R e S 5

« B &i8F® (Aggregation Interval) - 1] LIUEH NVM THIF 8%, LUE SUEE nvzFlow fif I 5 H £k
o feoElmba, DMERESRIAEIA T FEEAT. BRMEN 55,

* BR#IEZE (Throttle Rate) - FRHI42 5 LA 2 38 20 080 NG A7 SR BB RS, DUHE R o/ ox
B P I B n] DU SIS FIZEAE R S B ) CREEAA R A ) o DL Kbps AL
£, FNBREIEZ . ERAEA 500 Kbps.

TR E R BUR, A B T e FN 0 348X hE .

* I EE42 3L (Collection Mode) - 18 il i BRI AAR X G ] (collection mode is off) {5215 AT k9 2%
(trusted network only). {NAN5Z2 {5 /T /M 4% (untrusted network only) B( T %% (all networks), &%
I3 DA 24 S YT R 4R TR I )

Cisco AnyConnect £ B N E FIHEIERIER, 40K
EHE [



#%311% % LAY AnyConnect

x|

* Y &= 4R/ (Collection Criteria) - 5 1] LUAEEUE AR N AN I ) 4, AEAL M AT AR S Kl
AL PATR b T4 ) e 1 4

[~ 1B 4UE € (Broadcast packets) FI4B1E4#E € (Multicast packets) ({UEH T 1) - ERIA
UL, A THSE, SR A RS e, DA R oo Be 05 b AE 2R IR
() o sk 12 R AR HE AT i 6 0 RN 4 38 B G U I ol e 20l

PR KNOX (KNOX only) (H]ik HAf5E T80 -k m, KA KNOX AR [HH
R . BUAEOUT, ARkt B, Rras I TAE=S ) S f A B 2

* BUE Y EE SR B% (Data Collection Policy) - 5 1] DLS INALHE AR SRS, FFHE e ATT 5 X 4 IS 7Y ml 02
T IEA . AT LUK —Fh S v T VPN, Tk —Fh s v 48 VPN &g, A ZA4
$2 100] LA I A T35 RO A o

7 515 Add I}, &4 7R Data Collection Policy & o fEGIEE SIS, iHiCELL MRS 5N
BOANGOUT s a0 R B S mlok 5 P2 SR AH GG, PR 5 A AR P B
RERDEE WA SR 20 5 A /DT 2 R R AH ORI, (H ARG P A SIS 5 (] — T o 29 288
RUFHORHEK .

FAY W AR N 25 Y () S mE ARS8« Biln, DA VPN SR S2(5 AT M (1) —iB 4, FrbAy
VPN 9 45 25 78 (1% S IR0 S 4 v TSR FH B2 A5 AT W0 288 kg i o I 45 (1 S s o
TR T Ik W BRAR S, 2 ) o R s e R e o i, o SR R AE K
(Collection Mode) 1% & N {NZ 151X M 4% (Trusted Network Only), ETCiE NN ZIEEMLE
Z 7 (Untrusted Network Type) €Il i &#F 145 5K B& (Data Collection Policy).

ZFR (Name) - 9 S0 1) SRS T 4 FK

W 48 K (Network Type) - I EFE VPN, B2 GAEEAZGAT, SR WEER S, B3 v
B WCER SRS TR 26 o WSR2 AR AW 4%, ISR IE RS F T VPN %41

ELHE/HERR

27 (Type) - 152 B2 SR KO0 1 8L (Include) SHERR (Exclude) (157, BRI
i HER (Bxclude). 2XWTHEHTAT AL T 107 BL, 1M FLAKE P AT T 7B

FER (Fields) - 1 52 Ko WIR L8 5 B A1y BSOS SEms 1K) B0 o AR AR ) 28 SRR 35 B
HERRIT-BL, NVM ORE7E 280 ECHAR B K -

HXREMGEE, ESHNVM IREES S, 25 250 L.

X T AnyConnect [iiA4.4 CRIEE R RROA) , ELAE AT DL HERE FDIRAS AT SSID, X

TR MW EOIRE N 2GR A ZAEAT

Al 1% EE & FEX (Optional Anonymization Fields) - {1 522 S ] — 2 L Aid sk, [A)

PR BRFL, THIEFIT TR BITE 24, EATRAE B RIS A5 1A A& SEBRE 3 AT
Kik. FBEMTFEITHTEAKL.

P B S B HEER I BT T4 [FAE, Anid M E A BOAN AT a5 alcHE
(38
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#%5hi% % L&Y AnyConnect I
B wvaokess

* AT3EZ BY(FE A SR RE (Acceptable Use Policy) (1]t HAFw TRk &) - SiidwiE (Edit), {EX)
T AE AL B B A U2 A TSRS . 5ERn, R (OK). 52 SUVF 4000 A F1F.

BLE NVM &, W ESERGH . @REH P EEEFIEL NVM i53h. P48 H b H
MDM L E#il NVM.

NVM By S0
e AT 5 SRS
* 9. ZinHH

S AR

RE L3k 44 R X} Android %%, Samsung AL,

UDID T E—FRIRRT . ME— AR IR S RN Y IR 2 . I
UDID {8 3438 i3 5% 1 H 7 Hostscan F15% 50 % £ A HostScan
i

OS Name

OS Version

SystemManufacturer

System Type EF % Android % E 4 arm.
Hxp HAb &, BE A x86 Bl x64.

EAE R G

F10. EORBER

2% HAALER

2% UDID 5 uDID #H[A .

$:0 UID

%5

Bk

BOA

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K



I #%311% % LAY AnyConnect

ST C S . |

28

L RRLERE

e AREER L EYSYIES

JRZAFISSID, InterfaceDetailsList FJE M. 26 7~3z X 2%
RE (RELBAZET) , LLEERM SSID.

$: 11 MAC Hitil

1Y FR Windows fll Mac OS
X} Android =, AT FF.

z11. FER

SARIRFF

HAALER

U5 IPv4 Hbhik

H b5 1Pv4 Hihil

Y5t i 11

H bR A 1

V5 IPv6 Hbhik

X+ Android %%, A=,

H ¥ IPv6 Hitl:

X+ Android H%%, N2 .

IR EE
SR

P EE T A B R 08 I TR Ko

Vi & UDID

5 uDID .

RS

X¥ Android =%, AN

LB P

¥ FE Windows F11 Mac OS.
X} Android %, A% H.

R

X+ Android N =%, N2,

BERRIK PSR

1Y ¥ Windows F1 Mac OS.
X Android J 7%, A2 3CHFo

HEREAA TR

BEREHLS

SRR

X+ Android %%, A=,
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#%5hi% % L&Y AnyConnect

. HERR#25hi% & £ B9 AnyConnect #[&

SRR TF RBALGERE
SCHEREMK 1Y X BR Windows Fil Mac OS.
%t Android b7, ANSZ3FE.
SRR TR
ALUERR A A (E £ %} Android %N 0.
DNS J5g FEZ8 3 b i ORI 4 1 B .
L4ByteCountln
L4ByteCountOut
EREcy 2 FE2¢ 3 LT A H AR TP )55 6 FQDN
11 UID
Bt AL R 512 XF Android A7, AZICHF.
B A E 515 %t Android h 7%, ANZZHE,

HEP& #2 h1% % £ B9 AnyConnect (=

FHIEZ Al

FERS B LR T H RS sR,  IFA% RN 6 i o AR s e o U W AT $5 A«

* Cisco AnyConnect %% 5)) % 3 U H5 /. AR 4.0 (Android)
* Cisco AnyConnect %28 8) % il )7 f5 /. WA 4.0.x (Apple i0S)
* AnyConnect % 38)% ) 51} ) 457, A 4.0.x (BlackBerry)

U RGE AKX L U R REAR pR i), 15 S DU A

UK

il R AE 1T ) S B CELAR RS B4 A AR G _E S A A A AT R 1) L
FRAE ASA H B 2228 2K VF T iE .

WA 5 G B UE R, TR A LR I

a) HLRIERE T IERFIUET

b) AR o ARSI K 2 S R S UEAE A R AL

ll Cisco AnyConnect Z £ E PinEIZ 545, 404K


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/user/guide/b_Android_AnyConnect_User_Guide_4-0-x.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/user/guide/b_Apple_iOS_AnyConnect_User_Guide_4-0-x.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/user/guide/b_BlackBerry_AnyConnect_User_Guide_4-0-x.html

#%311% % LAY AnyConnect

HERR #2511 & £ B9 AnyConnect #[& .

) ffifr AnyConnect Bt & S A ARAIE 5 DT BC AR AN 2 3k 9 it FH 2 S PR FRAIE 15 o
R s £ TR, i Szl F A VT BC AL E S kR, oA A e b T & 0y 56 E
d) QiR S IRAEHLEIE S ASA SCHRIAT TG IK SR mS , 5 IR P2 15 BEN i Th 3T S 0 56 31E
) L AT R A AR 1 B B0 UF B 2 G 0 B0 UE bE s, TS L % B DM FH 41 URL JEf R
7 Oy % T 2 T A B B B
7t Apple i0S &5 b, Wk A DL S,
a) WIRAE R MNE S VPN BRI, 100 R I 49837 U
b) W FAE AT R, TERAE CRCE GRS R4 URL.

ETRAVIRME

QS BT ARAAAE, VLR P g bR H & E SR IFE ASA T a I H & e . HRFEIER, 6
SR ETE AN R ASA 5500-X 41 N AR KBS E TR

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

#%5hi% % L&Y AnyConnect I
. HERR#25hi% & £ B9 AnyConnect #[&
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- 1T,

AnyConnect & PEHEPR

o W TR HRRR A L, B8 255 0L

* AnyConnect ¥4 oM A2 0] /8, 2 258 1L
* VPN fiR55 ks, 55 261 0C

o DKFIREFP R , 55 262 U1

o HAdhE , % 263 U1

o EAEE, 265 1

o PRERIIERE , 5 266 1T

o R, 55267 UL

o AR, 2 268 1T

o CHIMNEE =T N MSE, 55 270 1L

& A T SR RERR RIS 2
EERGIHEAES

BB B 2 AT G T AnyConnect 231 [ ZETHE B o
puk ;S

SIE1  7F Windows I, FfiZ%] Advanced Window (HRE ) > Statistics (it) > VPN drawer (VPN
XEFE) . 7 Linux b, &diHFP GUI 111 Details %41

FE2 W v AL BB AR, AU BT R AT IR R
* Export Stats - K& GETHE S IRAF A — AT, LR 23T A .

Cisco AnyConnect X £ E Fin EIERIERE, 4.0 4R
I -m



AnyConnect &[5 |
B /7 DART LUk F s iR RO SR

* Reset - Jf &35 R EH A% . AnyConnect } 37 B FF 4G 82 BT 5l

* Diagnostics - /13 AnyConnect 2 Wi Fl4it &5 T H (DART) %, &% S8 4E ¢ HE RS
Wi e S, A% simiZe 4 ) 4 AT A I

iZ1T DART LU &£ F T8 RE HERRBY 21
DART /& AnyConnect iZWiFl# 5 TH, A AR HHE LI AnyConnect 2225 FIEE 42 fn] @i AT i i
k. DART W HiE . REFZIE R, DALERHAR S FE L (TAC) 404 .

DART 1] 3 7£121T AnyConnect ] % 1217 . DART ANy 245 H GARUR . %50 LU AnyConnect J&
5)) DART &{AM¥EH AnyConnect H47 )3 808«

SCRFBL MR R G

« Windows
«macOS

« Linux
puk

FIR1  JH5) DART:
* X}F Windows %%, % )H 5 R} AnyConnect ‘%48 5% )7 b o
* X Linux 4%, 5%+ Applications > Internet > Cisco DART
BY, /opt/cisco/anyconnect/dart/dartui.

* X T Mac ¥4, 1Hi%+H¢ Applications > Cisco > Cisco DART

W2 i Statistics IR, 4SR5 1 i Diagnosties.
$IE3 kP Default {H 5k Custom FHZLE 7 .

* Default - ERIANEFE 7Y H G SCAFRZWTE B, 4140 AnyConnect HZESCH L A G ML S AUE
KELL DART $ATHIASHAT I DIRERI L. IRIBOAIERINAFE ) DARTBundle. zip, Bk
A7 B A M L1 o

* Custom - W] 5 & LAEARGE A S5 A 230 (BERINSCAR) FIAFAE AR (0L B

ER AT macOS, N ERIAE (Default) 70 #4801 58 HIZEAEHR o 4, 2 iR e S

G
R WORGESE Custom, W] DUNCE EAEINER P (SIS fE,  JF BN SCIHEE A R A i A7
o

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| AnyConnect #RsHER:
e BRI E X T R4S E i AT &R GEF T Windows) B

PB4 WL DART RUFZEARIR K TR SRS BRI S92, 3 Ay Cancel, TEBTiE4T DART, JRiEH
Custom PUIEFRE /D H S0

gz 4 ﬁﬂ%’ﬁ‘”iﬁi?ﬁﬁ Default, DART KITFUAQIEINIPE . M0 REESE Custom, THARELFL I 1) T3 45 € H
B HIEICAT . S EMME f HoAd E 115

&R BRI R R T RESENFH MBI EE GEF T Windows)

W S| AnyConnect RS, TEWEHE, B4 DART WX HEAT 2 Ki6E ).

TEIEf# I AnyConnect SCAFI [ — 34 FHIZ AT msiexec 4
o TR, R
C:/temp>msiexec /i anyconnect-win-version-pre-deploy-k9.msi /lvx c:/Temp/ac-install.log?
b c:/temp/ac-install log? 7] LI IERISCHEL
o NPT EI A, T

c:/temp/msiexec /x anyconnect-win-version-pre-deploy-k9.msi /lvx c:/Temp/ac-install.log?

e c:/temp/ac-uninstall.log? v LLJ& REIEFE ) SCAF 4

A

ER N TEIEOMR,  NAZAT R E T AT O RS 1) MST

T AR R AR 4, DURAE R T AE Windows b 1F i 2225 i 23 (K AT (] AR (145 6L

57(H-Rl+ HI. Z%Qfﬁl:l G

*7F Windows, A msinfo32 /nfo c¢:\msinfo.nfo.

$%EY Systeminfo SZ{E4E i

X1 Windows, fE sysinfo a2 #EaRfFHEEA c:\sysinfo.txt.

WEEMRIH
SetupAPH 53¢ Fsh 1 F 48010 % F 46 r4R B

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

fififkf HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce 73 J}f} < Jii
APAE o A7 BT BRI, 448 I inf 22440,

Cisco AnyConnect R £ B E iR EIERI5/, 4.0 iR
|



AnyConnect #{[EHERR I
B AnyConnect H X HBIGLE

AnyConnect B XYL E
H SRR LU T S0
Windows—\Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log
* Windows—\Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

Y

ER /E Windows ™Y, SAZUE R K SR L.

RIS A 2 388 222k, W) H RSO TR 0 P il I H sk T
$TEMP%\anyconnect-win-4.X.xxxxx-k9-install-yyyyyyyyvyyyyyy.logo
WERTEOR A T e R SGHERR, W H SO T B AL A
SWINDIRS\TEMP\anyconnect-win-3.X.xxxxx-k9-install-yyyyyyyyyvyvyyvyy.log.

SREE FH 188 2 2 B 10 5 P S RS (K BBt SCA o o IRURRAS TG S5, yvyyywyyyywyvyy 48 58 22235411 H 150
B IA]

AnyConnect 15 Fz 8k i 7 iE 2 (2] /it

AnyConnect Jo 7% iZ 3L ¥ iR 1E R S R BT FF %1%
)@:  AnyConnect ANox#E HIUGER:, B Ml “Cisco AnyConnect “%4# 5% )7 bij (Cisco
AnyConnect Secure Mobility Client)” % 1 ¥ “WrJFi&#: (Disconnect)” B H IR A4 R,
fi T % HATLL T R

o U SRAF F Citrix S OC& S RAS 2.2.1, 15N Citrix B 2% M % g, H 3 Citrix il gk
CtxLsp.dll jr) @i,

o G0 R4 AT AT&T Sierra 52k 875 W1 AT&T 45 &8s 6.2 fiak 6.7 i, iHHATLLT
5 R AR I ) 0L

1 25K Aircard Jifid.

2 i3 AT&T Communication Manager > Tools > Settings > Acceleration > Startup.
3 4\ manual.

4 fii Stop.

* N ASA SRIUACE S, A HRIERRIIbR A -

M ASA 48N write net x.x.x.x:ASA-Config.txt, - x.x.x.x /& TETP 452345 M 4%
g IP bk

M ASA ¥ 58N show running-config. 575 R TC & SCAF B SCA GG 828 IR AT

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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AnyConnect #fEHEf&

AnyConnect T3k EskbimEE I}

* i FE ASA FH{EH &

1 78 ASA 6 L, LU R a2 4TLAEE & ssl. webvpn. anyconnect fll auth F44::

config terminal

logging enable

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
logging class ssl console debugging
logging class anyconnect console debugging

2 SRR AnyConnect %) 31, RATERAT RN, WS FAERE RONEHIG EETUIRRI 25
A G s T ORAT o

3 # N no logging enable 5] H &1l 3¢

* i Windows FF 2 F 28 K S i v LRI Cisco AnyConnect VPN %/ i H i

1 #%#% Start > Run Jf-4# X\ eventvwr.msc /s.

2 f (Windows 7 EI/J) r}ﬂ*LIH&%EIluEPﬁZiU Cisco AnyConnect VPN Client, #ﬂﬁﬁ Save LOg
File As....

3 fgExxt4, BN, AnyConnectClientLog.evt. MW .evt UK.

* &£ Windows 12 WA S FHFE)T .

1 41 WinDbg SCR4T7%, Bl vpnagent.exe HEFE
2 Hfi5E IPV6/IPv4 IP Ml /LR RAFE MR . AEFHF H S AR AT C UK.

3 I RRIGE, W) ) A R i vk SR M RS A A R . X e SRR
AnyConnect FH: &P AT e 200 R s

Function: CRouteMgr:modifyRoutingTable Return code: 0xFE06000E File: .\VpnMgr.cpp
Line:1122

Description: ROUTEMGR_ERROR _ROUTE_TABLE_ VERIFICATION_ FAILED.

Termination reason code 27: Unable to successfully verify all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED

4 JERES IR E R R I (Windows) B 3CF (Linux fl macOS) i i F — WM 16 % 1h i
k.
* 7 32 7 Windows ', DWORD ¥ I} A5 04250 2
HKEY LOCAL MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* 7£ 64 {7 Windows 1, DWORD Vi N & AH Akt
HKEY_ LOCAL_MACHINE\Software\WOW6432node\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* {E Linux 8% macOS H', i H sudo touch iy &7E LA T 42 H il S
ff: /opt/cisco/anyconnect/debugroutes

Cisco AnyConnect T2 & P inEILRIER, 400 i



AnyConnect #[=HEFR |
B AnyConnect Jo 3 fE M2

A

AR HHEOUI AR A S BRI IR o ST 025 A B A AN & 1) %
I Bl SO BAE F
JABI VPN . KBS PO, REURN H 3% (7E Windows Hi
C:\Windows\Temp, 7 Mac 5% Linux H3f 7 42 /tmp) KRR G S AN 2% iS4
A WERCEAFAEX AN S/ (debug routechangesv4.txt4 Fil
debug_routechangesvé6.txt) , T SHiHE T

AnyConnect o351 =
Fl#:  AnyConnect 2% )7 i fE 182 Ji Joidbs £ Ao ik 2% HI 4% .
R IT % AT R A
WAL H A AT&T Sierra 4k 875 W R ¥ AT&T 3@ {54 B4 6.2 flak 6.7 Wi, WEHATEL T
2 BRI i) i
1 #%H Aircard JINig .
JA8) AT&T communication manager > Tools > Settings > Acceleration > Startup.

2
3 4 manual.
4 il Stop.

* 3K show vpn-sessiondb detail anyconnect filter name <username> iy 2 [f1%i th W1 A4 48 &
Filter Name: XXXXX, A ZE5RE show access-list XXXXX iy 2 14 o 361 ACL APH 1E 75 %
I

* )\ AnyConnect VPN Client > Statistics > Details > Export 38H{ DART 3C{F 5% H
(AnyConnect-ExportedStats.txt). MEZLZEvl S A h& .

« KT ASA BUE SCEFHR I NAT 1A) . GnR E A H NAT, WIS DAZUHE R I 9 2% b bk 55 36 0% [R] 31 25
JUIR IR . B0, 2548 NAT M AnyConnect ¥t T HER 1P Mok, 75348 ] DL R ARG .

access-list in nat0 out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in nat0O_out

 WAER AT BEE A T REE BRI OG . AL GEERIA M I de AN I A AR A TR R K

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

WA VPN % ) i it 2205 1) VPN 9SG F A R B 00U, KGRt e bRl BR A M A%
VPN AN S TE A At o G SR B P BTG A DG BRI LR AL BER [ TPsec/SSL
VPN R AR A o ARAERI R AN S % FH 3 209.165.200.225, 12K H VPN (1)K
#10.0.4.2 H TR

* fE4fH AnyConnect $ 3 7 FEIEHT )G, WA ipconfig /all [ SCAS At RIS B 4T ENT i o
* TER i BT M s B A R, BUAE ASA B AR

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| AnyConnect #RsHER:

ven s Il

Y

ER O WIRFEEN ] ()40 Microsoft Outlook) ok fif HIbEIE, WIAEHA ping 7 AR
W2 ping DN, W AR FEZ BN (i, ping-| 500, ping-| 1000, ping
- 1500, DL} ping -| 20000 o M ping &5 5F o] i 4w 1) 43 BE i) g s — .
SRJG, TSR] LI AFAE 53 Bl @ i FH - OB — MR R AL, K% 4117 anyconnect
mtu BE A 1200, AT IH IPsec % /7 3 S ] Set MTU.exe SRS, - oml
B RS MTU S5 K 1300, EJG i, AR LA XA,

VPN PR 55 #f&

VPN AR 55 &1 5K Y

). IR “Toykaks:, JoykiERE:E] VPN R4S (Unable to Proceed, Cannot Connect to the VPN
Service) 45 . AnyConnect [] VPN 55 Kiz1T .

R IT % BT DN SRR SR . TS B E R 55 (1 I

T 7E AR 55 B9 i 5 I

LA SRR 52 #h SR AE SR Bl IR BRI 55 4% AT AR A 2 B JLARIS AT AR 55 Biltn s DROA IR 55 3
R

g2

%5 Windows & HL T H MRS, AR Cisco AnyConnect VPN AREEARIZAT . WA E IEEEIT I H
PR B R BRI B, T e Ay AR ] EE R B T ARl B — AN VPN AT I8 )5, FH
JAE, ARG EL D,
2238 )83 3] Cisco AnyConnect VPN fREE,
EFA A P A AnyConnect H 25 DL HE AR RS TR s B . i s AP R 2 1T
BNV EF A B0 (10 I TR LA S A 3l 5 Sy s 18 I ) Ko
TESAT A A5 TP A 7 2R GE NN I A LA FRATAT 3ol SR 90 JEL R R[] 3 I ) 28K o
QR H RS H B SS RM,  1E A A RSO (R I FRI B HAt A5 B R S, X289 B 457 B 1
Z‘-*:

o B R - MAIST. MST 2235 8581 22 %% AnyConnect 7% /7 it PAHERRER 2 1) S04

T3 AHIR MRS5S TP IR AR - 425 1k 5 23 3l DA T A il (1) ) )y N T

* 55 55— N IR 55 B - WfE R T — TR S5 AE AT vpnagent AT [R]— 1, BE 2
L& HIDS BB FATT A Al A 1

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i



AnyConnect & fEHEFR I
B VPN ZRIREEFBEIEIR (Microsoft Windows E#i/5)

LB WU H G EEAR A R N, RO oS . R T BT BER IR IS, 1 MRS
ARCAE X S IR 45 (flhn VPN P25 . HIDS #4. Spybot i BRFEF WRERZS . B ) .
LT FEHESN. W VPN AHE RS TCIEA S, 15 UG < AEAE R G BRI 2R 22 35 R 55 o

VPN % Fin iR shi2FiB 25212 (Microsoft Windows E#i/5)
) . A SRR BT ST T Microsoft certclass.inf S0, 823 VPN EH < B ELLL R B

The VPN client driver has encountered an error.

WA Ay C:\WINDOWS\setupapi.log, 7 %I LA N5 i%:

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf” was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver signing
policy.

T % TR FRTT R C:\>systeminfo B 7 A& C:\WINDOWS\WindowsUpdate.log, 7] &%
el e T RS TR . AR B KL VPN KB REF .

22 VPN & P imBE 312 Fr#5iR
ST I L BT REFW) F SRR, (B BISCHH 0 T R COMR B4 O SCHF B . L
{4RAPTE, AL 1 Microsoft 4148 SR ik SR VR F25 44 MR o H A B o

UK

TR USRS 0TI & R T
W2 i net stop CryptSve.

W3 T EUEE, @I esentutl /g
%systemroot%\System32\catroot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb X ilF H. A %
P ECK H 5% %/WINDIR%\system32\catroot2 H iy % A catroot2_old.

T4 NIRRT, EHE OK HRIB . Bl A SRR I E A 3

IR B F% 8L =
&5 VPNVA.sys F BYIR 5 FE 5 H BE

. VPNVA.sys DX R i .
T % B SR E B Cisco AnyConnect JEFUIE FC &% 10 IR Sh AL 77, HEHUHIEREA.

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| AnyConnect #RsHER:
&% vpnagent.exe F1 IR ENFE FHE .

&€ vpnagent.exe H FYLIR SHIZ T H[E

P11 A4 c:\vpnagent [1) H 3.

PIB2 MEALLEFELETM Process IR, ffi vpnagent.exe I HEFE PID.

PEBI I APRTIF e TR TR H 3. BRSO, Windows [ T H A7 C: \Program
Files\Debugging Tools,

HEN cscript vpnagentd.vbs -crash -p PID -o c:\vpnagent -nodumponfirst, L7 PID /& vpnagent.exe
(¥ PID.

TRS AEITITAE 1 LR MEIREIZ AT PN A VR R S
SE6 A MEER, K c:\vpnagent [ N 2 K46 A zip XA
TET A lanalyze -v iDL WT crashdmp SCFF.

P £ 377 0] & T2 25 B9 55 B% /9K 142 [ [0 &t

TR P25 U5 1) 5 B AS CT N LRGSR e b T RN . WX TC VAR Y i)
DU % P A )l O 285 U () A L8 T B TGV e I L A (1 IE A R BROIRAS o 1A 7Y NIC SRBIFE 711
PRI, AT RELE AT G 3] Wait for Link 3£70. & 4 On N, 44k NIC WS FEH)ta1L
RISSERE A BN RT E R, PR IE B AL

H At pe

AnyConnect & &
M fERAER)E, BRE “RECN—ANTTEBEE T PKE” (the system has recovered from a serious
error) [F1VH &

RIS M Yotemp% H 3 (B4 C:\DOCUME~1\jsmith\LOCALS~1\Temp) &L 1) log A1
dmp CPE. RHEISCH B SO TS W A4 log B .dmp SCFS

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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AnyConnect &[5 |
. vpndownloader 7 & AnyConnect #([% (4> ZRSSIR 1L (LSP) 4252 %0 NOD32 AV)

WA &4 log BX .dmp 3T
pUK i

1\ Start > Run ZH1IE17 4 4 Dr. Watson (Drwtsn32.exe) (1) Microsoft SZ FHFEIT
FE2  WATLUMACE IR A OK:

Number of Instructions : 25

Number of Errors to Save : 25

Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked

Append to Existing Log File : Checked

Visual Notification : Checked
Create Crash Dump File : Checked

SIBE3 RSN _E N Start> Run SE P 5T eventvwr.mse /s, DA Windows S5 F 25 P 3K EL Cisco
AnyConnect VPN % J* i H 75

W4 76 (Windows 7 [f)) MW H IS H &4 2] Cisco AnyConnect VPN Client, Hi%#¢ Save Log File
As.... LU .evt XA SO 44, 140 AnyConnectClientLog.evt.

vpndownloader # i) AnyConnect &f& (5 ZARSFIR LR (LSP) 1= FA
NOD32 AV)

8 :  AnyConnect 7E %5 1RGSR N T AT B I UE IR T SSL x4k, (HBH 5 7E{ 1] LSP 54
NOD32 AV I}, AnyConnect % )7 %4ii££ vpndownloader 1 /& 4= # i .

fRY T4 MBRIAS 2.7 B ) Internet Monitor 2044, F£714: %] ESET NOD32 AV i 4 3.0,

%R (AT&T #£S88)

M. RIS AT&T 85 4%, WIE bl lE KRG A WS B IE S, TR 6 S
R % THRBNECHTI 7.6.2 AT&T 4 BRI Z8 25 it o

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| AnyConnect #RsHER:

4

ZES
H 8

Microsoft Internet Explorer Z& £ 52
i) /8: Microsoft Internet Explorer H I —ANE & PUF 05 B 22425 % 1 .

Information you exchange with this site cannot be viewed or changed by others. However,

there is a problem with the site's security certificate. The security certificate was issued
by a company you have not chosen to trust. View the certificate to determine whether you

want to trust the certifying authority.
R TT G SRR N ZAF AT R UK ASA I AT REL BB S o DBy b I &, AR5 i
LA AN ZAEATHIIE T . WS AR I L2 b AF AR .

“Certified by an Unknown Authority” &%

A AR SR R T BE I B R AN LA DA IE (1) 99 385 (Web Site Certified by an Unknown Authority)”
BASE 1. Security Alert B HA_E 83 S LUR SCAS

Unable to verify the identity of <Hostname or IP address> as a trusted site.
ftoh g AEER BN N 325 R0 I ASA I Wl et Il e ety . DG Pk BLIE 2, 3
FER ) iy D AN RAFAEMAES . WS AR ) i L 2R (AR TS o

EEFin LR ZZEERIES
Fro6 2B
A PR SRIHS A 52 (5 A ARAE A3 95

)

ER T LUK B 2R 2N R i B SR AERE TS, AR G B A .
FEPATAE VUL, P o] e Jo i PR WS IC B A AR VR IR g5 s LRIETS, JF HAE
T 3 22 4 W SR T RE AN AN R I 2 A T 4 P A R ANVE

Cisco AnyConnect Z &% Fis SR RIERE, 404K
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B szwmEs

UK

P$IB1 il Security Alert % 1119 View Certificate.

2 5 Install Certificate.

$IE3  piidi Nexto

WIE 4 JEFF Place all certificates in the following store.

PS5 il Browse.

W6 {E NhsIKF, %EF Trusted Root Certification Authorities.
LR HIFUEE A R R AR

PR ER
ToEIEIFESIANB ZIEZEREZ (Juniper Odyssey & F i)

il 7E Odyssey % /v P A GG, WRGINAEER, o gddmatidk. Ak
Q,Ei‘fljﬁﬂ}: TR PO I S AEZ AT IE
)7 % BLE Odyssey 2% )i o

Bt & Odyssey & Fifs
pUK i

1 {F Network Connections 1, GRS (SAEFER B DB RA—FE o R eSS M
2%, WS, REFHIM T T S — R EE, RO RS SR, A RE S EU™ ) @

F$IB2  FIIFEME IS HKEY LOCAL MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapterType\virtual .

P31 virtual R OB A R HL@E%%H’J%%MNetwork)%fiﬁﬁﬂ EMR BTy o WA TR
BOE — HARAY, eI e i MST I R 4= 2 LA 3 i ey 30 5 o 114 34 o

Cisco AnyConnect @ &Mz &E Pin BIE R, 4.0 kR
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AnyConnect #fEHEf&

FE$E ASA 5% (Kaspersky AV Workstation 6.x) .

E3E ASA 51 (Kaspersky AV Workstation 6.x)

R TP

AnyConnect 7c;% T (Wave EMBASSY Trust Suite)

M. 223 Kaspersky 6.0.3 J5 (RUMEE45H) , 2] ASA 1] AnyConnect 444 7FE CSTP state =
CONNECTED Z Jri 3 HU R . R Ee4s o AR L

SVC message: t/s=3/16: Failed to fully establish a connection to the secure gateway (proxy
authentication, handshake, bad cert, etc.).

fift vy % E%Y Kaspersky F05 i) HAS 3£ 3RS HAR T 5 .

7% 8 UDP DTLS %% (McAfee Firewall 5)

M55 i McAfee Firewall 5 I}, UDP DTLS &4 55T,

fi I % 1E McAfee Firewall "R &, AKIKEFESRIES (Advanced Tasks) > S RIETFA H
7183 (Advanced options and Logging), %A 5 Ik McAfee Firewall 1 [) B 1R Lk £ X\ 53 EZ (Block
incoming fragments automatically) & i HE .

EFETHIRZ LM (Microsoft BB AT 15 0] IREZ28)

W W EE A RRAS, N2 AnyConnect 22 B EALR A HEZR, FHAETSIERUTEL
1R

Termination reason code 29 [Routing and Remote Access service is running]
The Windows service “Routing and Remote Access” is incompatible with the Cisco AnyConnect
VPN Client.

it i % 25 RRAS %S .

EEER MY R D EIE (FEAER)

B H T AR T P BOE R
TS B T BRI JOVE I ZE ASA Bk LK. KD ASA T SRR D RE AL S R e
RENGAE B Z AT I VPN D28, T ABRATTAE U A 35 ASA S8 iy

. AnyConnect 7% /i Joik M4k, JFHIBLLL M SR B -

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”

R IT%%: BANT W FAL R 1.2.1.38 M LMR GBS dIl jn) i,

Cisco AnyConnect R 2 B3I & Fin B R 15ME. 404 i
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B rszemE

A FRA o) R

FEEREBREM (Bonjour FTEIARS)

) Gn FEAEAE ) & Bonjour F1ENIRSS, AnyConnect Fi4 H i 248 HI R 1P #% kR KW .

fift I % WAL Ay AR T N EE net stop “bonjour service” KZ45H BonJour $TEIlR%5. Apple
o r BEHER T8 mDNSResponder (1.0.5.11). ZEf# Pt ) 8, 15447 hi Bonjour #2642 iTunes,
HAE N AR A Apple M3t 2

TUN B9RRARAFZA (OpenVPN & Fif)
M. RAHIESR, FoRIERS O %8s TUN BA, {Hi%A4 5 AnyConnect %/ i A FE 4
fift 5 % EIZK Viscosity OpenVPN %5 ) i o

Winsock B3R 2 (LSP fEIX 2 iH32)

). AR P A LSP AR, WRES &4 Winsock H 3kioe,
i g % EI%K LSP bR,

Ry 12 iy \l Je \ 7‘;

FIEEM S (LSP fEIR 3 1H3)
WM. 7F Windows 7 %5 H{#i ] NOD32 Antivirus V4.0.468 x64 B f] G B I8 5 720k 18
iR 7% 25 SSL WM. 1S 45 ] SSL Pl 414 .

ZXF SSL thil i3
UK

21 %% Advanced Setup F'fJ Protocol Filtering > SSL )5 f] SSL #3471,
B¥2 ’%%| Web access protection > HTTP. HTTPS, ik Do not use HTTPS protocol checking.
183 ik[1%] Protocol Filtering > SSL Jf-4%H SSL protocol scanning.

Cisco AnyConnect £ B N E FIHEIERIER, 40K
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| AnyConnect #RsHER:
DPD 47 (EVDO Jt2 M -£#1 Venturi IXEh2 ) B

DPD 5<% (EVDO Jck W& #0 Venturi IR Eh32 )

), R i R RIS A4 1) EVDO Tk KA Venturi BRENFERE, FAE H G S
W N

%ASA-5-722037: Group <Group-Name> User <User-Name> IP <IP-Address> SVC closing connection:
DPD failure.

ity %
WAL ARG AnyConnect St H & (AR SCIT T ERLFAT, RN A2 2 W T NIC F
HE

* Wi fR Venturi SXZNFE R BOFT A . 1E 6.7 UA ) AT&T 15 45 #2545 ] Use Rules Engine.

DTLS ;iEE XM (DSL % H 2%
U WU DSL B, WIMERIIIR, DTLS Wi s 2 A

ffRTT % ERFRAI) B ) Linksys % fhids . HBCE SCRFRE I DTLS 2316 H. ping i Fe
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