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DIAGRAM  Cisco Digital Network Architecture
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DIAGRAM  Intent-Based Networking Overview
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DIAGRAM  Cisco DNA Center Overview
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Health Scores

DIAGRAM  Health Score Range
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DIAGRAM  Cisco DNA Assurance - Overall Health Dashboard
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DIAGRAM  Client Health Dashboard showing Onboarding and Connected analytics



Cisco DNA Assurance - Core Concepts



Cisco DNA Assurance - Core Concepts

DIAGRAM  Network Health Dashboard
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DIAGRAM  SD-Access Fabric Health Dashboard
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Cisco DNA Assurance Tools

DIAGRAM  Assurance Capabilities



Cisco DNA Assurance - Core Concepts
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DIAGRAM  Issue Detection using Cognitive Analytics
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DIAGRAM  Network Insights - RSSI
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DIAGRAM  Client Health Dashboard with Wireless Client Sankey chart
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DIAGRAM  Client 360 showing Broadcast Rekey failures
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DIAGRAM  Client Onboarding Failure Event - KeyExchange Failure on Broadcast
Rekey process
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DIAGRAM  Real-time Correlation of Client Onboarding, Location, and RF Environment
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DIAGRAM  Onboarding Packet Analyzer Analysis
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DIAGRAM  Wireshark Packet Capture Analyzer
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DIAGRAM  Connectivity Dashlets showing SNR Metrics

DIAGRAM  Event Viewer showing Poor Channel Conditions
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DIAGRAM  Apple iOS Client Report
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DIAGRAM  Onboarding Topology
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DIAGRAM  Spectrum Analyzer View
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DIAGRAM  Global Search



Use Case: Client Experience
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DIAGRAM  Network Health Dashboard
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DIAGRAM  PoE Power Controller Issue
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Network Troubleshooting

DIAGRAM  Network Health Panel Highlighting Link Errors on Device with Low Health
Score
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DIAGRAM  Device 360 Identi�es Interface with High Errors

DIAGRAM  Interface Error KPI Chart
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DIAGRAM  Link Error Issue with Command Runner to run the Diagnostic Check
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DIAGRAM  Total APs Up/Down Dashlet in Network Health Dashboard
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DIAGRAM  APs Up/Down drilldown highlights list of AP Down devices
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DIAGRAM  Device 360 View with Health Trend: AP Encountered High Interference
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DIAGRAM  Application Health Dashboard
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DIAGRAM  App 360 Dashboard with Time Travel Chart
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DIAGRAM  Global Search using Client IP Address

DIAGRAM  Client 360 Application Experience
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DIAGRAM  Skype for Business view with detailed Call Detail Record (CDR), MOS, and
Latency
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Intelligent Capture Troubleshooting

DIAGRAM  Wireless Application Experience Analytics using Intelligent Capture
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DIAGRAM  Scheduled Sensor Test Results
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DIAGRAM  Sensor Dashboard



Use Case: Proactive Monitoring and Troubleshooting

DIAGRAM  Performance Tests (Speed and IP SLA) using Sensors
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DIAGRAM  Sensor IP SLA Test Results (Latency, Jitter, Packet Loss and Round Trip
time)
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DIAGRAM  Fabric Issue in Overlay
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DIAGRAM  Cisco DNA Center Architectural Overview
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DIAGRAM  Network Data Platform
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Functional Aspects

DIAGRAM  Graph Data and Contextual Correlation
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DIAGRAM  Time Series Analysis
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DIAGRAM  Cisco DNA Center - Open Platform Integration
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DIAGRAM  Cisco DNA Center Platform Capabilities - APIs, Adapters & SDKs
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{ 
 
    "response": { 
        "managementIpAddr": "x.x.x.x", 
        "nwDeviceName": "LA19300ACC2.corp.local", 
        "communicationState": "REACHABLE", 
        "platformId": "C930024UX", 
        "nwDeviceId": "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx", 
        "sysUptime": "24 days, 16:58:47.74", 
        "nwDeviceRole": "DISTRIBUTION", 
        "nwDeviceFamily": "Switches and Hubs", 
        "macAddress": "xx:xx:xx:xx:xx:xx", 
        "collectionStatus": "SUCCESS", 
        "deviceSeries": "Cisco Catalyst 9300 Series Switches", 
        "osType": "IOSXE", 
        "softwareVersion": "16.6.2", 
        "nwDeviceType": "Cisco Catalyst 9300 Switch" 
    } 
} 
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DIAGRAM  IT Service Management (ITSM) Integration
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DIAGRAM  Retention and Export
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Hardware Recommended Software

Cisco DNA Center 1.2.5 and above

Catalyst 9K, 3K 

ISR 4K 

ASR 1K, CSR1K

IOS XE 16.9.2 

IOS XE 16.8.1 

IOS XE 16.6.4

Catalyst 4K IOS XE 3.10

Catalyst 6K
IOS 15.5(1)SY1 

IOS 15.5(1)SY2

WLC 3504, 5520, 8540, and 9800 

APs Wave 1 and Wave 2

IOS XE 16.10.1 

AireOS 8.5.135.0 (minimum supported) 

AireOS 8.8.100.0 (latest) 

Wireless Sensor 1800s (8.8.258.0)

Cisco IE 4K, 5K 

Cisco CDB Switch 

Cisco Catalyst 3560-CX

15.2.6E1
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DIAGRAM  Cisco DNA Licensing Tiers
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Cisco DNA Assurance Feature Cisco DNA-Ready Infrastructure Portfolio

Wireless Switching Routing
Extension 

(IoT)

Client Experience (Health, 360 Degree views, Time

Travel, Issues and Trends, Onboarding and Path

Trace)

Yes Yes N/A Yes

Network Experience (Health, 360 Degree views,

Time Travel, Issues, Physical Neighbor Topology and

Path Trace)

Yes Yes Yes Yes

Application Experience (Health, 360 Degree views,

Time Travel, Issues and Application Metrics)
No* No* Yes No

Issues and Guided Remediation Yes Yes Yes Yes

1800s Wireless Sensor Tests Yes No No No

Intelligent Capture Yes n/a n/a No

Software De�ned Access (SD-Access Fabric)

Support
Yes Yes Yes Yes**
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DIAGRAM  Time and Event Based Publication
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DIAGRAM  Streaming Telemetry Options from Wireless Infrastructure



Cisco DNA Infrastructure



Best Practices



Best Practices

Overview



Best Practices

Prerequisites

https://*.ciscoconnectdna.com:4https://*.ciscoconnectdna.com:4https://*.ciscoconnectdna.com:4
434343

https://www.ciscoconnectdna.comhttps://www.ciscoconnectdna.comhttps://www.ciscoconnectdna.com

https://cdn.ciscoconnectdna.comhttps://cdn.ciscoconnectdna.comhttps://cdn.ciscoconnectdna.com

https://registry.ciscoconnectdna.comhttps://registry.ciscoconnectdna.comhttps://registry.ciscoconnectdna.com

https://registry-cdn.ciscoconnectdna.comhttps://registry-cdn.ciscoconnectdna.comhttps://registry-cdn.ciscoconnectdna.com

https://%2A.ciscoconnectdna.com/
https://www.ciscoconnectdna.com/
https://cdn.ciscoconnectdna.com/
https://registry.ciscoconnectdna.com/
https://registry-cdn.ciscoconnectdna.com/


Best Practices



Best Practices

Cisco DNA Center Placement

DIAGRAM  Cisco DNA Center Placement
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