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Cisco WSA Integration with Menlo
Security: Browser Isolation Technology

Overview

With the current exponentially ever-changing cyber threat landscape, it is
becoming increasingly difficult to ensure zero attack, zero malware, and
zero infection affecting your organization. Providing a complete security
means lowering the number of attacks, malwares, and infections to as
close to zero as possible. This can be achieved by integrating the market’s
best-in-class products.

About this document

User expectation when accessing information has also changed considerably
where speed, efficiency, and efficacy are the major requirements. Web
browsing is now expected through any means, whether the user is connected
through LAN, wireless network, satellite, or mobile network connection. It is
expected to be available at the tip of your finger and browsing speed should
be reasonably fast. Accessibility and faster speed mean more inspections

are required on web traffic. Therefore, integration of multiple web security
technologies will ensure efficiency in inspecting the web traffic, blocking the
attacks and malwares, and stopping infections from propagating through
your network.
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Introduction to browser isolation technology

Browser isolation technology is next-generation web security that isolates any browser-based web
traffic through its browser isolation platform. This ensures that no web activity is being executed locally
within a user’s browser, hence eliminating any malware, attack, or infection being executed within a
user’s local network and infrastructure.

In this document, we will be integrating WSA with MSIP, which ensures any malwares or attacks that
can be stopped locally by WSA will be detected, hence increasing speed and efficiency, with additional
security provided by Menlo Security to enhance efficacy.
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Contents Cisco product/software and third-party
product requirements

- WSA (all hardware and virtual platforms are supported)

- Menlo Security (cloud)

Menlo Security configuration

Step 1 - Log in to Menlo Security portal using admin credential: https://admin.menlosecurity.com/.

Step 2 - Navigate to Settings > Authentication > Corporate Gateway IPs. Add the WSA gateway
IP address(es):

Authentication Admin Access Control  Proxy Auto Config

Corporate Gateway IPs

Define a set of individual IP addresses (1.1.1.1), IP ranges (1.1.1.1-10.1.1.2), or IP networks with CIDR notation (1.1.1.1/28) for corporate IP addresses.

Gateway IP Addresses | 1111 x || 2222 x| [nter IP Address

Step 3 - Click Save Changes to submit the IP address(es).

This configuration will authenticate web traffic from your corporate WSA(s) to perform the browser
isolation on the Menlo Security cloud.

Step 4 - Navigate to Settings > Proxy Auto Config. On the Standard PAC line,
click Actions > Preview.

Proxy Automatic Configuration m

Default Display Name Proxy Mode Location

©  sundad SSL Inspection + Menlo Authentication hips://pa
Edit
Clone
Domains
Set Default
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Step 5 - Browse to the end of the PAC file and take note of the two Menlo Security proxy addresses
as well as the port numbers within the following sections:

if ( url.substring(0, 6) == 'https:' )

proxyl menlose ln'ity.com:3129| DIRECT';

return 'PROxY|pr ¥0 nl qernrity.com:]llﬁl PROXY

if ( url.substring(0, 5) == 'http:' )
return 'PROXY proxy0 losecurity.com:3129; PROXY proxyl menlosecurity.com:3129; DIRECT';

Note: If only HTTP web traffic is sent from WSA to Menlo Security, Menlo Security would be accepting traffic
on port 3128. If both HTTP and HTTPS web traffic are sent, Menlo Security would be accepting traffic on port
3129 as noted above.

Step 6 - Lastly, to perform Secure Sockets Layer (SSL) inspection, obtain a copy of the Menlo Security
CA certificate from https://support.menlosecurity.com/instructions/cert/index.html.

The certificate will later need to be uploaded to WSA and the user browser.

Upstream proxy configuration on WSA
Step 1 - Log in to the WSA Ul using admin credential: https://wsa_hostname:8443.

Step 2 - Navigate to Network > Upstream Proxy and click on the Add Group button:

f Reporting Web Security Manager Security Services Network System Administration

Upstream Proxy

Proxy Groups

Add Group...

Step 3 - Configure the upstream proxy name and the two proxy server FQDNs (proxy0-
<customerhash>.menlosecurity.com and proxy1-<customerhash>.menlosecurity.com)
that were noted from the Menlo Security portal (PAC configuration). Click the Submit button
to save the configuration.
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Note: Replace <customerhash> with the actual hash listed in your Menlo Security portal PAC configuration.
Contents

Add Upstream Proxy Group

Proxy Group
Name: IMcnIo Security

Proxy Servers: | | proyy Address Port Reconnection | _Add Row
Attempts (?)
|prosy0-<customerhash>.menlosecurity.com |3129 |2 @
Iproxyl—<custn merhash>.menlosecurity.com I3 129 |2 o
Host name, IPv4 or IPv6 address. Any number
greater than
0.
Load Balancing (2 | None (Failover) ™

Failure Handling: | Specify how to handle requests if all proxies in this group fail.
° Connect directly

Drop requests

Note: The proxy address can also be replaced with the IP address.

Step 4 - Create the identification profile to determine the web traffic to be selectively proxied from
WSA to Menlo Security.

Navigate to Web Security Manager > Identification Profiles and click on the Add Identification
Profile button:

Identification Profiles

Client / User Identification Profiles

Add Identification Profile... |

End-User
Order | Transaction Criteria Authentication / Identification Decision Acknowledgement Delete

Step 5 - Configure a placeholder for web traffic identification to be upstream proxy to Menlo Security.
In the next section, we will discuss different use cases in which configuration can easily be
modified on the identification profile.

Note: All web traffic will be routed to Menlo Security after being inspected by the WSA engine by defining the
traffic with HTTP/HTTPS protocol.
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

Name: (2) |Menlo Security Traffic
(e.g. my IT Profile)

Description:

Insert Above: | 4 (Global Profile) E

User Identification Method

Identification and Authentication: () | For additional options, define an authentication reaim (see Network > Authentication)
or enable ISE (see Network > Identity Services Engine).

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

)
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTP/HTTPS

Native FTP

¥ Advanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
URL Categories: None Selected

User Agents: None Selected

The advanced options may be protocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories, are not
applicable for transparent HTTPS (unless decrypted). When advanced options that do not apply to a
protocol are selected, no transactions in that protocol will match this Identity, regardless of the
protocol selection above.

Con S

Click the Submit button to save the configuration.
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Step 6 - Navigate to Web Security Manager > Routing Policies and click on the Add Policy button:

Routing Policies

Add Policy...
Delete

Order | Members Routing Destination

Step 7 - Configure the routing policy name and choose an identification profile that was created earlier
in step 5. Click the Submit button to save the configuration.

Routing Policy: Add Group

Policy Settings

Enable Policy

Policy Name: () [menlo Security Routing
(e.g. my IT policy)

Description:

Insert Above Policy: 2 (Global Policy) E

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | Select One or More Identification Profiles

Authorized Users and Groups Add Identification Profile

Identification Profile

Menlo Security Traffic No authentication required 0]

b Advanced | Define additional group membership criteria.

Step 8 - Configure the routing destination with Menlo Security as the upstream proxy:

Routing Policies: Add Upstream Proxy Group

Routing Destination Settings
Upstream Proxy Group: Menlo Security B

Submit

Click the Submit button to save the configuration.
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Contents Step 9 - For SSL inspection, upload the Menlo Security CA certificate to WSA.

Navigate to Network > Certificate Management and click on the Manage Trusted Root
Certificates button:

Certificate Management

Appliance Certificates
Add Certificate...
Certificate Common Name Issued By Domains Status Time Remaining Expiration Date Delete

Export Certificate...

Certificate Lists
Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Wed Aug 29 10:37:06 2018 1.4 Failed to fetch manifest
Cisco Certificate Blacklist Success - Wed Aug 29 10:37:06 2018 1.3 Failed to fetch manifest
No updates in progress. Update Now

Trust Root Certificates: | 365 certificates in Cisco trusted root certificate list
1 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates... |

Certificate Based Authentication/RADSEC Root | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based Authentication/RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates... |

Step 10 - Click the Import button under the Custom Trusted Root Certificates section:

Manage Trusted Root Certificates

Custom Trusted Root Certificates

Trusted root certificates are used to determine whether HTTPS sites’ signing certificates should be trusted based on their chain of certificate
authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiration Date On Cisco List Delete

© 2018 Cisco and/or its affiliates. All rights reserved.
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Step 11 - Browse to the folder where the Menlo Security CA certificate was downloaded earlier from
https://support.menlosecurity.com/instructions/cert/index.html.

Import Custom Root Authority Certificate File

Select File to Import: Browse... MenloSecurityRootCA.crt

Click the Submit button to upload the certificate.

Manage Trusted Root Certificates

Custom Trusted Root Certificates

Import...

Trusted root certificates are used to determine whether HTTPS sites’ signing certificates should be trusted based on their chain of certificate
authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiration Date On Cisco List Delete

No @

b Menlo Security Root CA Feb 1 00:00:00 2019 GMT

Cancel

Click the Submit button again to save the configuration.

Step 12 - Click the Commit Changes button once configuration has been completed.

Uncommitted Changes

You have uncommitted changes. These changes will not go into effect until you commit them.

Comment (optional): | [Menlo Security configuration

Abandon Changes || Show Changes

Commit Changes

© 2018 Cisco and/or its affiliates. All rights reserved.
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Use cases for selective proxy configuration

In the following section, we will walk through a few common use cases adopted by organizations.

Full-coverage browser isolation

The above configuration will allow all web traffic that has been inspected by WSA to be upstream proxy
towards Menlo Security. | will walk through the testing step by step and show what is expected to be
seen from your web browser to ensure that web traffic has been browser isolated within the Menlo
Security platform.

Step 1 - Because most web traffic today is HTTPS, ensure that you have uploaded both the WSA and
Menlo Security HTTPS inspection certificate to your browser prior to testing.

Step 2 - Explicitly point the test machine user browser to your WSA.

Step 3 - Browse to a website. In my example, | will browse to https://ipchicken.com/.

Step 4 - Ensure that the IP address listed is not your WSA IP address but the Menlo Security IP
address instead.

Step 5 - Right click on the website and choose View Page Source. The website source will not show
the original content page source but the redirection to Menlo Security:

<html sv_role="main">
<head>

<link rel="shortcut icon" type="image/x-icon" href="data:image/png;basc6d i e
</head>
<body>
feview-info build="93 " ion-info="cyJCVUIMRFIJRCIEICISMZN1ZmVIM2T 1 1¥mZkYTY21iwgI1ROUKIYWVIFTKFCTEVET jogdHI 126wgI1BSTIR!
late id=" late" §%0dG15IGxhbmc9 ImMVUI J4KICAGPGh1YHO+CiAGICAG! leml0eTwvdGl 123 9hcCl: 30tMi0
<sv-template id="ro-banner-template” content="PGRpdiBpZD0ic2FmzWl y1iB3bGFzcz0ic2FmZWl haWwt YmFubmVy ICBZYWZ 1bWFpbC 11 YWNrZ3JvdWSk THNhZmVE YW1 sSLWIvCmR1C1BzYWZ L bWFpbC 11 YWSUZX T

<sv-template id="http-alert-template” content="PCRpdiBjbCFzcz0ibWVubG8taHROCC1hbGVYdCAiIG1kPSItZNSsbylodHRWLWFS2ZXJI0Ij4KICAGECRpdiBIbGF2c20ibWVubG8taHROCC1hbGVydC10ZWFkaW5nI;48c3BhbiBIbGFzcZ0ibWY

plate id="block plate" "PCFkb2NOeXBL x0dG1 1dGEgY2hhcnN1dD0iVVRGLTgiPgo8dG10bCU+V2Vic2] ja ICA82C12IC1kPSIibCY:
<sv-template id="localizati plate” "ewogICALSUREVENE 130gT1I1bGIhZGLuZyBpbiAKMXMUL S 4iLAOGICALSUREVENETUFITIRFTKFOQOUL0iAI THFpbnRLbmPuY2UgaWd gcHIvE 3T 1c3M6 IGNVZGUGIDE i LAOY:
ate id=" h late" content="BGRpdiBj i 122WFyY2qt2G1215iBp2DOL 122WFyY2gt2ZG12134K 2xhc3M9T 3LWLuL
te id=" plate” B J3RILHZYYRIL, 2 1sPge="></sv-template>
<script src='https:// 2-02580026-vicw.menl ity.com/ i ic/scripts/safevi in. j5?v=933cfoc NG » £ 466 type='text/javascript'></script>
</body>
</htal>



https://ipchicken.com/

Migration guide atfranfe
Cisco public CISCO
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<html>

<head>

<title>IP Chicken - What is my IP address? Free public IP lookup.</title>

<meta http-equiv-"Content-Type" content-"text/html; charset=iso-8859-1">

<meta name=-"Description" content="What is my IP? Get your current public IP address">

<meta name="keywords" content="what is my ip, ip lookup, whats my ip, whatismyip, ip address lookup, find ip, find your ip address, ipaddress, ipconfig, a
<link rel="shortcut icon" type-"image/x-icon" href-"/favicon.ico">

<SCRIPT LANGUAGE="JAVASCRIPT" TYPE="TEXT/JAVASCRIPT">

<l
var url = "http://www.ipchicken.com";
var title = "IP Chicken!";

function makeLink(){

if(document.all)
window.external.AddFavorite(url, title)
}

1 -=>

</script>

</head>

<body bgcolor-"#FFFFFF" text="#000000" link-="#3300CC" vlink="#0000CC">
<table width-"577" border-"0" cellspacing-"0" cellpadding-"0" align-"center">

<tr>
<td><img src-"images/main 03.gif" width="577" height-"126" usemap-"#Map" border="0"></td>
</tr>

</table>

<table width="577" border="0" cellspacing-"0" cellpadding="0" align="center">

<tr>

<td><img src="images/26.gif" width="26" height="10"></td>

<td><img src mages/7.gif" width="19" height~="100%"></td>

<td valign-"top">

<p><img src~"images/main 08.gqif" width-"511" height="17"><br>

<img src-"images/lmain 10.gif" width="511" height="23"></p>

<p align-"center"><font face-"Verdana, Arial, Helvetica, sans-serif" size-"5" color="#0000FF"><b>
220.239.111.203<br>

<A HREF-"javascript:makeLink()"><font size-"2">Add to Favorites</font></A>
</b></font></p>

<p align-"center">

<script async src="//pagead2.googlesyndication.com/pagead/js/adsbygoogle.js"></script>

<ins class-"adsbygoogle" style-"display:inline-block;width:468px;height:60px" data-ad-client-"ca-pub-1167500989565553" data-ad-slot="6159848006"></ins>
<script>

(adsbygoogle = window.adsbygoogle || []).push({});

</script>

</p>

<p align-"left"><img src-"images/main 12.gif" width="511" height="24"></p>

<table width="100%" border="0" cellspacing="0" cellpadding-="0">

<tr>

<td width-"6%"><img src-"images/green.qgif" width-"25" height="25"></td>

<td width-"94%"><font face-"Verdana, Arial, Helvetica, sans-serif" size="2">Name
Address:

©220-239-111-203.belrs4.nsw.optusnet.com.au </font></td>

</tr>

<tr>

<td width-"6%"><img src-"images/qreen.gif" width-"25" height-"25"></td>

<td width="94%"><font face="Verdana, Arial, Helvetica, sans-serif"” size="2">Remote
Port: 11508 </font></td>

</tr>

<tr>

<td><img src-"images/green.gif" width="25" height="25"></td>

<td><font face-'Verdana, Arial, Helvetica, sans-serif" size-"2">Browser:
Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; rv:62.0) Gecko/20100101 Firefox/62.0 </font></td>

On the Menlo Security admin portal, you would see a log indicating that the https://ipchicken.com
webpage has been browser isolated.

Date ~ User ID URL Categories Threat Ty... Details User Agent Request Type Risk Action
Oct-31-2018
P RLT | ] https:/ f/ipchicken.com/ Computers & Technology Firefox 62 Page Request o Isolate

© 2018 Cisco and/or its affiliates. All rights reserved.
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Contents Selectively redirect business critical web traffic to Menlo Security

Most organizations would selectively choose what web traffic is to be routed to the Menlo Security
platform. This ensures that the most critical functions within the organization are protected further.

In this use case, two critical groups (engineering and HR/legal) within the organization will have their
web traffic selectively routed from WSA towards Menlo Security.

Configuration will only need to be completed on WSA based on previous configuration steps. We will
modify the Menlo Security Routing policy to identify those groups (based on AD or LDAP groups).
Note: AD configuration will not be covered in this guide.

Step 1 - Navigate to Web Security Manager > Routing Policies and edit the existing Menlo Security
Routing under the Members column.

Step 2 - Change the identification profile from Menlo Security Traffic to the organization AD
identification profile and choose the engineering and HR groups:

Routing Policy: Menlo Security Routing

Enable Policy

i (2
Policy Name: .2/ I Menlo Security Routing

(e.g. my IT policy)

Description:

Insert Above Policy: 1 (Global Policy) E

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Icepbification/Brctilesiandilierss Select One or Mere Identification Profiles a

entifcation Freflle fAuthorzed Uesrsiand Sredps Add Identification Profile
CompanyA AD E All Authenticated Users

Oselected Groups and Users (2)
Groups:
Realm: WSABU &
CISCOWSABU\Eng
CISCOWSABU\HR
Users: No users entered

Click the Submit button to save the configuration.

© 2018 Cisco and/or its affiliates. All rights reserved.
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Success — Settings have been saved.

Routing Definitions

Add Policy...

Order Members Routing Destination Delete
Menlo Security Routing :
1 Identification Profile: CompanyA AD MenloiSecurity o
2 groups (WSABU\CISCOWSABU\Eng...)
Global Routing Policy Direct Connection

Edit Policy Order...

Step 3 - Click the Commit Changes button once configuration has been completed.

With the above configuration, only web traffic from the engineering and HR groups will be upstream
proxy to Menlo Security. All other web traffic will be routed directly to the Internet.

Selectively redirect uncategorized web traffic to Menlo Security

Another common scenario that organizations employ is to upstream proxy only uncategorized URLs
to be routed to Menlo Security. We will modify the Menlo Security Routing policy to identify only
uncategorized URLs to be upstream proxy to Menlo.

Step 1 - Navigate to Web Security Manager > Routing Policies and edit the existing Menlo Security
Routing under the Members column.

Step 2 - Update the identification profile back to Menlo Security Traffic if it hasn’t already
been configured.

Step 3 - Under the Advanced section, click URL Categories: None Selected:

© 2018 Cisco and/or its affiliates. All rights reserved.
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Routing Policy: Menlo Security Routing

Enable Policy

. NG
Policy Name: .2 I Menlo Security Routing

(e.g. my IT policy)

Description:

Insert Above Policy: 1 (Global Policy) a

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users:
s - Select One or More Identification Profiles E

Identification Profile Authorized Users and Groups Add Identification Profile

é No authentication required @

Menlo Security Traffic

~ Advanced | Use the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile Menlo Security Traffic
Proxy Ports: None Selected
Subnets: None Selected
Time Range: None Selected

URL Categories: None Selected

User Agents: None Selected

Carce [“Subm |

Step 4 - Select Uncategorized URLs towards the bottom of the page and click on the Done

Uncategorized URLs

button:
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Routing Policy: Menlo Security Routing

Enable Policy

Policy Name: | Menlo Security Routing

(e.g. my IT policy)

Description:

Insert Above Policy:

1 (Global Policy)
Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

T ification Profil 2
HeatiicetionlEollesiandiLeers Select One or More Identification Profiles E

Identification Profile Autherized Users and Groups

Add Identification Profile

@

hentication i
Menlo Security Traffic No authentication required

Use the Advanced options to define or edit membership by protecol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

¥ Advanced

The following advanced membership criteria have been defined:

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile Menlo Security Traffic
Proxy Ports: None Selected
Subnets: None Selected

Time Range: None Selected

URL Categories: Uncategorized URLS

User Agents: None Selected

© 2018 Cisco and/or its affiliates. All rights reserved.
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Success — Settings have been saved.

Routing Definitions

Order | Members Routing Destination Delete

Menlo Security Routing
Identification Profile: Menlo Security Traffic Menlo Security &
URL Categories: Uncategorized URLs

Global Routing Policy Direct Connection

Edit Policy Order...

Step 5 - Click the Commit Changes button once configuration has been completed.

With the above configuration, all uncategorized web traffic will be upstream proxy to Menlo Security so
it gets browser isolated. All other web traffic will be routed directly to the Internet.

In summary, based on the above use cases, the organization can selectively choose web traffic to
be upstream proxy to Menlo Security according to the company’s individual needs. Any available
fields within the Advanced section of the routing policy can be used to selectively route traffic to be
browser isolated:

¥ Advanced Use the Advanced options to define or edit membership by protecol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile Menlo Security Traffic
Proxy Ports: None Selected
Subnets: None Selected
Time Range: None Selected

URL Categories: None Selected

User Agents: None Selected

© 2018 Cisco and/or its affiliates. All rights reserved.
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In conclusion, why do we think it is important to integrate WSA with Menlo Security?

Here is a list of the benefits of integration:

- WSA provides the full proxy capabilities, and with Menlo Security browser isolation, it executes the
web content within an isolated platform instead of the user’s environment.

- WSA provides flexible traffic selection to upstream proxy all web traffic or a subset, which will allow
an admin to route only interested traffic to Menlo Security.

- Menlo Security also provides further policy flexibility by allowing specific web categories to be
allowed, isolated, isolated with read-only access, or blocked.

- The integration will enhance security to further protect the organization’s environment. For example,
it is impossible to categorize the entire Internet; however, blocking uncategorized web traffic
is also not a solution. For maximum security, routing all uncategorized web traffic from WSA to
Menlo Security to be browser isolated will ensure no active content is executed within a user’s
environment, hence reducing risk of infection or attack.

Next steps

For detailed information on Cisco Web Security Appliance, go to www.cisco.com/go/wsa.

Find out more about Menlo Security at www.menlosecurity.com/.

A Cisco sales representative, consulting system engineer, or channel partner can help to evaluate how
Cisco Web Security Appliance will enhance your security.
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