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Introduction

mail security is an increasingly important topic. Artificial

intelligence (AI) has both expanded the sophistication of

attacks and enhanced the protections available to defend
against them. But organizations have to understand the new and
enhanced threats, and the changes to what’s possible on the
responsive side, to halt as many attacks as possible — and to
reduce the impact of those that do succeed.

Email security doesn’t stand alone. Email is connected to most
or all of the people, and most or all of the systems, in a com-
pany. Threats to email messages and attachments, and to the
use of email credentials for logging in to company systems, have
impacts well beyond the user’s inbox. In the face of a growing
number of advanced threats, organizations need robust defenses
that protect every individual and every system in their company.

Cisco, a leader in email security, and cybersecurity more broadly,
for many years, brings experience, expertise, and a suite of solu-
tions so extensive that a company can greatly enhance its security
posture, reducing both the number of breaches and the impact of
those that do occur.

This book explains the broad range of security challenges that can
find their way to email accounts; how Al increases the challenges,
but also offers solutions; and how Cisco solutions can help.

About This Book

Advanced Email Threats For Dummies, Cisco Special Edition, consists
of five short chapters that explore

¥ What advanced email threats are and how Al has changed
them (Chapter 1).

¥ Specifics about the major types of threats that companies
face (Chapter 2).

¥ How Al is making attacks more sophisticated — and
prevention more challenging (Chapter 3).

Introduction 1



¥ How Cisco solutions for email and organization-wide
cybersecurity work together (Chapter 4).

3 How you can protect against advanced email threats
(Chapter 5).

Foolish Assumptions

As possible is assumed in this book. Still, readers will understand
the importance of cybersecurity and know something about how
their organization currently prevents, and responds to, security
breaches that arrive through email. From this basis, any new and/
or specialized terms are defined.

Icons Used in This Book

O

REMEMBER

TIP

WARNING

Throughout this book, special icons are used to call attention to
important information. Here’s what to expect.

This icon points out information that you should perhaps send
yourself an email to remind yourself about, so you have it avail-
able going forward.

The Tip icon points out information that aids in your understand-
ing of a topic and that may save you time, money, or headaches.

This information tells you to steer clear of anything that might
cost you big bucks, be a time sink, or hurt your cybersecurity
posture.

Beyond the Book

I’'m sure this book will give you a better understanding of
advanced email threats, but if you’re left wanting more, visit the
Cisco website at www . cisco.com. There, you can learn more about
how Cisco’s expertise helps organizations procure, deploy, man-
age, and optimize cybersecurity solutions.
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IN THIS CHAPTER

» Understanding threats

» Describing the impact of Al on threats

» Stopping the escalation of breaches

Chapter 1
Introducing Advanced
Email Threats

he number of messaging options continues to increase, year

after year — but email continues to serve as the most

important business communication tool. More than 100 bil-
lion corporate email messages are exchanged every day, accord-
ing to a Cisco report.

Given that volume, it’s no surprise that bad actors target email
as the leading attack vector for security breaches. While the rapid
advance of technology is empowering users with new capabili-
ties, it’s also providing attackers with new tools for infiltrating an
organization’s security.

Email attacks make up a large share of these breaches, and attacks
are becoming more sophisticated. Organizations need to under-
stand the kinds of attacks they can expect to see, how advances in
technology — especially in artificial intelligence (AI) and machine
learning — are making attacks more potent, and how they can
prevent incidents from escalating. (Often by using those same
advances in technology for defensive and responsive purposes.)

CHAPTER 1 Introducing Advanced Email Threats 3



Organizations must be empowered with the tools to prevent
breaches and to limit the damage caused when attacks do occur.
According to a survey of leading organizations by Osterman
Research, addressing email security is the number one security
and risk priority for a quarter of organizations, and a top three
priority for more than half.

Identifying Advanced Email Threats

A

Email was designed to be easy to implement, easy to use, and
open. This makes it fundamentally easy to access — and easy to
attack. It takes a lot of technological sophistication to try to pro-
tect something that wasn’t built to be secure from the ground up.

Email is also closely connected to other technologies, including
calendaring, file attachments, and identity certification within
an organization. Almost every employee uses email, and almost
every employee has direct email access to every other employee,
up and down the organization chart.

Advanced email threats use a wide range of methods to attack
company security, including sophisticated technology and an in-
depth understanding of the weak points in the way that email
recipients and senders communicate. Today’s advanced threats
are more organized, more personal, and more pervasive than in
the past. Advanced threats also use new technology to an ever-
increasing degree.

There are many ways of characterizing these threats, but one
framework, used by Verizon, breaks threats down into four
components:

¥ Actors: Actors are the initiators of threats. According to
Verizon, 83 percent of attacks in 2023 were from external
sources — but a surprising 17 percent of threats were from
internal sources. Internal sources are also responsible for
most threats that arise from errors, so they deserve a
significant share of attention in threat identification and
response.

¥ Actions: Actions are the steps that actors take to cause
security breaches. In order of frequency, they include the
use of stolen credentials, ransomware, phishing, pretexting
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(tricking the recipient into providing information), the
exploitation of vulnerabilities that allow access to a com-
puter system, and others.

¥ Assets: An asset is an entity, whether human or machine,
that the attacker can exploit as part of an attack. Assets the
attacker can use include people receiving a given email
message; the user’s devices, such as their computer or
smartphone; servers, nonuser devices that process informa-
tion; the network that connects user devices, servers, and
other computers; and media, such as thumb drives and
printed documents that can contain valuable information.

3 Attributes: Attributes are characteristics that may apply to
an asset or an actor and are relevant to the success of an
attack. Attributes include the confidentiality of information
(and whether that can be breached in an attack); the integrity
of data, which can be lost as the result of an attack that
changes information; and availability, such as limiting
information access to intended individuals only, not
outsiders.

This book discusses the actors who initiate attacks, the actions
they undertake in doing so, the assets they attempt to gain access
to or leverage as part of their attacks, and the attributes related to
the success or failure of the attack.

Think twice if you hear the CIA being discussed in reference to

@ cybersecurity; it may not be the US Central Intelligence Agency

that you’re hearing about. Instead, in cybersecurity, CIA may refer

TIP to confidentiality, integrity, and availability, the three attributes that
help define the nature, and the success or failure, of an attack.

Advanced email threats typically take advantage of advances
in technology, such as the growing power of Al hardware and
software.

Understanding the Impact of Al on
Advanced Threats

Advances in Al affect emerging threats in three ways — one obvi-
ous and two more subtle.

CHAPTER 1 Introducing Advanced Email Threats 5



6

The obvious way that AI advances affect emerging threats is the
new capabilities that Al gives to the actors who initiate cyberat-
tacks. An easy way to understand this is by drawing an analogy to
one of the legitimate uses of Al: marketing.

Marketing is strongly affected by Al because it makes several typ-
ical marketing activities easier, including:

¥ Research: Al can gather information from all across the
Internet and summarize it. This is a boon for marketers, who
can quickly find target markets and effective ways to
approach them.

3 Content creation: Al is good for creating lots of content,
such as sales emails or blog posts. Although Al can’t match
the very best human creators, it can generate average work
in great quantities in a very short period of time. The
incipient onslaught of large amounts of mediocre
Al-generated content is sometimes referred to as “gray
sludge.”

¥ Interaction: Chatbots are increasingly replacing humans for
routine question and answer sessions and similar interac-
tions, including in text chat boxes on websites — chatbot is
short for text chat robot — and in voice interactions.

It’s easy to see how these legitimate uses of Al can be leveraged by
bad actors as part of cybersecurity attacks. Conducting research,
creating content, and interacting with humans on the receiving
end have been part of both marketing work and cybersecurity
attacks for years.

Now, all these activities can suddenly be sped up, and amplified
in volume, using Al. Some attributes of Al seem very well-suited
for misuse by attackers. For instance, one of the hallmarks of
cyberattacks — phishing — has often been the poor quality of
written or spoken English used in attacks against targets who use
English as their only or main business language. The recipients
recognize poor English when they see it, whether this is in an ini-
tial email or during a text or spoken interaction with an attacker.
And poor English usage alerts the recipients that the email is part
of an attack.

Al can help improve the quality of English language and gram-
mar used in these interactions to a level that no longer elicits
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WARNING

suspicion, while the attacker can fill in details that AI might not
be able to come up with on its own. The AlI-enabled attacker might
be able to get much farther in an attack than either a chatbot, or a
non-Al-enabled attacker, could get on their own.

If you aren’t experienced with the newest Al tools, you may not
be sufficiently aware of just how capable they are. A tool such as
ChatGPT can set up a website in seconds, and if an Al tool can do
something once in seconds, it can do it hundreds or thousands
of times in minutes. Take the time to familiarize yourself with
these tools and their capabilities so you can better keep up with
attackers.

Al is also helpful to attackers in researching new vulnerabili-
ties. There has been a long-existing research technique used by
attackers called Google hacking, meaning the incisive use of a
search engine such as Google or Bing to dig out information that
is not meant to be exposed to the public.

Commonly available AI tools, however, can be given prompts
such as, “Give me a list of security vulnerabilities at company
X” to go after this kind of target more directly. Although some
Al tools might have been programmed to refuse to answer a
direct question of this nature, attackers will find — and share —
workarounds that allow them to identify more vulnerabilities,
faster, with Al than with previously existing search engines.

Although the enhanced capabilities of attackers might be a rela-
tively obvious effect of Al on cybersecurity, one subtle effect of Al
is that users are suddenly in unfamiliar territory as they do their
daily work. A software developer using Al to write code is likely to
repeat mistakes made by the developers whose work the Al was
trained on and may not exercise full diligence in preventing them.
A researcher using Al to speed their research efforts may find
themselves interacting with people and organizations they would
not have engaged with in the past.

With change happening so quickly, attackers can represent
themselves as trusted experts in order to interact with targets
and extract confidential information. (An attacker may even
be somewhat expert in Al, given the potential abuse of Al for
cybersecurity attacks. Yet they certainly don’t merit trust.) And
attackers can search for code that repeats past mistakes that led
to vulnerabilities.

CHAPTER 1 Introducing Advanced Email Threats 7/



So, AI can both empower attackers and lead users to make mis-
takes they would not previously have made. Luckily, however,
Al also empowers those who make it their business to maintain
and enhance cybersecurity. These Al-powered improvements in
cybersecurity are the topic of Chapter 3.

Preventing Incidents from Escalating

8

TIP

There is a great deal of focus on preventing incidents — successful
breaches — from occurring, and rightly so. Software that screens
out or flags suspicious emails; user education and training; and
the selection of email clients with security features can all help
prevent many breaches from occurring.

Despite these tools, however, the number of breaches continues
to increase. Recent developments, such as the rapid advance in Al
capabilities described in the previous section, don’t give organi-
zations any reason to think that this will change anytime soon.

So you need to think of additional lines of defense beyond pre-
vention. When breaches do occur, how can they be mitigated —
their impact reduced, so as to not cause truly serious business
problems?

Think of breach mitigation as a partner to breach prevention. For
each step you take today to reduce breaches, think through what
you might do when those efforts fall short:

You set up your email software to block known or suspected bad
senders — but there will always be some new sites that don’t yet
appear on the list, and AI may increase the capability of attackers
to create new and seemingly innocuous sites quickly. What actions
will you take when those emails arrive in your users’ inboxes?

You teach your users not to click on attachments that are not
from a highly trusted source — but sometimes they will anyway,
and the attachment will cause a breach. How will you detect the
breach and raise an alert quickly?
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TAKING BREACHES (MORE)
SERIOUSLY

Security breaches are taken seriously when they occur, and even
more so when they have serious consequences, whether that's at
your own organization or in the media. However, a reactive approach
to the most consequential breaches can actually impair an organiza-
tion's capability to prevent serious problems going forward.

Focusing on one or a few “breakouts” can prevent thoughtful and bal-
anced consideration of where problems are most likely to occur in the
future. The answer is not to only take seriously the few breaches that
cause significant problems; it's to take the entire topic seriously and
address it in a systematic manner, just like other challenges in
business.

For more about responding to breaches in a thoughtful and consid-
ered manner, turn to Chapters 4 and 5.

You set up roles and responsibilities so that only designated
employees have access to your customers’ personally identifi-
able information (PII) — but, among those trusted employees,
one may accidentally or deliberately disseminate the information.
How will you predict when such illicit sharing is likely to occur,
and how will you detect and respond to it when it does?

CHAPTER 1 Introducing Advanced Email Threats 9



IN THIS CHAPTER

» Categorizing security incidents

» Asserting the importance of a platform
approach

Chapter 2
Identifying Common
Threats

Ithough it’s always important for an individual, or an

organization, to learn from past mistakes (and other kinds

of problems), it can be even more valuable to learn from
other peoples’ errors. There is now, unfortunately, enough expe-
rience with cybersecurity breaches that they have received a great
deal of serious attention.

As you work to reduce the impact of breaches in your own orga-
nization, there is a lot to learn from the experience of others. One
important area of self-education is to identify the different types
of threats that many organizations, perhaps including your own,
have already experienced.

Different types of threats have specific traits in areas such as
assessment of risk, prevention of breaches, potential impacts
of breaches, and mitigation of the breaches that do occur. Those
types of threats are the subject of this chapter.

In addition to learning from past problems, it’s worth paying
attention to emerging areas of technology that might create new
risk. The biggest new technology impacts occurring today are in
the area of artificial intelligence (Al,) and this affects cybersecurity

CHAPTER 2 Identifying Common Threats 11



just as much or more as many other areas of business and life. For
more on these emerging threats, turn to Chapter 3.

Describing Incidents by Type

12

The number of cybersecurity incidents and the financial losses
attributed to them are increasing year over year. Figure 2-1 shows
arecent summary of cybersecurity complaints and losses received
by the FBI’s Internet Crime Complaint Center (IC3). Complaints
more than doubled over a five-year period and reported losses
nearly quadrupled.

Complaints and Losses over the Last Five Years*

2018 |—391.987
$2.7 Billion |
3.26 Million
2019 gt Total Complaints
$3.5 Billion |
$27.6 Billion
791,790]
2020 $4.2 Billion] Total Losses
847,376
2021 $6.9 Billion |
800,944 |
2022 $10.3 Billion |

||:| Complaints [ Losses |

FIGURE 2-1: US cybersecurity complaints and losses recorded by the FBI.

Because crimes of all types tend to be underreported, both the
number of complaints and the losses attributed to them in these
reports are probably less than the actual totals. This total also
doesn’t include the large expenditures organizations make in an
effort to prevent cybersecurity breaches from occurring.

The IC3 has a specialized group within it called the Recovery
Asset Team (RAT). This team works with the government, finan-
cial institutions, and affected organizations and individuals to
recover payments that victims of cybercrimes make to the crimi-
nals involved. (Such payments are often demanded, and made, in
cryptocurrency.)
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TIP

CYBERSECURITY IS SERIOUS
BUSINESS

Cybersecurity breaches are such a large and impactful topic that they
have attracted ongoing attention from a number of organizations,
including the FBI.

The FBI runs a department called the Internet Crime Complaint
Center, known in cybersecurity circles as IC3. IC3 issues an annual FBI
Internet Crime Report. You can file a complaint, access the annual
report, or learn more atwww. ic3.gov.

If you do suffer a loss, you should contact any financial institution
involved immediately and file a detailed complaint with the IC3. If
necessary, you will be assigned an IC3 analyst who will work with
you to recover funds, if possible, and reduce additional losses.

What is the best way to avoid having a complaint worth filing with
the FBI, or other agencies — and how can you avoid or reduce
financial losses? The first step is to understand the different kinds
of email threats and some of the considerations that relate to
assessing your risks, preventing problems of a specific type, and
mitigating losses when they do occur.

Business email compromise

In a recent year, about 5 percent of IC3 complaints — but more
than 25 percent of total losses — were attributed to business email
compromise (BEC). BEC describes a targeted impersonation attack
that persuades victims to wire money, buy gift cards, or share the
targeted company’s personally identifiable information (PII).

This type of attack often takes the form of a request to an employee
in the finance department from an email that looks to be from a
company executive. Because it’s hard to see that the email is an
impersonation, the receiver doesn’t question the validity of the
request and proceeds to process it. BECs have grown much more
sophisticated and now include the use of cybercurrencies, the
targeting of investment accounts as well as traditional banking
accounts (both business and personal), and the spoofing of phone
numbers to make fake transactions appear legitimate.

CHAPTER 2 Identifying Common Threats 13


http://www.ic3.gov

14

MULTIPLE LEVELS OF LOSS

The direct costs of cybersecurity breaches are large enough, but
they're only the beginning of what an organization can suffer. In addi-
tion to related financial losses, organizations face large expenditures
to prevent and mitigate cybersecurity breaches. They can also suffer
loss of business and significant impact on their reputation and brand
to the extent that cybersecurity breaches become public. And individ-
ual employees can have their work lives and their careers severely
impacted.

Breaches can include blackmail attempts in which cybercriminals
threaten disclosure of a breach unless they receive further payments,
compounding losses. On the other hand, organizations that take
cybersecurity seriously can develop a positive reputation for manag-
ing this important emerging area of business effectively. When multi-
ple businesses in a sector experience large and widely reported
losses, as happens more and more in recent times, those that keep
losses and reputational damage under control stand out in a positive
way. So the potential benefits, not only the potential losses, relating to
management of cybersecurity breaches are worthy of consideration.

Al is almost certain to contribute to future BEC attacks, because
recently developed tools can be used to more quickly find poten-
tial victims, generate more convincing emails, conduct phone
conversations using convincing syntax, accents, and response
comments, and much more.

Account takeover

Account takeover is, as the name suggests, the seizing of control of
an individual’s online and/or financial accounts to make unau-
thorized transactions. This may be followed by the emptying out
of financial accounts, misuse of online accounts, or blackmail to
potentially prevent such abuse or simply to return control of the
account to the rightful user.

According to the IC3, identity theft — which overlaps consider-
ably with account takeover — has been associated with reported
losses of roughly $200M a year for the last several years (and
these are just reported instances). It’s also worth noting that
it’s likely that some victims of account takeover fail to report it
to the FBI.
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Account takeover is a particular problem for businesses, which
often exchange account information relatively freely with suppli-
ers, vendors, distributors, customers, and others. And it’s an even
bigger problem for businesses that use cybercurrency accounts,
which are often less protected against fraud than traditional bank
accounts.

Ransomware

Ransomware is one of the easiest to understand and most fright-
ening forms of cybersecurity breach. Ransomware refers to a type
of attack in which malicious software, called malware, is activated
on a targeted user device (such as a computer or mobile phone) or
one or more company servers. This permanently blocks the vic-
tim’s access to their files until a ransom is paid. A single breach
may result in the installation of ransomware on multiple devices,
or the cybercriminal may threaten to activate the software on
additional devices.

Many techniques are used to infect victims’ devices with ransom-
ware. These can include:

3 Phishing emails: In a phishing email, the cybercriminal uses
social engineering techniques (such as claiming to be a
known friend, work colleague, or business associate of the
user) to get the user to take actions such as downloading a
file or opening an email attachment that contains malware.

3 Remote Desktop Protocol exploitation: Remote Desktop
Protocol (RDP) helps users connect to remote computers
over the Internet, and clients exist for Microsoft Windows,
MacOS, various forms of Unix, and smartphone operating
systems, among others. RDP can be exploited in several
ways to gain control of a device or server.

3 Exploitation of other software vulnerabilities: Computers
are complex devices, and many vulnerabilities exist.
Attackers are experts at finding and exploiting such vulner-
abilities, and ransomware is a popular means to take
advantage of them.

Companies and governments are targets of ransomware attacks.
Perhaps the best-known cybersecurity attack of recent times was
the Colonial Pipeline ransomware attack of May 2021. The attack
was attributed to a Russian-based criminal gang called DarkSide.
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WHEN THE FIX IS THE PROBLEM

Software updates often contain fixes for recently discovered vulnera-
bilities, so installing updates as soon as you receive them is a good
idea. But there are two considerations you need to be aware of with
respect to such updates.

A zero-day exploit is a method used to attack a vulnerability that a ven-
dor does not yet know about and has not released an update for. (The
name refers to the fact that the vendor has had “zero days” to fix the
vulnerability.) So even if you routinely install updates, you may still fall
victim to an attack that no update yet exists for.

Fear of these vulnerabilities can cause the opposite problem: An
attacker can advertise an important update to existing software, but
the “update” is actually itself malware. The eagerness of users to pro-
tect themselves from malware leads them to install malware.

The existence of these subtleties illustrates the importance of using
many different, overlapping approaches to prevent breaches and to
manage the impact of breaches that do occur.

The Colonial Pipeline attack shut down the delivery of gasoline
to gas stations, airlines, and others that received fuels delivered
by the pipeline. The company that owns the pipeline paid a $4.4
million ransom, much of which was later recovered by the FBI.

This ransomware attack was the first to have such a large impact
on vital US infrastructure and has caused an increase in official
attention to cybersecurity in countries around the world. The
existence of such a large and consequential attack also raises the
bar for organizations of all kinds to treat cybersecurity as a cru-
cially important concern.

Extortion

Extortion is among the top five types of cybercrime in the US,
as ranked by IC3. Extortion is also part of other kinds of cyber-
attacks. For instance, a ransomware attack can include various
kinds of extortion:
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WARNING

¥ If the attacker gains access to confidential data such as
trade secrets, they can threaten to release it to the public,
damaging the interest of the business and its customers,
suppliers, etc.

¥ The attacker can threaten to make the fact of the successful
attack public, causing embarrassment, brand damage, and
potential loss of business to a company.

¥ The attacker can use information they gain in the attack,
such as PII for customers, to launch further attacks.

As in other kinds of extortion that aren’t part of cybercrime,
the FBI and other authorities recommend prompt reporting of
extortion attempts to law enforcement as a vital step in reducing
potential damage.

Brand and user impersonation

Cybercriminals often use one of several different types of imper-
sonation as a threat tactic:

3 Celebrity impersonation: Attackers impersonate the social
media accounts of various celebrities to lend authority to
their appeal to recipients to send them bitcoin or send funds.

3 User impersonation: People in an organization can be
impersonated to fool the public, their colleagues, or outsid-
ers such as suppliers, customers, and so on. The imperson-
ator can then request financial account access, other
confidential information, or payments. Tech support,
customer support, and government impersonation was
connected to more than a billion dollars in reported losses in
arecentyear.

Nearly three-quarters of user impersonation losses from tech
support, customer support, and government impersonation were
reported by people over 60. Some even lost their savings or homes.
If your organization serves older people, your brand and person-
nel may be more likely to be impersonated by criminals. This is
just one example of how different organizations have different
risk profiles in relation to cybercrime and of how organizations
need to be proactive in assessing and combating these risks.
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Assessing the Importance of
a Platform Approach

18

TIP

The sheer variety and complexity of different cybersecurity
concerns may seem overwhelming. It’s important to consider
how threats interrelate and overlap with one another; how they’re
changing with advances in technology; and how your organiza-
tion will have a unique risk profile based on a whole range of
factors — from your industry, to your customer base, to the spe-
cific technologies that you use to run your business.

While it’s critical to be proactive in addressing cybersecurity con-
cerns, it’s wise to consider a platform approach to cybersecurity.

Unifying your view across your technology stack increases
visibility, context, and understanding of your vulnerability to
advanced threats. In addition, you will want to consider moni-
toring, measurement, reporting, and other typical IT approaches
to improve your awareness, readiness, responsiveness, and
effectiveness in dealing with cybersecurity challenges. A platform
approach can help make your efforts easier, less costly, and more
effective.

To find out more about a platform approach to cybersecurity and
how it can help you deal effectively with advanced email threats,
turn to Chapters 4 and 5.
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» Investigating the impact of Al advances

» Stopping attacks driven by Al

Chapter 3
Focusing on the Role of
Al in New Threats

rtificial intelligence (AI) is the most exciting technology in

use today, with decades of work suddenly receiving

unprecedented attention due to the emergence of genera-
tive Al. Generative Al is a newly successful approach that uses
huge amounts of data to train machine learning (ML) models to
produce surprisingly high-quality writing, artwork, software
code, and other outputs.

Everyone involved in cybersecurity has been excited by the emer-
gence of generative Al and other Al and ML tools and techniques.
Unfortunately, this excitement is just as real for the attackers as it
is for cybersecurity professionals: Both sides have gained exten-
sive new capabilities as Al in general, and generative Al tools such
as ChatGPT in particular, have made rapid advances.

This chapter discusses the steady advance of deeper currents in Al
as well as the sudden emergence of new approaches in generative
ATI; how cybercriminals are using the technology for new attacks;
and how cybersecurity professionals are integrating Al into their
platform offerings.
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Tracking Technology Developments in Al

20

Organizations have long used predictive analytics — the capabil-
ity to use past patterns of behavior to predict future behavior.
For example, if a new movie is very popular with people who like
science fiction movies, a recommendation algorithm will recom-
mend it for anyone who hasn’t seen it yet — and likes science
fiction movies. Age, gender, geographic location, and frequency of
movie viewing are other characteristics that can be used to predict
movie preferences. It’s all about associations.

The latest news about Al has been about a sudden increase in
capability for a certain kind of AI and ML that uses associa-
tions in a different way. These generative Al tools use associa-
tions between words, or between words and other media such as
images, to answer questions. The reply might be in the form or
a written or spoken response, an artwork, or a block of computer
code — depending on what the user requests and which models
the software has access to.

The triggering event for the latest burst of interest in AI was the
public release of ChatGPT in November of 2022. ChatGPT answers
questions conversationally and carries out tasks at a shockingly
high level. ChatGPT can:

¥ Pass college and graduate school entrance exams with
scores well above average

¥ Write convincing essays on a wide variety of topics

¥ Write software code that works well

In all these cases, ChatGPT does even better if it is carefully
prompted by a knowledgeable person, and if that same person or
a different one refines or fine-tunes its output. For instance, an
essay written by ChatGPT may contain “facts” that are not true.
A smart and careful human can spot and remove these assertions,
resulting in a useful and “safe” piece of work.

Since the release of ChatGPT in late 2022, new updates allow it to
scan the Internet for current information, and users can extend
the tool with plug-ins, use images (such as software architectural
diagrams) along with words for prompting, create customized
versions called GPTs and share them, and more easily analyze
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complex data structures— all capabilities that should worry any-
one concerned with cybersecurity.

ChatGPT and other generative Al tools are trained on massive

@ amounts of input, which means that they can draw on a lot of

information — but also that their output, almost by definition,

TIP tends to be somewhere close to average, because their input will

tend to be average overall. So ChatGPT can beat an inexperienced

human writer or programmer, but it can’t match experts. It can,

however, handle routine tasks for experts, making them more
productive.

ChatGPT is even better at quantity than it is at quality. If it takes
a person half an hour to write a blog post, it will take them a full
workday to write about a dozen blog posts, as they will need to
eat, rest, and so on.

But if it takes ChatGPT five minutes to write a blog post, and a
human five minutes to prompt the work, then check and correct
it, the pair can write eight blog posts in an hour or 60 or so blog
posts in a day. The work can be arranged around the human’s
downtimes and productivity can be very high indeed.

There are lawsuits pending relating to generative Al tools, and
& more on the way. Copyright law allows both humans and machines
to learn from copyrighted work but not to duplicate it in ways
warning  that qualify as plagiarism or similar violations. The legal question
is whether, and to what degree, generative Al tools are learning
versus copying. It will probably take years to answer these ques-
tions, and cybercriminals certainly will not raise their hands to
pay their share of any penalties leveled against the creators or
users of these tools. (Penalties against users are considered highly
unlikely, but a final answer is of course still in the future.)

Showing How Al Makes Attacks
More Sophisticated

What do these new capabilities mean for attackers? Unfortunately,
generative Al solves many problems for attackers:

3 Keeping up to date: Attacks based on new vulnerabilities
may work on any relevant system that hasn't gotten the
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latest update; attacks based on vulnerabilities that vendors
have not discovered yet may work on most or all relevant
systems. Staying up to date on vulnerabilities is a challenge
for cybercriminals, and generative Al can scan the Internet
and help.

¥ Creating unique and varied attacks: Marketers use A/B
testing to identify effective email subject lines, for instance.
Now attackers can carry out similar message creation and
testing quite easily with generative Al. And attackers can use
data analysis to match attacks to targeted groups (cyberse-
curity professionals, for example) or individuals (a Fortune
500 CFO, for instance) with increasing effectiveness.

3 Improving quality of content and writing style: In the
past, many attacks have been marred by flaws in the content
or writing style of the attacker, but generative Al allows them
to write at a higher level of quality with little effort.

3 Automating conversational capabilities: Generative Al
allows the software to carry out a conversation in text, or
even using voice, at a level that will fool more and more
targeted individuals as the software continues to improve.
Small interventions along the way by humans on the
attacker side may make such attacks impossible to differenti-
ate from conversations with well-educated, well-informed
humans with specific educational backgrounds and high
levels of detailed and incisive professional knowledge.

Respondents to an Osterman Research survey believe they’re
already seeing Al used in email attacks, and that these efforts will
increase over time.

Preventing Attacks with Al

22

Al will be an important tool in preventing cybersecurity attacks,
whether AI-driven or not. Vendors of email software have already
started to use Al as part of their security toolkit, but much more
needs to be done — and customers want more than vendors are
currently offering.

According to Osterman Research, two-thirds of organizations
have already implanted Al-enabled email security solutions, over
and above the protections included by their primary email soft-
ware provider. Most of the rest are in the process of doing so.
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The ability of users to detect many types of attacks will diminish
rapidly as generative Al fixes many of the flaws, such as poor tar-
geting or poor use of language, that have prevented attacks from
succeeding in the past. The importance of security solutions will
only continue to increase, and AI — which will certainly be part
of the problem, in terms of cybersecurity — will need to be part
of the solution as well.

Al can be used in many interesting ways to help boost email
security:

¥ Understanding the characteristics and behavior of
employees and the people they correspond with. Al can
profile, for positive purposes, both employees and those
outside the organization with whom they are in regular
contact. Generative Al may be used by attackers to create
emails that seem to be written by a professional in a given
professional position. But it can also be used to detect
emails that don’t match existing examples of the style of
the individual they're supposed to have come from.

¥ Spotting cybersecurity tells. Al can be used to scan email
content and attachments for cybersecurity tells, such as
emails that ask for money or attachments that contain
hidden code associated with attacks. Such emails can be
prevented from reaching the targeted recipient or marked
with warning labels for the recipient to consider before
taking action.

¥ Identifying content written by generative Al. Al can
be used in efforts to detect Al-written content, or to flag
suspicious content for further consideration.

¥ Using attack emails for training. When one aspect of an
incoming email exposes it as a cybersecurity issue, the entire
email and its metadata — surrounding data such as the
sending date, the servers it passed through, and so on —
can be used to train ML models that will then go on to do
an even better job of detecting future suspicious emails.

¥ Protecting domains. Current domain protection technology
identifies emails that are not authenticated properly that
claim to be sent from a company’s legitimate domain. Al
could expand this protection by identifying threats from
domains a company doesn't own and control, such as
cousin/lookalike domains.
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FROM PREVENTION TO
REMEDIATION

Preventing attacks is the ideal, of course — but experience shows us
that breaches will continue to occur. Al can help to remediate
breaches in multiple ways.

The same information that was used to allow an email to go through
can be reexamined for clues as to the nature of the threat and possi-
bly the identify of attackers. Al can profile attack types, their likely
severity, and the scale of response an organization needs to mount.
And Al can be used to suggest specific mitigation steps to security
professionals.

Much of Al's value will be determined by the training and skill of the
people using it. Organizations that move forward quickly in adopting
and using Al-powered solutions will be able to maintain and even
improve their security posture; others may fall behind.

Al could be used to, for instance, help verify that emails that appear
to come from a given domain were indeed generated and pro-
cessed by servers at the company or other organization in ques-
tion. This kind of handshaking could serve as a digital signature
to label and identify “known good” vs. suspicious organizations.
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» Using telemetry to enable XDR
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Chapter 4
Understanding the Role
of Email Security in XDR

he reason that email is so important to attackers is that it

connects the vast majority of a company’s employees to

each other and to the systems that run your business. Email
credentials are even used for identification in company systems
that have nothing directly to do with email.

Because email is the hub of so many interconnections, an email
security approach is unlikely to be effective if it only works to
secure email interactions. Instead, email security is the cen-
tral, but not the only, component in a security approach called
extended detection and response, or XDR. XDR includes a range
of components that work together to provide a holistic approach
to securing a company’s information, systems, and other assets.

Artificial intelligence (AI) and machine learning (ML) are a crucial
technological platform within a comprehensive security solution.
A solution with a wide range of customers has the opportunity
to build in what it learns from a single attack to enhance the
protection available to all customers. Attackers soon learn that
new insights and approaches quickly become ineffective when
used against targets who have the most advanced email threat
response solutions in place.

CHAPTER 4 Understanding the Role of Email Security in XDR 25



This chapter discusses some of the core elements that make up
an email security solution such as Cisco’s Secure Email Threat
Defense offering. It also describes how telemetry — detection and
measurement of threat-related indicators — ties together threat
detection at all levels. Finally, the chapter covers how the features
of Cisco’s XDR offering help to make it effective in reducing the
number of breaches and mitigating the impact of breaches when
they occur.

The Role of Email in XDR Strategy

26

Email security plays a crucial role in an overall XDR strategy. And
Cisco provides an industry-leading product, Cisco Secure Email
Threat Defense. Secure Email Threat Defense is designed to be
effective against many kinds of threats, with an emphasis on
those that have the most potential to cause damage.

An example of the kind of response that the Cisco solution can
offer is shown in the area of business email compromise (BEC)
attacks (also discussed in Chapter 2). BEC attacks often claim to
come from a person within the recipient’s company who has a
high degree of authority, in an attempt to intimidate the recipient
into acting quickly and without questioning the request.

Generative Al is, unfortunately, quite useful in attacks of this
type. Generative Al can help people who are skilled in technology
but less skilled in English, for example, to create email messages
that seem to be legitimate communications from company lead-
ers. And generative Al makes it easy for the attacker to quickly
try many subtle variations on email messages in order to find the
most effective approaches.

Secure Email Threat Defense helps organizations prepare for
these attacks, and to respond effectively when they occur.

Using people profiles to help
prevent BEC attacks

Secure Email Threat Defense allows for the creation of lists of
high-ranking executives whose identities are likely to be assumed
by attackers. This list can be monitored for any activity that might
indicate an account takeover so that quick action can be taken to
remediate the threat.
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Getting a deeper understanding of
threats

Both BEC attacks and phishing emails can combine several mali-
cious tactics in a single email, or in an attack that combines the
use of email and other modalities, such as text messages and
phone calls.

In recent years, Cisco’s Secure Email Threat Defense has intro-
duced a new threat detection engine that provides deep context
and understanding of the level of business risk for each threat.
The details displayed with each verdict empower security profes-
sionals to make informed and rapid decisions about what next
steps will best protect their organization.

Seeing How Telemetry Enables XDR

Telemetry simply means transmitting (the tele part, as in the
words telephone or television) some kind of measurement (the
metry part, also used in phrases such as “the metric system”). An
example is readings from various sensors.

Telemetry is used in a specific way in email security and solutions
such as XDR. There are six telemetry sources used:

3 Email: The email message includes the content of the
message body and metadata, such as the sender, receiver,
and path followed by the email.

¥ Identity: Identity servers note the identity of email senders
and recipients and others involved in communication.

3 Endpoints: Endpoints are points where changes occur
within a system — the establishment of a network connec-
tion, the execution of a command, or the accessing of a file.
Endpoint security is an important consideration in security
systems.

¥ Network: Internal and external networks transmit informa-
tion and must be kept both functioning and secure.

¥ Firewall: Firewalls protect an organization from outside
inputs that may be dangerous to internal systems or to
recipients, such as security attacks or unwanted content.
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? Domain name server (DNS): The DNS translates human-
readable names, such as cisco.com, to IP addresses used
by networks to route information.

Each of these telemetry sources is a valuable source of informa-
tion that may be targeted as part of a cybersecurity attack. So,
information from them is vital for identifying valid communica-
tions and activities as well as in detecting and deterring attacks.

Each telemetry source will generate one or more kinds of data,
and storing the generated data for queries is an important part
of the security system’s operations. Multiple types of databases
and data architectures may be used for managing operational and
security-related data.

An advanced XDR solution such as Cisco XDR correlates informa-
tion from all of these sources and looks for associations. (Asso-
ciations of this type are valuable inputs to ML models and Al
algorithms.) Earlier security solutions would aggregate informa-
tion from each source, but not correlate information across multi-
ple sources to determine, for example, whether to issue a security
alert. The value of an integrated approach to security is shown
in Figure 4-1. The integrated approach cuts the risk and cost of
security breaches in half while offering large improvements in
analyst time spent per incident, security operations (SecOps) effi-
ciency, and dwell time — the window of time in which an attacker
has access to what should be a protected environment.

The value of an integrated approach

‘
o

Decreased riskand  Reduction of analyst Increase in Reduction of
cost of data breach effort per incident SecOps efficiency attack dwell times

FIGURE 4-1: An integrated approach reduces the risk, cost, and impact of
breaches while making the security operations more efficient.

An effective XDR solution provides five elements that demonstrate
whether it’s effective against the full landscape of threats. Such
a system not only provides telemetry; the telemetry is actionable
and prioritized, so operators know what to focus on first.
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Detection in an effective XDR system is unified; operators are not
simply informed of unusual readings from one telemetry source
or another, but instead receive the correlations of information
that make a report actionable.

An effective XDR solution supports a fast and effective response.
Rather than potentially solving the wrong problem — or attempt-
ing to solve a problem in the wrong way — an effective XDR
solution points the way to effective responses.

An effective solution also offers a single view of the system and
potential issues. Not only is information combined into a single,
integrated system — the famous single pane of glass — but data
is designed to make gathering needed information faster and
decision-making more effective.

And finally, an effective solution can help an organization improve
its productivity and practices over time. As operators learn how to
make the most of the system, they’re able to identify the best
response, reduce response time, and reduce both the frequency of
breaches and the impact of those that do occur.

Learning How Features
Make XDR Effective

The features of an XDR offering are what make it effective against
cybercriminals. Features available in all Cisco XDR solutions
include:

3 Security analytics and correlation engine: The engine
ingests event information and telemetry and uses advanced
technology such as Al and ML to detect and help in respond-
ing to threats.

3 Threat intelligence: Intelligence here refers to the capability
to combine many sources of threat information with Cisco’s
built-in Talos Intelligence resources.

3 Threat hunting: Threat hunting allows operators to
proactively search for threats and either prevent them
or mitigate damage before their severity increases.
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¥ Incident response actions: A predetermined set of actions
allow analysts and responders to mount the right response
with no hesitation, preventing many breaches and limiting
the impact of others.

¥ Incident prioritization: Incidents can be scored for greater
or lesser urgency of response, with information enriched to
provide breadth, depth, and context, and kept up to date as
attacks unfold.

3 Asset and user context: Context helps with understanding,
prioritizing, and responding to incidents.

3 No-code and low-code workflows: Workflows can be
created with little or no code, making operators more
effective and reducing the potential for errors.

» Workflow exchange: Existing workflows can be easily
shared, installed, and put into operation.

¥ Cisco Software Support Service (SWSS) Enhanced: Users
get around-the-clock support and a 30-minute service level
agreement (SLA) for response and additional services.

There are also advanced features available to take your organiza-
tion’s security capabilities even further:

3 Third-party integrations: Cisco XDR solutions are extensi-
ble, and third-party integrations are available as an advanced
feature.

3 Cisco Talos Incident Response (Talos IR): Talos is one of
the most advanced security services available anywhere,
offering a full set of services, both proactive and responsive/
emergency services.

3 Cisco Managed Detection and Response: This is a man-
aged XDR service with select Talos IR services.

¥ Cisco Technical Security Assessment: An assessment can
help an organization understand its unique vulnerability and
capability profile and become more effective in preventing
and mitigating breaches.
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IN THIS CHAPTER

» Using multiple techniques for threat
defense

» Understanding the importance of acting

» Taking the opportunity to try a solution
yourself

Chapter 5

Ten Ways to Protect
Against Advanced
Email Threats

mail threats take many different forms, exploiting weak-

nesses in everything from technical infrastructure to human

psychology. Here are ten ways to help prevent most attacks
and recover quickly when breaches do occur.

There’s no single solution to preventing and mitigating security
breaches that originate in email. Each of the steps mentioned here
augments and reinforces the others. For instance, the more threats
you stop, the more capacity you have to handle each breach that
does occur; categorizing threats also helps you to respond effec-
tively to those instances when a threat becomes a breach.
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Use Secure Email Threat Defense to
Respond Quickly and Effectively

Cisco Secure Email Threat Defense is your first line of, well,
defense against threats. It automatically and reliably does many
of the things that you might wish users would do consistently,
such as:

¥ Assess the sender’s reputation
¥ Asses the reputation of the email's source URL
9 Scan content for concerning words and phrases

¥ Scan file attachments and analyze their reputation and
content

¥ Spot and block spam

¥ Integrate the latest updates from Talos, the largest global
provider of security research and intelligence

And it also does so much more. Cisco Secure Email Threat Defense
works as an integral part of your overall Extended Detection and
Response (XDR) strategy.

Optimize Your Defenses Against
Major Email Threats

Every company faces a different security threat profile, so you and
others at your company play a vital role in making Secure Email
Threat Defense and other tools work for you.

You can scan the horizon for current threats and note what threats
are being blocked — or causing breaches — at your company. You
can then respond by working with Cisco as your vendor; working
rememeer  With your email provider; training your security personnel and
end users; educating upper management; and many more steps.
“Forewarned is forearmed,” the old saying goes, and you can help
your company dodge most threats and move quickly and effec-

tively to heal breaches when they occur.

32 Advanced Email Threats For Dummies, Cisco Special Edition



Use Al and Advanced Threat Analysis to
Understand and Categorize Threats

TIP

Unfortunately, Al is playing an increasingly large role in mount-
ing threats against your company’s security. But fortunately, Al is
also becoming a more and more important part of threat response.

Al is strategically integrated into Secure Email Threat Defense
and Cisco XDR offerings. Al is particularly good at taking vast
amounts of input — such as the extensive telemetry provided by
Cisco solutions — and using Al to identify patterns that serve as
indicators of an attack.

These patterns are often so subtle that attackers aren’t aware of
the breadcrumbs they’re leaving as they put together attempts at
exploits. Al can spot these patterns before the bad actors do. An
integrated offering such as Cisco’s can also help to take the infor-
mation from a small number of breaches and use it to enhance
protection for many, many other users. The expansive telemetry
provided by the broad Cisco product security suite ensures that
understanding the risk level and context of threats helps to min-
imize attack damage.

Use Threat Data to Inform and
Expedite Your Response

Before a threat arrives, you can know:

¥ What the recent patterns of threats look like
¥ The signatures left by different kinds of threats
¥ What attacks are leading to successful breaches

¥ The best response to each different kind of breach

By using threat data, you help yourself at every step of the “fun-
nel” of security breaches: reducing the number of attacks that
reach user inboxes, reducing the impact when a malignant
email is opened or a toxic file attachment is downloaded, and
responding quickly and effectively to the remaining breaches that
do occur.
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Act Quickly to Ensure Maximum
Protection Against Threats

By acting automatically against many threats, and by providing
alerts and information about the threats that do appear, Cisco
email security solutions give you a precious gift in responding to
any remaining breaches: time.

With Cisco solutions in place, your best people are empowered
to respond quickly and effectively to the breaches that do occur,
while directing their focus to strategic efforts such as studying
rememeser  the breach, understanding how it occurred, and taking the steps

needed to prevent a recurrence. Together, your people and your
systems become more effective and more responsive.

Use Cisco XDR for Protection and
Defense Against Advanced Threats

Cisco XDR solutions augment the protection provided by Secure
Email Threat Defense. With Cisco XDR, you can bring together,
bolster, and maximize the best efforts of many different types
of professionals in your organization to help create an improved
security posture. Some Cisco offerings include advanced features
such as third-party integrations to help ensure the best possible
fit with your organization and its unique needs.

Cisco XDR solutions can help take you from a reactive security
posture to a proactive one, raising your email and associated
cybersecurity responsiveness to best-in-class levels and freeing
up resources for further improvements.

Unify Visibility Across Control Points

“That which gets measured gets done” is a longstanding man-
agement mantra, and you can only measure what you can observe.
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Cisco security solutions help you unify visibility across multiple
control points so you can, for instance, tie the damage that’s
occurring from a successful breach to the original gaps in your
defenses that allowed it to occur. You can then “mind the gap”
and prevent the problem from recurring in the future.

Embrace Automated Tools to Maximize
Resources

Your most precious resource is your people. If they’re tied up
chasing minor or repetitive problems, they’re not free to be pro-
active, working to prevent breaches and to minimize damage
when breaches occur.

Automated tools save your people’s time and focus for the largest
potential threats. These tools also allow your team to find a solu-
tion and then “set it and forget it,” using the automated tools to
prevent the same problem from happening again.

Finally, automated tools enhance the job satisfaction of your peo-
ple, ensuring them that they have the means to take on the ever-
changing challenges presented by cybersecurity breaches. You can
earn a reputation as a nimble and effective organization, enhanc-
ing your appeal to the most talented professionals who want to
work with the latest and best tools.

Detect Sooner, Respond Faster

You can’t solve a problem you don’t know you have — and
most cybersecurity breaches get worse the longer it takes you to
respond. Cisco email security solutions buy you time, removing
some threats and giving you early notice of others.

This gives you the opportunity to put more resources toward
prevention and to require less effort for mitigation. You experi-
ence less damage from breaches and have more time and focus to
devote to further improving your defenses, rather than repairing
the damage from past problems.
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Try Secure Email Threat Defense

You can experience a 30-day free trial of Cisco Secure Email
Threat Defense to protect you against a broad array of advanced
email threats. Sign up today through the free trial page at:

https://www.cisco.com/c/en/us/products/security/email-
threat-defense-free-trial.html
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