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Eases Costs, Improves Security,

And Enhances Operations

Introduction

As threats of terrorism have increased globally, world attention has turned sharply to airport security.  Governments, airlines, airport authorities, and the public have become acutely aware of the vulnerability and need to safeguard passenger and freight transportation.  

This intense focus has radically changed airport operations and is straining the already tight budgets of airport authorities.  Those authorities, along with the airlines and federal government, are actively seeking cost-effective technology solutions to meet the challenges.  Technology can be used to not only supplement manual security processes, but to also perform new activities that cannot be performed manually.

Exploring the security challenge

Newspapers and magazines are filled with information on security technology.  Many novel devices and emerging technologies are being investigated and rapidly deployed at airports.  Facial recognition systems, iris scanners, thumbprint identifiers, smart cards, explosive detection systems (EDS), radio frequency devices, and other technologies are making headlines.  These emerging technologies are adding to the existing X-ray systems, CT scanners for luggage, surveillance cameras, communications devices, and access control systems, which are seeing increased deployment. 

While security systems share the goal of protecting the flying public, most operate independently within an airport.  The existing and new technologies from multiple vendors operate on individual networks, each requiring separate equipment installation, expensive cabling, and ongoing maintenance.  

In many airports, the number of independent communications networks is already too great to manage effectively, sometimes with the number of networks greater than 50.  Many of these networks support multiple surveillance cameras, X-ray systems, baggage screening, and access control systems.  As the additional security systems come on board, the number of networks could go higher still.  The lack of unification makes it difficult to share information within the airport and to external local and federal authorities.  

From chaos to a new order

Regaining the confidence of air travelers will take a combination of improved security measures and devices; return of consumer confidence; and streamlined systems that allow data correlation and information sharing.  

A quick, coordinated security network that allows information sharing between the airlines, airport and security personnel, and law enforcement authorities would prevent many of the airport terminal closures and flight delays that have recently plagued air travelers.  Consider, for example, a recent incident where a man with explosive residue on his shoes could not be identified by the video surveillance system and faded back into the crowd, forcing authorities to evacuate 2,000 to 3,000 people from a San Francisco terminal.  Had there been a coordinated system in place, the combination of data from passenger check-in, surveillance cameras, X-ray devices, and wireless communications could have quickly identified the man and distributed the information throughout the airport and to remote authorities.  This would have enabled the identification and capture of the suspect, thereby averting the evacuation.

Applying existing technology in a new way

Such a system is possible and much of the necessary technology components are already available.  Much integration work still needs to be performed, and this task is made more difficult with the wide variety of proprietary communications protocols currently in use by security applications. Consolidation of development around current communications standards will speed integration of applications and provide new opportunities to share data.  The underlying infrastructure is key, as a standards-based network is able to move video as easily as it does voice or data.  Moreover, the high-speed network allows coordination of voice, video and data to allow security personnel to correlate information from multiple systems into a single event report.  

Integrated solutions 

As airports tackle the job of deploying security technologies, they need to consider solutions from multiple vendors.  These include vendors in the categories of video surveillance, access control, biometrics, other security technologies, and systems integrators to pull the solution together.  A critical component to an integrated security environment is a network architecture that is built on industry standards and leverages common tools and designs to serve as a unified platform for the security applications.
Airports vary widely in age and existing network architecture.  To accommodate the disparity, airports can take a modular approach that begins with the creation of an integrated video surveillance network built on this common network infrastructure.  The next logical step is to combine all security systems onto this network so that local and remote authorities have real-time access to the combined security picture, down to the event level.  The final step is to add operational and business services onto the common network infrastructure, so that all airport occupants can take advantage of the benefits afforded.  Each progressive step protects and leverages earlier investments, building to eventual culmination in a robust, multi-service network.

Unifying video surveillance

Closed-circuit television (CCTV) surveillance in the United States is following the lead of Europe, and playing an increasing role in the overall security suite of applications.  Current projections suggest that the number of cameras and monitored areas will increase sharply, and there will be a need to move the images to a variety of locations for monitoring, storage, and processing by other applications. 

One of the major problems with current analog video systems is that there are a wide variety of industry standards in use, many of which are highly proprietary.  Systems from different vendors, operating on widely varying standards, are difficult, if not impossible, to integrate.  As systems are purchased over the years, each new vendor or technology solution must operate on its own network.  

The deployments are further complicated by installation architectures that have changed very little in the past few years.  In a typical deployment, each analog camera is attached to a single cable, which is connected to a video matrix switch.  When hundreds of cameras are deployed, the cost of cabling alone can be exorbitant.  In addition, point-to-point topology does not allow distributed monitoring of cameras, which adds cost for personnel and precious floor space.

Complex problem, simple solution 

Multiple vendors have come together to design a smart, streamlined solution that integrates analog-based systems onto the digital common network infrastructure.  By combining legacy technology with the latest advances in networking, these hybrid systems accommodate current analog CCTV systems and allow newer digital CCTV systems to operate on the same network, providing a bridge from the past and a path to the future. Using appropriate video codec technologies, existing analog cameras can be reconfigured to reside on the same network as the newest digital versions, and all records can be stored and eventually archived in digital format.  

Digital advantages 

While the integrated solution combines analog and digital CCTV technology, the advantages of digital CCTV make it the clear choice for new deployments.  In the older analog CCTV model, Cisco estimates that approximately 40 percent of costs were for active elements, such as cameras and monitors, while 60 percent went to cabling.  In a digital networked CCTV model, a camera is located near a switch that directs it onto the common network infrastructure, thereby allocating 80 percent of the investment to active elements and only 20 percent to cabling.  In addition to cost savings and flexibility, digital solutions also provide:

· Immediate, any-time access to data from any location, which enables fewer monitoring locations and remote viewing by law enforcement authorities

· Use of ATM or IP technology to integrate existing cameras onto the network infrastructure and protect investments already made

· Excellent image quality that is not in danger of degrading over time when stored

· Low-cost archival on CD-ROM or other digital media, reducing the cost of archival and storage

· Ability to use storage area networking (SAN) solutions to move data quickly and automate archival

· Secure, redundant systems that are not as vulnerable as cabled systems because they have no single point of failure

· Easy, inexpensive expansion along the common infrastructure

· Easy data retrieval with time indexing to allow security personnel to quickly correlate events with video images

The benefits to placing video surveillance onto the common network infrastructure add up to significant operational savings with greatly increased security effectiveness — an uncommon and much-needed solution to skyrocketing demands.

Integrating security voice, video and data systems

The savings and effectiveness of digital video solutions would alone justify the shift to a common network infrastructure, but those benefits are only the beginning of the possibilities available to airport operators.  Bringing other independent security systems onto a common network infrastructure greatly simplifies the airport’s wiring and network management, and improves the efficiency of network resources.  
In the airport environment, this common network infrastructure is potentially a hybrid solution that combines optical dense wave division multiplexing (DWDM), asynchronous transfer mode (ATM) and Internet protocol (IP) technologies as necessary, to support the requirements of mission-critical applications. The infrastructure uses open standards common to the networking and technology industries to enable airports to greatly increase the effectiveness and efficiency of security solutions by allowing voice, video, and data to move rapidly along a secure and common backbone.  Open standards also greatly simplify the integration of applications that follow those standards, again leading to more efficient use of the network.  By using both ATM and IP technologies as appropriate, the common network infrastructure protects investments in legacy (existing) systems, while allowing airports to employ emerging networking technologies in a high-bandwidth environment.

Both analog and digital solutions can run on a common network infrastructure, so existing analog video cameras can be integrated as well as new biometric devices.  Integrating the numerous existing and emerging security technologies onto the common network infrastructure using open standards allows fast data and event correlation and immediate information distribution to security and airport personnel on site, as well as off-site law enforcement and government agencies.  The architectural simplicity of the common network infrastructure also facilitates the addition of new devices or extension of the network into additional areas. 

Examples of the application possibilities demonstrate the importance of a unified system:

· An access control system sends out the alarm that someone has tried to open a secure door.  Cameras capture the moment and send both the alarm data and immediate image over the network to monitoring personnel.  Date stamps on all data enable security personnel to exactly match voice, video and data into a single event – on the spot or months later.

· A CT-scanning system locates and identifies explosives in a piece of checked baggage.  Instant matching of the barcoded baggage-check tag with the passenger’s identification allows security to locate and apprehend the passenger.  If the baggage-check tag is time and date stamped, video surveillance information at the ticket counter can send the passenger’s image throughout the airport and beyond.  Even if the suspect leaves the premises, the video data can be instantly distributed to law enforcement personnel, and even to the media.  

· Information comes to light that an employee’s key card was stolen and later used to access authorized areas of the airport.  Event correlation capabilities allow security personnel to locate the image of the intruder through access control and video or facial recognition data.  That image can later be matched against FBI and other agency databases to identify the suspect.  Better yet, key cards can be integrated with biometric technologies ensuring that only the owner of the card can use it for access.

· A suspect under FBI watch enters the airport.  His image is captured using facial recognition technology and video surveillance, alerting authorities to his presence.  That data is immediately broadcast to local and remote access points so that law enforcement authorities can monitor the suspect’s activities.

The benefits of each of the independent security technologies are significantly increased when used in combination with all other security systems, with data immediately multicast to local and remote recipients.  

Moving beyond security with a multi-service network 

Critical to aviation safety, security applications represent only a segment of the potential airport uses for a common network infrastructure.  The technology, already in use in businesses around the world, enables a host of business-smart solutions.  The common network infrastructure enables airports to make use of sophisticated customer, supplier, and employee applications, including Web-enabled applications, IP telephony for telephones and public address, networked data storage, videoconferencing, and content networking.  Businesses around the world are using these tools in intranet and Internet applications for customer service and relationship management, human resource applications, employee training, long-distance meetings, supply-chain applications, and more. Airports can make use of all of these and add internal functions unique to their needs.  

From cost center to revenue source

As an added plus, airports that deploy a common network infrastructure can recoup some of the cost of security by providing airlines, retailers and other airport tenants with fee-driven use of portions of the network — without risking the security of highly sensitive data.  These provisioned services eliminate the need for airlines to set up and maintain a network at every airport they serve, and since the common network operates throughout the entire airport, it allows the airlines to extend the reach of their applications and to provide additional services to their passengers.  

Mobile gates, for example, can be utilized more effectively and customized for each carrier and destination.  Lighted gate displays can display the airline’s logo and flight information, weather information, and advertisements from area businesses at the destination for each departing flight.  Selling the ad space also provides carriers with an additional revenue source.  When one flight departs, the next carrier using the gate can enjoy the same benefits.

Public and private wireless connectivity can be deployed from the common network architecture.  These services can be used by the airport for operations, for airlines for applications such as ticketing kiosks or for secure broadband Internet access for business travelers.  This allows travelers to remain productive while waiting for flights, increasing their satisfaction with both the airport and airline.

All airport tenants can use the common network infrastructure for IP telephony to lower the cost of phone service as well as provide application services specific to their business or customers.  

Common Network Infrastructure Considerations

The common network infrastructure is more than a pipeline; it’s a network foundation consisting of the hardware layer and intelligent network services.  The network services must provide:

· Quality of Service – management of bandwidth requirements, delays, jitters, and other quality issues ensuring that the CCTV and security applications’ quality is not compromised by other applications on the network.  

· Security – features that ensure only those with proper clearance can access the network, either locally within the airport or from remote locations.  

· High Availability – tools that identify and overcome failures and provide rerouting and redundancy to ensure the network remains available.

· Management – easy-to-use software applications that allow authorized personnel to manage network resources and access.

· Multicasting – bandwidth-conserving technology that simultaneously delivers a single stream of information to multiple local and remote recipients.  This enables the secure access of surveillance video by multiple authorized users.

In building networks to support mission-critical applications, designers must first consider the components that allow networks to operate properly. Thus, the "box," or device, often becomes the focus of design decisions.  However, a single box, whether a switch, router, or any other networking device, is only a component of the overall network.  How the devices connect, what features and protocols are used, and how they are used form the foundation for what can be placed on top of the network. If the foundation is unstable, layering solutions over existing networks creates additional problems.  Four primary concerns of network deployment must be considered: performance, scalability, availability, and connectivity.

Performance

Performance might be the least understood term in networking. Typically, performance is defined as throughput and packets per second (pps). These are easy numbers to gauge and report, but these values relate to a single device and make no sense when measuring an entire network.  The point here is that there is no single metric for determining performance.

Network performance should be gauged by the following three metrics:

· Application response time—This metric indicates how an application responds to differing link speeds, congestion and features. This is the most important metric in the network: if the application does not respond in an acceptable time, it does not matter how fast the network claims to be. This metric includes how an application responds to changes in the network.

· Device performance—Limitations in performance of the network devices can degrade network performance and, therefore, the application. Device performance not only examines packet-per-second throughput, but drops, errors, and CPU usage. 

· Protocol performance—The ability of the device and the network to handle different networking protocols is critical for network stability. Design best practices are vitally important in this case. A network that offers more than sufficient application response time and is composed of devices capable of high-forwarding rates might fail entirely if the networking protocols do not behave in a deterministic manner. 

Scalability

A network must be able to scale from where it is today to where it might be in the future. Some scalability concerns include:

· Topology—Network topology must be such that additions or subtractions do not cause major reconfigurations of the network, and the deterministic performance and availability levels can be maintained. 

· Addressing—Distribution of IP addresses must be such that route summarization can be used. Additionally, new subnets should be able to be created with a minimum of impact on the addressing scheme and router load. 

· Routing protocols—The routing protocol of choice must be able to accommodate additions, deletions, and changes without a massive redesign. 

Availability 

A major concern in mission-critical networks is how available the network is or how impervious it is to changes. A network that takes 10 seconds to converge is clearly superior to one that takes 1 minute to converge. 

Several issues must be kept in mind concerning availability. To the user, the network is down regardless of whether an application went down, a networking device died, or a piece of fiber is cut. For this reason, availability must be viewed from the end user's perspective.  Key availability issues to address include:

· Equipment and link redundancy—This is often the first level of redundancy in the network. This frequently provides the first backstop against a network failure. 

· Protocol resiliency—Good design practices dictate how and when to use protocol redundancy, including load sharing, convergence speed, and path-redundancy handling. Contrary to popular belief, if some redundancy is good, more redundancy is not necessarily better. 

· Network capacity design—Good design practices include capacity planning. How much traffic can a connection handle in the worst case?  Ascertaining that a link can handle double the traffic when a redundant link fails must be considered.

Connectivity

It will be critical to have instantaneous, secure communications between federal agencies, airports, airlines, local authorities, as well as other external entities. This in turn requires an open, standards-based communications infrastructure that can be quickly and easily deployed and support communications with external databases and systems.  As with the internal network, external connectivity must be designed with the same thoughts towards scalability, availability, and security.

As airports are multi-tenant environments, many of these business tenants will require private communications outside of the airport environment.  Internet access for public and/or private information is now and will remain a key deliverable in the future.  Airports will want to provide flight and airport information to the general public as well as public Internet access in common areas and airline travel lounges.  The network must support the ability to segment this traffic away from mission-critical applications and provide a level of protection and security from external threats.  

Summary

While the security benefits of the Cisco solution answer the need to increase safety for the flying public, the additional benefits make a convincing business case for the common network infrastructure.  Security, airport and airlines operations, and communications functions gain from the increased speed, greater efficiency, reduced cost, minimized space requirements, ease of installation and expansion, and simplified network management of a system protected by advanced security features and service redundancy. 
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