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This document describes important information and issues addressed in Cisco CCP Release 12.5.1 SU2 ES03
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1. This Engineering Special can be installed only on 12.5.(1) SU2 or 12.5.(1) SU2 ES02 release. See the Upgrade Paths for more details.
2. The Engineering Special CAN NOT be used for Fresh Install scenarios.
3. The Engineering Special does not involve Switch Version. It replaces the necessary files on the existing active version.
4. Installation of the Engineering Special stops critical services on the CCP node and requires a reboot after installation is completed. Therefore, ES must be installed during off peak hours maintenance window.
5. The ES files are cumulative and contain fixes from all previous ESs posted for this version except where explicitly stated. 
6. ES installation is only supported through the CLI. GUI installation is NOT supported. 
7. ES can be un-installed using rollback cop. The instructions and details are provided in the Rollback Instructions section in this document.
8. It's mandatory for CCX and CCP to be on same ES release. Make sure SU2 ES03 is installed on both CCP and CCX nodes.
9. As a part of SU2 ES02 cop, we have introduced a new CLI “utils ungraceful warn disable” which allows you to clear the Ungraceful Shutdown warning that is seen on the administration interfaces and CLI.
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1. Download the ES file ciscoccp.1251.SU2.ES03.16.cop.sgn

2. Verify the checksum for the file using a MD5 checksum utility.
ES Filename: ciscoccp.1251.SU2.ES03.16.cop.sgn
MD5 Checksum: fe7748441be9726c7305d61bf723e0cf
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The ES file shall be installed ONLY on the following versions:

1. 12.5.1.11002-484
2. 12.5.1.11002-484(ES02-5)
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NOTE: Customers are advised to take a DRS backup BEFORE applying the ES03 cop.


1. Copy ciscoccp.1251.SU2.ES03.16.cop.sgn to a SFTP server.

2. From the command line interface of the CCP node, initiate the ES installation using the command:
utils system upgrade initiate
and enter the folder path where the ES patch file is located along with the SFTP server IP address, Username and Password.

3. Restart the node after the ES installation for the changes to take effect. This is a mandatory step. 
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If the ES content needs to be rolled back for some reason, a Rollback COP is available. 
	Rollback COP Name: ciscoccp.1251.ES.Rollback.cop
	MD5 Checksum: 81109cb87cb5b63ba4a8d09458aae3c9

The steps to be followed for installing the Rollback COP are the same as the procedure outlined to install the ES. When installing the Rollback COP for any ES, all previous ESs installed on the system are removed and the system is reverted to the base or SU release installed on the active partition. The Rollback COP approximately takes ten minutes to complete.
 
1. Copy ciscoccp.1251.ES.Rollback.cop to a SFTP server.
2. From the command line interface of the CCP node, initiate the Rollback COP installation using the command:
utils system upgrade initiate
and enter the folder path where the Rollback COP file is located along with the SFTP server IP address, Username and Password.

3. Restart the node after the Rollback COP installation for the changes to take effect. This is a mandatory step. 
After successful installation of the Rollback COP, the installed ES is removed, and the system reverts to the base version or service update on which the ES and Rollback COP was installed.

Previous ESs also removed during Rollback can then be reinstalled to upgrade the system to the target version.
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· OAuth 2.0
According to Microsoft, effective October 1st 2022 it will permanently disable basic authentication with the exception of SMTP authentication. Hence , UCCX will support OAuth 2.0 for IMAP protocol (receiving the email). For more information, see https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-and-exchange-online-september-2021-update/ba-p/2772210

SMTP (sending emails) can continue using basic authentication until Microsoft supports basic authentication with SMTP. 
Whereas Gmail will not be impacted as it supports OAuth 2.0 to meet security requirements. This feature is available from 12.5(1) SU2 ES03 onwards.


The list of defects which were fixed in 12.5(1) SU2 ES03

	Defect ID
	Description
	Severity

	CSCwb72837
	CCX 12.5 Email windows sometimes does not show the body
	Sev 3

	CSCwb35767
	SocialMiner 2nd attachment on Email CSQ is not able to download it due "SameSite" cookie attribute
	Sev 3

	CSCwc95223
	12.5 SU02 CCP is using Log4j 1.2.12
	Sev 6

	CSCvr90849
	SocialMiner/CCP - Support for OAuth2.0
	Sev 6



The list of defects which were fixed in 12.5(1) SU2 ES02

	Defect ID
	Description
	Severity

	CSCwb85781
	ccp-chat-component.js is showing jquery 3.3.1 instead of 3.6.0
	Sev 2

	CSCwa23558
	Messages sent by agent with "%" in CCP FB chat gives an unknown error and disconnects on FB side
	Sev 2

	CSCwc41434
	Implement CLI to remove the Ungraceful shutdown Warning
	Sev 6
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All logs related to the ES and Rollback installation are available in the CCP server in the below location:

	file get install /<CopName>.log

For example, the log file for ciscoccp.1251.SU2.ES03.16.cop.sgn ES, will be available in:
	file get install / install_log_YYYY-MM-DD.HR.MIN.SEC.log 

Additional ES and Rollback COP install logs shall be located in:
	file get install /install_log_YYYY-MM-DD.HR.MIN.SEC.log

where YYYY-MM-DD.HR.MIN.SEC is the date and timestamp when the ES or COP was installed.
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