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Introduction to Smart Software Manager satellite

The Cisco Smart Software Manager Enhanced Edition is an on premises asset manager which works in conjunction
with Cisco Smart Software Manager (software.cisco.com). It enables customers to administer products and
licenses on their premises, instead of having to directly connect Smart Licensed enabled product instances to Cisco
Smart Software Manager (Cisco SSM) hosted on cisco.com.

Finding the Cisco Software Release
Access the Cisco Smart Software Manager satellite Enhanced Edition via a web browser by
entering its IP address followed but the port number.
For example, if the ip address was 172.16.0.1, you would enter
http://172.16.0.1:8443/.....

Sitting at the log in screen, you will see the version of the Cisco Smart Software Manager
satellite Enhanced Edition software that is running.

Upgrade Process

For customers who wish to update an earlier version of SSM satellite Enhanced Edition (6.x) to this release, please
use the 6.2.0 patch.

A\

Caution  The Cisco.com API endpoint used for network Synchronization changed form
api.cisco.com to swapi.cisco.com

Procedures:
1. Download the 6.2.0 patch, go to Smart Software Manager satellite (www.cisco.com/go/smartsatellite)
and follow the Download Smart Software Manager satellite link.
2. Select the 6.2 release and download the patch file
3. Use the parch file to upgrade SSM satellite. This will be one using Linux Shell Access (console).
a. Loginto the satellite using linux SSH command
b. Enter the Username “admin” and the password entered during the original kickstart process
c. Enter the command to copy the file from where you downloaded it to your satellite:
i. ssh to your satellite 6.0.0 with admin and password you created during Kickstart.
ii. scp ssms-6.2.0-patch.sh admin@<ip-address>:~

d. Run the following command to upgrade:
sudo ./ssms-6.2.0-patch.sh

~

Note If you receive and error “command not found”, it is likely because the script does not have linux
‘execute’ permissions. To fix this, you can follow one of the following procedures:
sudo bash ./ssms-6.2.0-patch.sh
OR
chmod 777 ./ssms-6.2.0-patch.sh

e. The system provides a message that it's upgrading.
4. After approximately 5-15 minutes, it notifies the user and reboots itself as a 6.2.0 system.
You can register
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CSSM satellite Enhanced Edition Release Notes:

Please refer to CSSM satellite Enhanced Edition User Guide for how to use its features.

Version 6.2.0 Release Notes:

Additional Features added in 6.2.0
e DLC (Device-Led Conversion),
e 3"party integration (Apple Push Notification and Text-To-Speech)
e Max Use Tokens
e The Cisco.com API endpoint changed from api.cisco.com to swapi.cisco.com

Version 6.1.0 Release Notes:
Additional Features added to 6.1.0
o Improved Bulk operation
e |LDAP Group Support
e User Groups
e Virtual Account Tags
e License Tags
e APl Support
o Application HA

Version 6.0.0 Release Notes:
Initial Release of Cisco Smart Software Manager satellite Enhanced Edition is for the
satellite Enhanced Edition. Migration from Cisco Smart Software Manager satellite
will be made available at a future date.
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Common Vulnerabilities and Exposures (CVE)
This release addresses the following customer defects:

Smart Software Manager satellite Enhanced Edition Release Notes

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

kernel (CESA-2018:1062)
dhcp (CESA-2018:0483)
dhcp (CESA-2018:1453)
glibc (CESA-2018:0805)
gnupg?2 (CESA-2018:2181)
kernel (CESA-2018:1318)
procps-ng (CESA-2018:1700)
ruby (CESA-2018:0378)

CentOS 6/ 7 : jasper (CESA-2017:1208)

CentOS 6/ 7 : libgcrypt (CESA-2016:2674)

CentOS 6/ 7 : openssl (CESA-2017:0286)

CentOS 6/ 7 : vim (CESA-2016:2972)

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

CentOS 7:

authconfig (CESA-2017:2285)

curl (CESA-2017:3263)

dhcp (CESA-2018:0158)

emacs (CESA-2017:2771)

git (CESA-2018:1957)
java-1.8.0-openjdk (CESA-2018:1191)
kernel (CESA-2018:0395)

kernel (CESA-2018:1852)

krb5 (CESA-2018:0666)

CentOS 7 : mariadb (CESA-2017:2192)

CentOS 7 : ntp (CESA-2018:0855)

CentOS 7 : openldap (CESA-2017:1852)

CentOS 7 : openssl (CESA-2018:0998)

CentOS 7 : patch (CESA-2018:1200)

CentOS 7 : pcs (CESA-2018:1060)

CentOS 7 : php (CESA-2017:3221)

CentOS 7 : php (CESA-2018:0406)

CentOS 7 : python (CESA-2017:1868)

CentOS 7 : python (CESA-2018:2123

CentOS 7 : systemd (CESA-2018:0260

CentOS 7 : util-linux (CESA-2017:0907)

CentOS 7 : wpa_supplicant (CESA-2017:2907) (KRACK)
CentOS 6/ 7 : microcode_ctl (CESA-2018:0093) (Spectre)
CentOS 7 : java-1.8.0-openjdk (CESA-2018:1649) (Spectre)
CentOS 7 : kernel (CESA-2018:1629) (Spectre)

CentOS 7 : kernel (CESA-2018:1965) (Spectre)

CentOS 7 : linux-firmware (CESA-2018:0014) (Spectre)
CentOS 7 : linux-firmware (CESA-2018:0094) (Spectre)

CentOS 7 : microcode_ctl (CESA-2018:0012) (Spectre)
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Known issues (BUGS):

Issue # | Issue Description & Workaround Reference
1 License subscriptions reports not supported SAV-2120
2 When a synchronization with CSSM has issues and it hangs, there is not away to | SAV-3613

cancel/stop it. However, this only affects that one account and not the rest of the
system.
3 Intermittent satellite loading error with Firefox SAV-4856
4 When adding a new user to an account and assigning local VA access, you select | SAV-4872
the local VA and 'Assign’. If you press 'Back’ then 'Next' again, the “Next” button
is disabled.
Workaround: Click ‘Search’ again; this will enable the next button.
5 In the Administration portal APl Toolkit widget, Client Credentials or Resource SAV-5211
Owner Grants(s), the Expiration Date can be left blank which means it never
expires but there is no tooltip next to it.
6 Activity tab from License Transaction does not update when switching to a SAV-5228
different satellite account.
7 When Default Gateway is setup on the 2" NIC as IPV6, the configured Default SAV-5289
Gateway on NIC2 as IPV4 is erased. Workaround is to configure the 2" interface
to IPV4.
8 DLC: Pl assigned to Local VA does not receive converted license SAV-5605
9 VA selections override VA filters if used. SAV-5683
Workaround: Refresh page and choose correct filters
10 Browser sometimes ‘double clicks” when selecting report options SAV-5684
Workaround: Use a browser other than Firefox (Such as Chrome)
11 The Report Generation Help ‘?’ icon does not lead to documentation / tooltips SAV-5793
12 If DNS is changed, Atlantis does not update correctly SAV-5848
13 Cannot export reports to CSV / XLS SAV-5994
14 Term and perpetual of the same license type breaks transfer ** SAV-6022
15 License Count Mismatch When executing Partial Sync SAV-6040
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Known and caveats (Workarounds)

Prodcut Compatibility
Customers with products that use TLS 1.0 cannot use HTTPS to register. They must use HTTP for registration to
satellite EE. This is due to Infosec not allowing TLS 1.0 to be used. This applies to Smart Agents before 1.5.

DNS workaround

If DNS is configured incorrectly in kickstart, it cannot be corrected via Network Settings in Adminstration
Workspacel. SSM satellite includes a text-based configuration tool called nmtui which can be used to edit the
network interface configuration and correct IP on the interfaces that have the incorrect DNS entry.

To modify DNS please take the following steps:
1. Run the nmtui with SUDO previliages
S sudo nmtui
Alternatively to nmtui, you can edit the network scripts directly (per interface):
S sudo vi /etc/sysconfig/network-scripts/ifcfg-ens3

1. And change the DNS1="" property the correct DNS IP address.

2. Restart network service to force NetworkManager to write out the new /etc/resolv_conf
S sudo systemctl restart network

3. Restart cerberus service to update the system database for Atlantis
S sudo systemctl restart cerberus

4. SSM satellite does not explicitly indicate that LibCurl should re-resolve the DNS entries, so we must restart
Atlantis.
S sudo systemctl restart satellite

Support:
In case of a feedback, query, problem or concern, either with the data or with the application, please contact Cisco
Smart Support.
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