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Note To view the release notes for previous versions of Cisco Unified Communications Manager, choose the 
Cisco Unified Communications Manager version from the following URL: 
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-call
manager/products-release-notes-list.html

Note Please review all sections in this document pertaining to installation before you install this Service 
Update (SU). Failure to install this SU as described may result in inconsistent Cisco Unified 
Communications Manager behavior.

Before you install Cisco Unified Communications Manager, Cisco recommends that you review the 
“Important Notes” section on page 4 for information about issues that may affect your system.

Introduction
This 11.5(1)SU3a ReadMe file contains important information about installation procedures and 
resolved caveats for Cisco Unified Communications Manager release 11.5(1)SU3a. This SU can be 
applied to Cisco Unified Communications Manager, Business Edition 6000, Session Management Edition, 
and Cisco Unity Connection.
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  System Requirements
System Requirements
The following sections comprise the system requirements for this release.

Server Support

In this release, you cannot install or run Cisco Unified Communications Manager on server hardware; 
you must run these applications on virtual machines. Please refer to the “Platform requirements” section 
of the Upgrade Guide for Cisco Unified Communications Manager and IM and Presence Service, 
Release 11.5(1). for additional details:

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/upgrade/11_5_1/cucm_b_upgrade-guide-c
ucm-115.html

Uninterruptible Power Supply

Ensure that you connect each node to an uninterruptible power supply (UPS) to provide backup power 
and protect your system.

Caution Failure to connect the Cisco Unified Communication Manager nodes to a UPS may result in damage to 
physical media and require a new installation of Cisco Unified CM.

Version and Description
This SU is a cumulative update that incorporates all of the fixes and changes from Cisco Unified 
Communications Manager 11.5(1) through 11.5(1)SU3 along with additional changes that are specific 
to this SU. 

Note You can only install this SU on Cisco Unified Communications Manager Release 6.1(4x), 6.1(5x), 
7.1(3x), 7.1(5x), 8.0(x), 8.5(1x), 8.6(x), 9.0(x), 9.1(x), 10.0(1), 10.5(x), 11.0(1x), 11.5(1), 11.5(1)SU1, 
11.5(1)SU2, 11.5(1)SU3, or any 11.5(1)ES from 11.5.1.11001-2 to 11.5.1.13050-1. Upgrades from 6x 
through 10x need to be requested via PUT (www.cisco.com/upgrade) to obtain the necessary license. 
This SU should not be installed on a Business Edition 3000 server.

See the Compatibility Matrix for further details:

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-call
manager/products-device-support-tables-list.html

New to this Release
For additional details about the features included in this release, refer to Release Notes for Cisco Unified 
Communications Manager and IM and Presence Service, Release 11.5(1)SU3 at:

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-call
manager/products-release-notes-list.html

The following enhancements were introduced in 11.5(1)SU3:

 • Mixed Mode requires an Encryption License
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  New to this Release
This release requires that you have an encryption license installed in order to run Cisco Unified 
Communications Manager in mixed mode. 

 • Push Notifications Enhancements for Cisco Jabber on iPhone and iPad

With this release, the Push Notifications for Cisco Jabber on iPhone and iPad solution has been 
enhanced with Voice and Video Call Support; High Availability for IM and Presence; and more. 

 • Minimum TLS Version Control

This release includes the minimum Transport Layer Security (TLS) protocol version 
configuration support. Use this feature to configure the minimum TLS version to comply with 
the organization security policies.

 • Enhanced CTL and ITL Phone Trust and Migration

Provides a common trust anchor and the ability to create a long term trust. 

 • Emergency Notifications Paging

This release comes with a provisioning wizard that allows you to quickly provision and 
configure advanced notification services.

 • Authenticated Network Time Protocol Support

With this release, the authenticated Network Time Protocol (NTP) capability for Cisco Unified 
Communications Manager is supported 

 • Cisco Jabber Authentication via OAuth Refresh Logins

Cisco Jabber clients, as of Jabber Release 11.9, can use OAuth Refresh Logins to authenticate 
with Cisco Unified Communications Manager and the IM and Presence Service.

 • Compliance to Common Criteria

With Release 11.5(1) SU3, both Cisco Unified Communications Manager and IM and Presence 
Service can run in Common Criteria mode. This running mode runs on a FIPS-enabled system, 
and allows the system to comply with Common Criteria guidelines.

The following enhancements were introduced in 11.5(1)SU2:

 • Cisco Meeting Server Conference Bridge

Cisco Unified Communications Manager supports the Cisco Meeting Server conference bridge, 
which supports Ad Hoc, Meet-Me, Conference Now and Rendezvous conferences

 • Cisco Spark  Remote Device

Cisco Spark is supported as a device type for connecting your on-premises environment to Cisco 
cloud services.

 • MRA Support for Shared Line

Mobile and Remote Access (MRA) endpoints that register to Cisco Unified Communications 
Manager via Expressway now support shared lines. To use this feature, you must be connecting 
to Expressway X8.9.Push Notifications

 • Push Notifications

With Apple iOS release 11 on Apple iPhone and Apple iPad, you must enable Push Notifications 
in Cisco Unified Communications Manager to maintain a persistent instant messaging channel 
to Cisco Jabber on iPhone and iPad. Push Notifications is mandatory for Cisco Jabber on iPhone 
and iPad. Android and Windows users are unaffected.

 • TLS Support for Common Criteria Compliance
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  Important Notes
Transport Layer Security (TLS) 1.2 can now be used as a communication protocol for syslog and 
FileBeat audit logging. This feature enables Cisco Unified Communications Manager and IM 
and Presence Service to comply with Common Criteria guidelines.

The following enhancements were introduced in 11.5(1)SU1:

 • Enhanced Security Mode implementation.

Important Notes
SUs do not impact system compatibility unless specifically stated.

Cisco provides the following guidance to help you successfully upgrade Cisco Unified Communications 
Manager software:

 • To minimize call-processing interruptions during the upgrade process, register all devices to servers 
that are running the same version of Cisco Unified Communications Manager software. Make sure 
that you register all devices to the backup Cisco Unified Communications Manager server or to the 
primary Cisco Unified Communications Manager server, but not to both the backup and primary 
servers.

Firmware Upgrade Issues
For all SCCP and SIP firmware upgrades from firmware release versions earlier than 8.3(3) to version 
8.5(2)SR1 or greater, you must first upgrade your firmware to version 8.5(2). Once you have upgraded 
to version 8.5(2), you can upgrade your IP Phone to version 8.5(2)SR1 or later. Refer to the Firmware 
Versions in this Release section of this document to determine the firmware load provided in this SU.

For additional details, Firmware Upgrade Instructions, and Firmware Download locations please see:

SCCP 
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/firmware/8_5_2/english/release/notes/7900_
852SR1.html#wp57602

SIP 
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/firmware/8_5_2/english/release/notes/7900_
852SR1.html#wp147343

Related Documentation
To view documentation that supports Cisco Unified CM Release 11.5(x), go to: 
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/docguide/11_5_1/cucm_b_documentation-
guide-cucm-imp-1151.html

Before You Begin
Before you upgrade the software version of Cisco Unified Communications Manager, verify your 
current software version.
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  Installation Instructions
To do that, open Cisco Unified Communications Manager Administration. The following information 
displays:

 • Cisco Unified Communications Manager Administration System version

Installation Instructions

Note Apply this SU to all of your Cisco Unified Communications Manager servers, beginning with the 
publisher server and TFTP server.

Refer to the Upgrade Guide for Cisco Unified Communications Manager and IM and Presence Service, 
Release 11.5(1) for detailed information about doing this upgrade:

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/upgrade/11_5_1/cucm_b_upgrade-guide-c
ucm-115.html

Note Because the 11.5.1.13901-3 build is a non-bootable ISO, it proves useful only for upgrades. You cannot use 
it for new installations. You may however install with the base version 11.5.1.10000-6 and apply 
11.5.1.13901-3 as a patch during the installation.

Release 11.5(x) is available in both restricted (which is the release type that has always been available from 

Cisco) and unrestricted versions of software to comply with import / export restrictions to various coun-

tries. The unrestricted version is available in limited markets. Please refer to the “Export Unrestricted” sec-

tion in the Upgrade Planning chapter, of the Upgrade Guide for Cisco Unified Communications 
Manager, Release 11.5(1) referenced above for a more detailed description.

Caution For both restricted and unrestricted upgrades from an 8.5(x) or earlier release to a 11.5(x) release, a patch 
(COP file) must be applied prior to initiating the upgrade. Before you upgrade from compatible versions 
of Unified CUCM, install the COP file named ciscocm.refresh_upgrade_v1.5.cop.sgn. Please refer to the 
“Refresh Upgrades” section in the Upgrade overview chapter at the Upgrade Guide for Cisco Unified 
Communications Manager and IM and Presence Service, Release 11.5(1) referenced earlier in this 
document for detailed installation instructions and download location.

The file names and hash values you will use for this upgrade are:

 • UCSInstall_UCOS_11.5.1.13901-3.sgn.iso

The MD5 for the Restricted combined download is: 10c44c828e3ddd6f8d8950d9badc5b2e

The SHA-512 for the Restricted combined download is:

db3fe334e7ca08883f3e4488335b957d3dfc863906c156d030793fa0f627a03a1fcd25f891b403c1
47014a5564aaf58f8fbf1bab0f369190151dc59d54866953

Note Once installed, UNRST releases can never be converted or upgraded to releases which support full 
encryption capabilities

For the Unrestricted version:

 • UCSInstall_UCOS_UNRST_11.5.1.13901-3.sgn.iso
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  Reverting to a Previous Version
The MD5 for the Unrestricted combined download is: 2a1f64c6a92218943ccb8d3ab05fecc4

The SHA-512 for the Unestricted combined download is:

64455e67fb6014809b2992f6ec4625fff05268a3c70cb106ed7ec5f4a9f84acb1a2427c3192603b5
5371856d0f6056a1ad237049b0148028547b14dfa1469d6f

Reverting to a Previous Version

Note Revert the SU on all servers in the cluster in the same order in which you performed the installation.

Refer to the “Switch to Previous Version” section in the Upgrade Procedures chapter at Upgrade Guide 
for Cisco Unified Communications Manager and IM and Presence Service, Release 11.5(1) for detailed 
instructions on “Reverting to a Previous Version.”

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/upgrade/11_5_1/cucm_b_upgrade-guide-c
ucm-115/cucm_b_upgrade-guide-cucm-115_chapter_0111.html
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  Caveats
Caveats
Caveats describe unexpected behavior on a Cisco Unified Communications server. The following 
sections contain lists and descriptions of resolved and open caveats in this release.

Resolved Caveats

Resolved Caveats for Cisco Unified Communications Manager Release 11.5(1)SU3a describes possible 
unexpected behaviors in previous Cisco Unified Communications Manager 11.5(1) releases.

Resolved Caveats for Cisco Unified Communications Manager Release 11.5(1)SU3a

The following information comprises unexpected behavior that is addressed by this SU of Cisco Unified 
Communications Manager.

 
Resolved CUCM Caveats in 11.5(1)SU3a
CSCvf88802 : CUCM cores when Jabber tries to register through APNS feature  
CSCvb43321 :Phone is Not able to get the Home Cluster config File in EMCC setup  
CSCvf96778 : CTI based SSO fails when defining CUCM sever as IP address in CCMAdmin

 
Resolved Cisco Unity Connection Caveats in 11.5(1)SU3a
CSCvg03095 : Jabber users with special characters in password can not authenticate with voice  

 
Resolved CUCM Caveats in 11.5(1)SU3
CSCve68409 : Submit Date Time is incorrect  
CSCvf46179 : Jabber user login fails after OAUTH login page  
CSCvf24628 : Error message thrown immediately after install of PLM  
CSCvf29013 : 11.5(1)su3 upgrade rules to prevent install over ineligible ES's  
CSCvf28690 : CPNS does not release connection properly when getting an error response  
CSCvf09585 : Held Call Not Torn Down When Disconnected By CTI Application  
CSCve96309 : Hybrid call leak on RemoteDevice  
CSCve45417 : CCM core due to no response from SIP endpoint to action=restart NOTIFY  
CSCvf03091 :  Issue with cluster creation and Incorrect message created in InformaCast  
CSCve17370 : Blended identity modified after refresh INVITE from MRA device  
CSCvd60926 : Tsp Instance doesn't gets loaded up automatically after AutoUpgrade  
CSCve92916 : NTP Auth Phase 1 - Symmetric Key is seen in plain text format in Audit Logs 
CSCve31627 : Delay in population the SAN entries in SAN auto populated domain field  
CSCvd77762 : QED checkin for CP-8800-A-KEM and CP-8800-V-KEM  
CSCvd17692 : Users who haven?t authenticated for the configured days are not becoming inactiv 
CSCve87316 : Handling of proxy password by CPNS  
CSCve53316 : Read Only user can access Emergency Notification Paging wizard  
CSCve13688 : Cisco Unified Communications ManagerDenial of Service Vulnerability SSL  
CSCvd28501 : Field name "Feature Group Template" not visible for existing user  
CSCve62948 : Disable RC4 ciphers  
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  Caveats
CSCve58868 : Unable to retrieve the Changes made under Advanced calling rules of CallForward 
CSCve82034 : Panic Button functionality not working  
CSCve70235 : Syslog hostname verification does not use recommend OpenSSL API  
CSCve59303 : SSLv3 not disabled in libcurl on 11.5  
CSCve13796 : Cisco Unified Communications Manager Directory Traversal Vulnerability  
CSCve77662 : Issue with Emergency notification paging(Informacast)  
CSCve66949 : utils ntp auth symmetric-key enable not accepting 1 as a KeyID  
CSCve39558 : GUI not loading properly in IE11  
CSCvd24473 : VoH cannot be added  
CSCve21045 : utils system restart results in switch version script execution 
CSCve50058 : CUCM subscriber Node exhibited CCM process core dump under V6 trunk transfer  
CSCve13786 : Cisco Unified Communications Manager SQL Injection Vulnerability  
CSCve54935 : Retry of access token fetch is not happening when proxy setting is wrong  
CSCve31947 : Encrypted configuration files requested via TFTP protocol are invalid  
CSCve31804 : LDAP Certificate not verified error when saving under LDAP Directory  
CSCve27331 : Cisco Unified Communications Manager Horizontal Privilege Escalation  
CSCvc89887 : CUCM 11.5.X - Support for RSA-SHA256 when signing SAML AuthnRequest  
CSCuz70398 : IM&P 10.5.2 - RisDC core dumps  
CSCvd76378 : Proxy TFTP cores when serving file for Static file when isStatic variable is set to fal 
CSCvd48752 : Call park reversion uses wrong CSS, when E.164 is configured on line  
CSCve32473 : Troubleshooting Trace Settings page broken 
CSCve29776 : Outbound NuRD calls anchored via CTIRD/SparkRD not extended to RD 
CSCve10019 : CUCM - Tomcat Remote Code Execution / Info Disclosure Vulnerabilities  
CSCvc83712 : Cisco Unified Communications Manager Cross Site Scripting Vulnerability  
CSCvc03490 : No audio after MMOH call hold and resume  
CSCve18606 : Issue in RemoteDestinationrules procedure - RI406-452 introduced as part of F343 
CSCve04934 : CUCM en_US.UTF-8 locale missing on initial installation  
CSCvd84831 : CUCM 11.5 Cores when MRA phones register  
CSCvd67978 : Update logic for urlencoding to comply with CVE-2016-6816 in Tomcat 7.0.73 and  
CSCve09612 : TLSv1.1 and TLSv1.2 support on SRST  
CSCvd99817 : updateGatewayEndpointAnalogAccess AXL failed when there is no change was  
CSCve08738 : Update the CPU reservation number for CUCM and IMP  
CSCve08600 : ISR4331 T1CAS - Product Specific Configuration Layout Missing  
CSCvd73980 : CTI core dump due to incorrect offest and size of devicename in LineCallAnswerR 
CSCvc52774 : Enable DEBUG level by default for XCP Components  
CSCvc43429 : Enable DEBUG level by default for PE,SIP Proxy,ConfigAgent & ttsoft/ttlogin.  
CSCvc42899 : SparkRD - isPrefRD is False (owner shutdown) but CTI reports it as True  
CSCvb70021 : Credential reset via Cross Site Request Forgery on /ucmuser/auth-update  
CSCva94191 : TFTP core generated while signing files during callmanager cert regen  
CSCus40797 : NTP authentication support for CUCM  
CSCvd87648 : OpenJdk 1.7 32 bit Upgrade for ccm  
CSCve07423 : Unable retrieve configuration files from TFTP via Edge with OAuth 2  
CSCuw01044 : Call Forwarding options missing on Self care portal  
CSCvb23402 : CMUI fails to list certificates with exception on certain certificate(s)  
CSCvd97858 : Updated 11.5(1)SU3 online help  
CSCvd47668 : Jabber DVO-R call gets a ring back on Mobile as well as on Spark device  
CSCvd08233 : Calling party CPIC event is reported with incorrect reason after RDD answers the c 
CSCuw79913 : Feature request for IM&P support with Office 365 for calendaring  
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  Caveats
CSCvd18917 : CUCM sending UPDATE after 180 Ringing  
CSCvc87410 : Need Audit data for certificate validation failure during SIPTrunk and Endpoint regis 
CSCvd72823 : Changes required for status messages being displayed in Cisco Cloud Onboarding  
CSCvd45532 : client doing auth code flow with state parameter larger than 4 bytes cause CM db r 
CSCvc26558 : server.xml is not getting updated with TLS minimum version after upgrade  
CSCvc19176 : Forcedatasyncsubcli - Not working  
CSCvb33700 : Secure Provider Open is failing from TAPI when CUCM in CC mode  
CSCux01473 : SEC-TLS-CURR-3 - Support current TLS versions  
CSCup62153 : Universal Device Template page limits Line Label length for #tags#  
CSCvb85025 : Audit log prints wrong table being modified for application user device association 
CSCvd09452 : Mobility forward the "PolicyAndCACRegisterRes" to the wrong ProcessParkingLot 
CSCvd54336 : CUC secondary is not attaching to CUC primary.  
CSCvc58517 : self care portal give option to change password for LDAP user  
CSCvc55964 : CTI testing failed with oauth token in new format  
CSCvc69428 : Failure of Validation of Access Token in Auth Code Grant Flow  
CSCvb80514 : Generating Syslog Alert on failure to send logs by filebeat to logstash server  
CSCvc91774 : UniversalLineTemplate call forward destination fields have hidden limits  
CSCvc16564 : Database Replication failure after ignoring SQL Failure 195 error  
CSCvc12071 : Hard disk size is not displaying correctly on CLI  
CSCvc07063 : Commit for IDS 12.10 to fix PMR 90618,227,000  
CSCvb98664 : The timestamp will show in UTC even if other time zone is configured  
CSCvb50965 : PMR 53856,227,000 - Informix assert error causes DBReplication mismatch  
CSCvb34868 : CUCM - Change Web Inactivity Defaut in EnhancedSecurityMode  
CSCuz97524 : Outbound NuRD call via CTIRD fails when acitve RDD is URI  
 
 
Resolved Cisco Unity Connection Caveats in 11.5(1)SU3
CSCvf24544 : Online Help check in for Authorization Code Grant Flow feature for 11.5.1 SU 3  
CSCvf14390 : Secure Jetty Not Working due to Invalid javax.net.ssl.trustStore set in the SSLCon 
CSCve77589 : Enhance Cipher support for Jetty on 7443 Port after reboot  
CSCve74071 : CiscoSSOValve causing the accumulation of session data resulting in Tomcat Cra 
CSCve64501 : DRS does not check the health of dbchunks before taking backup 
CSCvb49975 : SQL NullPointer Exception while syncing CUC's user information via PCP  
CSCva82761 : UC - VVM Race Condition Locks Miu Threads - Causes RNA  
CSCve32987 : Port Status Monitor is not working with Min TLS version 1.1/1.2  
CSCvd05508 : HTTPs networking does not sync modified SMTP address to remote node 
CSCvd18814 : UCxN SSL Server Supports Weak Encryption Vulnerability  
CSCvd16195 : Phone Notification request UserID when option is unchecked after 2 dial outs  
CSCvc89048 : 11.5.1SU2 - "Cisco Unity Connection Serviceability > Help >This Page" Not handle 
 
 
Resolved CUCM Caveats in 11.5(1.13050-1); base ES for 11.5(1)SU3
CSCve64910 : BAT Export of Regions is failing with "cannot open database" error 
CSCve16870 : Add device enablers for Cisco Spark Room Kit 55 
CSCvc21620 : Data Retrieval Via Search Manipulation 
CSCvb61698 : CUCM arbitrary file write in Cisco Unified Reporting 
CSCuz18994 : CTI Manager restart is needed after CallManager cert regeneration 
CSCve35541 : CUCM - LDAP Sync fails when OCSP is enabled 
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  Caveats
CSCve08528 : Service param "LRG for redirected calls" is overridden for redirected call when Ss 
CSCvd13175 : CUCM core sipSPISendBye 
CSCvc94740 : Evaluation of ciscocm for OpenSSL Jan 2017 
CSCvc23572 : Evaluation of ciscocm for NTP November 2016 
CSCva88855 : TFTP expect 7+ characters in device name and crashes when name too short 
CSCuo31473 : We get a error msg when we Maximize the CDR CMR DUMP window in Chrome 
CSCve10656 : CUCM not appending "sip.cisco.multistream;x-cisco-multiple-screen=2" in 200 OK  
CSCvd61606 : CPU Spiking Due To Certificate Change Notification Service 
CSCvc91499 : UnSol notify DTMF failure after hold-resume 
CSCvc46039 : Error parsing XML for 88XX phones 
CSCve33543 : No TerminalConnections in a Connection after call is forwarded to same DN with  
CSCvd52056 : Call Drop when Call Pickup is pressed on 2 phones simultaneously 
CSCvd45794 : Verint Start Recording/hold/resume/Start Recording causes audio cap 0. Call fails  
CSCvd15723 : In 200 OK if contact header does not have port CUCM does DNS query and adds  
CSCvd42948 : DST/TZ data upgrade with 2017b 
CSCvb28438 : CCM Core - New mobile registration ip port does not remove prior one 
CSCva57444 : DRS cli throws null pointer exception. 
CSCvd38861 : CUCM does not forward updated crypto keys after re-invite. 
CSCvd75546 : TFTP serves the unsigned version of static files when requested for signed files 
CSCvc65519 : CUCM - Unable to Transfer Call From UCCX Finesse Application 
CSCvd97113 : Assign all presence users contains misleading statement 
CSCuz76525 : Remove All Associated button removes all users from PG,not just returned results 
CSCvd67687 : IPMA service gets unstable after some time 
CSCvd51937 : Recording failure due to wrong NodeID provided to CTI when transfer between nod 
CSCvc90657 : CTI connection dropped due to junk value in CtiLineGetForwardInfoRes to Genes 
CSCvc83768 : Missing ipsec trust store on node-2 during 11.5 fresh install 
CSCvc80169 : Upgrade JDK for January 2017 Critical Patch Updates 
CSCvb18980 : ServM core while stopping CUIC service 
CSCvb03393 : CUCM backup looping, completed three time in an hour 
CSCvd81660 : DNA Server crashes at every attemp to be started 
CSCvd78861 : Issue with vendorConfigHelp for Fallback feature configuration and EMCC feature  
CSCvd42284 : ServerDown alert does not work for different network segment nodes 
CSCvc99698 : BAT update doesn't work for "secureserviceurl" for device profiles 
CSCvc25859 : CURT broken on Fresh Installation and Upgrade 
CSCvb61689 : CUCM arbitrary XML file reads in Cisco Unified Reporting 
CSCvc37554 : Secure Calls with Video Enabled Not Showing The Lock Icon with unsecure audio  
CSCva40238 : CTI Manager core when the CIPC EM looking process takes long time 
CSCvd67269 : Callback crashing ccm service with Non-US locale 
CSCvd39551 : Media send Term Capabilities Set with 0 caps, instead of allocating xcoder and sen 
CSCvd01097 : CUCM is not sending the 200 ok to a re-invite, so the call is disconnected with code  
CSCvc86757 : No response for SUBSCRIBE and a retry to the next destination in the list on trunk  
CSCvc06608 : Cisco Unified Communications Manager Cross Site Scripting Vulnerability 
CSCvd63310 : Error while installing the DST file on the CUCM that already has previous DST CO 
CSCvd56512 : 8821 - Include 8821 IP-Phone loads version 11.0(3)SR1 into the CUCM DevPacks 
CSCvd53768 : Access to the requested resource has been denied seen in a scenario 
CSCvd52821 : Dialed Number Analyzer service will not start in CUCM 11.5(1) 
CSCvd49840 : Evaluation of ciscocm for struts2-jakarta rce vulnerability 
CSCvd34176 : Webdialer setting for 'Do not display call confirmation dialog' does not apply until re 
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  Caveats
CSCvc30999 : CUCM - Reflected XSS is possible on vendorConfigHelp.do page 
CSCvb70033 : XSS, firewall bypass, and DoS via /ucmuser/serviceProfile proxy functionality 
CSCvd56923 : One file is corrupted in the cmterm-69xx-SCCP.9-4-1-3SR3.k3.cop 
CSCvd54375 : Commit 11.7(1) IP Phone FW in CUCM DB 
CSCvd35353 : IPMA only forwards call to one assistant when using shared line + Redirect Failure 
CSCvd22846 : Fixup consistency of model number in rules file 
CSCvd22836 : Add support for provisioning auto wake up detection setting on DX/SX/MX and Cis 
CSCvd22818 : Add device enablers for Cisco Spark Room Kit and Cisco Spark Room Kit Plus 
CSCvc79347 : UCM - Sudo Arbitrary Command Execution Vulnerability 
CSCvc79337 : UCM - Libgcrypt PRNG Vulnerability 
CSCvc49348 : Cross-Site Scripting - Non-Persistent 
CSCvc21945 : CUCM - NSS and NSS-Util Vulnerabilities 
CSCvc20679 : HTTP GET method is allowed in login request 
CSCvc10812 : Buffer overflow in InstallWizard 
CSCvb85328 : CUCM IPVMS MTP incorreclty detects tone when marker bit is not set 
CSCvb67807 : VMware Tools 10.0 update fails due to SELinux denials 
CSCvd35756 : Update the image 9.4(2)SR3 for 7900 series 
CSCvd17187 : Call placed to CTIRD would not be proceeded when RemoteDestinationProfile is a 
CSCvc83631 : High CPU utilization because of LBM Service 
CSCvc80950 : SIP stack does not respond to 200 OK without SDP 
CSCvc74291 : Cisco Unified Communications Manager SQL Injection Vulnerability 
CSCvc10862 : CUCM fails to pass DTMF digits via SIP notify after call connects 
CSCvc79350 : UCM - VIM Privilege Escalation Vulnerability 
CSCvc74573 : CUCM OVAs do not install with ESXi 6.5 
CSCvb89326 : Deleted Certificate entries still exist in the CUCM DB 
CSCvc92264 : Spark endpoints don't rignt when spark user has RemoteDestinationProfile confi 
CSCvd16496 : "Mobility" softkey should work for line2 on the phone as well. (Part 2) 
CSCvc70110 : MTP Resource leak during SDLLinkOOS state 
CSCvb47580 : 802.1x Authentication Override check box missing 
CSCva87971 : Partition information is invalid for the line 
CSCvc71577 : Updated 11.5(1)SU2 online help 
CSCvc71090 : Combine Cloud Onboarding Push Notification and Troubleshooting settings 
CSCvc51134 : CUCM Cloud onboarding cannot be completed because orgname is not populated i 
CSCvc48788 : Cloud onboarding http proxy field missing syntax check 
CSCvc35320 : UUID retrieved from ListServiceParameter response does not work in update req 
CSCvc28368 : CUCM/IMP 11.5.1 - 'set password user admin' invalid password error 
CSCvc24140 : Adding changes for better user visibility 
CSCvc23833 : CCM process exhibits cores dump due to memory Leak in SIPCdpc process. 
CSCvc22501 : Unable to access Enterprise Parameter and Service Parameter pages 
CSCvc21306 : Syslog Messages are having incorrect time format. 
CSCvc17148 : Enhanced security mode - remote syslog connection switching back to TCP 
CSCvc13654 : Restriction for cucm-uds -url patterns to access uds api through 9443 port 
CSCvc12634 : SDP Contains m=audio 4000 Instead of MTP Port Response Value during Redirect  
CSCvc12386 : Password stored in plain text 
CSCvc10923 : Outbound NuRD call anchored through all SparkRDs sharing enterprise DN associ 
CSCvc05089 : Online help updates for CUCM 11.5(1)SU2 
CSCvc01640 : Enabling TLS on filebeat 
CSCvb98055 : QED changes for adding new service module 
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  Caveats
CSCvb97359 : CUCM sends out of dialog notify which results in barge failure incase of MRA devi 
CSCvb95951 : Insufficient fix for cucreports XSS defect 
CSCvb90243 : Search not working on End User -> Add To Access Control Group page 
CSCvb89818 : CUCM - Tomcat Vulnerabilities 
CSCvb86846 : Unable to update Associated PC field for LDAP synced users 
CSCvb86767 : CallManager Intentional Abort when DNS Server Not Responding from HTTPMana 
CSCvb82169 : Upgrade JDK for October 2016 Critical Patch Updates 
CSCvb81092 : Axl GetGatewaySccpEndpointsapi is not returning response 
CSCvb64641 : CUCM - Reflected XSS attack is possible on ccmadmin page 
CSCvb53712 : AXL error (-1) thrown while removing two of the optional fields while adding Confer 
CSCvb34407 : Support for TLS in remote syslog connection 
CSCvb32581 : Access Control Group list shows "Unmapped Exception null" 
CSCvb24086 : CCM process cored due to memory corruption during transfer scenarios. 
CSCvb14741 : ExistingCallCompleted event is not reported after a line is open. 
CSCvb03124 : Add CUCM support to Cisco Meeting Server as a video conference bridge 
CSCva95766 : Implement log compression for PE,SIP Proxy,ConfigAgent & ttsoft/ttlogin. 
CSCva92690 : Inconsistent behavior with UpdateRemoteDestination Handler 
CSCva89408 : Complete support of Path header and shared line for MRA 
CSCva88127 : "Expansion Module Information" parameter missing from UDP config 
CSCva72384 : CM 11.5.1 selfcare-page\Conferecing doesnot allow scheduling meeting 
CSCva61135 : The message in Audit logs for CAR page login is not proper 
CSCva57792 : utils reset_application_ui_administrator_password throws error 
CSCva24658 : not able to upload 2 intermidiate certs without CN in DN 
CSCuz99917 : Support RTMT 11.5 on Windows 10 and higher. 
CSCuz98393 : Implement log file compression for XCP components 
CSCuz94997 : GWY Alpha CTIManager Core Dump 
CSCts33572 : U1 Upgrade - Remove extra Error Screen which appears before second reboot 
CSCvc15253 : Increase in hash limit for Multicast Source Port Number 
CSCvc58855 : RTMT shows wrong time in the logs collection window for other servers 
CSCvb59936 : MTP leak caused by inactive 200 OK for a INVITE to connect sip-323 after redirect  
CSCvc61500 : 9.4(1)SR3 SCCP/SIP firmware files for 6921/41/61/45 IP Phones 
CSCvc49569 : TFTP Doesn't Serve Signed Files When No Unsigned Version Present 
CSCvc46034 : JTAPI 32-bit SDK and applications no longer work on Windows. 
CSCvb99066 : IPMA stops routing calls after some time 
CSCvb98777 : CUCM - Reflected XSS attack is possible on serviceability page 
CSCvb97237 : CUCM - Do Not Echo Malicious Characters in Banner Acknowledgement Form 
CSCvb91643 : install_cop script to install cop files -- is not referencing unsigned file after authentic 
CSCvb02508 : DST/TZ data upgrade with 2016g & Leap Second update 
CSCva84316 : After upgrade platform CLI admin password removed on pub, unable to ssh 
CSCvc37783 : Phones Provided Old TZ Data Files After TZ Update Applied 
CSCvc10807 : InstallWizard uses unsafe temporary file for password encryption 
CSCvb89860 : CUCM - Bind DoS Vulnerabilities 
CSCvb37121 : Insufficient XSS protection in ccmivr page 
CSCva26497 : Associate end user in line template config has an issue 
CSCva13076 : Recording Tone is always played for Extend and Connect RD phones 
CSCva04370 : CTI Manager Cores when CEF passes the invalid user key 
CSCuy67794 : CLI command 'utils update dst' does not update database 
CSCvc40853 : CUCM - SNMP Master agent service cored twice at random times 
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  Caveats
CSCvc37627 : Call recording failures on transferred calls, while updating BIB enabled value 
CSCvc26581 : Fix up mistake in description fields on DX80 and DX70 + default value on DX80 
CSCvc21883 : Call to user with CTIRD not routing to RD due to "stale" call on CTIRD 
CSCvc11159 : Exceptions During LDAP Sync Result in Inactive Users 
CSCvb78438 : Active and standby CTI RD due to SdlLinkOOS 
CSCvb77869 : install_cop script to install cop files -- tftp option not working 
CSCvb72000 : Add New functionality broken for Access Control Group 
CSCvb48691 : Evaluation of ciscocm for Openssl September 2016 
CSCvb43506 : Filebeat service logs not visible in RTMT 
CSCva58623 : CUCM inappropriately waits for PRACK with SDP for Early Offer call 
CSCva58112 : Audit log for alarm config shows node id null when value set to Default 
CSCva51770 : Change in warning message while entering the command utils auditd enable 
CSCuz85042 : Universal Line Template Issue During the Update due to Number Mask tag 
CSCuz71983 : Server Time Displayed in UTC Format in several pages 
CSCvb92459 : Webdialer setting is not saved sometimes 
CSCva07455 : UCMUSER - Missing notifications for PIN/PASS reset/expiration - LDAP users 
CSCuu06649 : SIP Message. Subscription-State. Expires contains a negative value. 
CSCvb32513 : PCD Migration will regenerate certificates when migrating to 10.5.2SU3 or 11.x 
CSCvc05878 : CUCM10.5.2 Personal Directory values are garbled after the login 
CSCvc01007 : Unable to select BRI Protocol in 4431 router 
CSCvb95805 : CUCM LDAP Directory Sync - Improve Error Reporting When Sync Completed 
CSCvb77474 : Restrict sending CAPF attributes when certificate operation is "No Pending Operat 
CSCvb56791 : Unable to login CUCM admin page using IPV6 address 
CSCvc07334 : Calls are hung after 503 service unavailable is seen as normal call clearing 
CSCvb21486 : Reboot of node may result in FATAL error 
CSCva55963 : unable to save LDAP directory config if admin user has case mismatch 
CSCuz91655 : Exception while performing sync using secure port in LDAP directory page 
CSCvc05651 : 8821 - Include 8821 IP-Phone loads version 11.0(2)SR2 into the CUCM DevPaks 
CSCvb97582 : Product specific config changes for CE8.3 release 
CSCvb93599 : Phone firmware for 78xx/88xx 11.5.1SR1 release 
CSCvb86555 : Blind Conferences with recording, JTAPI handling CallConferenceChangedEvent 
CSCvb82789 : CTI reports device to be OutOfService although it is registered for EM controlled de 
CSCvb59232 : CallManager Cores on Caused by DNS lookup in Alarm Code 
CSCva69297 : call leak happens over shared line MRA jabber clients. 
CSCuz97529 : Call not cleared/dropped on SparkRD when callingParty drops while call is ringing 
CSCuz79366 : SNMP port 161 was not added to iptable rules 
CSCvb45435 : Reroute Remote Destination call to Enterprise number feature dont work 
CSCvb39142 : SparkRD should support end to end dtmf 
CSCvb36159 : ATA 187 Not registering after CTL change on CUCM 11.5 
CSCvb23366 : One way audio in redirected call over EO with DTMF mismatch 
CSCvb22671 : Timer based stale Directed Call Park instance clean up in case any error 
CSCva88701 : Evaluation of ciscocm for TCP August 2016 
CSCva82068 : locale changes on Self-care portal are not automatically pushed to phone 
CSCva58795 : Blind Xfer w/Early Media Uses an MTP Unnecessarily 
CSCuz72455 : Cisco Unified Communications Manager Denial of Service Vulnerability 
CSCvb57716 : CUCM 10.5.2 Unable to update primary extension of end user via AXL 
CSCvb53096 : Fail to search contacts through UDS proxy feature with OpenLDAP 
CSCvb22603 : Record-route header corrupted, ccm cores while deleting memory 
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  Caveats
CSCva74508 : BAT export TURN (ICE) Password in clear text 
CSCva55016 : Upgrade JDK for July 2016 Critical Patch Updates 
CSCvb78297 : the content of phone button template for 8865NR is blank 
CSCvb72477 : 11.5(1)SR add Admin Configurable Ringer parameter for 78xx 88xx IP Phones 
CSCvb55996 : "RecordingSessionTerminatedUnexpectedly"Alarm generated by CUCM incorrectl 
CSCvb49086 : GetHostByName Call in Sdl Router Thread Leads to Intentional Abort and Core 
CSCvb44508 : Standalone PLM 11.5 presents EC(elliptical curve) cert to web browser. 
CSCvb13614 : dnsdomainname returns null instead of (none) when domainname is not set 
CSCva96332 : Phones reboot when domainname is set and domainname command returns null 
CSCva93755 : CUCM Queuing Caller doesn't hear ringback tone when call is ring agent 
CSCva74274 : CUCM - LibTiff Remote Execution Vulnerabilities 
CSCva38637 : ccCallID is leaking in case of "500 Internal Server Error" 
CSCvb60680 : User Group Name added with OU details when user id Attribute used as 'mail' 
CSCva97139 : Race condition causes Directed Call Park leak 
CSCva82202 : TFTP fails to serve updated signed static files 
CSCva27918 : logout/signout in selfcare page doesnot land to login page 
CSCuz65339 : CCM Cores when MTP resources doubled 
CSCty06667 : Remote syslog messages not showing in the Local syslog file CiscoSyslog 
CSCvb42106 : Stale entries in hash map leading to CCM core 
CSCvb41952 : PhoneSetDisplay return error when null is passed for lpsdisplay 
CSCvb38463 : CUCM 10.5.2 pick up failing when call is transfered by CUC to phone 
CSCvb33598 : Incorrect number is set to Calling Party Number in Mobility Call 
CSCva81560 : 11.5(1)SR supported files for 8865NR IP Phones 
CSCva80135 : listchange API does not return for Line ForwardAll destination 
CSCva63426 : Call forward fails through secure MGCP GW with non-secure phone profile 
CSCva20265 : CUCM - LibXML Arbitrary Code Execution and DoS Vulnerabilities 
CSCva18486 : CUCM - SEtroubleshoot Arbitrary Code Execution Vulnerabilities 
CSCva18469 : CUCM - Tomcat Fileupload Info Disclosure Vulnerability (CVE-2016-3092) 
CSCvb54922 : Null pointer dereference when recording is invoked from a SIP Phone 
CSCvb40013 : Getting ring back tone along with audio 
CSCvb24480 : ResourcePartyNodeId not updated for multinode Conference Now call 
CSCvb09481 : RTMT 11.5 - Session Trace Log View > Real Time Data not displaying calls 
CSCva22547 : Proxy TFTP returns 503 while Cluster Router Map DB is initializing 
CSCvb11256 : CUCM Does not send CANCEL to the second leg 
CSCvb29852 : Phones don't recognize 2016d TZ Updates 
CSCvb14537 : Error accessing self care portal 
CSCvb00248 : CUC/CUCM 11.5(1) does not support passwords longer than 15 characters 
CSCvb26712 : 9.4(2)SR3 phone firmware for 894x series phones 
CSCvb23291 : Bad audio quality for Ringtones on 78XX/88XX phones 
CSCvb03745 : updateUser returns "Syntax Error" if linePrimaryUri tag has apostrophe. 
CSCvb00502 : unable to edit old phone contact after the CUCM upgrade 
CSCva65161 : The parameter max-red=0 strips while outbound invite from CUCM 
CSCuw87889 : CUCM doesn't insert transcoder - codec change & inact media w/ SIP phone 
CSCvb17829 : Unified Communications Manager Information Disclosure Vulnerability 
CSCvb17284 : Bad audio quality for Ringtones on 78XX and 88XX phones 
CSCvb13675 : CDR is written even if "CDR Log Calls with Zero Duration Flag" is false. 
CSCva86484 : RISDC Cores on CUCM 
CSCva26711 : G711U law used instead of G711A law for the calls over SIP trunk 
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  Caveats
CSCva20234 : NGE RSA Cipher Support on TAPI 
CSCva95927 : BAT Insert phone fails if "override existing configuration" is unchecked 
CSCva94660 : Internal CLI error detected while enabling enhancedSecurityMode on PCD 
CSCva91800 : Conference call fails to revert to 2 party call when 3rd party hangs up 
CSCva91711 : CUCM Self-Care does not reset after inactivity timeout 
CSCug82909 : on secondary directoryURI 
CSCva94169 : Caller doesn't get ringback tone for SME transit call 
CSCva82316 : [ESM]Contact search authentication warning messages are not coming properly in  
CSCva56086 : "Table out of Sync Detection " on IM&P not working 
CSCva54558 : RBAC error seen during FlowReq 
CSCva46509 : DNS A Record Lookup Memory Leak while Handling SdlGetHostBynameRsp 
CSCva43339 : Indexing of user rank on ACG configuration page is not right 
CSCuz94584 : Transfer Fails when Destination Device in Shadow Location 
CSCuz81488 : CUCM - Directed CallPark fails when SDLlink down in multinode cluster 
CSCva80036 : ICT not passing the original called number when QSIG is Enabled. 
CSCva77130 : Resume on one sided call doesn't restart Recording 
CSCva76688 : Change the keyword to "EnhancedSecurityMode" in CLI commands and logs 
CSCva80503 : Online Help terminology update for CUCM 11.5(1) 
CSCva68226 : DRS should not re-try bad password 3 times 
CSCva71953 : CallPickup not working for phones sending hostname in INVITE-From header 
CSCva67977 : User with apostrophe in username can't log in to IM&P server 
CSCva61081 : Update the image 9.4(2)SR2 for 7900 series 
CSCva07481 : 8821 - Add default English-US dictionary into CUCM for IP-Phone 8821 
CSCva00034 : Unnecessary DNS A Record Lookup While Resolving SRV Request 
CSCuz34436 : Audit Logs not Generated 
CSCuz05077 : Call Drops after Jabber Stops & Starts Video 
CSCva56740 : Main menu missing in SAML Single Sign-On Configuration 
CSCva47954 : [ESM]Misleading securitywarning when FIPS is enabled/disabled in PCD 
CSCva43426 : Unable to delete lower ranked users from Quick User/Phone Add page 
CSCva43349 : Able to create Rank1 user after logging in as Rank2 user 
CSCva43327 : User rank field shows true or false instead of the ranks 
CSCva42885 : End user with Read Only access can create User Rank 
CSCva42803 : QED changes adding SHA-512 support for 78xx/88xx phones & Jabber clients 
CSCva40071 : Sorting of Rank by Name and Description leads to error 
CSCva36619 : Unable to add a new access control group after loging in as admin user? 
CSCva34890 : [ESM] Ccmcip url patterns are not getting added after DB restore 
CSCva34874 : The cucm mode changes to FiPs from ESM after migration 
CSCva34863 : [ESM] Contact Search auth is showing disabled after migration 
CSCva28852 : LDAP authentication error due to Null Pointer Exception 
CSCva28050 : [ESM] Contact search auth mode enabled message is shown in IM/P 
CSCva27938 : TFTP goes to throttle state when EMCC configured 
CSCva26317 : SNMP walk returns unsupported security level for v3 user 
CSCva25596 : changing PIN on selfcare showed successful but actually failed 
CSCva24151 : Regarding the system behaviour issue in PCD system 
CSCva24077 : Cannot upload signed certificate to CUCM 
CSCva18439 : NGE RSA Cipher Support on JTAPI 
CSCva11987 : F5185 - ESM - File perminssion for SNMPD.cnf 
CSCva08074 : UCM DB - update the dbl2j.jar in vob vos to match vob ccm 
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  Caveats
CSCva08043 : Migration/upgrade failed with Car DB post installation scripts 
CSCva06971 : DRS-Backup - Non Fips algorithms during SFTP Connection in FIPs mode 
CSCva06831 : Need help page text to CUCM Access contorl Group pages for RBAC changes 
CSCva05618 : 11.5(1)su1 upgrade rules to prevent install over ineligible ES's 
CSCva05592 : Connection error thrown when trying to access CUCM SUB from PUB 
CSCva04931 : Disable User accounts 
CSCva04753 : dtmf test failing in few EO-EO scenarios of F4125 SIP DTMF Suite in 11.5 
CSCva03814 : SELinux blocks switch back to old partition after RU failure 
CSCva02233 : Click thru Banner behavior in SSO mode 
CSCva01313 : Perfmon counter incorrectly escaped for user with apostrophe in username 
CSCva01131 : Expired User Accounts status check -Jabber SSO Login during ESM 
CSCva00462 : TCP syslog not following RFC 
CSCuz99226 : Multiple logs were getting printed in CiscoSyslog regarding file pointer 
CSCuz93144 : Directory Number Alias Server cannot be added 
CSCuz84403 : Missing web.xml security constraints for contact search after upgrade 
CSCuz74970 : Changes to LDAP Directory pages and Directory Sync for RBAC 
CSCuz70863 : CMUI - Link Deprecated Phone Warning to Find/List by Model 
CSCuz70820 : CMUI - Remove deprecated models from list for Add New Phone/Template 
CSCuz69905 : Enable Common Criteria (CC) Mode to remove support of TLS1.0 for UCM and IM/ 
CSCuz51426 : DST/TZ data upgrade with 2016d 
CSCuz32703 : F5185 - RBAC changes 
CSCuz30245 : DB enhancement to support RBAC (ESM - US233304) 
CSCuz24801 : F5185 - Audit details for DRF 
CSCuz23871 : Invalid remote syslog server delays in logging to valid remote syslog 
CSCuz04727 : New APIC-EM API Integration (Phase 2) 
CSCuy95946 : F5185 - Audit details for OS admin 
CSCuy41450 : CUCM - Tomcat Info Disclosure / Session Fixation / CSRF Token Leak Vuls 
CSCux37889 : Cisco Unified Communications Manager Apache Struts Vulnerabilities 
CSCty67386 : Tomcat manager returns HTTP 403 instead of 404 error 
CSCva26198 : Missing Check For "Unity Connection ELM" causing DST (2016d) cop to fail 
CSCuz90005 : Personal Address Book should sort the users by nick name 
CSCuz85612 : "dbaxlweb" AXL connections are crossing the threshold 100 
CSCuz85584 : Empty ipccExtension tag blanks primaryExtension & extensionsInfo 
CSCuu63399 : Server Time Displayed in UTC Format in BAT scheduler page 
CSCva32290 : SOAP API selectCmDevice function no longer returns results 
CSCva24593 : SIP Refer pass-though cause VMSize usage growing for CCM 
CSCva16043 : Saml-sso does not function after migration 
CSCuz94249 : Corporate Directory Search issue with Cisco 9951/9971 Phones 
CSCuz85694 : UCMUser login failed credentials messaging allows user ID identification 
CSCva31517 : CONTENT_DIGEST_TAG.len having the wrong value when SHA512 is enabled 
CSCva29077 : CCM Memory Leak With Dual Mode SIP Phones 
CSCva05265 : MGCP will not take Locale form Common Device Configuration 
CSCuz89754 : BIB Call recording fail when observed "RecordingResourcesNotAvailable" 
CSCva01767 : Remove "TFTP IP Address" and "Server IP Track" TFTP service paramaters 
CSCva00208 : TSP 32 bit installation error in windows machine 
CSCuz63133 : Race condition when redirect is received, before transfer is complete 
CSCuz40639 : IX5000 Telepresence endpoint - add TMS, streams,proximity,multi-mode 
CSCva19546 : 'Operation Completes By' code change to maintain backward compatiblity 
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  Caveats
CSCva07788 : CUCM 11.5.1 BAT Insert Phones Specific Details failing with syntax error 
CSCva00228 : Upgrade rules to prevent 11.5(1) Respins from installing over ES's 
CSCuz85688 : Mail Server and FTP Server in Preferences are blank when logged with SSO 
CSCuz80519 : Add new QED for Cisco TelePresence DX70/80 
CSCuz40162 : CUCM GUI incorrect port numbers in slot 1 of ISR 4451 MGCP gateway 
CSCuz93189 : pwrecovery not updating platformconfig with new dynamic encryption 
CSCuz91049 : Upgrade to 11.5 breaks encryption due to SRTP Cipher parameter setting 
CSCuz89773 : Initialize CallParkCount to zero to send SdlLinkOOS 
CSCuz89293 : Unable to register 3rd Party SIP client while in Mixed mode 
CSCuz59456 : Phone FW and support file for 78xx/88xx 11.5.1 release 
CSCuz56695 : Rebroadcast External Multicast Source not forwarding IGMPv2 
CSCuz84221 : OS admin login works with Subscriber. Does not work with Publisher 
CSCuz64811 : Endpoints stay in rejected state after upgrading to latest 11.5 version 
CSCuz11051 : Spark Licensing Adjustment for Spark Remote Device Users 
CSCuz76275 : Error thrown while adding phones 
CSCuz74241 : Connection timeout failure while enbaling indexes during migration. 
CSCuz72547 : Outbound calls not working for hybrid call service connect user in some cases 
CSCuz72315 : Update CSF,BOT,TCT and TAB devices to have new security related features 
CSCuz68432 : SIP MXTimeout due to MediaExchange stuck in waitInterfacesCapabilities 
CSCuz68370 : CUCM silently drops requests with Unexpected Method 
CSCuz65146 : CM ELIN Number sends backslash character to PSAP calls when using (\\+) 
CSCuz64683 : CUCM - Incorporate X-Frame-Options Header for /cmplatform after login 
CSCuz62466 : Add warning about CAPF/TVS service restart for trace level change 
CSCuz50894 : VMware Tools 10.0 update fails on CUCM/CUC 10.5/11.0 part2 
CSCux95485 : Need updation for copyright message 
CSCuv86726 : UC Fusion - Spark-Only Remote Device - cmcti 
 
 
Resolved Cisco Unity Connection Caveats in 11.5(1)ES32; base ES for 11.5(1)SU3
CSCve31730 : Greeting gets disabled on silence timeout 
CSCve49875 : CUC User Template gets default partition instead of partition passed in Request bo 
CSCve56869 : Entries from tbl_eventservicesubscription geting deleted if tomcat restarts from any  
CSCve52949 : Able to Create video service using "Manage User - Full access" privilege 
CSCve29158 : Directory URI getting sync issue to remote node over HTTPS Networking 
CSCvd08269 : Upgrade JDK to 1.7.0_131 
CSCve44826 : CUC Routing Rules do not save in proper order when the Save used more than on 
CSCve17912 : CallHandlerTemplate display issue 
CSCvd65131 : Preupgrade CLI - Report bad data(tbl_dtmfaccessid) for upgrade from 9.x to latest  
CSCve29823 : Media Master not displaying proper message during error while playback/record. 
CSCve16444 : Conversation Manager Core dump while adding ports 
CSCve06372 : Popup "Error while Uploading message to server " while sending/replying message  
CSCvd96993 : Unable to send message to message to user on remote location via HTTPS/DIGIN 
CSCuu07123 : Core of CUSysAgent on HIT 
CSCve01409 : Media Master not displaying proper message during error while playback/record. 
CSCvd90118 : Cisco Unity Connection ImageID Parameter Unauthorized Access Vulnerability 
CSCvd63984 : Voicenames marked as deleted in tbl_streamfile when User Attribute Changes 
CSCve05392 : 404 Error Code on Custom Graphics when incorrect content-type 
CSCvd61639 : Voice mail User is able to update other user details via REST API 
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  Caveats
CSCvd49841 : Evaluation of connection for struts2-jakarta rce vulnerability 
CSCvd02492 : Unified Messaging Service Test failing in case of AutoDiscovery 
CSCuy44601 : CuDbProxy core due to Database level changes by IBM in 10.x and 11.x CUC 
CSCvc54767 : DB Backup&Restore or PUB/SUB rebuilt causes IMS Exception on login 
CSCvc92818 : UC 11.5 - VNMap HTTPS Network - Always Shows 'Unable to connect to remote h 
CSCvc84307 : AXL connection to Unity Connection/Call Manager fails (v. 11.5.1.11900-26) 
CSCvc78781 : Increase the Tomcat throttling parameter value from 5 to 10 when an "upgrade" is d 
CSCvc74433 : Alternate extension updated as null 
CSCvc65616 : Temp table (valiasstack) already exists in session using CUC csp_CredentialModif 
CSCvc58859 : Unable to set replication timeout and process timeout on 11.5.1SU1 and later versi 
CSCvc57643 : Connection SNMP Agent not running on Unity Connection in enforcing mode 
CSCvc36899 : Unity connection - Switch version to 11.5.1 SU2 - Services & Database services d 
CSCvc28406 : HTTPS link not Synchronizing Directory after renaming partitions 
CSCvc25878 : Upgrade JDK to 1.7.0_121 
CSCvc04657 : CUC fix - Support for TLS in remote syslog connection 
CSCvb99697 : Bulk Edit Fields Getting Changed 
CSCvb77367 : Not able to upload Custom Graphic. Errors out with "Invalid Image file" 
CSCvb09921 : Getting 'Database Error -284' when trying to update partition of a user 
CSCva81803 : Caller name incorrect on Unity transfered calls 
CSCva61738 : Cookie REQUEST_TOKEN_KEY should have HTTPOnly flag 
CSCvc04647 : Rest API should allow update BLOCK field of default restriction pattern 
CSCvc51075 : "Disable Save Recording As Option" missing in 11.5 
CSCvb66195 : CUC 11.5 does not allow to save a SMS Notification Device 
CSCvb57329 : Incoming video call falls back to audio only after greeting 
CSCvb59567 : When generate Report on CUC, get blank page 
CSCva38762 : Unity connection upgrade failed - Failed to connect to datasource 
CSCuz20806 : Jabber unable to access VoiceMail after Upgrade is performed in SSO Mode 
CSCvb35772 : SCCP ports don't register back when multiple CM goes down & brought up 
CSCva61873 : 'Europe/Kaliningrad' time zone is set to (GMT+0300) 
CSCvb23448 : edit pin request API in Common pin throwing 500 internal server error 
CSCvb05270 : UC Handle 491 Request Pending when multiple CUCM configured with TCP/TLS 
CSCva84379 : User with Help Desk Administrator Role not changing user PIN 
CSCva93713 : Unable to assign callhandler owners using user without system admin role 
CSCvb02774 : Unity Connection Upgrade to 11.5(1)SU1 fails 
CSCva68365 : RSS feed throwing error "HTTP status 404" 
CSCva51189 : Cisco Unity Connection Apache Struts Vulnerabilities Mitigation 
CSCva48035 : A user with read access to system can read certificate details in CUC 
CSCva29467 : Checkin CUCA help in Unity Connection 11.5(1) SU 1 build 
CSCva24276 : IMAP session count values are not updated correctly. 
CSCva19663 : Python upgrade for CUC libs 
CSCva14718 : CUC Jetty stderrout log is growing enormously 
CSCva06949 : Voicemail PIN not working in SRSV mode for end users 
CSCva00511 : CUC prim can't access second service control center for password locked 
CSCuz96504 : SpeechView Activity Report Truncates Phone Extension 
CSCuz91830 : Struts 1.x Vulnerability Mitigation - CPCA,CUC Admin,CUC Serviceability 
CSCuz83764 : Upgrade JDK to 1.7.0_101 for 11.5 Release 
CSCuz80965 : Not getting Caller Name for Outside caller in "Missed call" notification 
CSCuz75437 : Hack count doesn't gets reset on successful login through WEB interfaces 
18
ReadMe for Cisco Unified Communications Manager Release 11.5(1)SU3a Respin

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd49841 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd02492 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy44601 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc54767 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc92818 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc84307 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc78781 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc74433 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc65616 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc58859 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc57643 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc36899 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc28406 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc25878 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc04657 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb99697 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb77367 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb09921 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva81803 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva61738 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc04647 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc51075 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb66195 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb57329 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb59567 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva38762 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz20806 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb35772 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva61873 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb23448 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb05270 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva84379 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva93713 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb02774 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva68365 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva51189 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva48035 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva29467 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva24276 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva19663 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva14718 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva06949 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva00511 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz96504 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz91830 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz83764 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz80965 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz75437 


  Caveats
CSCuz55172 : CUC - Diginet alternate extensions listing remote partitions 
CSCuz48432 : CUC - Dates for March alternating greeting listed wrongly via TUI 
CSCuz29570 : Safari 7 and 9 web & mini inbox not loading properly 
CSCuz26312 : Drs needs to check db consistency before Database backup 
CSCuz07421 : Users are receiving messages even after their mailbox size exceeds. 
CSCuz06264 : Not able to create SIP certificate in FIPS enabled mode 
CSCuy83478 : Auto-discovery over LDAPS fails for UMS Test Button 

Open Caveats

Open Caveats for Cisco Unified Communications Manager Release 11.5(1)SU3a describes a few of the 

possible unexpected behaviors still remaining in Cisco Unified Communications Manager Release 

11.5(1)SU3a. For a complete list of open caveats please access the bug toolkit located at: 
https://tools.cisco.com/bugsearch?referring_site=btk

Tip For more information about an individual defect, click the associated Identifier in the to access the online 
record for that defect, including workarounds.

Open Caveats
CSCvf57440 : No push is sent to devices during rapid link OOS and link ISV between nodes
CSCvf42769 : Cisco Support Token "null" after Cloud Onboarding
CSCvf50629 : Error occurred during find. A syntax error has occurred
CSCvf41297 : SIP Profile Settings page does not display the field description help
CSCvf29569 : Alerts not sent from Cisco Management Agent Service to the Cisco Cloud
CSCvf45528 : vendorConfigHelp getting displayed for VPN feature configuration in Unrestricted 
CSCvd28795 : ANI changed to 'unknown' if the calling party field is a name starting with small 

letter 'b' or 'c'

 

Firmware / Device Loads

SUs contain firmware loads, however, Cisco recommends that you always download the latest firmware load 
from the Voice Software Download Center.

Phone Firmware

To download phone firmware, follow this procedure:

Step 1 Go http://www.cisco.com/cisco/software/navigator.html?mdfid=278875240&i=rp
Step 2 Select Collaboration Endpoints in the center column

Step 3 Select IP Phones in the right most column

Step 4 Select the desired phone series in the right most column

Step 5 Select the desired phone model in the right most column
Step 6 From the options that display, select the desired software type for your deployment.
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  Caveats
Device Packages

Firmware upgrades not explicitly addressed in the Phone Firmware section can be obtained via Dev Packs. 
To download Dev Packs for this release, follow this procedure:

Step 1 Go http://www.cisco.com/cisco/software/navigator.html?mdfid=278875240&i=rp
Step 2 Select Call Control in the right most column

Step 3 Select Unified Communications Manager (CallManager) in the right most column

Step 4 Select Unified Communications Manager Version 11.5 in the right most column

Step 5 From the options that display, select Unified Communications Manager/CallManager Device 

Packages
Step 6 From the options that display, select the desired release for your deployment.

Firmware Versions in this Release
Device type Load name Version

-------------------------------- -------------------------------------  ----------

3905 3905.9-4-1SR2-2                 9.4(1SR2.2)
3911_3951-sip 3911_3951-sip.8-1-4a            8.1(4.0)  
6608 6608-4.0.0.32-mgcp              4.0(0.32) 
6608cfb 6608cfb-4.0.0.03-sccp           4.0(0.3)  
6608mtp 6608mtp-4.0.0.06-sccp           4.0(0.6)  
6624 6624-4.0.0.13-mgcp              4.0(0.13) 
6901-sccp 6901-sccp.9-3-1-SR2-2           9.3(1.0)  
6901-sip 6901-sip.9-3-1-SR2-3            9.3(1.0)  
6911-sccp 6911-sccp.9-3-1-SR2-3           9.3(1.0)  
6911-sip 6911-sip.9-3-1-SR2-4            9.3(1.0)  
6945-SCCP 6945-SCCP-9-4-1-3SR3            9.4(1.3)  
6945-SIP 6945-SIP-9-4-1-3SR3             9.4(1.3)  
69xx-SCCP 69xx-SCCP-9-4-1-3SR3            9.4(1.3)  
69xx-SIP 69xx-SIP-9-4-1-3SR3             9.4(1.3)  
78xx 78xx.11-7-1-17.k3               11.7(1.17)
7902 7902-8.0.2-sccp                 8.0(2.0)  
7905 7905-8.0.1.1-sip                8.0(1.1)  
7905 7905-8.0.3-sccp                 8.0(3.0)  
7910 7910-5.0.7.0-sccp               5.0(7.0)  
7911_7906-sccp 7911_7906-sccp.9-4-2SR3-1 9.4(2SR3.1)
7911_7906-sip 7911_7906-sip.9-4-2SR3-1 9.4(2SR3.1)
7912 7912-8.0.1.1-sip                8.0(1.1)  
7912 7912-8.0.4-sccp                 8.0(4.0)  
7914-sccp 7914-sccp.5-0-4                 5.0(4.0)  
7915 7915.1-0-4-2                    1.0(4.2)  
7916 7916.1-0-4-2                    1.0(4.2)  
7920-sccp 7920-sccp.3-0-2                 3.0(2.0)  
7921-sccp 7921-sccp.1-4-6-3               1.4(6.3)  
7925-sccp 7925-sccp.1-4-8-4.k3            1.4(8.4)  
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7926-sccp 7926-sccp.1-4-8-4.k3            1.4(8.4)  
7931-sccp 7931-sccp.9-4-2SR2-2            9.4(2SR2.2)
7931-sip 7931-sip.9-4-2SR2-2             9.4(2SR2.2)
7935-sccp 7935-sccp.3-2-19                3.2(19.0) 
7936-sccp 7936-sccp.3-3-21                3.3(21.0) 
7937 7937-1-4-4-SCCP                 1.4(4.0)  
7937 7937-1-4-5-7-SCCP               1.4(5.7)  
7940-7960 7940-7960-8.12.00-sip           8.12(00.0)
7940-7960-sccp 7940-7960-sccp.8-1-2SR2 8.1(2SR2.0)
7941_7961-sccp 7941_7961-sccp.9-4-2SR3-1 9.4(2SR3.1)
7941_7961-sip 7941_7961-sip.9-4-2SR3-1 9.4(2SR3.1)
7942_7962-sccp 7942_7962-sccp.9-4-2SR3-1 9.4(2SR3.1)
7942_7962-sip 7942_7962-sip.9-4-2SR3-1 9.4(2SR3.1)
7945_7965-sccp 7945_7965-sccp.9-4-2SR3-1 9.4(2SR3.1)
7945_7965-sip 7945_7965-sip.9-4-2SR3-1 9.4(2SR3.1)
7970_7971-sccp 7970_7971-sccp.9-4-2SR3-1 9.4(2SR3.1)
7970_7971-sip 7970_7971-sip.9-4-2SR3-1 9.4(2SR3.1)
7975-sccp 7975-sccp.9-4-2SR3-1 9.4(2SR3.1)
7975-sip 7975-sip.9-4-2SR3-1 9.4(2SR3.1)
7985 7985-4-1-7-0-sccp 4.1(7.0)  
8821-sip 8821-sip.11-0-3SR1-1 11.0(3SR1.1)
8831-sip 8831-sip.10-3-1SR2-2 10.3(1SR2.2)
8845_65-sip 8845_65-sip.11-7-1-17.k3 11.7(1.17)
88xx-sip 88xx-sip.11-7-1-17.k3 11.7(1.17)
894x-sccp 894x-sccp.9-4-2SR3-1 9.4(2SR3.1)
894x-sip 894x-sip.9-4-2SR3-1 9.4(2SR3.1)
8961 8961.9-4-2SR2-2 9.4(2SR2.2)
9951 9951.9-4-2SR2-2 9.4(2SR2.2)
9971 9971.9-4-2SR2-2 9.4(2SR2.2)
ata ata-3.2.4-sccp 3.2(4.0)  
ata187 ata187.9-2-3-1 9.2(3.1)  
ata190 ata190.1-2-2-003 1.2(2.3)

Cisco Unity Connection RPMs

CCM Reference Build: 11.5.1.13901-3
Cisco Unity RPMs:

BuiltRPMsList

   NRec-10.2.6-14289.x86_64.rpm
   NRec-en-US-10.0.0-10.0.0-12059.i686-linux.rpm
   NSS-6.2.7-14290.i686.rpm
   Nuance-Common-10.2.7-14289.i686.rpm
   Nuance-Common64-10.2.7-14289.x86_64.rpm
   Nuance-NRS64-10.2.7-14289.x86_64.rpm
   Nuance-OAM-10.2.7-14289.i686.rpm
   cuc-11.5.1.13900-1680.i386.rpm
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   cuc-base-11.5.1.13900-1680.i386.rpm
   cuc-bin-11.5.1.13900-1680.i386.rpm
   cuc-etc-11.5.1.13900-1680.i386.rpm
   cuc-install-11.5.1.13900-1680.i386.rpm
   cuc-jetty-11.5.1.13900-1680.i386.rpm
   cuc-languagepack-enu-11.5.1.13900-1680.i386.rpm
   cuc-lib-ext-11.5.1.13900-1680.i386.rpm
   cuc-lib-jar-11.5.1.13900-1680.i386.rpm
   cuc-lib-so-11.5.1.13900-1680.i386.rpm
   cuc-links-11.5.1.13900-1680.i386.rpm
   cuc-productid-11.5.1.13900-1680.i386.rpm
   cuc-python-11.5.1.13900-1680.i386.rpm
   cuc-python-site-11.5.1.13900-1680.i386.rpm
   cuc-selinux-11.5.1.13900-1680.i386.rpm
   cuc-share-11.5.1.13900-1680.i386.rpm
   nve-api-6.0.2-14049.i686.rpm
   nve-en-US-Samantha-bet1-6.0.1-13043.i686.rpm
   openssl097a-0.9.7a-9.el5_4.2.i386.rpm

Plug-In Report

------------------------------------------

cm-rtmt-client-plugin-11.5.0.0-0.i386.rpm
cm-taps-plugin-7.0.2.0-1.i386.rpm
cm-axlsqltoolkit-plugin-1.1.0.0-1.i386.rpm
cm-tsp-plugin-11.5.1.7-0.i386.rpm
cm-ctlc-plugin-6.0.0.1-1.i386.rpm
cm-jtapi-plugin-11.5.1.13045-1.i386.rpm

TZDATA file

------------------------------------------ Version

platform-tzdata-2017b-1.el6.i386.rpm 2017-b

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed 
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0. 

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks 
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word 
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any 
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. 
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2017 Cisco Systems, Inc. All rights reserved. 
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