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Think Qutside the Sandbox

Cisco AMP (Advanced Malware Protection)

Mahmoud Rabi
Consulting Systems Engineer - Security



Today’s advanced malware is not just a single entity
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It is an Ecosystem * * (i . {:i

that hides in plain sight

Missed by Point-in- {%} . e s .® J
time Detection . : e



The Industrialisation of Hacking

Goal: Glory, mode: Noise Goal Profit, mode: Stealth

M APTs
SPYWARE / _ MALWARE
WORMS  ROOTKITS l I 'ﬁ'
MACRO HACKERS o _
VIRUSES &% o |

0 VIRUSES = @4




How Hacking is done today

What does environment look like? Each stage may generate a
What are the countermeasures? Weak Signal indicating
Identify weak/vulnerable assets..

malicious activity.

W Craft context-aware malware to
penetrate this environment

i | Validate malware works, can signals in the noise.

evade countermeasures and
stay undetected

W Use malware. Move laterally,
establish secondary access,
W The mission: Extract
data, destroy, plant

evidence, compromise.

We must find these

Cisco Connect 2015



Can you correlate multiple events to indicate a compromise?

DNS Resolving

Direct IP Connection
Machine Owned!

EXE file download
Malware detected
Rootkit

File Propagation

Call Back
Droppers

User Privilege Gain

Cisco Connect 2015



It's Time to Think Outside the Sandbox!




Point-in-time Detection Evasion Technique

Analysis Stops

Antivirus

Sandboxing

Initial Disposition = Clean

Cisco Connect 2015

Not 100%

Sleep
Techniques

Unknown
Protocols

Encryption
Polymorphism

05
-0

ol
Actual Disposition = Bad

Too Late!!

Blind to scope
of compromise



“Would you do Security differently “if ” you knew you
would be compromised?”




It is no longer a question of “if” you will be
breached...

It is a matter of “when”.




Think Differently about Security

BEFORE DURING AFTER
Discover Detect Scope
Enforce Block Contain

Harden Defend REINE(EE

Network Endpoint Mobile Virtual Cloud Email & Web
--o-- o0
Point-in-time Continuous

Cisco Connect 2015



Cisco AMP Delivers Three Advantages

Address the full
continuum
More D< @ -
2 comprehensive ) -4 —
protectlon Content Network Endpoint
Point-in-Time Detection Retrospective Security
Cisco Collective Security Intelligence
A better i =

approach

Cisco Connect 2015
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Cisco Has The Best-In-Class Security Asset
To Deliver Against These Requirements

Sourcefire
VRT®

(Vulnerability
Research Team)

CiSCO 1001 1101 1110011 olooll 101 21I0 000I0I 1100110 Iiooll 101l 100
® S'O 101000 0II0 00 OI11000 | ive Il 100001l Il [l00lolHI 000I0
0001110001110 1001 101 110, 1100110 110011 1011 1001 Ol

S
<] 000 www @ - ame - 300,000+ File Samples per Day

Automatic Updates

Email Endpoints Web Networks IPS Devices !
every 3-5 minutes

FireAMP™ Community, 3+ million

Advanced Microsoft

1 6 m||||0n 35% and Industry Disclosures
global sensors worldwide email traffic Snort and ClamAV Open Source Communities
100 TB 13 billion o
of data received per day web requests Sourcefire AEGIS™ Pro
. gram
. Advanced Malware Protection
150 million+ 24X7%x365 Private and Public Threat Feeds
deployed endpoints operations
Dynamic Analysis
600+ 40+ Languages

engineers, technicians,
and researchers

Cisco Connect 2015 13



Cisco AMP Delivers A Better Approach

Point-in-Time Detection Retrospective Security

File Reputation & Behavioral Detection Continuous Protection

Unigue To Cisco AMP

Cisco Connect 2015



Cisco AMP Defends With Reputation Filtering
And Behavioral Detection

Reputation Filtering

One-to-One
Signature

Fuzzy
Finger-printing

Cisco Connect 2015

Machine
Learning

—

Indications
of Compromise

Behavioral Detection

@

Dynamic
Analysis

Advanced
Analytics

Device Flow
Correlation



Reputation Filtering Is Built On Three Features

Reput:

1 Unknown file’s signature is
analyzed and sent to the cloud

File’s signature is not known
to be malicious and is admitted

Unknown file’s signature is
analyzed and sent to the cloud

File’s signature is known to be
malicious and is prevented from
entering the system

A W DN

One-to-One
Signature

Cisco Connect 2015

Poinkin-Tire Dataction

16



Poinkin-Tire Dataction

1 Fingerprint of file is analyzed
and determined to be malicious

N

Malicious file is not allowed entry

Polymorphic form of the same file
tries to enter the system

Reputation Filtering Is Built On Three Features

e
e’
are compared and found to be

similar to one another
Polymorphic fingerprint is denied @
5 entry based on its similarity to

known malware ‘
One-to-One

Signature Fin @

A~ W

Cisco Connect 2015 17



Reputation Filtering Is Built On Three Features

/)

18 Fuzzy

a)

Finger-printing

Cisco Connect 2015

A WD

Unknown file’s metadata is sent
to the cloud to be analyzed

Metadata is recognized as
possible malware

File is compared to known
malware and is confirmed as
malware

A second unknown file’s
metadata is sent to cloud to be
analyzed

Metadata is similar to known
clean file, possibly clean

File is confirmed as a clean file
after being compared to a
similarly clean file

0°

Pairkin-Time Protsction

g

Machine Learning Decision Tree

Possible
malware

Possible
clean file

18



Poinkin-Tire Dataction

Behavioral Detection Is Built On Four Features

Unknown file is analyzed,
1 indications of self-replication are

found L
These indications of self-

2 replication are communicated to
the cloud

Unknown file is also performing
independent external
transmissions

The transmission behavior is also
sent to the cloud

These actions are reported
to user to identify the file as
possible malware

o,
o
o1 B w

Machine Ir
ng Learning of C

Cisco Connect 2015



Behavioral Detection Is Built On Four Features o000

Unknown files are uploaded to
1 the cloud where the Dynamic
Analysis Engine executes them in

sandboxes .
Two files are determined to be
2 malware, one is confirmed as a
clean file
Malicious signatures are updated
3 tothe Intelligence cloud and
broadcasted to user base ‘

-’

Indications )
of Compromise /

Cisco Connect 2015



Behavioral Detection Is Built On Four Features

7//,

Dynamic ]
Analysis (2

Cisco Connect 2015

Device Flow Correlation monitors
the source and destination of 1/0O
traffic on a network

Two unknown files are seen
communicating with a particular

IP address e
One is communicating

information outside the network,
the other is receiving commands

from the IP . .
Collective Security Intelligence

Cloud recognizes the external IP
as a confirmed, malicious site

Unknown files are identified
as malware because
of the association

IP: 64.233.160.0

Poinkin-Tire Dataction

21



Cisco AMP Delivers A Better Approach

Point-in-Time Detection Retrospective Security

File Reputation & Behavioral Detection Continuous Protection

Unigue to Cisco AMP

Cisco Connect 2015



Putting It All Together

Collective Security
Intelligence

Event History
QQ..Q...Q...

Discover, Enforce, Harden Detect, Block, Defend

BEFORE DURING



Putting It All Together

ollective Security

Intelligence
Event History
QQ..QQQQQOQQ
()
Discover, Enforce, Harden Detect, Block, Defend Scope, Contain, Remediate

BEFORE DURING AFTER



Cisco AMP Defends With Retrospective Security

P a o B 7N

Retrospection Attack Chain Behavioral Trajectory Breach
Weaving Indications Hunting
of
Compromise

Cisco Connect 2015



Retrospective Security Is Built On...

Cisco Connect 2015

r T
r ;’r'! .
,X TSk A
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L
Ret Performs analysis
1 the first time a file is 2

seen

7+

9 e

-

Persistently
analyzes the file
over time to see if
the disposition is
changed

Retiospactivg Saculy

ro
- S
rAa ra
rﬂr;ljt"
e,

Giving unmatched
visibility into the path,
actions or
communications that
are associated with a
particular piece of
software

26



Retiospactivg Saculy

Retrospective Security Is Built On...

Behavioral Indications of Compromise uses Retrospection to monitor systems for suspicious and unexplained activity

ap 5

P al
The unknown .
; : An unknown file file Duplicates fg;ii tdtli)pg(r:]ate
oo AEBAT 1  isadmittedinto 2  copiesitselfto 3 content from the 4 P
Weaving the network multiple hard drive address

machines

Leveraging the power of Attack Chain Weaving, AMP is able to recognize patterns and activities of a
given file, and identify an action to look for across your environment rather than a file fingerprint or signature

Cisco Connect 2015

27



Retrospective Security Is Built On...

)  «O=

1ain Behavioral
g Indications
of
Compromise

Cisco Connect 2015

Unknown file is downloaded
to device

Fingerprint is recorded and
sent to cloud for analysis

The unknown file travels
across the network to
different devices

File trajectory automatically
records time, method, point of
entry, systems impacted and
prevalence of the file
Sandbox analytics
determines the file is
malicious and notifies all
devices

File trajectory provides
greater visibility into the
extent of an infection

| - .
- rity
- = e Cloud
(]
~ - — -
. = = — - = 4
Mobile =4 - 7 Network
~~ -~ /
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~s o P te
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. >~ - L~ v 4 - T L7 A
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Retrospective Security Is Built On...

1 Unknown file is downloaded to a
particular device

The file moves around the
2  device, executing different

o] erattlgI
eanwhile, device trajectory

3 records the root cause, lineage
and actions of the files on a

machin
That data pinpoint the exact

4 cause and extent of the
compromise on the device

Trajectory

Cisco Connect 2015

Drive #1

(L) 2

Retiospactivg Saculy

29



Cisco’'s AMP Everywhere Strategy Means Protection Across the

Extended Network

AMP for

AMP on ASA Firewall
with FirePOWER
Services

Cisco Connect 2015

O

Virtual

g

AMP for Endpoints

Advanced Malware Protection

re—

AMP on Web & Email
Security Appliances

AMP Private Cloud T Eromia 5
Virtual Appliance

AMP Threat Grid
Dynamic Malware Analysis +
Threat Intelligence Engine

&b

AMP for
Cloud Web Security
& Hosted Email

30



There are several ways you can deploy AME;wsrosie

Deployment
Options

Method

Ideal for

Details

Cisco Connect 2015

Email and Web; AMP on ASA
CWS

License with ESA, WSA,
CWS, or ASA customers

New or existing Cisco CWS,
Email /Web Security, ASA
customers

*  ESA/WSA: Prime visibility

into email/web

e CWS: web and advanced

malware protection in a
cloud-delivered service

* AMP capabilities on ASA

with FirePOWER Services

o | e _ G e
4 “\G

-
T~

X *;Lr""*
) g@

AMP for Networks

(AMP on FirePOWER Network
Appliance)

Snap into your network

IPS/NGFW customers

Wide visibility inside
network

Broad selection of
features- before,
during and after an
attack

e

PC/MAC

Mobile

Virtua
[
AMP for Endpoints

Install lightweight connector

on endpoints

Windows, Mac, Android,

VMs

Comprehensive threat
protection and response

Granular visibility and
control

Widest selection of
AMP features

AMP Private Cloud
Virtual Appliance

On-premise Virtual
Appliance

High Privacy
Environments

Private Cloud option
for those with high
privacy
requirements

For endpoints and
networks

i



Cisco Advanced Malware Protection



https://www.youtube.com/watch?v=71bl7DXWSs4

Cisco Connect 2015



AMP for Endpoint Analysis — Adobe Acrobat Reader Compromise

Feb 16
18:02 19:03

[ System] @ @

7eCd585. .502a50 [PDF] +erescsesemrnnsarunmimtacmntaetasenae st as s aama e nanra s as e e e nnnan (—P ----------------------------------------------------------------------------------------------------------------------------
A°z°Rd32'exe EPE]] O_O_® SRS Possible compromise. Adobe Acrobat Reader created and X
8c316d2..93906e [PE —
executed a malicious or neutral disposition executable file.
24b20..3d4d93 4[1!:TE]] eﬁ) G?D) %) = % p -
e B + __________ a.exe, (92a6e18..655a7a) was created and executed by )
7deldec..f4fse4 [PE] AcroRd32.exe, Adobe Reader 9.3.3.177 (825b7b2..2e482) at —
chkdsk.exe [PE] 19:03:12, Mon Feb 16 2015 UTC. —
4863259, .dddbba [PE] -
14 [PE] At 22:01:49, Mon Feb 16 2015 UTC =
40802FF. 575374 [PE] - ---nnnmmm ke mmom s o e e el

EE e 3 ) %% ......................................................................................................... % ......................................... &

1e675cbh..5ef455 [PE]
84f8555..e30e90 [PE]

aadlcce..633278 [TXT] ----memmmmmmmmime e (e e e e e e e e e e e e e e e e e S e e e e e e e e s e as s e
spoolsv.exe [PE] ’_)—O q_) @
2P &
3¢5a092..9d6dfe [PE] @
62abed?7..155eb4 [PE]
G
TimMe:  Mar 11 2014 07:02 . ' Feb 17 2015 13:04
EVENT TYPE: @ create @) copy @ move ® ) execute © open @ connection () scan detection (B exec block (@ compromised?
@© ) restore @ reboot @) scan ® defs update @ policy update @ connector update scan schedule @ uninstall
EVENT DISPOSITION: @ benign @ malicious @ unknown EVENT FLAGS: none A\ warning @ audit only
FILE TYPE: executable ms office (ole2) pdf ms cabinet flash zip archive other unknown
(  Search... h Select All | Clear All

Cisco Connect 2015



AMP for Endpoint Analysis — Adobe Acrobat Reader Compromise

Feb 16
19:02 19:03

[ System ] @ @
7€Cd585, .502850 [PDF] rcsencmcmumimmsumtnmsamuumracte e snasasanaa s aannraanananasasanaasana e eaauas @ ----------------------------------------------------------------------------------------------------------------------------
AcroRd32.exe [PE] O—EO—D) OO

8c316d2..93906e [PE]
4 [PE] ‘(3 €5 (;‘ (%) (™) ) (P—D)
), O); ©), ©O),
ca24b20..3d4d93 [TXT] %@)\@ ------- \[@)% ------- (—P -------------------------- 2 \%@ -------
a.exe [PE] OmCme)
7deldec..fafded [PE] +H—>
chkdsk.exe [PE] é—o Q_Q
4063259. .dddbba [PE]
14 [PE]
BT B - 1 e S e 11 RN %5 R RS RAR RN RPRRR RS S
ST Y 1 < [ AN SR S SR e % ......................................... %
1e675ch. .5ef455 [PE]
84f8555..30¢90 [PE]

aadlcce. . 633278 [TXT] ----cmcommmmmimdaiiiiiiaaes B R T e R PP PP PP PP PP PP PP Y
spoolsv.exe [PE] D—3) C_P @
21Pe &
3c5a092..9d6dfe [PEI @
62abed7..155eb4 [PE]
L J
miMe:  Mar 11 2014 07:02 . ' Feb 17 2015 13:04
EVENT TYPE: @ create @) copy @ move ® ) execute © open @ connection () scan detection (B exec block (@ compromised?
@© ) restore @ reboot @) scan ® defs update @ policy update @ connector update scan schedule @ uninstall
EVENT DISPOSITION: @ benign @ malicious @ unknown EVENT FLAGS: none A\ warning @ audit only
FILE TYPE: executable ms office (ole2) pdf ms cabinet flash zip archive other unknown
(  Search... h Select All | Clear All

Cisco Connect 2015



ThreatGRID AMP — Behavioral Indicators

Behavioral Indicators

© Process Modified an Executable File
© A Document File Established Network Communications
@ Downloaded PE Executable
A PE executable was downloaded over the network. While this does not necessarily imply that it is

malicious, it is suspicious. Malware will often download additional executables for added capabilities
and so this file should be reviewed for additional activity that might be suspicious.

IP Port Protocol Network Stream Artifact ID
74.122.246.154 80 HTTP Stream 4 36

© Outbound HTTP GET Request

© Process Modified File in a User Directory

© Process Disabled Internet Explorer Proxy

© Potential Sandbox Detection - Enumeration of ProductiD
© Process Created an Executable in a User Directory

© Command Exe File Execution Detected

© Potential Code Injection Detected

© Executable with Encrypted Sections

© Outbound Communications to Nginx Web Server

© Executable Imported the IsDebuggerPresent Symbol

Cisco Connect 2015

Threat Score: 90

Severity: 95 Confidence: 95
Severity: 90 Confidence: 90
Severity: 80 Confidence: 95

Categories file, network, artifact
Tags dropper, executable

% Report Error

Severity: 75 Confidence: 75
Severity: 70 Confidence: 80
Severity: 70 Confidence: 70
Severity: 60 Confidence: 70
Severity: 60 Confidence: 95
Severity: 50 Confidence: 80
Severity: 50 Confidence: 50
Severity: 30 Confidence: 30
Severity: 25 Confidence: 25
Severity: 20 Confidence: 20



Process Tree for Sample e2112¢c9655d4d4f9798d3223b88bd56

664 - services.exe
676 - unknown
860 - svchost.exe

924 - svchosl.eer

988 - W\NWORD.EXEO

1032 - svchost.sst

starto

1052 - svchost.exeo

1180 - SETUP.EXE
1428 - Explorer.EXE
1828 - ping.exe’

®

1696 - wmiprvse.exeo

1676 - cmd.exeo

®

Legend

(O Process with additional activity

() Sample process

(OFile activity

created REGISTFIY\USEFI\S-1-5—21-1202660629@9@7§g§§5¥67%gﬁt‘!\-’ﬁlﬂﬁswware\Microsoh\W\ndows\Currsnt\lersmn\Exp\orsr\Ussr Shell Folders

created HEGISTFIY\U%EJI\SJ -5-21 2660629-583907252-1801674531-500\SOFTWAREMICROSOFT\MULTIMEDIA\AUDIO COMPRESSION MANAGER\Priority v4.00
-ping.exe

maodified \ntsves

228 - 444.exe’
232 - ping.exe

1176 - cscript.exe
modified \lsarpc

modified \ROUTER

modified \WINDOWS\system32\CatRoot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EENcatdb

modified \srvsve

modified \wkssve

modified \WINDOWS\system32\CatRoot2\edb.log

modified \WINDOWS\Prefetch\PING.EXE-31216D26.pf

created REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Windows\CurrentVersiom\WinTrust\Trust Providers\Software Publishing
created REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500' i \root

created REGISTRY\MACHINE\Software\Microsoft\RAS AutoDial

opened REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
opened REGISTRY\USER\S-1-5-21-1202660629-583907252- 1801674531 -500\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

opened REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
opened REGISTRY\WACHINE\SOFTWAREWMICROSOFT\RAS AUTODIAL\Default

opened REGISTRY\MACHINE\Software\Microsoft\Cryptography\CatDBTempFiles

opened REGISTRY\MACHINE\Software\Microsoft WBEM\CIMCM

modified value PnpinstancelD in REGISTRY\WACHINE\SYSTEM\CONTROLSET001\CONTROLWETWORKY4D36E972-E325-11CE-BFC1-08002BE10318)MC20FDDB0-BD90-4E06-8D7A-87767A382393\CONNECTION

modified value AppData in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWAREWMICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\SHELL FOLDERS

opened REGISTRY\MACH ystem\CurrentCor i \Tepip!

modified \Isarpc

created REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders

created REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWARE\MICROSOFT\OFFICE\12.0\Word

opened REGISTRY\MACHI! I ifi \root

opened REGISTRY\MACHINE\SOFTWAREWMICROSOFT\SYSTEMCERTIFICATES\ROOT\Certificates

opened REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoff\Windows\CurrentVersion\WinTrusf\Trust Providers\Software Publishing

opened REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Windows NT\CurrentVersion\Time Zones

opened REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Office\1 2.0\Common\Language Resources\EnabledLanguages

opened REGISTRY\USER\S-1-5-21-1202660629-583907252- 1801674531 -500\Software\Microsoft\Windows\CurrentVersion\ExplorerlUser Shell Folders

opened REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

modified value 1033 in REGISTRYWSER\S-1-5-21-1202660628-583807252-1801674531-50008OFTWAREWICROSOFT\OFFICE\ 2.0\COMMON\LANGUAGERESOURCES\ENABLEDLANGUAGES
modified value ProxyBypass in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWARE\WMICROSOFT\WINDCWS\CURRENTVERSIONANTERNET SETTINGS\ZONEMAP
modified value IntranetName in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWARE\MICROSOFT\WINDOWS\CURRENTVERSIONAINTERNET SETTINGS\ZONEMAP
modified value UNCAsIntranet in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOFTWARE\MICROSOFTMWINDOWS\CURRENTVERSIONUNTERNET SETTINGS\ZONEMAP
modified value Cache in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWAREWMICROSOFTMWINDOWS\CURRENTVERSION\EXPLORER\SHELL FOLDERS

modified value Cookies in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\SOFTWARE\MICROSOF "WINDOWS\CURRENTVERSION\EXPLORER\SHELL FOLDERS

modified value Local AppData in REGISTRY\USER\S-1-5-21-1202660629-583907252-1801674531-500\8OF TWAREWICROSOFT\WINDOWS\CURRENTVERSICN\EXPLORER\SHELL FOLDERS




Network AMP Indications of Compromise and Correlation

Indications of Compromise
Hosts by Indication Indications by Host

8

Threat Detected...uted Excel Compromis...eAMP
Impact 1 Intrus...user ’—ﬂ /
Impact 1 |ntru5---dm%ri.=n / Excel launched shell
Impact 2 Intrus...tacy ‘ g

Impact 2 Intrus...dmin
Impact 2 Intrus...user
Dropper Infecti...eAMP
Intrusion Event...-cnc
Security Intell... CnC
Suspected Botne...eAMP
Adobe Reader la...hell

PDF Compromise ...eAMP
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NSS Labs Breach Detection Systems SVM

Cisco AMP is a Leader in Security Effectiveness and TCO and offers Best Protection Value
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