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Service Oriented Data Center 

Hello. And welcome to this “Cisco on Cisco” Seminar on Service Oriented Data Center. I'm Rich Gore. I'm a Manager 
of the Cisco at Work Team, which is a part of Cisco on Cisco. The theme of our show today is the Service Oriented 
Data Center at Cisco. It's an overview of Cisco IT's business goals and technology directions for our Data Centers 
here at Cisco. You'll get a chance today to see how Cisco IT has defined its goals, and how we are rearchitecting the 
Data Center with some leading edge technologies to achieve that. It's my real pleasure today to introduce the star of 
today's show, Sidney Morgan, who is the Manager of Cisco's Services Oriented Data Center Program. Now Sidney 
has been working in Cisco IT in the Data Center area for over five years. Thank you, Rich. It's a great pleasure to be 
here today to share Cisco's IT vision of our Data Center of the future, which we are calling the Service Oriented Data 
Center. So sit back and enjoy as we explore the Data Center of the future. Now let's look at today's agenda. 

AGENDA 

I'm going to start off by reviewing Cisco's IT goals. Next we'll look at Cisco's current Data Center view. Then we'll jump into the Cisco 
Service Oriented Data Center. After reviewing the Cisco Service Oriented Data Center, we're going to look at the technology areas of focus 
that have allowed us to create this Data Center. At the end Rich and I will have a few questions and answers. 

CISCO IT GOALS 

Cisco's IT goals, we have three major goals. We want to enable a business and this is the key point for the Service Oriented Data Center. 
We really want it to be able to rapidly deliver services to our customers and clients and partners. By doing this we're going to drive ... 
throughout the Cisco value chain and then showcase Cisco technologies. And what I mean by showcase Cisco technologies, is really 
sharing Cisco's IT experience with our customers on how we've done this. My goal is to be Cisco's first customer. And by being Cisco's 
first customer, that allows me to share my experiences, both good and bad, with our customers. Just what we're doing today. Yes. 

CISCO DATA CENTER GOALS 

So our Data Center goals, first and foremost I want to optimize TCO. We're going to do this by consolidating our Data Center, 
consolidating the infrastructure and then virtualizing and automating the infrastructure. This will allow us to have the business agility that 
we need to provide an on-demand utility environment to provision our services where we need them, when we need them. Also, through 
virtualization and automation, we're going to be able to provide an active/active architecture that will allow us to have a high availability at 
a service level. The key here is that we are going to be writing SLAs with our client at the service level. And then letting the automation 
and virtualization software take care of things at the infrastructure level. This will also be done with a very high level of security in what 
we're classing as our self-defending Data Center. So security and increased agility and lower cost and better service, these are some 
amazing goals. I'm looking forward to finding out how we're going to achieve them. First, let's get a little bit of background. What do 
Cisco's Data Centers look like? 

CURRENT DATA CENTER 

Okay, so at Cisco Systems, we have divided Data Centers into two distinct classes. 

CISCO PRODUCTION DATA CENTERS 

We have our production Data Centers. This is where we keep our financials, ERP and other mission critical applications. Second, we have 
our development data centers and this is where most of Cisco's research is done and our IOS and product development. We divided them 
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into two areas for a couple of reasons. One is to be able to be able to make sure that we accomplish all the SEC and federal regulations that 
we are required now to do, about managing and protecting our data. The second is to evaluate our engineering community to have the most 
flexibility in designing and producing products. So by keeping things in two separate Data Centers, we feel that this gives Cisco the most 
flexibility and the greatest protection. The one thing that will be tricky going forward is as we virtualize and automate things, we will be 
viewing both production Data Centers as a complete entity. So we'll have to have ruthless processes and SLAs to make sure that we don't 
get cross contamination between the two Data Centers. So we're going to keep them physically separate or virtually separate? We'll keep 
them virtually separate in the same physical Data Center. However, we will probably break the Data Center into distinct sections within the 
Data Center that will have certain physical access to meet both SEC and SOX requirements. Oh, okay, makes sense, thanks. 

CISCO DATA CENTER TRENDS 

So let's look at the trends, where we are today and where we're going to enable to service our Data Center. Currently at Cisco Systems we 
have a very heterogeneous environment with mixes of OSs. We're going to standardize on this going forward. This will enable our 
virtualization and automation. We have a very rigid user environment. Users of our ERP systems cannot leverage the knowledge, databases 
and infrastructure if they decide to move over to another financial application. This will be driven to a very flexible environment where we 
will provision infrastructure as we need it, when we need it. We have very application specific security. Going forward we're going to 
create a comprehensive self-defending Data Center, where the SLAs and processes that we write with our clients and federal rules and 
regulations are automatically driven into our infrastructure. We have a multi-service network. This is going to be going to our SONA 
architecture, which will put the intelligence at that network and allow the virtualization and automation layers. Currently we've done a 
really good job of starting virtualization within our storage and this is where we've had the biggest gains from ROI. We have a complete 
SAN and NAS storage environment. We are going to be combining the SAN and NAS storage environments going forward to a complete 
virtualized storage environment. So whether you need block level storage or file level storage or optimizing our virtual environments going 
forward if you need both, we'll be able to give you the proper amount of storage in the right technology when you need it. We also have 
dedicated compute resources. This will become a dynamic computing resource pool where we roll servers in as the application needs them, 
and then take them back out of the application and make them available for other applications at Cisco when they're not needed. And then 
to make all this possible, we're going to go from our application specific management, to a policy based management system based on 
some new management products that we'll be rolling out here at Cisco Systems. Sounds impressive. Thanks. 

CISCO DATA CENTER LANDSCAPE 

Rich, now let's look at our current Data Center landscape. Currently at Cisco we manage a population of over 7,000 servers, with organic 
growth of about 250 to 500 servers per quarter, depending on the business requirements. Cisco currently has about 80 servers per system 
administrator here at Cisco Systems. And with our high density model going forward, this can grow probably up to as many as 250 to 500 
servers per system administrator. So they are going to be tripling the number of servers that they can respond to and work with? That's 
correct. That's amazing. That's correct. And we will accomplish this by taking the heterogeneous environment we have now and 
standardizing it onto two OSs, Linux and Windows, and then by automating and virtualizing the environment. Doing this will also allow us 
to be able to provision services rapidly and where we need them when we need them. Makes sense, yes. Now let's take a look at our 
storage. 

CISCO DATA CENTER STORAGE LANDSCAPE 

So currently storage is 50% of the spend in my Data Center. It has the biggest growth and it also gives me the most opportunity to save 
money going forward. We currently manage close to four petabytes of raw storage here at Cisco Systems. Four petabytes, as in 4,000 
terabytes of storage? That's correct. That's a lot of storage and now you know why it's my biggest single item spend in the infrastructure. So 
we've found going forward that we really want to optimize the usage of the storage. So if we can get our efficiency up from 40% to 50% to 
60%, we're looking at saving $10 million a year for every 10% of storage that we can efficiently use as opposed to having raw storage out 
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there unutilized. So by doing this we are going to be able to virtualize and then share storage across all resources using some virtualization 
storage technologies that we'll be talking about going forward. So somehow this is going to be increasing the utilization of the current 
storage we already have? That's correct. We have six different layers of storage utilization that we measure here at Cisco Systems. All the 
way from raw storage up to the storage that is used for the applications. And by virtualizing storage across the infrastructure we'll be able to 
drive the maximum utilization for per terabyte of storage. That's impressive. Okay, that was an excellent overview of our current Data 
Center environment. Let's move on then to the Service Oriented Data Center, what that looks like. 

SERVICE ORIENTED DATA CENTER 

Thanks, Rich. Sure. So now let's take an overview of the Service Oriented Data Center, ... with a vision. 

SERVICE ORIENTED DATA CENTER (SODC) 

And the vision of the Service Oriented Data Center is to remove the focus on the infrastructure of the Data Center and move it up to a 
service level, where we work with our clients, customers and partners to write SLAs to guarantee a service. We're going to do this by 
leveraging the people, our business process, software technology developed by Cisco Systems and our partners, and new hardware 
technology that Cisco Systems is delivering in the infrastructure environment. So before all this we were allocating hardware, a specific 
amount of hardware and space to a particular application unit and Business Unit. And now we're going to be applying just a service level 
agreement. Just we guarantee this level of service for your application without guaranteeing a certain amount of hardware. That's correct. 
Okay. So we will, in the technologies areas, we will focus on how we're going to do that. And basically by leveraging virtualization and 
automation we are going to remove any single infrastructure component, from affecting the overall service. Impressive, okay, thank you. 

SERVICE ORIENTED DATA CENTER ROADMAP 

So here's our Data Center roadmap. We started in 2004 with our consolidation phase. There are three phases. So we are currently 
completing our consolidation phase and this is both in physical Data Centers, operating systems, infrastructure, storage. We will now 
leverage virtualization which we have just started. We are currently in the process of virtualizing processors and then leveraging some 
Cisco management technology that will be coming down. In about 12 months we are going to go to the automation phase and hopefully 
have that wrapped up by the end of calendar year 2008. Wow, that's, to me that sounds very aggressive, I'm impressed. 

SERVICE ORIENTED DATA CENTER MODEL 

So let's look at our Data Center model. We're going to do this by basically allaying our business goals with our SODC utility pool. And 
within the SODC utility pool, this is where we'll keep all the infrastructure components from storage, physical hardware, server OSs, 
application licenses, and services provided by the network. This will align to our SODC vision of being a highly automated virtual 
environment. And our objectives of driving productivity, enabling the business and optimizing our total cost of ownership, we ... into our 
SODC intelligent management fabric, which will be based on products delivered by Cisco Systems, IME and VFrame. 

PHYSICAL SODC ARCHITECTURE 

This is a low overview of the physical dimensions of what our Service Provider Data Center will look like. We'll have our core gateways 
and then our access gateways. And within our access gateways we will connect our servers, our high density racks. We also have a new 
technology here at Cisco called InfiniBand, which is our FSS product line. And that can also be connected into our Data Center access 
switches for I/O consolidation and low latency applications. This will also feed into our network and storage virtualization whether it be 
SAN or NAS. And whether you want to have the center NAS natively through file sharing or if you want to run a heterogeneous data-less 
environment, where we can actually go through our gateways and write the files to the NAS that need to be written and do all the block 
storage out to the SAN. Our goal here at Cisco systems is to get to a disk-less environment. This will improve reliability and also help our 
virtualization strategy. Disk-less environment? Do you mean disk-less out at the branch offices or disk-less within the Data Center? Disk-
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less within the Data Center in our high density model. Currently at Cisco, over 40% of our server failures are related to the disks. So by 
removing the disks we are going to improve the overall reliability of the servers, plus by virtualizing a single Golden Image off on our SAN 
fabric, we'll also be able to rapidly provision servers in case of the failure of a single system. This is how we get to our ultimate goal of 
virtual service environment. So we're separating out basically all storage off the servers and putting them into a storage pool on the same 
Data Center floor, I'm guessing. That's correct. You can't be on the same Data Center floor, or if you have two Data Centers in the 
active/active design within 100km of each other, you can use CWDM and actually do synchronous replication across the Data Centers. 
Wow, I'm impressed. Okay, thanks. Please go on. 

SERVICE ORIENTED DATA CENTER 

Now let's look at the systems that we're going to make up this Service Oriented Data Center. 

SODC SYSTEMS ARCHITECTURE SUMMARY 

At Cisco we've developed a concept which we're calling a Pod. And a Pod is where we're going to physically put all the infrastructure, 
server storage and networking, services provided by the network. To be able to provision an application where we need it, when we need it. 
The Pods will be responsible for having all the infrastructure that is necessary to run the application. And by doing this we'll be able to 
drive the maximum ROI of the infrastructure within our Data Center. So is a Pod another acronym or is it just a description of a location 
where stuff is? Rich, we've decided we have too many acronyms here at Cisco Systems, so a Pod is something we made up like a Pod of 
Orca whales. It is a group of infrastructure equipment that allows you to provision applications and services. I like it, thanks. 

LOGICAL SODC SYSTEMS ARCHITECTURE 

So driving this current state, we have multiple environments here at Cisco System. We have a CCI CCX, and this is where our customers 
get www.cisco.com. We have an EIR environment and Oracle 11i, which we run our financials on. Currently the infrastructure that drives 
these three environments are completely separate and cannot be leveraged or utilized across the environment. Going forward, we are going 
to combine this into a single virtual environment by driving automation processes that are aligned to our business goals. We'll be able to 
align the infrastructure to put it where we need it most. So for example, at the end of the quarter when we need to run our financials, we can 
take servers out of other applications that aren't mission critical at the end of the quarter, and then drive them into the close of quarter 
books. And then when the books are closed, we can put it back into either the engineering or the development environment. This will allow 
us to have the most utilization, the highest level of utilization here at Cisco Systems within our data center. I am tasked with the goal from 
my CIO to improve CPU utilization across the board 10% going forward. I'm stunned by two things, the 10% going forward, that's 
enormous. Also, my knowledge of SOX is a little fuzzy, but aren't we supposed to be maintaining strict separation between certain business 
functions. And isn't combining them into one architecture, isn't that in violation of SOX in some fashion? So we do have 
compartmentalized areas within the Data Center and we will have rules written into our business, into our business agility fabric that will 
allow us to distinguish certain servers that can only be used for certain applications. So the SOX rules do give you a lot of flexibility as far 
as how you manage them. And with our self-defending Data Center, we have a very high level of security to start with. So really all we 
need to do is make sure that there's an audit and compliance trail and there's physical access in auditing of who gets to those Data Centers. 
And that is kind of a nice synergy of virtualization. By putting things into a virtual fabric and managing it, you do have extreme accounting 
records of what every server has done in its history. That's impressive, too. And then the second part, 10% improvement in utilization of 
servers. Are we going to be going on, further on in the presentation are you going to be describing how that takes places? Yes, I will and 
although that sounds like an impressive number, if the average person goes out and looks at the utilization of their Data Centers, especially 
in the Wintel environment, you will find that the utilization is probably not all that high. By leveraging certain processor virtualizations 
and, excuse me, hypervisors coming out from the X86 chip manufacturers, we'll be able to drive this utilization, hopefully, up to 
approximately about 75%. That's amazing, okay, thank you. 
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SODC SYSTEMS PURPOSING 

So let's see how we actually go and make a physical Pod into what we'll call a virtual Pod. So as I was talking about before, a Pod is an 
entity of infrastructure equipment that allows you to provision an application. So we'll have storage, switches, routers, servers and these 
will be sitting in the physical Data Center and managed within our intelligent management fabric. Then as an application comes online, the 
management fabric will go and pick within the physical hardware of a Pod, and build it into the virtual Pod that will actually run the 
specific applications. It will manage the VSANs and create the VSANs, do the VLANs, zone the SANs and do traffic management and 
security for the application on a just-in-time basis. So VLANs and VSANs, Virtual LANs and Virtual SANs? Yes. Okay, so within one 
single SAN or one single LAN, a virtual isolated SAN or LAN? That's correct. Okay, thanks. And leveraging our network management 
fabric we'll also be able to provision or what we actually like to call it purposing here at Cisco, so it doesn't get confused with provisioning. 
But we will repurpose within a matter of minutes. Currently it can take us up to six months to provision an application if we don't have 
storage on site. By going to a just-in-time model and making sure that there is always physical assets available in a Pod, we are hoping to 
drive this purposing time down from months to days and then hours. And I'm assuming by being able to share storage and swap storage 
back and forth, you don't really have to provision as much at any given place. Yes, that's correct. Impressive. Thanks. 

PHYSICAL SODC SYSTEMS ARCHITECTURE 

So here's a physical layer look at what the high density model will do. So we'll still use our core routers and switches and these will be 
connected to our network services models which will provide CSM, SSL offload, firewall service modules and then our AONS for 
application aware networks. This will be connected down into our distribution gateway. And with that we're going to connect into a high 
density server model where we fill the racks up with a Catalyst 4948s. And then be able to have bi-redundancy through each server will 
have dual redundancy connected to each Catalyst 4948. And that will connect into our core switches. The reason and we thought long and 
hard about this, why we're having dual power supplies, dual connectivity, is if you look at the total cost of running a Data Center, 85% of 
the cost of running a Data Center is in the maintaining and sustaining and operations. So by having complete redundant pass throughout 
every component within our Data Center, our ultimate goal is to be able to if we lose a server or an application in there, we'll have complete 
failover. And then it will also allow us to do maintenance on an 8X5 schedule without affecting any of the other applications running in the 
Data Center. Makes sense. So it pays to spend a little bit more on equipment up front just to be able to save ongoing maintenance and 
management costs. That's correct. If you look at your total capital spend for equipment and infrastructure going into the Data Center, versus 
the ongoing sustaining and maintaining of that equipment, being able to ruthlessly execute on an operational plan, will save you a 
tremendous amount of money in the long run and, hopefully, drive you TCO, which is our goal here at Cisco. So that set of servers at the 
bottom of the PowerPoint, it looks like the server of the future, just a rack of one rack unit processors, just stacked one on top of the other. 
Yes. Impressive. And the modularity of this also allows us at Cisco, currently we have a very capital intensive model and it makes it very 
difficult to roll things out. In this model, because it's all modular and all you really have to do is connect four 10GB fiber connections back 
into your core infrastructure. You'll be able to or Cisco will be able to put things on a two to three year lease depending on the life cycle of 
the servers, and then do roll servers in and then roll servers out as the lease expires. This will allow us to become very operationally 
efficient. Hmm, thank you, yes. So I think now that we've looked at the physical architecture, 

SERVICE ORIENTED DATA CENTER 

let's take a deep dive into some of the virtualization that we're going to be leveraging for the Service Oriented Data Center. 

SODC VIRTUALIZATION ARCHITECTURE SUMMARY 

So at Cisco Systems we're really going to leverage our virtual environment. It will provide services. At the end of the day, our Data Center 
is a place that we're going to run Cisco's business and it will become a service level environment. Virtual environments can consume 
different services when they need them. This proposes storage servers networking and all the infrastructure. And over time as we get better 
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and optimize our network management capabilities and automation, the virtual environments become more and more efficient over time, 
helping to optimize the TCO. 

LOGICAL SODC VIRTUAL ARCHITECTURE 

We're going to do this by decoupling all the layers, starting from the business application services layer down to the physical Data Center. 
So by not having any single layer here depending on the other layer and letting our SODC manage that fabric, manage the workflow from 
the business applications down to the physical Data Center, and this is how we can ... out some of the SOX requirements. This will allow us 
to have the most agility within the Data Center and then be able to provide a complete end-to-end virtualization process. 

SODC VIRTUALIZATION VISION 

So the vision, when it's all over with, is to be able to combine all the different physical infrastructures from our server fabrics, to our 
applications, to the network fabric, both on traditional Cisco switching, routers and our InfiniBand and security and storage. And then we're 
going to wrap this around with a layer of security that will be built into all of our server switch modules. And later we will go into some of 
the security requirements of how we're going to segregate the Data Center into an operational and critical nature, so we make sure that we 
give the end users the most flexibility in areas that aren't critical, and we lock down the critical information here at Cisco Systems as tight 
as possible. Makes sense. Now you've talked a little bit about processor virtualization and storage virtualization, but I notice on this slide, 
file virtualization and shared services virtualization, could you talk a little bit about that? Yes, so file virtualization will be we put our 
different files off on SANs. Currently at Cisco when we do builds, we can pre-share, so we will build an environment and we can share it 
out globally across the world following the sun. That allows engineers who come into work, say in Bangalore, well Bangalore actually 
starts the day. So say people who come to work in EMEA, they take builds that have been done in Bangalore and not have to rebuild them. 
This is helping drive our IOS efficiency at least 50% and we hope to improve it maybe up to 60% or 70%. So the local files that normally 
would be stored in each branch office are somehow following the engineers as the sun moves around the world. That will be our file 
virtualization. On the storage virtualization or the network services virtualization, so we currently have a variety of cards that are coming 
out that will let you do SSL offload, firewalls and security. This will be combined onto a single card with programmable ASICs going 
forward that allow you to place a module into the Cisco catalyst switches, and provide the services to the switch that you need at that 
switch. Okay. Then if the applications or the business require that to change you can also reprogram the switch to accommodate the 
services. So then all of these application services that used to reside on the switch or on the application itself are going to be centralized in 
the network. And you can apply policies to them, changes to them and not have to change each and every application out there. That's 
correct. How impressive, okay. 

SODC VIRTUAL ENVIRONMENT 

So the server virtual environment, it defines everything that's completely needed to run the environment and it includes the OS, the 
applications, the infrastructure layers, the service level layers and the dependencies for making that happen. So we will be looking very 
closely at the storage, the processors and all the infrastructure from the networking, all the way up through some of the applications that we 
run to leverage the network. 

SODC INFRASTRUCTURE VIRTUALIZATION 

And currently this is where we're driving our environment. So we have our storage, our SAN fabric, our network fabric and our InfiniBand 
fabric that allows for I/O consolidation of low latency applications. The one thing I'd like to highlight on this slide and we will touch on in 
the storage breakdown is the different levels of services, the Platinum, Gold, Silver and Bronze that we are going to be delivering through 
each one of the infrastructure fabrics. This is going to allow us to provide the proper type of service to the applications that need them. And 
drive and improve our ROI by not over provisioning an infrastructure for an application that doesn't need 7X24 support. So looking at that 
slide, it looks like there's Platinum service, Gold service, Silver service, Bronze service. But they're all kind of -- is there a difference in the 
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servers? What is the difference that makes the difference between Platinum service and Silver service? So in storage it can be the different 
type and reliability of the storage. Oh, okay. In servers it will be the type of servers so anywhere from maybe a 1RU with a couple of procs 
all the way up to a 4RU with four procs and dual power supplies. But the key differentiation on the storage side is just how long we retain 
the storage, what type of replications we do tape back up. So storage being our biggest spend within the Data Center, is really focusing on 
it, then allowing us to shape our workflows to be able to provide the service. Everybody wants to come in with 7X24 service, but it's not 
always necessary. So are we going to be billing on internally our business units differently for Platinum service as for Gold and Silver? 
Yes, so to drive proper behavior here at Cisco Systems, we are striving, we're not there yet, but our ultimate goal is to get to a charge back 
system based on the service level agreement that you have with us. Cool. And one thing I'd like to highlight on that is in order to do this we 
are process reengineering every application here at Cisco Systems, within the IT department under the Data Center and this takes extreme 
executive level support. Process reengineering without senior management support is doomed to fail. So I would like to tell our customers 
up front and we have it here too from Brad Boston and Randy Pond, that before you embark on a reengineering project, which I think is 
critical to get to a virtualized automated Data Center environment, that you make sure that you get senior management behind you. 
Otherwise, you're going to run into a lot of trouble. Yes, most people resist being told do things completely differently from now on, yes. 
We, within the SODC team, think that the reengineering process will be as difficult as the technology process. Uh-huh, makes sense. 

SERVICE ORIENTED DATA CENTER 

So let's look at the network that will compose up the Service Oriented Data Center. 

SODC NETWORK ARCHITECTURE SUMMARY 

Okay. So we're going to have an enhanced IP network where security and a self assuming architecture are key. We're going to use this to 
maximize our network multiplier effect to provide a service oriented architecture. We're going to simplify and standardize across the Data 
Center using as few different pieces of infrastructure as possible but giving the maximum flexibility. And we are currently still in debate on 
whether that's two or four or six. I think that's another key that folks need to, excuse me, our customers need to determine before you go 
forward is, you want to have the minimal amount of standards to make virtualization or automation simple. But you also have to make sure 
that you have the maximum flexibility to ... your business services and applications. And by doing this we're going to drive automation 
through the architecture, and then provide the greatest amount of business agility for our new technologies, applications and business 
services. 

SODC NETWORK COMPONENTS 

So the components that will make up the service ... or networking infrastructure, are service virtualization which we spoke about before 
which is our new cards that are coming out that will have all of the firewall service modules, SSL offload and content distribution in them. 
Automated and purposing this will be done through our VFrame software that we're developing and currently available for our InfiniBand 
switches. Our routing and switching, both on the Catalyst6500 series, low latency, switching, low latency Ethernet, integrated security, 
high availability which will be done through the redundancy in our IOS modularity and then our application aware networking or AONS. 
So I was going to ask about that a little bit earlier. It sounds like we have the goal of improving security, improving functionality, adding 
new services, and at the same time, simplifying the network. And it sounds like what you're planning to do is to do this by basically putting 
all those functions, the security functions and a lot of application service functions, into the network itself. Into the same switches and 
routers that are already in the network right now. Yes, that's correct. Okay. And by doing this and keeping it under a simple management 
infrastructure, we will be able to simplify that the total management of the Service Oriented Data Center. That's amazing, new services 
based on simplicity. I'm stunned. It's our win/win. 
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SODC N-TIER DATA CENTER NETWORK 

So a lot of people ask just what it does look like. So we go back to the core and our edge. And then that will be transposed into our logical 
network. Where we'll have our web services, our app servers, our Data Center servers and then that will be connected into our storage. And 
that will become one big cloud like we discussed in the previous portion. 

SODC NETWORK PHYSICAL LAYOUT 

Physical layout, currently we have both level two and level three switching within our Data Centers. And this is done, again, allow our 
customers to maximize their applications. There are pros and cons to a level two and a level three. Level two gives you the most flexibility 
within a Data Center. However, you have Spanning Tree issues that you need to be concerned about. And the level three eliminates the 
Spanning Tree issues, but it's not quite as easy to mix and match servers across. Going forward, our VFrame technology will be able to 
allow you to do this in an automated workflow fashion. But currently as it is today, we do make some decisions on our Data Centers, 
whether you want to run a level two or a level three, depending on the applications running in the Data Center. Our engineering and 
development Data Centers are running a level three and our production Data Centers are running a level two. Okay, so level two gives you 
more flexibility within that Layer 2 space and then we basically sort of subdivide using Layer 3. That's correct. Okay. 

SODC SFS ARCHITECTURE 

And this is our architecture for our InfiniBand Customers out there if they're interested in I/O consolidation, low latency and virtualization, 
we have a line as SFS switches, which we are currently rolling into our Data Center right now. We are targeting some Oracle databases and 
applications and where we need some low latency. So customers out there who have some low latency application needs, just want to 
consolidate all the I/O within their Data Center, or would like to get to a virtualized environment as quickly as possible, I would suggest 
them to look at the SFS fabric switches that we have. They are a life saver. One of the other things, too, from provisioning within the fabric 
since it understands everything that is connected to it. It also has some operational efficiency by being able to allow you to provision LUNs 
before the actual storage is attached. So it works slightly different than Ethernet and due to the VFrame network management layers, if 
your equipment does come in out of order or you want to provision ahead of time, it will allow you to go in and provision storage LUNs 
and then connect the storage up at a later date. I've never heard of that before, that's impressive, thanks. It's kind of inherent benefits of the 
SFS fabric. 

SERVICE ORIENTED DATA CENTER 

So now we'll take a look at some of the most important and most expensive part of our data center, the storage. 

SODC STORAGE ARCHITECTURE SUMMARY 

So what drove our storage SAN consolidation? So the disk was relatively cheap, but the management of the disk and everything was 
expensive. And as you get closer to four petabytes of data, the managing and keeping all this stuff, track of it, becomes very, very 
expensive. The growth is rapid. If you don't allow, if you don't have a highly available, on demand storage for your customers, they'll either 
go out and buy their own storage, or they'll order ten times the amount of storage as they physically need. It's not unusual for an engineer or 
an Oracle DB to ask for 2MB of storage and then the up the chain provision 4MB to make sure they have enough. And then that becomes 
8MB and then before you're done you've got 50MB of storage provisioned when you really only need a couple megabytes. So to do this 
and leveraging the virtualization technology through our switches and software that we're evaluating here at Cisco Systems, we're hopefully 
to get at the application layer up to about 60% to 70% storage utilization and this is not raw storage utilization. This is storage utilization at 
the application layer. So basically using all the other 48MB that maybe would have been allocated to that one application in the earlier 
scenario, being able to use that for other applications. That's correct. Nice. 
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SODC MDS SAN SWITCH BENEFITS 

So why are we using the MDS switches and SAN fabric here at Cisco Systems and what are the benefits? So availability, it's a highly 
available redundant fabric. It's helped us with our Data Center crowding which being able to provision SFS switches in one Data Center 
and have physical storage in another Data Center, if you should happen to run out of space in that data center. Cost reduction, by being able 
to optimize the physical storage all the way through the application storage utilization you'll be able to drive down costs. Intelligent ... 
services, and this is where we're going to go in and virtualize so we can be able to leverage storage and frames and VSANs across different 
applications and services. and this is where we're going to go in and virtualize so we can be able to leverage storage and frames and VSANs 
across different applications and services. Then improve performance, the microseconds response time and the highly available non-
blocking fabric of our MDS switches allow us to greatly increase performance. We've done a variety of tests and leveraging the MDS 
fabric and SAN switching. We've been able to remove our disk out of the servers and actually have faster boot and response time by taking 
the disks out of the server, and putting it into the SAN fabric. I'm stunned. I mean, taking a disk off the motherboard of a server and moving 
it to a place where the traffic has to go through a switch to a frame, seems like it would introduce a lot of delay. Well, so if you think about 
it as an electrical versus a mechanical. Where mechanical devices can only work around the speed of sound and electrical devices can work 
at the speed of light. By removing the mechanical hard disk you're allowing your entire environment to work at the speed of light. So as 
long as you have the plenty of bandwidth, which we do with our 10GB and gigabit connections, then the advantage of the electrical 
components take up the physical parts of the hard drives. Makes sense, thanks. 

SODC STORAGE ARCHITECTURE 

And here's our storage visualization slide or vision slide. And this is where we get back to highlighting the different classes of storage that 
we have. So we have our Platinum, our Gold, our Silver and our Bronze. And this is really developed to drive end user behavior, to make 
sure that they request and we provision the proper amount of utilization and capacity that they need. And by doing this, we really hope to 
optimize our TCO and make sure that we spend our storage dollars wisely. Okay, so it's not about making our own end customers pay 
more, it's more about optimizing our own use of storage. Yes, and also I always like to look at it like everybody be able to put the 
investment dollars back in the right place. So if you can take investment dollars and operational dollars out of the storage and running the 
infrastructure. And that's what we're doing here at Cisco Systems. We're reinvesting it in technologies of the future like all of our upgraded 
networking components, to allow us to be able to drive to the Service Oriented Data Center vision. And it's kind of a win/win in 
synergistics. Because the more money you save and reinvest, the more technologies you can bring, the higher the automation, the 
virtualization. This allows you to save more money going forward. That's an excellent story. Thanks. 

SERVICE ORIENTED DATA CENTER 

So now let's look at the secret sauce behind the Service Oriented Data Center, and that is our management. 

SODC MANAGEMENT SUMMARY 

So we, by standardizing our infrastructure around the network servers and storage, and going to a utility computing model, are allowed to 
come up and develop a simple management application based on VFrame and IME. It allows us to control, from a localized environment, 
our entire Data Centers globally around the world. 

SODC MANAGEMENT BENEFITS 

This allows us to manage our Data Centers from a service oriented perspective, by writing SLAs, and making sure that the services and 
applications are provisioned and purposed toward the SLAs. It'll be managed as a single ... with virtualized resources. This will also take a 
global view. We will have appliances laid out around the globe but they will ultimately report back to a master of the view which we call 
our single source of truth. And to make sure that it's orchestrated and purposed across all interfaces in the Data Center. And this includes 
storage, servers, networking and applications. Something I don't quite understand, I looked at a lot of these slides and it showed disk after 
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disk after disk, frame after frame after frame. And then in the server virtualization world, just server after server after server. It looks like 
the number of things being managed is increasing. So how are we simplifying the management of those given the increasing number of 
stuff to manage? So we're simplifying the management by standardizing. Some of the virtualization technologies that we are leveraging 
today, we create what we call a Golden Image. Now that Golden Image can manage 10,000 servers as easily as it can manage 1,000 
servers. And I think as we discussed earlier in the slide deck where we only have one SA per 80 servers and we'll drive that up to 500, and 
at the same time allow them to spend more time with the clients. Well, how are we going to do that? Well, when you write a policy within 
our virtualization management fabric, you write the policy to the service that you're trying to do and the application that you're provisioning 
for that service. Once you've done that and created a Golden Image, that Golden Image is good to be purposed onto every server that we 
have out there across Cisco's entire environment. So by standardizing on a couple of boxes that will allow us to be able to take a single 
image and purpose it across 10,000 boxes, literally in a matter of minutes. So it's by standardization of an image across these multiple 
boxes? That's correct. Okay, okay, is there some kind of oversight of all these boxes that any tools that we have for like looking at all the 
servers in the Data Center or all the storage? Yes, that's our VFrame product line. Oh, okay. So there's a way of somehow just looking at 
servers and seeing how they are all as a single service or as a pooled service, as opposed to this server and this server and this server. That's 
correct. Oh, okay. VFrame product lines, some partners that we've worked with within the Service Oriented Data Center were able to create 
the Pods. And within the virtual Pods we can run specific applications. You can also take the physical servers out of the Pod, move them 
into other Pods running other applications and services within a matter of minutes. And we have that currently running right now in our 
high availability building that's going on. And this has to be virtual because there's no way you can unrack and rack. Okay, okay. These are 
all completely virtual and the other beauty is that it allows you to have a resource super pool. We currently manage about a 10% overhead. 
So in case we do lose any servers, it automatically -- this takes no human intervention. Our management fabric will automatically 
repurpose a server and bring it back up online. Amazing. The goal with the active/active design is to only have performance degradation, 
no outages whatsoever. I like the word automatically, too, because that basically means no human intervention, no delay. It just happens 
smoothly. Our goal is to move our system administrators and Data Center networking staff up a level. And really be able to spend more 
time with the client to understand their business needs and business goals. And then writing automation policies that will enable those 
business goals. By spending more time with our clients and less time with the infrastructure, I think we'll be able to drive a higher 
availability for Cisco centers and overall make Cisco a much more efficient and operational company. Sweet. 

SODC PROVISIONING FRAMEWORK 

So here is an example of we have an EMAN database, which is our management provisioning system here at Cisco Systems. And EMAN 
will track all of the Pods throughout the Cisco's global empire and purpose and provision services in each Pod where these reside. A Pod 
can be a major Data Center. There can be multiple Pods within a Data Center. Or it can be a small Data Center in a closet in Bangalore. We 
don't have a Data Center there, but say some remote site on some field sales office site where we have engineers also located. 

SODC MANAGEMENT ARCHITECTURE 

Here's a higher view of our management architecture. It could be GUI-based, so you could sit on a server and drag, drop, and click. Or we'll 
have APIs based on XML SOAP that will drive into our role-based management and control. We will provision our applications across all 
that. That will drive into our virtualization down into the orchestration. And we will be able to provision and orchestrate across the board of 
all the products that Cisco provides and some of our partners and vendors. 

SODC ISM INTEGRATION 

SODC ISM integration will allow us to manage and distribute our service level agreements and applications across the Cisco global Data 
Centers. We'll do this with our distributed VFrame and IME technologies. 



 

All contents are Copyright © 1992–2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement. Page 11 of 14 

SERVICE ORIENTED DATA CENTER 

Now let's look at the key component for the Data Center, security. How do we keep all this safe? 

SODC SECURITY SUMMARY 

So our security philosophy is: we want end-to-end service and accounting. We want the end user to understand security and then we've 
created a Cisco pervasive security model here at Cisco Systems. Data Center modularization. We've developed what we call the secure 
compartmentalized information center or SKIF for short. And this is kind of the foundation of what I spoke about earlier when we want to 
divide our information into critical information and operational information. This will allow us to the have the most flexibility when we're 
not dealing with critical information. Everything will be asset accounting for federal regulations and SEC. Standards and regulations will 
be adhered to and we're going to do AAA and intellectual property will not be mixed up, and make sure that we keep our 
compartmentalized data and our operational data separate. 

CISCO INFRASTRUCTURE SECURITY GUIDELINES 

So our guidelines, so we want to develop an interactive and active security infrastructure and culture. We're going to set and manage the 
very strict standards. We're going to operate at a known security level of risk for each application that we're running. This will be done by 
either putting them into the SKIF or by leveraging firewalls to surround very sensitive applications. We're going to manage everything to 
all regulations, both SEC, federal and SOX. We have implemented a security governance model where we have a committee that 
contributes to the Data Center across all of Cisco. And we want to create a security aware culture. This is very important to Cisco Systems 
because security starts with the individual. Without the individual being secure and aware of everything he's doing and how he accesses 
that, he can open up your company and Cisco Systems to tremendous vulnerabilities and hacks. 

SODC SECURITY ARCHITECTURE 

Here's a high level architecture. We have our internal connections through our LAN and our DMZ connections, both for our DPN users, 
partners and suppliers, also remote users through Wi-Fi. So come in through a firewall and it'll go through a variety of monitoring and 
logging systems here at Cisco Systems and then you'll access the appropriate server. The Windows environments will be running Cisco 
CSA on to make sure that no nefarious applications are placed on them. We're currently evaluating putting CSA on our Linux and we'll 
eventually have it there. And then we also front end the servers and storage with anomaly detection systems. 

SODC SECURITY ARCHITECTURE 

Going back to the compartmentalize, this is our view of how we're going to compartmentalize our Data Centers. So we have the access that 
we talked about before. They'll come into a variety of our distant Data Centers, which will all have firewalls. Within the Data Centers we'll 
have additional anomaly detections, traffic management and firewall applications, firewall applications if required. That will also feed into 
our SKIF. SKIF, this is where we're going to put our very sensitive data that has to be locked down, monitored and regulated at a very tight 
controlled process. And then feeding into that will be our DCSS security lab where we'll update tests, all new applications and security 
products that we'll be rolling out, and also do constant vulnerability testing of our Cisco Data Centers. 

Q AND A 

Okay, it looks like it's time for question and answer. Now there are a couple of questions that customers have asked after seeing this 
presentation, so I'd like to be their spokesperson today and ask you some questions. Great.  

Q. The first one that came up was about early on in the presentation you'd showed a variety of OSs and a variety of different types of 
servers. And then further on we were talking about standardization and how standardization lowers costs. So wouldn't standardize on a 
single OS or a single server manufacturer, wouldn't that be a direction to move to?  
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A. Yes, and that's a Cisco ultimate goal. Hmm, okay. However, we do have a lot of Legacy applications. And as you saw the breakdown 
where we have the Solaris and ... within a Data Center, it will take us some time to move out of it. Our primary platform of choice is Linux 
on standard commodity X86 hardware, Microsoft Windows for applications that require and run best under Microsoft. So I do recommend 
to our customers that they perform its tests or applications to see if they run best in a Linux environment or best in a Windows 
environment. And we put them in the proper environment. The key fundamental ... is that it will all be the same X86 platform, and 
leveraging a lot of the hypervisor technology and actual virtualization of the processor, you'll be able to lay down different OS images on 
the same physical hardware which will make that a lot simpler than it might seem on the surface. Makes sense. And we have successfully 
doing that currently today at Cisco within the Data Centers. And you also have the advantage of having standardized on a particular vendor 
for networking services. Yes, that's correct, too. We do have a single end-to-end network provider which does make the, obviously, the 
standardization, especially network management of it easy. Because we're able to lay down a single network management entity on top of it 
and feed that into our EMAN Database, which allows us to have complete control over our Service Oriented Data Center. And it seems like 
a lot of these interesting services are fitting into that current network architecture relatively well and still remaining relatively simple. 
Which I find pretty impressive. Yes.  

Q. Another question was you'd touched on the service oriented Data Center life cycle management process. Could you explain what that 
life cycle management process is?  

A. Sure, so currently about 85% of Cisco's spend and I think that's pretty typical with the industry out there is in operational. And so when 
you look at some of the low-hanging fruit that we really want to try to achieve here at the Service Oriented Data Center. Ruthless execution 
of the operational side of the house is imperative. So what we've decided to do is to go to a leased model and that's why you see the very 
modular racks that we're building out there with redundancy. So as we put maintenance and everything it takes to maintain the services and 
applications into that environment, as the lease expires we will roll it out and roll in the latest and greatest hardware and middleware 
applications to run on it. And that is as simple as basically disconnecting four 10GB fiber connections and putting four ... fiber connections 
back in. The network management fabric will automatically recognize the hardware that's been put in there, and add it to what we call the 
physical Service Oriented Data Center Pod which will sit there in bare metal state and wait to be purposed into the system. The other thing 
that we're doing leveraging and this is another advantage of virtualization, it gives you a really good history and graphs of your utilization. 
And you can go back and look at trends, both at beginning of the quarter, end of the quarter, end of the year, and determine how much 
overhead. Because we have an analogy out there. Where we always want to make sure that we have enough storage and services and 
infrastructure to be able to purpose within minutes, but not so much that it goes to waste. So it's a fine balancing act to make sure you have 
enough to purpose and run your business but not so much that it goes to waste. And by leveraging virtualization and your automation and 
reporting tools, you can go in there and draw out nice history and determine exactly what overhead you need to have. Towards the end of 
the year you might want to take that 10% overhead pool up to maybe 15%, just to make sure you have enough processing power. 
Interesting, so this whole virtualization and standardization not only improves utilization because you're sharing the pool, but it also 
improves your ability to look at it and to measure it and to manage it. Yes. That's impressive. I think human nature, if you know 
something's always readily available and abundant, you will not horde it or request more of what you need. That makes sense. So by 
constantly being able to meet the needs of Cisco's clients and having what they need, when they need it, then we're able to really drive the 
efficiency through the infrastructure and make sure that we have just enough to keep the business running, but not so much that it spoils on 
us. Interesting, so there's a psychological component to this virtualization, too? Yes. Hmm, okay.  

Q. Another question was what are the real timelines for Cisco IT to actually deploy virtualized storage and virtualized processing. We've 
talked a lot about it, but when is it going to be real within Cisco IT?  

A. So currently, virtualized processing is real today. We started a pilot probably about a year ago and we've actually started rolling out into 
production in the beginning of July timeframe. Into production, for real use? Into production. Yes, so we have virtual processors in 
production right now. Wow. That will go on and improve. As technologies come out the hypervisors improve. We can have the software 
oriented hypervisors into the hardware hypervisors which will improve performance, because we do take on some performance hits by 
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virtualizing right now in software. Hardware comes out. We'll virtualize in hardware, so this will be an ongoing process through the 2008 
timeframe. Storage, we also have virtualized and we are looking at some other software from both internally and our clients to, again, 
improve the whole virtualization process. So we have begun storage virtualization and it'll be another continuous improvement going 
forward in 2008. So we have storage virtualization in the lab now or in proof of concept? No, it's in production. In production? Yes. Oh, 
okay. So the answer is now. Yes. Excellent. The answer is now.  

Q. Okay, and one last question. You talked about consolidating a lot of equipment into virtual pools. And really mostly what I saw in this 
presentation was a lot of gear getting compressed into a smaller and smaller space on the Data Center floor. So that brought up the question 
of what implications does this have for power and power distribution in the Data Center, and for cooling of all this equipment in the Data 
Center and also for floor space within the data center?  

A. So in 2000, floor space, obviously, was a critical resource for Data Centers. That is not the case anymore. The high density model and 
consolidating things actually we have lots of floor space now at Cisco Systems. What we don't have is enough powering and cooling. So 
this is driving Cisco to look at building new Data Centers and different types of Data Centers. Because as you consolidate into a tighter and 
tighter spot, obviously, the ability to cool that area becomes increasingly difficult. We estimate that we might need anywhere from 250 to 
500kw per square foot in our Data Center, which on the surface seems like that's impossible. But there is some kind of cool technologies 
and tricks coming out from the various vendors out there, that allow you to really direct the cooling right to the specific areas and then 
funnel it up and out into the system. So that is something that I think if you are thinking about building a new Data Center or ... Data 
Center, the most important thing now in the Data Center is how are you going to cool it. And it really is an aerodynamic, fluid dynamic 
issue of how do you push cold air through small volumes as fast and as efficiently as possible. So it's not just adding more air conditioning 
units or whatever those freezer units are in the Data Center? You have to do more than that. Yes, you have to go in and design your Data 
Center to handle the air flow because it's analogous to blowing air through a straw. You can only blow so much air through a straw. So if 
you don't have the proper layout of your Data Center to allow the airflow through, no matter how much air you push at some point it will 
just back up and it won't flow anymore. Okay. So like I said, there are a lot of very nice technologies coming out from the power vendors 
and rack vendors out there, that will help them channel air through the proper places and then probably allow you to get up to 250W. I 
know some companies today that are designing, I think they currently have an active data center for about 300kw per foot and they're 
designing up to 500. Per foot, amazing. Yes, okay. Per square foot. Well, thank you very much Sidney, this has been an impressive 
presentation and I've learned a lot. Okay. That's all the time we have for now and all the questions we have. There is a little bit more 
information. 

FURTHER DATA CENTER RESOURCES 

So if you take a look at this particular slide, you'll see some information or places to go to get more information about Cisco IT 
deployments of this technology and other technology within the network. You'll find some case studies, Cisco IT case studies about what 
Cisco IT deploys, what benefits we've gained, what lessons we've learned. And also how you can contact other experts in Cisco for any 
questions you might have. There's also some information about Data Center design and several other documents and white papers and 
presentations that you can find on Cisco.com. Below that there is a toll-free number to call for more information or to place an order for 
Cisco equipment. You can also order some Cisco resources from the web at the URL at the bottom of this page. 

CISCO SYSTEMS 

And Sidney, thank you very much. This has been a very educational experience for me and I wanted to thank you not only for myself, but 
also on behalf of the people who are watching today, for bringing your expertise and your knowledge and your interest and your passion in 
this topic to us all today. So thank you very much for coming in. I appreciate it. It was beneficial. It was very much for me. And for 
everybody else out there. So we'd like, especially to thank all of you for watching and for spending the time with us. And for being 
interested in what the global technologies seminar series is all about. We hope you enjoyed the show and come back soon. 
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