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01AON5 – AON in Cisco IT Part 2 

Hello and welcome to the second of our two “Cisco on Cisco” seminars on Application Oriented Networking in Cisco 
IT. I'm Rich Gore, a manager of the Cisco-at-Work team, which is a part of Cisco IT's own Cisco on Cisco initiative. 
The theme of our show today is security with AON. It's going to be an overview of how application-oriented 
networking fits into a service-oriented architecture and how the powerful capabilities of AON can perform deep 
packet inspection and respond to that inspection to improve security in a variety of ways. I hope that by the end of 
this second seminar that Application Oriented Networking will become familiar enough to you to be useful to you in 
improving your own business applications as well as your business security. Now today it's my pleasure to introduce 
the star of today's seminar on security with AON, Brooke Schoenfield, Cisco IT's Senior Security Architect. Now 
Brooke has been working with the Security Architecture team within Cisco information Security, or InfoSec, for over 
three years. Brooke, thank you for coming today. Thanks Rich, it's a pleasure to be here. So please, sit back and 
enjoy as we introduce you to security with AON. 

AGENDA 

So my agenda for today is I want to put AON into context. Where does it fit in the larger picture of service-oriented architectures, talk a 
little bit about what it is, not too much because you can always watch the other Cisco on Cisco presentation about AON and get more 
information, and then dive a little deeper into the security features of AON. 

SOA 

So what is a service-oriented architecture? Well, it's a mesh like HTTP or HTML, URL-based web servers that is a slightly different 
mindset than what you've seen before in programs, in automation. It's about automation. So a mindset, so this services-oriented architecture 
is a mindset, so architecture itself is a mindset? Indeed, well architecture is a mindset; it's a little different because we're talking about maps 
rather than logical steps, maps of related components if you will. In service-oriented architecture that's exactly what we're talking about, a 
map or a mesh of components and those components are logical units, that is, functionality. The difference in a mindset from a service-
oriented architecture to something else, to a different kind of system if you will, is that a service-oriented architecture really is about 
providing something at a business level, rather than a programmatic interface. So how does that differ from the architecture that we had a 
few years ago? Well, in a way we've been tending towards this, moving towards this for a long time, so this is not the first integration 
strategy. CORBA lays at an earlier stage. Even the network itself was an integration strategy, everyone said hey, wouldn't it be great if we 
could just exchange a bit of data? E-mail is an integration strategy, if you want to think of it that way. At the level that we've worked up 
until this time it's either been very expensive, there are standards but they're very expensive, very particular systems like CORBA. Or we've 
talked about integrating applications at the application code level, like sharing libraries and we can do that across - or functions. So I have a 
function that's a parser and I share that by making it available on the network. Java RMI works at that level. We share objects and service-
oriented architecture doesn't operate at that level. Service-oriented architecture operates at the level of a service offering, an invoice, a 
purchase order, or an order. So I say to you I want these items and you're a service and you come back and say here's your order. So it's not 
about tools and functions, it's about business processes. That's right. Okay, okay, thank you. 

SOA IS NOW! 

So service-oriented architecture is happening now. Cisco has built out quite a number of services and we're building out our service-
oriented architecture, many other environments are doing the same. I like this quote because it was some years ago, four years ago, and 
Gardner group was saying by the time 2005 rolls around, here we are in 2005, everybody's going to get a 30% increase in their efficiency 
through service-oriented architecture. I'm not sure that's really taken place but the important thing to know about this is that here we are 
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going into '06, and we're looking for that 30% gain. Everybody wants that automation and that's why service-oriented architecture is 
important, we want to be able to automate the exchange of purchase orders. So stepping back just a little bit, I'm still a little puzzled. How 
is it that moving from a mindset of tools and functions to a mindset of business process, how does that help and how does that, in fact, get 
us 30% improvement in productivity? Ah, it's a great question; I think the answer to that question lies in that mindset. If you can exchange 
purchase orders and that exchange is completely decoupled, that is neither side of the exchange that is neither program - we're literally 
talking here about programs, not people, we're talking about programs. Neither computer functionality needs to know anything about the 
other side except that I send this purchase order and I get my confirmation back, my order number back. And that's what I get and I don't 
have to worry about it's implemented in Java or it's implemented over RMI or it's implemented in C or it's implemented on a Legacy system 
or it's implemented on a Linux computer, I don't have to worry about any of that. Just like when you go browsing, you don't worry about 
how they implemented the URLs you're browsing on the Internet, do you? You don't think a thing about it. True. This gives the same kind 
of decoupling, all you think about is your browser. So it's clean, defined interfaces. And you mentioned earlier something about reducing 
the duplication of tools and duplication of functions. Well, I think we'll get to that but let's let the slide come up for that but let's talk about 
that, interfaces. Actually, I wouldn't use that word because that implies a certain coupling of understanding. What we have here is a body of 
standards and that body of standards is more than a merging, it's really starting to get very well filled out. For semantics, that is, how do we 
talk to each other?, what is the conversation? What is in that conversation that is enveloping and message formed. And between those two 
things and standards for what an order looks like in a particular industry, or what a purchase order looks like that allow us to really say I 
don't really care how you've implemented this, I don't care what you've done. Rather, all I care is, this is a purchase order and if I fulfill the 
requirements for submitting a purchase order you're going to send me back an order and eventually I'm going to get my goods and 
eventually then you're going to send me an invoice and I'll have to pay for it. Sounds good. It's at that level that service-oriented 
architecture works and it's the standards that we use, which I'm going to go into some of those standards later in the slides, which allow us. 
But of course to do business between - so let's bring it back to security here. To do business between two entities, there has to be some level 
of trust, some level of risk assurance and that's where the security parts of service-oriented architecture come to play and where AON 
comes to play as a security implementation for you. To enhance the trustworthiness. Yes, or add assurance in these kinds of transactions. 

AON AND SOA 

So what is AON to service-oriented architecture or SOA? It provides the necessary security functions, and I'll get into that in a minute, 
what those are specifically. But it provides these functions. It also does other common functions. So these functions become part of a 
network, they become part of the fabric. Just as you don't think about the routers and switches that carry your browser to some web server 
somewhere clear across the planet, so indeed the common functions that you need become part of the fabric, part of the network and they 
become transparent, they become seamless, they become integrated for your service-oriented architecture. And that's really their strength, 
that's where AON begins to play and it's strength. 

CISCO IT SPECIFIC DRIVERS FOR SOA 

So Cisco of course has particular reasons for moving towards a service-oriented architecture. It's a move from functionality and business-
to-business pace process, as I outlined but an important part of that is you build a single source of truth. And what I mean by that is if 
you're calculating a bookings number or a revenue number, you want to do that just once and you want to make sure it's absolutely correct 
and you don't really want five or six different programs doing that, each one in its own particular way. So that's one thing that's driving us 
to service-oriented architecture. Obviously you get reusability. So if I have a really well defined service that takes an order or delivers item 
numbers, for instance, that would be reusable across every application that might need that. We want to be responsive and responsiveness is 
related directly to the ability to get services available to our partners. And we want it to be consistent, consistency plays in security because 
you really want your security functions to be well-tested and well-implemented and I'm going to go into that a little bit more in a bit. 
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EXAMPLE OF CISCO DISTRIBUTED SERVICES (SOA) 

So here are a few of the things that we have at Cisco that we're using in our service-oriented architecture now. We have a product 
configurator. Obviously you can put in I want a Cat 6K switch and I want all of these functions on it and it will return to you here's what 
you need to order, and here's the software you need to order, the software version, all of that. We have an order status, I have this order 
number, where is my order, has anything been shipped yet? Returned merchandise. Lead management is a big one for us. We have a lot of 
service-oriented architecture pieces, both externally and internally, as a part of that. This is just a few of the things we're doing with web 
services and service-oriented architecture at Cisco. We have quite a few more but these are good examples of the sorts of things you might 
present as services. 

COMPLEXITY (AND RISK) INCREASE WITH ADOPTION 

So one of the problems, just like the explosion of web servers and the explosion of HTTP- and HTML-based presentations, very quickly, 
with links if you think about it, one website's linked all over the place and then you follow that link and you follow all kinds of links, and 
you get what we call an n2 squared mesh. That is anything can be linked to anything and it becomes meshed, and they can get circles and 
things can come back and I know this slide looks complex and that's the idea, you don't need to really follow it. The idea is, very quickly in 
this sort of implementation you get an n squared mesh and that increases risk, because it's very hard to know what the dependencies are it's 
very hard to know whether you've met all your security requirements. And that's really one of the reasons that you need to - we think, at 
Cisco - that you need to put in management, you need to put in security in some common way. 

HEALTHY DISTRUST = SECURITY CONTROLS 

So I brought this slide from Microsoft and thank you very much Microsoft for putting this together but I think it highlights something very 
important about these services. Security and service kind of go hand-in-hand because you're going to be attacked. I think our external 
websites at Cisco get something like 4 million attacks a day. The vast majority, 99.9999% don't even get past the front door, they're thrown 
out and everybody's like that but still it's important that you can't put one of these services out without security, it's very important. You 
need to be distrustful of every single transaction that comes to you and transactions do imply a certain level of coupling because most of the 
protocols we're operating here don't understand transactions, so you have to keep state. You don't want to expose your algorithms; you 
don't want to expose your state. You want to make sure that every request is authenticated so you reduce your attack footprint, if you will 
your exposure, so it's very important. I'm not going to go through this slide entirely but I just wanted you to have a sense of the sorts of 
things to think about when putting together these services. But at the same time you want to be open to any potential customer who comes 
in and has, you know, an interest in learning about new products or spending money on new products. So there's that other side of the coin 
that you have to be open to people who have not yet been authenticated into the network, to come to the network, strangers you've never 
met, to come in and do business with you. But remember we're talking about programs here, so why would you want your program to be 
browsing through if you're a business. So I can imagine a world and have actually imagined a world and lots of people have where all of 
this is automated. So you go out and you say I need a widget and you go to every widget manufacturer. The problem is and your program 
does this and says I found the cheapest and best widget that meets my needs best, and I order it. I would like that. Yes, it would be very 
efficient and a lot of purchasing people are going to be put out of business if that comes along, if you think about it because it's a level of 
automation in that area that's done by people now. However, the important thing to realize about that is we're not there in terms of handling 
the risk. How do you know that that widget manufacturer really will deliver those widgets? How do you know that that widget order person 
will really pay for those widgets and has the money? If it's a $6 million transaction or a $200 million transaction, at what level do you say 
you're willing to take that. For something that costs pennies, maybe you are, but for a router that costs $80,000, I think maybe not. So the 
thing is that these relationships generally are set up pre-existing, the relationships between the partners at this time because we don't have 
the mechanism to set them up, you know, in an automated way. So people actually sign contracts and actually talk to each other about what 
they're going to exchange and how they're going to exchange it before they start talking. So really, all of your traffic is authenticated, all of 
your traffic is someone you know in these sorts of situations, at the present time. This may change. Okay, thank you. 
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WHAT ROLE DOES AON PLAY? 

So what role does AON play? It's a service broker, and what I mean by that is it can find the right service. So take a situation where you've 
had a service available for some time, and that service has several versions. You've decided to add some features. But some of your 
customers may not have put in the new parameters or made the changes, so you want to direct their traffic to the old legacy service, the 
older version, until they make the changes. That's a situation where you might want a broker's services. Integration broker, that means you 
decide who should get the updates, for instance and most important for our talk today, message security integrator, that is, the place at 
which you do your message level security. So the first two I understand as being content switching but with content at the message layer, at 
the application layer. So being able to send the right version to the right server on the right query or the right update to the right server. And 
message security integrator, you're going to be going into that. We're going to talk about that quite a bit, so hopefully it will be clearer at 
the end, if not I haven't done my job well enough. 

AON AND THE OSI STACK 

So let's look at where AON plays. It does play at the transport and network layer, 3 and 4 but it also goes into the application layer. It 
begins to look at the message-level protocol, SOAP in this case I'm highlighting because that's one of its main strengths. It does content 
inspection, transformation, security, mapping, content based routing, like for instance I was talking about version control or you might say 
this is someone who can go to my higher priced ordering because they have the right credentials for that, for instance. Any sort of routing 
like that, based upon the content of the message. So it goes up above the OSI stack, really, that's the point of this slide. 

PRE-AON INSPECTION AND OPERATION 

Let's take a look, for some of you who are more familiar with layering, maybe this slide will help understand the situation a little bit better. 
Previous switches, routers, firewalls, whatever content inspection, content switching, it has looked at the IP layer, the TCP layer and even 
the HTTP layer. Now we've gotten pretty good at looking at, so even firewalls, stateful firewalls will say oh, that's the wrong packet, that 
shouldn't be coming here, I don't expect that answer in HTTP, that's probably an attack. So we can break down HTTP and its syntax and its 
ordering but we've treated the payload that is everything between those middle two bars as something that's completely opaque; don't touch 
it. Why? Because you might screw up the applications at either side. We start messing around with it, the applications may fail, so it's 
pretty much a hands-off on the inside of the payload. 

AON IS INSIDE THE TCP/IP WRAPPER 

AON, of course, changes that. We take the covers off and we say, well, we've got a bunch of standards in XML that we already know 
about. You can give me your XML schema and then I can understand your message completely, we have message parsers there and we can 
do expressions there. We can take a look at that payload and message and start working with it. So if the worry before was that if we 
change anything in the payload message area we could screw up the applications downstream, what's to prevent AON from screwing up the 
applications downstream? Well, it either works on standards, well-known standards, so it says okay, there's WS Security, I know that 
standard, therefore I know where the digital signature is supposed to be. So I can grab that without really hurting anything else; or, you give 
it your schema and you tell it what to do. The application programmer, developers, actually saying by the way, would you check to see if 
this field is between 6 and 10 and nothing else is valid. Okay, so it's enabled by the fact that the payload message is now a lot more 
standard, based on standard protocols or at least based on standard schema within the corporation. Right, it's actually bigger than the 
corporation. There is XML schema now available for unbelievable numbers of things, because it has really taken off. I'm going to go into 
that a little bit in a later slide. So we can take that up a little bit, but really, it's become the lingua franca, I like to say, of inter-business 
conversation. Good, good, okay. 

AON IS INSIDE THE TCP/IP WRAPPER 

So this is all optimized for the XML payload, that's important to realize. AON's particular strength is XML. 
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AON == MESSAGE CONTENT AND ENVELOPE 

So not only can we look into the XML message body, but enveloping standards we also look at. So I alluded to SOAP and WSec. WSec is 
a SOAP protocol or standard for - it's not really a protocol, but a standard for how you do security around an XML message body. It's tied 
to SOAP in a close way. So we can look in both of those because they're well known standards and AON is optimized and understands 
those two things, as well as being able to look into any XML message body if you tell it what to do. 

WHY XML? 

So why XML, which was kind of the question you were asking a little bit before. It's ubiquitous; it's everywhere. It is now anyway. It is 
now. Java was an attempt at that kind of ubiquity and it does give you some platform independence today. In the first few years, this is a 
little bit of a joke, it was kind of debug everywhere, that was our joke, you could write it once but then each separate run time was a little 
different. I think that's pretty much gone away now. XML, it gives you data independence. You no longer need to worry about how you're 
storing that data. It's because it's self-describing, each field says this is what this field is. And in that way it's very wordy, and so it is a large 
transformation and that's why you need accelerated processing for XML. So, this may be a little tender subject but if Java was - forgive me 
- hyped in the early years and then became more standardized and more widely used, where is XML today? Is it still in the area where you 
may have to write once, debug everywhere, or is it well enough established in all of our applications such that it will work pretty much 
everywhere? Yes and no, basically what you said, it pretty much will work everywhere but it really depends upon the standard and the 
schema. So if you're writing your own schema and you're building it out, you really only need to give the other party the other side, your 
schema. But you do need to have that kind of closer coupling to at least that level. Whereas if you're using one of the standards, for instance 
there are standards around exchanging all kinds of business documents, there are standards for even exchanging catalog items between 
catalog suppliers and catalog presenters. I learned this on a project last year and I went that's amazing. So there are XML standards, a lot of 
industry groups. There are XML standards for exchanging dental procedures. I mean, just amazing amounts of stuff have been XMLed, 
have built XML standards. I guess that's not a verb but it could be; XMLed, I got XMLed yesterday but it's almost at that level and in that 
way it is ubiquitous. Your browser understands XML, the schemas it understands. If you give it another schema, it will understand it. So if 
you're sitting at your desktop, some of the stuff that's coming back to you is in fact in XML, rather than HTML, which is what we're used 
to. So it's very ubiquitous, everybody -- as a lingua franca, everybody understands it. 

AON DELIVERS THE FOLLOWING SUPPORT UTILITIES FOR: 

So AON delivers the following support utilities. It gives us some security things that we need in order to do a service-oriented architecture. 
It does provide transport level encryption, like SSL. Well, SSL in fact. And it does provide payload encryption, and what I mean by that is 
actually encrypting the payload body or parts of the payload. It will give you some protocol translation. A few, HTTP to JMS most 
importantly, so if you have an enterprise message bus and you're getting stuff from a B2B partner over HTTP you can translate that easily 
to your message bus, and move the message around. It does digital signatures and it also has it's own secure protocol, they call it the AON 
secure protocol, to talk between AONs, so it could give you a secure connector kind of thing like from one DMZ layer to another, that you 
might want to use. So it has its own protocol. Interesting. There's one thing, I understand encryption as being part of security and digital 
signature as authenticating, and that's part of security. Protocol translation, how does protocol translation play in the security space? Well, 
you don't usually like to move the same protocol through various layers of your security architecture. Why not? Well, because if someone 
manages to crack the first layer - we always assume each layer - it's called defense in depth, will fall. That's why you've got to have many 
layers of security, because there's no assurance that any particular layer will hold. And so let's assume your web server falls. Now you can 
just keep sending the same attack onto the next layer, in HTTP and you really have no problem making your attack move through, or may 
have fewer problems making your attack. If you change protocols you make the attacker have to start working again to figure out what is it 
that I have to do, how do I get at this next system, what are the types of attacks. So that way we can make another step for the attacker, 
make it that much harder, rather than just sending the same attack through, or similar attack through. Great, now that makes sense, thank 
you. Right, so that's a place - there's more to it than that, but it gives you one layer. But the other part of it is you simply may be moving 
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stuff around and it may be more efficient and more secure for you to move stuff around on your internal message bus rather than having 
HTTP. For one thing, you can see where it's going, which from a management perspective or security perspective may in fact be a better 
choice. Makes sense. 

THE AON SECURITY FUNCTIONS 

So in the old days, this is sort of a chart - I'm not going to explain all of this but the idea here is that there are a lot of different components 
to your security and they're spread out over different layers. And if you look at this slide you'll see, you take, for instance, something like 
payload encryption it's got to be spread out over several layers. These are actual layers in Cisco, we see where we take one particular part 
of our security. We can see, well, a lot of places you have it implemented and you have a lot of custom stuff. You'll see that in some of 
these boxes it's custom, written by each application, custom, written by each application and that's sort of the matrix in which our security 
happens. It's very hard to manage security, to know if it's been done, and to know if it's been done properly. So when we look at AON, 
hopefully we begin to, that's where I said security integrator. So let's look at one more slide here. 

BEFORE AON: CURRENT LOCATION OF APPLICATION AND SERVICE SUPPORT UTILITIES 

This is a typical DMZ, and again, these are these same functions. You see how they're spread out across my different layers. So even 
though I have a security piece here, it's spread out across, say, two layers or more of my DMZ. The DMZ – I should explain that. The part 
of my network that's Internet facing and that is hardened against Internet attack, so the demilitarized zone where Cisco faces the outside 
world. Yes, the place where those “4 million a day” attacks are happening. You see we have our security, and other functions, spread out 
and that's not too advantageous, it's very hard to manage that, to know whether the security's been done correctly. It's hard to update to and 
hard to apply a policy to. Exactly. All customized and spread out in various places. Yes, exactly. 

AFTER AON: FUTURE LOCATION OF APPLICATION AND SERVICE SUPPORT UTILITIES 

So we plop AON in there and suddenly all those security functions are in one place, and built in one way, and that's very attractive to me, 
as a security architect. Because then I can say all right, have we done it for this application? Is it done? What has been done? What needs to 
be done. Here are the security requirements, here's your place to get them, and where to go to do it. So you can see it, manage it, and  
change it all in one spot – very handy. Right, exactly, very handy. 

AON SECURITY 

So AON security, it fosters a better security architecture, as we just saw, and I have a bunch of slides about that. I want to dig into that. I 
want to dig into some of the Layer 3/4 added to Layer 7 functions. So we can sort of get more security or get not really more but better 
security and depth through adding Layer 3 and Layer 7 together to form a strategy of defense in depth. You have common and consistent 
implementation of your security functions. As we said, they're all in one place. There's a PKI built into AON, which is really nice. Many, 
many entities are building out their PKIs now. We don't really have one, it's called public key infrastructure. But there isn't really a big one 
in the United States, for instance. Now in Europe it's slightly different, they do have some rather large ones. Credit cards all have PKI as 
part of them. Nice. But here we don't have that but even so, each enterprise will have its own PKI needs and AON will help you get those 
into your network and get them distributed, so that's very nice. Another thing you might not think about which is an important thing when 
you consider an entire system or entire security-oriented architecture is can you get the right access controls on the design and development 
and implementations of your policy, and AON provides enough tools in that respect as well. 

PRE-AON WEB SECURITY ARCHITECTURE 

So let's take a look at architectures. Here's kind of a pre-AON standard DMZ and it corresponds fairly closely to what Cisco does at a high 
level, high logical level. You have a DMZ, that's where your web servers sit. Then you have business logic, which is behind a firewall. 
Often you have a protocol change there, or you do a lot of authentication and you are very careful about the authentication between those 
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two if you keep the same protocol, but we actually use a different protocol in some of our environments. And this is typical and then your 
databases are inside another firewall yet. So you have a protocol change and they are further protected from outside attack. This is a very 
typical kind of layered DMZ. Before AON, if you wanted to put in services and you wanted to put in this kind of common security 
implementation, you would buy a gate… 

PRE-AON SOA/WEB SERVICES SECURITY ARCHITECTURE 

…and so here we've placed a gateway here. And that all looks great, except that unless you change your security architecture the attacker 
can go around your gateway because the gateway is a host. 

PRE-AON ATTACK VECTORS 

Whether it's an appliance or not, it is actually running on some operating system. As far as I know, nobody had built out a network level 
appliance, that's what AON does. These are operating at the host level, so maybe it's a Linux box there or maybe it's open VSD, or maybe 
it's a Windows box, whatever the supporting operating system is, it's a box. You could put two network interfaces there, or one network 
interface, depending upon how it was architected. But the point is that it operates at the host level and if you don't change your DMZ 
network architecture to account for that, the attacker can walk around it if they can get on your DMZ. That means assume there's some 
other thing besides these web servers here on this DMZ, some other environment or machine doing something else. So somebody has 
compromised the first firewall on the far left, they've compromised the web servers - not necessarily the web servers; something else, I 
should, I guess put another host on here. Say there's some other host there, maybe it's a management host. Maybe it's a host doing some 
other function for some other environment and it's on this same - this same DMZ, they compromise that. Now they have a direct attack at 
the firewall going right around the - The gateway host. The gateway host, exactly. So you find that the gateway is not part of the network. 

PRE-AON ATTACK VECTORS 

You can't really, without changing your architecture, ensure that you can't go around it, which is one of the reasons that we at Cisco did not 
put in a web services gateway for our web services before we had AON. We simply didn't do it. We used an in process services, if you will. 
We did do common security functions that we've been doing for awhile. But we put them in process, which is that the Java program is 
running and part of its process is the security functions that are commonly implemented. That has its own attendant pros and cons but at 
least we didn't have to change our DMZ architecture, which for us is fairly difficult, considering we are moving millions of dollars a day 
through our DMZ, you know, we don't play with that too much. It's not something we like to play with. So we put all those functions in the 
applications - in the applications themselves, exactly. Which has its own cost. 

A POSSIBLE (SIMPLIFIED) AON ARCHITECTURE 

Indeed – performance, for instance. So let's look at this as a simplified AON architecture. This is what you could do today, if that firewall 
or that switch on the inside of it, in the middle, was a Cat 6K, you can just drop the AON blade into that Cat 6K, and there you have it, and 
then you would tie your application layer directly to that switch. Therefore, there are no other segments between them, except for AON and 
therefore being part of the network then ensures that it's very hard to go around, unless you can strip the wire, or you can get on the switch. 
You do have to protect the switch; if you can get on the switch, of course you own all the traffic. But the point here is that if you protect the 
switch you've protected the traffic as well, because you can't really get around it. You force the traffic to have to go through the switch. 
And in fact, the way AON works, you can choose the traffic that then goes to AON to be routed. So you could say all my HTTP traffic or 
HTTP traffic meeting these URLs or these concerns and that way you route it through AON and there's no other way around. And that's 
very attractive because you don't have to change your architecture, you can just drop AON into existing architecture, of course it has to be a 
Cisco architecture but existing Cisco architecture and there you have it and your application layer is well protected. Okay, so you do have a 
sort of security bottleneck in the network but since it's running at network speed and it has all the backplane speed of a network switch it's 
really not a performance bottleneck, it's just a security inspection and actually security function intersection point. Exactly, that's exactly 
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the point I'm trying to make, well said. That's exactly the point; it becomes part of the network. These security functions become part of the 
network and that way when you're attached to the network, you get them. Aha, okay. 

AON POTENTIAL ARCHITECTURE 

So this is actually the architecture that we're thinking of putting in and you'll notice there are quite a few changes here. We've replaced the 
web servers with AON and that's where we're going to do our security. And then we've taken another layer of AON and replaced the 
external application logic, which would be doing validating or various things like that, untainting of parameters, stuff like that. And then 
once we've got clean traffic and we know it's not an attack, it's been authenticated, it looks good, then we can put it on our JMS server or 
send it to other logic, and so we've cleaned up one whole layer of logic. This is kind of a plan, this is not what we're doing right away but 
this is what we're thinking, sort of a future state, if you will. So you're segmenting some of these functions if I'm looking at the colors on 
this slide right, you're segmenting some of the earlier web server functions on to that first stack of AON blades and then segmenting some 
of the web services functions onto that second stack, why, why not throw them all onto one stack of AON blades and have them do all the 
functions? Well, by putting our security out in a more exposed place you're protecting the internal. You could put it all on one but in this 
way we get a little defense and depth and we say okay, let's take the exposed stuff and let's narrow the attack exposure, the possible attack 
vectors through the first layer of AON. And then we'll do the application logic on another layer and that way we can be pretty sure that 
we've gotten rid of a lot of the dross, the 4 million now turns into zero we hope. Or maybe one that can be looked at. Well, there's no 
assurance. As fast as we can move to close up attacks, people think of new attacks. Since all software has bugs, by definition you can bet 
that somewhere in there, there will be an attack vector that nobody's found. Always that's true and so it's always a continual iterative game 
to keep working with the attackers and they get ever-more sophisticated and we get ever-more sophisticated, but that's the nature of my job. 
Of course, the nice thing about that is that instead of having 20 or 40 or 400 different customized applications, each doing security in their 
own way, each of which could have their own particular bugs, you have everything funneled through one particular spot and you can apply 
a change or policy or an upgrade to that one spot relatively quickly. That's exactly right, in fact I have a slide just about that. 

AON POTENTIAL ARCHITECTURE 

So just to highlight, you get your common functions placed with layers, and that's very attractive to us. It's a nice architecture. It's an 
architecture that's fairly open and not very brittle, it's fairly flexible so that you can do a lot of different things. If you need to move 
different protocols through, or if you want to change protocols, we like that. It's fairly flexible and allows us to do a lot of things. 

IMPLEMENTATION CONSISTENCY 

So let's talk about implementation consistency, which you were just mentioning. So most of the exploitable vulnerabilities it turns out, have 
been found in implementations rather than algorithms. If you look at for instance the standard algorithms in encryption for instance, or in 
the cryptography world, most of the big bugs - not when a standard falls - for instance you know, some of the current hashing algorithms 
have begun to break down because people are beginning to be able to find holes in them, in the algorithms themselves. But when we look 
at a big hole, for instance there was a hole in a Wi-Fi security, a wireless security protocol a few years ago and it was in the way that an 
integer was used, it wasn't used properly and they reduced it from whatever the bits were, 56 bits to like only 30 bits of randomness 
because of the way they used the integer. That was an implementation error and that's the sort of thing that you get in the devil's in the 
details in the implementations. So when you get a standard implementation that you're pretty sure is pretty solid, that really, really helps a 
lot to raise the assurance level. What I like to say is you want to do these kinds of tricky services for application developers, not by 
application developers. You want them to be part of the infrastructure. And so of course AON provides exactly that, they are common and 
consistent implementations. That quote, for application developers and not by application developers, “why do you not want to have it done 
by application developers?” Because each one will implement it differently and the more different implementations you have, the more 
likely to, you know, include bugs, so that's the simple answer. The other answer is not every developer is created equally, and some folks 
are better at one thing and better at another thing, and so, and not only that security is not necessarily the most important thing for the 
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developer. They need to meet their security requirements, of course, in order to produce a good product but they also want to meet the 
business requirements precisely and that's what they're focused on. So if you asked them to do this whole security, like validate this digital 
signature, they're going to look around and say where's the library, how much of the depth do I have to go into this and it's going to be kind 
of a side show unless they're really focused on it. So you really want to say no, let's have people who are really focused on it and are going 
to get it right, do it and then AON is completely transparent to the application provider. They just come up and they write something else, 
they put in their order, if you will, for digital signatures. It's not part of their code; they never see it. They just put in their order and say, “by 
the way, we'd like digital signatures”, and here are the digital signatures to match up against. AON provides that. And it just does it and it's 
totally transparent. Awesome, so they can focus on the business application development. Exactly. And not have to worry about security at 
all. Exactly. Just order it off the menu. That's exactly right. Nice. 

SOME OF AON’S SECURITY FUNCTIONS 

So what does AON provide? Digital signatures as I said and I want to point out DSIG here is actually the XML standard by which these are 
done if you're doing XML stuff. Transport level, it does terminate SSL end points so you can do SSL from wherever the other side is, right 
to the blade, or you can terminate it like an SSL blade in the Cat 6K or the host switch or router, either way it doesn't matter. Or you can do 
authentication, it can talk to your basic LDAP stores, your enterprise directory. It can do HTTP basic, but it can also go in and do the SOAP 
enveloped credentials. It handles F509 certificates, as I said it has a PKI built into it. You can do something very like access control lists. I 
don't necessarily want to use that term but it really helps for people who are used to ACLs to think about this, that is a flow, one of these 
policies, if you will, one of these series of steps that says sign it or validate the signature, decrypt it. You can also put in other kinds of 
expressions. So you could say, and by the way if this doesn't meet these requirements send this message to a different place, or send it to 
dev null, that is blackhole it, do something like that. So you can build what amounts logically to access control lists, ACLs. But ACLs 
based on content within the message packet itself. Exactly. Amazing. And of course you can validate the data and the schemas which is a 
security function, that is if you're giving me a bunch of HTTP parameters, or you're giving me a bunch of parameters inside a message 
body inside of an XML, I want to make sure they're right, I want to make sure that one of the URLs that's presented to me in an XML 
document isn't a malicious one that if I execute it I've just executed someone's code, very like a cross site scripting attack. So there are 
URLs in XML documents and the XML parser executes those URLs. So you might want to validate that those are okay before you execute 
them. How does it validate good ones from bad ones? Well, that's logic you have to write. So you have this thing called an XSLT 
expression, and they allow you to do basically Boolean logic on the contents, an XML message and so that's really very handy. So you 
have complete Boolean logic. You can say does it meet this criteria, is it what I expect, is it not what I expect? Okay, so a lot of the URLs 
would be ones from a list of places that you would expect it to be in and if it isn't on that list - Perhaps, let's say, for instance, it was a 
standard, an XML standard, you would expect it to be WS3, for instance. And you would expect it to be some standard organization, IETF 
or whatever, rather than hackyou.com. Gotcha. So you have that ability. I should say that the XML processing on AON is accelerated, so 
that's important to know. There's a daughter card that does the processing, does some of the processing and they've done a lot of work to 
find out which things should be sent to the daughter card and which things should be done in memory, what would make it faster. They've 
done a lot of work in that area, so it is accelerated. 

KEY XML STANDARDS 

So these are the key XML standards that are supported here, WS Sec for signatures and encryption/decryption, and for some authenticators 
and of course there are more standards proposed in this area. It doesn't handle all of these, I just put these up to show that this is an 
emerging area and probably we will expect more as it all emerges. That second group there is just to show you that - There's a lot more a’ 
coming. A lot more a’ coming; these are all standards. Some of them are today and some of them aren't, but nevertheless, they're involved 
in implementing these standards and it's standard implementations. 
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AON IMPLEMENTS MESSAGING STANDARDS 

So how does this all fit together? This is a slide I created a couple of years ago to try and show people how web services actually work. It's 
sort of a protocol at our standard level. The first block there, the WS security SOAP, HTTP TCP/IP, that's a stack. Those are enveloping, 
that is, HTTP is contained in TCP, SOAP is contained in HTTP, WS Security is contained in SOAP. These other standards are really 
adjunct, they're used, they're supported, but they're not really part of the stack, they're not really enveloping in that way. They're just 
ancillary and help you to maybe visually to put it together. 

STANDARDS RELATIONSHIPS 

And if you see now they're used by each other, the arrow points - AON uses all these guys as building blocks into this stack of SOAP 
messages, WS Sec messages, just to give you a sort of visual representation. That is accelerated XML services, AON, handles this XML 
protocol set if you will. 

DIGITAL SIGNATURES (X.509 + DSIG) 

So what about digital signatures? They can be authentication credentials. They can work for non-repudiation, that is you sign a hash of a 
document and if the authentication proves, if the signature is valid, then you can't say I didn't sign it. It can also be used for integrity in the 
sense that if my hashed matches the hash I got, for what I'm expecting, then it must be the same document that was sent. As in all of these 
standards you can do the entire message, or parts of a message, you can envelope it in WS Sec or WS Security. DSIG is a very general 
purpose XML standard and so there's complete support for that in all of its forms. Where would you want to use a digital signature for just 
part of a message and not the entire message? Say, you would send a credit card number. Ah, okay, gotcha. The other thing to think about 
in the service-oriented architecture, it's kind of an interesting question, a very good question. In the sense that in these service-oriented 
architectures, you might have an intermediary. So a lot of times we're thinking of point-to-point but what if you had a business routing 
function and Cisco actually does employ this sort of thing that said oh, I got this message as one standard but really Cisco wants it in a 
different standard. But I can change those two things, and I can send it onto Cisco, because the partner uses it's standard and Cisco uses its 
standard and they're multiple standards. So in a situation like that you might have an intermediary who would grab that message and work 
with it. But what if you said, but actually I don't want you to look or to change the credit card number. Sure, a reasonable request. Right, I 
use a credit card number and of course in a B2B you're not likely to be using that too much, but some similar thing. It's handy; we all 
understand credit cards. You might want to say look at everything but don't look at these things; or look but don't touch and I want to prove 
you didn't touch. In the case of digital signatures that's what you get. If you say don't look, we would actually be using encryption, of 
course. But if you want to say look but don't touch I might sign it and say I want to make sure that's the same one, same credit card number 
that got sent from our partner. But in the meantime you might have to change its place in a document or put it, so I want you to be able to 
handle it and know what it is, but don't dare touch it. So that's why you might do a part of a message. Okay, thank you, it makes sense. 

ENCRYPTION/DECRYPTION 

Encryption/decryption, of course it gives you confidentiality, also integrity, because it's encrypted, obviously it's supposed to not to be able 
to be changed. You can do it at transport, as I said, or in the message. And again, it's the same thing; XSync is a very general purpose 
protocol, not really protocol, standard. So it can do very general purpose kinds of things, different parts, little pieces of the document, or the 
entire document – it depends on how you want to do it. Again, the same situation. 

AUTHENTICATION 

Authentication, you have several different kinds of authenticators, passwords of course, X509 certificates. You can envelope these in 
different ways; you can put it in the HTTP basic which we all know about. SOAP can also envelope these credentials. You can go out to 
the enterprise LDAP and check them, or you can use a digital signature just by itself without the 509 certificate. All of these are 
possibilities with AON, so you have a lot of ways to go, depending upon what you need to do. 
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FLOW SECURITY MECHANISMS 

So I wanted to talk a little bit about the flows now and dig into that a little bit. The flow is basically a policy. I think you used that word. It's 
the series of steps that you want to take on a message once you've identified it as something you want to process. So a flow can validate it, 
it can look at data ranges, you could define rules for defining authorizations, so you could say partner A can look at their order status but 
partner B can change their order status. You can do various things like that. It's a very general purpose mechanism, and that's very 
important because you could even write XML firewall signatures. That functionality does not come out of the box, AON is not today an 
XML firewall but if you think about it there might be applications where you might want to do something like that. So AON validates the 
message, and these are all functions that AON does. Yes. It validates message format, it validates the, okay- Yes, yes, it does these various 
things inside the message, and in fact it's a very general purpose mechanism. So really, there are probably lots of things we haven't thought 
of that you can do that haven't been done yet, because it is very general purpose. It controls message access, message form, routing, and 
various things like that. 

DEEP CONTENT INSPECTION 

So AON delivers deep content inspection, which is really exciting to me. You could build intrusion detection, or even firewall signatures. 
I'm not saying that it is that kind of device, but these signatures are really great, because if you get to a day zero attack, there are times 
when you might say to yourself, I need to protect myself from this attack and you can throw a signature out there very quickly and that way 
close off the attack. But what sort of - in firewalls and IDS systems do defend against attacks, what sort of attack would an AON box be 
able to defend against that a firewall couldn't? Well, something that wasn't related to regular expressions that's generally the way, string 
regular expressions, like you do signatures on most firewalls. So things that aren't related to that, or are more complex. I'm not saying that 
firewall seams just can't be complex, they can be quite complex, all kinds of Boolean logic associated with them but if you had an attack 
that was based on several different pieces of the message, all flowing together, for instance, that allows you to do more complex things 
because XSLT, of course allows you to go into an XML message in any place and string various parts of it together for your expressions 
and stuff, so it's pretty general purpose in that way. So if it's traffic that can come through the firewall because it looks at Layers 1, 2, 3, 4, 
like a regular piece of the transaction but in the message area, in the XML component area it's somehow malicious, then the firewall 
wouldn't see it. Not at all. You might still be able to write a signature for that, but you would probably be stretching the firewall. It's like 
developing in a language that isn't built for something; you're sort of stretching it to do something it doesn't do naturally, whereas AON 
does this very naturally. You have all the tools right there, it's all part of the normal XML tool set that you have and it's accelerated for that 
and so it's pretty easy to put a signature out there that can look at any part of the message or combine several parts of the message or 
combine several messages together, you know across several packets or whatever. So that's one thing about firewalls, is generally they're 
going to look at one packet or several packets and their ability to combine packets at the network level isn't too strong, it's harder for them. 
Whereas here you're really looking at the whole message, so even if it was 5 megs, and it came in x number of - Diced up into packets - on 
the wire, AON looks at it as the whole message. So if there was some malicious code embedded in that message itself, then the firewall 
would have no chance to even see it and an IDS system would have no chance to be able to piece that message together to look at the actual 
interior message. That's exactly right. But AON could. Yes. And then AON could say that matches a particular message that was just put 
into me a few microseconds ago and so boom, I drop that one. Exactly, exactly. So a day zero attack, which is the hardest place because the 
attack is really strong. As we learn about it our tools that develop, our firewalls learn about it, everything gets updates but that day zero, 
those first few hours, when everybody's scrambling if you can do some sort of protection. So instead of following down the application 
code or setting up an authenticator that's been stolen, all these things, you can just put the signature out there on AON and say okay, this 
XML attack is dead, it's not going to get through no matter who the authenticator is, no matter what's happening, any attack that's coming 
through that has this signature won't go through and that's very attractive. So does that ever happen, are there attacks that actually do work 
at the message layer, beyond just the transport layer? Oh, absolutely and of course, to be fair, there are firewalls that protect against this 
sort of thing. I mean, it's not like this is unknown or that AON is totally new in this space, and it's not a firewall, so we want to be really 
clear about that with folks. That we're not saying that AON is a firewall but that you can get these signatures fairly easily deployed if you 
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need firewall capability in a particular instance. So if you had a particular type of attack, an application level attack. Actually, the big 
consulting think tanks in the computer biz have been saying that the application space is the next frontier for attacks. Makes sense. Because 
there's so much - tons of code there, that's where the logic is. And really, that application logic is protecting your back data, and as good or 
as bad as the application logic is, is what's protecting the data from attack. So a classic attack is the SQL injection, which has been known 
for years. That is, the application expects the user to put in some piece of an XML statement and generally speaking, in those - you should 
never do that, by the way. Never do that and most application programmers know that but sometimes it slips by. You could stick in a star, 
and say give me everything in the database. Or some other SQL statement. That does happen, and those vulnerabilities do exist out in the 
world. You could, I mean I don't know if this would be the best way but you certainly could easily take AON and say if there's any such 
input, disallow it. So pre-AON what would we have done if there was a message, or a series of malicious messages coming through, that 
the firewall didn't detect and that the IDS system didn't have a signature for? What would we have done to respond to that kind of attack? 
Well, we might close down an application. Okay, well, that would work. Yes and then ask them to remediate. Ask them to rewrite the 
application itself. Right. And block that kind of stuff. If it was coming in the HTTP header, which is sort of pre-web services, where you 
carry the parameters in HTB, you can do content inspection and content switch. It's a bit expensive but you could if you had an attack, I 
certainly wouldn't stop doing that, if I had an attack that was really doing damage. We do certainly have ways to deal with this, and there 
are firewalls that look more at the application space. SQL Injection is well known in the firewalls that are out there do that. But it's an 
example that we might all understand, so I use that. But there are more sophisticated techniques that could use the message area. Right, one 
of the attacks that's well known in the XML space is the XXE attack. You send a malicious URL, and the XML parser of the application, 
before the application even sees the XML, it will have an XML parser parse it all and it will automatically, many parsers will automatically 
execute that URL. Ouch. Yes, so and URLs are a normal part of an XML message because you have to go out and look at the standard and 
see that it's the right standard and get the schema for that and all of that is part of parsing an XML message, or can be. You don't want to 
turn that off because you'll turn off your ability to parse the message but you also don't want to execute just any old URL. So that's a well-
known attack that exists in many XML parsers. And AON could be a message layer, XML savvy firewall, or even IDS system, looking for 
particular signatures and then saying I will respond in this way to this particular malicious signature, as opposed to all the other ones, which 
I just let through. It could be but I want to be really clear with the audience, it is not today; it doesn't come out of the box. If you need to 
deploy a point flow, a point policy, a point solution for a problem, you certainly - and this is very exciting to me about AON is being able 
to provide that kind of point day zero, for instance functionality. It doesn't come out of the box with that functionality and I want to be 
really clear with our audience that you don't buy AON and then you've got an XML firewall, because it's not that. So it doesn't have a set of 
signatures embedded in it. That's exactly right. But on the other hand today you could walk out of this studio and write or work with the 
AON blade and write the code that would parse a particular URL. Yes, so it has that capability. Yes, absolutely; and in fact it has one other 
capability I want to outline here. You don't have to limit yourself to XML. Oh, cool. AON will take your custom Java code in something 
called a bladelet that you can deploy to the blade and it can parse any kind of a message. It's just Java code. You get all the services that the 
XML parser provides, that the other, that the standard messaging process provides, like validating a signature or decrypting/encrypting, all 
those routing, all of those things are all provided to you as services to your Java code and you write to a certain Java object that they give 
you, and you can write your own Java code, which can have it's own totally unique and custom type of message. Wow, that's amazingly 
powerful. Yes, it is amazingly powerful, it's a very general purpose tool and that's really what I want to highlight here. Time will tell how 
we actually use it and what many ways listeners, viewers will think to use it in ways that we have not even begun to think because it is a 
very general purpose tool, and that's what I really want to highlight here. 

AON COMPONENTS 

So I just want to touch a little bit on the access controls in the development cycle, because that's another piece of the system that's 
important. AON has some roles, some access controls in each of its parts, but as a security person, we're always looking at the whole 
system because of course you can build all the firewall signatures you want but if somebody can get on your AON blade and take it over 
and put their own firewall signatures in place -- You're in a world of hurt. Yes, it doesn't really matter how clever you've been with your 
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own custom bladelets if they can just turn them off. So the access controls need to be good. The entire system, you don't want to be able to 
walk around it, behind it, and the development system is pretty good, because it's modularized. So you can say, my developers can use 
ADS, the AON Design Studio, and they can build policies or flows. My administrators, my network administrators, my AON 
administrators, can use - these would be like web masters basically, your web master people. They can use the AON management console 
and they can deploy the flows and make sure that only they have access to the AON blade, to its message-processing engine. And you can 
have your network administrators be the people who actually get on the switch and say is AON running, is it hardened properly for DMZ 
functionality, all of these various things. All of that is really - each one of those can be segmented, you don't necessarily want those to be 
the same people. At Cisco we use a very self-service kind of development methodology, if you will. Developers have rights to do the things 
they need to do. We've built templates to say these are the sorts of steps that you should take; these are the sorts of steps you can't take 
because a higher level of functionality or access ought to take those steps and so developers can pretty much self-service themselves. And 
we really like that because it means that we don't have to have an army of people building flows for people and yet then they can deploy, 
but we still have control over what actually is getting deployed. Is it what we thought, is it to the blade we thought, is it for the application 
and URLs that we thought it should be, so that there aren't any mistakes there. And yet, those folks don't actually have access to the switch, 
which is our network administrator, so we can tightly control that. So in each of these there are several roles in the two AON components 
here for access and so I wanted to highlight that we find that we have gotten sufficient access control. It's not a hugely developed system, 
but we've got enough that we could do what we needed to do here. By basically segmenting the tools into the two software component 
tools, and then the hardware component and making sure that only restricted groups have access to any one of them, but not any two or 
three of them. Exactly right. That makes sense, as a network guy, I wouldn't want to have access to the two initial management tools. All I 
really want is access to the blade, and as a web master all I would really want is access to the management console; makes sense. Exactly, 
exactly. 

ACCESS CONTROLS 

So you can stage your flows, which is very important. We do a developmental staging and a production stage when we deploy and so 
developers can play around, make all the mistakes and they're not hurting anything in production. We can stage that, we can test it, see that 
it's correct, see that it's what we want to deploy, make sure everybody's happy, do our QoA, and then say okay, you're ready for production. 
Most enterprises do that, it's pretty standard. You can stage that; you can have verification on each one of those. You can have approval 
processes, so you can't deploy until your manager says you can deploy, or whatever, whatever would be the right sort of gates that you need 
to walk through, these can be added, and they're different roles. So it's enough, we found it was enough. It was a good complete set of what 
we needed. 

SUMMARY 

In summary, Cisco's building out its service-oriented architecture, and AON is being piloted by us to play a strong role in that. We're 
excited about it. We think it meets a lot of our needs well, and so we're deploying that and among those are AON security features, which 
we believe it has the stronger architecture. We like being able to put these common functions in our in our network. We think that it gives 
us a combination of Layer 3 and 4, that is ACL-type restrictions, firewall-type restrictions, and Layer 7 plus, that is the message level 
security functions. We like the fact that they're common, they're tested. We like deep content inspection. I haven't thought of everything 
we're going to use for that. And it has reasonable administrative access controls. Very impressive set of features, I'm very impressed. 

SLIDE 42 

Oh, I wanted to say that after viewing this presentation we've had some customers who have asked us, or had questions about some 
different parts of the topics. We've put those questions together and we do have a little bit of time left, so if it's okay with you I would like 
to ask you to answer those questions for our viewers out there. I'd be glad to. Okay, so the first question was what does AON do when it 
finds a security violation? For example, when there's a failed authentication or a digital signature that doesn't validate, what does AON do? 
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Well, the sorts of things it can do, and this has to be part of the flow that you set up, is it can route the message someplace. So you might 
have a URL you use or a device that you use to take all such messages, so you can take a look at them and see the attacks. It could send an 
error back, of course, which is part of the HTTP or SOAP protocols or whatever. It can do all that for you. It will log it. It will say okay, 
I've got this message; it seems to be an error. It could raise an alarm, if you thought it was a strong enough sort of thing. I don't think that's 
a complete set, but that's the sort of things you can do. You could even transform the message, try to correct it. And in cases of certain 
kinds of input validation I might do that. Okay, that's good. I was thinking we would just drop it into the garbage can someplace, but I like 
that, to be able to monitor it, log it, possibly alarm based on it. And certainly to respond back to the rest of the system to let it know that 
there was an error. Well, if you start thinking about security, if it's a new type - if it's an attack you get 4 million of a day, you really can't 
look at it. But if it's a new attack you might very much want to take a look at it. Makes sense. Because that would help you understand, oh, 
they got through that layer, or they didn't. Oh, very good, yes, makes sense to look at the stuff that's succeeded. Or the stuff that's new and 
different, because you might want to check to see if it succeeded someplace else. Oh, okay, thank you, good answer. The stuff that's more 
dangerous, as well. I mean, people will be rattling your doorknobs, that is, trying authenticators all day long. So that's normal. Apparently 
we have brute force dictionary attacks against our websites constantly. Which makes sense, they're easy, they're scripted, they're very easy 
to run. Yes. So, question two; why is AON a good architecture solution? Couldn't you just put two network interfaces into an XML 
gateway and do the same thing as AON? Well, yes and no. The reason we don't like two network interfaces is because then you're 
depending upon the host operating system and the hardening of that host to be your firewall. For instance, if you think about it, you could 
either make the gateway your firewall, which would be in the security sense. So then you have to re-architect, because it means you have to 
set up your network so you can't get around it. Maybe you put it on a VLAN or you put ACLs around it, or you put it on its own segment, 
which is expensive, because IP address space is always very, very constrained. Or you do something else of that nature; but you have to 
think about it architecturally. So in that case, that's fine, but you still have to be sure that that host is well-hardened, because after all, all of 
these operating systems were routers. Before they were routers, ubiquitous routers, Cisco ubiquitous routers, our competitors', there were - 
people used to do routing and still do on these operating systems, they all have that capability. They all have the capability to be firewalls, 
so you have to trust those products and trust that you've done those right. We are a little hesitant to take a third-party server of some kind, 
and trust their hardening without really testing it very, very well; changing architecture; and applying a lot of defense and depth; so we tend 
to shy away from two NICs in a host as a solution. Okay, makes sense. So question 4 - sorry, let's see, let's go on to the next question. 
Good, thank you. How can we be sure that all the relevant traffic will go through the AON blade instead of bypassing it through the 
switch? Well, that's a good question because I just assumed that since it's on the switch all traffic would be going through the AON blade 
anyway. Well, it's not all traffic. You set up rules in the switch about which traffic goes through, but it is part of the general message bus of 
the switch, that message parser. So you choose which traffic. You might choose to have all of your HTTP traffic go through AON. That 
might be a little expensive; or you might choose particular URLs. You set that up, it's part of your configuration. So how do you - so given 
that some traffic can bypass the blade, how do you make sure that all of the relevant traffic does go through? You have to set up your rules 
correct, just like setting up your ACLs correctly. I mean, they're ACLs, they route, they're internal switch ACLs and they route based on the 
conditions in ACL. That is an access control list. Makes sense, yes. So let's see, next question, how does AON allow you to support 
different implementations of the same function? Ah, a very interesting question, because I think the question comes from maybe a little 
misreading of what a service-oriented architecture is. Here's where we get into that different mindset. If you're thinking about integrating 
functions, and at that level, pieces of application logic, or programming logic, then you might say I might have several different 
implementations of that, but really we want to move towards a single source of truth. That is one correct implementation, and you want to 
move up to a service sort of thinking. So you don't really have five ordering tools. You have one ordering tool. You don't really have five 
RMA tools, or return authorization tools – you have one RMA tool. So the service-oriented answer to that question is you wouldn't do it 
that way, but there are some cases where you may have different functionality, if you will. Our network, for instance, does have different 
implementations of the same function. We're not all the way to a perfect SOA - That's absolutely true, a, so you might want to choose based 
on some functionality or some part of the message. Or in terms of authorization, you might have different signatures of your one true 
implementation, they would be different URLs, you might do it that way. But another thing is, in versioning, and I think I mentioned this. 
In versioning, where you want to support legacy versions, you clearly might want to use different - use AON to select which version you 
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would want to send a message to. That would be wonderful, because that way you can increase your new versions without removing your 
old one, and disrupting your business. So AON's ability to look at which version the message needs to be pointed to, and then its ability to 
route it to the right place, in fact allows you to work with multiple versions at one time. Yes, exactly. Okay, and then the last question: Do 
these AON security functions actually terminate the connection, or does the connection continue to flow through AON? Well, it depends 
upon what we mean by a connection. The HTTP is terminated in a very real way, that is, it is AON that becomes a proxy for the 
application. It's transparent. The HTTP connection happens from AON to the application, and from the client to AON. It's transparent, but 
it is, in fact, terminated. SSL is terminated, but in terms of the message, that's a choice you make, do you want to terminate it there? Maybe 
in some ways you do, certainly around the encryption, if you are doing your encryption at AON. Not all cases would you want to do that. 
For instance, with super secret data you may not want to undo your encryption until you get to the consuming logic. So you don't expose it 
in memory. But if you were encrypting/decrypting - Yes, you would terminate that there. You might terminate your digital signature there, 
your hash of the message, various pieces of the message certainly you may terminate there. You might, probably in 90% of the cases you 
want it to be totally transparent to the application, so all it gets is the blank HTTP or XML message, rather than all the rest of the stuff it 
doesn't need to worry about. Why should your application care about HTTP if it's only handling orders. Maybe it gets it as a JMS message, 
and plucks it off a bus. Maybe it has 10 clients where JMS is really handy for that. Okay, so the answer would be it depends on what's 
being terminated and it passes through something. Great, unfortunately that's all the time we have for questions, so we'll to stop there, but 
that was excellent. 

FURTHER AON AND DATA CENTER RESOURCES 

I wanted to direct the viewers out there, if you have any interest in more information about Cisco IT deployments, there's a lot of other 
information about a variety of Cisco products and how it's been deployed in Cisco IT. At the Cisco IT at work website where you can find 
case studies about what we deploy, what benefits we've gained, what lessons we've learned. There's some operational practices, there's a lot 
of presentations, this VoD, of course will be out there as well. You can also, if you go down on the slide a little bit, you'll see a couple of 
links where you can get some more information on AON, and other application based products. Design guides, operational practices, 
several documents, white papers and presentations available on Cisco.com. Below that you'll see a toll-free number where you can call for 
more information or you can place an order, and also, below that you can see a place to order some Cisco resources web from the URL at 
the bottom of the page. 

SLIDE 44 

So I'd like to thank you, all of you for watching, and for spending this time with us. I'd like to thank you for being interested in what the 
global technology seminar series is all about. I really hope that you've enjoyed this show, and I hope that it has helped answer some of your 
questions about application-oriented networking. So that's it, I wanted to thank you for spending the time. And by the way, Brooke, I 
wanted to thank you very much for sharing your knowledge and sharing your enthusiasm. It really made this fun. Well, thank you. Thank 
you for having me on the show, I really appreciate it. This was great.  
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