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DAY 1

Agenda

Network Fundamentals

Transport Layer

Network Layer

Data Link Layer

Physical Layer
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Ethernet and ARP

Configuring and Testing your Network

NETWORK FUNDAMENTALS
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NETWORK FUNDAMENTALS
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Data Networking Role, Components, and 
Challenges

Describe the role of data networking in communications
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Data Networking Role, Components, and 
Challenges

Describe the various 
elements that make up a 
network

–Devices
•These are used to 
communicate with one 
another

–Medium
•This is how the devices 
are connected together

–Messages
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–Messages
•Information that travels 
over the medium

–Rules
•Governs how messages 
flow across network

Data Networking Role, Components, and 
Challenges

Describe the role of converged networks in 
communications

C d k–Converged network
• A type of network that can carry voice, video & data over 
the same network
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Network Architecture Characteristics
Explain four characteristics that are addressed by 
network architecture design

F l l–Fault tolerance
–Scalability
–Quality of service
–Security
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Network Architecture Characteristics
Describe how packet switching helps improve the 
resiliency and fault tolerance of the Internet architecture
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Network Architecture Characteristics
Describe characteristics of the Internet that help it scale 
to meet user demand

Hi hi l–Hierarchical
–Common standards
–Common protocols
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Network Architecture Characteristics
Explain the factors that necessitate Quality of Service 
and the mechanisms necessary to ensure it
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Network Architecture Characteristics
Describe how QoS mechanisms work to ensure quality 
of service for applications that require it.
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Network Architecture Characteristics
Describe how to select the appropriate QoS strategy for 
a given type of traffic
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Network Architecture Characteristics
Describe why networks must be secure
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Network Architecture Characteristics
Describe basic measures to secure data networks

–Ensure confidentiality through use of
•User authentication
•Data encryption

–Maintain communication integrity through use of
•Digital signatures

–Ensure availability through use of
•Firewalls
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•Redundant network
architecture
•Hardware without a single 
point of failure

Network Structure
Define the elements of communication

–3 common elements of communication
• message source
• the channel
• message destination

16© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Define a network
data or information networks capable of carrying many different 
types of communications
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Network Structure
Define network media and criteria for making a network 
media choice

N k diNetwork media
this is the channel over which a message travels
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Network Types
Define Local Area Networks (LANs)

- A network serving a home, building or campus is considered a 
Local Area Network (LAN)Local Area Network (LAN)
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Network Types
Define Wide Area Networks (WANs)

- LANs separated by geographic distance are connected by a 
network known as a Wide Area Network (WAN)network known as a Wide Area Network (WAN)
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Network Types
Define the Internet

The internet is defined as a
global mesh of interconnected networks
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Network Types
Describe network representations
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Function of Protocol in Network 
Communication

Define different protocols and how they interact
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Layers with TCP/IP and OSI Model
Describe TCP/IP Mode

23© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Layers with TCP/IP and OSI Model
Describe the Communication Process
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Layers with TCP/IP and OSI Model
Explain protocol data units (PDU) and encapsulation
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Layers with TCP/IP and OSI Model
Describe the process of sending and receiving 
messages
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Layers with TCP/IP and OSI Model
Explain protocol and 
reference models

A protocol modelA protocol model 
provides a model that 
closely matches the 
structure of a particular 
protocol suite.

A reference model 
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provides a common 
reference for 
maintaining 
consistency within all 
types of network 
protocols and services.

Layers with TCP/IP and OSI Model
Define OSI
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Layers with TCP/IP and OSI Model
Compare OSI and TCP/IP model
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Addressing and Naming Schemes
Explain how labels in encapsulation headers are used 
to manage communication in data networks 
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Addressing and Naming Schemes
Describe examples of Ethernet MAC Addresses, IP 
Addresses, and TCP/UDP Port numbers
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Addressing and Naming Schemes
Explain how labels in encapsulation headers are used 
to manage communication in data networks
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Addressing and Naming Schemes
Describe how information in the encapsulation header 
is used to identify the source and destination processes 
for data communicationfor data communication

33© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

TRANSPORT LAYER
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TRANSPORT LAYER

Transport Layer Role and Services
Supporting Reliable Communication
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Transport Layer Role and Services
Identify the basic characteristics of the UDP and TCP 
protocols
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Transport Layer Role and Services
Identify how a port number is represented and describe 
the role port numbers play in the TCP and UDP 
protocolsprotocols.
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Transport Layer Role and Services
Describe the role of segments in the transport layer and 
the two principle ways segments can be marked for 
reassemblyreassembly.
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Application and Operation of TCP Mechanisms
Trace the steps that show how the TCP reliability 
mechanism works as part of a session 
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Application and Operation of TCP Mechanisms
Describe the role of port numbers in establishing TCP 
sessions  and directing segments to server process
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Application and Operation of TCP Mechanisms
Trace the steps in the handshake in the establishment 
of TCP sessions 
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Application and Operation of TCP Mechanisms
Trace the steps in the handshake in the termination of 
TCP sessions 
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Managing TCP Sessions
Describe how TCP sequence numbers are used to 
reconstruct the data stream with segments placed in 
the correct orderthe correct order 
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Managing TCP Sessions
Trace the steps used by the TCP protocol in which 
sequence numbers and acknowledgement numbers are 
used to manage exchanges in a conversationused to manage exchanges in a conversation 
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Managing TCP Sessions
Describe the mechanisms in TCP that manage the 
interrelationship between window size, data loss and 
congestion during a sessioncongestion during a session 
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UDP Protocol
Describe the characteristics of the UDP protocol and 
the types of communication for which it is best suited 
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UDP Protocol
Describe in detail the process specified by the UDP 
protocol to reassemble PDUs at the destination device 
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UDP Protocol
Describe how servers use port numbers to identify a 
specified application layer process and direct segments 
to the proper service or applicationto the proper service or application 
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UDP Protocol
Trace the steps as the UDP protocol and port numbers 
are utilized in client-server communication.
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NETWORK LAYER
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NETWORK LAYER

Network Layer Protocols and Internet Protocol 
(IP)

Define the basic role of the Network Layer in data 
networks
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Network Layer Protocols and Internet Protocol 
(IP)

Identify the basic characteristics and the role of the 
IPv4 protocol
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Network Layer Protocols and Internet Protocol 
(IP)

Describe the implications for the use of the IP protocol 
as it is considered an unreliable protocol
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Network Layer Protocols and Internet Protocol 
(IP)

Describe the implications for the use of the IP as it is 
media independent
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Network Layer Protocols and Internet Protocol 
(IP)

Describe the role of framing in the Transport Layer and 
explain that segments are encapsulated as packets
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Network Layer Protocols and Internet Protocol 
(IP)

Identify the major header fields in the IPv4 protocol and 
describe each field's role in transporting packets
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Grouping Devices into Networks and 
Hierarchical Addressing

List several ways in which dividing a large network can 
increase network performance
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Grouping Devices into Networks and 
Hierarchical Addressing

Describe the purpose of further subdividing networks 
into smaller networks
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Fundamentals of Routes, Next Hop Addresses 
and Packet Forwarding

Describe the role of an intermediary gateway device in 
allowing devices to communicate across sub-divided 
networksnetworks
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Fundamentals of Routes, Next Hop Addresses 
and Packet Forwarding

Describe the purpose and use of the destination 
network in a route
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Fundamentals of Routes, Next Hop Addresses 
and Packet Forwarding

Trace the steps of several IP packets as they are 
routed through several gateways from devices on one 
sub network to devices on other sub networkssub network to devices on other sub networks

61© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

ADDRESSING THE NETWORK
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ADDRESSING THE NETWORK 
– IPV4

IP Addressing Structure
Describe the general role of 8-bit binary in network 
addressing and convert 8-bit binary to decimal
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Classify and Define IPv4 Addresses
Name the three types of addresses in the network and 
describe the purpose of each type
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Classify and Define IPv4 Addresses
Determine the network, broadcast and host addresses 
for a given address and prefix combination
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Classify and Define IPv4 Addresses
Name the three types of communication in the Network 
Layer and describe the characteristics of each type
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Classify and Define IPv4 Addresses
Define public address and private address
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Classify and Define IPv4 Addresses
Describe the purpose of several special addresses
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Classify and Define IPv4 Addresses
Identify the historic method for assigning addresses 
and the issues associated with the method
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Assigning Addresses
Explain which types of addresses should be assigned 
to devices other than end user devices
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Determine the network portion of the host 
address and the role of the subnet mask 

Describe how the subnet mask is used to create and 
specify the network and host portions of an IP address
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Determine the network portion of the host 
address and the role of the subnet mask 

Use the subnet mask and ANDing process to extract 
the network address from the IP address.
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Determine the network portion of the host 
address and the role of the subnet mask 

Use ANDing logic to determine an outcome.
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Determine the network portion of the host 
address and the role of the subnet mask 

Observe the steps in the ANDing of an IPv4 host 
address and subnet mask
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Calculating Addresses 
Use the subnet mask to divide a network into smaller 
networks and describe the implications of dividing 
networks for network plannersnetworks for network planners
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Calculating Addresses 
Extract network addresses from host addresses using 
the subnet mask
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Calculating Addresses 
Calculate the number of hosts in a network range given 
an address and subnet mask
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Calculating Addresses 
Given a subnet address and subnet mask, calculate the 
network address, host addresses and broadcast 
addressaddress
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Calculating Addresses 
Given a pool of addresses and masks, assign a host 
parameter with address, mask and gateway
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Calculating Addresses 
Given a diagram of a multi-layered network, address 
range, number of hosts in each network and the ranges 
for each network create a network scheme thatfor each network, create a network scheme that 
assigns addressing ranges to each network
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Testing the Network Layer 
Describe the general purpose of the ping command, 
trace the steps of its operation in a network, and use 
the ping command to determine if the IP protocol isthe ping command to determine if the IP protocol is 
operational on a local host
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Testing the Network Layer 
Use ping to verify that a local host can communicate 
with a gateway across a local area network
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Testing the Network Layer 
Use ping to verify that a local host can communicate via 
a gateway to a device in remote network
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Testing the Network Layer 
Use tracert/traceroute to observe the path between two 
devices as they communicate and trace the steps of 
tracert/traceroute's operationtracert/traceroute s operation
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Testing the Network Layer 
Describe the role of ICMP in the TCP/IP suite and its 
impact on the IP protocol
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DATA LINK LAYER
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DATA LINK LAYER

Data Link Layer – Accessing the Media
Describe the service the Data Link Layer provides as it 
prepares communication for transmission on specific 
mediamedia
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Data Link Layer – Accessing the Media
Describe why Data Link layer protocols are required to 
control media access
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Data Link Layer – Accessing the Media
Describe the role of framing in preparing a packet for 
transmission on a given media
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Data Link Layer – Accessing the Media
Describe the role the Data Link layer plays in linking the 
software and hardware layers
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Data Link Layer – Accessing the Media
Identify several sources for the protocols and standards 
used by the Data Link layer
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Media Access Control Techniques
Identify two media access control methods for shared 
media and the basic characteristics of each

92© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public



24

Media access control addressing and framing 
data

Describe the role of the frame header in the Data Link 
layer and identify the fields commonly found in 
protocols specifying the header structureprotocols specifying the header structure
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Media access control addressing and framing 
data

Describe the importance of the trailer in the Data Link 
layer and its implications for use on Ethernet, a "non-
reliable" mediareliable  media
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PHYSICAL LAYER
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PHYSICAL LAYER

Physical Layer Protocols & Services
Describe the role of bits in representing a frame as it is 
transported across the local media.
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Physical Layer Protocols & Services
Describe the role of signaling in the physical media.
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Physical Layer Protocols & Services
Distinguish who establishes and maintains standards 
for the Physical layers compared to those for the other 
layers of the networklayers of the network
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Characteristics & Uses of Network Media 
Identify several media characteristics defined by 
Physical layer standards.
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ETHERNET AND ARP
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ETHERNET AND ARP
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Physical and Data Link Features of Ethernet
Standards and Implementation
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Physical and Data Link Features of Ethernet
Describe how the Ethernet operates across two layers 
of the OSI model
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Function and Characteristics of the Media 
Access Control Method

Carrier Sense Multiple Access with Collision Detection

103© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Function and Characteristics of the Media 
Access Control Method

Ethernet Timing
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Layer 2 addressing and its Impact on Network 
Operation and Performance

The Frame – Encapsulating the Packet
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Layer 2 addressing and its Impact on Network 
Operation and Performance

Another Layer of Addressing
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Layer 2 addressing and its Impact on Network 
Operation and Performance

Ethernet Unicast, Multicast and Broadcast
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Compare and Contrast the Use of Ethernet 
Switches versus Hubs in a LAN.

Ethernet – Using Switches
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Compare and Contrast the Use of Ethernet 
Switches versus Hubs in a LAN.

Describe how a switch can eliminate collisions, 
backoffs and re- transmissions, the leading factors in 
reduced throughput on a hub based Ethernet networkreduced throughput on a hub-based Ethernet network
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Explain the Address Resolution Protocol 
(ARP) process.

Mapping IP to MAC Addresses
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Explain the Address Resolution Protocol 
(ARP) process.

ARP – Destinations Outside the Local Network
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Explain the Address Resolution Protocol 
(ARP) process.

ARP – Removing Address Mappings
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Explain the Address Resolution Protocol 
(ARP) process.

ARP Broadcasts - Issues
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CONFIGURING AND TESTING
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CONFIGURING AND TESTING 
YOUR NETWORK (PACKET TRACER)
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