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NETWORK FUNDAMENTALS
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Data Networklng Role Components and
Challenges

= Describe the role of data networking in communications

atfuan]ns

CISCco

Challenges

= Describe the various
elements that make up a
network

—Devices

*These are used to
communicate with one
another

—Medium
*This is how the devices

Data Networklng Role Components and

E'\
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mssam [Rutes )
Compu =
Medium Nelwotk Rula

| Agrasmant
Devices | Standard

Message

Talephcna

Metworks B — Ruls
are connected together Devices ZOTERE
—Messages
. Me: e
-Information that travels N':::ﬁ m“’ RERVEED,
over the medium Medium | Rule
—Rules Davias Mmm

| Standard

*Governs how messages
flow across network
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Data Networking Role Components, and

Challenges

= Describe the role of converged networks in
communications

—Converged network

atfuan]ns ‘ ' . . - .ﬁ ——

Cisco L |"a.--.coNe‘t{\a.'m'kingﬂﬂdemy‘
Network Architecture Characteristics

= Explain four characteristics that are addressed by
network architecture design

—Fault tolerance 4
« A type of network that can carry voice, video & data over —Scalability ( lnw"o!)
the same network —Quality of service s
—Security

Racundant connactions alc for
et puli 4 devee of
Yk all. Tho usar expariance i
sitgeed.
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Network Architecture Characteristics
= Describe how packet switching helps improve the
resiliency and fault tolerance of the Internet architecture

Packet Switching in a Data Network

Many paths may be
used for a single
communication as
individual packets
are routed to a

destination.

Prior to transmission,
each communication is
broken into packets
which are addressed
and

Internet At the destination,

packets may be
| reassembled into order
according to their
sequence number.

Destination | Sequence
address | Numbar

alvara _ . . . 'E —
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Network Architecture Characteristics

= Describe characteristics of the Internet that help it scale
to meet user demand

—Hierarchical
—Common standards
—Common protocols
Internet Structure - A Network of Networks

Tier-118P | Tir218P

CISCco
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Network Architecture Characteristics

= Explain the factors that necessitate Quality of Service
and the mechanisms necessary to ensure it

Using Queues to Prioritize Communication

]

| e, st Pighae petorty commurication
| has a greatel percentage of the packels.

L LD
-

Link 1o Network e

Page

Queuing according to data type enables volee data to have priority over transaction data,
which has priority over web data.

CISCco

=
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Network Architecture Characteristics

= Describe how QoS mechanisms work to ensure quality
of service for applications that require it.

Converged Networks

All traffic is NOT alike
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Network Architecture Characteristics

= Describe how to select the appropriate QoS strategy for
a given type of traffic

Quality of Service Matters

Communication Type Without QoS With QoS

- &b &b

Choppy picture starts and stops.  Cloar, continuous sarvice.

Vital Transactions Time 1 Frice Time  : Frice
03:14:08  $1.54 02:14:04 $1.52
Just one second earier. Tha price may be betier.
Denwrdciting wols pages (often lower e
[ 7] [ ]
T L
Web pages arthve a bit later... But the end result is.
Identical.

atfuan]ns
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Network Architecture Characteristics
= Describe basic measures to secure data networks
—Ensure confidentiality through use of

*User authentication
*Data encryption

—Maintain communication integrity through use of
+Digital signatures

—Ensure availability through use of
*Firewalls ieatity - et
*Redundant network
architecture
*Hardware without a single

point of failure

wlialn _. . ; @ —
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Network Architecture Characteristics
= Describe why networks must be secure

Unauthorized Transactions
TYour st
\First P— raamn, s
ank STATENENT

sl . J Q"JI _9'_-_-
cisco : . L Cise Networking Agademy’

54 |
Network Structure
= Define the elements of communication
-3 common elements of communication

. message source
. the channel
. message destination

E Meunage

_ Mevszs S
Feee Pl Emoe b T b Tz - e Decoon b s

Py~

= Define a network

data or information networks capable of carrying many different
types of communications
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Network Structure

= Define network media and criteria for making a network
media choice

Network media
this is the channel over which a message travels

HNetwork Media
% -
1“’0’ -, Fiber Optics

o 7
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Network Types
= Define Wide Area Networks (WANS)

- LANSs separated by geographic distance are connected by a
network known as a Wide Area Network (WAN)

N
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Network Types
= Define Local Area Networks (LANS)

- A network serving a home, building or campus is considered a
Local Area Network (LAN)

s A - '_._-'
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Network Types
= Define the Internet
The internet is defined as a
global mesh of interconnected networks
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Network Types

= Describe network representations

Commen Data Network Symbels

ﬁ Router ' Firewall
E At "" .” IP Phone
ﬁ LAN Hub @I wircless Access Point

Wireless Router
Server

WAN Media

g Desktop Computer —_ LAN Media
QO0NCOC000000
B i

D I ' =N
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Function of Protoc'ol in Network
Communication

= Define different protocols and how they interact

Protocol Stack
Web
Server

Hypertext Tranfer Protocol (HTTP)

Transmission Control Protocol (TCP)

Internet Protocol (IP)

Ethernet

¥—Y
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Layers with TCP/IP and OSI Model
= Describe TCP/IP Mode

TCP/P Model

Pl Rep ts data to the user plus
and dialog I

T Supports ication bety di
P devices acroes di i

Internet Determines the best path through the network.
Network Controls the hardware devices and
Access media that make up the network.

=
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Layers with TCP/IP and OSI Model

= Describe the Communication Process

TCPIIP model TCPIIP model
[ #eplication ) [ Application ]
[ transpot ] [ Transport ]
[ Internet ][ Intermet ]
[ metwork Access | [ Wetwork Access |
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Layers with TCP/IP and OSI Model Layers with TCP/IP and OSI Model

= Explain protocol data units (PDU) and encapsulation = Describe the process of sending and receiving
messages

Protecol Operation of Sending and Receiving a Message

. = Passi
b Esmail Data. | Dats. ﬁ""n" Protocol Encapsulation Terms
==
TEPAP smodel i B
| puche
Frama | Hetwork Frame | Frame medium IP Packet
headar | headar o | hesdee | | deprmdent) | . Foepresents data te the wser phes
' e ! ancoding and dulog control
1100010186001011D8501069010101601 B
. Supgarts communieation between diverse
r devices scrmes divarss etk Web Web
g /_\-3 server Client
[T v i
|
. Controts the hardwars devices asd
media that make up the network.
25 26

s -, f—
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Layers with TCP/IP and OSI Model Layers with TCP/IP and OSI Model

= Explain protocol and At i = Define OSI
reference models Network diagrams depict actual devices in

their relationships.
A protocol model

provides a model that ‘
closely matches the | & |

4

structure of a particular oy - TPt o . 5Sesson )
rotocol suite.
p Application e
Application | - 1ranspo J
Presentation
A reference model Anetworking modsi 15 only 3 — (A Network |
representation of netwerk m |

provides a common
reference for
maintaining
consistency within all
types of network
protocols and services.

operation, The medel is not the =
Teatpeiy actual network. l Internet ' P Data Link

Network Access
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Layers with TCP/IP and OSI Model
= Compare OSI and TCP/IP model

051 Model

TCP/IP Model

| 7. Application I
6. Presentation
| 5. Session |

Application

4. Transport ] [

Transport

l
=0 |

Internet

| 2. Data Link I

MNetwork

Access
| 1. Physical |

The key p are in the Ti port and b K layers.

| Cistl Nem.ra'king“adem)’

Addressing and Naming Schemes
= Describe examples of Ethernet MAC Addresses, IP
Addresses, and TCP/UDP Port numbers

Addressing the PDU

" pesT SOURCE

DESTINATION | SOURCE DATA
DEVICE DEVICE
ADDRESS ADDRESS

N
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Addressing and Naming Schemes
= Explain how labels in encapsulation headers are used
to manage communication in data networks

D [ ) ) el
Y v Y Y

Timing and and and D and A tion Data

Synchronization Source Physical ‘Source Logical Source Process

Bits Addresses Network Number (ports)

| Cisel Netwiorking Agademy

Addressing and Naming Schemes
= Explain how labels in encapsulation headers are used
to manage communication in data networks

Protocol Data Unit (PDU)

Destination Source
o Data
Addrass Address. Address. Addeess

The Protocol Data Unit header also contains the network address.,
209.165.200.230

_.209.165.202.145 209.165.202.430
209.465.200.226 ’

Source end
device
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Addressing and Naming Schemes

= Describe how information in the encapsulation header
is used to identify the source and destination processes
for data communication

At the end device, the service port number directs the data to the correct conversation.

Service:
Terminal
Session

q E9—
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Transport Layer Role and Services
= Supporting Reliable Communication

Transport Layer Protocels

TCPAP Model
+ 1P Telephony + SMTPIPOP (Emal)
. Video Dal Moo .+ HTTP
[ Applcation
Required Protocol Fowaton]
Properties Required Protocol
+ Fast Session Properties
L e — sl
+ Does not require I Transport ‘l_" Transport } = a
+ Resond lost data

|

* Does not resend lost [ r . ] « Dellvers data In
data order sent

+ Delivers data as it Data Link -
amives
Physical Network Access

choose the Transport Layer protocol based on the nature
of the application.

s q E ._._' b |
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TRANSPORT LAYER
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Transport Layer Role and Services
= |dentify the basic characteristics of the UDP and TCP
protocols

TEP and UDP Headers

TCP SEGMENT & HEADER FIELDS

Bit 15 Bit 16
Seawes Podt (16) Destination Port (16)
Saquence Number (37) T
Header Lengih (4] Reserved (5] Code 825 (6} Window (16) B:'"
Checksum (18] Urgent (18}
Options (0 o 32 If any)
APPLICATION LAYER DATA SEGMENT (Size varies)

UDP SEGMENT & HEADER FIELDS

Bit(0) Bit (15) Bit {16) Bit (31)
Source Port (16) Dustination Port (16}
Langth (16) Chacksten (16) B Bytes

APPLICATION LAYER DATA SEGMENT (Size varles)
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Transport Layer Role and Services
= ldentify how a port number is represented and describe
the role port numbers play in the TCP and UDP

protocols.
Port Addressing
_.--"A"‘--_

To:

From: megexample.com

Subject Ema 2]

Applications »  Electronic Mal HTML Page Internet Chat
Protocols
Port Numbers A Y A A
POPY HTTP -

Appiication Applicaton Application
o= "= e e R

> 110

2
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Application and Operation of TCP Mechanisms
= Trace the steps that show how the TCP reliability
mechanism works as part of a session

TCP Segment Header Fields

Bito 15 3
Source Port Number [ Destination Port Number
Sequence Number
‘Acknowledgement Number
H.Length (Reserved) Flags Window Size
TCP Checksum Urgent Pointer
Options (if any)
Data.....

The fields of the TCP header enable TCP to provide connection-oriented, reliable data
communications.

N
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Transport Layer Role and Services
= Describe the role of segments in the transport layer and
the two principle ways segments can be marked for

Y. Transport Layer Functions
[ APPLICATION LAYER DATA
Tha Transport layer
divides the data ko | Plece 1 | Plece 2 | Piece 1
pieces and acds & I
Iowacier for delivery ower e
e etwork UDP Datagram or CP Segmant
T r T 1
Hoader Ploce 1 | Haader | Piaca 1
Hesder | Plece2 Haader | Pice 2 |
Moador Placed | Haader | Phace 3 |
A A
‘JCPHMNWM'&‘
Seurce & destination [ports)
LIOP Header provides for: +  Sequencing for sama order delvary
* Source and destination *  Acknowledgoment of received
Iports) nagments
* Flow control and congestion
managemant

cisco e | | Cisel Netwiorking Agademy

Application and Operation of TCP Mechanisms
= Describe the role of port numbers in establishing TCP
sessions and directing segments to server process

Clients Sending TCP Requests

HTTP response: Sm'ef SMTP Response:
Seuree Port 80 Source Port 25 .
Destination Port 49152 Destination Port 51 152
HTTP: PQNN
1 lient
C!rfent SMTP: Port 25 c ient 2
Client requests to TCP
server

HTTP Reonest = SMTP Reqnesl
Source Port: 49152 Server response to TCP clients use Source Port: 51152
Destination Port: 80 random port numbers as the ‘Destination Port: 25

destination port.

40

10
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Application and Operation of TCP Mechanisms
= Trace the steps in the handshake in the establishment
of TCP sessions

kb TCePe tion Establish t and Termination
A B

= <

@ Send FIN
\ FIN received
|« | sendAcK @
ACK received
Send FIN @
FIN received " |
@ Send ACK[——__ |
ACK received

41
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Managing TCP Sessions
= Describe how TCP sequence numbers are used to

reconstruct the data stream with segments placed in
the correct order

TCP Segments Are Re-Ordered at the Destination

Different segments may
take different routes.

=4

Segment 1 Segment1  TCPre-  Segmentd
—™ wrders the
Segment2 Havingtaken  Segment2 goomenis | Segment2
different to the
Data is Segment 3 routes to the Segment & Segment 3

iginal
divided into destination, ‘:r‘\:‘:
segments.  Segment 4 segements Segment 5 Segment 4
Segment 5 ‘":"r‘d‘::' °f | Segmentd Segment 5
L ~— Segment & Segment 3

43
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Application and Operation of TCP Mechanisms
= Trace the steps in the handshake in the termination of
TCP sessions

TCPC tion Establist t and Termination
ﬁ ﬁ
Session ‘
Terminated

42

vl . . % ——
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Managing TCP Sessions

= Trace the steps used by the TCP protocol in which
sequence numbers and acknowledgement numbers are
used to manage exchanges in a conversation

Acknowledgement of TCP Segments.

Source Port | | A -
| Port Number | Numbers
I received 10 bytes
Start with byte #1, starting with byte #1.
1 am sending 10 bytes. 1 expect byte #11 next.
i b
g : : : g
Scurcs  Des.  Seq  Ack
il e 10 bytee
1028 ng!.— —  Source Des. Sk Ack
Source Des.  Seq  Ack - “"“".
wn | B | N - —
Il - more bytes starting
with Erybe #11

44

11
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Managing TCP Sessions

= Describe the mechanisms in TCP that manage the
interrelationship between window size, data loss and
congestion during a session

TEP Congestion and Flow Control

Sender \Window size = 3000 Receiver
1
L 1 9 byboe I Receltve 1501 - 3000
Soquence mumber 1501 ———— ot O Receiva 1501 - 3000
Receive Acknowledge = Acknowledgement number 3001
1500 bylos: Segment 3 i los! because of
Bog o0 x" corgestion at the feceiver,

1500 brytos
Bequence rUmber 4501 == Receive 4501 - 6000

Recatve Acknowlodge =€ Acknowlsdgament number 3001
Window sizo = 1500

If segments are lost because of congestion, the Receiver will
ige the last received segment and reply
with a reduced window size.

45

N
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UDP Protocol

= Describe the characteristics of the UDP protocol and
the types of communication for which it is best suited

UDP Low Overhead Data Transport

88

—

\

Data

UDP does not establish a
tion before ding data.

46
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UDP Protocol
= Describe in detail the process specified by the UDP
protocol to reassemble PDUs at the destination device
L UDP: Connectionless and Unreliable

Different datagrams may
take different routes.

- Datagram 1 Datagram 1 Out of order
Data —_— datagrams are
Datagram 2 Having taken Datagram2 . not re-ordered.
differant
Data s Datagram 3 routes to the Elsgmny
divided into Y destination, 2 Lost
datagrams. are not re-sent.
Datagram 5§ am::d:._‘ o Datagram 4
Datagram &

47
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UDP Protocol

= Describe how servers use port numbers to identify a
specified application layer process and direct segments
to the proper service or application

UDP Server Listening for Requests

Server

Client 1

Server Applications

Client DNS requests will be
received on Port 53,

Client RADIUS requests will be
received on Port 1812,

Client requests to servers have well known ports numbers as the destination port.

48

12
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= Trace the steps as the UDP protocol and port numbers
are utilized in client-server communication.

Clients Sending UDP Requests

Server DNS resoonse: Server

| SourcePorts3 |
Destination Port 4#352'

_Server RADIUS Response:
L Source Port1812 |
I:‘)fsti“natian Port 51152

DNS: Port 53 Client 2
g RADIUS: Port 1812 g

Server response to UDP clients use well known port

numbers as the source port.

Client 1 waiting for
server DNS response
on Port 49152

Client 2 waiting for server
RADIUS response
on Port 51152

e

atfuan]ns
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NETWORK LAYER

49
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Network Layer Protocols and Internet Protocol
(IP)
= Define the basic role of the Network Layer in data
networks

The Network Layer

Application I As we communicate our data...
Presentation
E Our devices use the
R Transport layer to
oot J— cons et
Nt o |
Network e And the Network layer

Data Link | T enables devices to reach
each other!
Physical I

Routers connected to
each other

mEaEE

-

AR

Network Layer Protocols and Internet Protocol
(IP)
= |dentify the basic characteristics and the role of the

IPv4 protocol

TCPIP

Packel Packel

TCP Wlll'l!!l'lb I
NETWORK LAYER

\

IP Packets flow through the internetwork.

G =No tion is before ding data packets.

= Best Effort (; i ) - No is used to packet delivery.

* Media Independent - Operates independently of the medium carrying the data,

13
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Network Layer Protocols and Internet Protocol
(IP)
= Describe the implications for the use of the IP protocol

as it is considered an unreliable protocol
Bast Effort

IPPacket| |

IP Packet |

Packets are routed through the Some packets may be
network quickly. lost enroute.

As an unreliable Network layer protocol, IP does not guarantee
that all sent packets will be received.

Other protocols manage the process of tracking packets and
ensuring their delivery.

s i ? —
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Network Layer Protocols and Internet Protocol
(IP)

= Describe the role of framing in the Transport Layer and
explain that segments are encapsulated as packets
Generating IP Packets

= Segment
Tranaport Layar Header Data
Metwork Layer Encapsulation IP Header Transport Layer PDU
| & L —
IP Packet

In TCP/IP based networks, the Network layer PDU is the IP packet.

s ) | ., f—
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Network Layer Protocols and Internet Protocol

(IP)

= Describe the implications for the use of the IP as it is
media independent

Media Independence

B Packe *
IP Backet \\copp.r Ethemat
\

copper serial

IP packets can travel over different media.

s i ? —
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Network Layer Protocols and Internet Protocol
(IP)

= |dentify the major header fields in the IPv4 protocol and
describe each field's role in transporting packets

IPv4 Packet Header Fields

14
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Grouping Devices into Networks and

Hierarchical Addressing

= List several ways in which dividing a large network can
increase network performance

Replacing the middle switch with a router creates 2 IP subnets, hence, 2 distinct broadcast
domains. All devices are ted but local are

atfuan]ns
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Fundamentals of Routes Next Hop Addresses
and Packet Forwarding
= Describe the role of an intermediary gateway device in

allowing devices to communicate across sub-divided
networks

Enable ications between

1 only know the addresses of the
devices in my network.

111 don't know the address of
the destination device, | send
the packet to the gateway
address by default.
Gateway
19218821124

Gateway 152.168.3.1/24

192.168.2.39724

Network 192.168.2.0/24 MNetwork 192.168.3.0/24

N
rlclalslélt;‘ ¥ : y b con\.-'akmgﬂ,ﬂdem\f
Grouping Dewces into Networks and

Hierarchical Addressing
= Describe the purpose of further subdividing networks
into smaller networks

Hierarchical IPv4 Address

-— 32 bits _

Host Portion |

- — B bits —_— - B bits. —» =— Bbits — B bits. —

{Octet) (Octet) (Octet) (Octet)

[ w2 ] 168 K 18 B 57 |
Network Host

i /

Complete IPvd Address

atfuan]ns
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Fundamentals of Routes Next Hop Addresses
and Packet Forwarding
= Describe the purpose and use of the destination

network in a route

Confirming the Gateway and Route

Network 10.1.1.0024

19216821124  192.168.2.2124

Local Router ﬁ" i N Remote Router

A

b

Network 10.1.2.0024

10.0.0.0/24 is subnatted, 2 subnets
0 [120/1] via 1%2.168.2.2, 00:00:08, FastEthernet0/0

R 10.1.2.0 [120/1] via 152.168.2.2, 00:00:08, FastEthernetd/0

192.168.1.0/24 is directly connected, FastEthernet0/o

a

This is the routing table output of Local Router when the “show ip route” is
Issued.

The next hop for networks 10.1.1.0024 and 10.1.2.0/24 from Local Router is
192.168.2.2.

15
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Fundamentals of Routes, Next Ho

and Packet Forwarding

= Trace the steps of several IP packets as they are
routed through several gateways from devices on one
sub network to devices on other sub networks

Route Entry Exists

ADDRESSING THE NETWORK
s — IPV4

1. The router removes the Layer 2 encapsulation n P
2. Router extracts the destination IP address

3. Router checks the routing table for a match

4. Network 10.1.2.0 is found in the routing table

5. Router re-encapsulates the packet

6. Packet is sent to Network 10.1.2.0

atfuan]ns - =

atfuan]ns - =
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IP Addressing Structure Classify and Define IPv4 Addresses
= Describe the general role of 8-bit binary in network = Name the three types of addresses in the network and
addressing and convert 8-bit binary to decimal describe the purpose of each type
IPv4 Addresses Address Types
Network Host
.- b 10 L] (1] )
00001010 0000000 0000000
) X 10 0 0
192 ; 168 : 10 : 1 11111111 0000000 0000000
11000000 11000000 11000000 11000000 . " 10 0 0
00001010 ooooooo ooo0o000

The computer using this IP address is on network
192.168.10.0.
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Classify and Define IPv4 Addresses
= Determine the network, broadcast and host addresses
for a given address and prefix combination

Given address/prefix of  183.26.103.215 /30

For each row, enter the values ..

Enter LAST octet in Enter LAST octet in Enter full address in
binary decimal
Network
Broadcast
First Usable Host Address -
Last Usable Host
s

™

atfuan]ns

cisco ) %4  Cisel Netwiorking Agademy

Classify and Define IPv4 Addresses
= Define public address and private address

Private Addresses used in Networks without NAT

Internat
Isp P3
5P 2 172.16.0.0
5 - —: Private Net

- 4

1982.168.1.0
Private Net

I 172.16.0.4

72.16.0.3

172.46.01

1721602

N
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Classify and Define IPv4 Addresses
= Name the three types of communication in the Network
Layer and describe the characteristics of each type

Limited Brosdeast

Source: 1721841
Dwnsimation: 755.345.288.393

Multicast Transmission

Source: 1721841
Unicast Transmission Dastination: 224.10.10.5
Source: 1721841
Densnation: 172104353

zIaY

72164253

1168281
wzman
ATZABAN

ATLINAD v S——
AEERTYE] 1THie42 AT218.43 1L
22410105 EMN0108
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Classify and Define IPv4 Addresses

= Describe the purpose of several special addresses

Ithe‘l)

Special IPvd Addresses

Router does not forward TEST-NET
and Link-Local addresses.

¥

Link-Local Network
169.254.0.0 16 can only
communicate within the
local LAN.

Network using TEST-NET
addresses 192.0.2.0 /24
can only communicate

within the local LAN.

17
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Classify and Define IPv4 Addresses Assigning Addresses

= |dentify the historic method for assigning addresses = Explain which types of addresses should be assigned
and the issues associated with the method to devices other than end user devices

IP Address Classes

Devices IP Address Ranges

Firs! Address Summary Addross
Address | 1st octet 1st octot bits Network( }and | Default subnet | Number of possibh
Class range ( Host{H) parts of | mask {decimal |networks and hosts Matwork Addross r2ex0 LA
(decimal) ) address | and binary) per network User hosts [DHCP peol) mm .
T T e e (e [ [ [
RRRRRAL A6, 777,214 hosts per AR
Bt T — T KT
B 128491 15000000- MM 29525500 16,384 nets 2414) Router (gatoway) e T2 AB X2 2T
10111111 5,534 hosts por net Brosdcael 172162255
(24162
(4 192223 11000000 HNMH 557552550 2,097,150 nets (221)
1011111 254 hoats per nat
[2%8-1)
o 24229 11100000- WA (multicast)
01
E 240.255 11110000 NA (exporimental)

MMM

** All zeros (0) and all ones (1) are invalid hosts addresses,

atfuan]ns
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Determine the network portion of the host
address and the role of the subnet mask

= Describe how the subnet mask is used to create and
specify the network and host portions of an IP address
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Determine the network portion of the host
address and the role of the subnet mask

= Use the subnet mask and ANDing process to extract

the network address from the IP address.

Network and Host Portions of an IP Address Appiying the Subnst Mask
A device with address 192.0.0.1 belongs to network 192.0.0.0
High order bits .
Low order bits
Prefix 116 ow order Bt
192 o (] o o - X
IP address 172 . 18 5 4
Host 11000000 1
10101100 00010000 00010100
255 255 Q o
Subnet
Subnet Mask 255 ] 255 2 255 11111111 11111111 00000000 00000000
111111111 1111111111 111111111
11
Prefix /24 (24 high order bits|
m ¢ ] 192 . o - L] . 1
Network
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Determine the network portion of the host
address and the role of the subnet mask
= Use ANDing logic to determine an outcome.

Applying the Subnet Mask

A device with add 192.0.0.1 belongs to k 182.0.0.0
High order bits .
Profix 116 Low order bits
192 2 ol ] ; 1
Host : 1
255 255 o ]
Subnet
11131111 11113311 00000000 00000000
Network 11000000
— 192 3 0 H ] s 1

]
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Calculating Addresses

= Use the subnet mask to divide a network into smaller
networks and describe the implications of dividing
networks for network planners

Borrowing Bits for Subnets
Only one network address |s avallable.

192.168.1.0 (/24) Address: 11000000.10101000.00010100.00000000
285,285 2%5.0 Mask: 11111121,11111111,11111111, 00000000
_

Network portion of the address

Borow a bit from the |
haost portion.

With subnetting, two network addresses are

= avallable. /

192 168.1.0 (/25) Address: 11000000,10101000.00010100.00000000
1 255255255128 Mask: 11111111,11111111,11111111, 10000000
192.168.1.128 (/25) Address: 11000000.10101000.00010100.10000000
2 355.255.255,128 Mask: 11111211,21111111,11111111 . 10000000

Increase the netwaork portion of the address

-]
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Determine the network portion of the host

address and the role of the subnet mask

= Observe the steps in the ANDing of an IPv4 host
address and subnet mask

Use the subnet mask to determine the network address for the host 173.18.132.70/20.

Convert binary network address to decimal

HoatAddrass 172 . 16 ; 132 1 70
Binary Host 10101100 00010000 10000100 01000110
Address
Binary Subnet 11111111 11111111 11110000 00000000
Mask
BinaryNetwork | 10101300 00010000 10000000 00000000
Address
Notwork Addross 2 . e . b . L

N
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Calculating Addresses

= Extract network addresses from host addresses using
the subnet mask

Subnetting
Allocate largest

"
Cmmll HG =500 I E blocks first.

172 16.0.0 f23 —
Lugal Office = 20

1?2 15.3_54 nT

W.RN:! 2
H —
Cnrporal.e HQ
Legal Office

172.16.2.0 124

A7216.3.0 126 ' a a
HR Office

19
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Calculating Addresses
= Calculate the number of hosts in a network range given
an address and subnet mask

Subnetting a Subnetwork Biock

192.168.20.32 27

192.168.20.027 192,168.20.196/ 30 192.168.20.200 /30

19216820992 30

192.168.20.96 (27

192.168.20.64 27
i e St e

Subnet 0 192.168.20.0127 Subnet 0 192.168.20.192/30
Subnet 1 192.168.20.32127 Subnet 1 192.168.20,196/30
Subnet 2 192.168.20.64/27 Subnet 2 192.168.20.200/30
Subnet 3 192.168.20.96/27 Subnet 3 192.168.20.204/30
Subnet 4 192.168.20.128/27 Subnet 4 192.168.20.208/30
Subnet 5 192.168.20.160/27 Subnet § 192.168.20.212/30
Subnet 6 192.168.20.192/27 Subnet 6 192.168.20.216/30
Subnet 7 192.168.20.224/27 Subnet 7 192.168.20.20/30

N
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Calculating Addresses
= Given a subnet address and subnet mask, calculate the
network address, host addresses and broadcast
address
Activity
Given the host IP address and the subnet mask, enter the network
address in binary and decimal.

Host Address 10 148 100 54

Subnet Mask 255 255 235 240
Host Address In binary 00001010 10010100 01100100 00110110
Subnet Mask In binary 11111111 11111111 11111111 11110000
Metwork Address in binary

Metwork Address in decimal

. N
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Calculating Addresses
= Given a pool of addresses and masks, assign a host
parameter with address, mask and gateway

Given the network address and the subnet mask, enter the number
of possible hosts, Click next to Mumber of Hosts to enter your
response.

Network Address 0 0
Subnet Mask 255 192

Metwork address in binary | 00001010 00000000 00000000

Subnet Mask in binary 111111194 11111111 11111111 11000000

Number of hosts

b |
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Calculating Addresses

= Given a diagram of a multi-layered network, address
range, number of hosts in each network and the ranges
for each network, create a network scheme that
assigns addressing ranges to each network

Given the network address and the subnet mask, define the range of hosts, the broadcast
address, and the next natwork address,

Network Address In decimal 10 187 0 L]
Subnet Mask in decimal 255 255 224 0
Network address in binary | 00001010 10111011 00000000 00000000 ]
Subnat Mask in binary 11111111 ARRRRRERI 11100000 00000000

First Usable Host IP Address In decimal fst octet 2nd octet 3rd octet 4th octet |

Last Usable Host IP Address In decimal st octet 2nd octet 3ed octet 4th octet
Broadeast Address in decimal st octel 2nd octet 3rd octet 4th octet |

Next Network Address in decimal 15t octet 2nd octet 3rd octet 4th octet

20
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Testing the Network Layer

= Describe the general purpose of the ping command,
trace the steps of its operation in a network, and use
the ping command to determine if the IP protocol is
operational on a local host

Testing Local TCPAP Stack

[ ine ot peris ST

Gl | s aion | Achnced |

Corvect uieg
Pinging the local host centirms that [0 vt e P £~
TCRP I8 Instaled and working on N0l P00 e Cor [ s ]

tha lozal hest.

-

Thes corrmion et e bkmar e

Dscrphor,

Trarommson Conteol Protocobintemst Protocol. The deladt
sl 3 bonah et d o s o
28243 choaros ikeucorracid rebeics

Pinging 127.00.1 causes a device to
ping itaslr. P ohoms ion i retfication ey han conrecind
7 oty e i s convesction s ke o conmscily

J S - |
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Testing the Network Layer
= Use ping to verify that a local host can communicate via
a gateway to a device in remote network

Testing Connectivity to Remote LAN
Ping to a remote host

10.0.1.0 FO
10.0.0.0 F1
10.0.0.254 10.0.1.254
255.255,255.0 255.255.255.0

F1

ECHO REQUEST ECHO REPLY

10.0.0.1 10.0.1.253

255.255.255.0 255.255.255.0 255.255.255.0
10.0.0.2 TR0 10.0.1.2

2552552550 255,255.255.0

wlualn ;. I ; @ —
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Testing the Network Layer
= Use ping to verify that a local host can communicate
with a gateway across a local area network

Testing Connectivity to Local Network
Ping Local Gateway

ECHO REQUEST

2552552550
10.0.0.253

10004 [ 255,258,285 0
2552552550
10.0.0.2 10.0.0.3
2852552550  255.255255.0

Host IP Address

wlualn .;. _. Il ; @ —
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Testing the Network Layer

= Use tracert/traceroute to observe the path between two
devices as they communicate and trace the steps of
tracert/traceroute's operation

Traceroute {tracert) - Testing the Path

Tracoroute
192.1681.2
(TTL=4)

192.168.1.2
2552552550
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Testing the Network Layer

= Describe the role of ICMP in the TCP/IP suite and its
impact on the IP protocol

ICM Ping to a remote host
Routing tabla

. F0 10.0.1.0
10.0.0.254 10.0.1.254
255.255.255.0 255,255.255.0

10.0.0.1

10.0.1.1 |
255.255.255.0 10.0.0.253 10.0.1.253

255.255.255.0
10002 L J25252550 so12 J 2552852550

255.255.255.0 10003 255.255.255.0 10.0.1.3
255.255.255.0 255.255.255.0
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Data Link Layer — Accessing the Media
= Describe the service the Data Link Layer provides as it

prepares communication for transmission on specific
media

Nmrk)

The Data Link layer prepares network data for the physical network.

e
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DATA LINK LAYER
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Data Link Layer — Accessing the Media
= Describe why Data Link layer protocols are required to
control media access

The Data Link Layer

Data link layer protocols Different protocols may be
govern how to format a in use for different media.
frame for use on different

media. -
-
jan

"

At each hop aleng the path, an intermediary device =
accepts frames from one medium, decapsulates the m
frame and then forwards the packets in a new frame. The
headers of each frame are formatted for the specific
medium that it will cross.

22



N

cisco A4 [  Cisel Netwiorking Agademy

Data Link Layer — Accessing the Media
= Describe the role of framing in preparing a packet for
transmission on a given media

Transfor of Frames

Serlal Connection

Ethernat The Data Link layer is
Connection responsible for controlling
the transfer of frames across

the media.
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Data Link Layer — Accessing the Media
= ldentify several sources for the protocols and standards
used by the Data Link layer

Standards for the Data Link Layer

150: HDLC {High Level Data Link Control)

802.2 (LLC),

IEEE: 8023 (Ethernet)
8025 (Token Ring)
802.11(Wireless LAN)

Q.922 (Frame Relay Standard)
I Q.921{ISDN Data Link Standard)
HOLC (High Level Data Link Contrel)

aTas
ANSI: ADCCP [Advanced Data Communications
Control Protocol)

N
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Data Link Layer — Accessing the Media
= Describe the role the Data Link layer plays in linking the
software and hardware layers
Connecting Upper Layer Services to the Media

Physical devices devoted to the

The Data Link layer links 2
Data Link layer have both

the software and

hardware layers. hﬂrﬂ:::;::r:‘nwar-
[ 7app! <

a

| 6 Presentation
- . Implemented in
| 5Session | = software

4 Transport

2Datalink | <
- Implemented in

hardware

[ 1Physicar | =
PC NIC
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Media Access Control Techniques
= |dentify two media access control methods for shared
media and the basic characteristics of each

Media Aceess Control fes Shared Medla

Contention-Based Aecess
. Costrotied Access -
| have a packnt [ TP
10 send, but s L gk =
gty . = mady. 11y 1o semt mady.
il it ond now, o whan | am
e ? Lo
0
B - . .
Shared Madls Shared Meais
Mot Craracteristics Example
Controfied Access  + Only ore atatien tranamits a8 a time = Token Ring % e e el
« Devices wiabing to Eanamit mist wait theie = POI0E Accens + Collisiens exist - Werlens
+ Mechanisms exist 1o recve contention:
* Mo eosiniens * CSMAXD for Emamet
+ Same determisetic netwarks use loken « CEMANCA for 81211 wirsless netwarks
pamning
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Media access control addressing and framing

data

= Describe the role of the frame header in the Data Link
layer and identify the fields commonly found in
protocols specifying the header structure

The Role of the Header

Header

Data FCS STOP FRAME

cisco e |  Cisel Netwiorking Agademy

PHYSICAL LAYER

N
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Media access control addressing and framing

data

= Describe the importance of the trailer in the Data Link
layer and its implications for use on Ethernet, a "non-
reliable” media

The Role of the Trailer

Trailer

START ADDRESS TYPE/LENGTH Data
FRAME FCS Stop Frame

cisco e | | Cisel Netwiorking Agademy

Physical Layer Protocols & Services
= Describe the role of bits in representing a frame as it is
transported across the local media.

Transforming Human Network Communications to Bits

‘Source Node Destination Node
A
Encapsulation
I o R
| o '4 ou

Segment I P I | Transport I Segment
Network
—alle—00 | - =
Frame | Data Link l Frame | Hetwork Frama Data Link I Frame
Header | Header Tradles
Bits I Physical l[‘|°1‘|‘|°|_f|‘|‘|°|°|‘| Physical I Bits
Y I Bits |

> =

24
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Physical Layer Protocols & Services
= Describe the role of signaling in the physical media.

Representations of Signals on the Physical Media

Cuthesnd (7] sgnal
Sample electrical signals
transmitted on copper cable

- > - Representative light pulse fiber
& ionai

(o' [ e (51 [o1: o 5] 5]
ot ————F ]
A WWV\/\)W/\/\)W“ Microwave (wireless) signals
e WA WA WAV
QAATVAYAVAVAVATAVALVAVATA
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Characteristics & Uses of Network Media
= ldentify several media characteristics defined by
Physical layer standards.

Physical Media - Characteristics
Ethernet Media

- 10GASE-T| 100BASE-TX| 100BASEFX | 1000BASE-CX | 1000BASE-T [1000BASE-SX | 10008ASELX | 1000GASE-DX | 10GBASEIR
Medta  EWTIA ™ SE2Emeren  Suman By g

EIATIA Wi EWTIA B2 mecron  SOE2Emoron B sngh
Cotogory 1, 4, mull made foer Catogory 3,4, mulimode oo mulemods R tr mode e mode Hmr

145 SUTP o 8PP, fou # cron sngh

UTP.wo  pa par e b

o
Maximam O0m (0 (00m(00 @AM HeiDke  00ME0 UekSOm  SORMUFND Ames IOk Upl B0k
Segment et} oty = 10041 e (B}
Lengtn depensng oo

Bt ned

Topology S Sar Sar B Star B Sar Star Shar
Connector S9MIT 150 AT (R OB 150 87T (R

LT = a5

N
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Physical Layer Protocols & Services

= Distinguish who establishes and maintains standards
for the Physical layers compared to those for the other
layers of the network

Comparison of Physical layer standards and upper layer standards

j Implemented TCPIIP Standards set
Presentation in software w;
IETF
|

Transport

Network
Standards set by:
Data Link 1SO IEEE
Implemented ANSI ITU
in hardware EIATIA FCC
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ETHERNET AND ARP

100
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Physical and Data Link Features of Ethernet
= Standards and Implementation

Ethernet

Application

Presentation

Ethernet is defined by Data Link

Transport
layer and Physical layer protocols.

802.3

Data Link_::€ i
2 " we Ethernet

101

vl ;. ; s — 3
cISco \ 3 . %) Cistl Networking Agademy’

Function and Characteristics of the Media
Access Control Method
= Carrier Sense Multiple Access with Collision Detection

Media Access Control in Ethernet

Carrier Sense iple Access with Collision D ({CSMAJCD)

WYY

Listen Before
Transmitting—Carrier signal
detected

103
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Physical and Data Link Features of Ethernet
= Describe how the Ethernet operates across two layers
of the OSI model

Layer 2 Addresses Layer 1 Limitations

Layer 1 Limitations Layer 2 Functions

Cannot communicate with upper

Connects to upper layers via Logical

Link Control (LLC)
Cannot identify devices Uses addressing schemes to identify
devices
Only recognizes. streamns of bits Usos frames to crganize bits Into
groups
Cannot determine the saurce of a " o 6
are ;mm.ml na Idantify transmission sources

102
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Function ad Chraeristics of the Media
Access Control Method

= Ethernet Timing

Ethernet Delay (Latency)

B o o B

Sending Device Receiving Device
> @
b

An Ethernet frame takes a measurable time to travel from the
sending device to the receiver. Each intermediary device
contributes to the overall latency.

104
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Layer 2 addressmg and Its Impact on Network
Operation and Performance
= The Frame — Encapsulating the Packet

Comparison of 802.3 and Ethernet Frame Structures and Field Size

Field size in
bytes
7 1 L] [ 2 46 1o 1500 4 -
Preamble Start of Frame  Destination Source Langth! 802.2 Header and Frame Check
delimiter Address Address Type Data Sequence

B 6 6 2 46 to 1500 4 -
Preamble Destination Source Type Data Frame
Address Address Check
Sequence

105
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Layer 2 addressmg and its Impact on Network
Operation and Performance
= Ethernet Unicast, Multicast and Broadcast

Server
I need to send this frame to Server : IP: 192.168.1.200
. | MAC: DO-0T-E9-42-AC-28
IP: 152.168.1.5 -
MAC: Wﬁ?m!{!&g
i o
Source Host__.-~ = ;
_=="" " Unicast IP and MAC ddi S~
- / are used by the source to forward a packet 0
e J T
| 00-07-E9-42-AC-28| 00-07-E9-63-CE-53 192.168.1.200 | 19216815 | UserData | Trailer |
Dest MAC Source MAC A DestIP Source IP A
IP Packet
Ethernet Frame

107
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Layer 2 addressmg and 1ts Impact on Network
Operation and Performance
= Another Layer of Addressing

Different Layers of Addressing

106
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Compare and Contrast the Use of Ethernet
Switches versus Hubs in a LAN.
= Ethernet — Using Switches

Switch Uses

assssss 2383

Switch acting as a
Beidge between two
shared-media hubs

Two colision domains—ane for
each shared media LAN.

Switch at the
center of a LAN Each computer has Its own
collision domain.

108
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Compare and Contrast the Use of Ethernet
Switches versus Hubs in a LAN.

= Describe how a switch can eliminate collisions,
backoffs and re- transmissions, the leading factors in

Switches - Selective Forwarding )rk
Flash
A
MAC Y
Address Table cPU
PORT  MAC
1 na |
3 “5 [ > Memol
L
6 Switching Buffe
9 > Logic < wiars

,F/f:7/ E\E\

e e i g
e e i C e
oc oe

FRAME 1

FRAME 2

109
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Explain the Address Resolution Protocol
(ARP) process.
= Mapping IP to MAC Addresses

The ARP Process—ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-00-88-CT-94-24 00-08-23-bE-ca-04 00-0d-56-09-fb-d1 00-12-31-04-6d-1b
FFFFFEFFFFFF FFFFFRFFFEFF FFFFFFFFFFFF FFFF.FEFFFFFF
I can now send
the frame to 10.10.0.254

00-10-Tb-e7-ta-el
FFFF FFFF FFFF

10.10.0.3 with

110
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Explain the Address Resolution Protocol

(ARP) process.
= ARP — Destinations Outside the Local Network
The ARP Process—ARP Entry Enablos Frama 1o ba Sent
A's ARP CACHE

10.10.0.3 = 00-0d-56-09-fb-d 1
10.10.0.254 = 00-10-Th-a7-fa-af

10.10.0.1 10.10.0.2 10.40.0.3 10.10.0.4
00-0D-88-C7-9A-24 00-08-a3-b6-co-04 00-0d-56-09-fb-d1 00-12-31-d4-6d-1b
FFFF FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF
g 1 will forwam
the packet in
1 can now send this frame
the frame with based ona
a packet to routeinmy .
172.16.0.10 :
with the MAC
address 00-10-

| Tbeel-faef.

111
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Explain the Address Resolution Protocol

(ARP) process.
= ARP — Removing Address Mappings

The ARP Process - Removing Address Mappings

10.10.0.1 10.10.0.2 Computer C 10.10.0.4
00-0c-88-c7-9a-24 D0-08-3-b6-ce-04 m from 00-12-3-c4-6c-1b
FFFF.FFFF FFFF FEFF.FFFE.FFFF FFFF.FFFF.FFFF

2858

If C's IP and MAC addresses
are not removed from A's ARP
Cache, A may still try to
communicate with C.

10.10.0.254
00-10-Tb-e7-fa-0l
FFFF.FEFF.FFFF

112
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Explain the Address Resolution Protocol
(ARP) process.

= ARP Broadcasts - Issues

ARP Issuos:
* Broadeasts, overhead on the Media
*  Socurity

Shared Media (multiple access)
ARP broadcasts

229

A false ARP message can provide an incorrect MAC atkdress that will then Hijack frames using
that address {called a spoof).

2 & & 2 46 10 1500 4
Proambile Dostination  Source Type Data Frame Chock
Address Address. Sequance

113
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CONFIGURING AND TESTING
YOUR NETWORK (pACKET TRACER)

114
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