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T h e R i s e o f  t h e E m p o w er ed C o ns u m er  
Evolutionary Phases of Experience
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M odel
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N ew  E x p er i enc e P r o v i der  O f f er
Enab ling  the N ext W ave of B road b and

Add SubscribersAdd V a l ueAdd Serv ices

Parental-C o ntro l
( $ 5 . 9 9 )

A nti -S p am
( $ 5 . 9 9 )

A nti -D o S
( $ 5 . 9 9 )

Broadband 
L i g h t
$19.99

Broadband 
4  K i ds
$2 4 .99

Broadband 
Bas i c
$2 9.99

Broadband 
A dv anc e d

$3 9.99

Broadband 
Bu s i ne s s
$4 9.99

B rand ed  
V o D
( $ 4. 9 9 / movie)

B rand ed  
T V
( $ 29 . 9 9 )

B rand ed  
Ph o ne
( $ 15 . 9 9  +  L D)
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A W o r l d o f  Agi l e At t ac k er s  
and  Potential Partners

Device 
S er vices

F a cil it ies -
B a s ed  
P l a y er s

“O ver  t h e T o p ”
P l a y er s

V alue C hain
C o n t en t  
P r o vid er s
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O v er -t h e-T o p  P r o v i der s  ( O T T P )
V alue-A d d  Partners or D isinterm ed iators?  O r B oth?

� O T T  C ommu nications 
Providers l ik e V onag e,  
S k yp e,  G oog l e T al k …
rep resent S ervice 
S u b stitu tion and 
Pricing  th reats to 
T raditional  V oice

� O T T  C ontent Providers 
l ik e Disney and 
C inemaN ow are l ook ing  
f or op p ortu nities to
u se T h e I nternet 
as a means to
disintermediate video 
distrib u tion b u sinesses

D ri v e rs  of
C om p e t i t i on

� A ccess to O T T  
S ervices and 
A p p l ications drives 
p enetration of  
consu mer b roadb and

� T ime S ensitive 
A p p l ications l ik e V ideo 
and V oice create 
op p ortu nities f or 
G u aranteed del ivery

D ri v e rs  of
C ol l aborat i on
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T h e E x p er i enc e P r o v i der  T r ans i t i o n 
R eq uires N ew  B usiness M od els for G row th and  S uccess

B uild…B uild… P artner…P artner…

I nnov ate…I nnov ate…

Pro j ec ted  N o rth  A m eri c an Pro v i d er S erv i c e D i v ers i f i c ati o n:
Provider diversif ication w il l  drive a h u g e revenu e sh if t f rom 9 0 %-9 5 % in tel ecom today 
to 7 0 %-8 0 % coming  f rom b u ndl ed inf ormation and commu nications sol u tions b y 20 16 .
S o u r c e :  G a r t n e r  /  2 0 0 6

D eliv er…D eliv er…

I P N G N s su p p ort more services,  I P N G N s su p p ort more services,  
p rovide g reater ef f iciencies,  and p rovide g reater ef f iciencies,  and 
enab l e b etter netw ork ,  service,  enab l e b etter netw ork ,  service,  
and b u siness controland b u siness control

W ith  content,  O T T ,  f acil itiesW ith  content,  O T T ,  f acil ities--b ased,  b ased,  
device,  and f inancial  p artners ( et al . )  device,  and f inancial  p artners ( et al . )  
to op en new  mark ets and to op en new  mark ets and 
op p ortu nities incl u ding  ex p anding  op p ortu nities incl u ding  ex p anding  
advertisement revenu eadvertisement revenu e

B y b l ending  services,  content,  B y b l ending  services,  content,  
and convenience to create and convenience to create 
u niq u e ex p eriences th at b u il d u niq u e ex p eriences th at b u il d 
b rand recog nition and l oyal tyb rand recog nition and l oyal ty

Personal iz ed services to any Personal iz ed services to any 
device,  to any l ocation,  at any device,  to any l ocation,  at any 
time w ith  g reater access,  time w ith  g reater access,  
content,  and b il l ing  control  content,  and b il l ing  control  
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Cisco I P  N G N  Service E x ch a n g e F ra m ew ork
Enab ling  B etter S ervice C ontrol and  A w areness
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S el f  S er v ic e F r a m ew o r k  
f o r  U s er  a n d
A p p l ica t io n -
B a s ed  C o n t r o l
(Data, Voice, 
Vid eo, M ob il ity )

V ideo  a nd 
G a m ing

D a ta
C enter

W eb  
S er v ic es

M o b il e 
A p p s

IP  C o nta c t 
C enter
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Intelligent Networking

I n t el l ig en t
E d g e
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E l em en t

M u l t is er vice
C o r e

A cces s /
A g g r eg a t io n

T r a n s p o r t

P r es enc e-
B a s ed 

T el ep h o ny
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T h e S E F  B u i l di ng B l o c k s
A pplicab le to W ireline and  M ob ile

I nt e rne t
C ore

NASS/
AAA

V oI P 

I PT V /
V O D server

O th er

P o l i c y  
Se r v e r

Se r v i c e  C o n t r o l
( SC E ,  C M X /C SG )

Ac c e s s  
Ag g r e g a t i o n

( C M T S,  
B R AS/I SG ,  
C M X /G G SN)

B o r d e r  C o n t r o l
( SB C ,  F W )
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T o day ’s  B r o adb and N et w o r k  E nv i r o nm ent
Challenges
� N e w  O v e r-T h e -T op  ( O T T )  p rot oc ol s  and ap p s . 
– P 2P  f i l e  s h ari ng ,  V oI P ,  H T T P -v i de o,  
onl i ne -g am i ng …

� P rot oc ol s  and ap p s . are  c ons t ant l y  c h ang i ng .
� H i g h  bandw i dt h  ap p l i c at i ons  c an re du c e  t h e  
q u al i t y  of  e x p e ri e nc e  ( Q oE )  f or al l  s u bs c ri be rs  
i f  not  m anag e d.

� S e rv i c e s  bas e d on l at e nc y  s e ns i t i v e  
ap p l i c at i ons  l i k e  v oi c e  and v i de o re q u i re  a 
c ons i s t e nt  Q oE .

� N e t w ork  t raf f i c  i s  di f f i c u l t  t o c l as s i f y  and 
m anag e  du e  t o p ort  h op p i ng ( P 2P ) ,  m al i c i ou s  
t raf f i c  ( i .e . w orm s ) ,  e t c .

� P ri c e  p re s s u re s  on bas i c  broadband s e rv i c e s   
p rov i de rs  w ant  t o e v ol v e  s e rv i c e  aw ay  f rom  an 
“A l l  Y ou  C an E at ” of f e ri ng
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� D P I  al l ow s  s e rv i c e  p rov i de rs  t o c op e  w i t h  t h e  dy nam i c  nat u re  of  t h e  ne t
p ermits S P’s to cl assif y al l  I P ap p l ications
p rovides su b scrib er aw areness to manag e traf f ic streams b ased on individu al  su b scrib er state and p ol icy

� D P I  p rov i de s  u s ag e  anal y s i s  and re p ort i ng
� D P I  e nabl e s  S P ’s  t o i m p l e m e nt  c ap ac i t y  m anag e m e nt  and f ai r-u s e  p ol i c i e s  

to g ain visib il ity into netw ork  activities
to op timiz e netw ork  b andw idth and imp rove netw ork  p erf ormance
to q u arantee a consistent Q oE f or al l  su b scrib ers.
I dentif y and mitig ate mal iciou s activities

� DPI  enab l es S P’s to create new  tiered service of f ering s, and oth er dif f erentiated services ( su ch  as p arental  control ,  tu rb o b u ttons,  etc. )
� DPI  emp ow ers S P’s to monetiz ing  O T T /  N on-b randed ap p l ications b y p roviding  b l ended service of f ering s

D eep  P ac k et  I ns p ec t i o n ( D P I )  
Cr i t i c al T o  M anagi ng T o d ay ’s B r o ad b and  N et w o r k s
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Ap p l i c at i o n Ar c h i t ec t u r e o f  t h e F u t u r e
S C E enab les U ser Experience

S er v i c e 
P r o v i d er  
N et w o r k

S e rv i c e  E x c h ang e  F ram e w orkS e rv i c e  E x c h ang e  F ram e w ork

Se r v i c e  
C o n t r o l  
P o i n t

Se r v i c e  
C o n t r o l  
P o i n tF i x e d  

W i r e l e s s
F i x e d  

W i r e l e s s

D SLD SL

C e l l u l a r /W i F i
M e s h /W i M AX
C e l l u l a r /W i F i
M e s h /W i M AX

E n t e r p r i s eE n t e r p r i s e

C a b l eC a b l e

G am in g

M es s ag in g

B r oad b an d
A cces s

Voice

I P / T V/
VoD

M u s ic
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D y nam i c  P er s o nal i z ed S er v i c es  
E nh a nc ed  Q u a lity  of  E x p erienc e
I n dust ry ’s F irst  Subscriber a n d/ o r Ap p l ica t io n -D riv en  So l ut io n

“P u l l ”:  E nh anc e d E x p e ri e nc e  I s  
S u bs c ri be r-D ri v e n

“T u r b o  B u t t o n ” S e l f -
C a r e  P a r e n t a l  C o n t r o l

IP/TV/
Vo D

B r o a d b a n d
A c c e s s

G a m i n g

M e s s a g i n g M u s i cVo i c e

“P u s h ”:  E nh anc e d E x p e ri e nc e  I s  
A p p l i c at i on-D ri v e n

A p p l i c a t i o n  
A w a r e n e ss
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A p p l ic a tio n A w a r enes s

S u b s c r ib er  
Intel l ig enc e

R ea l -T im e C o ntr o l

S er v ic e 
V el o c ity

T ech n o l o g y
R a p i d l y  P r o g r a m m a b l e :
R a p i d l y  r e -t a sk e d  t o  
su p p o r t  n e w  p r o t o c o l s o r  
a p p l i c a t i o n s.

S t a t e f u l D e e p  P a c k e t  
I n sp e c t i o n : I n st e a d  o f  
p r o c e ssi n g  p a c k e t s a s 
i n d i v i d u a l  e v e n t s,  t h e  S C E  
f u l l y  r e c o n st r u c t s f l o w s u p  
t h r o u g h  L a y e r  7 . 

A p p l i c a t i o n  S e ssi o n -L e v e l  
B a n d w i d t h  S h a p i n g ,
B l o c k i n g ,  R e d i r e c t i n g  
( H T T P ,  R S T P ,  S I P )

S u b sc r i b e r  S t a t e  M a n a g e m e n t
w i t h  P e r -S u b sc r i b e r  B W  
M a n a g e m e n t ,  a n d  Q u o t a s

E x t e n si b l e  P l a t f o r m  &  O p e n  
A r c h i t e c t u r e : B a se d  u p o n  a  f l e x i b l e  
p u r p o se -b u i l t  p l a t f o r m :

M o d u l a r  a n d  sc a l a b l e   
H W  a c c e l e r a t i o n
E a sy -t o -u se ,  w i t h  o p e n  A P I s 
f o r  se a m l e ss O S S  I n t e g r a t i o n

C a r r i e r  C l a ss: D e si g n e d  f o r  
c a r r i e r -g r a d e  d e p l o y m e n t s 
r e q u i r i n g :  

H i g h  P e r f o r m a n c e  f o r  
M u l t i -G i g a b i t  a n d  10  
G i g a b i t  S p e e d s.
H i g h  A v a i l a b i l i t y  &  
R e l i a b i l i t y  w i t h  st a t e f u l
f a i l o v e r .

W h at  I s  t h e S er v i c e C o nt r o l  E ngi ne
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I ntelli g ent I ns p ec ti o n and  C o ntro l o f  I P Pac k ets  
� C l as s i f y  t o e nd-u s e r ap p l i c at i on;  de t e rm i ne  ap p l i c at i on s e m ant i c s
� M ap  t o s u bs c ri be r i de nt i t y ,  p ol i c y  and s t at e
� S e l e c t  ac t i on bas e d on c ondi t i ons   - t i m e  of  day ,  c ong e s t i on,  u s ag e ,  
ot h e r c onc u rre nt  ac t i v i t i e s  

� T ak e  ac t i on and re p ort
B l o c k

R edir ec t
S et Q o S

M a r k

Service Control Engine

�
� � � � � � � � �

�
	


 � � 
 	
� �

� �
� �

�
�

� � � � �
� R ep o r t

P r o c es s  o f  S er v i c e C o nt r o l
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C o s t  M a n a g em en t

R ev en u e G en er a t i o n

� T r a f f i c  A n o m a l y  D e t e c t i o n  a n d  
D D O S  P r o t e c t i o n

� A n t i -X  ( S P A M / W o r m s)
� S a f e  H a r b o r  a n d  Q u a r a n t i n e  
S e r v i c e s

� T r a f f i c  M i x  O p t i m i z a t i o n
� F a i r  U se  P o l i c y  
E n f o r c e m e n t

� Q o S a ssu r a n c e

� T r a f f i c  A n a l y si s a n d  
R e p o r t i n g

� Q u a l i t y  o f  E x p e r i e n c e  
M o n i t o r i n g

� U sa g e  D e m o g r a p h i c s

� S e r v i c e  S e l f  S e l e c t i o n
� V o l u m e  a n d  T i m e  B a se d  
T i e r i n g o f  S e r v i c e s

� B a n d w i d t h  o n  D e m a n d  
( T u r b o  B u t t o n )

� O v e r -T h e -T o p  A p p l i c a t i o n  
P a r t n e r sh i p  S e r v i c e s

� M u l t i m e d i a  ( V o i c e / V i d e o )  
T r a f f i c  
P r i o r i t i z a t i o n

� V o l u m e  a n d  T i m e  B a se d  
B i l l i n g  S e r v i c e s

� P a r e n t a l  C o n t r o l  &  C o n t e n t  
F i l t e r i n g  

P r em iu m  
S er v ic e 

E na b l em ent
U s a g e 
A na l ys is

C o ntent 
C h a r g ing S er v ic e C o ntr o l  

T ec h no l o g y

T r a f f ic  
O p tim iz a tio n

T ier ing &  
A c c es s  
C o ntr o l

S er v ic e 
S ec u r ity

S er v i c e C o nt r o l  E ngi ne
F unctional Exam ples
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S er v i c e C o nt r o l  
F o r  1 0 G i g And 

B ey o nd
S er v i c e C o nt r o l  
F o r  1 0 G i g And 

B ey o nd

S C E 1 0 0 0  &  S C E 2 0 0 0
S tate-o f -th e-A rt S erv i c e 
C o ntro l A p p li anc es
S C E 1 0 0 0  &  S C E 2 0 0 0
S tate-o f -th e-A rt S erv i c e 
C o ntro l A p p li anc es

S C E     
B u i ld i n g  
B lo c k s

S C E     
B u i ld i n g  
B lo c k sM u lt i -G i g a b i t  S er v i c e 

C o n t r o l P la t f o r m :
L o ad -b alanc i ng  
b etw een a c lu s ter o f  
S C E s  f o r s c ali ng  to  
tens  and  h u nd red s  o f  
G b p s

M u lt i -G i g a b i t  S er v i c e 
C o n t r o l P la t f o r m :
L o ad -b alanc i ng  
b etw een a c lu s ter o f  
S C E s  f o r s c ali ng  to  
tens  and  h u nd red s  o f  
G b p s

M G S C P ,  
1 0 G -

M G S C P

M G S C P ,  
1 0 G -

M G S C P
I n t eg r a t i n g  D P I  i n t o  C i s c o  
R o u t er s ( i . e.  I S R  A d ap ter)
I n t eg r a t i n g  D P I  i n t o  C i s c o  
R o u t er s ( i . e.  I S R  A d ap ter)

R o u t er  
I n t eg r a t i o n
R o u t er  

I n t eg r a t i o n

S er v i c e C o nt r o l  P l at f o r m  S t r at egy
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2 x  10 / 10 0  F E10 / 10 0  F EM g m t . I n t e r f a c e

O u t of  L ine 
I nl ine 

C l u stering
O u t of  L ine

I nl ine N e t w o r k  C o n f i g u r a t i o n

8 0 , 0 0 040 , 0 0 0  M a x  S u b sc r i b e r -
C o n t e x t s

2M  C oncu rrent Unidirectional  
A p p l ication F l ow s

2M  C oncu rrent Unidirectional  
A p p l ication F l ow sM a x . F l o w s

1. 5 G B7 6 8 M BP r o c e sso r  M e m o r y

4-G B E ( F ib er S X / L X )

S C E 2 0 0 0 *

2-G B E ( F ib er S X / L X )

S C E 10 0 0

I n t e r f a c e s

S er v i c e C o nt r o l  P l at f o r m s
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S u b s cr ib er
M an ag er

A A A
DH C P
R ad iu sB il l in g

R ep or tin g
T ool

E n g ag e
C on s ol e

S er v ice 
P or tal

C ol l ection  
M an ag er

P ol icy
S er v er / P or tal

S er v ice C on tr ol
E n g in eS u b s c r ib er s

N etw or kN etw or k

1. S C E  A p p l i a n c e
t o  v i e w  a n d  a c t  
o n  t h e  p a c k e t s

2 . C o l l e c t i o n  
M a n a g e r t o  
c o l l e c t  d a t a  
r e c o r d s f o r  
R e p o r t i n g  &  
e x t e r n a l  D B ’s

3 . S u b sc r i b e r  M a n a g e r
t o  c o o r d i n a t e  su b  
i n f o  w /  A A A  a n d  
c o n t r o l  su b -l e v e l  
p o l i c i e s

4 . P o l i c y  M a n a g e r
t o  c o n t r o l  m u l t i p l e  
d e v i c e s a n d  
so p h i st i c a t e d  
p o l i c i e s

W h at  do es  an S C E  s o l u t i o n l o o k  l i k e?
S C E sits at the access or ag g reg ation layer
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S er v i c e C o nt r o l  E ngi ne D ep l o y m ent
A pproaches

Im p lem ent T ra f f ic  A na ly s is :
• I mp l ement traf f ic monitoring ,  anal ysis,  and rep orting ,
• Determine su b scrib er and ap p l ication u sag e p atterns,  1

Im p lem ent F a ir-U s e P olic ies  ( F U P s ) :
• M anag e b andw idth -intensive ap p l ications th rou g h  p ack et f l ow  

op timiz ation tech niq u es,
• M u l timedia ( V oice/ V ideo)  T raf f ic Prioritiz ation

2

Im p lem ent R ev enu e G enera ting S erv ic es :
• I mp l ement tiered services u sing  vol u me and time-b ase q u otas
• I mp l ement S ervice S el f  S el ection
• I mp l ement O ver-T h e-T op  ( O T T )  A p p l ication S trateg y and 

B l ended S ervices
• I mp l ement S ecu rity S ervices ( A nti-X ,  Q u arantine,  etc. )
• I nnovate oth er Dif f erentiated S ervices su ch  as Parental  

C ontrol s,  C ontent F il tering ,  T u rb o B u ttons,  A l l ow ance B ased 
S ervices,  Prioritiz ed A p p .  S ervices,  Pay-as-you -g o S ervices

3
Portal

D H C P

A A A

S u b s  
Prof i le

Poli c y
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T r af f i c  Anal y s i s  and S u b s c r i b er  
I nt el l i genc e

B a n d w i d t h / C a p a c i t y  R ep o r t s
� W h at is eating  u p  my netw ork  resou rces?
� W h en do I  need a cap acity u p g rade?
� W h at is cau sing  cong estion?

S u b s c r i b er  D em o g r a p h i c  R ep o r t s
� W h at p ercentag e is u sing  P2P/ g aming / f l ash  ap p l ication?
� W h at are th e u sag e p atterns of  dif f erent su b scrib er g rou p s?
� W h at is th e cost-imp act of  my top  su b scrib ers?

S er v er  Ac t i v i t y
� W h at are th e p op u l ar w eb -h osts u sed?
� W h at are th e p op u l ar streaming  sites?
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T r af f i c  Anal y s i s  and S u b s c r i b er  
I nt el l i genc e

R o b u s t C o llec ti o n E nv i ro nm ent

S ec u r i t y  R ep o r t s
� W h ich  su b scrib ers are inf ected and attack ing  oth ers?
� W h ich  su b scrib ers are sp amming ?
� W h ich  su b scrib er is attack ing  netw ork  resou rces?

V o i c e R ep o r t s
� Q u al ity of  ex p erience of  V oI P cal l s
� M inu tes sp ent on V oI P services 
� T otal  and concu rrent cal l s p er V oI P service
� C omp are manag ed vs.  non-f acil ity service

� Ef f icient and rel iab l e u sag e ex p ort p rotocol
� S tand al one of  integ rated into u p stream manag ement or b il l ing  systems
� S cal eab l e col l ection sof tw are 
� Pow erf u l  and easy to u se,  temp l ate-driven rep orting  tool
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F ai r  U s e P o l i c i es  
A d d ressing  H eavy U sers

B y  M anag i ng  C o ng es ti o n,
F ai r U s e Po li c i es  ( F U P) C an 
S i g ni f i c antly  I nc reas e th e 
Perf o rm anc e o f  I nterac ti v e 
A p p li c ati o ns ( V o I P,  G am i ng ,  etc . ),  
T h ereb y  B enef i tti ng  th e M aj o ri ty  
o f  U s ers , W h i le K eep i ng  N etw o rk  
U p g rad es  i n S y nc  w i th  R ev enu e 
G ro w th
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O T T  I m p ac t
T hree M ain A reas of C oncern
� O u t-o f -c o ntro l T raf f i c  G ro w th

A v erag e U s er’s  T raf f i c  i s  i nc reas i ng  m o re th an 1 0 0 %  p er Y ear
� U s ag e S u b s ti tu ti o n

T i m e p eo p le s p end  o n th e I nternet ( e. g . ,  U s er G enerated  V i d eo )
red u c es  ti m e s p ent w atc h i ng  T V
A d v erti s i ng  s p end  s h i f ts  w i th  u s ag e

� S erv i c e S u b s ti tu ti o n
T i m e s h i f ti ng  i s  o ne o f  th e m o s t i m p o rtant c o ns u m er b eh av i o ral 
trend s  related  to  entertai nm ent and  i s  “O T T -f ri end ly ”
E x p lo s i o n o f  O nli ne c o ntent s o u rc es  ( i T u nes ,  X b o x ,  A m az o n,  
C i nem aN o w ,  M o v i eL i nk ,  V o ng o …)

S ou r ce:  C is co I B S G , Decem b er  2 0 0 6
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I g no re/ M o ni to r
� Ignore the thousands of 
i rrel ev ant O T T  serv i c es.

� D ep l oy  T raffi c  A nal y si s and 
M oni tori ng c ap ab i l i ti es.

D ef end
� Interm i x  O T T  ap p l i c ati ons
� Q uota,  T raffi c  M anagem ent,  
F ai r U se P ol i c i es…

� R e-A ssess F ree P eeri ng.  
� R eserv e som e netw ork  c ap ac i ty  
for ow n use.  ( P ri v ate-IP )

� T ri p l e P l ay  =  D efaul t S erv i c e.

C o llab o rate
� F rom  C o-m ark eti ng to 
Integrati on of S erv i c es.

� O p ti m i z ed D el i v ery ,  Q oS ,  C D N ,  
M ul ti c ast,  Q uota ex em p ti on…

� Im p rov ed A c c ess to T V  and 
M ob i l e.

� W eb sv c s Interfac e to IP -N G N
� T argeted A dv erti si ng.

B ec o m e/ I m i tate
� D ep l oy  S erv i c es b ey ond y our 
ow n footp ri nt,  ex .  V oIP ov er 
any  b roadb and.

� D ev el op  an attrac ti v e O nl i ne 
P ortal  sui tab l e for F i x ed and 
M ob i l e ac c ess.

� D ev el op  an O n-l i ne v i deo 
strategy .

O v er -T h e-T o p  Ap p l i c at i o n S t r at egi es
S Ps F our Possib le A ctions tow ard s O T T  Players
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M anagi ng P 2 P  T r af f i c :
Pack et F low  O ptim iz ation Exam ple

� E n a b l e  n e w  b u s i n e s s  m o d e l s  b e t w e e n  
c o n t e n t  a n d  s e r v i c e  p r o v i d e r s

� D e t e c t  a n d  m a n a g e  a f f i l i a t e d    
a p p l i c a t i o n s  a n d  a l i g n  Q o S

� C o -b r a n d i n g  a n d  f e e  s h a r i n g

220,000
200,000
1 8 0,000
1 6 0,000
1 4 0,000
1 20,000
1 00,000
8 0,000
6 0,000
4 0,000
20,000

0

Kb
its

/S
ec

W e e k  # 1 W e e k  # 3 W e e k  # 5

H ou rly  T otal B an d w i d th  ( K b i ts / S e c )  p e r S e rv i c e

S erv ic e P rioritiz ation v ia 
P ac ket F low  Optim iz ation

R e d u c e d  T r a n s i t  C o s t s
A c tu al 

C u s tom e r 
D ata

M a n a g i n g  P 2 P  Ap p li c a t i o n s

P2 P

W e b
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P2P Management and Network Optimization
Fair-U s e  P o l ic y  E n ab l e m e n t
� U p lo ad  P2 P C o ntro l

S es s i o ns  o r b and w i d th
� T i m e-b as ed  c o ntro l

Peak / o f f -p eak  h o u r p o li c i es  
� C o ng es ti o n-b as ed  c o ntro l

Pri o ri ti z e s ens i ti v e 
ap p li c ati o ns  d u ri ng  
c o ng es ti o n

� S u b s c ri b er f ai rnes s
Per s u b s c ri b er q u o tas  and  
li m i ts

� D es ti nati o n-b as ed  c o ntro l
D i f f erent p o li c i es  f o r 
o n-net/ p eeri ng / trans i t traf f i c
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� El iminates b andw idth  b ottl eneck s
� Enh anced u ser ex p erience

U se r  Q u o t a  B a se d  o n  7 -D a y  T i m e f r a m e  

I m plem ent F air U se P olic y

V o l u m e and T i m e-B as ed Q u o t a S er v i c es
T ie re d  S e rv ic e s  E x am p l e

1 6  k b p s2 8  k b p s2 8  k b p s4 8 k b p sP 2 P
4 8  k b p s6 5  k b p s1 2 8  k b p sN o L i m i tA udi o/ V i deo 

S tream i ng

2 5 6  k b p s2 5 6  k b p sN o L i m i tN o L i m i tE-m ai l  +  W W W

O v er 
5 . 6 G B

L ess 
T han 
5 . 6 G B

L ess 
T han 
4 . 2 G B

L ess 
T han 
2 . 8 G B

U sage
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Q u o t a B as ed T i er i ng
T elenet:  C ab le C om pany in B elg ium

* h t t p : //w w w . b i l l i n g w o r l d . c o m /r e v 2/m a i n /f e a t u r e A r t i c l e . c f m ? f e a t u r e I
D = 7799

� Q u o ta c o m p li m ents  S p eed   as  a 
T i eri ng p aram eter

� W h en a U s er reac h es Q u o ta,  
h i s I nternet s erv i c e i s red u c ed
to  d i al-u p  s p eed o r d ef au lt 
s p eed

� T h e U s er th en h as  th e o p ti o n to  
u p g rad e h i s Q u o ta L ev el o r 
c o nti nu e at red u c ed s p eed  ti ll 
th e end  o f  th e m o nth

� 1 5 %  o f  th e C u s to m ers u p g rad e 
th ei r Q u o ta ev ery m o nth *

� B elg ac o m ,  th e B elg i an
I nc u m b ent d ep lo y ed s i m i lar
Q u o ta s y s tem  o n x D S L
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S er v i c e C r eat i o n 
S C E’s R ich S ervice C reation Environm ent

Personaliz ed  S ub scription S ervice Exam ples
� Parental  C ontrol s and C ontent F il tering : S et I nternet control s f or ch il dren,

incl u ding  b l ock ing  access and imp osing  time l imits on onl ine u se
� B andw idth -O n-Demand ( T u rb o B u tton) : A  tu rb o b u tton to b oost b andw idth  f or a set or 

u ndetermined p eriod of  time,  or f or th e l if e of  a sp ecif ic ap p l ication
� A l l ow ance-B ased S u b scrip tion S ervices: C h oose vol u me or time-b ased q u otas

f or a set p eriod of  time as ref erred to as p rep aid service
� C op yrig h t I nf ring ement: V al idate th at content distrib u ted does not inf ring e cop yrig h ts.
� A dvertisement I nsertion: Perf orm l ocal  advertisement insertions.
� S ecu rity S ervices: N etw ork -b ased secu rity services to p rotect su b scrib ers f rom attack s 

or mitig ate risk s associated w ith  attack s emanating  f rom th e su b scrib er.

R ich S ervice-C reation Environm ent 
� A p p l i c at i on-bas e d c ont rol  on a p e r-s u bs c ri be r bas i s
� I nt e g rat e s  w i t h  A A A ,  p ol i c y -s e rv e r t o de l i v e r p e rs onal i z e d broadband 
e x p e ri e nc e
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S el f -S u b s c r i p t i o n S er v i c e
V ia Personaliz ed  W eb  Portal

E n ab l e  Z e ro -T o u c h  P ro v is io n in g ,  
f o r Fu l l  S e l f -S e rv ic e  A c c o u n t S e t u p

E n ab l e  C u s t o m e rs  t o  S e l f -S e l e c t  
an d  M o d if y  S e rv ic e s  an d  Fe at u re s
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P ar ent al  C o nt r o l s
G etting  I nvolved  in Y our C hild ’s Experience

A du l t s  C an A c c e s s  a W e b P ort al  
and S e t  I nt e rne t  C ont rol s f or 
C h i l dre n, I nc l u di ng  Bl oc k i ng A c c e s s
t o C e rt ai n T y p e s  of  W e bs i t e s ,  and 
I m p os i ng  T i m e L i m i t s on O nl i ne  
A c c e s s

Parental C ontrols 
and  C ontent F iltering
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P ar ent al  C o nt r o l  and C o nt ent  F i l t er i ng
Exam ple

C ontent F iltering

P ag e B l ock ed !
F or b id d en

C on ten t Detected

� S u bs c ri be r-m anag e d p are nt al  c ont rol
� Bas i c  w e bs i t e  bl ac k l i s t i ng  p rov i de d 
f re e  of  c h arg e

� C om p re h e ns i v e  f i l t e ri ng  and s e c u ri t y  
f or a s m al l  m ont h l y  s u bs c ri p t i on
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B andw i dt h -O n-D em and
M eeting  S ub scrib er N eed s on D em and

S u b s c ri b ers  W h o  M ay  H av e a 
S tand ard  L o w er-S p eed  I nternet 
S erv i c e M ay  V i s i t a W eb  Pag e 
o n th e Pro v i d er’s  S i te and  C li c k  
o n a T u rb o  B u tto n to  B o o s t 
T h ei r B and w i d th  f o r a S et 
Peri o d  o f  T i m e o r to  L eav e th e 
B u tto n E ng ag ed  U nti l T h ey  
R etu rn and  D es elec t I t

T urb o B utton 
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Al l o w anc e o r  Q u o t a B as ed S er v i c es
B uy T im e or B and w id th as N eed ed

T h is F eatu re A l l ow s S u b scrib ers to C h oose 
V ol u me Q u ota-B ased or T ime-B ased 
B andw idth f or a S et Period of T ime,  f or 
Ex amp l e on a M onth l y B asis

A llo w anc e B as ed  S u b s c ri p ti o n

T h is O p tion I s I deal  f or S u b scrib ers 
W h o Use th e I nternet I ntermittentl y 
and O nl y W ant to B u y T ime or B andw idth  
as N eeded; W h en Users L au nch  T h eir 
B row sers,  T h ey A re R edirected to a W eb  
Portal  W h ere T h ey S el ect th e T w o-h ou r 
“Pay A s Y ou  G o” O p tion;  A f ter T w o H ou rs,  
th e S ession C ou l d Eith er B e T erminated or 
th e User C ou l d Pu rch ase M ore Usag e

Pay -as -Y o u -G o  
S u b s c ri p ti o n S erv i c e
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S u b s cr ib er N etw or k

H ASH  
D B

D B  r es p o nds  w ith  
f il e c l a s s if ic a tio n:
Inf r ing ing  /  l eg a l

S C E  a c ts  b a s ed o n f il e c l a s s if ic a tio n
- L ets  r eq u es t p a s s  f o r  l eg a l  f il e
- B l o c k  /  r edir ec t /  r a te-l im it f o r  inf r ing ing  f il e

I nf r i ngi ng /  N o n-I nf r i ngi ng
P2 P I d entification

S u b s c r ib er  initia tes  
P 2 P  f il e r eq u es t

S u b s c r ib er  initia tes  
P 2 P  f il e r eq u es t1

S C E  ex tr a c ts  f il e h a s h  
a nd c o ns u l ts  D B

2 3

4

C la s s i f y i n g  P 2 P  c o n t en t  i n t o  i n f r i n g i n g  /  n o n -i n f r i n g i n g
� I d enti f y i ng  and  rep o rti ng  i nf ri ng i ng  m ateri al p er th e S P’s  p o li c y
� U s i ng  th e d etec ti o n and  b lo c k i ng  to  u p -s ell a leg al c o p y  o f  th e 
o ri g i nal req u es t o r a s u b s c ri p ti o n to  th e S P’s  C o ntent s to re

� U s i ng  th e i nf o rm ati o n to  d e-p ri o ri ti z e o r c o ntro l i nf ri ng i ng  m ateri al

�

���

�

���
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S C E  i n O nl i ne Adv er t i s i ng
� O nli ne ad v erti s i ng  i s  th e f as tes t 
g ro w i ng  s eg m ent w i th i n th e h u g e 
ad v erti s i ng  m ark et

E x p ec ted  to  ex c eed  $ 2 5 B  i n 
2 0 0 7 ,  w i th  ~ 3 0 %  y ear-o v er-
y ear g ro w th  ( U S  o nly )

� M o ney  f lo w s  f ro m  th e ad v erti s ers  
� to  ad -ag enc i es ,  ad -netw o rk s  and  
p u b li s h ers

S Ps  d o  no t p arti c i p ate i n th e 
b u s i nes s  ( s i m i larly  to  o th er        
O T T  s erv i c es )
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S C E  i n O nl i ne Adv er t i s i ng
� S C E  allo w s  th e S erv i c e Pro v i d er to  b ec o m e p art o f  th e v alu e c h ai n

L ev erag i ng  h i s  f am i li ari ty  w i th  s u b s c ri b ers  to  f ac i li tate h i g h ly
targ eted  ad v erti s i ng

� S C E  allo w s  rep lac em ent o f  A d s  em b ed d ed  i n w eb  p ag es
I de nt i f y i ng  t h e  H T T P  re q u e s t s  f or ads  s u bm i t t e d by  s u bs c ri be rs …
D i v e rt i ng  t h e m  t o an al t e rnat e  l oc al  s e rv e r,  w h i c h  f u l f i l l s  t h e m u s i ng  
l oc al i z e d / p e rs onal i z e d c ont e nt

S u b s cr ib er N etw or k
A d S er v er s

S C E  inter c ep ts  H T T P  
r eq u es ts  f o r  A ds

S C E  div er ts  tr a f f ic  to  
l o c a l  A d s er v er s

L o c a l  a d s er v er s  f u l f il l  
r eq u es ts  w ith  l o c a l iz ed /  
p er s o na l iz ed c o ntent

1

2
3
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S er v i c e S ec u r i t y  P r o t ec t i o n
� M i ti g ates  s ec u ri ty  th reats  i n th e o p en 
b ro ad b and  netw o rk

D o S: DoS  attack s f rom su b scrib ers
Sp a m : S p am activity f rom b otnets or 
mal iciou s u sers
W o r m s : W orm inf ections and 
p rop ag ation attemp ts

� T h ree-ti er s o lu ti o n;  u s es  a c o m b i nati o n 
o f  ano m aly  d etec ti o n and  s i g natu re 
m atc h i ng  to :

I d e n t i f y : T h reat u sing  statef u l  traf f ic 
p rocessing  and al ert S P op erations
P r o t e c t : B l ock / mitig ate th reat b ased on 
conf ig u red p ol icy
No t i f y : Q u arantine su b scrib er and notif y of  
secu rity risk

E m a il  S er v er s

I n t er n et
S er v i c e C o n t r o l

D e a r  V a l u e d  S u b s c r i b e r :
W e a r e  a d v i s i n g  y o u  t h a t y o u r  P C  m a y  h a v e  
b e c o m e  i n f e c t e d  w i t h  a n  " e m a i l  z o m b i e "  
g e n e r a t i n g  s p a m  m a i l  a n d  c o u l d  p o t e n t i a l l y  
c a u s e  a d d i t i o n a l  s e c u r i t y  i s s u e s  f o r  y o u . C l i c k  
h e r e  f o r  t e c h n i c a l  a s s i s t a n c e :  
w w w .t e c h n i c a l s u p p o r t .c o m .
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R ed u c e A d m i ni s trati v e 
C o s ts  D u ri ng  O u tb reak s
L i m i t S u b s c ri b er I nf ec ti o n 
to  R ed u c e C all C enter L o ad
I nc reas e C u s to m er L o y alty  
and  R ed u c e C h u rn
U p s ell O p p o rtu ni ty  o f  
S ec u ri ty  A d d -o n S erv i c es

S av i ng  o n N etw o rk  B and w i d th

S er v i c e S ec u r i t y  P r o t ec t i o n
V alue to the S ervice Provid er
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• S ol uti ons i ni ti al l y  used  
for p rofi l i ng /  traffi c  m gm t  /  
c ost c ontrol
• Ini ti al  dep l oy m ents are
ty p i c al l y  fol l ow ed w i th
ex p anded netw ork
c ov erage /   ex p anded
ap p l i c ati on c ontrol

• C ustom ers ex p and use
b y  usi ng  the sol uti on for   
c ontrol  of w orm / sp am             
p rop agati on,  and 

p rev enti ng D oS /  D D oS
attac k s 

( 3 -1 2  m onths after i ni ti al  
i nstal l ati on)

• S ol uti ons i ni ti al l y  dep l oy ed for 
p rofi l i ng and traffi c  m gm t are 
now  b ei ng used for c reati on 
of i ndi v i dual i z ed serv i c es,  
i nc l udi ng:
• enhanc ed gam i ng serv i c es
• p arental  c ontrol s
• tel ec om m uter serv i c es
• ap p l i c ati on-restri c ted serv i c es
• q uota-b ased serv i c es
• b undl ed serv i c es
( 6 -1 8  m onths after i nstal l ati on)

The Service Control Implementation Cycle

Strategic 
P art o f

B u s in es s  O p s C u s to m erSal es

C atego ry
R eco gn itio n

E x p an d ed
I n d iv id u al iz ed
Serv ices

I n itial  Sal e
( C o s t C o n tro l )

I n itial
I n d iv id u al iz ed
Serv ices

I n crem en tal
So l u tio n
R o l l o u t

E x p an d ed
O p E x C o n tro l

( Serv ice Secu rity )

C isco 
S ervice
C ontrol
C isco 
S ervice
C ontrol
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Ac t i v i t i es  T i m el i ne - S t age 1
Identify Traffic Patterns

0-3  M o nth s

Eval u ate traf f ic p atterns,  w ith  b asel ine eval u ation 
to incl u de at a minimu m:

� S u b scrib er u sag e p atterns b y 
ap p l ication typ e

� S u b scrib er u sag e p atterns b y time
� Demog rap h ic “cl u stering ” ( S C E rep orts 
and su rveys)

� Presence of   “over th e top ” services
� A p p l ication typ e trends over time
� R el ative u se of  l atency-sensitive ap p l ications
� T op  u sers
� T op  servers

Detail ed view  of  
su b scrib ers f or b u siness 
model ing
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Ac t i v i t i es  T i m el i ne - S t age 2

Identify Traffic Patterns
0-3 M o nth s

I mp l ementation of  control  p ol icies considering . . .
� C o n t r o l  p o l i c i e s v s. c o r p o r a t e  b r a n d i n g
� I m p l e m e n t a t i o n  t i m e l i n e  ( p h a se d  a p p r o a c h )
� M a n n e r  i n  w h i c h  t h e  c o n t r o l  p o l i c i e s w i l l  “f e e d ”
i n t o  se r v i c e  d e v e l o p m e n t

� L e v e l  o f  p r o a c t i v e  m a r k e t i n g  a c t i v i t i e s r e q u i r e d
� O t h e r  ...

Ex amp l e . . .
� P 2 P  c o n t r o l  - t i m e  o f  d a y ,  d o m e st i c  v s. 
i n t e r n a t i o n a l ,  p e r  su b sc r i b e r  a l l o c a t i o n

� E a c h  h a s a sso c i a t e d  m e r i t s /  i ssu e s t h a t  c a n  o n l y  
b e  e v a l u a t e d  i n  t h e  c o n t e x t  o f  t h e  b u si n e ss m o d e l

“C onditioned” N etw ork  
f or S ervices R ol l ou t -
B u siness M odel ing  
B ased on C ontrol l ed 
B andw idth

C o nditio n N etw o rk
3-1 2  M o nth s
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Ac t i v i t i es  T i m el i ne - S t age 3

Identify Traffic Patterns
0-3 M o nth s

I mp l ementation of  ap p l ication- /  content-b ased services in 
contex t of  b u siness model  considering  . . .

� Potential  cannib al iz ation of  ex isting  
h ig h -marg in services

� T imef rame of  service imp l ementation
� C onstru ction of  sel l -u p  op p ortu nities
� A ny rel evant q u otas and p ol icies u p on ex p iration
� S p ecif ic corp orate assets th at can’t b e easil y 
rep l icated b y comp etitors - eg .  T ransp ort /  W irel ess 
b u ndl ing

� M ark eting  /  PR  su p p ort and service p ositioning
� R eq u ired devel op ment activities b y tech nical  teams

S ervices R ol l ou t,  
N etw ork  O p timiz ation,  
O ng oing  Eval u ation

C o nditio n N etw o rk
3-1 2  M o nth s

N ew  S erv ices
6-1 8  M o nth s
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S er v i c e C o nt r o l  –
A d v a nc ing B roa d b a nd  S erv ic es
� O v er 4 0 0 S erv i c e Pro v i d ers  D ep lo y ed  

A N Y  broadband N e t w ork :  x D S L ,  F T T x ,  C abl e ,  M obi l e  3 G ,  F i x e d-
W i re l e s s
S i g ni f i c ant  rol l ou t s  i n l i v e  ne t w ork s

� L arg es t S erv i c e C o ntro l d ep lo y m ents  i n th e w o rld – o v er 2 0  m i lli o n 
s u b s c ri b ers  s erv ed
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C i s c o  I P  N G N  V i s i o n and Ar c h i t ec t u r e
Enab ling  U niq ue C onnected  L ife Experiences

P a r t n er
C ont e nt  P rov i de rs ,  
M i ddl e w are ,  S y s t e m  
I nt e g rat ors

B u i ld
C R S -1 ,  I S G ,  76 00,  
7200/73 00

Aq u i r e
S c i e nt i f i c  A t l ant a,  
L i nk s y s ,  A rroy o

R es o u r c es
C om p re h e ns i v e  I P  
N G N  P ort f ol i o

I P  D N A
U nm at c h e d I P  
E x p e rt i s e  and 
E x p e ri e nc e

C o m m i t m en t
O v e r $ 2B R & D  
F Y ’07 f or S P s
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