
© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 1

Odkrivanje, analiziranje in 
o dp ravljanje varno s t nih  
g ro ženj z u p o rab o  C is c o  

S ec u rit y M A R S

Dejan Miletić, univ.dipl.inž.e l.
C C N P , C C D P , C C I P , C C S P



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 2

Agenda

� Security Threat Management Overview
� Mo nito ring,  A nal ys is  and  R es p o ns e with 
MA R S

� MA R S F eatures  and  F unctio ns
� R ep o rting in MA R S
� MA R S A p p l iances
� U s e-cas e ex amp l e
� MA R S d emo
� Q  &  A
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C i sc o  S ec u r i t y  M anagem ent  S u i t e

� I ntegrated  Security Management and  Mo nito ring

Cisco Security 
M a rs

Rapid T h r e at  
I de n t if ic at io n
an d M it ig at io n
T o po l o g y  
A w ar e n e s s
D at a C o r r e l at io n

Cisco Security 
M a n a g er

S im pl if ie d P o l ic y  
A dm in is t r at io n
E n d-t o -E n d
C o n f ig u r at io n
N e t w o r k -W ide  o r  
D e v ic e -S pe c if ic

C o nf ig ur a t io n
P r o vis io ning

M o nit o r ing
A na ly s is
M it ig a t io n

Self-D efen d i n g  N et w o r k
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Monitoring, 
A na l y s is  a nd  
R e s p ons e  w ith  
MA R S
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C i sc o  S ec u r i t y  M AR S
Comprehensive Threat Management
� MARS is an acronym = 
Monit oring ,  Anal ysis and  
Re sp onse  Syst e m

� Rap id  t h re at  d e t e ct ion,  isol at ion 
and  mit ig at ion,  t op ol og ical l y 
aw are

� C ommand  and  cont rol  f or you r 
e x ist ing  ne t w ork  se cu rit y

� C orre l at e s d at a f rom across 
d isp arat e  mu l t i-v e nd or se cu rit y 
d e v ice s and  ap p l icat ions

Re
du
ct
io
n

Co
rre

la
tio
n Ses s i o n s

R u les
V er i fy

Firewall Log I D S  E v en t S erv er Log
S wit c h  Log Firewall C f g. A V  A lert
S wit c h  C f g. N A T  C f g. A p p  Log
R ou t er C f g. N et f low

I s o la t ed  E v en t s
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K ey  C o nc ep t s - E v ent s
� Events― “P u sh ” of  me ssag e s t o MARS b y t h e  monit oring  re p ort ing  
d e v ice s ( sysl og s,  t rap s…)  < O R>  MARS “P u l l s” e v e nt s f rom t h e  
monit oring  re p ort ing  d e v ice s ( I P S al e rt s,  W ind ow s l og ….) .
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K ey  C o nc ep t s - S essi o ns
� S essi o ns― se t  of  me ssag e s ( e v e nt s)  t h at  are  corre l at e d  b y t h e  
MARS across N AT  b ou nd arie s.

NAT

E v e n t -1  
(P r e -NAT)

E v e n t -2
(P o s t -
NAT)

H I P S

Tr a f f i c  F l o w

Session =  C or r el a t e E v ent -1  a nd  E v ent -2  
a c r oss N A T  b ou nd a r ies
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K ey  C o nc ep t s - I nc i dent s
� I nc i d ents ― se t  of se ssions t h at  mat ch  d e f ine d  insp e ct ion ru l e s. 
Ru l e s are  e it h e r incl u d e d  in t h e  MARS syst e m or d e f ine d  b y t h e  
ad minist rat or.

NAT

E v e n t -1  
(P r e -NAT)

E v e n t -2
(P o s t -
NAT)

H I P S

Tr a f f i c  F l o w

Session1 =  C or r el a t e E v ent -1 a nd  E v ent -2

H I P S

Attack

I n ci d e n t 
= M a t c h  R u l e s  (S e s s i o n 1,  

S e s s i o n 2  )
NAT

E v e n t -1  
(P r e -NAT)

E v e n t -2
(P o s t -
NAT)

Tr a f f i c  F l o w

Session2 =  C or r el a t e E v ent -1 a nd  E v ent -2
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H o w  M AR S  W o r k s
1. E v e n t s  c o m e  i n t o  M A R S  f r o m  N e t w o r k  D e v i c e s
2 . E v e n t s  a r e  P a r s e d
3 . N o r m a l i z e d
4 . S e s s i o n i z e d / N A T  c o r r e l a t i o n
5 . A n a l y z e d  a g a i n s t  R u l e  E n g i n e  
6 . V u l n e r a b i l i t y  A s s e s s m e n t  a g a i n s t  s u s p e c t e d  h o s t s
7 . F a l s e  P o s i t i v e  A n a l y s i s
8 . T r a f f i c  p r o f i l i n g  a n d  s t a t i s t i c a l  a n o m a l y  d e t e c t i o n

1 s t p h a s e ,  
N o r m a l i z a t i o n

2 n d p h a s e ,  
R u l e s  a p p l i e d
3rd p h a s e ,  
A n a l y s i s  a n d  
M i t i g a t i o n
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MA R S  F e a tu re s  
a nd  F u nc tions



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 11

Cisco Security - M A R S F ea ture O v erv iew
G o a l :  
� M A RS  T r an s f o r m s  r aw  n e t w o r k  an d s e c u r it y  

dat a in t o  ac t io n ab l e  in t e l l ig e n c e

K e y  f e a t u r e s
� A ppl ian c e -b as e d T h r e at  M it ig at io n
� C e n t r al iz e d das h b o ar d t o  u n if y  S e c u r it y  O pe r at io n s
� C o l l e c t ,  ag g r e g at e  &  c o r r e l at e  f r o m  h e t e r o g e n e o u s  de v ic e s  in  a s in g l e  appl ian c e  

S D E E ,  S y s l o g ,  H o s t  l o g s ,  F ir e w al l  l o g s  ….  F r o m  C is c o ,  N o n -C is c o  an d C u s t o m  de v ic e s
N o  s o f t w ar e  ag e n t s  r e q u ir e d

� N e t w o r k  B e h av io r al  A n al y s is  ( N B A )
N e t f l o w an d T r af f ic  F l o w  an al y s is  pr o v ide s  e n h an c e d t h r e at  de t e c t io n  pr e c is io n

� T o po l o g ic al  A w ar e n e s s
D e v ic e  C o n f ig u r at io n  ( + N A T ,  + Ro u t in g )  k n o w l e dg e  c r it ic al  t o  g l o b al  de c is io n  m ak in g  

� M it ig at io n  C apab il it ie s
L ay e r  2  /  L ay e r  3  M it ig at io n  S u g g e s t io n s  ( po r t  dis ab l e ,  s h u n  c o m m an ds ,  A C L s e t c . )
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B i g P i c t u r e C o m m and and C o nt r o l
� C entral iz ing N etf l o w,  Sys l o g and  d evice to p o l o gy as  
inp uts  to  MA R S b uil d s  the co mmand  and  co ntro l  center
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C r i t i c al  D at a R edu c t i o n

2 , 6 9 4 , 0 8 3  Events

9 9 2 , 5 1 1  S essi o ns

2 4 9  I nc i d ents

6 1  H i g h  S ever i ty
I nc i d ents

I nc id ent Das h b o ar d
- A g g r eg ate
- C o r r elate
- S u m m ar iz e

I m p a ctf ul D a ta  R ed uction ,  a l l ow s 
A d m in istra tors to f ocus on  p riorities



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 14

At t ac k  P at h  and T o p o l o gy  Aw ar eness

At t ack  St art
(b r o w n)

C omp romise d  h ost  
p rop ag at ing  at t ack

(pur ple )

V ict im/ cont aminat e d  h ost
(r e d)
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A tta ck  M itig a tion
� Use control capabilities within your 
inf rastructure

Layer 2/3 attack path is clearly visible
M itig atio n  en f o rcem en t d evices are id en tif ied
E x act m itig atio n  co m m an d  is pro vid ed

F ir ew all

R o u ter

S w itc h



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 16

Com m a n d  a n d  Con trol  D a sh b oa rd

� 1 0 0  I C MP  me ssag e s f rom t h e  same  
sou rce  w it h in t e n se cond s mu st  me an 
some t h ing  is w rong
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Custom iz a b l e System  D ef in ed  R ul es
Rule Definition
• D e f ine  of f se t s

• Sp e cif y nu mb e r of  occu rre nce
• Sp e cif y t ime  rang e
Ru l e  can al so b e  u se d  t o g e ne rat e  re p ort s
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C u st o m  P ar ser
It Is Possible to Create a Cu stom  Parser
f or A n y  D ev ic e S en d in g  S y slog or
S N M P T rap s

N o t e : I f  Y o u  R e -U s e  E v e n t s  A l r e a d y  i n  t h e  
D a t a b a s e ,  t h e  P r e d e f i n e d  R e p o r t s  a n d  R u l e s  
W i l l  W o r k  A l s o  f o r  t h e  N e w l y  D e f i n e d  D e v i c e

1. C r e a t e  a  n e w  d e v i c e /  
a p p l i c a t i o n t y p e  

2. C r e a t e  a n  e v e n t t y p e  
f o r  t h e  n e w  d e v i c e / a p p l i c a t i o n

3. D e f i n e  t h e  p a t t e r n s  a s s o c i a t e d  
t o  t h e  e v e n t t y p e

4 . A d d  t h i s  n e w  d e v i c e / a p p l i c a t i o n  
i n t o  M A R S
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R ep o r t i ng i n M AR S



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 20

S y st em  D ef i ned/ C u st o m i z ab l e R ep o r t s
E x a m p l e:  R ep ort sh ow in g  top  d estin a tion  p orts th a t w ere d en ied  b y F irew a l l  

R e p o r t  o v e r  2 4  h o u r s
R e p o r t  s c h e d u l e d  h o u r l y

C l i c k  “q” i c o n  t o  g e t  d e t a i l  
i n f o r m a t i o n  a b o u t  p o r t  4 4 5
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N et w o r k  T r af f i c  I nv est i gat i o n

Why Port 0 traffic? 
I s  it re al  Port0 attack  or e v e n ts  that 
hav e  n o p ort in form ation ? 
N e e d  fu rthe r in v e s tig ation
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MARS 
Ap p l i a n c e s
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FCS 
J u n e  
2 0 0 8

MA
RS

 
1st

Ge
ne
rat

ion
Ap

pli
an

ce
s

5 0  5 0 0  1 0 0 0 3 0 0 0  E P S

C i sc o  S ec u r i t y  M AR S  
A p p l i a nc e O ver vi ew

MA
RS

2n
d
Ge

ne
rat

ion
Ap

pli
an

ce
s

1 0 0 0 0

M A R S 2 0 R

M A R S 2 0

M A R S 5 0

5 0 0 0

M A R S 1 0 0 E

M A R S 1 0 0

M A R S 1 1 0 R

M A R S 1 1 0

M A R S 2 1 0

M A R S 2 0 0

M A R S G C2  &  G C2 R

M A R S G C &  G Cm

7 5 0 0 1 5 0 0 04 5 0 0E P S

H a r dw a r e  R e dunda nc y

M A R S 2 5 R

M A R S 2 5

M A R S 5 5

1 5 0 07 5 05 0  
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C S -M AR S  O v er al l  P r o du c t  L i ne

2x 750 W dual-r e dun dan t ,  
1 20/ 24 0V  aut o s w i t c h

2 R U  x 27 3 / 4 "  ( D ) ;  
3 . 4 4 "  ( H ) ;  1 9 "  ( W)  i n .

2, 000 G B  R A I D  1 0 
h o t -s w ap p ab le

3 00, 0001 5, 000Cisco Security MARS 210 
( CS-MARS-210-K 9 )

2x 750 W dual-r e dun dan t ,  
1 20/ 24 0V  aut o s w i t c h

2 R U  x 27 3 / 4 "  ( D ) ;  
3 . 4 4 "  ( H ) ;  1 9 "  ( W)  i n .

1 , 500 G B  R A I D  1 0 
h o t -s w ap p ab le

1 50, 0007, 500Cisco Security MARS 110 
( CS-MARS-110-K 9 )

2x 750 W dual-r e dun dan t ,  
1 20/ 24 0V  aut o s w i t c h

2 R U  x 27 3 / 4 "  ( D ) ;  
3 . 4 4 "  ( H ) ;  1 9 "  ( W)  i n .

1 , 500 G B  R A I D  1 0 
h o t -s w ap p ab le

75, 0004 , 500Cisco Security MARS 110R 
( CS-MARS-110R-K 9 )

500W dual-r e dun dan t ,  
1 20/ 24 0V  aut o s w i t c h

4  R U  x 25. 6  i n .1 , 000 G B  R A I D  1 0 
h o t -s w ap p ab le

3 00, 0001 0, 000Cisco Security MARS 200 
( CS-MARS-200-K 9 )

500W dual-r e dun dan t ,  
1 20/ 24 0V  aut o s w i t c h

3  R U  x 25. 6  i n .750 G B  R A I D  1 0 h o t -
s w ap p ab le

1 50, 0005000Cisco Security MARS 100 
( CS-MARS-100-K 9 )

500W dual-r e dun dan t ,  
1 20/ 24 0V  aut o s w i t c h

3  R U  x 25. 6  i n .750 G B  R A I D  1 0 h o t -
s w ap p ab le

75, 0003 000Cisco Security MARS 100e 
( CS-MARS-100e-K 9 )

3 00W,  1 20/ 24 0V  aut o s w i t c h1  R U  x 25. 6  i n .24 0 G B  R A I D  0 3 0, 0001 , 000Cisco Security MARS 5 0 
( CS-MARS-5 0-K 9 )

3 00W,  1 20/ 24 0V  aut o s w i t c h1  R U  x 1 6  i n .1 20 G B  ( n o n -R A I D )1 5, 000500Cisco Security MARS 20 
( CS-MARS-20-K 9 )

3 00W,  1 20/ 24 0V  aut o s w i t c h1  R U  x 1 6  i n .1 20 G B  ( n o n -R A I D )1 50050Cisco Security MARS 20R 
( CS-MARS-20R-K 9 )

P ow erRa ck  U n itStora g eN etF l ow s/
Sec

E v en ts/
Sec[1]

L oca l  Con trol l er Mod el s

[ 1 ] Events per second: Maximum events per second with dynamic correlation and all f eatures enab led.
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2nd G en era tion  H a rd w a re U p d a te

� N e x t -G e n ap p l iance s l au nch e d  May 2 0 0 7
R e f r e s h  f o r  c u r r e n t  s h i p p i n g  m o d e l s  ( M A R S  10 0 e ,  M A R S  10 0 ,  M A R S  20 0 ,  
M A R S  G C )  w i t h  n e w  h a r d w a r e  c o m p o n e n t s
1. 5 x  E P S  p e r f o r m a n c e ,  2x  S t o r a g e ,  S l i m  f o r m  f a c t o r

� Sof t w are  f e at u re  p arit y b e t w e e n ap p l iance s 
S i m i l a r  f u n c t i o n a l i t y  t o  e n d -c u s t o m e r s

� E x ist ing  and  N e x t -G e n h ard w are  int e rop e rab l e

N E W
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U s e -c a s e
E x a m p l e
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C S M  and M AR S  C r o ss L au nc h :   
T roub l esh ootin g  n o F T P  A ccess

F T P  S e r v e rF T P  C l i e n t

A l l o w A l l o w D e n y

Path

I s a  f irew a l l  d en yin g  a ccess?

Ca n ’t A ccess 
F T P  Serv er

H ow  m a n y f irew a l l s a re in  th e p a th ?
A re th ere m ul tip l e p a th s?
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F l o w  T r o u b l esh o o t i ng:  M AR S

# 1 :  E n ter Source - D est I P  A d d r /  Serv ice
# 2 :  Sp ecif y R ep ort T yp e

# 3 :  V iew  E v en ts
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F l o w  T r o u b l esh o o t i ng:  M AR S
# 4 :  V iew  T op ol og y # 5 :  V iew  F irew a l l  R ul e T a b l e
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MARS d e m o

D e mo Se rv e r
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Q  &  A

d mil e t ic@ cisco.com



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 32


