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S21SEC, COMPUTER SECURITY SERVICES

Clients:
Present in 25 of the IBEX 35 companies.
20% of European Eurostoxx 50 index.
90% of Spanish financial sector.
Public Administrations bodies and institutions.
Main telecommunications companies.
E-commerce, utilities and construction companies.
Major national airlines and transport & logistics 
companies.
Defence and Security Forces.
Health Sector.

Spanish company exclusively dedicated to Information Security.
“Mission: Prevent and manage the risk to organisations and people in their digital lives.”

7 offices in Spain
3 international offices
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WHAT MAKES US 
DIFFERENT

An Integral Management model for 
24x7 Security

Committed to innovation from the start. First 
R+D+i centre in Europe

The largest Digital Security team in 
Spain: 200 specialists 

And into the future, 
with quality and 
certificates



4

BUSINESS LINES

SERVICES

Technical assessment
Consultancy
Digital Surveillance
Fraud and intelligence
Managed Security
Training

PRODUCTS

SIEM
Vulnerabilities database
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REQUIREMENTS SET BY PCI DSS

The PCI DSS standard is structured around the four levels which are described in the graph 
below. 
The level of detail increases as we work down.

Control objectives

Main Requirements

Detailed Requirements 
and Sub-requirements

Test Procedures
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REQUIREMENTS SET BY PCI DSS

The Control Objectives set in PCI DSS are given below:

A. Build and maintain a secure network.
B. Protect cardholder data.
C. Maintain a vulnerability management program.
D. Implement strong access control measures. 
E. Regularly Monitor and test networks. 
F. Maintain an Information Security Policy. 
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PCI DSS COMPLIANCE : FINANCIAL ENTITIES

All Visa or MasterCard members must comply with PCI DSS. They are responsible for 
security within their own systems. 

Issuer or adquiring members are not required to validate their compliance, except 
that they are also acting as service providers.

The purchasing banks are in charge of guaranteeing: 
PCI DSS compliance from their businesses.
PCI DSS compliance from all their service providers through which they or their merchants, 
process or transmit information on card payments.

In the case of Visa and MasterCard, the adquiring bank will take on any 
responsibility which could be incurred from non compliance with card brand 
compliance programs.
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PCI DSS COMPLIANCE: MERCHANTS

All merchants which accept card payments must comply with PCI DSS, but only certain 
merchants must validate their compliance, depending on their volume of transactions.
Visa and MasterCard classify maerchants which accept card payments into four levels, 
depending on the number of transactions they carry out on a yearly basis. 

Annual Self-assessment questionnaire 
(carried out by the merchant)
Quarterly network scans (carried out by 
an Approved Scanning Vendor - ASV)

Any merchant processing less than 20,000 transactions over the 
Internet per year.
Remaining merchants processing up to 1,000,000 VISA or 
Mastercard transactions per year.

Level 4

Any merchant processing between 20,000 and 1,000,000 VISA or 
MasterCard transactions over the Internet per year.Level 3

Annual Self-assessment questionnaire 
(carried out by the merchant)
Quarterly network scans (carried out by 
an Approved Scanning Vendor - ASV)

Any merchant processing between 1,000,000 and 6,000,000 Visa 
or MasterCard transactions per year (regardless of the acceptance 
channel). 

Level 2

Annual on-site Security Audit (carried 
out by a Qualified Security Assessor -
QSA). 
Quarterly network scans (carried out by 
an Approved Scanning Vendor - ASV)

Any merchant processing over 6,000,000 VISA or MasterCard 
transactions per year (regardless of the acceptance channel).
Any merchant that has suffered an attack that resulted in an 
account data compromise in the past year.
Any merchant identified by another payment card brand as a 
Level 1

Level 1

Validation requirements DescriptionCategory
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PCI DSS COMPLIANCE: SERVICE PROVIDERS

All card brands require service providers to comply with PCI DSS requirements. 

Validation and compliance requirements vary depending on the different card 
brands. 

Visa and MasterCard: They classify service providers according to the volume of 
transactions and/or type of service provider. 

American Express, Discover and JCB: They do not classify service providers 
according to the volume of transactions. All service providers must comply with PCI 
DSS.
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PCI DSS COMPLIANCE: SERVICE PROVIDERS

Levels Defined and Validation Requirements.
VISA

Annual Self-assessment 
questionnaire (carried out by the 
service provider).
Quarterly network scans (carried 
out by an Approved Scanning 
Vendor - ASV).

Any service provider that is not Level 1 and stores, 
processes or transmits less than 1,000,000 VISA 
accounts / transactions annually.

Level 3

Any service provider that is not in Level 1 and stores, 
processes or transmits more than 1,000,000 VISA 
accounts / transactions annually.Level 2

Annual On-site Security Audit 
(carried out by a Qualified 
Security Assessor - QSA). 
Quarterly network scans (carried 
out by an Approved Scanning 
Vendor - ASV).

All VisaNet processors, payment gateways and Internet 
payment service providers (regardless of transactions 
volume).Level 1

Validation RequirementsDescriptionCategory
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PCI DSS COMPLIANCE: SERVICE PROVIDERS

MasterCard

Quarterly network scans 
(carried out by an Approved 
Scanning Vendor - ASV).

The remaining DSEs which are not included in Levels 
1 and 2.Level 3

All DSEs which store account information for Level 3 
Businesses.Level 2

On-site Security Audit (carried 
out by a Qualified Security 
Assessor - QSA).
Quarterly network scans 
(carried out by an Approved 
Scanning Vendor - ASV).

All TPPs (Service Providers -Third Party Processors)
All DSEs (Data Storage Entities) which store account 
information for Level 1 or Level 2 Businesses.Level 1

Validation RequirementsDescriptionCategory
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SCOPE OF PCI DSS

Who must comply with PCI 
DSS?

Financial entities (who only 
have to validate their 
compliance in the event that 
they act as service 
providers).
Service providers which 
store, process and/or 
transmit information on 
cardholders. 
Merchants which store, 
process and/or transmit 
information on cardholders.
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SCOPE OF PCI DSS

The scope of PCI DSS includes all systems which store, process or transmit 
information on credit or debit cards.

The cardholders’ environment is the part of the network which processes 
cardholders’ data or sensitive authentication data. This includes all system
components:

Servers: web, database, authentication, mail, proxy, NTP, DNS…
Applications
Network devices: firewalls, switches, routers, wireless access points, network appliances…

When third parties are involved in processing, each service provider is responsible 
for their own compliance (aside from contractual obligations).

PCI DSS is therefore applied to the different channels for transmitting card data 
(Physical TPV, Virtual TPV,…)
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SCOPE OF PCI DSS

Defining the scope is a critical moment in the audit process.
Adequate network segmentation, which isolates systems which store, process or transmit 
cardholder data from the rest of the network may reduce the scope of the audit.
The QSA must verify that the segmentation is adequate to reduce the scope of the audit.

The scope of annual onsite reviews includes:
All external connections into the merchant network, such as employee remote access, third 
party access  for processing and maintenance or payment card company.
All connections to and from the authorization and settlement environment.
Any data repository outside the authorization and settlement environments which stores 
more than 500,000 account numbers (NOTE: Not falling within the scope does not mean 
that it must not comply with the standard).
The Point of Sales systems (POS – Point of Sales), if there is any type of external access to 
the business location by any means (Internet, virtual private network, dial-in, broadband, 
or publicly accessible machines such as kiosks).
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AUDITING PROCESS
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AUDITING PROCESS

Scope validation

Sampling
Sampling techniques can be used to run audit procedures.
The sample must be a representative selection of all of the types of system components 
and include a variety of operating systems, functions and applications into the scope.
When selecting samples of merchants’ stores or for franchised merchants:

If there are standardised processes, the size of the sample can be reduced.
If there are several types of processes, the sample must include processes for each of them.
If there are no standardised processes, the sample must be larger to be able to assure whether 
each location understands  and implements PCI DSS requirements properly.

Compensating controls
They must be considered when an entity cannot comply with the technical specification for 
a requirement but mitigates the associated risk sufficiently.
Effectiveness depends on many factors which mean they must be assessed individually 
(the inspection environment, the system in general, its definition and configuration…)
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AUDITING PROCESS
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PCI DSS COMPLIANCE SERVICE

S21sec is certified as: 
Qualified Security Assessor Company (QSAC) to run on-site audits (with three certified 
professionals). 
Approved Scanning Vendor (ASV) to run quarterly network scans.

The services provided by S21sec to help organisations guarantee PCI DSS 
compliance are as follows: 

Annual on-site audits.
Quarterly network scans.

S21sec was the first Spanish company to be certified to provide PCI DSS 
compliance services in Europe and LATAM.
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PCI DSS COMPLIANCE SERVICE

S21sec can, additionally, help to implant other security measures which are 
required to guarantee PCI DSS compliance:

Expert assessment on the matter: Definition of the compliance strategy.
Permitting compliance with monitoring requirement 10.
Equipping a company with a vulnerabilities information system.
Running code reviews on the necessary applications.
Defining policies, standards and procedures in line with the standard (including secure 
configuration guides, managing key public infrastructures– PKI, or SDLC).
Providing equipment for secondary authentication factors.
Providing device management services securely (and remotely).



*[Thank you] 
info@s21sec.com

Tel.+34 902 222 521

2008 S21sec


