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Continuing the lead in L7 security
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Who Is IronPort?

* Founded in 2000 by Email pioneers from
Hotmail, ListBot and Yahoo

« idea: building the fastest and strongest
gateway appliance

« based in USA, California, Silicon Valley
« Acquired by Cisco in June 2007
« Worldwide 800+ employees

« ~100 in Europe (UK, Germany, Sweden,
France, Spain, ltaly)

* revenue 2005: ~70m USD,
2006: ~115m USD
2007: ~200m USD




IronPort® Gateway Security Products
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BLOCK Incoming Threats
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CENTRALIZE Administration

kage Prevention

PROTECT Corporate Assets
Data Le@
ncryption

Security
MANAGEMENT
Appliance

P oY
1Y |
<y
CLIENTS
Web Security | Email Security | Security Management | Encryption ( I )IRONPORT“



The IronPort SenderBase® Network
Global Reach Yields Benchmark Accuracy

« 30B+ queries daily

* 150+ Email and Web
parameters

e 30% of the World’s Traffic
» Cisco Network Devices

Combines Email & Web Traffic Analysis

= View into both Email &

C 2
Web traffic = _
= 80% of spam contains /%onpoﬁf
URLs - SenderBase = -

= Email is a key distribution
vector for Web-based
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malware IronPort EMAIL IronPort WEB
= Malware is a key Security Appliances Segurity
distribution vector for Spam Appliances

zombie infections

Source: - www.securecomputing.com and www.borderware.com, August 6,:2006
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Extending Market Leadership
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1. Customer Leadership

Over 6,000 customers
globally

99% customer retention rate

2. Technology
Leadership

Industry leading email and
Web security applications
and management tools

3. Global Leadership

Worldwide operations and
infrastructure




IronPort + Cisco
Extending Technology Leadership

1. Substantial growth in bookings
Staying Ahead Requires

Market growth rate = 50% Higher Investment in
IronPort growth rate = 100% Technical Resources
A
2. Significant investment in 100%
security technology -
R&D resources increased by =
35% in 2007 §
Employee base increased by §
50% <
3. Unparalleled access to data >

Technical Resources ($)

@ IRONPORT

Cisco network devices
contribute to IronPort’s
SenderBase data




Gartner Magic Quadrant
for Email Security Boundaries, 2008

email security appliance.

challengers leaders
Analysis of IronPort Email Security: 4 |
= Ciscol/lronPort is the market share leader
with strong growth r .
th strong growth rates » ClscovirenPort
= Spam detection rates for IronPort are Microsoft Google/Postini
excellent, with very low false-positive rates. Symantec
. @ Trend Micro » Messagel abs
= SenderBase has expanded to include Web L Barracuda Networkse s
URL reputation. The local connection o McAfee s tcuia P
. . b
management policy is very granular. u Websenses e
= ogic
. . . . =i Sophos
= Email encryption (via the Cisco/PostX = o ROV Thcnolngies
envelope functionality) is provided in the = 9 Clearswi
P y)isp ® SonicWALLs » Webroot

= Scalability and stability are prime
differentiators. IronPort has a large
percentage of very large enterprise
customers.

Messaging Architects
PineApp

niche players visionaries

| completeness of vislon F——p»

As of September 2008

Source: Gartner (September 2008)
*Full report available on request.



Gartner Magic Quadrant
for Secure Web Gateway, 2007

challengers leaders
Analysis of IronPort Web Security: e . | -
= Email security experience has helped design i
the IronPort S-Series™ for complex IronPart Systems
enterprise environments. Websense
= Solution provides anti-spyware scanning SurfControl
supplemented with anti-spyware scanning Trend Micro Blue Coat Systems
and URL filtering . McAfee
] Sophos
= URL categorization engine is augmented ] CA S Gompuling
with data from lronPort's SenderBase® ; —1 _
reputation service. e EHTGIEALEINE. B | g
= Clearswift Finjan
= Malware protection is enhanced with an S Messageliabs ® EaceTime
outbound Layer 4 traffic monitor “ g foiaha Communications
= IronPort is expected to be a leader in 2008 _ ScanSafe
and potent threat as the product and 8e€ Technologies e
installed base matures, and the company St. Bernard Software
can take advantage of the reach of Cisco’s
sales force. \
niche players visionaries
| completeness of vision —————pp
Source: Gartner (June 2007)

*Full report available on request.



Gartner Magic Quadrant

for Email Encryption, 2007

Analysis of IronPort Email
Encryption:

= Universal Reach: send to any email user

= Usability: No desktop software, no
certificates
= Simple Deployment and Management
Integrated into IronPort C-Series™

Supporting infrastructure provided by Cisco-
managed service

= Auditable Policy Enforcement

= Combined IronPort/PostX organization
provides email security and encryption
capabilities

| ability to execute |

challengers leaders

_lronPort Systams

Tumbleweed Communications

Secure Computing

, ZixCorp
PGP Corporation » | ™ yoltage Security
Entrust ®
ZL Technologies
niche players visionaries
| completeness of vision ———pp
As of August 2007

*Full report available on request.



IronPort Consolidates the

Network Perimeter

For Security, Reliability and Lower Maintenance

Before IronPort
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IronPort Consolidates the
Network Perimeter

For Security, Reliability and Lower Maintenance
Before IronPort

After IronPort
A¢
Firewall % Firewall
‘IQ
Web Proxy & Caching @
v
Anti-Spyware @
v
Anti-Virus @
v IronPort Web Security Appliance
Anti-Phishing @
v
URL Filtering 9
v
Policy Management @
. v
9999 9999
Users @ @ @ Users

999 @IRONPORT“



IronPort E-Mail Security Architecture
Inbound Security, Outbound Control

/'
INBOUND Spam Virus
SECURITY Defense Defense
—

THE IRONPORT ASYNCOS™
EMAIL PLATFORM

Data Loss Prevention ] Secure Messaging

OUTBOUND
CONTROL




Stop More Spam

IronPort Spam Defense

Multi-Layer Spam Defense
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IronPort Spam Defense

Thompson Machinery Case Study

[ronPort & Barracuda Anti-Spam Shootour Motes :’
LronP 2 @‘

ronPort ar'racu
Averaqe spam received per user per day: 740 790 p
Spam Carcn Rarte: 9% Y6% :

Missea Spam Per Day:

>
@
LW e

A Ay

Spam 70 The Lrooell!

Burracada ReSWis M wop7e More

e L
]

Thompson

‘I simply plugged it
in, set it up and
walked away. No
more spam
problems! The
ROl on this
productisa no-
brainer.”

— David Jones
IT Administrator

Thompson Machinery

MAILBOXES
PROTECTED




Stop More Viruses
IronPort Virus Defense

Multi-Layer Virus Defense

Anti-Virus

BN

= E - e W i =
< SIS
T =15 mins \a\l
T =5 mins gt =

T=0 i i A
-zip (exe) files
] ] -zip (exe) files P (exe) \I
-Zip (exe) files | _g;,6 50 to 55 KB |-Size 50 to 55KB

-“Price” in the
filename

Virus Outbreak Filters Advantage
Average lead time*

.............................. over 13 hours
Outbreaks blocked *

........................... 175 outbreaks
Total incremental protection*

................ over 94 days



# of Messages

lronPort’s Virus Defense

eWeek Review Case Study

200 -

2

)
3

Viral Messages Stopped By Month

June Jully AUg

Sept

Assumes $500 Per Desk Top Clean Up & 1/3 Open Rate of Viral Messages

WEEK

Review
* 5 month test by eWEEK

* 1217 virus positive emails
stopped before AV signatures
were available

* 48 separate virus variants
« 0 false positives reported

“We never saw a false positive.

Virus Outbreak Filters
effectively blocked messages
containing viruses for which

signatures didn't already exist.”
— - Mike Caton, Technical Writer



Data Loss Prevention
Multi-Faceted Problem
1. Regulatory Compliance

PCI, HIPAA, GLB, SOX Regulations
Scan for sensitive information and block infractions

Secure business partner communication

2. Acceptable Use
Block offensive content
Enforce messaging policy (attachment size, etc)

Add legal disclaimers to outgoing mails

3. Intellectual Property Protection
Block messages containing confidential data

Prevent email communications with competitor




Ba!a EOSS Frevenflon Beploymen!

IronPort Reduces Complexity

Before IronPort After IronPort
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Data Loss Prevention Foundation
Integrated Scanning

Add Conditio I

|Me;r.aga Body or Attachment

A4 Ditonary

M Body or Attachment Help =
Message Body eaned “
. Does the message body contain text or an attachment e
Message Size that matches a specific pattern? This includes delivery-

Attachment status parts and associated attachments. EL»«: -
Attachment Type " Contains text: ~
Attachment Name N M

Attachment Protected (=) Contains smart identifier: dtiorsi| ot

| ABA Routing Number

Subject Header
Other Header " Contains term in centent dictionary:

| compliance |

Envelope Sender
Envelope Recipient Number of matches required: fL (1-1000)

' Compliance
Custom Content Filters Dictionaries

Enable Smart Identifiers Weight (0-10)
[~ Credit Card Numbers I
= p ' social Security Numbers

-
[ ABa Routing Numbers I_
I_

[T cusips
1) | Outbound Mail /\

Users

Smart Identifiers

Add Cong

verior il plcies Securty serices Hetaor System admiistaton 1 Message Body or Attachment y
Attachment File Info Help
~ - Message Body
Edit Dictionary Does the message cantain an attachment of a filetype matching a
Message Size specific filenarme or pattern based on its fingerprint (similar to 5
S — ONIX fila cammand)? Altamatualy, doss the decarsd MIVE tye of
ame: | Proprctary_content an attachment match?
dvancad Matching: | ] watch whole words Attachment File Info o
T eunsion e
oo kel SLDEERRERA
it o =5 Other Header @ ’[_.YF'_
St : O Envelope Serder
MIME type
L] Disabled Tem. 0 : Envelope Recipient (o] P
Int egra ted Scann/ng Makes —
prive 1 o
e propristary T £l Remate 1P
" weioht:® [1 Restriced L L] Reputation Scare
DLP Deployments QUICk & i —

Ea Y Weighted Content —

Dictionaries — 2 e ok

Attachment Scanning




Data Loss Prevention Foundation
Integrated Remediation

atfeet]es
Cisco

Secured Message

From: kkennedy@ironpart.com

[(Reply | [(ReplyAll | [ Forward |

Data.: October 12, 2007 6:30:50 AM PDT Nai Financial_Info_Detected
Subject: Product Roadmap = 3 5 .
Type: | Notification Template
Attachments: Roadmap.doc 2
Text: | [A message containing sensitive financial information was
detected and redirected to the Policy Quarantine.

Product roadmap doc attached, as reguested.

Best regards.
- Hevin

Repl ReplyAall Forward

@ 2000-2007 Cisco Systems Inc. All rights reserved.

Remediation: Encryption
I
/ Remediation: Notification

Content Filters Brintable (FDF)

1] | Outbound Mail p——
14 Aug 2006 00:00 to 13 Sep 2006 15:13 (GMT -0700)

Users

Edit Policy Quarantine

Delete Quarantine

| Policy
= e | — 1 e | —— .0
floze we o ther seon e scum 255

Quarantine Nam

Space Allocatior

fiier_scum [ 546k bad_rame [ 54 2
Default Action: | petain [10 [Days %] then |Delete & seum_mer |3 16 stap_spam 532
h I g i dify Subi — - S bad_name. 1k wcum_fiber 5000
When Allocated Space is Exceede: Modify Subject: | — L e i i
Send Mescages and: L I mnsoen [ e [
0 n6  wn s mo ° 00k “on 60k
Messages

Add X-Header: | yame: ,— T,
.. expznt
veloe: [T s £

Incoming Content Filler Hatches Outgoing Content Filter Matches

Strip Attachments: | © o Yes

Contert Fiter Messages Content Filter Messages
Administrative -

ntegrate -
Available Users Authorized Users [l 5806 5.4k
" . 54.6k 542k
dlp_admin, Guest ey i
s0.ck

Remediation Eases e : we o

< Remove

Work Flow Burden

Remediation: Reporting

Remediation: Quarantine




Secure Messaging
Email Encryption That’s Easy For Senders

Easy To Deploy g
No Additional Hardware Required csco | e MESSAGE OPEN
3 Step Set Up REGISTERED o "o,

ENYELOPE tea, .

SERVICE T,

’0
*
*
% “.
MESSAGE KEY % v
.'\I
B o 4

IRCHNFPORT EMAIL SECURITY APFLIAMCE RECIFIENT

“Send Secure”

TO: and FROM: [ i IS

5] — =

I Easy Policy

6 m.t&:}_ﬂ IR CEE == .j .
Assignment

Attached please find the RFP response from IranPort for your smail security project. | look

fanward to discussing further with you how IronPort can heip. HP
Central Policies

Best ragards . -

Ko User-Driven Policies

Subject (tag

Kevin Kennady
IronPort, a Cisco Business Unit




Secure Messaging
Email Encryption That’s Easy For Receivers

1. Open Atta

Shmnt 2. Enter password

Send To Anyone
No Certificates
No Plug-Ins

Hmin
cisco

3. View message

¥ cisco Registered Envelope Service: Product Roadmap - Mozilla Firefox EI@|E]
File Edit View History Bookmarks Tools Help
 Getting Started 5 Latest Headlines
&

lllltlllu

Secured Message ((reply ] [ Replyall | [ Forward ]

From: kkennedy®@ironport.com

To: Kevin_Kennedy45@yahoo.com

Date: October 12, 2007 6:30:50 AM PDT

Subject: Product Roadmap

Attachments: Roadmap.doc
Product roadmap doc attached, as requested.

Best regards.
- Kevin

[(reply ] [ Replyall | [ Forward ] —

© 2000-2007 Cisco Systems Inc. All rights reserved. v

Done



ronro e ecurity Archnitecture
The Next Generation Secure Web Gateway

MANAGEMENT TOOLS

L4 Traffic URL Web Anti-Malware

Monitor Filters Reputation System
Filters

IronPort AsyncOS Web Security Platform

@ IRONPORT



Befec!mg Ems!mg EIIEHE |n|ecflons

Monitoring “Phone Home” Traffic

1. Layer 4 Traffic Monitor i st |

e atdme. com

et me e

Scans all traffic, all ports, awbalfusion, com
a” prOtOCOIS content yieldmanager com

wwwLappliedsemantics. com

DeteCtS ma IWa re bypassi n g sitchLatdme. com

chiatdme.com

Port 80 i zadocom

tems displayed: 10
Malware Makvare Total Makare ¥

: e Toniored | Blocked | Dewed

2. Powerful anti-malware data

g0 1.2Mm 0 1.2M
Automatically updated i 17.9 0 1 ok
anti-malware rules e 1523 ° g3
port Mia 40 0 a4a
Real-time rule generation 28555 a7s 0 a7s
using “Dynamic Discovery” 2 514 0 514
8080 336 0 336
53 258 ] 258
g1 113 0 113
8081 105 0 105




lronPort Web Security

Aurora Health Care Case Study

fShe
urora Health Care
1. Aurora Health Care’s challenge:
13 Hospitals, 100 clinics, over 30,000 users “... we have been very
Significant malware infections concerned about the level
Large infrastructure, ~7 servers running Websense S e eIl
our network.
; i The fact that the IronPort
Blocked ~2 million additional suspect transactions per stop malware at the
week (downloads.hotbar.com, zedo.com) network edge, while also
Spyware filtering accuracy increased by 3x allowing us to deploy URL
Replaced 7 servers with 2 IronPort S-Series™ filtering policies, is a big
appliances advantage for us.”
Servers consolidated by 70% — Tim Sommers

AURORA HEALTH CARE

USERS
PROTECTED 30,000+




ronro lHHters
Leading Accuracy and Control

= Enterprise-class database Advertisements & Pop-ups

52 categories, over 21 million Arts
sites, ~3.5 billion Webpages 2’09.S&Foru,ns

1/3 of the database is Chat

i nte n at| ona | Computing & Intd Infrastructure

Downloads Intimate Apparel & Swimwear

Education Job Search & Career Development

= 24 x 7 monitoring

Entertainment Kids Sites

Fashion & Beauty Motor Vehicles

= Regular, automated o o Trvesr VeV
Peer-to-Peer
u pdates Food & Dining
Personals & Dating
Games
Philanthropic & Professional Orgs.
Government

Photo Searches

Health & Medicin —
Politics

Hobbies & Recreq . ies & Translators

Hosting Sites Real Estate

Reference




ronro ers

omprehensive Management & Visibility

. Flexible policy
management

Per user, per group policies

Multiple actions, including
monitor only

Custom notifications

2. Visibility
Easy to understand reports
Extensive logging

Comprehensive alerting

URL Categories

Printable (PDF)

Time Range: | Hour

&

20 40
Transactions

W completed

Top Categories Matched

Comesting & Intarmet
Search Engines

Web Based Emal Games

Retarence Hacking

Health & Recreation| Hate Speach
e

Education Weanons

inal Sl Streaming Media|

Job Ssacen & Carsac dob Sasech & Car

At | Sexually B
Ganbling

Orugs, Alcoot & Toba

Farzonals & Dating|

W Blocked

Export...

Top Categories Blocked

et

T T T T
a 0 40 50
Transactions

W completed W Blocked

Export...

site Activity

Printable (PDF)

Time Range: | Hour

Category

Finance & Investme:

Computing & Interng

Search Engines

wob Based Email [ | e g

Reference sitewitrlongnameznc.com (We

google com (Financa & Invest
financ yahoo com (Computin
news yanoo.com (News)
sitef com (Educstion)

yahea com (Search Engines)
googs com (Wab Based Ema

Al

Top Sites by High-Risk Transactions

uote com (Finance & Investm
(Computing

=

Top Sites by Malware Detected

uote com (Finance & investm
tharsgistercouk (Computing
googecom (Seaich Engines)

—
e —— ]
google com (Finance & invest [N

finanos yshoo com (Computin
newe yahoo.com (News)
sital com (Education)

yahoe com (Search Engnes)
googie com (Web Based Ema

o L] 2 60

o 2 40 5
Transactions Transactions
Export... Export
Summary | Al
Blocked by | Blocked by Total High-Risk
URL Detected by | Other Blosked | Transactions
site Catsgory | Gategorr ti-Malware | T E  Deteced
Finance.a: 25 25 25 25 2500
quate o Investrment
Computing &
thereaister co.uk Internet ’ 2 2 & 20
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Data Makes the Difference

Parameters \

* URL Blacklists
* URL Whitelists

* URL Categorization Data
« HTML Content Data THREAT PREVENTION IN REALTIME

* URL Behavior

* Global Volume Data

* Domain Registrar Information
* Dynamic IP Addresses
» Compromised Host Lists
Data Security Modeling Scores (WBRS)
* Network Owners 10 to +10

* Known Threats URLs

+ Offline data (F500, G2000...)
- Website History Addresses Known and Unknown Sites

_/

@ IRONPORT



Intelligent Scanning

‘ Known good sites
aren’t scanned

ANTI-MALWARE

SYSTEM
| IRONPORT
(K:: WEB REPUTATION
| FILTERS ,
Unknown sites are DECRYPTION
Requested scanned by one or ENGINE
more engines

URLs

Known bad sites
‘ are blocked

1. IronPort Web Reputation technology determines need
for scanning by
- IronPort Anti-Malware System™

- Decryption Engine ( I ) IRONPORT



ITO“FO” Bog Englne

Multi-Layered Malware Defense

1. Deep content inspection

2. High-performance
scanning

IRONPORT
DVS ENGINE

- Parallel scans

- Stream scanning

ENGINE

3. Multiple verdict engines

- Integrated, on-box

- Supported engines: Policy Management |
Webroot, McAfee

4. Automated Updates

@ IRONPORT



Industry Leading Performance
Stream Scanning

+ A
Scan Latency Scan . Latency
. Progress
Progress :
DETERMINE ~ : . D\I;'IIE'ERDI\I/ICI¥E :
VERDICT : :
: . BUFFER
INSPECT : : i
OBJECT . : TO END USER
: START
WRITE OBJECT :
: INSPECTING
TO DISK : SPECTH
RECEIVE . START
ENTIRE RECEIVING
OBIECT OBJECT
> >
Time Time

Accurately identifies “safe” objects for stream scanning

2. Processes objects in parallel to minimize latency

@ IRONPORT



.
Enforcing Acceptable Use
Customer Use Case Web-based E-mail 15999
no category 12,310
Flexible acceptable use policies, with S i
] . IronPort
with easy-to-understand reporting Business [ 503
News [ 302
1. Track Work Force Productivity Advertisements & Popups 1 287
2. Reduce Resource Consumption
. . Search Engines 29 T
3. Protect from Legal Liability Mo [ soo a0
ictions
ohresmiins &
Uncategorized URLs &
6,000 - adulty/Sexually Explicit 5
5,400 | s Motor Vehicles 3
4,800 - — News 3
4.200 - Advertisements & Popups B 2
£ 3600 - I = B Business Ml 2
E"3-:u::m. — __ Gambling M2 : .
2 24001 1B _ B o 1 20 30 4
1,800 1 Transactions
1,200 -
- 1a I
0 o < S P T O S T L, I [ L VO [ A L
1300 17:00 21:00 01:00 05.00 09:00 13:00
B Transactions Blocked Transactions Completed




95% of companies

who try an IronPort
TRY BEFBRE YUU BUY appliance become
Gign up today and receive customers.

Y .
& a ful\}”’f‘-m‘:'tmml Sales Contact:

Port apphance Mirko Schneider

[ron e network, Territory Manager

30 days.

FREE for

@ IRONPORT’

@ IRONPORT
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