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Jumping The 
C o nt ent  S ec ur it y  Tr a in

Continuing the lead in L7 security
H rv oj e D ogan
S ystem s E ngineer,  E astern E urop e and R ussia
IronPort Systems – A  C i sc o B u si ness U ni t
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Agenda
1. A b o u t  I r o n P o r t
2 . M a r k e t  P o s i t i o n  A n d  P r o d u c t s  O v e r v i e w
3 . W h y  d i d  C i s c o  d o  i t ?
4 . W h a t  d o  w e  d o ?
5 . W h a t  c a n  w e  d o  t o g e t h e r ?
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W h o  I s  I r o nP o r t ?

• F o u n d e d  i n  2 0 0 0  b y  E ma i l  p i o n e e r s  f r o m 
H o t ma i l ,  L i s t B o t a n d  Y a h o o

• i d e a :  b u i l d i n g  t h e  f a s t e s t  a n d  s t r o n g e s t  
g a t e w a y  a p p l i a n c e

• b a s e d  i n  U S A ,  C a l i f o r n i a ,  S i l i c o n  V a l l e y
• A c q u i r e d  b y  C i s c o  i n  J u n e  2 0 0 7
• W o r l d w i d e  8 0 0 +  e mp l o y e e s
• ~ 1 0 0  i n  E u r o p e  ( U K ,  G e r ma n y ,  S w e d e n ,  

F r a n c e ,  S p a i n ,  I t a l y )
• r e v e n u e 2 0 0 5 :  ~  7 0 m U S D ,  

2 0 0 6 :  ~ 1 1 5 m U S D
2 0 0 7 :  ~ 2 0 0 m U S D
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Web Security |  E m a il  Security |   Security M a n a g em en t | E n cryp tio n

I r o nP o r t ® G at ew ay  S ec u r i t y  P r o du c t s

EMAIL
S e c u r i t y  A p p l i a n c e

W EB
S e c u r i t y  A p p l i a n c e

S e c u r i t y  
M A N A G E M E N T  

A p p l i a n c e

Ir o n P o r t
S e n d e r B a s e

AP P LIC AT IO N -S P EC IF IC
S EC U R IT Y  G AT EW AY S

C L I E N T S

B L O C K  I n c o m i n g  T h r e a t s

P R O T E C T  C o r p o r a t e  A s s e t sD a t a  L e a k a g e  P r e v e n t i o nE n c r y p t i o n

C E N T R A L I Z E  A d m i n i s t r a t i o n

I n t e r n e t

EN C R Y P T IO N
A p p l i a n c e
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T h e I r o nP o r t  S ender B as e® N et w o r k
Global Reach Yields Benchmark Accuracy

• 3 0 B +  q u e r i e s  d a i l y
• 1 5 0 +  E ma i l  a n d  W e b  
p a r a me t e r s

• 3 0 %  o f  t h e  W o r l d ’s  T r a f f i c
• C i s c o  N e t w o r k  D e v i c e s

Source: www.securecomputing.com and www.borderware.com, August 6, 2 0 0 6

I ro n P o rt E M A I L
Security A p p l ia n ces

I ro n P o rt WE B
Security 

A p p l ia n ces

I ro n P o rt Sen d erB a s e

C o mb i n e s  E ma i l  &  W e b  T r a f f i c  A n a l y s i s
� V i e w  i n t o  b o t h  E ma i l  &  
W e b  t r a f f i c  

� 8 0 %  o f  s p a m c o n t a i n s  
U R L s

� E ma i l  i s  a  k e y  d i s t r i b u t i o n  
v e c t o r  f o r  W e b -b a s e d  
ma l w a r e

� M a l w a r e  i s  a  k e y  
d i s t r i b u t i o n  v e c t o r  f o r  S p a m 
z o mb i e  i n f e c t i o n s
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1 . C u stomer L ea d ersh i p
O v er 6 , 000 cus to m ers  
g l o ba l l y 
9 9 %  cus to m er reten tio n  ra te

2 . T ec h nol og y 
L ea d ersh i p

I n d us try l ea d in g  em a il  a n d
Web s ecurity a p p l ica tio n s
a n d  m a n a g em en t to o l s

3 . G l ob a l  L ea d ersh i p
Wo rl d w id e o p era tio n s  a n d  
in f ra s tructure

I r o nP o r t  +  C i s c o
E x t ending  M arket  L eadership
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I r o nP o r t  +  C i s c o
E x t ending  T echnolog y L eadership

1 . S u b s t a n t i a l  g r o w t h  i n  b o o k i n g s
Market growth rate = 50%
I ron P ort growth rate = 1 00%

2 . S i g n i f i c a n t  i n v e s t me n t  i n  
s e c u r i t y  t e c h n o l o g y

R & D  res ou rc es  i n c reas ed  b y  
3 5% i n  2 007
E m p l oy ee b as e i n c reas ed  b y  
50%

3 . U n p a r a l l e l e d  a c c e s s  t o  d a t a
C i s c o n etwork d ev i c es   
c on tri b u te to I ron P ort’s  
S en d erB as e d ata

Ac
cu
rac

y (
%)

100%

T e c h n i c a l  R e s o u r c e s  ( $ )

Staying Ahead Requires 
H igher I nv estm ent in 
T ec hnic al  Reso urc es
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*Full report available on request.

Gartner Magic Quadrant
for Email Security Boundaries, 2008*

A n a l y s i s  o f  I r o n P o r t  E ma i l  S e c u r i t y :
� C i s c o / I r o n P o r t  i s  t h e  m a r k e t  s h a r e  l e a d e r  

w i t h  s t r o n g  g r o w t h  r a t e s .
� S p a m  d e t e c t i o n  r a t e s  f o r  I r o n P o r t  a r e  

e x c e l l e n t ,  w i t h  v e r y  l o w  f a l s e -p o s i t i v e  r a t e s .
� S e n d e r B a s e  h a s  e x p a n d e d  t o  i n c l u d e  W e b  

U R L  r e p u t a t i o n .  T h e  l o c a l  c o n n e c t i o n  
m a n a g e m e n t  p o l i c y  i s  v e r y  g r a n u l a r .

� E m a i l  e n c r y p t i o n  ( v i a  t h e  C i s c o / P o s t X  
e n v e l o p e  f u n c t i o n a l i t y )  i s  p r o v i d e d  i n  t h e  
e m a i l  s e c u r i t y  a p p l i a n c e .

� S c a l a b i l i t y  a n d  s t a b i l i t y  a r e  p r i m e  
d i f f e r e n t i a t o r s .  I r o n P o r t  h a s  a  l a r g e  
p e r c e n t a g e  o f  v e r y  l a r g e  e n t e r p r i s e  
c u s t o m e r s .
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*Full report available on request.

Gartner Magic Quadrant
for Secure W eb  G atew ay, 2007 *

A n a l y s i s  o f  I r o n P o r t  W e b  S e c u r i t y :
� E m a i l  s e c u r i t y  e x p e r i e n c e  h a s  h e l p e d  d e s i g n  

t h e  I r o n P o r t  S -S e r i e s ™ f o r  c o m p l e x  
e n t e r p r i s e  e n v i r o n m e n t s .

� S o l u t i o n  p r o v i d e s  a n t i -s p y w a r e  s c a n n i n g  
s u p p l e m e n t e d  w i t h  a n t i -s p y w a r e  s c a n n i n g  
a n d  U R L  f i l t e r i n g

� U R L  c a t e g o r i z a t i o n  e n g i n e  i s  a u g m e n t e d  
w i t h  d a t a  f r o m  I r o n P o r t ' s  S e n d e r B a s e ®

r e p u t a t i o n  s e r v i c e .
� M a l w a r e  p r o t e c t i o n  i s  e n h a n c e d  w i t h  a n  

o u t b o u n d  L a y e r  4  t r a f f i c  m o n i t o r
� I r o n P o r t  i s  e x p e c t e d  t o  b e  a  l e a d e r  i n  2 008  

a n d  p o t e n t  t h r e a t  a s  t h e  p r o d u c t  a n d  
i n s t a l l e d  b a s e  m a t u r e s ,  a n d  t h e  c o m p a n y  
c a n  t a k e  a d v a n t a g e  o f  t h e  r e a c h  o f  C i s c o ’s  
s a l e s  f o r c e .
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*Full report available on request.

Gartner Magic Quadrant
for Email Encryp tion, 2007 *

A n a l y s i s  o f  I r o n P o r t  E ma i l  
E n c r y p t i o n :

� U n i v e r s a l  R e a c h :  s e n d  t o  a n y  e m a i l  u s e r
� U s a b i l i t y :  N o  d e s k t o p  s o f t w a r e ,  n o  

c e r t i f i c a t e s
� S i m p l e  D e p l o y m e n t  a n d  M a n a g e m e n t

I n teg ra ted  in to  I ro n P o rt C -Series ™
Sup p o rtin g  in f ra s tructure p ro v id ed  by C is co -
m a n a g ed  s erv ice

� A u d i t a b l e  P o l i c y  E n f o r c e m e n t

� C o m b i n e d  I r o n P o r t / P o s t X  o r g a n i z a t i o n  
p r o v i d e s  e m a i l  s e c u r i t y  a n d  e n c r y p t i o n  
c a p a b i l i t i e s
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I r o nP o r t  C o ns o l i dat es  t h e
N et w o r k  P er i m et er
F or S ecurit y,  Reliabilit y and L ow er M aint enance

A f t e r  I r o n P o r t

G r o u p w a r e

F i r e w a l l

I ro n P o rt E m a il  Security A p p l ia n ce

I n t e r n e t

B e f o r e  I r o n P o r t

A n t i -S p a m

A n t i -V i r u s

P o l i c y  E n f o r c e m e n t

M a i l  R o u t i n g

I n t e r n e t

F i r e w a l l

G r o u p w a r e

U s e r s

E n c r y p t i o n  P l a t f o r m
M T A D L P  S c a n n e r

D L P  P o l i c y  M a n a g e r

U s e r s
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I r o nP o r t  C o ns o l i dat es  t h e
N et w o r k  P er i m et er
F or S ecurit y,  Reliabilit y and L ow er M aint enance

U s e r s

F i r e w a l l

I n t e r n e t

A f t e r  I r o n P o r t

I ro n P o rt Web Security A p p l ia n ce

I n t e r n e t

F i r e w a l l

U s e r s

B e f o r e  I r o n P o r t

W e b  P r o x y  &  C a c h i n g

A n t i -S p y w a r e

A n t i -V i r u s

A n t i -P h i s h i n g

U R L  F i l t e r i n g

P o l i c y  M a n a g e m e n t
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I r o nP o r t  E -M ai l  S ec u r i t y  Ar c h i t ec t u r e
I nbound S ecurit y,  O ut bound C ont rol

S p a m
D e f e n s e

V i r u s
D e f e n s e

T H E  I R O N P O R T  A S Y N C O S ™
E MA I L  P L A T F O R M

D a t a  L o s s  P r e v e n t i o n S e c u r e  M e s s a g i n g

I NB O U ND  
SE C U R I T Y

O U T B O U ND  
C O NT R O L
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S t o p  M o r e S p am
I ronP ort  S p am D ef ense

B l o ck  9 0%  o f  Sp a m > 9 8 %  C a tch  R a te
<  1  in  1  m il

F a l s e P o s itiv es

I r o n P o r t  A n t i -S p a m

M u l t i -L a y e r  S p a m D e f e n s e

C A S ESco re
H o w ?

W h e r e ?

W h o ?  

W h a t ?

S e n d e r b a s e  R e p u t a t i o n  
F i l t e r i n g

D a t a     M o d e l i n g     R e p u t a t i o n
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I r o nP o r t  S p am  D ef ens e 
Thompson Machinery Case Study

MAILB O X ES  
P R O T EC T ED 5 0 0 +

“I  s i m p l y  p l u g g e d  i t  
i n ,  s e t  i t  u p  a n d  
w a l k e d  a w a y .   N o  

m o r e  s p a m  
p r o b l e m s !   T h e  
R O I  o n  t h i s  

p r o d u c t  i s  a      n o -
b r a i n e r . ”
— D a v i d  J o n e s
I T  A d m i n i s t r a t o r

T h o m p s o n  M a c h i n e r y
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S t o p  M o r e V i r u s es
I ronP ort  V irus D ef ense

V i r u s  O u t b r e a k  F i l t e r s A n t i -V i r u s

M u l t i -L a y e r  V i r u s  D e f e n s e

T  =  0
-z i p  ( e x e )  f i l e s

T  =  5 m i n s
-z i p  ( e x e )  f i l e s

-S i z e  50  t o  55 K B

T  =  1 5 m i n s
-z i p  ( e x e )  f i l e s

-S i z e  50  t o  55K B
-“P r i c e ” i n  t h e  

f i l e n a m e

V i r u s  O u t b r e a k  F i l t e r s  A d v a n t a g e
A v e r a g e  l e a d  t i me * … … … … … … … … … … o v e r  1 3  h o u r s
O u t b r e a k s  b l o c k e d  *  … … … … … … … … … 1 7 5  o u t b r e a k s
T o t a l  i n c r e me n t a l  p r o t e c t i o n * … … … … … . o v e r  9 4  d a y s



1 7
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

“W e  n e v e r  s a w  a  f a l s e  p o s i t i v e .
V i r u s  O u t b r e a k  F i l t e r s  

e f f e c t i v e l y  b l o c k e d  m e s s a g e s  
c o n t a i n i n g  v i r u s e s  f o r  w h i c h  

s i g n a t u r e s  d i d n ' t  a l r e a d y  e x i s t . ”
— - M i k e  C a t o n ,  T e c h n i c a l  W r i t e r

I ro nP o rt’s  V irus  D ef ens e 
eW eek Rev iew  C ase S t udy

� � ��� � ��� � � � 	
 
 �

�

� � � ��� �� �

�� � � � ��� � �� � � �� � � � �

Assumes $500 Per Desk Top Clean Up & 1/3 Open Rate of Viral Messag es

R e v i e w  
• 5 m o n th  tes t by eWE E K
• 1 2 1 7 v irus  p o s itiv e em a il s  
s to p p ed  bef o re A V  s ig n a tures  
w ere a v a il a bl e
• 4 8 s ep a ra te v irus  v a ria n ts
• 0 f a l s e p o s itiv es  rep o rted
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1. R e g u l a t o r y  C o m p l i a n c e
P C I ,  H I P A A ,  G L B ,  S O X  R e g u l a t i o n s
S c a n  f o r  s e n s i t i v e  i n f o r ma t i o n  a n d  b l o c k  i n f r a c t i o n s
S e c u r e  b u s i n e s s  p a r t n e r  c o mmu n i c a t i o n

2 . A c c e p t a b l e  U s e
B l o c k  o f f e n s i v e  c o n t e n t
E n f o r c e  me s s a g i n g  p o l i c y  ( a t t a c h me n t  s i z e ,  e t c )
A d d  l e g a l  d i s c l a i me r s  t o  o u t g o i n g  ma i l s

3 . I n t e l l e c t u a l  P r o p e r t y  P r o t e c t i o n
B l o c k  me s s a g e s  c o n t a i n i n g  c o n f i d e n t i a l  d a t a
P r e v e n t  e ma i l  c o mmu n i c a t i o n s  w i t h  c o mp e t i t o r

D ata L o s s  P rev entio n
M ulti-F aceted P rob lem
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D at a L o s s  P r ev ent i o n D ep l o y m ent
I ronP ort  Reduces C omp lex it y

A f t e r  I r o n P o r t

G r o u p w a r e

F i r e w a l l

I ro n P o rt E m a il  Security A p p l ia n ce

I n t e r n e t

B e f o r e  I r o n P o r t

A n t i -S p a m

A n t i -V i r u s

P o l i c y  E n f o r c e m e n t

M a i l  R o u t i n g

I n t e r n e t

F i r e w a l l

G r o u p w a r e

U s e r s

E n c r y p t i o n  P l a t f o r m
M T A D L P  S c a n n e r

D L P  P o l i c y  M a n a g e r

U s e r s



20
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

D at a L o s s  P r ev ent i o n F o u ndat i o n
I nt eg rat ed S canning

W e i g h t e d  C o n t e n t  
D i c t i o n a r i e s

C o m p l i a n c e  
D i c t i o n a r i e s

U s e r s

C u s t o m  C o n t e n t  F i l t e r s

S m a r t  Id e n t i f i e r s

I nteg rated Scanning  M ak es 
D L P  D ep loyments Q uick  &  
Easy

O u t b o u n d  M a i l

At t a c h m e n t  S c a n n i n g
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D at a L o s s  P r ev ent i o n F o u ndat i o n
I nt eg rat ed Remediat ion

U s e r s

R e m e d i a t i o n :  Q u a r a n t i n e

R e m e d i a t i o n :  N o t i f i c a t i o n

R e m e d i a t i o n :  R e p o r t i n g

O u t b o u n d  M a i l

R e m e d i a t i o n :   En c r y p t i o n

I nteg rated 
R emediation Eases 
W ork  F low  Burden



22
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

S ec u r e M es s agi ng 
E mail E ncryp t ion T hat ’s E asy F or S enders

E a s y  T o  D e p l o y
No  A d d itio n a l  H a rd w a re R eq uired3  Step  Set U p

E a s y  P o l i c y  
A s s i g n me n t
C en tra l  P o l iciesU s er-D riv en  P o l icies
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S ec u r e M es s agi ng 
E mail E ncryp t ion T hat ’s E asy F or Receiv ers

3 .  V i ew  messa g e

2 .  E nter p a ssw ord1 .  O p en A tta c h ment
S e n d  T o  A n y o n eN o  C e r t i f i c a t e sN o  P l u g -I n s
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M A N A G E M E N T  T O O L S

I r o n P o r t  A s y n c O S  W e b  S e c u r i t y  P l a t f o r m

I r o nP o r t  W eb  S ec u r i t y  Ar c h i t ec t u r e
T he N ex t  Generat ion S ecure W eb Gat ew ay

A n t i -M a l w a r e  
S y s t e m

W e b  
R e p u t a t i o n  
F i l t e r s

U R L
F i l t e r s

L 4  T r a f f i c
M o n i t o r
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1 . L a yer 4  T ra f f i c  M oni tor
S c an s  al l  traf f i c ,  al l  p orts ,  
al l  p rotoc ol s
D etec ts  m al ware b y p as s i n g 
P ort 8 0

2 . Pow erf u l  a nti -ma l w a re d a ta
A u tom ati c al l y  u p d ated  
an ti -m al ware ru l es
R eal -ti m e ru l e gen erati on  
u s i n g “D y n am i c  D i s c ov ery ”

D et ec t i ng E x i s t i ng C l i ent  I nf ec t i o ns
M onit oring  “P hone H ome” T raf f ic
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1. A u r o r a  H e a l t h  C a r e ’s  c h a l l e n g e :
1 3  H o s p i t a l s ,  1 0 0  c l i n i c s ,  o v e r  3 0 , 0 0 0  u s e r s
S i g n i f i c a n t  ma l w a r e  i n f e c t i o n s
L a r g e  i n f r a s t r u c t u r e ,  ~ 7  s e r v e r s  r u n n i n g  W e b s e n s e

2 . I r o n P o r t ’s  s o l u t i o n :
B l o c k e d  ~2 million a d d i t i o n a l  s u s p e c t  t r a n s a c t i o n s  p e r  w e e k  ( d o w n l o a d s . h o t b a r . c o m,  z e d o . c o m)
S p y w a r e  f i l t e r i n g  a c c u r a c y  i n c r e a s e d  b y 3 x  
R e p l a c e d  7 s e r v e r s  w i t h  2 I r o n P o r t  S -S e r i e s T M

a p p l i a n c e s
S e r v e r s  c o n s o l i d a t e d  b y 70 %

U S ER S  
P R O T EC T ED 3 0 , 0 0 0 +

“… w e  h a v e  b e e n  v e r y  
c o n c e r n e d  a b o u t  t h e  l e v e l  
o f  m a l w a r e  i n f e c t i o n s  i n  

o u r  n e t w o r k .
T h e  f a c t  t h a t  t h e  I r o n P o r t  
S-Se r i e s  e n a b l e s  u s  t o  
s t o p  m a l w a r e  a t  t h e  

n e t w o r k  e d g e ,  w h i l e  a l s o  
a l l o w i n g  u s  t o  d e p l o y  U R L  
f i l t e r i n g  p o l i c i e s ,  i s  a  b i g  

a d v a n t a g e  f o r  u s . ”
— T im  So m m ers

A U R O R A  H E A L T H  C A R E

IronPort Web Security
Aurora Health Care Case Study
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I r o nP o r t  U R L  F i l t er s
L eading  Accuracy and C ont rol

C a teg o ries
Advertisements & Pop-u ps 
Arts 
B l og s & F oru ms 
B u siness 
C h a t 
C ompu ting  & I nternet 
D ow nl oa ds 
E du c a tion 
E nterta inment 
F a sh ion & B ea u ty  
F ina nc e & I nvestment 
F ood & D ining  
G a mes 
G overnment 
H ea l th  & M edic ine 
H ob b ies & R ec rea tion 
H osting  S ites 

� E n t e r p r i s e -c l a s s  d a t a b a s e
5 2  c a teg ori es,  ov er 2 1  mi l l i on 
si tes,  ~ 3 . 5  b i l l i on w eb p a g es
1 / 3  of  th e d a ta b a se i s 
i nterna ti ona l

� 2 4  x  7  mo n i t o r i n g
� R e g u l a r ,  a u t o ma t e d  
u p d a t e s

Reference 
Rea l  E s t a t e 
P ro x i es  &  T ra ns l a t o rs  
P o l i t i cs  
P h o t o  S ea rch es  
P h i l a nt h ro p i c &  P ro fes s i o na l  O rg s .  
P ers o na l s  &  D a t i ng  
P eer-t o -P eer 
N ew s  
M o t o r V eh i cl es  
K i d s  S i t es  
J o b  S ea rch  &  C a reer D ev el o p m ent  
I nt i m a t e A p p a rel  &  S w i m w ea r 
I nfra s t ru ct u re 

C a teg o ries
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1. F l e x i b l e  p o l i c y  
m a n a g e m e n t

Per u ser,  p er g rou p  p ol i c i es
M u l ti p l e a c ti ons,  i nc l u d i ng  
moni tor onl y
C u stom noti f i c a ti ons

2 . V i s i b i l i t y
E a sy to u nd ersta nd  rep orts
E x tensi v e l og g i ng
C omp reh ensi v e a l erti ng

I r o nP o r t  U R L  F i l t er s
C omp rehensiv e M anag ement  &  V isibilit y
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S e n d e r B a s e
D a t a

I r o nP o r t  W eb  R ep u t at i o n F i l t er s
D at a M akes t he D if f erence

• U R L  B l a ck l is ts  
• U R L  Wh itel is ts
• U R L  C a teg o riz a tio n  D a ta
• H T M L  C o n ten t D a ta
• U R L  B eh a v io r 
• G l o ba l  V o l um e D a ta
• D o m a in  R eg is tra r I n f o rm a tio n
• D yn a m ic I P  A d d res s es  
• C o m p ro m is ed  H o s t L is ts
• Web C ra w l er D a ta  
• Netw o rk  O w n ers
• K n o w n  T h rea ts  U R L s
• O f f l in e d a ta  ( F 500,  G 2 000…)
• Webs ite H is to ry

P a r a me t e r s

T H R E A T  P R E V E N T I O N  I N  R E A L T I M E

D a t a  A n a l y s i s /
S e c u r i t y  M o d e l i n g

W e b  R e p u t a t i o n
S c o r e s  ( W B R S )

-10 t o  + 10

A ddresses K now n and U nk now n Sites
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1 . I r onP or t  W e b  R e p u t a t ion t e c h n o l o g y  d e t e r mi n e s  n e e d  
f o r  s c a n n i n g  b y

- I ron P ort A n ti -Mal ware S y s tem 

- D ec ry p ti on  E n gi n e

I nt el l i gent  S c anni ng

R e q u e s t e d
U R L s

K n o w n  g o o d  s ites  
a ren ’t s ca n n ed

U n k n o w n  s ites  a re 
s ca n n ed  by o n e o r 
m o re en g in es

K n o w n  ba d  s ites
a re bl o ck ed

I R O NP O R T
WE B  R E P U T A T I O N

F I L T E R S

I R O NP O R T
WE B  R E P U T A T I O N

F I L T E R S

A NT I -M A L WA R E
SY ST E M

A NT I -M A L WA R E
SY ST E M

D E C R Y P T I O N
E NG I NE

D E C R Y P T I O N
E NG I NE
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P o l i c y  M a n a g e me n tP o l i c y  M a n a g e me n t

Webro o t

M cA f eeI R O N P O R T
D V S  E N G I N E
I R O N P O R T
D V S  E N G I N E

V E R D I C T
E NG I NE  

“N”

I r o nP o r t  D V S  E ngi ne
M ult i-L ayered M alw are D ef ense

1 . D eep  c ontent i nsp ec ti on

2 . H i g h -p erf orma nc e 
sc a nni ng

- P a r a l l e l  s c a n s
- S t r e a m s c a n n i n g

3 . M u l ti p l e v erd i c t eng i nes
- I n t e g r a t e d ,  o n -b o x
- S u p p o r t e d  e n g i n e s :
W e b r o o t ,  M c A f e e

4 . A u toma ted  U p d a tes
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I ndu s t r y  L eadi ng P er f o r m anc e
S t ream S canning

1 . A c c u r a t e l y  i d e n t i f i e s  “s a f e ” o b j e c t s  f o r  s t r e a m s c a n n i n g
2 . P r o c e s s e s  o b j e c t s  i n  p a r a l l e l  t o  mi n i mi z e  l a t e n c y

T i m e

S c a n  
P r o g r e s s

L a t e n c y

RECEIVE
EN T IRE 
O B J ECT

W RIT E O B J ECT
T O  D IS K

IN S P ECT
O B J ECT

D ET ERM IN E
VERD ICT

T i m e

S c a n  
P r o g r e s s

L a t e n c y

S T A RT  
RECEIVIN G
O B J ECT

S T A RT  
IN S P ECT IN G
O B J ECT

B U F F ER 
O B J ECT

T O  EN D  U S ER

D ET ERM IN E
VERD ICT
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F l e x i b l e  a c c e p t a b l e  u s e  p o l i c i e s ,  w i t h
w i t h  e a s y -t o -u n d e r s t a n d  r e p o r t i n g

1 . T ra c k  W ork  F orc e Prod u c ti v i ty
2 . R ed u c e R esou rc e C onsu mp ti on
3 . Protec t f rom L eg a l  L i a b i l i ty

Enforcing Acceptable Use
Customer Use Case
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9 5 %  o f  c o m p a n i e s
w h o  t r y  a n  I r o n P o r t  
a p p l i a n c e  b e c o m e  
c u s t o m e r s .
S ales C ont act :
M i rk o Sc h nei d er
Territory Manager
msc h nei d er@ i ronp ort. c om
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Thank You!

Hrvoje Dogan
S y s t em s  E ngi neer,  E as t ern E u rop e and  R u s s i a
IronPort Systems – A  C i sc o B u si ness U ni t
h d og a n@ i ronp ort. c om
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