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This Session Scope/Purpose
� What it in

– S e t  t h e  c o n t e x t  o f  t h e  S P  n e t w o r k  s e c u r i t y
– P r o v i d e  o v e r v i e w  o f  t h e  k e y  c o n c e p t s  t h a t  n e e d  t o  b e  

u n d e r s t o o d  t o  s e t  s e c u r i t y  p o l i c i e s  a n d  p r o c e d u r e s  
– S e t  t e r m i n o l o g y  a n d  g i v e  s t a r t i n g  p o i n t  f o r  f u r t h e r  s t u d y  a n d  

r e a d i n g
� What it o u t

– E x h a u s t i v e  a n a l y s i s  o f  s e c u r i t y  r i s k s ,  t h r e a t s  a n d  a t t a c k s
– D e t a i l e d  e x p l a n a t i o n  o f  t e c h n i q u e s ,  t o o l s ,  f e a t u r e s  u s e d  t o  

s e c u r e  n e t w o r k s
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A g end a
� I nte r ne t P r o to c o l  O p e r atio n F u nd am e ntal s
� T y p e s  o f  P ac k e ts  H and l e d  b y  R o u te r s
� D if f e r e nt I P  P l ane s  in O p e r atio n
� What H ap p e ns  to  I P  N e tw o r k s
� S e c u r ing  I P  P l ane s  – C he c k l is t o f  K e y  C o nc e p ts ,  

T o o l s  A nd  M e tho d s
� S u m m ar y  A nd  F u r the r  R e ad ing
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A g end a
� Internet Protocol Operation Fundamentals
� T y p e s  o f  P ac k e ts  H and l e d  b y  R o u te r s
� D if f e r e nt I P  P l ane s  in O p e r atio n
� What H ap p e ns  to  I P  N e tw o r k s
� S e c u r ing  I P  P l ane s  – C he c k l is t o f  K e y  C o nc e p ts ,  

T o o l s  A nd  M e tho d s
� S u m m ar y  A nd  F u r the r  R e ad ing
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I t ’s A l l  A b out  t he Pa ck et

� Once a packet gets into the Internet, som e d ev ice, som ew here has to 
d o one of  tw o things:  [ 1 ]  F orw ard  the P acket* or [ 2 ]  D rop the P acket

� In the contex t of  secu rity , the q u estions are m ore granu l ar:
– W h o  f o r w a r d e d  t h e  p a c k e t ,  a n d  w h a t r e s o u r c e s  w e r e  r e q u i r e d  t o  d o  s o …
– W h o d r o p p e d  t h e  p a c k e t ,  a n d  w h y  w a s  i t  d r o p p e d …

IP – S :  a . b . c . 1
D :  d . e . f . 1

Pr o t o :  1 7  ( u d p )
U D P - - S :  x x x x
- - D :  y y y

P A Y L O A D i nterf a c e
p o s 0 / 0

F IB
Pr e f i x               N e x t  H o p       In t e r f a c e
a . b . c . 0 / 2 4           1 . 1 . 1 . 1        PO S 0 / 0
d . e . f . 0 / 2 4           2 . 2 . 2 . 2        PO S 1 / 0
g . h . i . 0 / 3 0           a t t a c h e d       PO S 0 / 0
g . h . i . 1 / 3 2           r e c e i v e  
p . q . r . s / 3 2           a t t a c h e d       N u l l 0
x . y . z . 0 / 2 4           2 . 2 . 2 . 2        PO S 1 / 0
2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 / 3 2   r e c e i v e

i nterf a c e
p o s 1 / 0

*  F o r w a r d i n g  C o u l d  E n t a i l  A d d i n g  a  S erv i c e t o  t h e  P a c k e t  a s  w e l l …
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A g end a
� I nte r ne t P r o to c o l  O p e r atio n F u nd am e ntal s
� T y pes of  Pack ets H andled b y  R outers
� D if f e r e nt I P  P l ane s  in O p e r atio n
� What H ap p e ns  to  I P  N e tw o r k s
� S e c u r ing  I P  P l ane s  – C he c k l is t o f  K e y  C o nc e p ts ,  

T o o l s  A nd  M e tho d s
� S u m m ar y  A nd  F u r the r  R e ad ing
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Transit Packets
� W e l l -f o r m e d  I P  p a c k e t s  t h a t  f o l l o w  s t a n d a r d ,  d e s t i n a t i o n  I P  a d d r e s s -b a s e d  f o r w a r d i n g  

p r o c e s s e s . N o  e x t r a  p r o c e s s i n g  i s  r e q u i r e d  t o  f o r w a r d  t h e s e  p a c k e t s . 
� T h e  d e s t i n a t i o n  I P  a d d r e s s  o f  t h e s e  p a c k e t s  i s  l o c a t e d  d o w n s t r e a m  f r o m  t h e  n e t w o r k  d e v i c e  

a n d  t h u s ,  t h e  p a c k e t  i s  f o r w a r d e d  o u t  a n  e g r e s s  i n t e r f a c e  
� T r a n s i t  p a c k e t s  a r e  h a n d l e d  b y  C i s c o  E x p r e s s  F o r w a r d i n g  ( C E F ) ,  a n d  ( w h e n  a v a i l a b l e )  b y  

s p e c i a l i z e d  f o r w a r d i n g  h a r d w a r e . T h e  t e r m  " f a s t  p a t h "  d e s c r i b e s  t h i s  t y p e  o f  f o r w a r d i n g . 

I n g r e s s
I n t e r f a c e

E g r e s s
I n t e r f a c e

C PU

C E F  
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SY SL O G  
SN M P  

O SP F  
B G P  

R ou t e  Pr oc e s s or

Transit IP

Tra nsit  Pa ck et s
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R eceiv e Packets
� P a c k e t s  t h a t  a r e  d e s t i n e d  t o  t h e  n e t w o r k  d e v i c e  i t s e l f  ( e .g . c o n t r o l  a n d  m a n a g e m e n t  p a c k e t s )  

m u s t  b e  h a n d l e d  b y  t h e  r o u t e  p r o c e s s o r  C P U  s i n c e  t h e y  u l t i m a t e l y a r e  d e s t i n e d  f o r  a n d  
h a n d l e d  b y  a p p l i c a t i o n s  r u n n i n g  a t  t h e  p r o c e s s  l e v e l  w i t h i n  C i s c o  I O S  s o f t w a r e  

� T h e  t e r m  “rec ei v e” i s  r e l a t e d  t o  t h e  w a y  a d d r e s s e s  b e l o n g i n g  t o  t h e  n e t w o r k  d e v i c e i t s e l f  a r e  
m a r k e d  i n  t h e  C E F  t a b l e ,  a n d  t h e  t e r m  “ p u nt” i s  o f t e n  u s e d  t o  d e s c r i b e  t h e  a c t i o n  o f  m o v i n g  a  
p a c k e t  f r o m  t h e  f a s t  p a t h  t o  t h e  “p u n t  p a t h ” i n  o r d e r  t o  m o v e  t h e  p a c k e t  t o  t h e  r o u t e  p r o c e s s o r  
f o r  h a n d l i n g  

I n g r e s s
I n t e r f a c e

E g r e s s
I n t e r f a c e
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C E F  

AAA 
SY SL O G  
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E x cep tio ns I P Packets
� E x c e p t i o n  I P  p a c k e t s  i n c l u d e ,  f o r  e x a m p l e ,  I P v 4  p a c k e t s  c o n t a i n i n g  I P  h e a d e r  o p t i o n s ,  

I P  p a c k e t s  w i t h  e x p i r i n g  T T L s ,  a n d  c e r t a i n  t r a n s i t  I P  p a c k e t s  u n d e r  s p e c i f i c  c o n d i t i o n s ,  
s u c h  a s  t h e  f i r s t  p a c k e t  o f  a  m u l t i c a s t  f l o w  o r  a  n e w  N A T  s e s s i o n  

� A l l  o f  t h e  p a c k e t s  i n  t h i s  s e t  m u s t  b e  h a n d l e d  b y  t h e  r o u t e  p r o c e s s o r

I n g r e s s
I n t e r f a c e
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I n t e r f a c e

C PU

C E F  
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SY SL O G  
SN M P  

O SP F  
B G P  

R ou t e  Pr oc e s s or
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R e c e iv e IP
E x c e p tio ns IP

E x cept ions I P Pa ck et s
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N o n-I P Packets
� L a y e r  2  k e e p a l i v e s ,  I S I S  p a c k e t s ,  C i s c o  D i s c o v e r y  P r o t o c o l  ( C D P ) p a c k e t s ,  a n d  P P P  L i n k  

C o n t r o l  P r o t o c o l  ( L C P )  p a c k e t s  a r e  e x a m p l e s  o f  n o n -I P  p a c k e t s  
� A l l  o f  t h e  p a c k e t s  i n  t h i s  s e t  m u s t  b e  h a n d l e d  b y  t h e  r o u t e  p r o c e s s o r

I n g r e s s
I n t e r f a c e
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I n t e r f a c e

C PU
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A g end a
� I nte r ne t P r o to c o l  O p e r atio n F u nd am e ntal s
� T y p e s  o f  P ac k e ts  H and l e d  b y  R o u te r s
� D if f erent IP Planes in Operation
� What H ap p e ns  to  I P  N e tw o r k s
� S e c u r ing  I P  P l ane s  – C he c k l is t o f  K e y  C o nc e p ts ,  

T o o l s  A nd  M e tho d s
� S u m m ar y  A nd  F u r the r  R e ad ing



1 3
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

C E

C E

I P D ata Pl ane
� T h e  l o g i c a l  g r o u p  c o n t a i n i n g  a l l  “c u s to m er” a p p l i c a t i o n  t r a f f i c  g e n e r a t e d  b y  h o s t s ,  c l i e n t s ,  

s e r v e r s ,  a n d  a p p l i c a t i o n s  t h a t  a r e  s o u r c e d  f r o m  a n d  d e s t i n e d  t o  o t h e r  d e v i c e s ,  s u c h  a s  P C s  
a n d  s e r v e r s ,  t h a t  a r e  s u p p o r t e d  b y  t h e  n e t w o r k  

� D a t a  p l a n e  t r a f f i c  i s  a l w a y s  b e  s e e n  a s  tra ns i t p a c k e t s  b y  n e t w o r k  e l e m e n t s . M o s t  w i l l  b e  
f o r w a r d e d  i n  t h e  f a s t  p a t h ;  s o m e  m a y  b e  “ex c ep ti o ns  IP ” p a c k e t s .

I n t e r n e tP e e r  B

I P / M P L S  C o r e
A S  1 2 3

PE  
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P P o P

P e e r  A
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I P C ont rol  Pl a ne
I P C o ntro l  Pl ane
� T h e l o g i c a l g r o u p  c o n t a i n i n g  a l l  ro u ti ng ,  s i g na l i ng ,  l i nk -s ta te ,  a n d  o t h e r  c o n t r o l  p r o t o c o l s  

u s e d  t o  c r e a t e  a n d  m a i n t a i n  t h e  s t a t e  o f  t h e  n e t w o r k  a n d  i n t e r f a c e s  s u c h  a s  B G P ,  O S P F ,  
L D P ,  I S -I S ,  a n d  A R P ,  L a y e r  2  k e e p a l i v e s ,  A T M  O A M ,  a n d  P P P  L C P  f r a m e s ,  f o r  e x a m p l e  

� C o n t r o l  p l a n e  t r a f f i c  a l w a y s  i n c l u d e s  rec ei v e p a c k e t s  f r o m  t h e  p e r s p e c t i v e  o f  t h e  s r c / d s t
n e t w o r k  e l e m e n t ,  b u t l o g i c a l l y i n c l u d e s  c e r t a i n  t r a n s i t  p a c k e t s  ( e .g .,  m u l t i h o p e B G P )  w h i c h  
a r e t r a n s i t  f r o m  t h e  p e r s p e c t i v e  o f  t h e  i n t e r m e d i a t e  r o u t e r s  a l o n g  t h e i r  p a t h )

C E

I n t e r n e tP e e r  B

I P / M P L S  C o r e
A S  1 2 3
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I n t e r n e t

I P / M P L S  C o r e
A S  1 2 3

I P M a na g em ent  Pl a ne
I P M anag em ent Pl ane
� T h e  l o g i c a l  g r o u p  c o n t a i n i n g  a l l  m a na g em ent t r a f f i c  s u p p o r t i n g  p r o v i s i o n i n g ,  m a i n t e n a n c e ,  

a n d  m o n i t o r i n g  f u n c t i o n s  f o r  t h e  n e t w o r k . T h i s  i n c l u d e s  t r a f f i c  s u c h  a s  S S H ,  F T P ,  S N M P ,  
S y s l o g ,  T A C A C S +  a n d  R A D I U S ,  D N S ,  N e t F l o w ,  R O M M O N ,  C D P ,  e t c . 

� M a n a g e m e n t  p l a n e  t r a f f i c  a l w a y s  i n c l u d e s  rec ei v e p a c k e t s  f r o m  t h e  p e r s p e c t i v e  o f  t h e  
s r c / d s t n e t w o r k  e l e m e n t ,  b u t  l o g i c a l l y i n c l u d e s  c e r t a i n t r a n s i t  p a c k e t s  ( e .g . S S H  p a c k e t s  
w h i c h  a r e  t r a n s i t  f r o m  t h e  p e r s p e c t i v e  o f  t h e  i n t e r m e d i a t e  r o u t e r s  a l o n g  t h e i r  p a t h )

P e e r  B

PE  

P o P PE  

PE  P

P P o P

P e e r  A

PE  

P

P

C E

C E

C E

C E

C E

C E

C E

C E

Network Ops Center (NOC)

Ou t-of -
B a nd
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I n-B a nd
M g m t

� �
� �

� � �
� � � � � �



1 6
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

I P Serv ices Pl a ne
I P S erv ices Pl ane
� T h e  l o g i c a l  g r o u p  c o n t a i n i n g  “c u s to m er” t r a f f i c  ( l i k e  t h e  d a t a  p l a n e ) ,  b u t  w i t h  t h e  m a j o r  

d i f f e r e n c e  t h a t  t h i s  t r a f f i c  r e q u i r e s  s p e c i a l i z e d  f o r w a r d i n g  f u n c t i o n s a p p l i e d  i t ,  a n d  p o s s i b l y  
c o n s i s t e n t  h a n d l i n g  a p p l i e d  e n d  t o  e n d . E x a m p l e s  i n c l u d e  V P N s  ( M P L S ,  I P s e c ,  a n d  S S L ) ,  
p r i v a t e -t o -p u b l i c  i n t e r f a c i n g  ( N e t w o r k  A d d r e s s  T r a n s l a t i o n  [ N A T ] ,  f i r e w a l l , a n d  i n t r u s i o n  
p r e v e n t i o n  s y s t e m  [ I P S ] ) ,  Q o S  ( v o i c e  a n d  v i d e o ) ,  a n d  m a n y  o t h e r s .

� S e r v i c e s  p l a n e  t r a f f i c  i s  “tra ns i t” t r a f f i c ,  b u t  n e t w o r k  e l e m e n t s  u s e  s p e c i a l  h a n d l i n g t o  a p p l y  
o r  e n f o r c e  t h e  i n t e n d e d  p o l i c i e s  f o r  v a r i o u s  s e r v i c e  t y p e s

I n t e r n e tP e e r  B

I P / M P L S  C o r e
A S  1 2 3

PE  
P

PP o P PE  

PE  
P

P P o P

P e e r  A

C E

C E

C E

C E

C E

C E

C E

C E

PE  
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A g end a
� I nte r ne t P r o to c o l  O p e r atio n F u nd am e ntal s
� T y p e s  o f  P ac k e ts  H and l e d  b y  R o u te r s
� D if f e r e nt I P  P l ane s  in O p e r atio n
� W h at H appens to IP N etw ork s
� S e c u r ing  I P  P l ane s  – C he c k l is t o f  K e y  C o nc e p ts ,  

T o o l s  A nd  M e tho d s
� S u m m ar y  A nd  F u r the r  R e ad ing
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Threa t s A g a inst  I P N et w ork s
� T he r e  ar e  m any  f ac to r s  that thr e ate n ne tw o r k  

inf r as tr u c tu r e s …
– N a t u r a l  d i s a s t e r s
– U n i n t e n t i o n a l ,  m a n -m a d e  a t t a c k s  b a s e d  o n  h u m a n  e r r o r
– M a l i c i o u s  a t t a c k s

� C l e ar  d is tinc tio n b e tw e e n hu m an e r r o r  and  m al ic io u s  
attac k s  is  inte nt

� P r o te c tio n ag ains t m al ic io u s  and  u ninte ntio nal  attac k s  
m u s t b o th b e  c o ns id e r e d  
– A t  t h e  e n d  o f  t h e  d a y ,  a n  o u t a g e  i s  a n  o u t a g e  
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Threa t  a nd  A t t a ck  M od el s ( 1 /2 )

A  D en i al -of -S erv i c e ( D oS )  A ttac k  th at A i m s  to M ak e th e T arg et 
U n av ai l ab l e f or I ts  I n ten d ed  S erv i c e.  M ay  B e A ttem p ted  v i a a 
D i rec t,  T ran s i t or R ef l ec ti on –B as ed  A ttac k .

R es ourc e 
E x h aus ti on  A ttac k s

A n  A ttac k  th at U s es  P ac k ets  th at M as q uerad e T h em s el v es  
w i th  F al s e D ata,  s uc h  as  th e S ourc e I P  A d d res s ,  to E x p l oi t a 
T rus ted  R el ati on s h i p .

S p oof i n g  A ttac k s

A ttac k s  th at A ttem p t to D es troy  th e R outer’s  or N etw ork ’s  A b i l i ty  
to P erf orm  R outi n g  T as k s  an d ,  T h ereb y ,  P rev en t N ew  R outi n g  
P rotoc ol  P eeri n g ,  D i s rup t Curren t P eeri n g ,  or R ed i rec t T raf f i c  F l ow s  
i n  an  A ttem p t to I n j ec t F al s e I n f orm ati on ,  A l ter E x i s ti n g  I n f orm ati on ,  
or R em ov e V al i d  I n f orm ati on  f or th e P urp os es  of  Corrup ti n g  
U s er D ata.

R outi n g  P rotoc ol  
A ttac k s

A ttac k s  th at A i m  to P rev en t U p p er-L ay er Com m un i c ati on s  B etw een  
H os ts ,  or to H i j ac k  E s tab l i s h ed  S es s i on s  i n  O rd er to Cap i tal i z e on  
an y  P rev i ous  A uth en ti c ati on  M eas ures ,  E n ab l i n g  E av es d rop p i n g  
an d  F al s e D ata I n j ec ti on .

T ran s p ort P rotoc ol  
A ttac k s

D es c ri p ti on
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Threa t  a nd  A t t a ck  M od el s ( 2 /2 )

A ttac k s  A g ai n s t I m p ortan t Con trol  P l an e S erv i c es  s uc h  as  D H CP ,  
D N S ,  an d  N T P  m ay  A f f ec t N etw ork  A v ai l ab i l i ty  an d  O p erati on s .  

A ttac k s  A g ai n s t 
O th er I P  Con trol  
P l an e S erv i c es

T h e P roc es s  of  G ath eri n g  I n f orm ati on  ab out a T arg et.  O f ten  
Con d uc ted  i n  P rep arati on  f or an  A ttac k ;  E n ab l es  th e A ttac k er to 
I d en ti f y  S p ec i f i c  S ec uri ty  W eak n es s es  th at m ay  B e E x p l oi ted  as  
P art of  a F uture A ttac k .

M al i c i ous  
N etw ork  

R ec on n ai s s an c e

A  S of tw are D ef ec t th at,  i f  E x p l oi ted ,  m ay  Com p rom i s e th e 
Con f i d en ti al i ty ,  I n teg ri ty  an d  A v ai l ab i l i ty  of  th e R outer an d  
A s s oc i ated  D ata P l an e T raf f i c .

S of tw are 
V ul n erab i l i ti es

A ttac k s  th at A ttem p t to G ai n  U n auth ori z ed  A c c es s  to R es tri c ted  
S y s tem s  an d  N etw ork s .

U n auth ori z ed  
A c c es s  A ttac k s

D es c ri p ti on
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C ol l a t era l  D a m a g e
� A ttac k s  m ay  hav e  ad d itio nal  c o ns e q u e nc e s  b e y o nd  

the  inte nd e d  tar g e t
� A  d e nial -o f -s e r v ic e  ( D o S )  attac k  ag ains t o ne  r e m o te  

ne tw o r k  m ay  ad v e r s e l y  af f e c t o the r  ne tw o r k s  r e s u l ting  
in c o l l ate r al  d am ag e and  a w id e r  im p ac t 

� C o l l ate r al  d am ag e  m u s t al s o  b e  c o ns id e r e d  w he n 
e v al u ating  r is k  
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�What is the m ax im u m  f r am e r ate f o r  G ig ab it E ther n et?
– T h e  m i n i m u m  f r a m e  p a y l o a d  i s  4 6  B y t e s ( b a s e d  o n  t h e  s l o t  t i m e  o f  E t h e r n e t )  a n d  t h e  
m a x i m u m  f r a m e  r a t e  i s  a c h i e v e d  b y  a  s i n g l e  t r a n s m i t t i n g  n o d e  w h i c h  d o e s  n o t  s u f f e r  a n y  
c o l l i s i o n s . T h i s  i m p l i e s  a  f r a m e  c o n s i s t i n g  o f  7 2  B y t e s  ( s e e  t a b l e  b e l o w )  w i t h  a  1 2  B y t e  
i n t e r -f r a m e  g a p ,  f o r  a  t o t a l  o f  8 4  B y t e s .

�What is the m ax im u m  thr o u g hp u t f o r  G ig ab it E ther n et?
– T h e  m a x i m u m  f r a m e  p a y l o a d  i s  1 5 0 0  B y t e s a n d  t h e  m a x i m u m  t h r o u g h p u t  i s  a c h i e v e d  b y  a  
s i n g l e  t r a n s m i t t i n g  n o d e  w h i c h  d o e s  n o t  s u f f e r  a n y  c o l l i s i o n s . T h u s ,  a  f r a m e  c o n s i s t i n g  o f  
1 5 2 6  B y t e s  a n d   a  1 2  B y t e  i n t e r -f r a m e  g a p ,  r e s u l t s  i n  a  t o t a l  o f  1 5 3 8  B y t e s .

Frame Part                   Min Frame              Max Frame
Inter Frame Gap (9.6ms)           12 Bytes               12 Bytes
M A C  P reamb l e (+  S FD )               8  Bytes                8  Bytes
M A C  D esti nati o n A d d ress            6 Bytes                6 Bytes
M A C  S o u rc e A d d ress                 6 Bytes                6 Bytes
M A C  T ype (o r L eng th )               2 Bytes                2 Bytes
P ayl o ad  (N etw o rk  P D U )             4 6 Bytes             15 0 0  Bytes
C h ec k  S eq u enc e (C R C )               4  Bytes                4  Bytes

- - - - - - - - - - - - - - - - - - - - -
T o tal  Frame P h ysi c al  S i z e          8 4  Bytes             15 3 8  Bytes

[ 1, 0 0 0 , 0 0 0 , 0 0 0  b ps/ (  8 4  B *  8  b / B)]  = =  1 , 4 8 8 , 0 9 6  f p s  ( max rate)
[ 1, 0 0 0 , 0 0 0 , 0 0 0  b ps/ (15 3 8  B *  8  b / B)]  = =     8 1 , 2 7 4  f p s  ( min rate)

B a nd w id t h C oncept s – PPS E ng ineering
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Pa c k e t  S i z e  ( B y t e s )
200 5 008 4 1 5 3 8

1 0 0 , 0 0 0  p p s 8 1 , 2 7 4  p p s

Pa
ck
et 

Ra
te 

(P
PS

)

1 , 4 8 8 , 0 0 9 5  p p s

1 4 , 8 8 0 0 , 9 5 0  p p s

8 1 2 , 7 4 0  p p s

B a nd w id t h C oncept s—PPS E ng ineering
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B a nd w id t h C oncept s—PPS E ng ineering

� I t  d e p e n d s …
–W h at i s  th e d ev i c e ty p e…

•S t a t e l e s s ?  R o u t e r ,  s w i t c h ,  e t c .
•S t a t e f u l ?  F i r e w a l l ,  I P S ,  l o a d  b a l a n c e r ,  e t c .

–W h at en v i ron m en t i s  th e d ev i c e op erati n g  i n …
•W e b  Q u e r i e s :  s h o r t –l i v e d ,  h i g h  c o n n e c t i o n  r a t e ,  s o m e  s t a t e ,  P P S / C P S
•F i n a n c i a l s :  s h o r t -l i v e d ,  h i g h  t r a n s a c t i o n  r a t e ,  h i g h  s t a t e ,  C P S / T P S
•V i d e o  S t r e a m i n g :  l o n g -l i v e d ,  l o w  c o n n e c t i o n  r a t e ,  s o m e  s t a t e ,  
P P S / c o n c u r r e n t  c o n n s
•V P N :  l o n g -l i v e d ,  t e m p o r a l l y  h i g h  c o n n e c t i o n  r a t e ,  h i g h  s t a t e ,  
P P S / c o n c u r r e n t  c o n n s

� W h a t  a r e  t h e  r e l e v a n t  m e t r i c s  f o r  n e t w o r k  e n g i n e e r i n g ?
–B an d w i d th ? . . . . . . . . . . . . . . . . . . . . . . . . . . .   B i ts  p er S ec on d … ( b p s ) .   
–P ac k et R ate? . . . . . . . . . . . . . . . . . . . . . . . .   P ac k ets  p er S ec on d … ( p p s )
–Con n ec ti on  S etup  R ate? . . . . . . .  Con n ec ti on s  p er s ec on d … ( c p s )
–T ran s ac ti on  R ate? . . . . . . . . . . . . . . . . .  T ran s ac ti on s  p er s ec on d … ( tp s )
–T otal  N um b er of  S es s i on s ? . . .  Con c urren t c on n ec ti on s … ( c c )
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Packet 
E g ress

E . g . ,  1 0 0  M b p s

Packet 
I ng ress
E . g . ,  D S 3

Packet 
E g ress

E . g . ,  1  G b p s
Packet 
I ng ress

E . g . ,  1 0  G b p s

Network
D ev i c e

T h i s                I s  M u c h  D i f f eren t T h a n          T h i s

Network
D ev i c e x

B a nd w id t h C oncept s—PPS E ng ineering
In N etw ork  D esig n,  W e A lw ay s C onsider 
B andw idth …
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S l o w  Path  
E . g . ,  1 0 0 K  P P S

Packet 
I ng ress

E . g . ,  1  G b p s
1 . 4  M p p s

Network
D ev i c e

T h i s   I s  M u c h  D i f f eren t T h a n    T h i s

x

F ast Path  
E . g . ,  1 . 4 M  P P S  
( O ne W a y )

B a nd w id t h C oncept s—PPS E ng ineering
In S ecurity  D esig n,  W e A lso N eed to C onsider PPS …
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A g end a
� I nte r ne t P r o to c o l  O p e r atio n F u nd am e ntal s
� T y p e s  o f  P ac k e ts  H and l e d  b y  R o u te r s
� D if f e r e nt I P  P l ane s  in O p e r atio n
� What H ap p e ns  to  I P  N e tw o r k s
� S ecuring  IP Planes – C h eck list of  K ey  C oncepts,  

T ools A nd M eth ods
� S u m m ar y  A nd  F u r the r  R e ad ing
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I P D a t a  Pl a ne Securit y  Techniq ues
� I nte r f ac e  A C L s
� U nic as t R P F
� F l e x ib l e  p ac k e t m atc hing
� Q o S  te c hniq u e s
� I P  he ad e r  o p tio n te c hniq u e s
� I P  r o u ting  te c hniq u e s
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I P C ont rol  Pl a ne Securit y  Techniq ues
� D is ab l e  u nu s e d  c o ntr o l  p l ane  s e r v ic e s
� I C M P  te c hniq u e s
� S e l e c tiv e  p ac k e t d is c ar d
� I P  r e c e iv e  A C L
� C o ntr o l  p l ane  p o l ic ing
� M D 5  au the ntic atio n
� B G P  te c hniq u e s
� G e ne r al iz e d  T T L  s e c u r ity  m e c hanis m
� P r o to c o l  s p e c if ic  f il te r s
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I P M a na g em ent  Pl a ne Securit y
� O u t -o f -b a n d  m a n a g e m e n t
� P a s s w o r d  s e c u r i t y
� S N M P  s e c u r i t y
� R e m o t e  t e r m i n a l  a c c e s s  s e c u r i t y
� D i s a b l e  u n u s e d  m a n a g e m e n t  p l a n e  s e r v i c e s
� D i s a b l e  i d l e  u s e r  s e s s i o n s
� S y s t e m  b a n n e r s
� S e c u r e  I O S  f i l e  s y s t e m s
� R o l e -b a s e d  C L I  a c c e s s
� M a n a g e m e n t  p l a n e  p r o t e c t i o n
� A A A
� A u t o S e c u r e
� N e t w o r k  t e l e m e t r y

It is assumed that the network is 
p hy sic al l y  sec ure.  
N etwork-b ased sec urity  measures 
b ec ome inef f ec tiv e if  p hy sic al  
sec urity  has b een b reac hed.
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I P Serv ices Pl a ne Securit y
� The IP services plane refers to user traffic that is treated 

b y  specializ ed handling  b ey ond B est E ffort F orw arding .  
This includes services such as:  
– Q oS
– V P N s ( IP S ec  V P N s,  M P L S  V P N s,  G R E ,  etc . )
– P ol ic y -b ased routing
– S S L ,  f irewal l ,  IP S ,  N A T ,  etc .  

� S ervices ty pically  req uire the application of “prem ium ”
resources such as encry ption/ decry ption,  or ex tra 
C PU -processing  
– P remium serv ic es usual l y  c ost more to dep l oy  and use 

f inite-resourc es.  H enc e,  p remium serv ic es need to b e ‘p rotec ted’
so that those who aren’t p ay ing  don’t g et p ref erential  treatment.

� S ervices m ust also b e protected to prevent any  one 
service from  disrupting  any  other service,  or b est effort 
traffic form  disrupting  prem ium  services 
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A g end a
� I nte r ne t P r o to c o l  O p e r atio n F u nd am e ntal s
� T y p e s  o f  P ac k e ts  H and l e d  b y  R o u te r s
� D if f e r e nt I P  P l ane s  in O p e r atio n
� What H ap p e ns  to  I P  N e tw o r k s
� S e c u r ing  I P  P l ane s  – C he c k l is t o f  K e y  C o nc e p ts ,  

T o o l s  A nd  M e tho d s
� S ummary  A nd Furth er R eading
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K ey  Ta k ea w a y s
� I P  n e t w o r k  t r a f f i c  c a n  b e  s e g m e n t e d  i n t o  f o u r  “t r a f f i c  p l a n e s ”:

– IP  D ata P l ane
– IP  C ontrol  P l ane 
– IP  M anag ement P l ane 
– IP  S erv ic es P l ane 

� N e t w o r k  e l e m e n t s  h a v e  d i f f e r e n t  h a n d l i n g  p r o c e s s e s ,  i n c l u d i n g  a  
f a s t  p a t h  a n d  a  s l o w  p a t h

� D e s i g n  n e e d s  t o  a n t i c i p a t e  t h e  t h r e a t s  a n d  a t t a c k s  – i n  m u l t i p l e  
d i f f e r e n t  d i m e n s i o n s  ( b p s ,  p p s ,  s e s s i o n s ,  t r a n s a c t i o n s …)

� I P  n e t w o r k  t r a f f i c  p l a n e s  a r e  p r o t e c t e d  b y  s p e c i f i c  m e c h a n i s m s ,  
a n d  w h e n  c o m b i n e d ,  p r o v i d e  a  d e f e n s e  i n  d e p t h  a n d  b r e a d t h  
a p p r o a c h  t o  s e c u r i n g  I P  n e t w o r k s
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R ecom m end ed  R ea d ing

http : / / www. c isc op ress. c om/ b ookstore/ p roduc t. asp ? isb n= 1 5 8 7 0 5 3 3 6 5
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