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$C0 Network Admission Gontrol
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Using the network to enforce policies ensures that incoming

devices are compliant.

Authenticate & Authorize

Scan & Evaluate

Quarantine & Enforce

Isolate non-compliant devices
from rest of network

MAC and IP-based quarantine
effective at a per-user level

Update & Remediate
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C Appliance Components

« Cisco NAC Manager
Centralized management

e (Cisco NAC Server

Serves as posture, remediation and enforcement access

control

« Cisco NAC Profiler
Optional component for device profiling, behavioral
monitoring, and device reporting

« Cisco NAC Guest Server
Optional component for full guest access lifecycle
including provisioning, notification, management and
reporting

« Cisco NAC Agent
Optional lightweight client for device-based registry
scans in unmanaged environments

* Rule-set Updates
Scheduled automatic updates for anti-virus, critical hot-
fixes and other applications
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NAC Solution Sizing and Platforms

a NAC Management Components

Lite Manager Std Manager Super Manager
(up to 3 Servers) (up to 20 Servers) (up to 40 Servers)

I ' NAC Server Components

ISR Network Appliance: 100, Appliance: 1500,
Module 250, or 500 2500, or 3500
50 or 100 users users users
Additional Guest Server  Profiler Server

NAC Services
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Hardware Platform
Legend:

ISR NM

3310

3350
3390

Users = online,
concurrent
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NME-NAC-K9

« supported routers:
ISR 2811, 2821, 2851, 3825, 3845 %
 [0S: min. 12.4(11)T

« Processor: 1-GHz Intel Celeron-M
« Memory: 512-MB (DDR2)

* Flash : 64-MB Compact Flash

« Disk: 80-GB Serial ATA (SATA)

- High-Speed Intrachassis Module Interconnect (HIMI) support on Dol
ISR 3800 (internal bus capacity: 1 Gbps) 'c|_c,'co;
Gold

« up to 100 concurrent users Certified




CAM — Clean Access Manager hrre ey

Functions of CAM
« central management
 definition of requirements based on security policy
« evaluation of network access request
« configuration of CASs
« authentication of clients
— Kerberos, LDAP, RADIUS, Active Directory, S/ldent, local DB
— AD SSO support
* monitoring
* rule-set updates TR
« processes the SNMP messages of switches cIsco.

PARTNER

« configuration of switches via SNMP Gold
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CAS N Clean ACCGSS Server nsnwmu:smm:s

Functions of CAS
« enforcement point of security policy
« detection of new users

« challenges for credentials (forwards to CAM, who judges the
requests)

 isolation
« active component of the network
« WebLogin authentication, SSO
« does not store the security policy (only the CAM)
— Fallback: what to do when the CAM is not available?
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Clean Access Agent

optional agent

x|
Functions of Clean Access Agent -
gathers information about the endpoint Clean Access Agent
. . . by Cisco Systems
limited functions T e S
— no Sense ‘to Comprom|se |t i€ 2004-2006 Cisco Systems, Inc.

does NOT do isolation, only the CAS and the network
wizard-like remediation (even automatic)

refreshing IP address

SSO: Single-sign-on

can be installed without administrator privileges when using the Clean Access
Agent Stub (SMS) ol
ol lal ]l

localized (based on the Localization settings of Windows) CISCO.

available for PARTNER
— Windows 2000, XP, Vista i
— MacOS ( version10.4 and 10.5)
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doing posture assessment without the native Clean Access Client

— if the user does not have privilege to install the agent
— occasional access (like guests and contractors)
« available for Windows 2000, XP, Vista
« ActiveX or Java applet based

» Internet Explorer,

Firefox browser

« downloadable from captive portal

| https:/#10.201.5.120 - Cisco Clean Access Agent Download - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit View Favorites Tools Help

Network Security Notice: This network is protected by the Cisco NAC Web Agent, a component
of the Cisco Clean Access Suite, The Cisco MACZ Web Agent ensures that your computer meets the
requirements for accessing this network, and helps you keep your computer secure and up-to-

date.

FPlease launch Cisco MALC Web Agent by clicking the button below.

Downloading Cisco NAC Weh agent

...... Please wait. { status =2 )

| T —

Cisco MAC Web Agent

cisco  Cisco NAC Web Agent

3 Hostis not compliant with network security policy

“our device does not conform to the required security policies for this pratected network. Your access to the
network i refused o limited until you are able to comply with the security requirements listed below
Pleaze remediste by 02:44:55 PM, Thu Dec 08, 2007,

Security Compliance Summary

Result Security Requirement ﬁbmedia{ipn_éuggeﬁnn
@ test link_dist Pleaze remediste vour client machine according to the guidelines at
this LIRL.

Click here to remediate

MNetwork Security Notice: This network is pro
the Cisco Clean Access Suite. The Clean dccesSBETe ol y LR WA
requirements for accessing this network, and Restricted Hetwork Access: If you cannot uze the Clean Sccess Agent or Cizco MNAC Wiek Sgent, vou can

date.
Flease use the Clean Access agent to log in td

If you don't have the Clean Access Agent soft
After downloading the installation file, run it t

If yvou have already downloaded and installed
and right-click the Clean Access Agent icon in
Enter vour usual network user name and pass

S P R

obitain restricted netvwork access temporarily by clicking the button belowe,

ol I fnl I fe . - Cisco MAC Web Agent Wersion 450 - Report Generated 02:32:11 PM, Thu Dec 06, 2007
cisco  Cisco NAC Web Agent
Remaining 00:03:48 [ Get Restricted Metwork Access ] [ Be-Scan ] [ﬁave Repart ] L Lancel J
Please be patient while Web Agent is scanning your system. Gold

ENEEEEEEEE
Mote: If you are already running the Clean Acd
connection {such as VPN or dial-up), please w
pop up. v
@Applet CiscofaCWebAgent starked é & Internet

Certified




S operation modes

Operation mode | Options

Forwarding Bridged mode (virtual gateway)

Routed mode (real IP gateway / NAT gateway)
Location of CAS Central

Edge

Client access Layer 2 (client and CAS are L2 adjacent)
Layer 3 (client and CAS are NOT L2 adjacent)
Data path In-band (CAS always in data path)

Out-of-band (CAS in data path only during validation
and posture assessment) .
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CAS operation modes
Most frequently used combinations

* Wireless
L2 — In-Band — Real-IP-Gateway
L2 — Out-of-Band — Virtual Gateway
 Remote-access VPN (ASA, VPN 3000, I0S)
L3 — In-Band — Real-IP-Gateway
« Large-scale WAN network
L3 — Out-of-Band — Real-IP Gateway
 Campus
L2 — Out-of-Band — Virtual Gateway

BUON :UonN|0S



Examples

L2, Out-of-Band, Virtual Gateway
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L2, OOB, Virtual Gateway topology
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VLAN mappings:
110->10
120 -> 20
130 -> 30

QVH1D GVI2D VI3

10 20 30

172.16.3.0/24
Management VLAN 3
User Data VLAN 10
User Data VLAN 20
User Data VLAN 30
Native VLAN 999

-

172.16.2.0/24

GVI10D 100

User Auth VLAN 110
User Auth VLAN 120
User Auth VLAN 130
Native VLAN 998

E1

Managed subnets:
110[120[130[100 110:172.16.10.2 /24
120:172.16.20.2 /24
130:172.16.30.2 /24

User Auth VLAN 110 User Auth VLAN 120

{7 —

z

Switch IP:
Unauthenticated user 172.16.100.2/24
IP address: www.snt-world.com IP address:
172.16.10.100 /24 172.16.20.100 /24

Autheticated user



L2, OOB, VGW — During posture assessment
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VLAN mappings:

S ICVEDIETED 110->10
10 20 30 120 -> 20
130 -> 30

172.16.3.0/24

Management VLAN 3 .-

‘ User Data VLAN 10

I User Data VLAN 30
Native VLAN 999

A

172.16.2.0/24

GVI10D 100

User Auth VLAN 130
Native VLAN 998

Managed subnets:

110(120{130{100 110:172.16.10.2 /24
120:172.16.20.2 /24

e 130: 172.16.30.2 /24
User Auth VLAN 110 User Data VLAN 120

—

z

Switch IP :
Unauthenticated user: 172.16.100.2 /24 )
Authenticated user:
IP address: www.snt-world.com IP address:

172.16.10.100 /24 172.16.20.100 /24



L2, OOB, VGW — After successful login
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VLAN mappings:

10 20 30 120 -> 20
130 -> 30

172.16.3.0/24
Management VLAN 3
User Data VLAN 10
User Data VLAN 20
User Data VLAN 30
Native VLAN 999

172.16.2.0/24

GVI10D 100

User Auth VLAN 110

y User Auth VLAN 120
User Auth VLAN 130
Native VLAN 998

E1

Managed subnets:

[ M- {181 10[120[130{100 110:172.16.10.2 /24
120:172.16.20.2 /24

-y = > 130:172.16.30.2 /24
- F :
\7 User Auth VLAN 110 User Access VLAN 20

Switch IP cim: ;
Unauthenticated user 172.16.100.2 /24 Authenticated user

IP address: WWW i IP address:
172.16.10.100 /24 Snt-world.com 172.16.20.100 /24




L2, O0OB, VGW — Switch configuration
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QVH1D GVI2D VI3

10 20 30

172.16.3.0/24
interface FastEthernet0/2 -
. Management VLAN 3
switchport mode trunk e .-
switchport trunk encapsulation dot1q :

switchport trunk native vlan 999
switchport trunk allowed vlan 3,10,20,30

i— | Y

interface FastEthernet0/3
switchport mode trunk
switchport trunk encapsulation dot1q
switchport trunk native vlan 998
switchport trunk allowed vlan 110,120,130

User Data VLAN 20
User Data VLAN 30
Native VLAN 999

4
=

—dFao/3

User Auth VLAN 110
\ User Auth VLAN 120
I User Auth VLAN 130
Native VLAN 998

E1

CAM

v

*

==

User Access VLAN 20

interface Gi0/0
switchport mode trunk ¢
switchport trunk encapsulation dot1q
switchport trunk native vlan 100
switchport trunk allowed vlan 10,20,30,100,110,120,130




L2, OOB, Vgw + IP phone
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VLAN mappings:
110 ->10
120 -> 20

172.16.3.0/24 130 -> 30
Management VLAN 3
User Data VLAN 10
User Data VLAN 20
User Data VLAN 30
Native VLAN 999

QVH1D GVI2D VI3

10 20 30

172.16.2.0/24

User Auth VLAN 110
User Auth VLAN 120
User Auth VLAN 130
Native VLAN 998

E1

Managed subnets: CAS
110:172.16.10.2 /24
120:172.16.20.2 /24
130:172.16.30.2 /24

I/'/ PC VLAN 110
/2 -
o Voice VLAN 700

) Switch IP :
Unauthenticated user 172.16.100.2 /24 Authenticated user

IP address: www.snt-world.com .
172.16.10.100 /24 172":; 2%%?33'/24



L2, OOB, VGW + IPT: port configuration

Switch-port in access mode:

interface FastEthernet0/2
description IPT and PC
switchport mode access
switchport access vlan 120
switchport voice vlan 700
snmp trap mac-notification added
spanning-tree portfast trunk

Switch-port in trunk mode:

interface FastEthernet0/3
description VoIP and PC
switchport trunk encapsulation dotlg
switchport trunk native vlan 120
switchport mode trunk

snmp trap mac-notification added
spanning-tree portfast trunk
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switchport trunk allowed vlan 20,120,700

www.snt-world.com
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Wireless out-of-band operation (from 4.5) rro ey

CAS in the data path only during evaluation

vlan10

vian10 g ‘ WWW

Remediation

www.snt-world.com
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Guests can be authenticated using

external AAA server (radius, Idap etc)
local database
self-reqgistration page

built-in guest user account
(no need to share the password)

Time-limited access
Filtering functions

URL filtering, ACL, QoS

— customizable per CAS, VLAN
Monitoring and audit functions
Customizable portal

CAM integrated feature

IT SOLUTIONS & SERVICES
Cisco Clean Access aunthentikacio

Email cim ||
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- Extra component of NAC system
* Internal employees can grant the access for their own guests

 Benefits

« Supports multiple CAMS

off-loading IT team

provisioning and reporting

Group based policy management

LDAP, AD, RADIUS integration

Delivery of credentials: email, SMS, printing
automatic guest account generation
customizable account scheduling

CISCO.
PARTNER

Gold

Certified



uest server components msauuTIoNs 8 sewvices

Central management interface for registering and
monitoring guest accounts
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Cisco Guest

Active Directory

Server
4.
050000 4 -
] Wired or wireless
Guest ‘ NAC Appliance

www.snt-world.com

Sponsor accesses Guest server
portal, such as

http://guests.snt.mk)

Sponsor authenticates using
corporate credentials

Sponsor Creates Account on the
Cisco Guest Server

Sponsor gives guest account
details (email/print/sms)

Guest Server provisions account
on the NAC Appliance

Certified
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—i | . Guest opens Web browser
. "“ . Web traffic is intercepted by
\ @ Network Enforcement Device and

redirected to login page (captive
portal)

Cisco Guest
Server

Sponzor Active Directory

Guest logs in with details provided
5, 6. by sponsor

Guest can now access the internet
Guest access recorded

Guest removed when session time

1. I I
000000 4

Wired or wireless

expires

4.

Internet

Guest 3. NAC Appliance

Certified
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Thanks for your attention!
Questions are welcomed!

Janos Gyorgy SIMON

janos.simon@snt.hu
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