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4 . S t r en g t hen  c o l l a b o r a t i o n  b et w een  

em p l o y ees  a n d  p a r t n er s
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G u est A c c ess C onsid era tions 

E a s e o f  u s e

I n t eg r a t i o n  w i t h
n et w o r k  i n f r a s t r u c t u r e

A u d i t i n g  a n d
a c c o u n t a b i l i t y

C o s t

P r o v i s i o n i n g  o f  u s er  a c c o u n t s
R ec ep t i o n i s t ,  hel p  d es k ,  a n y  u s er
R ed u c e i n f r a s t r u c t u r e u p g r a d es
A v o i d  p a r a l l el  n et w o r k  
i n f r a s t r u c t u r e
K n o w  w ho  i s  d o i n g  w ha t
K n o w  w ho  c r ea t ed  w hi c h a c c o u n t

C o s t  o f  i m p l em en t a t i o n
C o s t  o f  o n g o i n g  m a n a g em en t
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Cisco NAC Guest Server U n ites g uest a ccess f un ction s

Accou n t
Cr e a t ion

Ne t w or kAcce ssAu d it  &R e p or t in g

NACNAC
G u e stG u e st
S e r v e rS e r v e r

Please enter username:
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F ou r K ey  C om ponents of  G u est A c c ess

G U E S T
T he v i si to r  w ho  needs netw o r k  access 
( usual l y  i nter net o nl y ,  b ut co ul d b e mo r e)

S P O N S O R
T he i nter nal  user  w ho  w ants to  b e ab l e to  p r o v i de 
i nter net access to  thei r  guest

N E TW O R K  E N F O R C E M E N T D E V I C E
W eb  r e-di r ecti o n,  authenti cati o n and p r o v i des access.
W i r el ess L A N  C o ntr o l l er  o r  N A C  A p p l i ance

N A C  G U E S T S E R V E R
Enab l es sp o nso r  to  cr eate guest acco unt;  audi ts;  
p r o v i si o ns acco unt o n netw o r k  enf o r cement dev i ce
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M a na g ing  the G u est U ser L if ec y c l e

P R O V I S I O N I N G
N O TI F I C A TI O N

M A N A G E M E N T

R E P O R TI N G

S M S
E ma il
P r in t -ou t
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P rov isioning

1. W ho  s ho u l d  c r ea t e u s er  a c c o u n t s ?
Receptionist/Lobby Ambassador
I T  S ecu rity
M anag ers
Anyone

2 . N A C  G u es t  S er v er  l et s  y o u  c ho o s e
b a s ed  u p o n  y o u r  s ec u r i t y  p o l i c y

3 . A l l o w i n g  a n y o n e t o  c r ea t e a c c o u n t s  p r o v i d es  
i n c r ea s ed  u s a g e a n d  w i l l  b e j u s t  a s  s ec u r e

� R ed u c ed  C o s t
� F u l l  A u d i t  Tr a i l

� S p eed  o f  a c c es s
� E a s e o f  u s e
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S ponsor P orta l

1 . W eb  P o r tal
2 . A uthenti cate w i th 

co r p o r ate 
cr edenti al s

3 . L o cal  D atab ase
4 . A cti v e D i r ecto r y
5 . L D A P
6 . R A D I U S



1 1
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

C rea ting  G u est A c c ou nts

3 .   A dd user

2 .   S p eci f y  star t and
end ti mes

1 .   Enter  user  detai l s
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G u est U ser A c c ou nt D eta il  D el iv ery

S en d  a c c o u n t
i n f o r m a t i o n  v i a
p r i n t -o u t ,  em a i l ,
o r  S M S
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NAC G u e st  S e r v e r
M u l t ip l e  Accou n t  
Cr e a t ion
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M u l tipl e A c c ou nt C rea tion

E n t er  i n  a  f o r m

I m p o r t  f r o m  F i l e

R a n d o m
A c c o u n t s

E d i t  &  R ep o r t
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M u l tipl e A c c ou nts – F orm  Entry

3 .   C r eate Mul ti p l e A cco unts

2 .   S p eci f y  star t and
end ti mes

1 .   Enter  user  detai l s



1 6
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

M u l tipl e A c c ou nts – F il e I m port

1 .  S el ect C S V  F i l e

2 .  S p eci f y  star t and
end ti mes 3 .  C r eate Mul ti p l e A cco unts
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M u l tipl e A c c ou nts – R a nd om  A c c ou nts
1 .  Enter  amo unt o f  acco unts to  cr eate

2 .  S p eci f y  star t and end ti mes
3 .  C r eate Mul ti p l e A cco unts
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M u l tipl e A c c ou nts - M a na g em ent

I n d i v i d u a l  A c c o u n t s

A l l  A c c o u n t s
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N etw ork  Enf orc em ent D ev ic es

1 . N etw o r k  Enf o r cement D ev i ces co ntr o l  the guest user
D el iv er th e au tomatic redirect to a captiv e portal
Au th enticate th e u ser ag ainst th e G u est S erv er
E nf orce th e U sers Access P riv il eg es
Records N etw ork  Access I nf ormation

2 . C i sco  N A C  A p p l i ance f o r  S ecur e Guest A ccess
N etw ork  l ev el  enf orcement of  pol icies
P ostu re Assessment
W ired or W irel ess depl oyments

3 . C i sco  W i r el ess L A N  C o ntr o l l er s
I nteg rated G u est capabil ities
W ired or W irel ess depl oyments
N ativ e G u est T raf f ic T u nnel ing  ( Anch or C ontrol l er)
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NAC G u e st  S e r v e r
w it h  NAC Ap p l ia n ce
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G u est A c c ess W a l k throu g h - S ponsor

Guest

S p o n so r

I n ter n et

W i r ed  o r  W i r el ess

N A C  A p p l i a n c e

C i sc o  Guest
S er v er

1 . S p on sor  a ccesses
C isco G u est  S er ver ,  su ch  a s 
h t t p : / / g u est s.y ou r comp a n y .com

2 . S p on sor  a u t h en t ica t es u sin g  
cor p or a t e cr ed en t ia ls

3 . S p on sor  C r ea t es A ccou n t  on  
t h e C isco G u est  S er ver

4 . S p on sor  g ives g u est  a ccou n t  
d et a ils ( ema il/ p r in t / sms)

5 . G u est  S er ver  P r ovision s 
A ccou n t  on  t h e 
C isco N A C  A p p lia n ce

A c ti v e D i r ec to r y

1 . 2 .3 .

4 . 5 .
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G u est A c c ess W a l k throu g h - G u est

Guest

S p o n so r

I n ter n et

W i r ed  o r  W i r el ess

1 . G u est  op en s W eb  b r ow ser
2 . W eb  t r a f f ic is in t er cep t ed  b y  

N et w or k E n f or cemen t  D evice 
a n d  r ed ir ect ed  t o log in  p a g e 
( ca p t ive p or t a l)

3 . G u est  log s in  w it h  d et a ils 
p r ovid ed  b y  sp on sor

4 . G u est  ca n  n ow  a ccess t h e 
in t er n et

5 . G u est  A ccess R ecor d ed
6 . G u est  r emoved  w h en  session  

t ime ex p ir es

A c ti v e D i r ec to r y

2 . 4 .

6 .5 .

C i sc o  Guest
S er v er

N A C  A p p l i a n c e

1 .
3 .
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NAC G u e st  S e r v e r
W it h  W ir e l e ss L AN 
Con t r ol l e r s
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G u est A c c ess W a l k throu g h - S ponsor

Guest

S p o n so r C i sc o  Guest
S er v er

1 . S p on sor  a ccesses
C isco G u est  S er ver ,  su ch  a s 
h t t p : / / g u est s.y ou r comp a n y .com

2 . S p on sor  a u t h en t ica t es u sin g  
cor p or a t e cr ed en t ia ls

3 . S p on sor  C r ea t es A ccou n t  on  
t h e C isco G u est  S er ver

4 . S p on sor  g ives g u est  a ccou n t  
d et a ils ( ema il/ p r in t / sms)

A c ti v e D i r ec to r y

1 . 2 .3 .

4 .
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G u est A c c ess W a l k throu g h - G u est

Guest I n ter n et

1 . G u est  op en s W eb  b r ow ser
2 . W eb  t r a f f ic is in t er cep t ed  b y  

W ir eless L A N  C on t r oller  a n d  
r ed ir ect ed  t o log in  p a g e 
( ca p t ive p or t a l)

3 . G u est  log s in  w it h  d et a ils 
p r ovid ed  b y  sp on sor

4 . W L C  a u t h en t ica t es u ser  
a g a in st  G u est  S er ver  u sin g  
R A D I U S

5 . G u est  ca n  n ow  a ccess t h e 
in t er n et

6 . G u est  A ccess R ecor d ed

A c ti v e D i r ec to r y

1 .
3 .

2 . 5 .

6 .4 .

C i sc o  Guest
S er v er

W i r el ess A c c ess 
P o i n t

W i r el ess L A N  
C o n tr o l l er
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NAC G u e st  S e r v e r
Au t h e n t ica t ion
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S ponsor A u thentic a tion S u pport

� Au th enticate S ponsors 
u sing  ex isting
au th entication   
systems

� Assig n
permissions
based on g rou p
membersh ip
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NAC G u e st  S e r v e r
Cu st om iz a t ion
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G u est C rea tion P ol ic y

W h at detail s do sponsors need to enter?

F i el ds can b e:
� R eq ui r ed
� O p ti o nal
� U nused

A ddi ti o nal
F i el ds to  cap tur e
A ny  i nf o r mati o n
y o u r eq ui r e
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U serna m e P ol ic y
E m a i l  A d d r es s

F i r s t / L a s t  N a m e

R a n d o m
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G u est P a ssw ord  P ol ic y
A l p ha b et i c

N u m er i c

S p ec i a l

C ho i c e o f  c ha r a c t er s  a n d  l en g t h
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S ponsor P riv il eg es

M a p  t o  A u t hen t i c a t i o n  S er v er  G r o u p

R o l e b a s ed  p er m i s s i o n s
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S ponsor I nterf a c e C u stom iz a tion

C ha n g e t he en t i r e i n t er f a c e
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S ponsor C u stom iz a tion

Al l ow s sponsors to sel ect th eir def au l t setting s

L anguage S el ecti o n

R egi o nal  D ef aul ts

Emai l  C o nf i r mati o n
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G u est P rintou t C u stom iz a tion

F u l l  H TM L  C u s t o m i z a t i o n
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G u est Em a il  C u stom iz a tion

E d i t  t he G u es t  N o t i f i c a t i o n  E m a i l
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G u est S M S  C u stom iz a tion

S M S  M es s a g e a n d  D el i v er y  O p t i o n s
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C orpora te L og o C u stom iz a tion

R eb r a n d  w i t h y o u r  c o r p o r a t e l o g o



40
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

S el ec ting  A c c ou nt S ta rt a nd  End
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NAC G u e st  S e r v e r
R e p or t in g
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A u d it a nd  R eports

S p o nso r
I nf o r mati o n

Guest
I nf o r mati o n

A cco unt
I nf o r mati o n
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D eta il ed  inf orm a tion
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R eporting  Enha nc em ents
S ea r c h b y  
I P  A d d r es s

Tr a c k  d o w n  g u es t s  b y  I P  A d d r es s
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R eporting  Enha nc em ents
E x port reports f or f u rth er processing

E x p o r t  R ep o r t
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NAC G u e st  S e r v e r
R e sil ie n ce
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A c tiv e/ A c tiv e R esil ienc e

N A C  Guest
S er v er

N A C  Guest
S er v er

R ep l i c a ti o n

W eb  L o a d
B a l a n c er

S p o n so r

N A C
M a n a g er

W i r el ess L A N  
C o n tr o l l er

A P I A P I

R A D I U S
R A D I U S

� A ccep t A uthenti cati o n
r eq uests si mul taneo usl y

� S y nchr o ni z ati o n acr o ss
a L ay er  3  I P  C o nnecti o n

� T he w eb  i nter f ace i s l o ad
b al anced usi ng an
ex ter nal  dev i ce
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A u tom a ted  B a c k u p/ R estore

L o cal  B ack up

B ack up  to  
F T P  S er v er

I nstant S nap sho t
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1  The “B u s i n es s  C a s e” F o r  S ec u r e G u es t  A c c es s
2   C i s c o  N A C  G u es t  S er v er  O v er v i ew
3   D ep l o y m en t  O p t i o n s
4   S u m m a r y  &  A d d i t i o n a l  R es o u r c es

Agenda
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R O I  - C isc o I nterna l  R ea l  W orl d  Ex a m pl e
1 . 2 3 0 , 0 0 0  G u ests per year ( and increasing )
2 . $ 2 5  per cal l  to setu p a g u est ( cost av oided)
3 . C ost sav ing s of  $ 5 . 5 M  by sel f  prov isioning

J a n ua r y  0 5 M a r c h  0 7

3 0 , 0 0 0
Guests
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S u m m a ry
1 . P r o v i di ng Guest A ccess b r i ngs i ncr eased

C o l l ab o r ati o n
P r o ducti v i ty
C o st S av i ngs

2 . S ecur i ty  i s p ar amo unt
A cco untab i l i ty
A udi t

3 . C i sco  N A C  Guest S er v er
i ntegr ates Guest A ccess
Ease o f  P r o v i si o ni ng
N etw o r k  I ntegr ati o n
A udi t and R ep o r ti ng

4 . U ni f i es guest access acr o ss C i sco  N A C  A p p l i ance and
C i sco  W i r el ess L A N  C o ntr o l l er s

Account
P r ov i s i oni ng

N e tw or k
Acce s s

Aud i t &
R e p or ti ng

NACNAC
G u e s tG u e s t
S e r v e rS e r v e r
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P r od uct  I n f or m a t ion  a t :
h t t p: / / w w w . cisco. com / g o/ n a c/ a ppl ia n ce

S pecif ic Q uest ion s t o:
cca -q uest ion s@ ex t er n a l . cisco. com

Additional Resources



53
© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D

Cisco Networkers Barcelona
2 6  – 2 9 .  J anu ary  2 0 0 9 .

R eg ister!

h ttp: //w w w . cisco. com/w eb/eu rope/cisco-netw ork ers/2 0 0 9 /index . h tml
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