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The Enterprise Hotspot

Enterprises are the most important hotspot destination for

business partners in a connected world.

1. Provide network access to visitors
2. Presents a professional and

secure access to visitors ( )
3. Enable improved productivity from

vendors and contractors

4. Strengthen collaboration between
employees and partners

- Provide Guest Access in a seamless, secure manner



]
Guest Access Considerations

Provisioning of user accounts
Ease of use .
Receptionist, help desk, any user

Integration with Reduce infrastructure upgrades

network infrastructure Avoid parallel network
infrastructure

Know who is doing what
Know who created which account

Cost Cost of implementation
Cost of ongoing management




Delivering Guest Access

Cisco NAC Guest Server Unites guest access functions

Account

Creation
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Four Key Components of Guest Access

SPONSOR

The internal user who wants to be able to provide
internet access to their guest

NAC GUEST SERVER

NETWORK ENFORCEMENT DEVICE




Managing the Guest User Lifecycle

SMS
PROVISIONING Email
Print—

Welcome to the Cisco NA

cisco

NOTIFICATION

Main i
Home What would you like: to do:

Logout
« Create a Guest User Account |
User Accounts

« Edit Guest User Account end time

MANAGEMENT « Suspend Guest User Accounts

« View Active Guest User Accounts

Full Reparting

« Report on Guest User accounts

® Cisco 2007 REPORTING




Provisioning

1. Who should create user accounts?
Receptionist/Lobby Ambassador
IT Security
Managers

Anyone

2. NAC Guest Server lets you choose
based upon your security policy

3. Allowing anyone to create accounts provides
Increased usage and will be just as secure

» Reduced Cost » Speed of access

= Full Audit Trail = Fase of use




Sponsor Portal

1. Web Portal

2. Authenticate with
corporate
credentials

Local Database 3 Cisco NAC Guest Server

ACtive D i re Cto ry Enter your Usemame and Passwond and then click Login
LDAP

Usamame

RADIUS -

o a0 kW




Creating Guest Accounts

i

cIsco Create a Guest User Account

Enter user details

M;‘L‘m ) Enter the guest users detalls below and then click Add User.
Legout
Firet Name:  john
User Accounts
Create Last Name:  smith
Edli
Suspand Company: mycompany

Reporting Emall Address:  john@mycompany.com
Active ACCounts
Full Rapating Mabile Phone Mumber [ «1(us) B8 555-5555

Account Start: Tima | 00 rﬂ ml-:-j

Date | 19 By | sep ) [ 2007 Fy

2. Specify start and Soplember W]2067 ¥
end times Account End: Time (35 |er- @ 'l'-'n;: n Tus Wad Thu Fr 3.:1-: EL:

Date (19 ) (Sep B9 (2007 8 2w |2 4+ 5 ¢ 7 & @
b M 1M 12 13 14 15 18
38 17 18 19 22029 22 23
Y0 2% 2B 28
Tho, 20: Bop 2007

Timezone: 'Mﬁeﬁ:MLus_Mgelu

i Add User’_'fl ’_R-eset Form |

o Clsco 2007 3. Add user




Guest User Account Detail Delivery

cISCO Create a Guest User Account

Send account

Mla;i:‘me Username: john@mycompany.com3 Info rm atlon Vla
Logout Password: WCn5an02 . .
Account Start: 2007-8-18 00:00:00
U,Eer;:[gcoums Account End: 2007-9-19 23:59:00 p rl nt-o Ut1 ema I I Y
Edit Timezone: America/Los_Angeles
Humpeond (ot (CEmail) (M) or SMS
Reporting p & W N

ctive Accounts
Full Reporting

Enter the guest users

© Cisco 2007

0 -8
e 4
Guest Netails
Guest User Details
Tor A Pat ubbiul, Pt 8 ol Frllondrg Crashbial Usernamre:
[ [Frrr——re—— niall@cisco.com
e [ptrganos . n
| S Tivee R L ¢ File  Edit  View Insert  Format  Tools  Actions  Help Password:
Fiskh Tevm EEawzmwas JFdBFUTI*
e End: 17:00
hmmnrwwm“muomnwlmmmmdnwtt 15107
e Gmretierss From:  guest-access-porkal Sent:  Tue 13f03/2007 14:07
PR P Ons SRR S i i e o e Yom | Subject:  Guest User Account Detaiis
Wi Gosnsclars o ——
Pt Gmwt 15 D i Py BT = i, Thss i e Bt Wi Ih'he following cuest user aocount has been created . |
Farther sissslan: for wou —
B e R | a 15 | 2 | w3
F
Acceptable Use Policy Usernsme: cs000013 Ch T —:
T
o rien Passvord: EACVNEX L-. L M.l
-y s - - [ ELl
To 143 T e + i o il F et
I zac’y Bed g oy %o publryhing ae Scrmotsble Un 8 Pobcy e rok i pene ot o) wELLWo DL e
b D, (s G Fap oy Pee S r (e e e Ly e s, o h alid T P
BT Vol el R BT chai Dl el W 1B Carnp e s vall 1
Wi TP, aas ok gy f . Wil by Wishirel o b b ki For Bt gt i s
Plasas mrwin Huroe Recetms pobci for rber detsin il
Ertechve pemarty @ T et mypkorg f ped e pa e aed maport o mny e sk
B e T M = H ATTR 3
-
_— s




NAC Guest Server § |

Multiple Account
Creation




Multiple Account Creation

Enter in a form count Option

» Create Multiple Accounts
Create multiple accounts from a comma separated text field.

. Import Accounts from File

Import accounts from a CSV file. Import frOm Flle

. Create Accounts with Random Username/Password
Random Create multiple random Username/Password accounts.

Accounts . ohow Multiple Account Groups

List all multiple account groups

« Search for multiple account group from Username

Enter Usernamaea. [ Submit |

Edit & Report




Multiple Accounts — Form Entry

1. Enter user details

Input Is comma separated text In the format;
First Mame:,Last Mame:,Campany:, Email Address:,Country Code, Mobile Phane Number:

Account Start Account End

Time [-00 & : [ 00 Y Time [-23 & : [ 59

Date [ 23 544 [ Feb 4 [ 2008 3] BB Date [ 23 584 [ Feb k4 [ 2008 4 B
Timezone | AmericafLos_Angeles e

2 Specify Start and ile phone country codes and Account timezgne information will ba taken from your preferencas sattings.
end tlmes [Create Bulk Accuunts] (RESEE)

' 3. Create Multiple Accounts




Multiple Accounts — File Import

1. Select CSV File

[: Download C5W Template File ]

Input is comma separated text Ir1 tha fnrmat

First Mame:,Last Mame: Complo ade Mobile Phane Mumber:

Select CSV File o fla antadlin

Account Start Account End

Time [ 0o-&d : [ 00 bl Time [ 23584 : [ 59 bl

Date [ 23 bl [ Feb I [ 2008 o BB Date [ 23 bed [ Feb b4 [ 2008 5 ER
Timezone [Americ«aﬁa&_.ﬁﬂgehs hﬂ

Upload CSV

2. Specify start and

end times

3. Create Multiple Accounts



Multiple Accounts — Random Accounts

1. Enter amount of accounts to create

Mumber of accounts required § 50
Account Start Account End
Time [ 00 b4 : [ 00 Time [ 23 b : [ 59 4
Date [ 23 b | Feb k& [ 2008 4] EH Date [ 23 14 [ Feb 55 [ 2008 4 EH
Timezone [ America/Los Angeles I-uH

2. Specify start and end times

3. Create Multiple Accounts



Multiple Accounts - Management

( print Al ) ( Email Al ) (Sms All)

Created By Username Password Full Name

niall ddennett@cisco.com  buCkhZg2 Full Name: dave dennett fEdit][Print][Emaif"I[:SMS:l
Company: cisco “ g
Email: ddennett@cisco.com

niall dufonsec@elsco.com  TaTz«EBq Full Mame: duarte fonseca ("edit ) ("print ) (Emaii ) (sms )
Company. cisco
Email: dufonsec@cisco.com

niall majones3@cisco.com  WITnj3IL Full Mame: mark jones [Edjtj[Pﬁntj[Emaitj[smsj
Company: cisco
Email: majones3{@cisco.com

niall gghayur@cisco.com  vmhbi4jk Full Name: syed ghayur ("edit ) ("Print ) (Email ) (SMs )
Company. clsco -
Email: gghayur@cisco.com

niall alok@cisco.com 0iSNP2BY  Full Mame: alok agrawal ("Edit ) (Print ) (Email ) (sms )
Company: clsco
Email: alok@cisco.com

niall prem@cisco.com TPpcZ8at Full Name: prem anan IrEdiﬂ(Print][Emait“‘l(SMS“]
Company: cisco - i
Email: premi@cisco.com

niall Iburkef@cisco.com BhLuSBooB  Full Name: Jimmy burke {"edit ) (" Print ) ("Email ) ('sms )
Company: cisco g
Email: jburke@cisco.com
niall boconnell@cisco.com  mOnALITE Full Mame: brendan cconnell [Editj(?rint](Email](EMSj

Company: clisco
Email: boconnell@cisco.com

Individual Accounts
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Network Enforcement Devices

1. Network Enforcement Devices control the guest user
Deliver the automatic redirect to a captive portal
Authenticate the user against the Guest Server
Enforce the Users Access Privileges

Records Network Access Information

2. Cisco NAC Appliance for Secure Guest Access
Network level enforcement of policies
Posture Assessment

Wired or Wireless deployments
3. Cisco Wireless LAN Controllers

Integrated Guest capabilities

| |

Wired or Wireless deployments

Native Guest Traffic Tunneling (Anchor Controller)



NAC Guest Server

with NAC Appliance




Guest Access Walkthrough - Sponsor

Sponsor accesses
Cisco Guest Server, such as

Sponsor authenticates using
corporate credentials

Sponsor Creates Account on

Cisco Guest
Server

ponsor
. the Cisco Guest Server
4 Sponsor gives guest account
' details (email/print/sms)
Guest Server Provisions
Account on the
| | Cisco NAC Appliance

Wired or Wireless

[

NAC Appliance




Guest Access Walkthrough - Guest

Guest opens Web browser

_I 5
: : . Web traffic is intercepted by
v Network Enforcement Device
Cisco Guest . and redirected to login page
)ponsor Server Active Directory (captive portal)
Guest logs in with details
provided by sponsor
Guest can now access the
internet
Guest Access Recorded
! ! Guest removed when session
N i | time expires
000000 | 4

Wired or Wireless 2. W
-_- I‘

Internet

NAC Appliance

||||||1“



NAC Guest Server
With Wireless LAN

Controllers




Guest Access Walkthrough - Sponsor

Sponsor accesses

X “ 5 ,_I Cisco Guest Server, such as
v % e
Cisco Guest = Sponsor authentiqates using
jponsor Server Active Directory corporate credentials
. Sponsor Creates Account on

the Cisco Guest Server

Sponsor gives guest account
details (email/print/sms)

»




Guest Access Walkthrough - Guest

,l!' '-"l|||
..-"j"lm._,.lf'l

%

Cisco Guest
Server

Wireless Access Wireless LAN
Point Controller

Guest opens Web browser

Web traffic is intercepted by
Wireless LAN Controller and
redirected to login page
(captive portal)

Guest logs in with details
provided by sponsor

WLC authenticates user

against Guest Server using
RADIUS

Guest can now access the
internet

Guest Access Recorded

Internet



NAC Guest Server

Authentication




..
Sponsor Authentication Support

=  Authenticate Sponsors
using existing
authentication
systems

= Assign
permissions
based on group
membership

*NEW in 1.1



NAC Guest Server

Customization




Guest Creation Policy

Requirements for form Input

First Name:
(ot
Copary
Emall Addreds: | Required 4
Mobile Phorfe:

Additional Flelds

Option 2: | Required b8
Option 3 [ Unused Eﬂ
opton s

hlototddiianalbicldetext is definad in the templates sacbon.

[:S-aw: S«Eltirlgsjl {RE set Furmj]

Fields can be:
*Required
=Optional
=Unused

Additional

Fields to capture
Any information
you require

What details do sponsors need to enter?



Username Policy

cisco et , Email Address

' —Username Foiicy Option 1

ogout @ Use email address as username

LocalUsers —uUsername Policy Option 2
D Authentication -
min Accounts (O Create username based upon first and last name:
ar Groups =

Minimum Username Length: |

Guest Foiicy
Usarnama Policy

Fassword Folicy

MAC Appiiance
Radius Clients Alphahetic Character
Emall Settings
SMS Setlings Cha

(Set Policy || {"Reset Form )
| |

Random

@ Cisco 2007 Version 1.0.0



Guest Password Policy

Alphabetic

I I

i i P I

rF.B a9

Ci53COo —

Maln _ Alphabetic Characters

Authentication Characters to Include: ABCDEFGHIJKLMNOPORSTUVWWEY Zahcdefghijklmne

Local Users P I ey s 1
P Mumberioinciude: | L ¥
ALY Alnenucauon
Admin Accounts

User Groups

Mumeric Charactaers

Characters to include: | 1234567820 N u me rl C

(1]

E

= &
en
=1
. 2
=

&

=

]

1AM Anmlianna : f - f
NAL Appliance Mumber to include: | 0 FS9Y ]
Radius Clients
Emiaii Setiings
ShS Satinne
SM3S Settings

User Interface —| Other Charactars
Templates
Mannina

pping
Characters to include: | [@5%*7

)

Characters to inciude; | 0 |

R
-

F g % Y
| Set Policy | | Reset Form |

Choice of characters and length



Sponsor Privileges

Map to Authentication Server Group

Roipeis =i E i AR R R R

Active Directory Group: " No Active Directory Mapping | :]

Permissions:

Alow Loain: | wes 18
llow Lagin: | ves &

Edit Account: | Own Account 2

maii Settings

A2 2 nctme o
¥ DT LU 1Y 2

Suspend Account | Own Account |5

- JPT. B Y S . f Ty - ! .
R Reporiing (active); = Ali Accounts ¥
User Interface . -
Templates [ e [T SR B TR W I |
) REQOTUING (G | Al ACCounis =)
Wapping
SEMVED (add Group " [ Reset Form

Network Settings
Date/Time Setiings
22 Qatinnc

i
e L

Systemn Lo

Role based permissions




Sponsor Interface Customization

Tempiaie Name: defauit

Authentication
Local Users o
AD Authentication index

Admin Accounis Fage Tile: | Guest Server Authentication

User Groups
Fage Heading: | Ci NAC G

Lest Server

Inatruction:

Username:

Password:

Login Button:

@ Cisco

Change the entire interface




-]
Sponsor Customization

Language Selection cefaut
¥ English

| Espafiol
Frangais

Italiano

Language Template: | English ﬁ Mederlands

= Portugués
Default Timezone|| America/Los_Angeles

Default Telephone Country Code; [ +1

LOR SRt

Default Location]| default

Email Address: niall@clsco. .
e e S Regional Defaults
Recelve Emall Confirmation; E

I Default Login Page: | Home s |

Email Confirmation

(Sut:lrn]t } ( H.ESET.:)

Allows sponsors to select their default settings



Guest Printout Customization
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Authentication
Local Users

Mom e om o ar_
NAL: ADPHEanc
us Cli

-
=

BTV
Me
Ca
55
S..

© Cisco 2007 Versi

Email Customization

Fy
can v

. r— y Py
Account U U i Tempiate Tempiate Tempiate

o _ — P L N g - .Y
[ Save Tempiate | [ Heset Form |

Edit the Guest Notification Email



Guest SMS Customization
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- 00000000000000__]
Selecting Account Start and End

Account Start: Time [ 00 5 : [ oo 54

I ate [ 24 | Feb % [ 2008 |5
Versmp 1.0 allows o= 1o L | —
Selectlng Start/End ‘A{:coum T @ : @ Waek Mon Tue Wed Thu Fri Sal Sun

Lo 1. 2 3

& 4 5 8 T B 8 10
e 11 12 13 14 15 16 17
4 18 18 20 21 22 23 24
3 25 28 2F 28 29

Sun, 24, Feb 2008

times for guest pate (24 T8) (Feb T8} (2008 )
accounts by date

Timezone: [ America/Los Angeles

Duration Cptien

Version 1.1 adds
fixed durations
to be created

by the admin

Description: | 36 Hours

Duration: l 0 Years Fﬂ [ 1 Bay h&q | 12 Hours E-G-i I' 0-Minutes E-G-i

Notae: Account Durations are displayed in the User Account creation pages in accordance
with the User Groups policy regarding maximum account duration,

[:Ad'd Duration Option j (" Reset Form -j

Duration of Accoun + 1 Hour B
7 Hours

1 Day
Timezoné 3 Days
7 Days




NAC Guest Server

Reporting




Audit and Reports

Sponsor S Account
______ O nersten - - MRS |nformation

fema |
iv] L ey

31 k
3Ly

£l SO

Last Ngne Locale Shaw all &

cisco niall P3rd Sep 2007 23
00:00:00 23
o pimm ] mm Al -
b.merica/los_Angslss Am
cigeo nelassaa@cisco com P3rd Sep 2007 23r
O0:00:00 23
fmerica/los_Angeles Amer
acme john@pacme.com P3rd Sep 2007 2]
no: 23
S A
rirmet earablfMoarastetaroe corl P3rd San 2007 2%
great sarah@qreatetores corg P3rd Sap 2007 23
siores O0:00:00 23
fmerica/los_Angeles A
spansar paui@bigcompany.com  paui bg pauig@bigcompany.cony E3rd Sep 2007 23
iongon  company na 23
" A

@ Cisco 2007



]
Detailed information

t_\l Reset ]

End Time Status

7

23rd Sep 2007 agtive perails )
23:58:00 N

wgeles America/Los_Angeles

7 23rd Sep 2007
23:58:00

ol

B e -
it
CISCO

Cisco NAC Guest Server Detailed Report

MI‘"I'ST Detalled Login Report for: paul@blgeompany.com
Logout

NAS IP Address Users IP Address Logged In Logged Out
192,168,137 3 1040102 2drd Sep 2007 23rd Sep 2007
Haer Accounts 12:00:00 13:00:00
Edit Amencailos Angees Amen Loz Angeks
Suspend

Reporting
Active Accounts
Full Reporting

& Clsco 2007

{ Back to Reports |



Reporting Enhancements

Search by

IP AddreSS Start Time Between [ 23 18 [ Sep Fed (2007 &)
First Name End Time Between [ 23 b [ Feb & [ 2008 1§
Last Name | . Locale [ Show All 4
Company

[Submitj] Reset:] {anniuad CS"J:]

Emall

IP Address |10.10.10.2

Created By Username Password Full Name Email Start Time End Time Status
niall paul@bigcompany.com PizMoAdS  paul paul@bigcompany.com  23rd Sep 2007 23rd Sep 2007 Inactive Details
‘jackson 00:00:00 235900

America/los_Angeles America‘los An

Deoiniled Login Report for paulifbigoompany.com

HAS IP Address Users IP Address Logged in Loggad Out Duration
192,168,137 3 10.10.10.2 23rd Sep 2007 23rd Sep 2007 1:00:00
12:00:00 13:00:00
Amencalos_Angsed Arrmrealos Angees

Track down guests by IP Address



Reporting Enhancements

Export reports for further processing

Created By | ' Start Time Between | 23 48 | Sep b8 | 2007 &84
First Name. | End Time Between | 23684 [ Feb k&4 [ 2008 (3

Last Name | ' Locale [ Show Al -+
ZﬂTW Export Report st Ceser (Downioad C5V)

IP Address |

= A B C D F G

1 |Created By Username  Password |Full Name Emall | Start Time ~End Time Locale Status
2 |niall .ddennett@crsn' buﬂkhzﬂz dave dennett ddennett@c:sm com 230272008 00:00 ESIUHIDUE 23:59 Amerlc:agLns 4 Expnred
3 |nlall dufonsec@cisc Ta7zxERq  duarte fonsec: dufonsec@cisco.com | 23/02/2008 00:00 | 23/02/2008 23:59 America/Los_J Expired
4 |niall | majones3@cis WIZnj3lL ‘mark jones | majones3@cisco.com | 23/02/2008 00:00 23/02/2008 23:59 America/Los_/ Expired
5 [niall .gghayur@c‘smi.rmhblai;k syed ghayur  gghayur@&cisco.com 2370272008 DIIJ 00 23/02/2008 23 59 Amerlca,.l’Lns _# Expired
6 |[niall alok@cisco.co ol SKPZEY ‘alok agrawal |alok@cisco.com 23022008 II]U 00 23/02/2008 23 59 America/Los_¢# Expired
7 |niall prem@cisco.c TPpcL98t prem anan | prem@cisco.com | 23/02/2008 00:00 23/02/2008 23:59 Amerlca/Los_4 Expired
B |niall Jburke@ciscoa BhluSoo8  jimmy burke  jburke@cisco.com C23/02/2008 00:00 23/02/2008 23:55 America/Los / Expired
9 |niall boconnefli@cis mOnALITE  brendan oconr boconnefl@cisco.com | 2370272008 00:00 23/02/2008 23:59 Americaflos_/ Expired
10 [niall paul@bigoomp PlzMoA4s ‘paul jackson  paul@higcompany.com  23/09/2007 00:00 23/0%/2007 23:59 America/Los_# Expired
11




NAC Guest Server g}

Resilience




Active/Active Resilience

>
— 7S Wireless LAN

(00,0000, Controller . .
RADIUS = Accept Authentication

requests simultaneously

Manager

= Synchronization across
. ¢,, a Layer 3 IP Connection

NAC Guest . .

Server = The web interface is load
balanced using an
external device

Web Load
Balancer



Automated Backup/Restore

Backup Restore

Change the Backup Settings

Local Backup

Max number of backups: |10

Frequency: ' Daily @

FTP settings
Remote Server Address: | 192.168.137.20

Port: |21

Username: admin

Password; | =see-

Mode: | active @

Max number of backups: |10

I:Save Settings ) [ Reset Form j

Backup to
FTP Server

Instant Snapshot

Snapshot

Download Snapshot;




Agenda

1 The “Business Case” For Secure Guest Access
2 Cisco NAC Guest Server Overview

3 Deployment Options

=) 4 Summary & Additional Resources




ROI - Cisco Internal Real World Example

30,000
Guests

1. 230,000 Guests per year (and increasing)
2. $25 per call to setup a guest (cost avoided) |

3. Cost savings of $5.5M by self provisioning

January 05 March 07



Summary

1. Providing Guest Access brings increased
Collaboration

Productivity

Cost Savings Account
Provisioning

2. Security is paramount
Accountability
Audit

3. Cisco NAC Guest Server
integrates Guest Access

Ease of Provisioning Network
Network Integration Access
Audit and Reporting

4. Unifies guest access across Cisco NAC Appliance and
Cisco Wireless LAN Controllers



Additional Resburces

Product Information at:

http://lwww.cisco.com/go/nac/appliance

Specific Questions to:
cca-questions@external.cisco.com




Cisco Networkers Barcelona
26 — 29. January 2009.
Register!

The Power of collaboration

Cisco Networkers
2009

January 26-29 Barcelona, Spain

http://www.cisco.com/web/europe/cisco-networkers/2009/index.html
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