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Empowered Branch

Denis Zotov
P r od u c t M a na g er
C I S C O  A c c ess R ou ting  T ec h nol og y  G r ou p
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Agenda
� Cisco Empowered Branch – O v erv iew
� R ou t ing / S wit ching / M anag ement
� U nif ied Commu nicat ions
� I nt eg rat ed S ecu rit y
� M ob il it y
� A ppl icat ion S erv ices
� S u mmary
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Empowered Branch
O v erv i ew
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B r anc h  O f f i c e C o m m u ni c at i o n C h al l enges

Branch bandwidth 
g ro wth 5 0 %  p e r y e ar

Collaboration, Video

N u m be r o f  branche s  
g ro wing  1 1 %  p e r y e ar

G lobal

9 1 %  o f  e m p l o y e e s  
wo rk  away  f ro m  H Q

M obile

A v e rag e  nu m be r 
branch de v ice s  

de cre as e d f ro m  7  to  5

D ata Center Cons olidation

6 2 %  o f  E nte rp ris e s     
adding  ne w branche s

G reen

G l o bal  thre ats ,  co m p l iance ,  
p hy s ical  s e cu rity

S ec u rity
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N owB r a nc h

F ew er branc h  s erv ic es

P oint S ec u rity S elf -D ef ending

T h en

M u lti-s erv ic es

M obile

B r anc h  T r ans f o r m at i o n

Retail

H ealth c ar e

F in an c ial S er v ic es

G o v er n m en t

W ired

C h a l l eng es
� E nd-end-Q oS
� S atu rated W A N

� O p erational 
c om p lex ity

� R eac tiv e �
P roac tiv e

� Com p lianc e

� H ig h  A v ailability
� S erv ic es  

c ons is tenc y

� A p p -netw ork  
integ ration

N etw ork  only N etw ork  +  A p p lic ation

TD M VoI P
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C i s c o  E m p o w er ed B r anc h

Global, Secure
R eg ard les s  of

L ocat i on

A p p li cat i on
V i rt uali z at i on ,

N et w ork  
I n t eg rat i on

A n y  D ev i ce,
A n y w h ere, 
A n y t i m e

E li m i n at i n g  
C ollaborat i on
B oun d ari es  

O v er 5 M i lli on  I SR s  Sold !
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Headquarters

S w itc h ing  and W iF i

S ec u re
Connec tiv ity

S ec u rity  S erv ic es

A p p lic ation 
A c c eleration

E nc ry p tion ( 3 D E S , A E S )
VP N , V3 P N , D M VP N , G E T
F irew all, I D S , Content
F iltering ,  N A C

Voic e S erv ic es
Call P roc es s ing , Voic e 
M ail A u to A ttendant, S R S T 
G atew ay s , Conf erenc ing , 
VoW L A N , L M R  ov er I P
TCP  O p t, Cac h ing , P re-
P os itioning  S tream ing , U R L  
F iltering

L 2  S w itc h ing , 8 0 2 . 3 af  I n-L ine 
P ow er, W ireles s  L A N  ( W iF i)

A dv anc ed M g t. F u ll R M O N  F eatu res , 
and S D M

A p p lic ation 
S erv ers

I nt egr at ed F u l l  S er v i c e B r anc h

To I nternet

VP N

W A N Connec tiv ity F ram e R elay , A TM , L eas ed
L ines , D S L , S atellite, 2 / 3 G

B r a nc h  
O f f ic e

Connec tiv ity  
S erv ic es

Q oS , Com p res s ion,
A c c es s  L is ts , H Q oS

S erv ic e 
P rov ider P S T N
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ISRs part of end-to-end sol u ti ons portfol i o
C ontinu ou s innova tion!

U n i f i e d
C o m m sM o b i l i t yA p p l i c a t i o n

P e r f o r m a n c e
I n t e g r a t e d
S e c u r i t y

R o u t i n g
S w i t c h i n g
M g m t .

2 0 0 7

2 0 0 8

2 0 0 6

WLAN/
3 G  H WI C

WLC M -1 2
8 0 2. 1 1 n

I n t e g r a t e d
WAAS

C a t a l y s t  29 6 0  a n d  3 7 5 0 E

AI M -I P S

U n i f i e d  
B o r d e r
El e m e n t

D u a l  
M o d e

P f R

U M  G a t e w a y

G ET  
V P N

I S R  1 8 6 1

NAC

Q u a n t u m F l o w
P r o c e s s o r AS R  1 0 0 0

V i d e o
S u r v e i l l a n c e

Wi n d o w s  o n  
WAAS

C M E,  C U E,  V X M L
S R S T  w /E9 1 1

AX PR u g g e d  I S R I S R  8 6 0 , 8 8 0

NC E

I S R  8 8 0  3 G
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O v er 7 0 %  O pEx  R edu ct ion

I nt egr at i o n D el i v er s  O p er at i o nal  E f f i c i enc y
O v erl ay  A ppl iances

Security Appliance

R o uter
Sw itch

W ireles s  L AN

V o ice Appliance

Cisco® I S R  3 8 45  
W it h  v oice ,  w ir e l e ss,  v id e o,  W A N  

op t im iz a t ion ,  sw it ch

I nt eg rat ed S erv ices R ou t er

W AN / App O ptim iz atio n vs.

T o tal C o s t o f  O w ners h ip

Dir
ec
t a
nd
 In
dir
ec
t 

Co
sts

$ 0
$ 1 0 , 0 0 0
$ 20 , 0 0 0
$ 3 0 , 0 0 0
$ 4 0 , 0 0 0
$ 5 0 , 0 0 0
$ 6 0 , 0 0 0
$ 7 0 , 0 0 0
$ 8 0 , 0 0 0

C is co  I nte g rate d S e rv ice s  R o u te rC o m p e titiv e  O v e rl ay  
A p p l iance s

R e v e n u e  Lo s s
Em p l o y e e  P r o d u c t i v i t y
U n p l a n n e d  D o w n t i m e
P l a n n e d  D o w n t i m e
M a i n t e n a n c e  C o n t r a c t s
F a c i l i t i e s  ( S p a c e ,  
P o w e r ,  C o o l i n g )I m p l e m e n t a t i o n  C o s t s
NM S  C o s t s

3G
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R o u t i ng
S w i t c h i ng
M anagem ent
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Pe
rfo

rm
an
ce
 an

d S
erv

ice
s D

en
sit
y

I nt egr at ed S er v i c es  R o u t er  P o r t f o l i o

E m be dde d W ire l e s s ,  S e cu rity ,  and D ata

H ig h 
D e ns ity  and 

P e rf o rm ance  f o r 
C o ncu rre nt 
S e rv ice s

E m be dde d,  A dv ance d V o ice ,  V ide o ,  
D ata,  and S e cu rity  S e rv ice s

8 0 0  S e rie s

1 8 0 0  S e rie s

2 8 0 0  S e rie s

3 8 0 0  S e rie sS erv ice I nt eg rat ion
S cal ed t o F it  Ev ery  S iz e Branch O f f ice

3 2 0 0  S e rie s

R u g g e d and 
M o bil e  

A p p l icatio ns

S m al l  O f f ice  and 
T e l e wo rk e r 

M e diu m  to
L arg e  BranchS m al l  Branch M e diu m

Branch 
M o bil e / R u g g e d 

Branch
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� D e s k to p  f o rm  f acto r
� W A N  I nte rf ace s :  F E ,  V D S L 2 * ,  G . S H D S L ,  3 G
� W A N  Back u p :  I S D N ,  3 G
� F o u r F as t E the rne t P o rt M anag e d S witch;  two  P o E  
� O ne  U S B P o rt
� A U X / C o ns o l e  P o rts  
� C o nf ig u ratio n R e s e t Bu tto n
� S o f tware :  A dv ance d S e cu rity  ( de f au l t) ,  
A dv ance d I P  S e rv ice s

C i s c o  8 8 0  I nt egr at ed S er v i c es  R o u t er s    

For Small Office, Small Business, 
or E nt erp rise T elew ork er

� Com b in e s I n t e r n e t  a cce ss,  
se cu r it y  a n d  w ir e l e ss se r v ice s 
on t o a  sin g l e  d e v ice  

� W A N / L A N  T e ch n ol og ie s 
F as t E the rne t,  G . S H D S L
3 G ,  I S D N  f o r P rim ary  o r Back u p  
V D S L 2 *
8 0 2 . 1 1 n W L A N  and U nif ie d M anag e m e nt

� Com p r e h e n siv e  se cu r it y
I P S e c acce l e ratio n:  D M V P N ,  G E T  V P N ,  

E as y  V P N
F ire wal l ,  I P S ,  S S L -V P N
C o nte nt F il te ring  ( L ice ns e d-bas e d)

� Com p r e h e n siv e  Cisco I O S  R ou t in g ,  
Q oS  a n d  n e t w or k  m a n a g e m e n t

� E a se  of  M a n a g e m e n t
C is co  C o nf ig u ratio n P ro f e s s io nal
C is co W o rk s
U nif ie d W ire l e s s  M anag e m e nt

* F u tu re
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C i s c o  8 8 0  S R S T  I nt egr at ed 
S er v i c es  R o u t er    

� D e s k to p  f o rm  f acto r
� W A N  I nte rf ace s :  F E ,  V D S L 2 * ,  G . S H D S L
� P S T N  F al l back :  BR I ,  F X O
� V o ice  P o rts :  F o u r F X S
� F o u r-p o rt F E  M anag e d S witch with P o E
� V o ice  P ro to co l s :  H . 3 2 3 ,  S I P ,  M G C P ,  S C C P
� S o f tware :  A dv ance d I P  S e rv ice s

For Small Branch , E nt erp rise T elew ork er 
or R emot e C all C ent er A g ent

� A d d s V oice  w it h  S u r v iv a b il it y  F e a t u r e s 
Be s t-in-cl as s  inte g ratio n o f  data and 
to l l -q u al ity  anal o g / dig ital  v o ice  s e rv ice s  
f o r E nte rp ris e  T e l e wo rk e r

� W A N / L A N  T e ch n ol og ie s
F as t E the rne t,  G . S H D S L ,  V D S L 2 *
8 0 2 . 1 1 n W L A N  and U nif ie d M anag e m e nt

� Com p r e h e n siv e  se cu r it y
I P s e c V P N  acce l e ratio n:  D M V P N ,  G E T  V P N ,  
E as y  V P N
F ire wal l ,  I P S ,  C o nte nt F il te ring ,  S S L -V P N ,  

� Com p r e h e n siv e  R ou t in g  a n d  Q oS
� E a se  of  M a n a g e m e n t

C is co  C o nf ig u ratio n P ro f e s s io nal
C is co W o rk s
U nif ie d W ire l e s s  M anag e m e nt

* F u tu re
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Cisco 3 2 0 0  S e r ie s R u g g e d  I S R
SolutionRugged, Mobile

C i s c o  3 2 0 0  R u gged I S R

� Security

� 3G  W AN

� 8 0 2 . 1 1  W L AN
U nif ied  
C o m m unicatio ns�

M o b i l e 
E n v i ro n m en ts

F i rst 
R esp o n der an d 
T ran sp o rtati o n

R ug g ed 
E n v i ro n m en ts
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C i s c o  3 2 0 0  S er i es  O v er v i ew
� F l ex ib l e,  h ig h  p er f or m a nc e &  r u g g ed  

d esig n f or  m ob il e &  f ix ed  envir onm ents
� E x tend ed  tem p er a tu r e r a ng es of  -4 0 º to 

+ 8 5 ºC   
� I nteg r a ted  8 0 2 . 1 1 b / g ,  4 . 9 G H z ,  3 r d  p a r ty  

C el l u l a r
� S ec u r e,  sc a l a b l e,  a nd  m a na g ed  

d a ta ,  voic e a nd  vid eo c om m u nic a tions
� S ea m l ess m ob il ity  a c r oss w ir el ess 

netw or k s
� A d va nc ed  I P  ser vic es a nd  inter op er a b il ity  

th r ou g h  C isc o I O S  S of tw a r e
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T y p i c al  U s es  f o r  C i s c o  3 2 0 0
� P u b l ic S af et y
� M et ropol it an T ransit
� V ideo S u rv eil l ance
� Commercial  T ru ck ing
� U t il it ies &  mining
� M il it ary

C is c o  3 2 0 0  Ro u ter  C ar d s

C is c o  3 2 0 0  Ro u ter  in  
Ru g g ed  E n c lo s u r e
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S i m p l i f y i ng B r anc h  M anagem ent  
w i t h  N ew  G U I  T o o l  

Cisco Conf ig u rat ion P rof essional� O n e -st op  g r a p h ica l  t ool  
R o uting
Security
U nif ied  C o m m unicatio ns

� W iz a r d  l e d  con f ig u r a t ion  
L AN ,  W L AN ,  and  W AN
F irew all,  I P S,  and  V P N
Q o S,  AC L s

� O n e -st e p  se cu r it y  
l ock d ow n

� V oice  G a t e w a y ,  S R S T  
or  CM E  Con f ig u r a t ion

� F r e e  w it h  e v e r y  r ou t e r
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U ni f i ed 
C ommu ni cat i ons
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D eplo ym ent F lex ib ility
Superio r V o ice Q uality

L o w er O pE x ,  B etter R O I ,  G reen
M o re E f f icient U s e o f  I T  R es o urces
Surv iv ab ility,  D is as ter R eco v ery

E as ier M ig ratio n to  I P
Applicatio n O ptim iz atio n 

I nt egr at ed U C  Ar c h i t ec t u r e o n t h e I S R
O n ly  C is c o  U C  u s es  th e f u ll p o w er  o f  th e N etw o r k .

U C  a s  a  Ne t w o r k  S e r v i c e

I n t e g r a t e d  Ap p l i c a t i o n s  o n  I S R s

C D P  • Au t o  Q o S  • V LANs  • R S V P  • P O E   
• P r i o r i t y  Q u e u i n g  • S R S T  • E-9 1 1               

• P r o t o c o l  T r a n s l a t i o n  • C o d e c s  • D S P s
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U ni f i ed C o m m u ni c at i o ns  at  t h e B r anc h

I P  P BX
V oice M ail
A u t o at t endant
Conf erencing
D esk t op Cal l  Cont rol
Cal l  Connect ors
V ideo
I V R
V X M L
G at eway
M ob il it y

I P  P BX
V oice M ail
A u t o at t endant
Conf erencing
D esk t op Cal l  Cont rol
Cal l  Connect ors
V ideo
I V R
V X M L
G at eway
M ob il it y

F l ex ib il it y  t o D epl oy  U nif ied Commu nicat ions 
wit h Cent ral iz ed or D ist rib u t ed S erv ices

Wi r e l e s s

O f f ers S ame U C as t he H eadq u art ers:

I n O ne D ev ice

PSTN
a n d   B a c k -U p  

Ne t w o r k

I n t e r n e t

S R S T
P O T S /
I S D N/
3 G

I P  P h o n e

C i s c o  I SR  
� Wi r e l e s s
� S e c u r i t y
� V o i c e

H e a d q u a r t e r s

P l u s:  S u r v iv a b il it y ,  
CU B E ,  W A A S ,  A XP
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Cisco Integrated Services Router (ISR) Portfolio for 
U nified Com m unications
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E m p o w er ed B r anc h
N ew/ Enhanced S ol u t ions and O f f ers
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C is c o U nif ie d  C om m unic a tions  M a na g e r  E x p r e s s   
a nd  C is c o U nif ie d  SR ST  7 . 0
N ew  C ap ab ilities
� Ad d / ch ang e s peed  d ial o n ph o ne
� T rans f er to  v o icem ail s o f t k ey
� L iv e reco rd  s o f t k ey 
� B las t/ P arallel H unt G ro up
� C all B arg e w ith  priv acy releas e
� C M E  E 9 1 1  s uppo rt
� C M E  I nteg ratio n w ith  32 0 0  Series  R ug g ed  I SR  
� I nteg ratio n w ith  new  C is co  C o nf ig uratio n P ro f es s io nal
� 8  call lines  per b utto n  
� SR ST  f eature s et upd ates
� H ig h  q uality aud io  w ith  w id eb and  s uppo rt - G . 7 2 2
� iL B C  co d ec f o r narro w  b and  o r b etw een s ite calls
B en ef its
� I m pro v es  end  us er ex perience and  pro d uctiv ity
� E nh anced  d is as ter prepared nes s  and  m o b ility 

U ser U ser 
E x p eri en c eE x p eri en c e
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Cisco Unity Express 3.2
N ew  C ap ab ilities
� Integration with multiple Unified CME sites
Centraliz ed v oic email and auto attendant for up to 1 0 Unified CME sites
S upported on N ME-CUE O N L Y

� N on-sub sc rib er rec ipients in D istrib ution L ists
O utc all to non-sub sc rib ers and v oic email to sub sc rib ers

� Integrated Messaging support for Mac intosh users
IMA P  ac c ess to v oic email using Mic rosoft Entourage 2 004  and 2 008

� P IN -less login to v oic email
S ingle b utton press ac c ess to v oic email.  V ery  popular in the S MB  mark et

� Ease of install and upgrade
Multiple upgrade paths and simplified file pac k ages 

� P assword sy nc hroniz ation b etween CME and CUE
� L ogin B anner S upport for CL I ac c ess

T C OT C O

B en ef its
• Easier,  more c ost-effec tiv e 
management for IT
• Improv ed end user ex perienc e and                      
produc tiv ity
• More end user flex ib ility  
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Cisco V G 20 2 &  V G 20 4  A na l og  V oice G a tew a ys

F or  E n t e r p r ise  B r a n ch  O f f ice s 
a n d  S m a l l  &  M e d iu m  

B u sin e sse s

� Unified Communication Analog 
G atew ay  solution for  Enter p r ise 
B r anch  office and S M B s

E as e o f  o peratio n—C is co ® I O S®-b as ed
P ro v id es  co ns is tent us ab ility w ith  th e res t 
o f  th e V o ice G atew ay I nteg rated  Serv ices  
R o uters  ( C is co  2 8 0 0 ,  38 0 0  Series )
N ex t-g eneratio n platf o rm  arch itecture 
s uppo rts  SC C P , SI P  and  Secure V o ice
D es k to p f o rm  f acto r w ith  f anles s  d es ig n

� B est of B r eed H ar dw ar e
R o b us t Analo g  I nterf aces
T w o 1 0 / 1 0 0  M b p s p or t s f or  d u a l  
h om in g
P ro v en and  co ns is tent D SP  tech no lo g y 
us ed  acro s s  C is co  P latf o rm s

N ov
2 0 0 8

• Desktop form factor
• W A N  – 2  1 0 / 1 0 0  M b ps P orts 
• V oi ce – 2  F X S  or 4  F X S  V oi ce P orts 
• P rotocol  S u pport – S C C P , S I P , M G C P , H . 3 2 3
• U n i fi ed  C M  S u pport – v 7 . 0 ( 1 )  an d  6 . 1 ( 3 )
• U n i fi ed  C M E  S u pport – v 7 . 1
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V I C 3  V o i c e M o du l es
N ew  S K U s F eatu r e H ig h lig h ts

V I C 3 -2 E / M
� S upport all E& M features ex isting on V IC2 -2 E/ M,  E& M T y pes 1 ,  2 ,  3  and 5 ,  
two-wire/ four-wire,  and L MR  applic ation

� Control E& M signaling independently ,  inc luding shut/ no shut for eac h port

V I C 3 -4 F X S / D I D
� S upport all ex isting F X S  and D ID  features on V IC-4 F X S / D ID
� S upport b oth F X S  and D ID  on same module
� R ob ust front end protec tion

V I C 3 -2 F X S / D I D
� S upport all ex isting F X S  and D ID  features on V IC2 -2 F X S  and 
V IC-2 D ID

� S upport b oth F X S  and D ID  on same module
� R ob ust front end protec tion

V I C 3 -2 F X S -E / D I D
� S upport b oth F X S  and D ID  on same module
� R ob ust front end protec tion
� S upport F X S  “O P X  L ite”:  6 5 V  rms ringing v oltage,  3 5  mA  offhook  F X S  loop 
c urrent;  support for longer loops:  1 1 , 000 feet max imum

E M 3 -H D A -8 F X S / D I D
� S upport all ex isting F X S  features on EM-H D A -8 F X S
� S upport up to eight ports in D ID  mode,  b oth ex pansion 
slots c omb ined ( with eight D ID s on EV M b aseb oard,  
up to 1 6  D ID s max imum)

� R ob ust front end protec tion
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I nt eg rat ed S ecu ri t y
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T h r e a t

Employ ees D ata Center

T h r e a t

W ireless G uests

T h r e a t

W eb  and Email

T h r e a t

B r anc h  E v o l v i ng S ec u r i t y  R eq u i r em ent s  
� Comp liance dr iv er s for  secur ity :  

P CI  ( R e t a il ) ;  H I P A A  ( H e a l t h ca r e ) ;  S a r b a n e s-O x l e y / G L B A  ( F in a n ce )
� V ulner ab ilities fr om p ub lic I nter net r esour ces ( w eb  and email)
� S ecur ity  th r eats fr om contaminated lap top s,  guest and r ogue user s
� T ar geted attack s aimed at sensitiv e infor mation in th e data center

I P Sec 
T unnel

C o rpo rate 
O f f iceB r a n c h  

I n f r a s t r u c t u r e I n t e r n e t
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Al l -i n-O ne S ec u r i t y  f o r  t h e W AN
O n l y  C i sc o ® S ec uri ty  R o uters                 

S D M Ne t F l o w I P  S LAR o l e -B a s e d  
Ac c e s s

M an ag emen t an d  I n stru men tati on

S ecu re N etw ork S ol u ti on s

S e c u r e  
V o i c e C o m p l i a n c eS e c u r e  

M o b i l i t y
B u s i n e s s  
C o n t i n u i t y

Ne t w o r k   Ad m i s s i o n  C o n t r o l
I n t r u s i o n  
P r e v e n t i o n

I n teg rated  T h reat C on trol

U R L 
F i l t e r i n g 8 0 2. 1 x Ne t w o r k   F o u n d a t i o n  P r o t e c t i o n

F l e x i b l e  P a c k e t  M a t c h i n g

011111101010101011111101010101

S ecu re C on n ecti v i ty

G ET  V P N D M V P N Ea s y  V P N S S L V P N

Ad v a n c e d  
F i r e w a l l

D el i v er A l l  o f  T h i s
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� G r oup  model:  h igh ly  scalab le
� N o ov er lay  r outing → S L A
� Efficient multicast r ep lication
� Adv anced Q oS
� S ecur e any -any  connectiv ity

S ecu re Connectiv ity L ea d ersh ip 
G et-V P N  - T unnel-less V PN s

� P eer  model:  N ^ 2  p r ob lem
� O v er lay  r outing → N o S L A
� I nefficient multicast r ep lication
� Adv anced Q oS  limitations
� Any -any  connectiv ity  issues

T r aditional I P S ec V P N s T unnel-less V P N

W A N

M u l t i c a s t
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N et w o r k  Adm i s s i o n C o nt r o l  ( N AC )  
N et w o r k  M o du l e o n C i s c o  I S R   

F or  Cisco 2 8 0 0 ,  Cisco 3 8 0 0
I n t e g r a t e d  S e r v ice s R ou t e r s

I n c o rp o rates N etw o rk  A dm i ssi o n  
C o n tro l  ( N A C )  ap p l i an c e serv er 
� E n f or ce s se cu r it y  p ol icie s

Assesses posture of devices
U ses n etw ork  to en force rol es a n d 
a ccess V L AN S
S upports w ired,  w irel ess a n d g uest 
users

I n teg rated i n to  C i sc o  I S R s 
� P r ov id e s siz e  a n d  sca l e  id e a l  f or  
r e m ot e  of f ice s ( < 1 0 0  u se r s)

W ork s with N A C applianc es at 
headq uarters in a network  sy stem

� B e n e f it s of  r ou t e r  in t e g r a t ion
S y stems Integration
L ower O perating Costs
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I nt r u s i o n P r ev ent i o n S y s t em  ( I P S )  
A d v a nced  I nteg ra tion a nd  N etw ork  M od u l es

I ncor p or ates N etw or k  Admission 
Contr ol ( N AC)  ap p liance ser v er  
� E nf o rces  s ecurity po licies ,  

Scans  f o r lates t anti-v irus  s o f tw are
P rev ents  unauth o riz ed  acces s  and  
s pread  o f  v irus es  o n th e netw o rk

Suppo rts  w ired ,  w ireles s  and  g ues t N AC
I ntegr ated into Cisco I S R s 
� P ro v id es  s iz e and  s cale id eal f o r 
rem o te o f f ices  ( < 1 0 0  us ers )
W o rk s  w ith  N AC  appliances  at 
h ead q uarters  in a netw o rk  s ys tem

� B enef its  o f  ro uter integ ratio n
Sys tem s  I nteg ratio n
L o w er O perating  C o s ts

Cisco IOS Advanced Security & 
ab ove 
AIM  – Cisco 1 8 4 1 ,  2 8 0 0 ,  3 8 0 0
N M E  –Cisco 2 8 0 0  and 3 8 0 0

I n teg rated T h reat C o n tro l  f o r C i sc o  I S R
� E n a b l e s I n l in e  I n t r u sion  P r e v e n t ion  ( I P S )
� R u n s sa m e  sof t w a r e  ( CI P S  6 . 0 )  a n d  e n a b l e s 
sa m e  f e a t u r e s a s Cisco I P S  42 0 0  

P erf o rm an c e I m p ro v em en t b y  Hardw are 
A c c el erati o n .  
� D e d ica t e d  CP U  a n d  D R A M  t o of f l oa d  h ost  CP U  

AI M  – U p to  4 5  M b ps
N M E  – U p to  7 5  M b ps

M an ag em en t b y  b o th  R o uti n g  an d I P S  so f tw are
C is co  I P S D ev ice M anag er ( I D M )
C is co  C o nf ig uratio n P ro f es s io nal ( C C P )  ( D ev ice)
C is co  Security M anag er ( C SM )  ( N etw o rk  w id e)
I P S M anag er E x pres s  ( I M E )  and  C S-M AR S ( ev ent      
m o nito ring  and  co rrelatio n)A I M -I P S

A I M -I P S -K 9

N M E -I P S -K 9

N M E -I P S
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C i s c o  I O S ® C o nt ent  F i l t er i ng f o r  I S R
w i t h  T r end M i c r o

I ncor p or ates N etw or k  Admission 
Contr ol ( N AC)  ap p liance ser v er  
� E nf o rces  s ecurity po licies ,  

Scans  f o r lates t anti-v irus  s o f tw are
P rev ents  unauth o riz ed  acces s  and  
s pread  o f  v irus es  o n th e netw o rk

Suppo rts  w ired ,  w ireles s  and  g ues t N AC
I ntegr ated into Cisco I S R s 
� P ro v id es  s iz e and  s cale id eal f o r 
rem o te o f f ices  ( < 1 0 0  us ers )
W o rk s  w ith  N AC  appliances  at 
h ead q uarters  in a netw o rk  s ys tem

� B enef its  o f  ro uter integ ratio n
Sys tem s  I nteg ratio n
L o w er O perating  C o s ts

F o r C is co  8 0 0 ,  1 8 0 0 ,  2 8 0 0 ,   
and  38 0 0  I nteg rated  
Serv ices  R o uters

C o n tro l  sp y w are an d m al w are at th e rem o te 
si te;  c o n serv e W A N  b an dw i dth
B l o c k  m al i c i o us si tes an d en f o rc e c o rp o rate 
p o l i c i es

� O f f e r  ca t e g or y -b a se d  se cu r it y  a n d  
p r od u ct iv it y  r a t in g s
� E n f or ce  H I P A A ,  F I S M A ,  CI P A  ( Ch il d r e n ’s 
I n t e r n e t  P r ot e ct ion  A ct )  

E n f o rc e w i th  l atest i n f o rm ati o n ,  h assl e-f ree
� T r e n d  M icr o m a in t a in s a n d  u p d a t e s t h e  
se cu r it y  a n d  p r od u ct iv it y  d a t a b a se  2 4x 7  
� N o l oca l  d a t a b a se  is r e q u ir e d  on  t h e  r ou t e r

E n ab l e R eg i strati o n  an d C o n f i g urati o n  th ro ug h  
C i sc o  C o n f i g urati o n  P ro f essi o n al ® ( CCP )

C a t e g o r i e s :  P o r n ,  V i o l e n c e ,  G a m b l i n g ,  S p o r t s , …

InternetT r e n d  M i c r o
R a t i n g  S e r v e r



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 34

C i s c o  I nt egr at ed S er v i c es  R o u t er  ( I S R )  
P o r t f o l i o  f o r  V i deo  S u r v ei l l anc e

E n terpri se B ran ch  O ffi ce

C i sco 
2821

C i s c o  
285 1

C i s c o  
3 825

C i s c o  
3 84 5

H i g h -Den si ty  S erv i ces

A n al og  V i d eo 
E n cod i n g  M od u l e 

Ex t e n d e d  M o d u l a r  
C o n n e c t i v i t y   

M u l ti pl e S erv i ces M o d u l a r i t y  w i t h  P e r f o r m a n c e  
O p t i m i z e d  f o r  “Al l -i n -o n e ”
S o l u t i o n   

Cisco IP Video Surveillance Solution

V i d eo M an ag emen t 
an d  S torag e S y stem

N ew

N ew
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“R ou ter-I nteg ra ted ” V id eo S u rv eil l a nce

Investm ent Protection

T h e n etw o rk  i s th e p l atf o rm  
rei n v en ts saf ety  an d sec uri ty   
E a sie r  t o d e p l oy  n e w  a n d  e x t e n d  
e x ist in g  sit e s
G r e a t e r  m on it or in g  f l e x ib il it y ,  
a n y w h e r e  a n y t im e
T ig h t e r  l in k a g e  b e t w e e n  v id e o 
su r v e il l a n ce  a n d  ot h e r  b r a n ch  
a p p l ica t ion s

Unified 
Communic ations

IP  V ideo 
S urv eillanc e

� L ev er ag es  ex is tin g  I P  n etw o r k
� S m o o th  an alo g  to  I P  tr an s itio n
� L ev er ag es  in s talled  b as e o f  

I S Rs

O p erational E f f iciency
� F ew er  d ev ic es  at th e b r an c h
� C o n v er g ed  U C -V S  p latf o r m
� O n e m an ag em en t s y s tem
� S im p lif ied  tr o u b les h o o tin g
� L o w er  T C O

Cisc o IS R

B est in Class 
N etwork  
S ec urity
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R o u t er  - I nt egr at ed I P  V i deo  S u r v ei l l anc e 
and V i deo  R ec o r di ng

I nteg rated  Analo g  V id eo  G atew ay
H yb rid  Analo g  and  I P  C am eras
I nteg rated  V id eo  M anag em ent      
and  Sto rag e Sys tem  

� IPVS-1 6 A :  A nalog  Video G atew ay
� A n a l og  v id e o in t e r f a ce  f or  I P  V id e o S u r v e il l a n ce  
� 1 6  A n a l og  V id e o P or t s:  M J P E G ,  M P E G -4
� 8  Con t a ct  Cl osu r e  P or t s
� 2  R S -48 5  p or t s f or  d e v ice  P a n / T il t / Z oom  con t r ol

� VM SS:   Integ rated Video M anag em ent 
and Storag e Sy stem
� T a r g e t e d  a t  < 3 2  st r e a m  ( ca m e r a )   d e p l oy m e n t s
� U t il iz e s p r e -p a ck a g e d  V S  O p e r a t ion  M a n a g e r  a n d  V S  M e d ia  S e r v e r
� M a n a g e ,  v ie w  a n d  a r ch iv e  su r v e il l a n ce  d a t a  f or  u p  t o 3 2  d e v ice s sim u l t a n e ou sl y
� U n if ie d  in t e r f a ce  in t o I P  Ca m e r a s a n d  A n a l og  d e v ice s ( t h r ou g h  t h e  A V G )

�Cisco Integrated Services Routers
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M o b i l e V i deo  S u r v ei l l anc e
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N ext G enera tion D istrib u ted  S ecu rity 
O pera tions

S m a l l  S it e
M e d iu m -L a r g e  S it e

X-L a r g e  S it e

W A N

D a t a  Ce n t e r
L on g  T e r m  A r ch iv e  S t or a g e

N e t w or k  O p e r a t ion s
E l e m e n t  M a n a g e m e n t ,  

P r ov ision in g

S e cu r it y  O p s Ce n t e r

Cu st om e r  S O C/ H Q
Ca m p u s E n cod e r s/ D e cod e r s

M ob il e  S it e

O u t d oor  S it e
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M ob i l i t y
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I gni t i ng t h e E nt er p r i s e 3 G  D at a M ar k et

D riving  E nterp rise 
3 G  W A N  A dop tion

H ig h A v ail ab il it y  O pt ion—
T ru e mu l t i-pat h b ack -u p
Av ailab le for  B ack up  or  M ain 
W AN  link

B r oa d b a n d  sp e e d s
R a p id  d e p l oy m e n t
P or t a b l e  b u sin e sse s  
O p e r a t ion a l  e f f icie n cy
E n t e r p r ise -cl a ss

� 3 G  W W AN  H W I C for  Cisco 
1 8 4 1 ,  2 8 0 0  and 3 8 0 0  I ntegr ated 
S er v ices R outer s
� 3 G  O p tion for  Cisco 8 8 0  I S R

Cisco 3 G  W W A N  H W IC

Service availab le f rom  over 3 5  
Service Providers W orldw ide
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C i s c o  W i r el es s  L AN  C o nt r o l l er  M o du l es
W it h 8 0 2 . 1 1 n N ex t  G enerat ion W irel ess

F or  Cisco 2 8 0 0 * ,  Cisco 3 8 0 0
I n t e g r a t e d  S e r v ice s R ou t e r s

D el i v ers n ex t g en erati o n  w i rel ess 
w i th  W i -F i  c erti f i c ati o n  f o r 8 0 2 . 1 1 n  
draf t 2 . 0
� I n cr e a se d  r e l ia b il it y  f or  d iv e r sit y  of  
w ir e l e ss d a t a ,  v oice  a n d  v id e o
� B a ck w a r d s com p a t ib il it y  f or  a l l  
d e v ice s in  t h e  b r a n ch  ( 1 1 a / b / g  &  n )
� E n h a n ce d  b r a n ch  se cu r it y  w it h  
in t e g r a t e d  w ir e l e ss in t r u sion  d e t e ct ion
D el i v ers i n v estm en t p ro tec ti o n  f o r 
th e b ran c h  o f f i c e

P latform modularity
F ield upgradeab le

M od e l s S u p p or t in g  ,  6 ,  8 ,  1 2  or  2 5  
A P ’s

*  N ot inc luded on Cisc o 2 8 01

C is c o  A ir o n et 1 2 5 0  S er ies

C is c o  W L C M
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A ppl i cat i on 
S erv i ces
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� A p p l i c ati o n s are 
desi g n ed to  w o rk  w el l  o n  
L A N ’s 

H ig h  b a n d w id t h
L ow  l a t e n cy
R e l ia b il it y

� W A N s h av e o p p o si te 
c h arac teri sti c s

L ow  b a n d w id t h
H ig h  l a t e n cy
P a ck e t  L oss

T h e W AN  i s  t h e B ar r i er  t o  B r anc h  
Ap p l i c at i o n P er f o r m anc e

R ou n d  T ri p T i me ( R T T )  ~  0 mS
Client L A N  

S w itc h S er v er

R ou n d  T ri p T i me ( R T T )  ~  man y  man y  mi l l i secon d s
S er v erClient L A N  

S w itc h
L A N  
S w itc h

R o u ted  N etw o r k

WAN Packet Loss and Latency = 
S l ow  Ap p l i cati on Per f or m ance = 

K eep  and m anag e ser v er s i n b r anch  of f i ces ( $ $ $ )
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Cisco W A A S ,  N CE a n d  P e r f or m a n ce  R ou t in g

I O S  A ppl icat ion I nt el l ig ence

Ap p l i c at i o n O p t i m i z at i o n S o l u t i o ns

� E n h a n ce s p e r f or m a n ce  of  b u sin e ss cr it ica l  
a p p l ica t ion s

� T r a n sp a r e n t  se r v ice  in t e r op e r a b il it y
� N e t w or k  v isib il it y  m in im iz e s op e r a t ion a l  ov e r h e a d

� Ch oice  of  r ou t e r  in t e g r a t e d  sol u t ion s
� W A A S  A p p l ia n ce  /  I n t e g r a t e d  sol u t ion  con sist e n cy
� M a x im iz e s b r a n ch  b a n d w id t h ,  m in im iz e s l a t e n cy  
� M a x im iz e  v a l u e  of  W A N  in v e st m e n t

I P SL A
N etF lo w

Q o S
P f R
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A ppl ica tion Expecta tions w ith  W A A S

*  P e r f o r m a n c e  i m p r o v e m e n t  v a r i e s  b a s e d  o n  u s e r  w o r k l o a d ,  c o m p r e s s i b i l i t y  o f  d a t a ,  a n d  W A N  c h a r a c t e r i s t i c s  a n d  u t i l i z a t i o n .   A c t u a l  n u m b e r s  a r e  
c a s e -s p e c i f i c  a n d  r e s u l t s  m a y  v a r y .   C i s c o  W A A S  c a n  e m p l o y  o p t i m i z a t i o n  o n  a l m o s t  a n y  T C P -b a s e d  a p p l i c a t i o n .

C ateg o ry Applicatio ns 2 X 5 X 1 0 X 2 5 X 5 0 X 1 0 0 X +
F ile S haring C I F S

N F S

Email M i c r o s o f t  E x c h a n g e
L o t u s  N o t e s
I n t e r n e t  M a i l

W eb  and
Collab oration

H T T P
W e b D A V
F T P
M i c r o s o f t  S h a r e p o i n t

S oftware 
D istrib ution

M i c r o s o f t  S M S
A l t i r i s
H P  R a d i a

Enterprise
A pplic ations

M i c r o s o f t  S Q L
O r a c l e ,  S A P
L o t u s  N o t e s

B ac k up
A pplic ations

M i c r o s o f t  N T B a c k u p
L e g a t o  N e t w o r k e r
V e r i t a s  N e t b a c k u p
C o m m V a u l t  G a l a x y

D ata R eplic ation E M C  S R D F / A
E M C  I P  R e p l i c a t o r
N e t A p p  S n a p M i r r o r
D a t a  D o m a i n
D o u b l e -T a k e
V e r i t a s  V o l  R e p l i c a t o r

2-20 X  Av g > 1 0 0 X  P e a k

2-5 X  Av g 20 X  P e a k

2-1 0 X  Av g 1 0 0 X  P e a k

2-20 X  Av g > 1 0 0 X  P e a k

2-5 X  Av g 20 X  P e a k

2-1 0 X  Av g 5 0 X  P e a k

2-1 0 X  Av g 5 0 X  P e a k
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C i s c o  W AAS  N et w o r k  M o du l es  o n   
C i s c o  I nt egr at ed S er v i c es  R o u t er  ( I S R )

� Acceler ates p er for mance of 
any  T CP -b ased ap p lication 
deliv er ed acr oss a W AN
S erv er C o n so l i dati o n

E nab les  co ns o lid atio n o f  b ranch -
o f f ice inf ras tructure in d ata centers

A p p l i c ati o n  A c c el erati o n
P ro v id es  near-L AN  perf o rm ance 
f o r enterpris e applicatio ns

S ec ure W A N  O p ti m i z ati o n
I m pro v es  d ata pro tectio n and  
reg ulato ry co m pliance b y 
elim inating  ins ecure lo cal  
res o urces  at rem o te o f f ices

� N M E-5 2 2  deliv er s Ap p liance-
eq uiv alent p er for mance for  I S R

A ug ust
2 0 0 7

N M E -W A E -3 0 2 -K 9
N M E -W A E -5 0 2 -K 9

N M E -W A E -5 2 2 -K 9

P erformanc e
S c alab ility

U C S e cu r it y P f R
I n dustry  L eadi n g  S erv i c e I n teg rati o n

N E W !
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A tr ansp ar ent p r ox y  th at incr eases 
b r anch  office av ailab le b andw idth  
and ov er comes W AN  b andw idth  

and latency  limitations

W AN  Ac c el er at i o n f o r  C i s c o  1 8 4 1  
I nt egr at ed S er v i c es  R o u t er s

E x p an ds b an dw i dth  b y  4 0 0 %  
A c c el erates W A N  data tran sf er 3 -2 0 X  
O p ti m i z es T C P  an d c o m p resses traf f i c
C o st-ef f ec ti v e an d n etw o rk  
tran sp aren t

U sef ul  f o r al l  T C P  b ased ap p l i c ati o n s 
S up p o rts I E T F  stan dards ( S C T P ,  P E P ,  
D ef l ate)  

S up p o rted o n  C i sc o  1 8 4 1  seri es 
ro uters 

A p p s
C o rp o rate HQ

N CE  A g g r eg a tio n

B ran c h  O f f i c e
Cis c o  1 8 4 1
w / N CE  A I ML A N

T CP
T CP

W A N
S CT P
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R em o te 
O f f ice

C am pus

P er f o r m anc e R o u t i ng ( P f R )
E nt er p r i s e W AN  

PfR Strategy
� B e st  p a t h -b a se d  u p on  p ol icy  a n d  r e a l -t im e  p e r f or m a n ce  m e t r ics
� A d a p t iv e  r ou t in g  b a se d  u p on  a p p l ica t ion  p e r f or m a n ce  cr it e r ia :  
v oice ,  v id e o,  m ission  cr it ica l  a p p s,  e t c.

S O H O

B ottlenec k s

SiSi

O ptim iz e b y:  
R each ab ility,  D elay,  L o s s ,  J itter* ,

M O S* ,  T h ro ug h put,  L o ad ,  and / o r $  C o s t
S Q L  P ath

B est M etr ic P ath
S Q L  P ath

E-M ail P ath

M P L S o r
P rim ary I SPSiSi

SiSi

IS P  B IS P  CIS P  A

C i sco I S R ,  7 2 0 0 ,  7 6 0 0 ,
C at6 5 0 0 / P I S A
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T h e N et w o r k  i s  t h e P l at f o r m
Op

era
tio
na
l E

ffic
ien

cy

A  F ew  Y ears A g o

N etw o rk  I nteg ratio nM ultiple O v erlay 
P ro d ucts

App and  Serv er 
I nteg ratio n

WAN 
O p t i m i z a t i o n

S e c u r i t y

M o b i l i t yR o u t i n g

Ne t w o r k  
An a l y s i s /
M o n i t o r i n g

V o i c e

S w i t c h i n g

Integ rated 
Services R outers

� Serv ice I nteg ratio n
� Surv iv ab ility
� 5 0 –7 0 %  O pex  red uctio n

� Applicatio ns  and  netw o rk  
integ ratio n

� N ew  b us ines s  m o d els
� O ptim iz ed  b ranch  
f o o tprint

Integ rated 
A p p lication Platf orm  
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Ap p l i c at i o n eX t ens i o n P l at f o r m

A IM -1 0 2
1 G B  R A M
2 5 6 MB  F lash
Intel Celeron

N M E -3 0 2 / 5 2 2
5 1 2 MB -2 G B  R A M
8 0-1 6 0G B  storage
Intel P entium M

SD K       
( I O S AP I s )

AX P  
D ev elo pm ent 

P o rtal

AX P  
P artner 
P ro g ram

AX P  
D ev elo pm ent 
and  Ad v anced  

Serv ices

Com p l e t e  
E cosy st e m

� L in u x -b a se d  
� I O S  A P I s ( A XP  S D K )
� S u p p or t s m u l t ip l e  
con cu r r e n t  a p p l ica t ion s 

� 1 8 41 ,  2 8 0 0 ,  3 8 0 0  I S R s

� O p timiz ed,  op en b r anch  ar ch itectur e
� T igh t N etw or k -Ap p lication link age 
� A new  b usiness ar ch itectur e 
� Any th ing y ou need in th e b r anch
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C i s c o  AX P  S o l u t i o n P ar t ner s   

H ealthc are

F inanc ial
S erv ic es

R etail 

Energy  

V e r t ica l  S ol u t ion s

Ch a n n e l  P a r t n e r s
a n d  R e se l l e r

S t rong  V ert ical  M oment u m wit h M u l t ipl e P art ners

V o I P  
R e c o r d i n g

S e c u r e  P a y m e n t  
P r o c e s s i n g

S e c u r e
H e a l t h c a r e

H or iz on t a l  S ol u t ion s

R e a l -T i m e  I n f o r m a t i o n  
M a n a g e m e n t

Wo r k f o r c e  
M a n a g e m e n t

F a x -O v e r -I P   
R e m o t e  D e v i c e  
M a n a g e m e n t

O p t i m i z e d  Wi r e l e s s  
C o m m u n i c a t i o n s

N EW

N EW
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I nt egr at ed H eal t h c ar e S o l u t i o ns
Ministry of Healthcare, Bulgaria

� R o uter platf o rm
� 3rd  lev el T AC  s uppo rt

� M id d lew are:  
H ealth care co nnecto r.  

� L ead ing  eH ealth  Specialis t
� 3rd lev el Applicatio n s uppo rt

� Secure s tag ing ,  D atacenter 
� C o -b rand ing
� 2 nd  lev el s uppo rt,  D o A

� C o llab o rativ e H ealth care netw o rk
� C o nnect 4 P s  - patients ,  pro v id ers ,  

paym ent s ys tem s ,  ph arm acies  
� N ew  B us ines s  o ppo rtunities  

$ 1 5 0 M +  I SV  s o lutio n o ppo rtunity
$ 2 5 0 M +  C h annel o ppo rtunity
C o m petitiv e D if f erentiatio n
C us to m er lo yalty

N e w  M a r k e t  in  S u b -S M B  “S O P O ” M a r k e t
T ot a l  S ol u t ion  $ 1 B + ,  Ch a n n e l  O p p or t u n it y  $ 2 5 0 M +

P roduc t A pp +  S olution 
S erv ic es

S olution 
Integration

0

2 0

4 0

6 0

8 0

1 00

Middleware

P roduc ts

I ntegr ation P ar tner
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� Z O O M  C al l R E C  a n d  S c reen R E C p r ov id e s ca l l  r e cor d in g  a n d  a g e n t  
d e sk t op  scr e e n  ca p t u r e  on  A XP  m od u l e  f or  Cisco U C a n d  con t a ct  ce n t e r s

� S u p p or t e d  p l a t f or m s – ev ery th i n g  th at C i sc o  o f f ers
C is co  U C  M anag er,  U C  M anag er E x pres s  and  U C 5 0 0
F ull s uppo rt o f  SR ST  arch itectures !
C is co  U C C  E x pres s  and  E nterpris e

� O f f e r s ce n t r a l  m a n a g e m e n t  of  u se r s,  r e cor d in g  r u l e s,  se cu r it y  p ol icie s a n d  
m e d ia l  l if e cy cl e  m a n a g e m e n t

� Z O O M  T rac k A L L  – d e sk t op  a ct iv it y  t r a ck in g – on  A XP  in  Q 1 / Q 2  2 0 0 9
� Z O O M  is S I P  ( S ol u t ion  I n ce n t iv e  P r og r a m )  a p p r ov e d  – g et 5 4 %  o f  th e 
C i sc o  o rder w h en  i n c l udi n g  Z O O M  i n  p ro j ec t!

� Con t a ct  Z O O M  a t  ciscoa x p @ z oom in t . com f or  m or e  in f o &  sa l e s

Call and screen recording on AXP
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Any  I ndiv idual ov er  1 8  w h o I s 
N ot a Cisco Emp loy ee,  

consultant or  immediate family

3   P r iz es :  $ 5 0 k ,  $ 3 0 K ,  $ 2 0 K
T otal P r iz e money  =  

U. S $ 1 0 0 , 0 0 0
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C i s c o  E m p o w er ed B r anc h

Comp lete and I ntegr ated B r anch  S olution

L ar gest S et of S er v ices

S er v ice I ntegr ation            
and I nter op er ab ility

Ch oice of I ntegr ated or  
S ep ar ate Ap p liance

L ow er  B ar r ier s to Entr y  
for  B r anch  S er v ice 

Adop tion

Consistent S er v ices,      
F lex ib le 

P er for mance/ P r icing

Continuous 
I nnov ation
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Q  &  A

www.cisco.com/go/empoweredbranch
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