SIINIr
CiISCO

CISCO SP
technologies as an
END-to-END IP

solution in
COSMOFON

T T R "

(2G/3G, WIMAX, PDH/SDH converged networks from COSMOFON) —




CISCO SP technologies as an END-to-
END IP solution in COSMOFON

(2G/3G, WIMAX, PDH/SDH converged networks
from COSMOFON)

COSMOFON




T
CISCO

HOBW TEXHOJIOI M

= [JogoroTtoBkKka

" iImnnemeHTauuja

* [IpakTn4yHa NnpumeHa

= CuctemM 3a MOHUTOPUPaHE
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MOTUBU

1. IHTerpupame Ha HOBUTE TEXHOMOIMN N LLeNOCHO
npunarogyBawe Ha NOCTojHaTa MpeXHa MHPpaCTPyKTypa
KOH UCTUTE

2. ObesbenyBane kBanuteteH END-to-END SLA 3a
KpajHUTEe KOPUCHNLN
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NMPEOVN3BLA

1. NoTpeba 3a uenocHa gndepeHumjaunja Ha nocToeykaTa
KopnopaTtuBHa MHpaCTPYKTypa o4 npoaykumckara uenumHa u
co3fjaBake Ha ABa aBTOHOMHU CUCTEMM:

- KopnopatumeeH gen (Corporate Data Network - CDN)
- Npoaykunckun gen (Production Data Network - PDN)

2. CosnaBake NpocTop 3a npmndakake Ha HOBU TEXHOMOMNU U
pa3BOj Ha HOBU CEpPBUCH

3. ®nekcMbunnHoOCT U OTBOPEHOCT Ha CUCTEMOT 3a NoHaTaMoLLHa
Hagrpanba
4. KoHCTaHTHO nogobpyBawe Ha KBAanuUTETOT Ha YyCnyrurte
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[ EHEPAJIHW MNMPABLA

1. IP KOHBepreHuuja BO CKOPO CEKOj CErMEHT Ha
KOMMNaHujaTa

- KopnopatueeH gen
- [Npoaoykuucku gen

2. ObpHyBah-€ nocebeH akueHT Ha |IP 6e3benHocTa u
HEej3MHO NOCTOojaHO NogobpyBaH-e

3. N360p Ha CISCO kako cTpaTeLllkm napTHep
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30WLTO “CISCO™?

- [ponseoguTen Koj CTPMKTHO Ke ' NoYnTyBa

cTaHgapauTe, 3apagu HenpedeHa nHTeponepabunHocT
CO ocTaHaTUTe NPOM3BOAUNTENM

- IP pelueHnja kon He cmeat ga bugaTt nMMUTUpPaHn oa
TexXHomnorujara

- ImnnemeHTaunja Ha codoucTUUmpaHn peLleHnja Kou
HaBUCTUHA PYHKLUMOHUpPaaT

- JlornyeH na3dop CISCO technologies
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Ol PAHNYYBAHA

TexHONOoLKN

- MHbpacTpykTypa Ha knacndeH mobuneH onepatop — nonlP

- KomnnekcHocT Ha HoBuTe TexHonorum (3G/WIMAX)
- Multivendor onkpyxyBane
- OceTnnBOCT Ha NpoLecoT Ha Murpaumja (KomepumjanHm cMcTemMmn)

YoBe4yku

- VictoBpemMeH aHra’kmaH BO TEKOBHOTO O p)KyBaH-€ Ha NocTojHaTa

NH(PpacTpyKTypa
- NogeneHn cepBUCHM NOTPEDOU
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PEAJIN3ALINJA (paza 1-2) 1.
- Murpupare Ha cMctemMmn Kom moxart aa ja npomeHar |P
agpecara

- Murpupame Ha cuctemm KoM He MoXaT ga ja npomMeHart
concTtBeHara |IP agpeca

- Mackupamre koH jaBHa IP mpexa (MHTEPHET)
- Mackupare KOH npuBaTtHUTE MPEXU

- dnanyko n 6e3begHOCHO 04BOjyBaH-€ Ha
KoprniopaTuBHaTa Mpexa
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PEAJIMSALINJA (vasza 1-4) 2.

Phase 4
Phase 3
Phase 2
Phase 1
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PEAJI |/|3AL|,|/|JA (dasa 3-5) 3.

- Kpenpawe HoBa agMunHUcTpaTuBHa uenuHa 3a 2G/3G

- Kpenpawe HoBa agmunHucTpartueHa uenuHa 3a WIMAX
- NopgobpyBarwe Ha MHTEPHET nepudepnjata

- CosgaBane MPLS core

- PasBoj Ha MPLS
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PEA” |/|3AL|,|/|JA (dpasa 5)
MPLS jagpo Bo COSMOFON
- S3owto MPLS?

- Mpngobueka og MPLS annukaynute
(logical VPN, automated redundancy, Traffic
engineering, etc)
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PEA” |/|3AL|,|/|JA (dpasa 5) 5

MPLS jagpo Bo COSMOFON
- Kako ga ce BoBene?
- MPLS kako jagpo BO npBa gasa

* NMoHyna Ha MHTEPHET cepBucute kako meHauunpaHu
cepBuUCH

* 4 kopucHuum Bo nunot dasata (WIMAX, 2G/3G, PDN
(npoaykuuncka mpexa), CDN (kopnopatnBHa mpexa)

* MogenupaH TE v akTnBHO banaHcupare Ha U3Ne3HnoT
coobpakaj
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PEAJIMSAUNJA (pasa 5)

MPLS overview
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PEAJIM3ALINJA (pasa 5) 7.
MPLS jagpo Bo COSMOFON

* 4x7606 BO jagpoTo, colapsed PE cueHapwo, 2 co 2
peayHAaHTHU MaLLNHK

* 2 mawwuHn 3a front BGP co BuptyenHun L3-gateways no
LienHa rpyna

* 2 MawuHM Hocutenu Ha MPLS annukauuute
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PEA” |/|3AL|,|/|JA (dpasa 5) 8
Passoj Ha MPLS Bo COSMOFON
- Kako ga ce npowwupu u passue?

* [powmpyBare Ba npuctanHUoT agen, Bo rmasHmnte POP
LEHTPU

* eueHTpanunasaumnja Ha PE cTpykTypuTte, jagpoTo aa ce
6asnpa camo Ha P cTpykTypa

* [NpowwnpyBare Ha MPLS annukaunute (cepsuc 6asmnpaHin)
* [loHyga Ha BUCOK 1 ynpaByBaH SLA Ha KpajHUTE KOPUCHULN
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PEAJIMSAUNJA (pasa 5) 9.

Cneundukauymja Ha onpema

e |2/L3 core
= 2 x 76068, 6-slot, RSP720-3CXL, PS, BGP IOS
= 2 x4503, 3slot, SE-IV, 48 port 10/100/1000
* MPLS core
= 2 x 76068, 6-slot, RSP720-3CXL, PS, BGP IOS
= 2 x 76068, 6-slot, RSP720-3CXL, PS, 10 x 1Gbps, MPLS 10S
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PEA” |/|3AL|,|/|JA (NpMeHa BO KopnopaTtuBeH Aen) 1 1 .

3G nHTerpauuja — kopnopaTuBHa Mpexa

Kpeuparwe nocebeH APN-corporate

Kpeupane IPSEC tunnel nomery kopucHmnukata mpexa
Ha KpajHUKOT KOPMUCHUK U NpoayKuuckaTa Mpexa

« Kpeuparwe GRE tunnel nomery GGSN n coogBeTHa
TepMUHALMCKA TOYKa BO KopriopaTuBHaTa Mpexa

« TecTupar-€ 1 KOHTpOSia Ha PYHKLMOHANMHOCTA Ha
cUcTemMoT
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PEA” |/|3AL|,|/|JA (NpMeHa BO KopnopaTtuBeH Aen) 1 2

WIMAX uHTerpauuja — kopnopaTtmBHa Mpexa

« Kpeupamne nocebeH L2VPN
» [loctaByBawe CPE Bo gane4Hn nokauunu

« Kpeupame napametpun 3a 06e3dbenyBawe QoS HM3
LienoKynHaTa nHdpacTpykTypa

« Kpeunpawe BuptyeneH nat Hu3 MPLS

 [MoBp3yBare Ha LieHTpanHuop pyTep BO
KopriopaTuBHaTa Mpexa

« TecTupar-€ 1 KOHTpOSa Ha PYHKLMOHANHOCTA Ha
cucTemMmoT
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alial,  EBonyumja Ha CICSO 10S VPN pelweHujaTa
CISCo

Cisco Advanced Site-to-Site VPNs

1. Hub-and-Spoke VPNs
- IPSec+GRE: (Static Tunnels with Routing)
- Easy VPN (Dynamic Policy/Config Push)
- DMVPN (Zero Touch with Dynamic Routing)
2. Dynamic Spoke-to-Spoke VPNs
- DMVPN (On-Demand Partial-Mesh)
3. Tunnel-Less Any-to-Any VPNs
- Group Encrypted Transport (GET) VPN

Lo
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Spoke Cisco VPN
Router S/W Client




 TumnellessVPN—Hos besbenrocer vogen

Any-to-Any eHKpunuwuja: lNpeg n Nocne GET VPN

Mpep: IPsec P2P TyHenun Mocne: Tunnel-less VPN

Scalability—an issue (N~2 problem)
Overlay routing

Any-to-any instant connectivity can’t be
done to scale

Limited advanced QoS
Multicast replication inefficient

® Scalable architecture for any-to-any
connectivity and encryption

No overlays — native routing
Any-to-any instant connectivity
Advanced QoS

Efficient Multicast replication




Routing

IP Header
Preservation

COSMOFON .

dliilie IPsec Tunnel Mode with IP Header Preservation

Cisco

Original IP Packet

IPSec Tunnel Mode

IP Header Preservation

;///////////////////////////////////////////////////
%

%
%///////////////////////////////////////////////

IPSec packet
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1. LUucko Pytep (1800, 2800, 3800, 7200, 7301)
1. Branch-offices C2811-3G-G-SEC/K9
Cisco 2811, HWIC-3G-GSM, 64MB FL /256 MB DRAM, Adv
Security
1. Wan Aggregation CISCO3845-HSEC/K9
3845 Bund. w/AIM-VPN/SSL-3,Adv. IP Serv,25 SSL
lic,128F/512D
2. Key Server C2811-3G-G-SEC/K9
Cisco 2811, HWIC-3G-GSM, 64MB FL /256 MB DRAM, Adv
Security
2. Uwucko 10S > 12.4.11-T2 Advanced Security

3. KocmodoH - WiMax L2 VPN

4. KocmodoH 3G Private APN HSDPA (3,6 MBps) Dialer 6ekan
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Configuring Primary Key Server for GET VPN

CISCO
hostname Primary_Key_Server crypto gdoi group getvpn
! identity number 1234
crypto isakmp policy 10 server local
encr aes rekey retransmit 10 number 2
group 2 rekey authentication mypubkey rsa getvpn-
authentication pre-share export-general
crypto isakmp key cisco address 100.1.1.9 rekey transport unicast
crypto isakmp key cisco address 100.1.1.13 saipsec1l

! profile gdoi-profile-getvpn
crypto ipsec transform-set mygdoi-trans esp-aes match address ipv4 199

esp-sha-hmac address ipv4 100.1.1.1

! redundancy

crypto ipsec profile gdoi-profile-getvpn local priority 100

set security-association lifetime seconds 900 peer address ipv4 100.1.1.5

set transform-set mygdoi-trans
| access-list 199 permitip 10.1.0.0 0.0.255.255
10.1.0.0 0.0.255.255



Configuring Branch-Office for GET VPN

T
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hostname GroupMember-1 (BranchOfficel)
|

crypto isakmp policy 10

encr aes

group 2

authentication pre-share

crypto isakmp key cisco address 100.1.1.1
crypto isakmp key cisco address 100.1.1.5

|

crypto gdoi group getvpn

identity number 1234

server address ipv4 100.1.1.1

server address ipv4 100.1.1.5

crypto map getvpn-map 10 gdoi set group getvpn

interface FastEthernet0/0

description Inside interface

ip address 10.1.11.1 255.255.255.0

|

interface FastEthernet0/1

description WiMax-UPLINK

ip address 100.1.1.9 255.255.255.252
crypto map getvpn-map

I

Interface Serial 0/1

Description To PDH

ip address 100.1.1.19 255.255.255.252
crypto map getvpn-map
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Network Management system (NMS)

- MImnnemeHTauuja Ha uenocHo peweHne 3a NMS
Kako NpoAormKeHne Ha TeKkoBHaTa MynTUBEHOOP

MHJQOPACTPYKTypa
- KomMnneTHo peLllieHne BO COrmacHoCT CO
TEKOBHUTE CUTYPHOCHU CTaHOapgu 3a.
« CM — configuration management / provisioning
 FM — Fault managment
 PM — Performance mangment
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NMS — CM pen

Configuration manager/
provisioning Kako KOHTPOreH
npouec npeky ueHTpanuanpaHm
TACACS cepsucu

MocebHu npmBMnernn 3a
onepaTuBHMOT gen (admin
NpuBUIErNKN) U Pa3Boj U
nnaHnpawe (onepatop
npuBuernn)

MHTerI/IpaH TUKETUHI CePBUC 3a

cekoja nsMmeHa Ha
KOHoUrypauumte Ha duno Koj

ypea

NMS — FM gen

Fault management — peanusnpaH
KaKo NpPOAOIKyBake Ha
TEKOBHWOT CMCTEM 3a anapmu u
ncnagm, co KOMMMeTHa apxmea

BasupaH Ha ueHTpanuanpaH
HPOV co guctpmnbymnpaHun areHTu
3a TepmuHaumja Ha SNMP trap-
OBW 3a CeKoja fnoruyka rpynaumja,
DNS uHTerpmpanu

KomnneTtHa nHterpayuja co NMC
(Network Management Center)
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NMS — FM gen
[Tpumep og pabotata vo NMC
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NMS - PM

Performance management —
peanunanpaH Kako npoaosiKyBaHe
Ha TEKOBHMOT CUCTEM Ha
nepdopmaHcu, cTaTUCTUKa U
penopTUHr

basupaH Ha 4 node cluster co
ANCTPUOynpaHu areHTu 3a
kKpenparwe Ha SNMP trap-oBu koH
cekoja noruyka rpynaumja, DNS
NHTErpMpaHn

ABTOMAaTCKO OTKpMBaH-€ Ha HOBU
cepBuCcK, HOBU NHTepdejCcn K
HoBu L2/L3 HogoBwM

Cobupare CTaTUCTMKN Ha cekon 5

MWUHYTW Of, CUTE IMaBHM
nutepdgejcn, CPU/Memory
utilization npexky SNMP traps

Online MOHUTOPWHT

ABTOMAaTCKa arperauuvja u
peTeH3nja Ha nogaTounuTe

[MpenedunHupaHn nseellTam 3a
KOMMJIETHMOT CUCTEM, KaKo 3a
ornepaTtMBHUOT Aer, Taka 1 3a
NS1iaHepPCKNOT A0NropoYeH pasBoj
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KAKO 3AKJTYHOK

- Ynotpebata Ha CISCO IP 6a3supaHun pelwleHunja
OBO3MOXXYBa HAAMWUHYBaH-€ Ha MHOTMY TEXHOIOLLKW

nnmuntn co kom COSMOFON ce coouyBalle BO
MMHaTOTO.

- [lpogrecmoHanHocTa Ha nokanHaTa KaHuenapuja Ha
CISCO Bo cyrectunTe 3a MMNneMeHTaumja Ha aen oA
pellueHnjaTa bea dpakTop nsyc Koj 0BO3MOXM Op3
npemMunH 6e3 HMKakBa 3aryba BO cepBucuTe.
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BJIATOJAPAM HA BHUMAHNETO
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