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VSS Introduction
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C u r r ent  N et w o r k  C h al l enges
Enterprise Campus

Traditional Enterprise Campus deployments have been designed in such a w ay that allow s f or 
scalability,  dif f erentiated services and high availability.  H ow ever they also f ace many 
challenges,  some of  w hich are listed in the below  diagram…

Access

L 2 / L 3  
D i st r i b u t i o n

L 3  C o r e

FHRP, STP, 
A s y m m e t r i c  r o u t i n g ,
Po l i c y  M a n a g e m e n t

E x t e n s i v e  r o u t i n g  
t o p o l o g y , Ro u t i n g  
r e c o n v e r g e n c e

Si n g l e  a c t i v e  u p l i n k  
p e r  V L A N  ( PV ST) , L 2  
r e c o n v e r g e n c e
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C u r r ent  N et w o r k  C h al l enges
D ata Center

Traditional D ata Center designs are req uiring ever increasing L ayer 2 adj acencies betw een 
S erver nodes due to prevalence of  V irtualiz ation technology.  H ow ever,  they are pushing the 
limits of  L ayer 2 netw ork s,  placing more burden on loop-detection protocols such as S panning 
Tree…

L 2 / L 3  C o r e

L 2  
D i st r i b u t i o n

L 2  Access

D u a l -H o m ed  S er v er s t o  
si n g l e sw i t ch ,  S i n g l e 
a ct i v e u p l i n k  p er  V L AN  
( P V S T ),  L 2  
r eco n v er g en ce

S i n g l e a ct i v e u p l i n k  p er  
V L AN  ( P V S T ),  L 2  
r eco n v er g en ce,  
ex cessi v e B P D U s

F H R P ,  H S R P ,  V R R P
S p a n n i n g  T r ee
P o l i cy  M a n a g em en t
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V i r t u al  S w i t c h i ng S y s t em
V irtual S w itching S ystem S ystem is a new  technology break  through f or the Catalyst 6 5 0 0  
f amily…
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I nt r o du c t i o n t o  V i r t u al  S w i t c h i ng S y s t em
Co nc epts

U ses one supervisor in each chassis w ith inter-chassis S tatef ul S w itchover ( S S O )  method in w ith 
one supervisor is A CTI V E and other in H O T_ S TA N D B Y  mode 
A ctive/ standby supervisors run in synchroniz ed mode ( boot-env,  running-conf iguration,  protocol 
state,  and line cards status gets synchroniz ed)
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V i r t u al  S w i t c h i ng S y s t em  S y s t em
Enterprise Campus

A  V irtual S w itching S ystem-enabled Enterprise Campus netw ork  tak es on multiple benef its 
including simplif ied management &  administration,  f acilitating greater high availability,  w hile 
maintaining a f lex ible and scalable architecture…

Access

L 2 / L 3  
D i st r i b u t i o n

L 3  C o r e

N o  FHRPs
N o  L o o p e d  t o p o l o g y
Po l i c y  M a n a g e m e n t

Re d u c e d  r o u t i n g  
n e i g h b o r s , M i n i m a l  
L 3  r e c o n v e r g e n c e

M u l t i p l e  a c t i v e  
u p l i n k s  p e r  V L A N , N o  
STP c o n v e r g e n c e
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V i r t u al  S w i t c h i ng S y s t em  S y s t em
D ata Center

A  V irtual S w itching S ystem-enabled D ata Center allow s f or max imum scalability so bandw idth 
can be added w hen req uired,  but still providing a larger L ayer 2 hierarchical architecture f ree of  
reliance on S panning Tree…

L 2 / L 3  C o r e

L 2  
D i st r i b u t i o n

L 2  Access

D u a l -H o m ed  S er v er s,  
S i n g l e a ct i v e u p l i n k  p er  
V L AN  ( P V S T ),  F a st  L 2  
co n v er g en ce

D u a l  Act i v e U p l i n k s,  
F a st  L 2  co n v er g en ce,  
m i n i m i z ed  L 2  C o n t r o l  
P l a n e,  S ca l a b l e

S i n g l e r o u t er  n o d e,  F a st  
L 2  co n v er g en ce,  
S ca l a b l e a r ch i t ect u r e 
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VSS A rch ite cture
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Virtual Switching System Architecture
Virtual Switch Link

The V irtual S w itch L ink  is a special link  j oining each physical sw itch together - it ex tends the out 
of  band channel allow ing the active control plane to manage the hardw are in the second 
chassis…

A Virtual Switch Link 
b und le   can co ns is t o f  up
to  8  x  1 0 G E  links

All traf f ic trav e rs ing  the  VSL link is  e ncap s ulate d  with 3 2  
b y te  “Virtual Switch H e ad e r” co ntaining  ing re s s  and  
e g re s s  s witchp o rt ind e x e s ,  clas s  o f  s e rv ice  ( C O S) ,  VLAN  
num b e r,  o the r im p o rtant inf o rm atio n f ro m  the  lay e r 2  and  
lay e r 3  he ad e r 

C o ntro l p lane  us e s  VSL C P U  to  C P U  
co m m unicatio ns  while  the  d ata p lane  
us e s  VSL to  e x te nd  the  inte rnal 
chas s is  f ab ric to  the  re m o te  chas s is

Virtual Switch Active Virtual Switch Stan d b y

Virtual Switch L in k

VS H e ad e rVS H e ad e r L2  L2  H d rH d r L3  L3  H d rH d r D ata D ata C R CC R C
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Virtual Switching System Architecture
VSL Initialization

B ef ore the V irtual S w itching S ystem domain can become active,  the V irtual S w itch L ink  ( V S L )  
must be brought online to determine A ctive and S tandby roles.  The initializ ation process 
essentially consists of  3 steps:

R o l e R eso l u t i o n  P r o t o co l  ( R R P ) u sed  t o  d et er m i n e co m p a t i b l e H a r d w a r e a n d  S o f t w a r e v er si o n s t o  
f o r m  t h e V S L  a s w el l  a s d et er m i n e w h i ch  sw i t ch  b eco m es Act i v e a n d  H o t  S t a n d b y  f r o m  a  co n t r o l  
p l a n e p er sp ect i v e

R o l e R eso l u t i o n  P r o t o co l  ( R R P ) u sed  t o  d et er m i n e co m p a t i b l e H a r d w a r e a n d  S o f t w a r e v er si o n s t o  
f o r m  t h e V S L  a s w el l  a s d et er m i n e w h i ch  sw i t ch  b eco m es Act i v e a n d  H o t  S t a n d b y  f r o m  a  co n t r o l  
p l a n e p er sp ect i v e

LMPLMP LMPLMP

R R PR R PR R PR R P

L i n k  M a n a g em en t  P r o t o co l  ( L M P ) u sed  t o  t r a ck  a n d  r ej ect  U n i d i r ect i o n a l  L i n k s,  E x ch a n g e C h a ssi s
I D  a n d  o t h er  i n f o r m a t i o n  b et w een  t h e 2  sw i t ch es 
L i n k  M a n a g em en t  P r o t o co l  ( L M P ) u sed  t o  t r a ck  a n d  r ej ect  U n i d i r ect i o n a l  L i n k s,  E x ch a n g e C h a ssi s
I D  a n d  o t h er  i n f o r m a t i o n  b et w een  t h e 2  sw i t ch es 

L i n k  B r i n g u p t o  d et er m i n e w h i ch  p o r t s f o r m  t h e V S LL i n k  B r i n g u p t o  d et er m i n e w h i ch  p o r t s f o r m  t h e V S L1

2

3
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Virtual Switching System Architecture
Link  B r ing u p

P r e -P a r s e  C o n f i g
S w i t c h  1
P r e -P a r s e  C o n f i g
S w i t c h  1

P r e -P a r s e  C o n f i g
S w i t c h  2
P r e -P a r s e  C o n f i g
S w i t c h  2

Each member of  the V irtual S w itching S ystem domain must determine w hich link s are 
candidate f or V S L  very early on in the bootup cycle.  The S w itch P rocessor ( S P )  pre-parses the 
conf iguration to determine w hich link s are conf igured f or V S L …

System detected Virtual Switch configuration...
I nterface T enG igab itE thernet 1 / 5 / 4  is memb er of P ortC hannel 1  
I nterface T enG igab itE thernet 1 / 5 / 5  is memb er of P ortC hannel 1  

System detected Virtual Switch configuration...
I nterface T enG igab itE thernet 1 / 5 / 4  is memb er of P ortC hannel 1  
I nterface T enG igab itE thernet 1 / 5 / 5  is memb er of P ortC hannel 1  

System detected Virtual Switch configuration...
I nterface T enG igab itE thernet 2 / 5 / 4  is memb er of P ortC hannel 2  
I nterface T enG igab itE thernet 2 / 5 / 5  is memb er of P ortC hannel 2  

System detected Virtual Switch configuration...
I nterface T enG igab itE thernet 2 / 5 / 4  is memb er of P ortC hannel 2  
I nterface T enG igab itE thernet 2 / 5 / 5  is memb er of P ortC hannel 2  

The S P  w ill then bring up the line card/ s w here the V S L  is conf igured,  dow nload the req uired 
conf iguration and initiate L ink  M anagement P rotocol ( L M P )
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Virtual Switching System Architecture
Link  M anag e m e nt P r otoc ol ( LM P )

L M P  used to perf orm basic connectivity check  on V S L  link
L M P  runs on each individual link  that is part of  the V S L ,  and is used to program inf ormation 
such as member details,  f orw arding indices,  as w ell as perf orm the f ollow ing check s:

LMPLMP LMPLMP

LMPLMP LMPLMP

Verify neighbor is Bi-D irec t iona l
E nsu re t he m em ber is c onnec t ed  t o a not her Virt u a l  S w it c h
T ra nsm it  a nd  rec eiv e k eep a l iv es t o m a int a in hea l t h of t he m em ber a nd  t he VS L

1

2

3

A f ter successf ul L M P  negotiation,  a P eer G roup ( P G )  is f ormed w hich is a collection of  all V S L  
members that connects to the same V S S .  F or each P G ,  a P eer G roup Control L ink  ( P G CL )  is 
elected to carry f urther control inf ormation…
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Virtual Switching System Architecture
R ole  R e s olu tion P r otoc ol ( R R P )

R R P  (  R ole R esolution P rotocol )  is used to negotiate the role f or each chassis.  I t is also part of  
V S L P  and perf orms the f ollow ing f unctions:

D et erm ine w het her ha rd w a re a nd  soft w a re v ersions a l l ow  a  Virt u a l S w it c hing syst em  t o form

D et erm ine w hic h c ha ssis w il l  bec om e A c t iv e a nd  H ot  S t a nd by from  a  c ont rol  p l a ne p ersp ec t iv e 

1

2

R R PR R P R R PR R P

R R PR R P R R PR R P
VSL
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V i r t u al  S w i t c h i ng S y s t em  Ar c h i t ec t u r e
V S L  Co nf ig uratio n Co nsistenc y  Ch ec k

A f ter the roles have been resolved through R R P ,  a Conf iguration Consistency Check  is 
perf ormed across the V S L  sw itches to ensure proper V S L  operation.  The f ollow ing items are 
check ed f or consistency:

Sw i t c h  V i r t u a l  D o m a i n  I DSw i t c h  V i r t u a l  D o m a i n  I D
Sw i t c h  V i r t u a l  N o d e  Ty p eSw i t c h  V i r t u a l  N o d e  Ty p e
Sw i t c h  Pr i o r i t ySw i t c h  Pr i o r i t y
Sw i t c h  Pr e e m p tSw i t c h  Pr e e m p t
V SL  Po r t  C h a n n e l  L i n k  I DV SL  Po r t  C h a n n e l  L i n k  I D
V SL  Po r t  s t a t e , i n t e r f a c e s …V SL  Po r t  s t a t e , i n t e r f a c e s …
Po w e r  Re d u n d a n c y  m o d ePo w e r  Re d u n d a n c y  m o d e
Po w e r  E n a b l e  o n  V SL  c a r d sPo w e r  E n a b l e  o n  V SL  c a r d s

N ote that if  conf igurations do not match,  the H ot-S tandby sw itch w ill revert to R P R  
mode,  disabling all non-V S L  interf aces…
N ote that if  conf igurations do not match,  the H ot-S tandby sw itch w ill revert to R P R  
mode,  disabling all non-V S L  interf aces…

Virtual Switch
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V i r t u al  S w i t c h i ng S y s t em  Ar c h i t ec t u r e
V irtual  S w itc h  D o main

A  V irtual S w itch D omain I D  is allocated during the conversion process and represents the 
logical grouping the 2 physical chassis w ithin a V S S .  I t is possible to have multiple V S  
D omains throughout the netw ork …

The conf igurable values f or the domain I D  are 1-25 5 .  I t is alw ays recommended to use a uniq ue 
V S S  D omain I D  f or each V S S  D omain throughout the netw ork …
The conf igurable values f or the domain I D  are 1-25 5 .  I t is alw ays recommended to use a uniq ue 
V S S  D omain I D  f or each V S S  D omain throughout the netw ork …

VSS Domain 10

VSS Domain 3 0VSS Domain 20
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V i r t u al  S w i t c h i ng S y s t em  Ar c h i t ec t u r e
Router MAC Address As s i gnm ent

I n a V irtual S w itching S ystem,  there is also only O N E router M A C address to represent both 
physical chassis as one logical device.
� Each physical member of VSS pair consist of pool of MAC address stored in back plane EEP R O M
� T he VSS log ical pair MAC address pool w ill be determined du ring the role resolu tion neg otiation,  
thu s ev ery interfaces MAC are deriv ed from ACT I VE chassis EEP R O M residing  on back plane.   
� MAC address remains consistent across the sw itchov er k eeping  AR P  table consistent du ring  
sw itchov ers
� D efau lt g atew ay MAC remains the same,  w hich is SVI  MAC
� I ndiv idu al VSS member MAC address are u sed du ring  du al activ e condition 

I nstead of  using def ault chassis mac-address assignment,   f rom 12. 2( 33) S X H 2 on w ards virtual 
mac-addres can be specif ied as show n below :

Ro u t e r  M A C  =  b u r n t -i n  o r  v i r t u a l  
m a c -a d d r e s s
Ro u t e r  M A C  =  b u r n t -i n  o r  v i r t u a l  
m a c -a d d r e s s

VS S ( c onfig-v s-d om a in) #  sw it c h v irt u a l  d om a in 1 0 0
VS S ( c onfig-v s-d om a in) # m a c -a d d ress m a c -a d d ress < 0 0 2 0 . 1 4 5 6 . 2 4 5 6 >

cr2-6 5 0 0 -v s s # s h  i d p ro m s w i t ch  1  b a ck p l a n e  d e t a i l  |  i n c m a c
m a c b a s e  =  0 0 1 9 . A 9 27 . 3 0 0 0
cr2-6 5 0 0 -v s s # s h  i d p ro m s w i t ch  2 b a ck p l a n e  d e t a i l  |  i n c m a c
m a c b a s e  =  0 0 1 9 . A 9 24 . E 8 0 0
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E t h er c h annel C o nc ep t s
M ul tic h assis Eth erCh annel ( M EC)

P rior to V irtual S w itching S ystem,  Etherchannels w ere restricted to reside w ithin the same 
physical sw itch.  I n a V irtual S w itching environment,  the 2 physical sw itches f orm a single 
logical netw ork  entity - theref ore Etherchannels can now  also be ex tended across the 2 
physical chassis…

Virtual Switch:  M u l t i ch a ssi s E t h er C h a n n el a cr o ss 2  V S L -
en a b l ed  C h a ssi s

B o t h  L A C P a n d  PA G P E t h e r c h a n n e l p r o t o c o l s  a n d  
M a n u a l  O N  m o d e s  a r e  s u p p o r t e d …
B o t h  L A C P a n d  PA G P E t h e r c h a n n e l p r o t o c o l s  a n d  
M a n u a l  O N  m o d e s  a r e  s u p p o r t e d …

Stand alo ne :  R eg u l a r  E t h er ch a n n el o n  si n g l e ch a ssi s

� M E C  l ink s on bot h sw it c hes a re m a na ged  by P A gP or L A C P  
ru nning on t he A C T I VE  sw it c h v ia  int erna l  c ont rol  m essa ges
� A l l  t he ru l es a nd  p rop ert ies of E t herC ha nnel a p p l ies t o M E C  
su c h a s negot ia t ion,  l ink  c ha ra c t erist ic s ( p ort -t yp e,  t ru nk ) ,  
Q oS ,  et c .
� D o not  u se “on” a nd  “off” op t ions w it h P A gP or L A C P  
p rot oc ol  negot ia t ion:

� P A gP —R u n D esira bl e-D esira bl e w it h M E C  l ink s
� L A C P —R u n A c t iv e-A c t iv e w it h M E C  l ink s

� L 2  M E C  ena bl es l oop  free t op ol ogy a nd  d ou bl es t he u p l ink  
ba nd w id t h a s no l ink s a re bl oc k ed
� L 3  M E C  p rov id es red u c ed  neighbor c ou nt s,  c onsist ent  l oa d -
sha ring ( L 2  a nd  L 3 )  a nd  red u c ed  VS L  l ink  u t il iz a t ion for 
m u l t ic a st  fl ow s
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E t h er c h annel C o nc ep t s
Eth erc h annel H ash  f o r M EC

D eciding on w hich link  of  a M ulti-chassis Etherchannel to use in a V irtual S w itch is sk ew ed in 
f avor tow ards local link s in the bundle - this is done to avoid overloading the V irtual S w itch 
L ink  ( V S L )  w ith unnecessary traf f ic loads.  L ocaliz ing the decision to use a link  in the bundle 
that is resident on the local S w itch ( thus avoiding f orw arding over the V S L )  is done as f ollow …

� T he BU N D L E _ S E L E C T  regist er in t he p ort  A S I C  is p rogra m m ed  t o 
see onl y t he l oc a l  l ink s of t he E t herc ha nnel bu nd l e ev en t hou gh l ink s 
m a y ex ist  in t he sa m e bu nd l e a re resid ent  in t he VS S  p eer c ha ssis…
T his beha v ior is fix ed  a nd  c a nnot  be c ha nged  by a ny c onfigu ra t ion 
op t ion…
N O T E :  I f  all links  in the  lo cal b und le  g o  d o wn,  the n the  B U N D LE _ SE LE C T  
re g is te r is  p ro g ram m e d  to  p o int p acke ts  to  the  VSL…

Virtual Switch

R B H  ( f o r M E C )
8  Link B und le  E x am p le
R B H  ( f o r M E C )
8  Link B und le  E x am p le
B it 7B it 7 Link 1Link 1
B it 6B it 6 Link 1Link 1
B it 5B it 5 Link 2Link 2
B it 4B it 4 Link 2Link 2
B it 3B it 3 Link 3Link 3
B it 2B it 2 Link 3Link 3
B it 1B it 1 Link 4Link 4
B it 0B it 0 Link 4Link 4

� R BH  v a l u es a re rep rogra m m ed  for ea c h c ore t o refl ec t  onl y t he l oc a l  
l ink s t ha t  a re in t he E t herc ha nnel bu nd l e…
A  new  ha sh d ist ribu t ion a l gorit hm  ha s been int rod u c ed  w it h t he 
1 2 . 2 ( 3 3 ) S X H  rel ea se w hic h a l l ow s for m em bers of a  p ort  c ha nnel  t o be 
a d d ed  or rem ov ed  w it hou t  t he req u irem ent  for a l l  t ra ffic  on t he ex ist ing 
m em bers t o be t em p ora ril y d rop p ed …
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E t h er c h annel C o nc ep t s
L o ad -b al anc ing

L oad balancing is based on a specif ic hardw are hash algorithm that maps to eight possible 
buck ets.  
� L oa d  ba l a nc ing is ba sed  on a  sp ec ific  ha rd w a re ha sh a l gorit hm  t ha t  m a p s t o eight  p ossibl e bu c k et s.  D ifferent  
ha rd w a re im p l em ent a t ions on t he v a riou s p l a t form s ( 3 7 x x ,  4 5 0 0 ,  a nd  6 5 0 0 )
� M ost  ha sh a l gorit hm s a re d esigned  t o ensu re fa irness,  bu t  w il l  be ba sed  on c ert a in a ssu m p t ions:

C o r e—M a n y -t o -m a n y  f l o w s
Access—M a n y -t o -f ew  f l o w s

� T here is no ‘O ne S iz e F it s A l l ’ c onfigu ra t ion.  N eed  t o a na l yz e you r net w ork  a nd  t u ne ba sed  on you r 
req u irem ent s.  S om e ru l es of t hu m b:

T h e m o r e v a l u es u sed  i n  t h e h a sh  t h e m o r e l i k el y  t o  b e ‘f a i r ’
L a y er  4  h a sh i n g  t en d s t o  b e m o r e r a n d o m  t h a n  L 3
L 2  i s n o t  ef f i ci en t  w h en  ev er y o n e i s t a l k i n g  t o  a  si n g l e d ef a u l t g a t ew a y

cr2-6 50 0 -v s s ( co n f i g ) # p o rt -ch a n n e l  l o a d -b a l a n ce  ?
d s t -i p                  D s t  I P  A d d r
d s t -m a c                D s t  M a c A d d r
d s t -m i x e d -i p -p o rt       D s t  I P  A d d r a n d  T C P / U D P  P o rt
d s t -p o rt                D s t  T C P / U D P  P o rt
m p l s                    L o a d  B a l a n ci n g  f o r M P L S  p a ck e t s
s rc-d s t -i p              S rc X O R  D s t  I P  A d d r
s rc-d s t -m a c            S rc X O R  D s t  M a c A d d r
s rc-d s t -m i x e d -i p -p o rt   S rc X O R  D s t  I P  A d d r a n d  T C P / U D P  P o rt
s rc-d s t -p o rt            S rc X O R  D s t  T C P / U D P  P o rt
s rc-i p                  S rc I P  A d d r
s rc-m a c                S rc M a c A d d r
s rc-m i x e d -i p -p o rt       S rc I P  A d d r a n d  T C P / U D P  P o rt
s rc-p o rt                S rc T C P / U D P  P o rt

D e f a u l t
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C onv e rs ion P roce s s
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C o nv er s i o n P r o c es s
Co nv ersio n to  V S S

Conf iguration f or the conversion tak es the f ollow ing path…
S w itch - 1 S w itch - 2

R o u t e r( co n f i g ) # h o s t V S S
V S S ( co n f i g ) # s w i t ch v i rt u a l  d o m a i n  10 0
Domain ID 10 c onf ig w il l  tak e  e f f e c t onl y
af te r  th e  e x e c  c ommand  ' s w itc h  c onv e r t mod e  
v ir tu al '  is  is s u e d

V S S ( co n f i g -v s -d o m a i n ) # s w i t ch 1
V S S ( co n f i g -v s -d o m a i n ) # e x i t
V S S ( co n f i g ) # i n t e rf a ce p o rt -ch a n n e l  1
V S S ( co n f i g -i f ) # s w i t ch v i rt u a l  l i n k  1
V S S ( co n f i g -i f ) # i n t e rf a ce ra n g e  t e n G 5/ 4  - 5
V S S ( co n f i g -i f -ra n g e ) # ch a n n e l -g ro u p 1 m o d e  o n

R o u t e r( co n f i g ) # h o s t V S S
V S S ( co n f i g ) # s w i t ch v i rt u a l  d o m a i n  10 0
Domain ID 10 c onf ig w il l  tak e  e f f e c t onl y
af te r  th e  e x e c  c ommand  ' s w itc h  c onv e r t mod e  
v ir tu al '  is  is s u e d

V S S ( co n f i g -v s -d o m a i n ) # s w i t ch 2
V S S ( co n f i g -v s -d o m a i n ) # e x i t
V S S ( co n f i g -i f ) # i n t e rf a ce p o rt -ch a n n e l  2
V S S ( co n f i g -i f ) # s w i t ch v i rt u a l  l i n k  2
V S S ( co n f i g -i f ) # i n t e rf a ce ra n g e  t e n G 5/ 4  - 5
V S S ( co n f i g -i f -ra n g e ) # ch a n n e l -g ro u p 2 m o d e  o n
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Conf iguration f or the conversion tak es the f ollow ing path…
S w itch - 1 S w itch - 2

v s s # s w i t ch co n v e rt  m o d e  v i rt u a l
T h i s  co m m a n d  w i l l  co n v e rt  a l l  i n t e rf a ce  
n a m e s  t o  n a m i n g  co n v e n t i o n  " i n t e rf a ce -t y p e  
s w i t ch -n u m b e r/ s l o t / p o rt " ,  s a v e  t h e  ru n n i n g  
co n f i g t o  s t a rt u p -co n f i g a n d  re l o a d  t h e  
s w i t ch .
D o  y o u  w a n t  t o  p ro ce e d ?  [ y e s / n o ] :  y e s
C o n v e rt i n g  i n t e rf a ce  n a m e s
B u i l d i n g  co n f i g u ra t i o n . . .
[ O K ]
S a v i n g  co n v e rt e d  co n f i g u ra t i o n  t o  b o o t f l a s h :  
. . .
D e s t i n a t i o n  f i l e n a m e  [ s t a rt u p -
co n f i g . co n v e rt e d _ v s -20 0 7 10 3 1-150 0 3 9 ] ?  
A T  T H I S  P O I N T  T H E  S W I T C H  W I L L  R E B O O T

v s s # s w i t ch co n v e rt  m o d e  v i rt u a l
T h i s  co m m a n d  w i l l  co n v e rt  a l l  i n t e rf a ce  n a m e s
t o  n a m i n g  co n v e n t i o n  " i n t e rf a ce -t y p e  s w i t ch -
n u m b e r/ s l o t / p o rt " ,  s a v e  t h e  ru n n i n g  co n f i g t o  
s t a rt u p -co n f i g a n d  re l o a d  t h e  s w i t ch .
D o  y o u  w a n t  t o  p ro ce e d ?  [ y e s / n o ] :  y e s
C o n v e rt i n g  i n t e rf a ce  n a m e s
B u i l d i n g  co n f i g u ra t i o n . . .
[ O K ]
S a v i n g  co n v e rt e d  co n f i g u ra t i o n  t o  b o o t f l a s h :  
. . .
D e s t i n a t i o n  f i l e n a m e  [ s t a rt u p -
co n f i g . co n v e rt e d _ v s -20 0 7 10 3 1-150 0 18 ] ?  
A T  T H I S  P O I N T  T H E  S W I T C H  W I L L  R E B O O T

C o nv er s i o n P r o c es s
Co nv ersio n to  V S S
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C o nv er s i o n P r o c es s
Co nv ersio n to  V S S

Conf iguration f or the conversion tak es the f ollow ing path…
Sw it c h  - 1 Sw it c h  - 2SWITCH CONSOLE OUTPUT

<…s n i p …>
v s s -d e m o # s w i t c h a c c e p t  m o d e  v i r t u a l
i n t e r f a c e  Po r t -c h a n n e l 2
s w i t c h  v i r t u a l  l i n k  2
n o  s h u t d o w n
i n t e r f a c e  Te n G i g a b i t Et h e r n e t 2 / 5/ 4
c h a n n e l -g r o u p  2  m o d e  o n
n o  s h u t d o w n
i n t e r f a c e  Te n G i g a b i t Et h e r n e t 2 / 5/ 5
c h a n n e l -g r o u p  2  m o d e  o n
n o  s h u t d o w n
Th i s  c o m m a n d  w i l l  p o p u l a t e  t h e  a b o v e  V SL 
c o n f i g u r a t i o n  f r o m  t h e  s t a n d b y  s w i t c h  i n t o  t h e  
r u n n i n g  c o n f i g u r a t i o n .
Th e  s t a r t u p  c o n f i g u r a t i o n  w i l l  a l s o  b e  u p d a t e d  
w i t h  t h e  n e w  m e r g e d  c o n f i g u r a t i o n  i f  m e r g i n g  i s  
s u c c e s s f u l .
D o  y o u  w a n t  t o  p r o c e e d ?  [ y e s / n o ] :  y e s
M e r g i n g  t h e  s t a n d b y  V SL c o n f i g u r a t i o n . . .
B u i l d i n g  c o n f i g u r a t i o n . . .
0 0 : 1 1 : 3 3 :  % PF INIT-SW1 _ SP-5-CONF IG _ SY NC:  
Sy n c ' i n g t h e  s t a r t u p  c o n f i g u r a t i o n  t o  t h e  
s t a n d b y  R o u t e r .  [ OK ]

SWITCH CONSOLE OUTPUT
<…s n i p …>

Co p y r i g h t  ( c )  1 9 8 6-2 0 0 7  b y  Ci s c o  Sy s t e m s ,  In c .
Co m p i l e d  We d  1 0 -Oc t -0 7  0 1 : 0 2  b y  c h r i s v a n
0 0 : 0 2 : 4 2 :  % CR Y PTO-6-ISA K M P_ ON_ OF F :  ISA K M P i s  
OF F
0 0 : 0 2 : 4 2 :  % CR Y PTO-6-ISA K M P_ ON_ OF F :  ISA K M P i s  
OF F
v s s -s d b y >
St a n d b y  c o n s o l e  d i s a b l e d
v s s -s d b y >
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C o nv er s i o n P r o c es s
Co nv ersio n to  V S S
Config u ration for the conv ersion tak es the follow ing  path…

S w itch - 1 S w itch - 2

v s s # s h s w i t ch  v i rt u a l
S w i t ch  m o d e                   :  V i rt u a l  S w i t ch
V i rt u a l  s w i t ch  d o m a i n  n u m b e r :  10
L o ca l  s w i t ch  n u m b e r          :  1
L o ca l  s w i t ch  o p e ra t i o n a l  ro l e :  V i rt u a l  S w i t ch  A ct i v e
P e e r s w i t ch  n u m b e r           :  2
P e e r s w i t ch  o p e ra t i o n a l  ro l e  :  V i rt u a l  S w i t ch  S t a n d b y
v s s -d e m o #

v s s -s d b y >e n a b l e
S t a n d b y  co n s o l e  d i s a b l e d
v s s -s d b y >

B oth sw itches are now  
converted w ith S w itch 1 
as the V S S  A ctive and 
S w itch 2 as the V S S  H ot 
standby

S w itch 2 console is now  
disabled f or normal 
console activity…
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C o nv er s i o n P r o c es s
B o o t-up P rio rity

B y def ault the f irst sw itch to boot w ill assume V S S  A ctive role - this behavior can be changed 
by conf iguring sw itch priority ( higher priority uses a higher number) . S w itch w ith higher 
priority w ill have a higher chance to become active during V S S  boot up.  This priority 
conf iguration only tak es ef f ect af ter a reload of  both sw itches at the same time.

Virtual Switch

VSS#sh sw i t c h v i r t u a l  r o l e  

Switch  Switch Sta tu s   P r e e m p t    P r io r ity   R o l e      Se s s io n  I D
N u m b e r          O p e r ( C o n f )  O p e r ( C o n f )          L o ca l   R e m o te

------------------------------------------------------------------
L O C A L     1      U P       F A L SE ( N )    1 1 0 ( 1 1 0 ) A C T I V E    0       0    
R E M O T E    2      U P       F A L SE ( N )    1 0 0 ( 1 0 0 )   ST A N D B Y   9 1 1 4    1 3 9 1

I n  d u a l -a ctiv e  r e co v e r y  m o d e :  N o

VSS#sh sw i t c h v i r t u a l  r o l e  

Switch  Switch Sta tu s   P r e e m p t    P r io r ity   R o l e      Se s s io n  I D
N u m b e r          O p e r ( C o n f )  O p e r ( C o n f )          L o ca l   R e m o te

------------------------------------------------------------------
L O C A L     1      U P       F A L SE ( N )    1 1 0 ( 1 1 0 ) A C T I V E    0       0    
R E M O T E    2      U P       F A L SE ( N )    1 0 0 ( 1 0 0 )   ST A N D B Y   9 1 1 4    1 3 9 1

I n  d u a l -a ctiv e  r e co v e r y  m o d e :  N o

Switch 1 Switch 2
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H ig h  A v a il a b il ity
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H i gh  Av ai l ab i l i t y
R ed und anc y  S c h emes

Th e  d e f a u l t  r e d u n d a n c y  m e c h a n i s m  b e t w e e n  t h e  2  V SS c h a s s i s  a n d  t h e i r  a s s o c i a t e d  s u p e r v i s o r s  i s  
N SF/ SSO , a l l o w i n g  s t a t e  i n f o r m a t i o n  a n d  c o n f i g u r a t i o n  t o  b e  s y n c h r o n i z e d .  A d d i t i o n a l l y , o n l y  i n  N SF/ SSO  
m o d e  d o e s  t h e  St a n d b y  s u p e r v i s o r  PFC , Sw i t c h  Fa b r i c , m o d u l e s  a n d t h e i r  a s s o c i a t e d  D FC s b e c o m e  
a c t i v e …

V S L

Sh o u l d  a  m i s m a t c h  o f  i n f o r m a t i o n  o c c u r  b e t w e e n  t h e  A c t i v e  a n d  St a n d b y  C h a s s i s , t h e  St a n d b y  C h a s s i s  w i l l  
r e v e r t  t o  RPR m o d e , w h e r e  o n l y  c o n f i g u r a t i o n  i s  s y n c h r o n i z e d , b u t  PFC , Sw i t c h  Fa b r i c  a n d  m o d u l e s  w i l l  n o t  
b e  b r o u g h t  u p

S w i t ch  1
12 . 2 ( 3 3 )S X H 1
Act i v e

S w i t ch  2
12 . 2 ( 3 3 )S X H 1
N S F / S S O

V S L

S w i t ch  1
12 . 2 ( 3 3 )S X H 1
Act i v e

S w i t ch  2
12 . 2 ( 3 3 )S X H 2
R P R
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V i r t u al  S w i t c h i ng S y s t em
I nter Ch assis N S F / S S O

Virtual Switch Hot 
Stan d b y

Virtual Switch A ctiv e

Virtual Switching System

Virtual Switch A ctiv eSwitch I s  d own

Virtual Switching System

Virtual Switch Active incurs a 
sup erviso r o utag e1 2 Stand b y  Sup e rv is o r take s  o v e r as  Virtual s witch 

Activ e
Virtual Switch Stand b y  initiate s  g race f ul re s tart 
N o n Sto p  f o rward ing  o f   p acke ts  will co ntinue  

us ing  hard ware  e ntrie s  as  Switch-2  
as s um e s  activ e  ro le  

N SF  aware  ne ig hb o rs  e x chang e  up d ate s  with 
Virtual Switch Activ e

Switch-1 Switch-2

Switch-2Switch-1
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H i gh  Av ai l ab i l i t y
N S F  A w are L ay er 3  N eig h b o rs

N S F  f eature w ith S S O  minimiz es the amount of   traf f ic loss f ollow ing supervisor 
sw itchover w hile continuing to f orw ard traf f ic using hardw are entries.  I n V S S  environment 
this f eature is req uired to minimiz e traf f ic disruption in the event such as supervisor 
f ailure that causes supervisor sw itchover.   

� N SF-a w a r e  a n d  N SF-c a p a b l e  r o u t e r s  p r o v i d e  f o r  t r a n s p a r e n t  
r o u t i n g  p r o t o c o l  r e c o v e r y
� G ra c efu l  rest a rt  ex t ensions ena bl e neighbor rec ov ery w it hou t  
reset t ing a d j a c enc ies
� R ou t ing d a t a ba se re-sync hroniz a t ion oc c u rs in t he ba c k grou nd
� A n  N SF-c a p a b l e  r o u t e r  c o n t i n u o u s l y  f o r w a r d s  p a c k e t s  d u r i n g  a n  
SSO   p r o c e s s o r  r e c o v e r y
� E I G R P ,  O S P F ,  I S -I S  a nd  BG P  a re N S F  c a p a bl e a nd  a w a re p rot oc ol s
� S u p 7 2 0 ,  S u p 3 2 ,  S u p  I V/ V a nd  C a t 3 7 x x  su p p ort s N S F  fu nc t iona l it y

SiSiSiSi

N eighb o rs sho uld  
b e N SF -A ware
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A c t iv e Ho t  St a n d b y

S w i t ch  1 S w i t ch  2

V S L

H i gh  Av ai l ab i l i t y
D ual -A c tiv e D etec tio n

I f  the entire V S L  bundle should happen to go dow n,  the V irtual S w itching S ystem D omain w ill 
enter a D ual A ctive scenario w here both sw itches transition to A ctive state and share the same 
netw ork  conf iguration ( I P  addresses,  M A C address,  R outer I D s,  etc…)  potentially causing 
communication problems through the netw ork …

Fo l l o w i n g  t o  D u a l  A c t i v e  s c e n a r i o , i f  t h e  V i r t u a l  
Sw i t c h i n g  Sy s t e m  i s  c o n f i g u r e d  f o r  d u a l -a c t i v e  
d e t e c t i o n  f o l l o w i n g  s t e p s  w i l l  t a k e  p l a c e .
D u a l -A c t i v e  d e t e c t i o n  u s i n g  t h e  d e t e c t i o n  m e t h o d  

e n a b l e d  i n  t h e  s y s t e m .   D u a l -A c t i v e  p r o t o c o l s  
a r e  Pa g p + , Fa s t  He l l o  a n d  I P B FD  

1

D u a l -A c t i v e  r e c o v e r y ,  w h e n  V SL  r e c o v e r s  , t h e  s w i t c h  
t h a t  h a s  a l l  i t ’s  i n t e r f a c e s   b r o u g h t  d o w n  i n  t h e  
p r e v i o u s  s t e p  w i l l  r e l o a d  t o  b o o t  i n  a  p r e f e r r e d  
s t a n d b y  s t a t e

Fu r t h e r  n e t w o r k  d i s r u p t i o n  i s  a v o i d e d  b y  b r i n g i n g  
d o w n  V SS a c t i v e  s w i t c h  i n t e r f a c e s  c o n n e c t e d  t o  
n e i g h b o r i n g  d e v i c e s  .

2

3

Ho t  St a n d b y A ctiv e
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V i r t u al  S w i t c h i ng S y s t em  
D ual  A c tiv e—Enh anc ed  P A g P

� E nha nc ed  P A gP  p rov id es a  new  T L V w hic h u ses t he I D  ( M A C  a d d ress)  of t he a c t iv e sw it c h.  O nl y t he A C T I VE  sw it c h origina t es eP A gP  m essa ges in norm a l  m od e
� I n norm a l  op era t ions a l l  enha nc ed  P A gP  neighbors refl ec t s I D  of a n a c t iv e sw it c h ba c k  u p st rea m  on bot h u p l ink s
� O nc e t he VS L  bu nd l e goes d ow n sw it c h 2  goes a c t iv e,  it  genera t e it s ow n eP A gP  m essa ge w it h it s ow n I D  v ia  eP A gP  su p p ort ing neighbor t o sw it c h 1

ePAgP:
S w i t c h  1  
i s  Ac t i v e

Normal Mode

D u al A c t i v e D et ec t i on

e P A g P :  
S w i t ch  1
i s  A ct i v e

e P A g P :
S w i t ch  2 
i s  A ct i v e

cr2-6 5 0 0 -v ss# sh switch v irtual d ual-activ e summary
P agp  d ual-activ e d etectio n enab led :  Y es
B f d  d ual-activ e d etectio n enab led :  Y es
N o  interf aces ex clud ed  f ro m shutd o wn in
reco v ery mo d e
I n d ual-activ e reco v ery mo d e:  Y es
T riggered  b y:  P A gP  d etectio n
T riggered  o n interf ace:  G i2/ 8 / 19
R eceiv ed  id :  0 0 19 . a9 27 . 3 0 0 0
E x p ected  id :  0 0 19 . a9 24 . e8 0 0
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V i r t u al  S w i t c h i ng S y s t em  
D ual  A c tiv e R ec o v ery —Enh anc ed  P A g P
� S w it c h 1  d et ec t s t ha t  sw it c h 2  is now  a l so a c t iv e t riggering d u a l  a c t iv e c ond it ion t hu s sw it c h 1  brings 

d ow n a l l  t he l oc a l  int erfa c es t o a v oid  net w ork  inst a bil it y
� U nt il  VS L  l ink  rest ora t ion oc c u rs,  sw it c h 1  is isol a t ed  from  t he net w ork ;  onc e t he VS L  l ink  c om es u p ,  

t he rol e negot ia t ion d et erm ines t ha t  sw it c h 1  need s t o c om e u p  in S T A N D _ BY  m od e henc e it  reboot s 
it sel f;  fina l l y,  a l l  int erfa c e on sw it c h 1  a re brou ght  on l ine a nd  sw it c h 1  a ssu m es S T A N D _ BY  rol e

� I f a ny c onfigu ra t ion c ha nge oc c u rs d u ring t he d u a l  a c t iv e rec ov ery st a ge,  t he rec ov ered  syst em  w il l  go 
in R P R +  m od e a nd  w il l  req u ire m a nu a l  int erv ent ion

S w i t ch  1  
A l l  

I n t e rf a ce s  
D o w n

D ual A ctive R ecovery

S w i t ch  1  
R e b o o t  a n d  
C o m e s  U p  i n  
S T A N D _ B Y  

M o d e

V S S  R estoration

S w i t ch  2 i n
A C T I V E  
M o d e
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V i r t u al  S w i t c h i ng S y s t em  
D ual  A c tiv e R ec o v ery —Enh anc ed  P A g P
� eP A gP  d u a l  a c t iv e d et ec t ion is ena bl ed  by d efa u l t ,  how ev er sp ec ific  M E C  

grou p  m u st  be t ru st ed  v ia  C L I  
N eed  t o ex p l ic it l y t ru st  enha nc ed  P A gP  neighbors a nd  req u ires M E C  
in a d m in d ow n st a t e (  bot h a d d  a nd  rem ov e t he t ru st )
P A gP  p rot oc ol  m u st  be ru nning on M E C  l ink s – L 2  or L 3

� eP A gP  is su p p ort ed  in:
6 5 0 0  in 1 2 . 2 ( 3 3 ) S X H  a nd  4 5 0 0  in 1 2 . 2 ( 4 4 ) S G
3 7 5 0 ,  w il l  su p p ort  p a gp +  in u p c om ing rel ea se  c a l l ed  1 2 . 2 ( 4 6 ) S E

� U se “ex c l u d e int erfa c e” op t ion t o k eep  sp ec ified  p ort  
t o rem a in u p  d u ring t he d u a l  a c t iv e rec ov ery,  e. g. ,  d esigna t ed  
m a na gem ent  p ort

cr2-6 50 0 -v s s ( co n f i g ) # s w i t ch  v i rt u a l  d o m a i n  10  
cr2-6 50 0 -v s s ( co n f i g -v s -d o m a i n ) # d u a l -a ct i v e  d e t e ct i o n  p a g p  t ru s t  ch a n n e l -g ro u p  20 5
cr2-6 50 0 -v s s ( co n f i g -v s -d o m a i n ) # d u a l -a ct i v e  e x cl u d e  i n t e rf a ce  < p o rt >
cr2-6 50 0 -v s s # s h  s w i t ch  v i rt u a l  d u a l -a ct i v e  p a g p  
P A g P  d u a l -a ct i v e  d e t e ct i o n  e n a b l e d :  Y e s
P A g P  d u a l -a ct i v e  v e rs i o n :  1. 1
C h a n n e l  g ro u p  20 5 d u a l -a ct i v e  d e t e ct  ca p a b i l i t y  w / n b rs
D u a l -A ct i v e  t ru s t e d  g ro u p :  Y e s

D u a l -A ct i v e      P a rt n e r              P a rt n e r   P a rt n e r
P o rt       D e t e ct  C a p a b l e   N a m e                  P o rt       V e rs i o n
G i 1/ 8 / 19   Y e s              cr7 -6 50 0 -3            G i 5/ 1     1. 1
G i 1/ 9 / 19   Y e s              cr7 -6 50 0 -3            G i 6 / 1     1. 1

E n a b l e  T ru s t  
o n  M E C
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V i r t u al  S w i t c h i ng S y s t em
Co nf ig uratio n

switch virtual domain 10
switch mode virtual
switch 1 p riority  110
switch 2  p riority  100
dual-active  de te ction p ag p  trust channe l-g roup  2 02

S w i t ch  2inte rf ace  P ort-channe l2
descrip tion  V S L  L in k  f rom S witch 2n o switchp ort
n o ip  addressswitch virtual link  2
mls q os trust cos
n o mls q os chan n el-con sisten cyin terf ace ran g e ten G ig ab itE thern et 1 / 4  – 5
channe l-g roup  1 mode  on

S w i t ch  1inte rf ace  P ort-channe l1
descrip tion  V S L  L in k  f rom S witch 1
n o switchp ortn o ip  address
switch virtual link  1mls q os trust cos
n o mls q os chan n el-con sisten cyin terf ace ran g e ten G ig ab itE thern et 1 / 4  – 5
channe l-g roup  1 mode  on

i n t e r f a c e  G i g a b i t E t h e r n e t 2/ 8/ 23
d e s c r i p t i o n  A c c e s s  S w i t c h
s w i t c h p o r t
s w i t c h p o r t  t r u n k  e n c a p s u l a t i o n  d o t 1q
s w i t c h p o r t  t r u n k  n a t i v e  v l a n  20 2
s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  2, 10 2
< s n i p >
c h a n n el -p r o t o c o l  p a gp
c h a n n el -gr o u p  2 0 2  m o d e d es i r a b l e

i n t e r f a c e  G i g a b i t E t h e r n e t 1/ 8/ 23
d e s c r i p t i o n  A c c e s s  S w i t c h
s w i t c h p o r t
s w i t c h p o r t  t r u n k  e n c a p s u l a t i o n  d o t 1q
s w i t c h p o r t  t r u n k  n a t i v e  v l a n  20 2
s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  2, 10 2
< s n i p >
c h a n n el -p r o t o c o l  p a gp
c h a n n el -gr o u p  2 0 2  m o d e d es i r a b l e i n t e rf a ce  P o rt -ch a n n e l 20 2

d e s c r i p t i o n  A c c e s s  S w i t c h
s w i t c h p o r t
s w i t c h p o r t  t r u n k  e n c a p s u l a t i o n  d o t 1q
s w i t c h p o r t  t r u n k  n a t i v e  v l a n  20 2
s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  2, 10 2
s w i t c h p o r t  m o d e  t r u n k
s w i t c h p o r t  n o n e g o t i a t e

M E C

VSL

33

22

1
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H i gh  Av ai l ab i l i t y
D ual -A c tiv e D etec tio n:  V S L P  F ast H el l o

I t  i s  a  n e w  f e a t u r e  w i l l  b e  a v a i l a b l e  i n  1 2 . 2 ( 3 3 ) SX I  s o f t w a r e  r e l e a s e .  D u a l -A c t i v e  h e a r t b e a t  m e s s a g e s  a r e  
e x c h a n g e d  o v e r  a  h e a r t  b e a t  l i n k  b e t w e e n  s w i t c h -1  a n d  s w i t c h -2 .  I n f o r m a t i o n  s u c h  a s  Sw i t c h -i d , Pr i o r i t y  a n d  
Pe e r  s t a t e  i n f o r m a t i o n  e x c h a n g e d  t o  d e t e r m i n i s t i c a l l y  d e c i d e  t h e s w i t c h  r o l e  d u r i n g  d u a l -a c t i v e  d e t e c t i o n .

H o t  S t a n d b y Act i v e

S w i t ch  1 S w i t ch  2

VSL PVSL P VSL PVSL P

H o t  S t a n d b y Act i v e

S w i t ch  1 S w i t ch  2

VSL PVSL P VSL PVSL P

Su b s e q u e n t  t o  D u a l  A c t i v e  e v e n t , d u a l  a c t i v e  d e t e c t i o n  t a k e s  p l a c e  a n d  s w i t c h -1  w i l l  b r i n g  
d o w n   a l l  i t ’s  l o c a l  i n t e r f a c e s  *
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H i gh  Av ai l ab i l i t y
D ual -A c tiv e D etec tio n:  V S L P  F ast H el l o

T o E na bl e VS L P  F a st  H el l o D u a l  A c t iv e d et ec t ion m ec ha nism .  N ew  p rot oc ol  need s t o be ena bl ed  on hea rt bea t   l ink  
a s w el l  gl oba l l y u nd er Virt u a l  S w it c hing S yst em  d om a in c onfig m od e.  C onfigu ring m ore t ha n one hea rt  bea t  l ink  is 
a l l ow ed  u sing t his p rot oc ol  for red u nd a nc y p u rp oses 
1. E n a b l e  g l o b a l l y
V S S # c onf t
E nte r  c onf ig u r ation c ommand s ,  one  p e r  l ine .   E nd  w ith  C N T L / Z
V S S ( c onf ig ) # s w itc h v ir tu al  d omain 1
V S S ( co n f i g -v s -d o m a i n ) # d u a l -a ct i v e d e t e ct i o n  f a s t -h e l l o
2. E n a b l e  a t  i n t e rf a ce  l e v e l
V S S # c onf t
V S S ( c onf ig ) # int r ang e  g ig  1/ 9 / 5  ,  g ig 2 / 9 / 5
V S S ( co n f i g -i f -ra n g e ) # d u a l -a ct i v e f a s t -h e l l o

C onfigu ra t ion a nd  p rot oc ol  op era t iona l  st a t u s c a n be v erified  u sing fol l ow ing show  c om m a nd
V S S # s h s w itc h  v ir tu al  d u al -ac tiv e  f as t-h e l l o 
F a s t -h e l l o  d u a l -a ct i v e  d e t e ct i o n  e n a b l e d :  Y e s
F as t-h e l l o d u al -ac tiv e  inte r f ac e s :
P or t       S tate  ( l oc al  onl y )
-----------------------------
G i 1/ 9 / 5    L i n k  u p   
G i 2/ 9 / 5    -
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H a rdw a re  
R e q uire m e nts
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H ar dw ar e and S o f t w ar e  R eq u i r em ent s
I n order to enable the V irtual S w itching S ystem f eature and conf igure the V irtual S w itch L ink s 
( V S L )  betw een 2 Catalyst 6 5 0 0  chassis,  the new  Catalyst 6 5 0 0  V irtual S w itching S upervisor 7 20  
is req uired to be used.  I t is the only S upervisor that w ill support V S S  as it supports both the 
new  P F C3C/ X L  f orw arding engine…

Th e  PFC 3 C / X L  c o n t a i n s  n e w  
h a r d w a r e  t o  s u p p o r t  t h e  e x t r a  L TL  
i n d i c e s  a n d  m a p p i n g s  r e q u i r e d  t o  
f o r w a r d  t r a f f i c  a c r o s s  m u l t i p l e  
p h y s i c a l  c h a s s i s , l o o k u p  
e n h a n c e m e n t s  a s  w e l l  a s  M A C  
a d d r e s s  t a b l e  h a n d l i n g  
e n h a n c e m e n t s …

V S -S 7 20 -10 G -3C/ X L

12.2(33)SXH1 or later; current recommendation is 12.2(33)SXH2(a)
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H ar dw ar e R eq u i r em ent s
V S L -Capab l e I nterf ac es

The V S L  is a special link  that req uires ex tra headers to be imposed onto the f rame.  These 
req uire new  port A S I Cs that ex ist only on the 10  G igabitEthernet interf aces on the f ollow ing 
modules… W S -X 6 7 16 -10 G -3C/ X L  module is supported starting f rom 12. 2( 33) S X H 2*  in non V S L
conf ig

Th e s e  i n t e r f a c e s  a r e  b a s e d  o f f  t h e  
n e w  p o r t  A SI C , a l l o w i n g  f o r  f r a m e s  
a c r o s s  t h e  V SL  t o  b e  e n c a p s u l a t e d  
/  d e -e n c a p s u l a t e d  w i t h  t h e  V SH…

W S -X 6 7 0 8 -10 G -3 C / X L

N o t e  t h a t  t h e s e  i n t e r f a c e s  m a y  a l s o  b e  u s e d  a s  
s t a n d a r d  n e t w o r k  i n t e r f a c e s

WS-X 6 7 1 6 -1 0 G -3 C / X L
s up p ort f or VSL  is  f rom  1 2 . 2 ( 3 3 ) SX I  

on ward s *

VS-S7 20 -10 G -3 C / X L
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H ar dw ar e R eq u i r em ent s
O th er S uppo rted  M o d ul es…

M odules that may ex ist w ith current sof tw are version in the V S S  domain include all W S -X 6 7 x x -
series,  as w ell as S V C-N A M -1 and S V C-N A M -2.  

12. 2( 33) S X H 1
W S -X 6 7 x x
and N A M

12. 2( 33) S X H 1
W S -X 6 7 x x
and N A M

W S -X 6 7 0 8 -10 G -3 C / X L

W S -X 6 7 0 4 -10 G -3 C / X L

W S -X 6 7 4 8 -G E -T X

W S -X 6 7 4 8 -S F PW S -X 6 7 2 4 -S F P

S V C -N AM -1 and 2
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H ar dw ar e R eq u i r em ent s
S erv ic e M o d ul e suppo rt…

O ther modules that may ex ist in the V S S  domain w ith upcoming sof tw are release 12. 2( 33) S X I  is 
S ervice modules F W S M , A CE, I D S M -2 and F W S M .

12.2(33)SXI12.2(33)SXI

Ap p l i ca t i o n  C o n t r o l  E n g i n e ( AC E )

AC E 10 / 2 0 -6 5 0 0 -K 9

W S -S V C -I D S M 2 -K 9

I n t r u si o n  D et ect i o n  S y st em  S er v i ces M o d u l e ( I D S M -2 )

W S -S V C -W I S M -1-K 9

W i r el ess S er v i ces M o d u l e ( W i S M )

W S -S V C -F W M -1-K 9

F i r ew a l l  S er v i ces M o d u l e ( F W S M )
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T r af f i c  F l o w  and 
T o p o l o gy  
C o ns i der at i o ns
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V S S  E nab l ed C am p u s  D es i gn
U nic ast ECM P  T raf f ic  F l o w s

� ECMP follows a similar behavior, l o c a l  
lin k s are p referred  an d  all t raffic  is 
forward ed  ou t  of a loc ally  at t ac hed  lin k

� H ard ware F I B  in sert s en t ries for ECMP 
rou t es u sin g  loc ally  at t ac hed  lin k s

� I f all loc al lin k s fail t he F I B  is p rog rammed  
t o forward  ac ross t he VS L  lin k

cr2-6 50 0 -v s s # s h  i p  ro u t e  10 . 121. 0 . 0  255. 255. 128 . 0  l o n g e r-p re f i x e s
D        10 . 121. 0 . 0 / 17  

[ 9 0 / 3 3 28 ]  v i a  10 . 122. 0 . 3 3 ,  2d 10 h ,  T e n G i g a b i t E t h e rn e t 2/ 2/ 1
[ 9 0 / 3 3 28 ]  v i a  10 . 122. 0 . 27 ,  2d 10 h ,  T e n G i g a b i t E t h e rn e t 1/ 2/ 1
[ 9 0 / 3 3 28 ]  v i a  10 . 122. 0 . 22,  2d 10 h ,  T e n G i g a b i t E t h e rn e t 2/ 2/ 2
[ 9 0 / 3 3 28 ]  v i a  10 . 122. 0 . 20 ,  2d 10 h ,  T e n G i g a b i t E t h e rn e t 1/ 2/ 2

cr2-6 50 0 -v s s # s h  m l s  ce f  10 . 121. 0 . 0  17  s w i t ch  1 
C o d e s :  d e ca p  - D e ca p s u l a t i o n ,  +  - P u s h  L a b e l
I n d e x   P re f i x               A d j a ce n cy              
10 24 0 0  10 . 121. 0 . 0 / 17        T e 1/ 2/ 2         ,  0 0 12. d a 6 7 . 7 e 4 0  ( H a s h :  0 0 0 1)

T e 1/ 2/ 1         ,  0 0 18 . b 9 6 6 . e 9 8 8  ( H a s h :  0 0 0 2)

Four ECMP 
En t ri e s

T w o FI B  
En t ri e s

T e 1/ 2 / 2

T e 1/ 2 / 1

S w i t c h  1

SiSi SiSi
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V S S  E nab l ed C am p u s  D es i gn
M ul tic ast T raf f ic  F l o w s—L ay er 2  A c c ess

� VS S  rep resen t s a sin g le mu lt ic ast  rou t er, 
t herefore a sin g le PI M j oin  is sen t  
u p st ream, simp lified  ac c ess mu lt ic ast  
t op olog y

� W it h MEC, mu lt ic ast  t raffic  is forward ed  
via loc al lin e c ard  an d  d oes eg ress 
rep lic at ion  when  D F C lin e c ard s available  

� S in g le, log ic al, mu lt ic ast  rou t er elimin at es 
t he n on -R PF  t raffic , effic ien t ly  u t iliz in g  
u p lin k s

P I M  
J o in

Single L o gical M ulticast 
D esignated  R o uter and  I G M P  Q uerier 

SiSi SiSi
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V S S  E nab l ed C am p u s  D es i gn
M ul tic ast T raf f ic  F l o w s—L ay er 3  A c c ess

� I n  rou t ed  ac c ess en viron men t s 
u se of ac c ess t o d ist ribu t ion  ECMP u p lin k s 
c an  resu lt  in  mu lt ic ast  t raffic  forward ed  
over t he VS L  lin k s

� VS S  rep resen t s a sin g le 
mu lt ic ast  rou t er

� A c c ess PI M j oin s are sen t  based  on  first  
en t ry  in  t he rou t in g  t able ou t  of t he t wo 
ECMP p at hs t oward s t he R P

� VS S  sen d s PI M j oin s u p st ream 
on  on e of it ’s u p lin k s

� I f t he j oin s are n ot  sen t  t o ‘an d ’ from t he 
same p hy sic al VS S  swit c h y ou  c an  g et  
mu lt ic ast  t raffic  p assin g  ac ross t he VS L  
lin k  

E C M P  
U p link s

SiSiSiSi

E C M P  
U p link s

P I M  
J o in

P I M  
J o in



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 48B R K R S T -3 4 6 8
1 4 5 1 6 _ 0 4 _ 2 0 0 8 _ c 2

V S S  E nab l ed C am p u s  D es i gn
Co re D esig n

� I n  a fu ll mesh d esig n  t wo c on fig u rat ion  
op t ion s ex ist  for c on n ec t in g  VS S  in  t he 
d ist ribu t ion  u p st ream t o t he c ore
4  x  ECMP lin k s
2  MEC lin k s 
( resu lt s in  2  x  ECMP lin k s)

� B ot h MEC an d  H W  F I B  p refer loc al lin k s for 
eg ress

� U n ic ast  t raffic  t ak es t he op t imal p at h in  bot h 
c ases ( n o c ross VS L  t raffic  d u e t o t he u se of 
on e vs.  t he ot her)

SiSiSiSi

SiSiSiSi
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V S S  E nab l ed C am p u s  D es i gn
Co re - ECM P  &  M EC - M ul tic ast T raf f ic

� PI M j oin s will be sen t  on  a sin g le L 3  p at h 
u p st ream

� I n  t he ECMP c on fig u rat ion , mu lt ic ast  t raffic  
on ly  u ses a sin g le lin k  ou t  of fou r available.  

� T raffic  t ak es t he op t imal p at h in  bot h c ases ( n o 
c ross VS L  t raffic  d u e t o t he u se of on e 
c on fig u rat ion  vs.  t he ot her)

� H owever, if t he PI M j oin  c ome from c ore 
t oward  t he ac c ess lay er ( man y  t o man y  
mu lt ic ast  sou rc es)  t hen  MEC t o t he c ore is 
rec ommen d ed  d esig n  op t ion

� MEC in  t he c ore p rovid es c on sist en t  mu lt ic ast  
c on verg en c e as in c omin g  in t erfac e remain s 
t he same d u rin g  t he swit c hover

SiSiSiSi
PI M 
J oi n

SiSiSiSi
PI M 
J oi n
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V S S  E nab l ed C am p u s  D es i gn
Co re - ECM P  &  M EC - L ink  R ec o v ery

� MEC c on verg en c e is c on sist en t , in d ep en d en t  of 
t he n u mber of rou t es 

� ECMP c on verg en c e is d ep en d en t  on  t he 
n u mber of rou t es

0
0. 1
0. 2
0. 3
0. 4
0. 5
0. 6
0. 7
0. 8
0. 9
1

MEC ECMP

SiSiSiSi

SiSiSiSi

Se
co

nd
s o

f L
os

t V
oic

e

Note: All results are based on pre-F C S  c ode and w i ll be v eri f i ed and 
i nc luded i n upc om i ng  E S E  D esi g n G ui de
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V S S  E nab l ed C am p u s  D es i gn
Co re - ECM P  &  M EC - L o ad  B al anc ing

� MEC hashes t o eig ht  valu es u sin g  a X O R  alg orit hm 
( Cisc o Cat aly st  6 5 0 0  S eries)

� ECMP hashes t o 1 6  valu es an d  u ses a more 
c omp lex  mod u lo alg orit hm

� ECMP t en d s t o have bet t er fairn ess when  evalu at ed  
ag ain st  en t erp rise t raffic  flows

0

5 0

1 00

M E C E C M P

SiSiSiSi

SiSiSiSi

Lo
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 pe
r L

ink
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SiSiSiSi

V S S  E nab l ed C am p u s  D es i gn
F ail ure R ec o v ery
� MEC or ECMP are the primary recovery mechanisms for all link or 
nod e failu res

SiSiSiSi
SiSiSiSi

VSS M emb er F ailure

SiSiSiSi

A ccess link  F ailureU p link  F ailure
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V S S  E nab l ed C am p u s  D es i gn
Capac ity  P l anning  f o r th e V irtual  S w itc h  L ink

� Cap ac it y  p lan n in g  an d  lin k  siz in g  for 
VS S  is almost  id en t ic al t o t rad it ion al mu lt ilay er 
d esig n  

� T he on ly  t raffic  t hat  shou ld  flow ac ross t he VS L  
u n d er n ormal c on d it ion s is c on t rol p lan e t raffic

� I n  an  ac c ess swit c h u p lin k  failu re half of t he 
d own st ream t raffic  will be forward ed  ac ross t he 
VS L  lin k

� Con t rol p lan e load  is very  small an d  sen t  wit h st ric t  
p riorit y  over t he VS L  lin k

� R ed u n d an c y  of t he VS L  is c rit ic al an d  shou ld  t ak e 
p riorit y  over c ap ac it y  p lan n in g

SiSiSiSi
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V S S  E nab l ed C am p u s  D es i gn
S T P  O ptimiz atio n
� Mak e su re VS S  remain s root  of all VL A N s
� D o n ot  u se loop  g u ard  as it  will d isable t he en t ire 
MEC c han n el on  fau lt  d et ec t ion  

� U se root  g u ard  at  t he ed g e p ort  t o p rot ec t  ex t ern al 
swit c h in t rod u c in g  su p erior B PD U s, e. g . , t emp orary  
c on n ec t ivit y  

� B PD U  g u ard  an d  root  g u ard  are mu t u ally  ex c lu sive
� Port F ast  an d  B PD U  g u ard  is st ill n ec essary  at  t he 
ed g e swit c h t o p reven t  ac c id en t al loop  in t rod u c e 
eit her d u e t o u ser error or t op olog y  c han g e

B P D U  G uard  o r 
R o o t G uard ,
P o rtF ast 

ST P  R o o t
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VSS Enabled Campus Design
S ummary
� VS S  en ables hig hly  available c amp u s 
wit h  su b-sec on d  c on verg en c e wit hou t  
t he c omp lex it y  of man ag in g  d u al n od e at  
d ist ribu t ion  lay er

� Elimin at es F H R P c on fig u rat ion
� Mu st  u se L 2  MEC t o c reat e loop  free 
t op olog y , S T P shou ld  remain ed  en abled

� U se of L 3  MEC sig n ific an t ly  imp roves 
c on verg en c e for mu lt ic ast  t raffic

� En abled  N S F  in  ad j ac en t  rou t ed  d evic es 
for bet t er c on verg en c e
U se d efau lt  H ello an d  H old  t imers for 
EI G R P &  O S PF

� U se S T P t ool k it s g u id an c e ap p lic able t o 
loop  free “V” shap e d esig n

SiSiSiSi

Active
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Operational 
M anag em ent and  
I S S U
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O p er at i o nal  M anagem ent
Single point of management :  S l o t/ P o rt N umb ering

After conversion, port definitions for switches within the Virtua l  S witch D om a in inherit the 
C ha ssis I D  a s pa rt of their na m ing  convention…

Router#s h ow i p i n terf a c e b ri ef
Interface              IP-A d d res s       O K ?  M eth o d  S tatu s                 Pro to co l
V l an1                   u nas s i g ned       Y E S  N V R A M   u p             u p
Po rt-ch annel 1           u nas s i g ned       Y E S  N V R A M   u p                  u p
T e1 / 1 / 1  1 0 . 1 . 1 . 1         Y E S  u ns et  u p                     u p
T e1 / 1 / 2 1 9 2 . 1 6 8 . 1 . 2      Y E S  u ns et  u p                    u p
T e1 / 1 / 3 u nas s i g ned       Y E S  u ns et  u p                    u p
T e1 / 1 / 4 u nas s i g ned       Y E S  u ns et  u p                    u p
G i g ab i tE th ernet1 / 2 / 1 1 0 . 1 0 . 1 0 . 1       Y E S  u ns et  u p                     u p
G i g ab i tE th ernet1 / 2 / 2 1 0 . 1 0 . 1 1 . 1       Y E S  u ns et  u p                     u p
G i g ab i tE th ernet2 / 1 / 1 u nas s i g ned       Y E S  u ns et  u p                     u p
G i g ab i tE th ernet2 / 1 / 2  u nas s i g ned       Y E S  T F T P   u p                     u p
G i g ab i tE th ernet2 / 1 / 3 u nas s i g ned       Y E S  T F T P   u p                     u p
T e2 / 1 / 4 u nas s i g ned       Y E S  T F T P   u p                    u p
T e2 / 1 / 5  u nas s i g ned       Y E S  T F T P   u p                     u p
< s ni p >

Router#s h ow i p i n terf a c e b ri ef
Interface              IP-A d d res s       O K ?  M eth o d  S tatu s                 Pro to co l
V l an1                   u nas s i g ned       Y E S  N V R A M   u p             u p
Po rt-ch annel 1           u nas s i g ned       Y E S  N V R A M   u p                  u p
T e1 / 1 / 1  1 0 . 1 . 1 . 1         Y E S  u ns et  u p                     u p
T e1 / 1 / 2 1 9 2 . 1 6 8 . 1 . 2      Y E S  u ns et  u p                    u p
T e1 / 1 / 3 u nas s i g ned       Y E S  u ns et  u p                    u p
T e1 / 1 / 4 u nas s i g ned       Y E S  u ns et  u p                    u p
G i g ab i tE th ernet1 / 2 / 1 1 0 . 1 0 . 1 0 . 1       Y E S  u ns et  u p                     u p
G i g ab i tE th ernet1 / 2 / 2 1 0 . 1 0 . 1 1 . 1       Y E S  u ns et  u p                     u p
G i g ab i tE th ernet2 / 1 / 1 u nas s i g ned       Y E S  u ns et  u p                     u p
G i g ab i tE th ernet2 / 1 / 2  u nas s i g ned       Y E S  T F T P   u p                     u p
G i g ab i tE th ernet2 / 1 / 3 u nas s i g ned       Y E S  T F T P   u p                     u p
T e2 / 1 / 4 u nas s i g ned       Y E S  T F T P   u p                    u p
T e2 / 1 / 5  u nas s i g ned       Y E S  T F T P   u p                     u p
< s ni p >

P O R T  N U M B E R I N G :     < C H AS S I S -I D > < S L O T -N U M B E R > < P O R T -N U M B E R >P O R T  N U M B E R I N G :     < C H AS S I S -I D > < S L O T -N U M B E R > < P O R T -N U M B E R >

Chassis-I D  W I L L  A L W A Y S  b e  e it he r  a “1” o r  a “2”
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O p er at i o nal  M anagem ent
O peratio nal  Co nsid eratio ns

�Avoid preempt configuration between VSS switches
�Avoid mak ing changes to the configuration during VSS dual  active recovery .  T his wil l  l ead to manual  sy ncing of the configuration and reboot
� B eware of SP AN  usage

Avoid repl ication between chassis which can l ead to higher VSL  l ink  util iz ation
D istributed SP AN  req uires l atest I O S 1 2 . 2 ( 3 3 ) SX H 2 ( a)

� R el oad vs “redundancy  force fail over”
R el oad causes both VSS chassis to reboot
U se “redundancy  force fail over” option to manage both singl e chassis or dual  chassis reboot

�Avoid “write erase” to copy  new startup configuration.  T his wil l  erase switch numbers stored in N VR AM  and subseq uent reboot wil l  cause both switches to come up in standal one mode.  O ne has to use “switch set switch_ num < 1 / 2 >  command onl y  after both switches are rebooted as the C L I  to set switch number is N O T  avail abl e in VSS mode
� C I SC O -VI R T U AL -SW I T C H -M I B  has been defined to support SN M P  access to the Virtual  Switching Sy steming C onfiguration - the fol l owing M I B  variabl es are accessibl e to an SN M P  manager
� I n a Virtual  Switching Sy stem,  with both D ata P l anes active,  N etfl ow data col l ection is performed on each Supervisor’s P F C   and  on each L ine cards D F C s - whil e N etfl ow ex port is onl y  performed by  VSS Active Supervisor  and D F C s that are capabl e of performing direct ex port
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V S S  S o f t w ar e U p gr ade,  p r e 1 2 . 2 ( 3 3 ) S X I
1 . P reparati on S teps 

a) E nsure th e old i m ag e and new  i m ag e f i les 
are i nstalled to th e loc al f i le sy stem s on both  
S uperv i sor m odules

b) C onf i g ure th e boot reg i ster to auto-load th e 
spec i f i ed sof tw are i m ag e f i le

c ) C onf i g ure th e boot stri ng  to load th e new  
sof tw are i m ag e

2 . R eset th e standby  S uperv i sor and ensure i t boots 
suc c essf ully  to R P R  m ode ( S T AND B Y  C O L D ) .  H ot 
S tandby  m odules are pow er dow n and not f orw ardi ng  
traf f i c  at th i s poi nt ,  f orw ardi ng  c apac i ty  w i ll be dow n 
to 5 0 %

3 . F orc e a S uperv i sor sw i tc h ov er,  f orw ardi ng  c apac i ty  
drops to 0 % .   S tandby  S uperv i sor c onti nue to boot 
and bec om e th e new  AC T I V E .  O ld ac ti v e S uperv i sor 
w i ll reset and load th e old i m ag e and boot to 
S T AND B Y  C O L D  ( R P R )  state

S T A N D B Y  C O L D

Pr
ep
ara

tio
n S

tep
s

Ex
ec
ute

 U
pg
rad

e SiSi SiSi
VSS A c t i v e VSS St a n d b y  H o t

W S-X 6 7 0 8 -1 0 G W S-X 6 7 0 8 -1 0 G

VSLVSL

VSS St a n d b y  C o l d

1 2 3

10 0
%

50 %

4 5

RVSS St a n d b y  C o l dVSS A c t i v eVSS St a n d b y  C O L D

4 . T ri al P h ase
5 . M odi f y  boot v ari able on S w i tc h -1  and reload sw i tc h -1  

suc h  th at i t boots up w i th  new  sof tw are i m ag e.   
F orw ardi ng  c apac i ty  w i ll  resum e bac k  to 1 0 0 %

VSS St a n d b y  H O TR

Switch-1 Switch-2

=  O l d  V e r s i o n

=  N e w  V e r s i o n

R = R e s e t

S O =  S w i t c h o v e r

S O

S W 2

S W 1/ S W 2

S W 1
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I n Ser v ic e Softw ar e U pgr ad e pr oc es s  P h as e-1  
Full Image upgrade

1 . B ef ore I S S U  sof tw are upg rade,  V S S  S w i tc h -1  and 2  w i ll 
be runni ng  O ld sof tw are i m ag e.  M ak e sure Ac ti v e and 
S tandby  runni ng  a  sof tw are v ersi on th at i s c om pati ble 
to perf orm  I S S U

S T A N D B Y  C O L D

SiSi SiSi
VSS A c t i v e VSS St a n d b y  H o t

W S-X 6 7 0 8 -1 0 G W S-X 6 7 0 8 -1 0 G

VSLVSL

R

VSS St a n d b y  C o l d

VSS St a n d b y  H O T

R

Pr
ep

ara
tio

n
St

ep
s

Ex
ec

ute
Up

gr
ad

e

12.2(33)SXI will be The first release of software that will 
hav e su p p ort for ISSU  

VSS St a n d b y  H o t

1 2 3

10 0
%

50 %

4 5

4 . I S S U  Ac c eptv ersi on I f  netw ork  i s stable i ssue “
I S S U  ac c eptv ersi on “ w h i c h  stops th e rollbac k  
ti m er,  oth erw i se I S S U  proc ess w i ll aborted 
i nterm edi ately .

5 . I S S U  C om m i tv ersi on O nc e th e i m ag e i s tested and ready  
to be rolled out . .  I S S U  c om m i tv ersi on w i ll reload th e 
standby  to boot up w i th  new  sof tw are v ersi on

Switch-1 Switch-2

VSS A c t i v e

=  O l d  V e r s i o n
=  N e w  V e r s i o n

R = R e s e t

S O
= S w i t c h o v e r

S O

S W 2 S W 1 S W 1

3 . I S S U  runv ersi on sw i tc h ov er to th e S tandby  
superv i sor w h i c h  i s already   booted w i th  th e new   
sof tw are v ersi on … O ld ac ti v e  reloads w i th  old 
sof tw are i m ag e  and bec om es S S O  H ot S tandby  . .  

2 . I S S U  loadv ersi on standby  i s reloaded to boot new  
sof tw are i m ag e and i t w i ll be i ni ti ali z ed on S S O  
m ode.   I S S U  i nf rastruc ture allow s c o-ex i stenc e of  
di f f erent sof tw are v ersi on now
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S u m m ary
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Virtual Switching System

V i r t u al  S w i t c h i ng S y s t em
S ummary

Summary
A l l o w s T w o  P hy sic al  Cat al y st  6 5 0 0 ' s t o  o p e r at e  as a sin g l e  
l o g ic al  c at 6 5 0 0  sw it c h.
P r o v id e s S in g l e  M an ag e m e n t  p o in t  f o r  b o t h sw it c he s
R e q u ir e s su p e r v iso r  V S -S 7 20 -10 G -3 C o r  V S -S 7 20 -10 G -
3 CX L
R e q u ir e s 12. 2( 3 3 ) S X H 1 o r  l at e r  
S u p p o r t s W S -X 6 7 X X  l in e  c ar d s  an d  N A M  se r v ic e  m o d u l e  at  
12. 2( 3 3 ) S X H 1 an d  F W S M / W I S M / A CE / I D S M  w il l  b e  
su p p o r t e d  at  f u t u r e  r e l e ase  c al l e d  12. 2( 3 3 ) S X I  
I n t e r -Chassis N S F / S S O  u se d  f o r  su p e r v iso r  f ail o v e r
M u l t i-c hassis E t he r  c han n e l  p r o v id e s n e w  b e n e f it s f o r  S T P  
e l im in at io n  an d  im p r o v e d  r e sil ie n c y  
D u al  A c t iv e  R e c o v e r y  M e c han ism s f o r  V S L  F ail u r e  
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Q and A
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