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ApXuUTekTypa Ha CUrypHa u MUHTerpmpaHa

KOMMjyTepcka Mpexa
3a PUHAHCUCKMU TPpaHCaAKLUUM

BoBepn

ABa npoekTun

Haarpan6a Ha WAN koMyHuKauucka onpemMma BO
dvnmjanute/ekcnosmpyrTure

CurypHa Wireless LAN Mpe)xa BO 3rpaaata Ha baHkaTa
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ApXuUTekTypa Ha CUrypHa u MUHTerpmpaHa

KOMMjyTepcka Mpexa
3a PUHAHCUCKMU TPpaHCaAKLUUM

Llen

= CurypHa v MHTerpmpaHa KOMMjyTepcka Mpexka 3a noaapLluka Ha
AenoBHUTe npouecu Ha BaHkara.

EMPLOYER

=

INFOKIOSK

oo Cisco Expo
2008
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ApXuUTekTypa Ha CUrypHa u MUHTerpmpaHa

KOMMjyTepcka Mpexa
3a PUHAHCUCKMU TPpaHCaAKLUUM

Ce pakoBoaeBMe oA csiegHMBeE INaBHMU 3aaduUnm.:

» [logobpyBare Ha nepdopmMaHcmTe Ha UT cucTeMoT BO Nornea Ha 3rosieMyBakbe Ha
6p3nHaTa Ha paboTaTa Ha anaMkaumuTe, a Co Toa U 3rofieMyBame Ha e(PUKacHOCTa
Ha paboTerweTo BO hmnmnjannte n eKCnosmTypuTe

= 3rofieMyBame Ha CMrypHocTa Ha VT CUCTEMOT CO eHKpuMLmMja Ha MPEXHNOT
coobpakaj cornacHo npenopakute

=  WHTerpuparbe Ha KoprnopaTuBHaTa KoMnjyTepckaTa Mpexa Ha baHkaTa 1 MpexaTa 3a
BUAEO HaA30p LITO 3HA4YM M NoMaan TPOoLIOoLUM 3a OApXKYBare Ha onpeMaTa.

= MeHalLIMEeHT Ha MpeXHaTa onpeMa npeKy curypeH kaHan (SSH) cornacHo
npenopakuTe

= 3rosieMyBame Ha CkanabunHoCTa Ha KoMMjyTepckaTta Mpexa BO nornen Ha
BOBOBE/JlyBatbe Ha HOBU CEPBUCU MPEKY 3roSIEMyBarbe Ha NPOLLECOPCKaTa MOK U
TUNOT Ha XapABEepCcKUTE MOAY/IN BO MpeXHaTta ornpeMa

= CurypHa, onTMMasiHa n npakTuyHa 6e3xnyHa mpexa 3a T nogaplika Ha COCTaHOoUM
Ha MeHaLIMeHTOT Ha baHkaTa

Cisco Expo
2008
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ApXuUTekTypa Ha CUrypHa u MUHTerpmpaHa

KOMMjyTepcka Mpexa
3a PUHAHCUCKMU TPpaHCaAKLUUM

da3m Ha NpoeKTUuTe

= MMnneMmeHTauuja n Tectupame Ha npsobuTtHaTta maeja Bo aoemMo
OKOJIMHA

 [IpunaroayBare COrjlacHoO orpaHumuyyBaraTa o onpeMarta u UT
OKOJIMHaTa

= MMnneMeHTauuja Ha pewieHmjaTa
= [MwunoTt npoayKuUMja HA HEKOJIKY JIOKauum
8 nokauun, 1 VPN Offload pyTep Ha ueHTpanHa siokauuja
= [poaykumja
55 nokauuu, 2 VPN Offload pyTepu Ha ueHTpanHa nokaumja

Cisco Expo
2008
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ApXuUTekTypa Ha CUrypHa u MUHTerpmpaHa

KOMMjyTepcka Mpexa
3a PUHAHCUCKMU TPpaHCaAKLUUM

KopucrteHu onpemMa v cepBucu

=  PyTtepu CISCO 2811 (Sec Bundle)

= Access point-u CISCO AP 1130 AG
= CISCO ACS (Access Control Server)
= Microsoft Active Directory

= Microsoft CA

= Microsoft Share Point

Cisco Expo
2008
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexXHU4YKM onmc Ha KopucteHa onpema

Router Cisco 2811 (Sec Bundle)

- RAM: 256MB

- Flash: 64MB

- Interfaces: integrated 2FE, WIC-1T, WIC-1B-S5/T-V3
- Modules: integrated hardware VPN accelerator

- Cisco I0S: Sec Bundle

Cisco Expo
2008
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexHU4YKO peLwueHume

- QoS Main GRE IPSEC VPN Tunnel
- Tunnel (IPSec + GRE)

Cisco 7606 Cisco 2811 Sec
VPN Offload

Router 1

HQ Router

Brach Router

GRE TUNMNEL INT

j INTERNAL
! NETWORK

Senal

MNetwork nterface
- Cisco 2811 Sec
Cisco 3640 V':i Szozad
—> Backup GRE IPSEC VPN Tunnel 2
GRE IPSEC Tunnel
Video Sec
ISDN .
Cisco Expo

Security Departam 2008
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexHU4YKO peLwueHume

- QoS Main GRE IPSEC VPN Tunnel
- Tunnel (IPSec + GRE)

Cisco 7606 Cisco 2811 Sec
VPN Offload

Router 1

HQ Router

Brach Router

IPsec:
e IPSec encryption, - ;
AES 256 cipher and SHA hash; INTERNAL
e tunnel mode; i

e header payload, ~58 Bytes;
e select/filter packets for encryption

GRE TUNMNEL INT

> with ACL; Cisco 2811 Sec
Cisco 3640 V':i Szozad
—>
GRE IPSEC Tunnel
Video Sec
ISDN .
Cisco Expo

Security Departam 2008
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexHU4YKO peLwueHume
- QO0S
- Tunnel (IPSec + GRE)

Brach Router

GRE TUNMNEL INT

u Senl
Interface

Network S ISDN Main Data
A Interfacy \
Video Back Ug
Sen

GRE IPSEC Tunnel

Main GRE IPSEC VPN Tunnel

Cisco 7606

QoS:
e (parent) shape average, lower
than physical link bandwidth;

¢ (child) CBWFQ, bandwidth;
e select/filter packets with ACL;
e critical + rest app;

Cisco 3640

Video Sec
ISDN

www.kb.com.mk

Security Departam

Cisco 2811 Sec

VPN Offload
Router 1

HQ Router

INTERNAL
NETWORK

Cisco 2811 Sec
VPN Offload
Router 2
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexHU4YKO peLwueHume

- QoS Main GRE IPSEC VPN Tunnel
- Tunnel (IPSec + GRE)

Cisco 7606 Cisco 2811 Sec
VPN Offload

Router 1

HQ Router

Brach Router

GRE TUMNEL INT IP+GRE:
? e GRE encapsulation;
i INTERNAL
; $_, ! J heaqer payload, Transport + AL
Biaak e ~ Carrier over Passenger Protocol,
Network e Vil 20+4 Bytes;
teraod ek vl e ip tcp adjust-mss 1380
Sec ® ip mtu 1420 Cisco 2811 Sec
: VPN Offload
Cisco 3640 Router 2
—>

GRE IPSEC Tunnel

Video Sec
ISDN

crrtamer CISCO EXpPO
2008
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexHU4YKO peLwueHume
Main GRE IPSEC VPN Tunnel

Brach Router

IS

- IP Fragmentation and
Reassembly;

Cisco 7606

Cisco 2811 Sec
VPN Offload
Router 1

HQ Router

INTERNAL

X -- ! - MTU; NETWORK
Brach Lan Senal
Network S ey metece - ICMP (type 3, code 4);

teraod’ C U

Sec Cisco 2811 Sec

. VPN Offload
Cisco 3640 Router 2
(— Backup GRE IPSEC VPN Tunnel 2

GRE IPSEC Tunnel

Video Sec
ISDN

www.kb.com.mk
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexXHUYKO peLwleHue

IP Fragmentation and Reassembly:
e MTU (Maximum Transmission Unit)

e MSS (TCP Maximum Segment Size)

e PMTUD (Path Maximum Transmission Unit Discovery)

e DF bit in IP header

e ICMP (type 3, code 4) "fragmentation needed and DF set"

Problems:

e A router can drop a packet and not send an ICMP message.

e A router can generate and send an ICMP message but the ICMP
message gets blocked by a router or firewall between this router and
the sender.

e A router can generate and send an ICMP message, but the sender
ignores the message.

Cisco Expo
2008
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexXHUYKO peLwleHue

Router Security:
e remote access with SSHv?2

e access only from IT administrator workstations
e [ogin block feature - enabled

e potentially unsecure services - disabled

e password encryption service - enabled

e syslog time stamping - enabled

www.kb.com.mk
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

NMepdopmaHcu Ha VPN offload pytepurte
Ha LeHTpaJsiHa iokauumja

Device Manitor.

Device Monitor

Category Device Monitor 2 -
oty Category Device Monitor Refresh Rate (sec) (1 -
4
100 % i 4
100 100 100
80,
a0 40 0.
B0{
&0 ! B0 0
40
40 40 4.
10
a0 I | 10 | 0
i I | | WM—“/
DIOD D190 0200 DZA 0300 DEW 04DD 04
0 o o
Bhkmory Used % DS 0145 D215 0245 0305 0345 DHIS D45 016 0145 DZ15 0245 0308 (345 0405 D445 D118 0145 D216 0245 0306 0346 D15 D46
Whkemory Used % W Butter Failures % M CPU Busy % -6 sec
4
% %
100 oo
&0 a0
i ! i
40 0
0 ! 0
0100 0130 0100 0Z30 0300 0330 0400 0430 3 Gl B e R N T T e [
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| Stop | Cancel | Print | Help |
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Haarpan6a Ha WAN KOMyHMKauLMCKaTa onpemMma BO

dunnnjanute/eKCcnosnTypure

TexXHUUYKO peLueHue - peanuavmpaHu NJ1aHOBMU

NBAR (Network based Application Recognition) - NBAR, an important component of the
Cisco Content Networking architecture, is a new classification engine in Cisco IOS® Software that
can recognize a wide variety of applications, including Web-based applications and client/server
applications that dynamically assign TCP or User Datagram Protocol (UDP) port numbers. After the
application is recognized, the network can invoke specific services for that particular application.
NBAR currently works with quality-of-service (QoS) features to help ensure that the network
bandwidth is best used to fulfill your business objectives.

CBAC (Context-based access control) — intelligently filters TCP and UDP packets based on
application-layer protocol session information and can be used for intranets, extranets and internets.
You can configure CBAC to permit specified TCP and UDP traffic through a firewall only when the
connection is initiated from within the network you want to protect. (In other words, CBAC can inspect
traffic for sessions that originate from the external network.) However, while this example discusses
inspecting traffic for sessions that originate from the external network, CBAC can inspect traffic for
sessions that originate from either side of the firewall.

Cisco Expo
2008
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3G Wireless High-Speed WAN

-

1\) Cisco WAAS Network Module

... CISCO VMSS Network module

Cisco Expo
2008
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TexHunuko peweHue 3a CurypHa Wireless LAN Mmpexa

BO 3rpapaTta Ha baHkaTa

TexXHU4YKM onmc Ha KopucteHa onpema

CISCO AIRONET 1130AG Authentication
Security Standards

WPA

WPA2 (802.11i)

Cisco TKIP

Cisco message integrity check (MIC)

IEEE 802.11 WEP keys of 40 bits and 128 bits

802.1X EAP types:

EAP-Flexible Authentication via Secure Tunneling (EAP-FAST)

Protected EAP-Generic Token Card (PEAP-GTC)

PEAP-Microsoft Challenge Authentication Protocol Version 2 (PEAP-MSCHAP)
EAP-Transport Layer Security (EAP-TLS)

EAP-Tunneled TLS (EAP-TTLS)

EAP-Subscriber Identity Module (EAP-SIM)

Cisco LEAP

Encryption

AES-CCMP encryption (WPA2)

TKIP (WPA) E

Cisco TKIP ClSCZ%E.EpO
WPA TKIP 0

IEEE 802.11 WEP keys of 40 bits and 128 bits
www.kb.com.mk 18



TexHunuyko peweHue 3a CurypHa Wireless LAN Mmpe)ka

BO 3rpaaaTta Ha baHkarta

TexXHU4YKM onmc Ha KopucteHa onpema

@ Thi'nl-c"l.r"ah'tage Access Connections .

Locations Tools Configure  Services  Help

{1 : e g
ib Find WiFi \_Blj Manage ? Help

Connection Manager

J E Location Profiles || LIl Peer to Peer Community |

Locations; I{iﬂ& 1|.|.|r|.F| 3 v l Disconnect

mrran

B
i

_1
Signal strength  ININENETRERRERERRRRERRERHONINI 100%
Statuz Operational Dretailz
Type Wireless LAN - 802.11g - 54.0 Mbps

J_:IL:- 1':'.:{.}:-:{
Security Yes [B021x AWPAZ / TLS / AES)

www.kb.com.mk
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TexHunuko peweHue 3a CurypHa Wireless LAN Mmpexa

BO 3rpapaTta Ha baHkaTa

TexHU4YKO peLwueHume
802.1X / EAP (Extensible Authentication Protocol)

(( )) *TLS (transport layer security) - aBTEHTUKaLMja

*CCMP/AES Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol (CCMP), Advanced

Encryption Standard - METOA, Ha EHKpUnuuja

PR N I\
// TLS \
L7 Handshake

\ ( A
’ \
’ \
’ \
‘ \
\
\ Network access

CLIENT
DIGITAL CERTIFICATE

{71

CISCO ACS ACTIVE DIRECTORY CA SERVER

Cisco Expo
2008 0
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TexHunuko peweHue 3a CurypHa Wireless LAN Mmpexa

BO 3rpapaTta Ha baHkaTa

TexXHUYKO peLwleHue
CEMEHTALUNJA

<( )> *SSID #1 acoumpaH co VLAN#N
*SSID #2 acounpaHn co VLAN#M

TRUNK
802.1q

Ly N g
[

CLIENT
DIGITAL CERTIFICATE

S S
S S
CISCO ACS ACTIVE DIRECTORY CA SERVER
Cisco Expo

2008 .
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[MPALLAHA

[ywko CepyeBcku

Onueep CtedaHoBCKM

AnekcaHgap MoHeBcku

g
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