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An Evolution of Security Threats
B eyond  W orm s and  V iruses

Theft of 
C u s tom er  D a ta

Fraud

E x t o rt i o n
Information H arv e s ting

Corporate E s pi on ag e M an dat o ry  
D i s c l o s ure

Scams

O r g an i z e d  C r i me

B l ac k mail

Security Breach May Put 40 Million 
C red it C ard  H old ers  at R is k
Saturday, June 18, 2005

A security breach of customer information at a credit card-
p rocessing  comp any has ex p osed as many as 4 0  mil l ion 
cardhol ders of al l  brands to p otential  fraud,  M asterC ard 
I nternational  I nc.  ( search)  said F riday.
T he credit card g iant said its security div ision detected mul tip l e 
instances of fraud that track ed back  to C ardS ystems S ol utions 
I nc.  ( search)  of T ucson,  Ariz . ,  w hich p rocesses transactions for 
bank s and merchants.  About 1 3 . 9  mil l ion of those credit cards at
risk  are M asterC ard-branded cards,  the comp any said

http://www.foxnews.com/story/0,2933,159943,00.html

U S c redit  c ard
f irm  f ig ht s D D o S at t ac k
US credit card processing firm A u th oriz e. N et is figh ting 
a su stained distrib u ted denial  of serv ice ( D D oS)  attack  
th at h as l eft it stru ggl ing to stay  onl ine.
G l en Z immerman,  a spok esman for A u th oriz e. N et' s
parent company ,  L igh tb ridge,  tol d th e B oston G l ob e th at 
th e attack s fol l ow ed an ex tortion l etter.  L igh tb ridge said 
it w as w ork ing w ith  l aw  enforcements official s to track  
dow n th e attack ers.

http://www.theregister.co.uk/2004/09/23/authorize_ddos_attack/

Viruses have teamed up, experts warn
B y  J A C K  K A P I C A
G l ob e an d M ail  U pdate
F riday ,  J un e 03,  2005
T h r e e  d i f f e r e n t  v i r u s e s  h a v e  b e e n  p o s i n g  a n  i n c r e a s i n g  t h r e a t  
b e c a u s e  t h e y  w o r k  t o g e t h e r  i n  w h a t  s e c u r i t y  e x p e r t s  a r e  
c a l l i n g  a  c o -o r d i n a t e d m a l w a r e  a t t a c k .
T h e  a t t a c k  i n v o l v e s  t h r e e  T r o j a n s  — W i n 32. G l i e d e r ,  
W i n 32. F a n t i b a g  a n d  W i n 32. M i t g l i e d e r  — w h i c h  a r e  d i s p l a y i n g  
s i g n s  o f  c o -o r d i n a t i o n  a s  t h e y  s p r e a d  a n d  i n f e c t  c o m p u t e r  
s y s t e m s .  T h e y  c o m b i n e  d i f f e r e n t  c o m p o n e n t s  i n  w a v e s  t o  
c o m p r o m i s e  l a r g e  n u m b e r s  o f  P C s .
http://www.theg lob ea nd ma i l.com/serv let/story/R T G A M .20050
6 03.g tv i ru sj u n3

N ew  c o m p u t er sc am  ho l ds y o u r 
inf o  f o r ranso m
' T ro j an'  enc ry pts f il es, demands $ 2 0 0  f o r k ey
( C N N )  -- C omp uter criminal s hav e l aunched a new  
typ e of onl ine attack  that steal s information,  
encryp ts it,  then demands a ransom from the 
comp uter ow ner to g et the material  back .

http://www.cnn.com/2005/T E CH /i nternet/05/25/ra nsomwa re/i nd ex.html

http://www.secu ri typi peli ne.com/showA rti cle.j html? a rti cleI D = 6 0402129

http://a b cnews.g o.com/T echnolog y/wi reS tory? i d = 8 926 09& CM P = O T
C-R S S F eed s0312

http://ab cn ews.go.com /U S /wireS tory ? id= 25 231 8

Trial Shows How 
Sp am m e rs O p e rat e
Trial of Prolific Spammer Shows How He 
Sen t  1 0  M illion  E -M ails a D ay ,  M ad e 
$ 7 5 0 , 0 0 0  a M on t h
D u ring th e trial ,  prosecu tors focu sed on th ree produ cts 
th at J ay nes h aw k ed:  softw are th at promises to cl ean 
compu ters of priv ate information;  a serv ice for 
ch oosing penny  stock s to inv est in;  and a " F edE x  
refu nd processor"  th at promised $ 7 5 -an-h ou r w ork  b u t 
did l ittl e more th an giv e b u y ers access to a W eb  site of 
del inq u ent F edE x  accou nts.  

L E E S B U R G ,  V a . N o v  14,  20 0 4
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F ac t s  on  t h e  G r oun d:  
R e al  T h r e at s  A f f e c t in g  R e al  N e t w or k s

J am es A nc het a, 
sm al l  t im e 

hac k er f ro m  
Cal if o rnia

A nc het a u sed t hese 
m ac hines t o  m ak e o v er O ne
Hu ndred T ho u sand do l l ars

A nc het a u sed a v ariet y  
o f  m al w are t o  t ak e 
c o nt ro l  o f  4 0 0 ,0 0 0
c o m p u t ers g l o b al l y

• R ent ing  t he m ac hines t o  
sp am m ers

• Inst al l ing  adw are o n t he 
m ac hines

He got caught while 
in f ectin g com p uter s  

us ed  in  weap on s  
r es ear ch b y  the U S  

G ov ’t
S en ten ced  to 5  y ear s  

in  j ail in  M ay  2 0 0 6
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D ata C enter

Public 
I n t e r n e t

C o rp o rate L A N

W i rel es s  L A N

D M Z

B us i nes s  
P artners

R em o te
Si te

E n t e r p r is e  
N e t w o r k

T h e  N e e d f or  a N e w  P ar adig m
Enterp rise Security B usiness N eed s Evolving

R emot e U ser A ccess
R oad w arriors and mob il e 
w ork ers need secu re access to 
internal  corporate resou rces

I n t ern al Seg men t at ion
I ncrease b u siness resil iency  b y  
control l ing resou rce access and 
containing ou tb reak s D M Z

I nternet presence and 
eC ommerce sites mu st b e 
secu red against h ack ers

E x t ran et
T h e netw ork ed b u siness req u ires 
secu re connections w ith  partners

U ser I n t ern et  A ccess
I nternal  u sers need protection 
w h en accessing th e pu b l ic 
I nternet

R emot e Sit e wit h 
I n t ern et  A ccess
Sites w ith  l ocal  I nternet access 
req u ire a compreh ensiv e set 
secu rity  serv ices in a smal l  
footprint

Multip le E nv ironm ents ,  each w ith s p ecif ic 
b us ines s  d riv ers  and  org aniz ational need s
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D ata C enter

Public 
I n t e r n e t

C o rp o rate L A N

W i rel es s  L A N

D M Z

B us i nes s  
P artners

R em o te
Si te

E n t e r p r is e  
N e t w o r k

M e e t in g  N e e ds  R e q uir e s  M an y  Se r v ic e s
C om p lex  L ocation-sp ecific R eq uirem ents

Remote User Access: 
Req u i remen ts

I n tern a l  S eg men ta ti on : 
Req u i remen ts

D M Z  – I n tern et Access –
E x tra n et: Req u i remen ts

Remote S i te w i th  I n tern et 
Access: Req u i remen ts

May R eq uire 
C om p rom is e on 

Protection
O p erational I nef f iciencies  
f rom  Multip le Platf orm s  

and  C ons oles
C om p lex  D es ig n and  

C onf ig uration

� T ru sted firew al l
� A ppl ication control s
� Soph isticated l ogging
� I ntru sion D etection 
� I ntru sion P rev ention
� A nal y sis and C orrel ation

� E nterprise-grade firew al l
� A nti-v iru s
� A nti-spy w are
� W eb  secu rity  serv ices
� Site to site V P N

� SSL  V P N  
� I P Sec V P N
� C l ient P rotections
� T h reat D efense

� R ob u st access control  
� A ppl ication secu rity  
� W orm protection 
� O u tb reak  containment  
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Th
re
at
 D
ef
en

se Defend the Edge:
• I nteg rated N etwo rk  F W + I P S

D etects and P rev ents E x ternal  Attack s

P r o tec t the I nter i o r : 
• C atal y st I nteg rated S ec urity

P rotects Ag ainst I nternal  Attack s

G u a r d the Endp o i nts :
• C isc o  S ec urity  A g ent ( C S A )

P rotects H osts Ag ainst I nfection

Tr
us

t a
nd

 
Ide

nti
ty V er i fy  the U s er  a nd Dev i c e:

• I dentity -B ased N etwo rk ing / N A C
C ontrol  W ho/ W hat H as Access

S ec u r e the T r a ns p o r t:
• I P Sec  V P N
• SSL  V P N
• M P L S

Se
cu

re
Co

mm
.

SiSi SiSi

I ntr a netI nter net

C om pr e h e n s iv e  Se c ur it y  St r at e g y
Keeping Outsiders Out, Insiders Honest, Endpoints Safe
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P r ope r t ie s  of  a Se l f -D e f e n din g  N e t w or k

� Network Availability:  r em ain  activ e when  un d er  attack
� U biq u itou s  Ac c es s :  p r ov id e s ecur e acces s  f r om  an y  location
� Ad m is s ion  C on trol:  authen ticate all us er s ,  d ev ices ,  an d  p os tur e
� Ap p lic ation  I n tellig en c e :  en ab le n etwor k -b as ed  ap p lication  v is ib ility
� D ay-Z ero P rotec tion :  en s ur e en d p oin ts  ar e im m un e to n ew thr eats
� I n f ec tion  C on tain m en t :  r ap id ly  id en tif y  &  con tain  v ir ulen t attack s

E ncryp ted L AN  /  W AN
C ommunications

E ncryp ted L AN  /  W AN
C ommunications

S S L  
V P N
S S L  
V P N

F irew al l s and
I ntrusion 
D etection

F irew al l s and
I ntrusion 
D etection

C isco 
S ecurity
Ag ent
C isco 

S ecurity
Ag ent

N etw ork  Admission 
C ontrol

N etw ork  Admission 
C ontrol

N etw ork  I nfection 
C ontainment

N etw ork  I nfection 
C ontainment

D D oS
M itig ation
D D oS

M itig ation

I P S ec
V P N
I P S ec

V P N

I dentity-B ased
N etw ork ing

I dentity-B ased
N etw ork ingAV  Ag entAV  Ag ent
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I dentify 
Anomal ous
B ehav ior P erimeter P rotection

for branch ag ainst 
w orms,  v iruses,  etc.
v ia I O S  F W  /  I P S

P rev ent O utbreak  
I ntroduction and 
P rop ag ation

P rev ent 
O utbreak  

I ntroduction &  
P rop ag ation 

N AC ,  AV
C S A

I dentify 
and 

P rev ent 
O utbreak s

E nforce O utbreak  C ontrol
•Q uarantine
•R emediate
•P ermit /  deny access

C isco I S R

C i s c o  “C l ean P i p e”
O f f ered T h ro ug h
M anag ed Sec uri ty 

P ro v i der

Service Provider
N et w ork

C isco I S R

C isco AS A

C isco
C atal yst
6 5 0 0C isco 4 2 0 0

I P S  S ensor

I dentify
and C ontain
O utbreak s H ost

P rotection

C S A

W eb
S erv ers

E m ail
S erv ers

D N S
S erv ers

C i s c o
A c c e s s
C o n t r o l
S e r v e r

3 r d
P a r t y
P o l i c y
S e r v e r

N AC ,  AV ,
C S A

I dentify C omp l iant 
and N on-C omp l iant 

E ndp oints

C S -M A R S /  M a n a g e m e n t

Q u a r a n t i n e  
a n d  

R e m e d i a t i o n
S e r v e r

E nsure S ecurity 
C omp l iance B efore 
Al l ow ing  I nternet 

B row sing

I ronP ort

M essag ing  
S ecurity G atew ay

N AC ,  AV  
C S A

M onitoring ,  Anal ysis 
and R esp onse

P L U S  N ativ e S ecurity S ol utions
•N etfl ow ,  Q oS ,  N B AR ,  AutoS ecure,  C isco 
E x p ress F orw arding ,  C ontrol  P l ane P ol icing ,  
W F Q ,  I B N S ,  V L AN s,  B est P ractices,   etc.

Self D efend ing  N etw ork  ( SD N )  in Action
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T H E  G O A L

I ntranet/
N etwo rk

Self D efend ing  N etw ork  ( SD N )  in Action:  
Cisco NAC Appliance

2. U s er  i s  r edi r ec ted to  a  l o gi n p a ge
Clean Access validates 
u ser nam e and p assw o r d,  also  
p er f o r m s device and netw o r k  
scans to  assess 
vu lner ab ilities o n th e device

Dev i c e i s  no nc o m p l i a nt 
o r  l o gi n i s  i nc o r r ec t

U ser  is denied access and assig ned 
to  a q u ar antine r o le w ith  access to  
o nline r em ediatio n r eso u r ces

3a. Q uarantine
R o l e

3b . Dev i c e i s  “c l ea n”
M ach ine g ets o n “cer tif ied 
devices list” and is 
g r anted access to  netw o r k

C isc o  C l ean
A c c ess S erver

1. End u s er  a ttem p ts  to  a c c es s  a  W eb  
p a ge o r  u s es  a n o p ti o na l  c l i ent

N etw o r k  access is b lo ck ed u ntil w ir ed o r  
w ir eless end u ser  p r o vides lo g in 
inf o r m atio n

C isc o  C l ean 
A c c ess M anag er

A uthentic atio n
S erver
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Attack er initiates D oS
attack  w ith randomiz ed 

source I P  and p ort

S ervic e 
P ro vider

I nternal  
N etwo rk

� R ate lim iting  on routers  and  s w itches allow s  s ens ors  to d ynam ically 
throttle traf f ic at s trateg ic p oints  acros s  the netw ork

• F lex ib le rate lim iting  p aram eters b as ed  on s ource I P,  p ort inf orm ation,  
and  s erv ice typ e

• D ev ice m anag em ent p erf orm ed  ov er a s ecure com m unications  channel

D o S at t ac k  w it h no  rat e l im it ing
Perf o rm ing  rat e l im it ing  o n senso r

Perf o rm ing  rat e l im it ing  o n m anag ed dev ic e

SD N  in Action 
Mitigating Threats through IPS Rate Limiting
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SD N  in Action
IPS-C SA  C ol l ab oration E x amp l e

- E n han ced  con tex tual an aly s is of  en d p oin t

S ervic e 
P ro vider

M A R S

C S A  W atc h L ist
1 0 . 1 . 1 0 . 1

E l ev ate R isk  R ating
D eny 1 0 . 1 . 1 0 . 1

- A b ility  to us e C S A  in p uts  to in f luen ce I P S  action s
- C or r elation  of  in f o.  con tain ed  in C S A  watch lis t
- H os t Q uarantining

O S  =  W indo wsX P
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O racle E R P

Brow s er C las s

Bit T orrent

CSA

D es tination I P:  
19 2. 16 8 . 1. 0/ 24

D es tination 
Port:  8 0

A ny N etw ork  
T raf f ic

D SC P:  
A F 31

D SC P:  0

D SC P:  8

Mis s ion
C ritical

Bes t
E f f ort

Scav eng er

SD N  in Action
Cisco S ecu r it y  Ag ent  and  I nf r ast r u ct u r e I nt eg r at ion
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D i s a b l e  w i r e l e s s  N I C w h e n  w i r e d  
i s  a c t i v e

Co n n e c t i o n  r e s t r i c t i o n s  -
c e r t a i n  SSI D s ,  e n c r y p t i o n ,  a d -h o c

R e q u i r e  V P N  c o n n e c t i o n  w h e n  o u t  
o f  t h e  o f f i c e

SD N  in Action
Cisco S ecu r it y  Ag ent   and  I nf r ast r u ct u r e I nt eg r at ion
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SD N  in Action:  
D ist r ib u t ed  T h r eat  M it ig at ion w it h  I P S

I nfec ted tel ec o m m u ter  
c o nnec ts  to  the 
c o r p o r a te netw o r k

V i r u s  s ets  o ff I P S  
a l a r m  o n the s ens o r  
a p p l i a nc e a t c o r p o r a te 
o ffi c e

C S  M A R S  di s tr i b u tes  
s i gna tu r es  to  a l l  
s ec u r i ty  r o u ter s
A r m ed r o u ter s  p r o tec t 
a l l  r em o te s i tes

Branch Office

R eg io nal  Office

T el eco m m u t er

C isco
1 8 0 0 / 2 8 0 0

C S  M AR SC isco
2 8 0 0 / 3 8 0 0

C o rp o rat e OfficeI nternet

C isco 8 0 0

I P S  S ensor 
ap p l iance

3

1

24

1

2

3

4

Benef its :
• A u to m a ti ng m i ti ga ti o n r edu c es  a dm i ni s tr a ti v e c o s ts
• Dr o p p i ng m a l i c i o u s  tr a ffi c  nea r  s o u r c e p r es er v es  W A N  b a ndw i dth & p er fo r m a nc e
• A da p ti ng to  a tta c k s  a t b r a nc h r o u ter s  u s es  s ec u r i ty  r es o u r c es  effi c i entl y

S ig nature 
update

I P S  
al arm

I nf ec ted 
l apto p

I P S  
armed
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SD N  in Action
C S MA RS and  C S Manager E x amp l e

D ata C enter
C o rpo rate 

L A N

B ranc h 
O f f ic e

B ranc h 
O f f ic e

B ranc h 
O f f ic e

B ranc h 
O f f ic e

PROTECTED

C S-MA R S
C S

Manag er

CS M A R S det ec t s an
Inc ident
CS A dm inist rat o r 
u p dat es a Shared 
Po l ic y
In o ne p l ac e
A  sing l e dep l o y  t o  
p ro t ec t  t he net w o rk
Sc al e t hro u g h u se o f  
dist rib u t ed dep l o y m ent  
u sing  CN S 
Co nf ig u rat io n E ng ine

C N S-C E

11

22
33

44

11

22

33

44
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C on sol i d a ti on  of  mu l ti p l e serv i ces:
•F i rew a l l s
•I n tru si on  P rev en ti on
•L oa d  B a l a n ci n g
•S S L  T ermi n a ti on

SD N  in Action
Integrated  D ata C enter Serv ic es
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W h y  C is c o?   
W e Are C om m itted  to Security

P r od uct an d  T echn ology
I n n ov ation

� 2 5 0 0  s ecur ity -f ocus ed  en gin eer s ,  
$ 3 0 0 M il R & D  

� 2 2  acq uis ition s  ad d ed  to our  
s olution  p or tf olio 

� $ 1 . 8  B illion  in  S ecur ity  R ev en ue 
� 2 5 0 +  N A C  p ar tn er s  wor k ed  
collab or ativ ely  with us  to d eliv er  
an  un p r eced en ted  s ecur ity  v is ion

R es p on s ib le L ead er s hip
� N I A C  V uln er ab ility  F r am ewor k  

C om m ittee
� C r itical I n f r as tr uctur e A s s ur an ce 

G r oup
� P S I R T —r es p on s ib le d is clos ur e
� M y S D N . com —in telligen ce

an d  b es t p r actices  s har in g

“B ec au se t he net w o rk  is a st rat eg ic  c u st o m er asset , t he p ro t ec t io n
o f  it s b u siness-c rit ic al  ap p l ic at io ns and reso u rc es is a t o p  p rio rit y . ”

—J o hn C hamb ers, C E O , C isc o  S y stems®
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R e f e r e n c e s
G ood links  to v is it:
http://www.cisco.com/go/security
http://www.cisco.com/go/sd n
http://www.cisco.com/go/n a c
http://www.cisco.com/go/ma rs
http : / / www. M y SDN. c om
http : / / www. c is c o. c om / go/ intellis hield/ trial
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Live Demo
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Q u es t ion s


