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An Evolution of Security Threats
Beyond Worms and Viruses
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Facts on the Ground:
Real Threats Affecting Real Networks

James Ancheta, B k Ancheta used these
SOEURTNTE & machines to make over One
hacker from N f Hundred Thousand dollars
California | g
= w « Renting the machines to

spammers
- Installing adware on the

Ancheta used a variety machines
of malware to take il
control of 400,000
computers globally

He got caught while
infecting computers
used in weapons
research by the US
Gov't

Sentenced to 5 years
in jail in May 2006
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The Need for a New Paradigm
Enterprise Security Business Needs Evolving

Internal Segmentation

Increase business resiliency by
controlling resource access and
containing outbreaks

Wireless LAN

Corporate LAN

Remote User Access
Road warriors and mobile
workers need secure access to
internal corporate resources
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Data Center

Enterprise
Network

]
'DMZ

Public
Internet

Business
Partners

Remote Site with

Internet Access

Sites with local Internet access
require a comprehensive set
security services in a small
footprint

DMZ

Internet presence and
eCommerce sites must be
secured against hackers

User Internet Access

Internal users need protection
when accessing the public
Internet

Extranet

The networked business requires
secure connections with partners




Meeting Needs Requires Many Services
Complex Location-specific Requirements

Internal Segmentation: Remote Site with Internet
Requirements ‘ ‘ ‘ Access: Requirements

Robust access control Enterprise-grade firewall
Application security Anti-virus

Worm protection Data Center Anti-spyware

Outbreak containment Web security services
Site to site VPN

Wireless LAN

Enterprise
Network

Ny~ DVZ

Corporate LAN DMZ — Internet Access —
Public Extranet: Requirements

Internet Trusted firewall
Application controls
SSL VPN Business Sophisticated logging
IPSec VPN Partners Intrusion Detection
Client Protections Intrusion Prevention
Threat Defense Analysis and Correlation

Remote User Access:
Requirements
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Comprehensive Security Strategy
Keeping Outsiders Out, Insiders Honest, Endpoints Safe

Defend the Edge:

* Integrated Network FW+IPS , :
| Intranet
Detects and Prevents External Attacks
:

Protect the Interior:

% « Catalyst Integrated Security =<
Protects Against Internal Attacks

Guard the Endpoints: I I
@ Cisco Security Agent (CSA)
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Protects Hosts Against Infection _»
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= Verify the User and Device: _

L \ /4 A
* Identity-Based Networking/NAC E%E% ’

Control Who/What Has Access - — B

{
l

Trust and
Identity

Secure the Transport:
IPSec VPN
SSL VPN
MPLS

© 2007 Cisco Systems, Inc. All rights reserved.




Properties of a Self-Defending Network

_ Cisco
> Security
IPSec Agent Firewalls and
VPN i Intrusion

AV Agent

| Network Infection

Containment
- p—

<_Network Admisshn—.a
= Control

Network Availability: remain active when under attack

Ubiquitous Access: provide secure access from any location
Admission Control. authenticate all users, devices, and posture
Application Intelligence: enable network-based application visibility
Day-Zero Protection: ensure endpoints are immune to new threats
Infection Containment. rapidly identify & contain virulent attacks
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Self Defending Network (SDN) in Action

Identify
Anomalous

Ensure Security

Behavior Perimeter Protection

1 for branch against
worms, viruses, etc.
via IOS FW / IPS

-
NAC, AV,

Cisco ISR

Compliance Before
Allowing Internet
Browsing

Prevent Outbreak
Introduction and
Propagation

Prevent
Outbreak
Introduction &
Propagation

Cisco “Clean Pipe”
Offered Through
Managed Security

Provider \

NAC, AV

\ CSA

Cisco ASA

Identify Compliant
and Non-Compliant
Endpoints

\j \j \j

Cisco 3rd Quarantine
Access Party and
Control Policy Remediation
Server Server Server

CS-MARS/ Management

S Web

Identify
and
Prevent
Outbreaks

*Quarantine
*Remediate

Enforce Outbreak Control

*Permit / deny access

Cisco 4200
IPS Sensor

Identify

PLUS Native Security Solutions

*Netflow, QoS, NBAR, AutoSecure, Cisco
Express Forwarding, Control Plane Policing,
WFQ, IBNS, VLANSs, Best Practices, etc.
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and Contain
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IronPort

Email
Servers
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Servers

AEE———

TCSA

Outbreaks

Monitoring, Analysis

Messaging
Security Gateway

Host
Protection

and Response
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Self Defending Network (SDN) in Action:

Cisco NAC Appliance

THE GOAL

End user attempts to access a Web
page or uses an optional client

Network access is blocked until wired or Authentication |
wireless end user provides login uthentication
= Server |

information

X

: X
User is s
redirected to a login page

Clean Access validates
username and password, also
performs device and network

scans to assess
vulnerabilities on the device

Device is noncompliant

or login is incorrect
User is denied access and assigned
to a quarantine role with access to
online remediation resources
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Cisco Clean
Access Manager

X
/ I

Cisco Clean

Access Server Intranet/

Network

‘ Device is “clean”

Machine gets on “certified
devices list” and is
granted access to network




SDN in Action
Mitigating Threats through IPS Rate Limiting

= Rate limiting on routers and switches allows sensors to dynamically
throttle traffic at strategic points across the network

Flexible rate limiting parameters based on source IP, port information,
and service type

Device management performed over a secure communications channel

DoS attack with no rate limiting
Performing rate limiting on sensor
Performing rate limiting on managed device

, = Internal
Provider T _ Network

Attacker initiates DoS
attack with randomized
source IP and port
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SDN in Action
IPS-CSA Collaboration Example

Enhanced contextual analysis of endpoint

Ability to use CSA inputs to influence IPS actions
Correlation of info. contained in CSA watch list

Host Quarantining

Provider
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SDN in Action

Cisco Security Agent and Infrastructure Integration

Mission

Oracle ERP Critical

Destination IP:
192.168.1.0/24

Browser Class

Destination
Port: 80

Bit Torrent Scavenger
Any Network
Traffic
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SDN in Action

Cisco Security Agent and Infrastructure Integration

Disable wireless NIC when wired
is active

Connection restrictions -
certain SSIDs, encryption, ad-hoc

Require VPN connection when out
of the office




SDN in Action:
Distributed Threat Mitigation with IPS

Cisco
2800/3800 CS MARS

/’ \/

IJ

IPS Signature
armed e update

Regional Office ‘ (PsSinsor I G
appliance

g2

Cisco
1800/2800

oo ———— Corporate Office

—_—
=
L -

Branch Office

Infected
laptop Telecommuter

Benefits:
« Automating mitigation reduces administrative costs

Infected telecommuter
connects to the
corporate network

Virus sets off IPS
alarm on the sensor
appliance at corporate
office

CS MARS distributes
signatures to all
security routers

Armed routers protect
all remote sites

» Dropping malicious traffic near source preserves WAN bandwidth & performance
« Adapting to attacks at branch routers uses security resources efficiently



SDN in Action

CS MARS and CS Manager Example

1)CS MARS detects an
Incident

2)CS Administrator
updates a Shared
Policy —_
In one place

3) A single deploy to
protect the network

4) Scale through use of
distributed deployment
using CNS
Configuration Engine CS-MARS
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PROTECTED




SDN in Action

Integrated Data Center Services

Cohsolidation of multiple services:
*Firewalls
-~ ¢Intrusion Prevention
*Load Balancing
*SSL Termination
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Why Cisco?
We Are Committed to Security

Product and Technology Responsible Leadership

Innovation = NIAC Vulnerability Framework

2500 security-focused engineers, Committee

$300Mil R&D Critical Infrastructure Assurance
22 acquisitions added to our Group

solution portfolio PSIRT—responsible disclosure

$1.8 Billion in Security Revenue MySDN.com—intelligence

250+ NAC partners worked and best practices sharing
collaboratively with us to deliver
an unprecedented security vision

“Because the network is a strategic customer asset, the protection
of its business-critical applications and resources is a top priority.”
—John Chambers, CEO, Cisco Systems®
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Live Demo

S H-. PJ_‘_E.‘-IE{I-IE_"—

. e,
H

© 2007 Cisco Systems, Inc. All rights reserved.




Questions
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