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N etw or k  A d m is s ion 
C ontr ol
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Agenda
� The Business Case for Network Admission Control
� O v erv iew on Network Admission Control
� NAC D ep loy ment models
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C o m p l ex i t y  D em ands  D ef ens e-i n-D ep t h

identity
guest accessguest access

AAAAAA

employeeemployeeendp o ints ec u r ity
AntiAnti-- s p y w a r es p y w a r e personalpersonal

f i rew allsf i rew allsHIPSHIPS an tian ti --v i r usv i r us

netw o r ks ec u r ity
I D S / I P SI D S / I P S V P N sV P N s

per i met erper i met er
f i r ew a llsf i r ew a lls

X E n d p o i n t  s e c u r i t y  a l o n e  f a i l s :
99% have AV, but infections persist!
H ost based  apps are easil y  m anipul ated —
even unintentional l y
T im e g ap betw een virus and  virus d ef/ repair

X Id e n t i t y  a l o n e  f a i l s :
P rotects ag ainst unauthoriz ed
access, but not m al w are
I d entifies user, but not d evice

X N e t w o r k  s e c u r i t y  a l o n e  f a i l s :
F irew al l s cannot bl ock  l eg itim ate ports
VP N s cannot bl ock  l eg itim ate users
M al w are sig natures m ust be k now n
D etection often occurs after-the-fact
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M ak e Ac c es s  C o nt i ngent  o n C o m p l i anc e

Authenticate & Authorize
� E n f or c es  a u t h or i z a t i on  

poli c i es  a n d  pr i v i leg es
� S u ppor t s  mu lt i ple 

u s er  r oles

U p d ate & R em ed iate
� N et w or k -b a s ed  t ools  

f or  v u ln er a b i li t y a n d  
t h r ea t  r emed i a t i on

� H elp-d es k  i n t eg r a t i on

Q uarantine & E nf orce
� I s ola t e n on -c ompli a n t  d ev i c es  

f r om r es t  of  n et w or k  
� M A C  a n d  I P -b a s ed  q u a r a n t i n e 

ef f ec t i v e a t  a  per -u s er  lev el

S can & E v al uate
� A g en t  s c a n  f or  r eq u i r ed  

v er s i on s  of  h ot f i x es ,  A V ,  et c
� N et w or k  s c a n  f or  v i r u s  

a n d  w or m i n f ec t i on s  a n d  
por t  v u ln er a b i li t i es

F irst , est ab l ish A CCE SS PO L ICIE S.   T hen :

NO COMPLIANCE = NO NETWORK ACCESS
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Agenda
� The Business Case for Network Admission Control
� O v erv iew on Network Admission Control
� NAC D ep loy ment models
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W h at  I s  N et w o r k  Adm i s s i o n C o nt r o l ?

Please enter username:

dev ic es ec u r ity netw o r ks ec u r ity

Using the network to enforce policies ensures 
tha t incom ing d ev ices a re com plia nt.

identity

SiSi SiSi

� Who is the user?
� I s s/ he a uthoriz ed ?
� Wha t rol e d oes s/ he g et?

N A CN A C
� I s M S  p a tc hed ? 
� D oes A / V  or A / S  ex ist?
� I s it run n in g ?
� A re serv ic es on ?
� D o req uired  f il es ex ist?

� I s p ol ic y  esta b l ished ? 
� A re n on -c om p l ia n t
d ev ic es q ua ra n tin ed ? 

� I s rem ed ia tion  req uired ?
� I s rem ed ia tion  a v a il a b l e?

������
�
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F o u r  K ey  C ap ab i l i t i es  o f  C i s c o  N AC
S E C U R E L YS E C U R E L Y
I D E N T I F YI D E N T I F Y

D E V I C E  &  U S E RD E V I C E  &  U S E R

AnyAny r o b u s t  N AC  s o l u t i o n m u s t  r o b u s t  N AC  s o l u t i o n m u s t  
h av e al l  f o u r  c ap ab i l i t i es .h av e al l  f o u r  c ap ab i l i t i es .

WH A T  I T
M E A N S

WI T H O U T
I T  .  .  .

Uniquely identifies 
user s a nd dev ic es,  
a nd c r ea tes 
a sso c ia tio ns 
b etw een th e tw o

C ritical  to associate 
users and  d evices 
w ith rol es to k now  
w hich pol icies 
appl y ;  prevents 
d evice spoofing .

C O N F I G U R EC O N F I G U R E
A N DA N D

M A N A G EM A N A G E

P ol icies that are too 
com pl ex  or d ifficul t 
to create and  use 
w il l  l ead  to 
aband onm ent of 
proj ect.

E a sily c r ea tes 
c o m p r eh ensiv e,  
g r a nula r  p o lic ies 
th a t m a p  quic k ly 
to  user  g r o up s 
a nd r o les

Q U A R A N T I N EQ U A R A N T I N E
A N DA N D

R E M E D I A T ER E M E D I A T E

J ust k now ing  a 
d evice is non-
com pl iant is not 
enoug h—som eone 
stil l  need s to fix  it.

A c ts o n p o stur e 
a ssessm ent 
r esults,  iso la tes 
dev ic e,  a nd b r ing s 
it into  c o m p lia nc e

E N F O R C EE N F O R C E
C O N S I S T E N TC O N S I S T E N T

P O L I C YP O L I C Y

A d ecentral iz ed  
pol icy  m echanism  
( e. g .  on end point)  
can l eave g aping  
security  hol es.

A ssess a nd 
enfo r c e a  
ub iquito us p o lic y 
a c r o ss th e entir e 
netw o r k
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C i s c o  N AC  I s  W i del y  D ep l o y ed T o day
� C is co N AC  Ap p l iance 
has  2 5 0 0 +  cus tom ers

� M id -m ark et and  l arg e 
enterp ris es

F i n a n c i a l  s e r v i c e s  
He a l t h c a r e
Pu b l i c  s e c t o r
M a n u f a c t u r i n g

� O n e p ro du c t  f o r al l  
u se c ases

R e m o t e  a c c e s s  V PN
G u e s t  u s e r s
W i r e l e s s
L A N
V o IP
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� Ci s c o  NAC Ap p l i a n c e  Ma n a g e r
C e n t r a l i z e s  m a n a g e m e n t  f o r  a d m i n i s t r a t o r s ,  s u p p o r t  
p e r s o n n e l ,  a n d  o p e r a t o r s

� Ci s c o  NAC Ap p l i a n c e  Se r v e r
Se r v e s  a s  p o s t u r e ,  r e m e d i a t i o n  a n d  e n f o r c e m e n t  
a c c e s s  c o n t r o l

� Ci s c o  NAC Ap p l i a n c e  Ag e n t
O p t i o n a l  l i g h t w e i g h t  c l i e n t  f o r  d e v i c e -b a s e d  r e g i s t r y  
s c a n s  i n  u n m a n a g e d  e n v i r o n m e n t s

� Ru l e -s e t  U p d a t e s
Sc h e d u l e d  a u t o m a t i c  u p d a t e s  f o r  a n t i -v i r u s ,  c r i t i c a l  
h o t -f i x e s  a n d  o t h e r  a p p l i c a t i o n s

N AC  Ap p l i anc e C o m p o nent s
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N A C  A p p l ia nc e S iz ing  ( 1 0 0 , 0 0 0 +  U s er  s u p p o r t)

2500 users each

S up er
M a na g er m an ag es up  t o  4 0

E nter p r ise a nd
B r a nc h  S er v er s 

E nter p r ise a nd
B r a nc h  S er v er s 

1 500 users each

S ta nda r d
M a na g er m an ag es up  t o  20

B r a nc h  O ffic e
o r  S M B  S er v er s

1 00 users 250 users 500 users

M a na g er
L ite m an ag es up  t o  3

Users = online, concurrent
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T H E  G O A L

I ntr a net/
N etw o r k

C i s c o  N AC  Ap p l i anc e O v er v i ew

2. U ser is red irec ted  to a  l og in  p a g e
Clean Access validates 
u ser nam e and p assw o r d,  also  
p er f o r m s device and netw o r k  
scans to  assess 
vu lner ab ilities o n th e device

D ev ic e is n on c om p l ia n t 
or l og in  is in c orrec t

U ser  is denied access and assig ned 
to  a q u ar antine r o le w ith  access to  
o nline r em ediatio n r eso u r ces

3a . Q ua r a ntine
R o le

3b . D ev ic e is “c l ea n ”
M ach ine g ets o n “cer tif ied 
devices list” and is 
g r anted access to  netw o r k

C isc o  C lea n
A c c ess S er v er

1. E n d  user a ttem p ts to a c c ess a  Web  
p a g e or uses a n  op tion a l  c l ien t

N etw o r k  access is b lo ck ed u ntil w ir ed o r  
w ir eless end u ser  p r o vides lo g in 
inf o r m atio n

C isc o  C lea n 
A c c ess M a na g er

A uth entic a tio n
S er v er
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E ndp o i nt  S ec u r i t y  P o s t u r e

E nd U s er  E x p er i enc e D em o
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E nd U s er  E x p er i enc e:   W eb -b as ed 

L og in
S c reen

S c a n  is p erf orm ed
( t y p es o f  check s d ep en d  o n  user ro l e/ O S )

C l ic k -throug h rem ed ia tion
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C i s c o  N AC  Ap p l i anc e P ar t ner s h i p s
Ci s c o  NAC i s  c o m m i t t e d  t o  p r o t e c t i n g  c u s t o m e r ’s  

i n v e s t m e n t s  i n  p a r t n e r  a p p l i c a t i o n s
N A C  A p p l ia n c e S up p orts P ol ic ies f or 25 0 +  A p p l ic a tion s,  I n c l ud in g T hese V en d ors:
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N AC  - M i c r o s o f t  S u p p o r t

W i n d o w  O S  A g en t  S up p o rt
Vista (Business Edition)
X P  (H om e/ P r o/ M C E/ T ab l et)
2 0 0 0 / M E/ 9 8  (A g ent)

W i n d o w s A g en t l ess S up p o rt
W inC E,  W inM ob il e
I E5 . x ,  6 . x  and 7 . x

W i n d o w s L an g uag e P ack  S up p o rt
1 5 +  l ang uag es sup p or ted

W i n d o w s H o t f i x es/ A V  C heck s
A uto-up dates to p r e-c onf ig ur ed H otf ix and 
oneC ar e A V c h ec k s

W i n d o w s U p d at e v i a w i n d o w sup d at e. co m
R edir ec t to w indow sup date. c om f or  r em ediation

W i n d o w s U p d at e v i a W S U S
A b il ity  to c onf ig ur e W indow s U p dater  p ar am eter s
L aunc h  W S U S  ag ent f or  auto-r em ediation

W S U S  A g en t  i m m ed i at e l aun ch
A b il ity  to f or c e W S U S  ag ent to r em ediate now

M i cro so f t  S M S  A g en t  rem ed i at i o n
L aunc h  S M S  A g ent dur ing  r em ediation or  x -day s ol d

V i st a C o n sum er S up p o rt

A D  S i n g l e-S i g n -O n
W indow s 2 0 0 3 / 2 0 0 0  S er v er

G P O  L aun ch p o st  A ut hen t i cat i o n
A b il ity  to l aunc h  G P O  to tie A D  desk top  p ol ic y  to 
ac c ess VL A N

L o g i n  S cri p t  “ho l d ” C o n f i g urat i o n  
P r ov ide a c onf ig ur ation to h ol d l og in sc r ip t m ap p ing  
til l  ac c ess VL A N

C urrent S up p ort G P O / L og in

U p com ing
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Agenda
� The Business Case for Network Admission Control
� O v erv iew on Network Admission Control
� D ep loy ment of Network Admission Control
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E x am p l es  o f  P o s t u r e As s es s m ent  
C orp orate As s et T ag
� U niq ue reg is tries  ins erted  into corp orate d ev ices
� C orp orate P K I  certif icates  ins tal l ed  in corp orate d ev ices

M icros of t H otf ix es :
� C ritical  hot-f ix es  check s  ( p rov id ed  v ia C is co autom ated  up d ates )
� S U S / W U S  running  or AU  O p tions  ( can f orce s etting )
� P atch M anag em ent S W  running  ( can l aunch q ual if ied  . ex e)

S ecurity  Ap p l ications :
� H I D S  ( C S A)  or P ers onal  F irew al l  ins tal l ed  and  running
� AV  ins tal l ed ,  running  and  l ates t D AT  ( can l aunch AV )
� Anti-S p y w are ins tal l ed  and  running
� E ncry p tion s of tw are ins tal l ed  and  running
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N AC  Ap p l i anc e f o r  C o r p o r at e L AN

� Enables central deployment mode
� End u ser dev i ces can be sev eral h ops aw ay
� Ex tends enf orcement to campu s bu i ldi ng s

� S u pports 8 0 2 . 1 q  tru nk i ng
� S u pports both  L 3  mu lti -h op and L 2
� S u pports L 2 T P v 3  tu nneli ng
� S u pports both  i nband and ou t-of -band

BENEFITSFEA TU R ES

C entra l S ite

C a m p us B uil d in g
C orp ora te U sers

L2TPv38 0 2. 1 q

C a m p us B uil d in g
G uest U sers

M u l t i -H o p  I P

C a m p us B uil d in g
C orp ora te U sers

C C A
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N AC  Ap p l i anc e f o r  R em o t e U s er s
C entra l S ite

B ra n c h O f f ic e
C orp ora te U sers

I PS e c  V PN

C C A

H om e O f f ic e
U n m a n a g ed  D esk top

A c c oun t M a n a g er
M ob il e U serS S L Tu n n e l  V PN

S up p l y  P a rtn er
E x tra n et

I PS e c  V PN

M u l t i -H o p  I P

C C A

� Ex tends poli cy enf orcement and compli ance to 
remote access and V P N  u sers

� Ex tends enf orcement to si te-to-si te V P N  
partners

� L ev erag es V P N  si g n-on f or si ng le-si g n-on

� S u pports I P S ec and S S L  T u nnel V P N s
� S u pports si te-to-si te V P N s
� S u pports V P N  u ser si g n-on

BENEFITSFEA TU R ES
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N AC  Ap p l i anc e f o r  W i r el es s  U s er s

� Enables central deployment mode
� End u ser dev i ces can be sev eral h ops aw ay
� Ex tends enf orcement to any w i reless netw ork s
� L ev erag es EA P  si g n-on f or si ng le-si g n-on

� S u pports 8 0 2 . 1 q  tru nk i ng
� S u pport L 2 T P v 3  or G R E tu nneli ng
� S u pports th i n or th i ck  w i reless 8 0 2 . 1 1  A P s
� S u pports W i reless u ser si g n-on

BENEFITSFEA TU R ES

C entra l S ite

Wirel ess N etw ork
L WA P P  U sers

LW A PP

Wirel ess N etw ork
WL S M  G uest 

U sers
8 0 2. 1 q

G R E
C C A

8 0 2. 1 q

C a m p us B uil d in g
Wirel ess U sers
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I n-B a nd
� R e q u i r e d  f o r  w i r e l e s s .
� R e q u i r e d  f o r  V PN .
� D e p l o y e d  i n  ' R e a l -IP'  m o d e  w h e n  u s e r s  a r e  m u l t i p l e  h o p s  a w a y  f r o m  t h e  C A S.
� D i r e c t  t r a f f i c  t o  t h e  u n t r u s t e d i n t e r f a c e  ( e t h 1 )  u s i n g  8 0 2 .1 q  o r  p o l i c y -b a s e d  r o u t e s  f o r  u s e r s  o r
� V L A N s t h a t  n e e d  t o  b e c o m e  c e r t i f i e d .

O ut-of -B a nd
� D e p l o y e d  i n  n e t w o r k s  w h e r e  h i g h  n e t w o r k  t h r o u g h p u t  i s  r e q u i r e d .
� M A C  n o t i f i c a t i o n  i s  p r e f e r a b l e  t o  L i n k -St a t e  n o t i f i c a t i o n  a s  a  m e a n s  o f  t r a p  r e p o r t i n g  b e c a u s e  i t  i s  q u i c k e r .
� T o  e n s u r e  p r o p e r  SN M P c o n f i g u r a t i o n  e n t e r p r i s e  w i d e ,  t h e  u s e  o f  a n  SN M P m a n a g e r  s u c h  a s  C i s c o  W o r k s  i s  h i g h l y  r e c o m m e n d e d .
� If  d e p l o y i n g  i n t o  a  n e t w o r k  w i t h  V O IP,  M A C  N o t i f i c a t i o n  i s  r e q u i r e d  o n  t h e  a c c e s s  s w i t c h  i f  PC ' s  w i l l  b e  p l u g g e d  i n t o  t h e  b a c k  o f  t h e  p h o n e .

D ep l o y m ent  T i p s  and B es t  P r ac t i c es



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 23

Monitoring, 
A na l y s is  a nd  
R e s p ons e  S y s te m
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Agenda
� S ec urity  M anag ement Challeng es
� O v erv iew on Cisc o M AR S
� M AR S  in Ac tion
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S ec u r i t y  L o ggi ng

R eas ons  f or l og g ing :
� I  d on’t need  it, so I  d on’t log  it
� I  log  f or troub lesh ooting  
rea sons

� I  log  f or security  a na ly sis
� I  a m  log g ing  f or leg a l rea sons

219 . 240 0M id  I P S
10 9 . 620 0H ig h R outer
5 4. 810 0E n try  

F irew a l l

27 . 45 0S m a l l  V P N  
G a tew a y

M B / H rE v en ts 
/ S ec

T o o  M a ny D ev ic es,  T o o  M uc h  D a ta —
A ll to  F ind a  N eedle in a  H a ysta c k
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R ea ctiv e S tep s:
1. E sca la ted  A lert
2. I nv estig a te
3. C oord ina te
4. M itig a te

N et w o rk  
O p erat io n s

Sec u rit y  
O p erat io n s

F irew a l l

I D S / I P S

V P N V ul n era b il ity
S c a n n ers

A uthen tic a tion
S erv ers

R outer/ S w itc h

A n ti-v irus

10 K  Win ,  
10 0 ’s U N I XC o llec t N etw o r k  D ia g r a m

R ea d a nd A na lyz e
T O N S  o f D a ta …

R ep ea t

Always Too Late
S ec u r i t y  O p er at i o ns  R es p o ns e
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I nt er p r et i ng a S y s l o g M es s age

B y tes a nd  
D ura tionG lob a l 

D estina tion I P

S ource I P  
A d d ress

M essa g e 
I D P rotocol

%FWSM-6-3 0 2 0 1 4 :  T e a r d o w n  T C P  c o n n e c t i o n  2 1 9 0 2 5 5 63
f a d d r  1 4 4 . 2 5 4 . 7 1 . 1 5 0 / 5 3  g a d d r  1 0 . 61 . 1 . 7 6/ 4 3 61 1
l a d d r  1 0 . 1 . 7 0 . 60 / 4 3 61 1  d u r a t i o n  0 : 0 0 : 0 5  b y t e s  1 8  ( FI N  T i m e o u t )  

G lob a l 
D estina tion I P

L oca l 
D estina tion I P
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N et F l o w

� N etF l ow  is  av ail ab l e on routers  and  s w itches
� H av e s y s l og  l ik e inf orm ation w ithout hav ing  to b uy  a f irew al l
� O ne N etF l ow  p ack et has  inf orm ation ab out m ul tip l e f l ow s

N et F l o w  Cac he

… F low
R ecord

F low
R ecord

H ea d er
• S eq uen ce n um b er
• R eco rd  co un t
• V ersi o n  n um b er

router (config-if) # ip  fl ow  ingres s
router (config) # ip  fl ow -ex p ort d es tina tion 1 7 2 . 1 7 . 2 4 6 . 2 2 5  9 9 9 6
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Agenda
� S ec urity  M anag ement Challeng es
� O v erv iew on Cisc o M AR S
� M AR S  in Ac tion
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C i sc o S ec u r i ty - M AR S  F eatu r e O v er v i ew
S um m a ry : 
� N e x t  G e n e r a t i o n  S I M / S T M  A p p l i a n c e s
� T r a n s f o r m s  r a w  n e t w o r k  a n d  s e c u r i t y  d a t a

i n t o  a c t i o n a b l e  i n t e l l i g e n c e
K ey  f ea tures
� C o l l e c t ,  a g g r e g a t e  &  c o r r e l a t e  f r o m  h e t e r o g e n e o u s  d e v i c e s  i n  a  s i n g l e  a p p l i a n c e  

S D E E , S y sl og , H ost l og s, F irew al l  l og s ….  F rom  C isco, N on-C isco and  C ustom  d evices
N o softw are ag ents req uired

� N e t w o r k  b e h a v i o u r a l  A n a l y s i s  a n d  R e p o r t i n g  ( N B A R )
N etfl ow  and  T raffic F l ow  anal y sis provid es enhanced  threat d etection precision

� T o p o l o g i c a l  A w a r e n e s s
D evice C onfig uration ( + N AT , + R outing )  k now l ed g e critical  to g l obal  d ecision m ak ing  
Attack -path view s for d etail ed  investig ation and  troubl eshooting

� C e n t r a l i z e d  d a s h b o a r d  f o r  U n i f i e d  S e c u r i t y  O p e r a t i o n s
� M i t i g a t i o n  C a p a b i l i t i e s

L ay er 2  /  L ay er 3  M itig ation S ug g estions ( port d isabl e, shun com m and s, AC L s etc. )
� P o l i c y -M a n a g e m e n t  L i n k a g e s
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C i sc o S ec u r i ty – M AR S
M on i tor i n g ,  An alysi s an d  R esp on se S ystem

� Command and control of your  existing 
inv estment to b uild “p erv asiv e security”

� Correlate data from across th e E nterp rise
NIDS, Firewalls, Routers, Switches, CSA
Sy slog , SNM P , RDE P , SDE E , NetFlow, 
E n d p oin t ev en t log s, M ulti-V en d or

� R ap idly locate and mitigate attack s
� K ey F eatures

Determ in es security  incidents b ased  on  
d ev ice m essa g es, ev ents, an d  “sessio ns”
I ncidents are top olog ically  aware f or 
v isualiz ation  an d  rep lay
M itig ation  on  L 2  p orts an d  L 3  
chok ep oin ts
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K ey  C o nc ep t  and T er m i no l o gi es

Mark was hired to break 
in to bu il din g s. 

H e m u st assu re sec u rity
p erson n el are v ig il an t.

� E v ents―raw messag es 
sent to CS -M AR S  b y  
the monitoring /  
rep orting  dev ic es

� S essions―ev ents that 
are c orrelated b y  the 
CS -M AR S  ac ross 
NAT b oundaries

� I nc idents―identific ation of 
sessions to 
c orrelation rules

14 E v en ts
( E a c h Word  =  1 E v en t)

2 S ession s
( E a c h S en ten c e = =  1 S ession )

1 I n c id en t
( T he Whol e S tory )  
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C o m m and and C o nt r o l :  
Critical Data Reduction

2 , 6 9 4 , 0 8 3  E v ents

9 9 2 , 5 1 1  S es s ions

2 4 9  I ncidents

6 1  H ig h  S ev erity
I ncidents

I  N eed  to C lea n M y  N etw ork  a nd  
I nv estig a te F urth er

In c iden t  D ashb o ard
- A g g reg at e
- Co rrel at e
- Su m m ariz e
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At t ac k  T o p o l o gy  Aw ar enes s

S u r eV ec tor An alysi s
V is ib l e and  accurate attack  p ath
D ril l -d ow n,  f ul l  incid ent and  raw  ev ent d etail s
P inp oint the true s ources  of  anom al ous  and  attack  b ehav ior
M ore com p l ete and  accurate s tory
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C om m an d  an d  C on tr ol:   Attac k  M i ti g ati on
� Use control capabilities within your 
inf rastructure

Layer 2/3 attack path is clearly visible
M itig atio n  en f o rcem en t d evices are id en tif ied
E x act m itig atio n  co m m an d  is pro vid ed

F irew al l

R o u t er

Sw it c h
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C o m p l i anc e R ep o r t s
P op ula r R ep orts W ith  C ustom iz a tion a nd  D istrib ution O p tions
Q ueries S a v ed  a s R ules or R ep orts—I ntuitiv e F ra m ew ork
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M AR S  i n  Ac ti on :  
Distributed Threat Mitigation with IPS

I n f ec ted  tel ec om m uter 
c on n ec ts to the 
c orp ora te n etw ork

V irus sets of f  I P S  
a l a rm  on  the sen sor 
a p p l ia n c e a t c orp ora te 
of f ic e

C S  M A R S  d istrib utes 
sig n a tures to a l l  
sec urity  routers
A rm ed  routers p rotec t 
a l l  rem ote sites

Branch Office

R eg io nal  Office

T el eco m m u t er

C i sco
1 8 00/ 28 00

C S  M A R SC i sco
28 00/ 3 8 00

C o rp o rat e OfficeInternet

C i sco  8 00

I P S  S en so r 
ap p l i an ce

3

1

24

1

2

3

4

B enef its:
• A utom a tin g  m itig a tion  red uc es a d m in istra tiv e c osts
• D rop p in g  m a l ic ious tra f f ic  n ea r sourc e p reserv es WA N  b a n d w id th & p erf orm a n c e
• A d a p tin g  to a tta c k s a t b ra n c h routers uses sec urity  resourc es ef f ic ien tl y

S i g na tu re 
u p d a te

IP S  
a l a rm

Inf ec ted  
l a p to p

IP S  
a rm ed
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Agenda
� S ec urity  M anag ement Challeng es
� O v erv iew on Cisc o M AR S
� M AR S  in Ac tion
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C S -M AR S  D ep l o y m ent

E urop ea n  
O f f ic e

A sia P a c O f f ic e

S a ud i H Q

C S -M A R S  G CC S -M A R S  20 0

C S -M A R S  5 0

C S -M A R S  10 0 C S -M A R S  G C  
• C om m un ic a tion  ov er H T T P S  ( usin g  c ertif ic a tes)
• O n l y  in c id en ts f rom  g l ob a l  rul es a re rol l ed  up
• G C  c a n  d istrib ute up d a tes,  rul es,  rep ort 
tem p l a tes,  a c c ess rul es,  a n d  q ueries a c ross L C

S l ow  WA N  
L in k

L ow  
B a n d w id th



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 40

I nc i dent  t h at  P o p s  U p  i n t h e D as h b o ar d
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G r ap h  S ay s  I t  Al l
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E x am p l e o f  C o m p r o m i s ed H o s t s
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At t ac k  P at h  w i t h  L ay er  2  M i t i gat i o n
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