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W h y  I P v 6

� U n i ve r s a l  c o n n e c t i vi t y - a n yo n e  c a n  s e n d  p a c k e t s  t o  
a n yo n e .

� A p p l i c a t i o n s  r u n  a t  t he  e d g e  - s o  a n yo n e  c a n  i n s t a l l  a n d  
o f f e r  s e r vi c e s .

� C he a p  a n d  c he e r f u l "  c o r e  t e c hn o l o g y - s o  t r a n s m i s s i o n  
i s  c he a p .

� N a t u r a l  s e l e c t i o n  - n o  g r a n d  p l a n ,  b u t  g o o d  t e c hn o l o g y 
s u r vi ve s  a n d  t he  r e s t  d i e s

Brian Carpenter (IBM)

B as i c  go al s  o f  i nt er net
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W h y  I P v 6

� E vol u tion of  netw ork
1 . Pr o d u c t i o n : D u r i n g  8 0 ’s  t o  e a r l y 9 0 ’s  i t  w a s  a l l  

a b o u t  o f f i c e  a u t o m a t i o n ,  m a n u f a c t u r i n g ,  s u p p l y 
c ha i n

2 . T r a n s a c t i o n : F r o m  m i d  t o  l a t e  9 0 ’s  i t  w a s  a b o u t  t he  
w e b ,  G o o g l e  s e a r c h,  o n  l i n e  o r d e r s ,  c he c k  s t a t u s  o f  
a n  o r d e r

3 . In t e r a c t i o n / E x p e r i e n c e : R i c h m u l t i -m e d i a  
a p p l i c a t i o n ,  vo i c e ,  f i l e  s ha r i n g ,  yo u t u b e  e t c
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W h y  I P v 6

� Rapid adoption of 
B r oadb and c h ang ing  
tr affic  patte r ns

� D ig itiz ation of tr affic  
ty pe s  dr iv ing  
c onv e r g e nc e  of div e r s e  
ne tw or k s

� M ob il e  T e c h nol og y  
dr am atic al l y  c h ang ing  
th e  ne tw or k  ac c e s s  
m ode l

I2N
I2N I2N

InternetInternet

V P N sV P N s T ra ns p o rtT ra ns p o rt

C o ntentC o ntentV o i c e V o i c e 
&&

V i d eoV i d eo M o b i l i tyM o b i l i ty

E n t e r p r is eE n t e r p r is e C o n s u m e rC o n s u m e r

S m allS m all
B u s in e s sB u s in e s s

Next Next 
G en er a ti o nG en er a ti o n
S P  Netw o r kS P  Netw o r k



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a le v o i t 6

IPv6 - K e y  d r i ve r s  f o r  N e x t  G e n e r a t i o n  
U b i q u i t o u s  N e t w o r k i n g

B u s i n es s

IPv 4  
ad d res s  s pac e 

d epl etio n 

T h e U b i q u i to u s  I n ter n et

H i g h er E d . / R es ea rc h

G o v ernm ent
P u b l i c  S ec to r

Devices, Mobile Networks, 
m obile wireless

D O C S I S  3 . 0
D S L ,  F T T H

I P  M o b i l i tyI n n o v a ti o n s

E d g e’s  a p p l i a n c es  &  
s er v i c es Data
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Refresher  
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I P v 6  Addr es s i ng 

� 1 6-b i t  he x a d e c i m a l  n u m b e r s
� N u m b e r s  a r e  s e p a r a t e d  b y ( : )
� H e x  n u m b e r s  a r e  n o t  c a s e -s e n s i t i ve
� E x a m p l e :

2003:0000:130F:0000:0000:087C:876B:140B

Rep resen t a t i o n
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I P v 6  Addr es s  R ep r es ent at i o n
� 1 6 -b it fie l ds  in c as e -ins e ns itiv e  c ol on h e x ade c im al

r e pr e s e ntation
2 0 3 1 : 0 0 0 0 : 1 3 0 F : 0 0 0 0 : 0 0 0 0 : 0 9 C 0 : 8 7 6 A : 1 3 0 B

� L e ading  z e r os  in a fie l d ar e  optional
2 0 3 1 : 0 : 1 3 0 F : 0 : 0 : 9 C 0 : 8 7 6 A : 1 3 0 B

� S u c c e s s iv e  fie l ds  of 0  r e pr e s e nte d as  ( : : ) ,  b u t onl y  onc e  in 
an addr e s s

2 0 3 1 : 0 : 1 3 0 F : : 9 C 0 : 8 7 6 A : 1 3 0 B
2 0 3 1 : : 1 3 0 F : : 9 C 0 : 8 7 6 A : 1 3 0 B  not v al id!
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I P v 6  Addr es s i ng 

� R e p r e s e n t a t i o n  o f  p r e f i x  i s  j u s t  l i k e  C ID R
� In  t hi s  r e p r e s e n t a t i o n  yo u  a t t a c h t he  p r e f i x  l e n g t h
� IPv4  a d d r e s s :  1 9 8 . 1 0 . 0 . 0 / 1 6
� IPv6 a d d r e s s :  3 e f 8 : c a 62 : 1 2 F E : : / 4 8

P refi x  Rep resen t a t i o n
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I P v 6  Addr es s  R ange R es er v ed o r  
As s i gned

S ite-L o c al  A d d res s  D eprec ated  
in R FC 387 9

� 2 0 0 0 : : / 3  ( 0 0 1 )  i s  f o r  a g g r e g a t a b l e  g l o b a l  
u n i c a s t  a d d r e s s e s

� F E 8 0 : : / 1 0  ( 1 1 1 1  1 1 1 0  1 0 )  f o r  l i n k -l o c a l
� F E C 0 : : / 1 0   ( 1 1 1 1  1 1 1 0  1 1  )  f o r  s i t e -l o c a l
� F C 0 0 : : 7  ( 1 1 1 1  1 1 0 x )  f o r  u n i q u e -l o c a l
� F F 0 0 : : / 8  ( 1 1 1 1  1 1 1 1 )  i s  f o r  m u l t i c a s t

O f t he F u l l  A d d ress S p a c e
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U ni c as t  
� U n i c a s t  a d d r e s s e s  a r e  u s e d  i n  a  o n e -t o -o n e  c o n t e x t
� IPv6 u n i c a s t  a d d r e s s e s  a r e :

U n sp e c i f i e d ,  l o o p b a c k ,  a n d  I P v 4 m a p p e d
L i n k -l o c a l
S i t e -l o c a l  ( d e p r e c a t e d )
U n i q u e -l o c a l  
A g g r e g a t a b l e  g l o b a l  u n i c a st
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I P v 6  Addr es s  R ep r es ent at i o n
� IPv4  m a p p e d

0:0:0:0:0::FFFF:I P v 4 =  ::FFFF:I P v 4
0:0:0:0:0:FFFF:19 2. 168. 30. 1 =  ::FFFF:C0A 8:1E 01
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I P v 6  Addr es s i ng 
� IPv6 addressing rules are covered by multiple R F C s
� A ddress types are:

Unicast: one to one (global, link local, compatible)
A ny cast: one to near est (allocated  f r om u nicast)
M u lticast: one to many
R eser v ed

� A  single interf ace may be assigned multiple IPv6 addresses of  any type 
( unicast,  anycast,  multicast)

N o br oad cast ad d r ess      u se mu lticast
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3

I n t e r f ac e  I DG lo b al R o u t in g  Pr e f ix S u b n e t

Aggr egat ab l e G l o b al  U ni c as t  Addr es s es

� A g g r e g a t a b l e  g l o b a l  u n i c a s t  a d d r e s s e s  a r e :
A d d r e sse s f o r  g e n e r i c  u se  o f  I P v 6
S t r u c t u r e d  a s a  h i e r a r c h y  t o  k e e p  t h e  a g g r e g a t i o n

� S e e  R F C  3 5 1 3

6 4  b its4 5  b its 16  Bits
Pro v id er

L A N
Pref ix H o s t

0 0 1
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� L i n k -l o c a l  a d d r e s s e s :
H a v e  a  l i m i t e d  sc o p e  o f  t h e  l i n k
A r e  a u t o m a t i c a l l y  c o n f i g u r e d  w i t h  t h e  i n t e r f a c e  I D

L i nk -L o c al

Interf ac e ID0
128 b its

1 1 1 1  1 1 1 0  1 0
F E 8 0 : : / 1 0

10 b its

6 4  b its
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2001: : 4 :

L i nk -L o c al

204 : 9 A FF: FE A C: 7 D 80

Aggregatable Address

FE 80: 0: 0: 0
L i n k -L o c al Address

204 : 9 A FF: FE A C: 7 D 80
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G l o b al  ID  4 1 b its

U ni q u e-L o c al

S u b net ID
16  b its

128 b its

� U n i q u e -l o c a l  a d d r e s s e s  u s e d  f o r :  
L o c a l  c o m m u n i c a t i o n s
I n t e r -si t e  V P N s
N o t  r o u t a b l e  o n  t h e  I n t e r n e t

Interf ac e ID

1 1 1 1  1 1 0
F E C 0 : : / 7

7  b its
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Aggr egat ab l e G l o b al  U ni c as t  Addr es s es
� L o w e s t -o r d e r  64 -b i t  f i e l d  o f  u n i c a s t  a d d r e s s e s  m a y b e  
a s s i g n e d  i n  s e ve r a l  d i f f e r e n t  w a ys :
A u t o -c o n f i g u r e d  f r o m  a  64-b i t  E U I -64,  o r  e x p a n d e d  f r o m  a  48-b i t  
M A C a d d r e ss ( e . g .  E t h e r n e t  a d d r e ss)
A u t o -g e n e r a t e d  p se u d o -r a n d o m  n u m b e r  ( t o  a d d r e ss p r i v a c y  
c o n c e r n s)
A ssi g n e d  v i a  D H CP
M a n u a l l y  c o n f i g u r e d
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00 9 0 27 17 FC 0F

00 9 0 27 17 FC 0F

E U I -6 4

� E U I-64  a d d r e s s  i s  f o r m e d  b y i n s e r t i n g  " F F F E "  a n d  
O R i n g  a  b i t  i d e n t i f yi n g  t he  u n i q u e n e s s  o f  
t he  M A C  a d d r e s s

00 9 0 27

02 9 0 27

17 FC 0F

17 FC 0FFF FE

FF FE

000000X 0 W h ere X =
1 = U niq u e
0 = No t U niq u eX  = 1

E th ernet MA C A d d res s  
(4 8 b its )

6 4 -b it V ers io n

U niq u enes s  o f  th e MA C

E U I-6 4  A d d res s

FF FE
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Any c as t
� A n yc a s t  a l l o w s  a  s o u r c e  n o d e  t o  t r a n s m i t  IP d a t a g r a m s  
t o  a  s i n g l e  d e s t i n a t i o n  n o d e  o u t  o f  a  g r o u p  o f  
d e s t i n a t i o n  n o d e s  w i t h s a m e  s u b n e t  ID  b a s e d  o n  t he  
r o u t i n g  m e t r i c s



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a le v o i t 22

� A n yc a s t :
I s o n e -t o -n e a r e st  t y p e  o f  a d d r e ss
H a s a  c u r r e n t  l i m i t e d  u se

Any c as t  Addr es s

111111X111111… 111Pref ix
128 b its

7  b its
A n y c as t  I D0 If  E U I-6 4  Fo rm at

1 If  No n-E U I-6 4  Fo rm atX =
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� M u l t i c a s t  i s  u s e d  i n  t he  c o n t e x t  o f  o n e -t o -m a n y;  
a  m u l t i c a s t  s c o p e  i s  n e w  i n  IPv6

M u l t i c as t

Mu l tic as t G ro u p ID0

1111 1111

8 b its
Fl ag

8 b its
S c o peFF

Fl ag  =
0 If  Perm anent
1 If  T em po rary

S c o pe =

1 = No d e
2 = L ink  
5  = S ite (D eprec ated ) 
8 = O rg aniz atio n
E  = G l o b al

128 b its
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E x p anded Addr es s  S p ac e
Multicast Assigned Addresses (RFC 3 3 0 6 )

S olicited-N ode

A ll R outers

A ll R outers
A ll R outers
A ll N odes
A ll N odes
M eaning

F F 0 2 : : 1 : F F X X : X X X X

F F 0 5 : : 2

F F 0 2 : : 2
F F 0 1 : : 2
F F 0 2 : : 1
F F 0 1 : : 1
A ddress

L ink -L ocal

S ite-L ocal ( D eprecated)

L ink -L ocal
N ode-L ocal
L ink -L ocal
N ode-L ocal
S cope
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I P v 4  and I P v 6  H eader  C o m p ar i s o n

F r agment 
O f f setF lags

T otal L engthT y pe of  
S er v iceH L

P ad d ingO ptions
D estination A d d r ess
S ou r ce A d d r ess

H ead er  C h ecksu mP r otocolT ime to L iv e

I d entif ication

Version

N ex t 
H ead er H op L imit

F low  L abelT r af f ic 
C lass

D estination A d d r ess

S ou r ce A d d r ess

P ay load  L ength

Version

I P v 4  H eader I P v 6  H eader

F i el d ’s  N a m e K ep t f ro m  IP v 4  to  IP v 6
F i el d s  N o t K ep t i n IP v 6
N a m e a nd  P o s i ti o n C h a ng ed  i n IP v 6
N ew  F i el d  i n IP v 6
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I P v 4  and I P v 6  H eader  C o m p ar i s o n
� V e r s i o n : a  4 -b i t  f i e l d  t ha t  
c o n t a i n s  t he  n u m b e r  6 
i n s t e a d  o f  4

N ex t  H ea d er H op  
L im it

F l ow  L a b elT ra f f ic  C l a ss

D est ina t ion A d d ress

S ou rc e A d d ress

P a y l oa d  L eng t h

Version

I P v 6  H eader
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I P v 4  and I P v 6  H eader  C o m p ar i s o n
F i el ds  R enam ed
� T raf f ic class: an 8 -bit 
f ield th at is similar to 
th e T O S  f ield in IPv4  

� It tags th e pack et w ith  
a traf f ic class th at can 
be used in dif f erentiated 
services

� T h ese f unctionalities 
are th e same as in IPv4

I P v 6  H eader

N ex t  H ea d er H op  
L im it

F l ow  L a b elT raf f ic 
C lass

D est ina t ion A d d ress

S ou rc e A d d ress

P a y l oa d  L eng t h

Version
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N ex t  H ea d er H op  
L im it

F l ow  L a b elT ra f f ic  C l a ss

D est ina t ion A d d ress

S ou rc e A d d ress

Payload L ength

Version

I P v 4  and I P v 6  H eader  C o m p ar i s o n 
F i el ds  R enam ed
� Pa yl o a d  l e n g t h: t hi s  i s  
s i m i l a r  t o  t he  t o t a l  
l e n g t h i n  IPv4 ,  e x c e p t  i t  
d o e s  n o t  i n c l u d e  t he  
4 0 -b yt e  he a d e r

I P v 6  H eader
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I P v 4  and I P v 6  H eader  C o m p ar i s o n 
F i el ds  R enam ed
� H o p  l i m i t : l i k e  T T L  f i e l d ,  
d e c r e m e n t s  b y o n e  f o r  
e a c h r o u t e r

I P v 6  H eader

N ex t  H ea d er H op 
L imit

F l ow  L a b elT ra f f ic  C l a ss

D est ina t ion A d d ress

S ou rc e A d d ress

P a y l oa d  L eng t h

Version
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N ex t 
H eader

H op  
L im it

F l ow  L a b elT ra f f ic  C l a ss

D est ina t ion A d d ress

S ou rc e A d d ress

P a y l oa d  L eng t h

Version

I P v 4  and I P v 6  H eader  C o m p ar i s o n 
F i el ds  R enam ed
� N e x t  he a d e r : s i m i l a r  t o  
t he  p r o t o c o l  f i e l d i n  IPv4

� T he  va l u e  i n  t hi s  f i e l d  
t e l l s  yo u  w ha t  t yp e  o f  
i n f o r m a t i o n  f o l l o w s
E . g .  T CP ,  U D P ,  
e x t e n si o n  h e a d e r

I P v 6  H eader
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F ra g m ent  
O f f setF l a g s

T ot a l  L eng t hT y p e of  
S erv ic eH L

P a d d ingO p t ions

D est ina t ion A d d ress

S ou rc e A d d ress

H ea d er C h ec k su mP rot oc olT im e t o L iv e

I d ent if ic a t ion

Version

I P v 4  and I P v 6  H eader  C o m p ar i s o n
F i el ds  R em o v ed
� H e a d e r  l e n g t h: IPv6 ha s  
a  f i x e d  he a d e r  l e n g t h 
( 4 0  b yt e s )

I P v 4  H eader
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I P v 4  and I P v 6  H eader  C o m p ar i s o n
F i el ds  R em o v ed
� F ragmentation: IPv6 does 
not do f ragmentation

� If  a sending h ost w ants 
to do f ragmentation,  
it w ill do it th rough  
ex tension h eaders

I P v 4  H eader

F r agment 
O f f setF l a g s

T ot a l  L eng t hT y p e of  
S erv ic eH L

P a d d ingO p t ions

D est ina t ion A d d ress

S ou rc e A d d ress

H ea d er C h ec k su mP rot oc olT im e t o L iv e

I d ent if ic a t ion

Version
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I P v 4  and I P v 6  H eader  C o m p ar i s o n
F i el ds  R em o v ed
� Identif ication: used to 
identif y th e datagram 
f rom th e source

� N o f ragmentation is done 
in IPv6 so no need f or 
identif ication,  also no 
need f or f lags

I P v 4  H eader

F ra g m ent  
O f f setF l a g s

T ot a l  L eng t hT y p e of  
S erv ic eH L

P a d d ingO p t ions

D est ina t ion A d d ress

S ou rc e A d d ress

H ea d er C h ec k su mP rot oc olT im e t o L iv e

Identif ication

Version
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I P v 4  and I P v 6  H eader  C o m p ar i s o n
F i el ds  R em o v ed
� C h eck sum not needed 
because both  media 
access and upper layer 
protocol ( U D P and T C P)  
h ave th e ch eck sum;  
IP is best-ef f ort,  plus 
removing ch eck sum 
h elps ex pedite Packet
processing 

I P v 4  H eader

F ra g m ent  
O f f setF l a g s

T ot a l  L eng t hT y p e of  
S erv ic eH L

P a d d ingO p t ions

D est ina t ion A d d ress

S ou rc e A d d ress

H eader 
C h eck sumP rot oc olT im e t o L iv e

I d ent if ic a t ion

Version
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I P v 4  and I P v 6  H eader  C o m p ar i s o n 
F i el ds  Added
� 2 0 -bit f low  label f ield to 
identif y specif ic f low s 
needing special Q oS

E ach  sou r ce ch ooses its 
ow n f low  label v alu es;  
r ou ter s u se sou r ce/ d ist ad d r +  
f low  label to id entif y  
d istinct f low s
F low  label v alu e of  0  u sed  
w h en no special Q oS  
r eq u ested  (th e common 
case tod ay )

I P v 6  H eader

R F C  3 6 9 7

N ex t  H ea d er H op  
L im it

F low  L abelT ra f f ic  C l a ss

D est ina t ion A d d ress

S ou rc e A d d ress

P a y l oa d  L eng t h

Version
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E x t ens i o n H eader s

Extension Headers Are Daisy C h ained

T C P  H ea d er
+  D a ta

IP v 6  H ea d er
N ex t H ea d er 
=  R o u ti ng

R o u ti ng  H ea d er
N ex t H ea d er =  T C P

T C P  H ea d er
+  D a ta

IP v 6  H ea d er
N ex t H ea d er 
=  T C P

IP v 6  H ea d er
N ex t H ea d er 
=  R o u ti ng

R o u ti ng  H ea d er
N ex t H ea d er =  
D es ti na ti o n

D es ti na ti o n H ea d er
N ex t H ea d er =  T C P

F ra g m ent o f
T C P  H ea d er
+  D a ta
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Dual Stack
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Dual Stack IPv4-IPv6  In f r as tr uctur e
� I t  i s g e n e r a l l y  t h e  g o a l  w h e n  I P v 6 t r a f f i c  a n d  u se r s w i l l  b e  r a p i d l y  i n c r e a si n g
� M a y  n o t  n e c e ssa r i l y  a p p l y  t o  t h e  o v e r a l l  i n f r a st r u c t u r e .  O n e  m a y b e g i n  o n  
n e t w o r k ’s p o r t i o n   su c h  a s Ca m p u s o r  A c c e ss o r  c o r e  n e t w o r k s

� N e t w o r k  d e si g n  m u st  b e  w e l l  p l a n n e d
M emor y  siz e to h and le th e gr ow th  f or  both  I P v 4  &  I P v 6  r ou ting tables
I G P  options &  its management: I ntegr ated  v er su s “S h ips in th e N igh t”
F u ll netw or k u pgr ad e impact

� I P v 4 a n d  I P v 6 Co n t r o l  &  D a t a  p l a n e s sh o u l d  n o t  i m p a c t  e a c h  o t h e r
F eed back, r eq u ir ements &  ex per iments ar e w elcome
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� Major routing information is 110K 
v ia B G P

� L arge st k now n I G P  routing tab l e  is 
~ 6 –7 K

� T otal  of 117 K
� 6 K/ 117 K ~  5 %  of I G P  route s in an 

I S P  ne tw ork
� A  v e ry  smal l  fac tor b ut h as a h uge  

imp ac t on ne tw ork  c onv e rge nc e !

I P  B ac k bo n e
P O P

P O P P O P

P O P

A r e a 1/ L 1
B G P 1

P O P P O P

A r e a 6 / L 1
B G P 1

A r e a 5 / L 1
B G P 1 A r e a 4 / L 1

B G P 1

A r e a 2/ L 1
B G P 1

A r e a 3 / L 1
B G P 1A r e a0 / L 2

B G P 1

Service Provider networks
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A c c es s

R R W A N

R eg io nal  
Co re

PE
PE PE

NMS

CE CE

IG P

� Y ou c an re d uc e  th e  I G P  siz e  from 
6 K to ap p rox  th e  numb e r of route rs 
in y our ne tw ork

� T h is w il l  b ring re al l y  fast 
c onv e rge nc e  

� O p timiz e d  w h e re  y ou must and  
summariz e  w h e re  y ou c an

� S top s unne c e ssary  fl ap p ing

CE

Service Provider networks t w o r k s
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Addr es s i ng

� The link between PE-C E 
need s  to  be kno wn f o r  m a na g em ent 
p u r p o s e

� B G P nex t-ho p -s elf  s ho u ld  be d o ne o n 
a ll a c c es s  r o u ter s —u nles s  PE-C E a r e 
o n s ha r ed  m ed ia  ( r a r e c a s e)

� This  will c u t d o wn the s iz e 
o f  the I G P

� F o r  PE-C E link d o  r ed is tr ibu ted  
c o nnec ted  in B G P

� Thes e c o nnec ted  s u bnets  s ho u ld  
O N L Y  be s ent thr o u g h R R  to  N M S  f o r  
m a na g em ent p u r p o s e;  this  c a n be 
d o ne thr o u g h B G P c ommunitie s

A c c es s

R R W A N

R eg io nal  
Co re

PE
PE PE

NMS

CE CE

IG P

CE
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Addr es s i ng
� D iv id e  th e  ad d re ss into tw o 

p arts
1.Physical links
2 . L o o p b ack int e r f ace s

� P h y sic al  ad d re ss sh oul d  b e  a 
c ontagious 

� L oop b ac k  sh oul d  b e  from 
A ggre gatab l e I P v 6  U nic ast
ad d re ss

� O p timal  p ath  to th e  ne x t h op  is 
ne c e ssary

A c c es s

R R W A N

R eg io nal  
Co re

PE
PE PE

NMS

CE CE

IG P

CE
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Addr es s i ng

� A ssign : : / 5 6  p e r p op  for 
p h y sic al  l ink s

� O nc e  out grow  ad d  anoth e r 
c ontiguous : : / 5 6

� W h e n assigning ad d re ss to 
anoth e r P O P  k e e p  fe w  
c ontiguous ad d re ss op e n

� S ummariz e  p op  ad d re ss at th e  
W A N  route rs

� L e ak  l oop b ac k  as  sp e c ific

A c c es s

R R W A N

R eg io nal  
Co re

PE
PE PE

NMS

CE CE

IG P

CE
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D u al  S t ac k  I G P
� IG P o n l y c a r r i e s  n e x t  ho p  i n  S P n e t w o r k
� O S PF  v3  i n t r o d u c e s  s o m e  g r e a t  c o n c e p t s

-P r o t o c o l  p r o c e ssi n g  p e r -l i n k ,  n o t  p e r -su b n e t
-R e m o v a l  o f  a d d r e ssi n g  se m a n t i c s  
-A d d i t i o n  o f  Fl o o d i n g  sc o p e
-E x p l i c i t  su p p o r t  f o r  m u l t i p l e  i n st a n c e s p e r  l i n k
-U se  o f  l i n k -l o c a l  a d d r e sse s
-H a n d l i n g  u n k n o w n  L S A  t y p e s
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D u al  S t ac k  I G P  ( O S P F )
� Pr o t o c o l  p r o c e s s i n g  p e r -l i n k ,  n o t  p e r -s u b n e t

-I P v 6 u se s t h e  t e r m  " l i n k "  t o  i n d i c a t e  c o m m u n i c a t i o n
-I n t e r f a c e s c o n n e c t  t o  l i n k s
-M u l t i p l e  I P  su b n e t s c a n  b e  a ssi g n e d  t o  a  si n g l e  l i n k ,  a n d  t w o  
n o d e s c a n  t a l k  d i r e c t l y  o v e r  a  si n g l e  l i n k ,  e v e n  i f  t h e y  d o  n o t  
sh a r e  a  c o m m o n  I P  su b n e t
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I P v 6  m u l t i c as t  addr es s

� T h e  m u l t i c a st  a d d r e ss A l l S P FR o u t e r s i s FF02::5 n o t e  t h a t  02 
m e a n s t h a t  t h i s i s a  p e r m a n e n t  a d d r e ss a n d  h a s l i n k  sc o p e .

� T h e  m u l t c a st a d d r e ss A L L D R o u t e r s i s FF02::6



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a le v o i t 47

O S P F  
� F l ooding

O S P F v 2  h ad tw o fl ooding  s c ope ,  A S  w ide  and ar e a w ide .  
I n O S P F v 3  th e r e  ar e  th r e e  fl ooding  s c ope
A S  scope,  L S A  is f looded th rough  out th e A S
A rea scope,  L S A  is f looded only w ith in an area
L ink -local scope,  L S A  is f looded only on th e local link .



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a le v o i t 48

Adv er t i s em ent  o f  N ex t  h o p

� A r e a  s e t u p  f o r  a n  IS P

1

2

Area 1

A dv e r t is e  o n ly  n e x t  ho p sI P addr e s s  o f  t he  in t e r f ac e
3 F F E : F F F F : 1: : 1

I P addr e s s  o f  t he  in t e r f ac e
3 F F E : F F F F : 1: : 2

I P addr e s s  o f  t he  in t e r f ac e
3 F F E : F F F F : 1: : 3

8

R o u t e r  id
19 5 . 12. 1. 1

Area 0

R 4

R 2

R 1
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D u al  s t ac k  I G P  ( O S P F )
� M u c h m o r e  s c a l a b l e
� In f r a s t r u c t u r e  r o u t e s  w i t hi n  a n  a r e a  n o t  p a r t  o f  e n t i r e  
O S PF  d o m a i n

� Pr o vi d e s  m u c h m o r e  s c a l a b i l i t y
� U n n e c e s s a r y f l o o d i n g / s u m m a r i e s  e l i m i n a t e d
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B G P  D ep l o y m ent
� T w o  p o s s i b l e  t e c hn i q u e s

1.  R u n  BG P  o n  t h e  sa m e  h i e r a r c h y  
2.  R u n  BG P  w i t h  d i f f e r e n t  h i e r a r c h y
I f  y o u  a r e  r u n n i n g  V P N ’s t h e n  i t s b e t t e r  f o r  sc a l a b i l i t y  t h a t  y o u  
se p a r a t e  R o u t e  R e f l e c t i o n  b a se d  o n  se r v i c e s.
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R o u t i ng ar c h i t ec t u r e -T h eo r y

� T he  s i m i l a r i t y b e t w e e n  t he  IPv6 a n d  IPv4  r o u t i n g  
p r o t o c o l s  l e a d s  t o  s i m i l a r  b e ha vi o u r  a n d  e x p e c t a t i o n s

� T o  s e l e c t  t he  IPv6 IG P,  s t a r t  b y u s i n g  t he  IPv4  IG P 
r u l e s  o f  t hu m b

I n  T heo ry :
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M P L S
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I P v 6  o v er  M P L S
� M any  w ay s to d eliv er  I P v 6  ser v ices to end  u ser s

Most important is end-to-end I P v 6  traf f ic  f orw arding
� M any  ser v ice pr ov id er s h av e alr ead y  d eploy ed  M P L S  
in th eir  I P v 4  backbone f or  v ar iou s r easons

� M P L S  can be u sed  to f acilitate I P v 6  integr ation
� M u ltiple appr oach es f or  I P v 6  ov er  M P L S :

I P v 6  ov er L 2T P v 3
I P v 6  ov er E oMP L S / A T oM
I P v 6  C E -to-C E  I P v 6  ov er I P v 4  tu nnel s
N ativ e I P v 6  MP L S  ( F u tu re)
I P v 6  prov ider edg e rou ter ( 6 P E )  ov er MP L S
I P v 6  V P N  prov ider edg e ( 6 V P E )  ov er MP L S
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O C 4 8 / 19 2
P

P

P

P
P E

P EP E

P EIP v 4

IP v 4

IP v 6

IP v 6

v 6

IPv 4v 4

v 6

v 4

v 4

v 6

v 6

I Pv 6  o v e r  I Pv 4  T u n n e ls

D u a l  S ta c k
IP v 4 -IP v 6
C E  ro u ters

D u a l  S ta c k
IP v 4 -IP v 6
C E  ro u ters

D u a l  S ta c k
IP v 4 -IP v 6
C E  ro u ters

D u a l  S ta c k
IP v 4 -IP v 6
C E  ro u ters

IPv6  T un n e ls co n f i g ur e d  o n  C E

No impact on existing IPv4 or MPLS Core (IPv6 unaware)
O nl y  CE s h ave to b e IPv6-aware (D ual  stack )
Mesh  of  IPv6 over IPv4 T unnel s CE -to-CE
O verh ead :  IPv4 h ead er +  MPLS h ead er
MPLS/ V PN support IPv4-native and  IPv6 tunnel s
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6 P E  O V E R V I E W  
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v 4

v 6 v 6

C E

C E

6 PE

6 PE 6 PE

6 PE

1 9 2 . 2 5 4 . 1 0 . 0

2 0 0 1 : C A F E : :

2 0 0 3 : 1 : :

1 9 2 . 7 6 . 1 0 . 0

1 4 5 . 9 5 . 0 . 0

2 0 0 1 : F 0 0 D : :

2 0 0 1 : D B 8 : :

D u a l  S ta c k  IP v 4 -IP v 6  R o u tersD u a l  S ta c k  IP v 4 -IP v 6  R o u ters
v 6

v 4

v 4

v 6

C E

I P v 6  P r o v i der  E dge R o u t er  
( 6 P E )  o v er  M P L S

� I P v 6  global connectiv ity  ov er  an I P v 4 -M P L S  cor e
� T r ansitioning mech anism f or  pr ov id ing u nicast I P
� P E s ar e u pd ated  to su ppor t d u al stack/ 6 P E  
� I P v 6  r each ability  ex ch anged  among 6 P E s v ia iB G P  (M B G P )
� I P v 6  packets tr anspor ted  f r om 6 P E  to 6 P E  insid e M P L S

h ttp: / / w w w . c isc o. c om/ w arp/ pu b l ic / c c / pd/ iosw / prodl it/ iosip_ an. h tm

iB G P ( M B G P)  S e s s io n s

IP v 4
M P L S

P P

P P
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6 P E  R o u t i ng/ L ab el  D i s t r i b u t i o n

6 PE -2

6 PE -1

P1 P2

2 0 0 1 : F 0 0 D : :
2 0 0 1 : D B 8 : :

2 0 0 . 1 0 . 1 0 . 1

2 0 0 . 1 1 . 1 1 . 1

I G Pv 4  A dv e r t is e s  
R e ac hab ilit y  o f  20 0 . 10 . 10 . 1

I G Pv 6  o r  M P-B G P 
A dv e r t is in g  
20 0 1: F 0 0 D : :

I G P o r  M P-B G P 
A dv e r t is in g  
20 0 1: F 0 0 D : :

6 P E -2  S end s  M P -i B G P  A d v erti s em ent to  6 P E -1  W h i c h  S a y s :
2 0 0 1 : F 0 0 D : :  Is  R ea c h a b l e 
V i a  B G P  N ex t H o p  =  2 0 0 . 1 0 . 1 0 . 1  ( 6 P E -2 )
B i nd  B G P  L a b el  to  2 0 0 1 : F 0 0 D : :  ( * )
IP v 6  N ex t H o p  Is  a n IP v 4  M a p p ed  IP v 6  A d d res s  B u i l t f ro m  2 0 0 . 1 0 . 1 0 . 1

L D Pv 4  B in ds  L ab e l 
t o  20 0 . 10 . 10 . 1

L D Pv 4  B in ds  L ab e l 
t o  20 0 . 10 . 10 . 1

L D Pv 4  B in ds  
I m p lic it -N u ll ( i. e .  

Po p ) t o  20 0 . 10 . 10 . 1
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6 PE -1

6 PE -2

IP v 6  F o rw a rd i ng  a nd  L a b el  Im p o s i ti o n:
• 6 P E -1  rec ei v es  a n IP v 6  p a c k et
• L o o k u p  i s  d o ne o n IP v 6  p ref i x
• R es u l t i s :

L a b el  b i nd ed  b y  M P -B G P  to  2 0 0 1 : F 0 0 D : :
L a b el 1  b i nd ed  b y  L D P / IG P v 4  to  th e IP v 4  a d d res s  
o f  B G P  nex t h o p  ( 6 P E -2 )

IPv6 Packet
to  2 0 0 1 : F 0 0 D : : 1

6 P E  F o r w ar di ng ( 6 P E -1 )

2 0 0 1 : F 0 0 D : :
2 0 0 1 : D B 8 : :

I P v 6  
P ac k et

MP -B G P  
L ab el

L D P / v 4  
L ab el 1  to 
6 P E -2

P1 P2
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6 PE -2

2 0 0 1 : F 0 0 D : :
2 0 0 1 : D B 8 : :

P1 P2

I P v 6  P a c k e tM P -B G P  
L a b e l

L D P / v 4  
L a b e l 2 t o  
6 P E -2

6 P E  F o r w ar di ng ( P 1 )

6 PE -1

IP v 6 -U N a w a re M P L S  L a b el  S w i tc h i ng :
• P 1  rec ei v es  a n M P L S  p a c k et
• L o o k u p  i s  d o ne o n L a b el 1
• R es u l t i s  L a b el 2
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6 PE -2

2 0 0 1 : F 0 0 D : :
2 0 0 1 : D B 8 : :

P1 P2

6 PE -1

I P v 6  P a c k e tM P -B G P  
L a b e l

6 P E  F o r w ar di ng ( P 2 )
IP v 6 -U N a w a re M P L S  L a b el  S w i tc h i ng :
• P 2  rec ei v es  a n M P L S  p a c k et
• L o o k u p  i s  d o ne o n L a b el 2
• R es u l t i nc l u d es  P o p  l a b el  ( P H P ) ,  i f  u s ed
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6 PE -2

2 0 0 1 : F 0 0 D : :
2 0 0 1 : D B 8 : :

P1 P2

6 PE -1

6 P E  F o r w ar di ng ( 6 P E -2 )
• M P L S  l a b el  f o rw a rd i ng :
• 6 P E -2  rec ei v es  a n M P L S  p a c k et
• L o o k u p  i s  d o ne o n l a b el
• R es u l t i s :
P o p  l a b el  a nd  d o  IP v 6  l o o k u p  o n v 6  
d es ti na ti o n
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6 P E -1  C o nf i gu r at i o n

2 0 0 . 1 0 . 1 0 . 1  Is  th e R em o te 6 P E
2 0 0 1 : D B 8 : 1 : : 1  Is  th e L o c a l  C E

ipv6 cef
!
m pl s  l a b el  pr o t o co l  l d p
!
r o u t er  b g p 1 0 0
n o  s y n ch r o n iz a t io n
n o  b g p d efa u l t  ipv4  u n ica s t
n eig h b o r  2 0 0 1 : D B 8 : 1 : : 1  r em o t e-a s  65 0 1 4
n eig h b o r  2 0 0 . 1 0 . 1 0 . 1  r em o t e-a s  1 0 0
n eig h b o r  2 0 0 . 1 0 . 1 0 . 1  u pd a t e-s o u r ce L o o pb a ck 0
!
a d d r es s -fa m il y  ipv6
n eig h b o r  2 0 0 . 1 0 . 1 0 . 1  a ct iva t e
n eig h b o r  2 0 0 . 1 0 . 1 0 . 1  s en d -l a b el
n eig h b o r  2 0 0 1 : D B 8 : 1 : : 1  a ct iva t e
r ed is t r ib u t e co n n ect ed
n o  s y n ch r o n iz a t io n
ex it -a d d r es s -fa m il y

6 PE -1

2 0 0 1 : D B 8 : :

6 PE -2

iB G P S e s s io n

S end  L a b el s  A l o ng  w i th  
IP v 6  P ref i x es  b y  M ea ns  o f
M P -B G P  N o te:  W i l l  C a u s e 
S es s i o n to  F l a p
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6 P E  S h o w  O u t p u t

6PE-1 # s h o w  i p v 6 r o u t e
B   20 0 1 : F 0 0 D : : / 64  [ 20 0 / 0 ]

v i a  : : F F F F : 20 0 . 1 0 . 1 0 . 1 ,  I Pv 6-m p l s

6PE-1 # s h o w  i p v 6 c e f  i n t e r n a l  # h i d d e n  c o m m a n d
. .  O U T PU T  T R U N C A T ED  . .
20 0 1 : F 0 0 D : : / 64 ,

n e x t h o p  : : F F F F : 20 0 . 1 0 . 1 0 . 1
f a s t  t a g  r e w r i t e  w i t h  F 0 / 1 ,  1 0 . 1 2. 0 . 1 ,  t a g s  i m p o s e d  { 1 7  28 }

6PE-1 # s h o w  i p  r o u t e  20 0 . 1 0 . 1 0 . 1    
R o u t i n g  e n t r y  f o r  20 0 . 1 0 . 1 0 . 1 / 3 2
K n o w n  v i a  " i s i s " ,  d i s t a n c e  1 1 5 ,  m e t r i c  20 ,  t y p e  l e v e l -2

[ s n i p ]
*  1 0 . 1 2. 0 . 1 ,  f r o m  20 0 . 1 0 . 1 0 . 1 ,  v i a  F a s t Et h e r n e t 1 / 0
R o u t e  m e t r i c  i s  20 ,  t r a f f i c  s h a r e  c o u n t  i s  1

O th er U sef ul  O utput:
show bgp ipv6 neighbors
show bgp ipv6 u nic a st
show m pl s f orwa rd ing # m ore on t his l a t er
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6 v P E  O V E R V I E W  
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6 V P E  D ep l o y m ent

� 6V PE  ~  IPv6 +  B G P-M PL S  IPv4    
V PN  +  6PE

� C isco 6V PE  is an implementation 
of  R F C 4 65 9

� V PN v6 address:
A d d r e s s  i n c l u d i n g  t h e  6 4  b i t s  r o u t e  
d i s t i n g u i s h e r  a n d  t h e  1 28  b i t s  I P v 6  
a d d r e s s

� M P-B G P V PN v6 
address-f amily:

A F I  “I P v 6 ” ( 2) ,  S A F I  “V P N ” ( 1 28 )  
� V PN  IPv6 M P_ R E A C H _ N L R I

W i t h  V P N v 6  n e x t -h o p  a n d  N L R I  i n  t h e  
f o r m  o f  < l e n g t h ,  I P v 6 -p r e f i x ,  l a b e l >  

� E ncoding of  th e B G P nex t-h op

iB G P ( M B G P)  S e s s io n s

V P N  Y E L L O W

V P N  Y E L L O W

V P N  B L U E

v 4  a nd  v 6  V P NV P N  B L U E

v 6  O nl y

v 6  O nl y

v 4  a nd  v 6  V P N

V P N  Y E L L O W

V P N  B L U E

v 6  O nl y

v 4  a nd  v 6  V P N

M PL S  V PN s

P P

P P
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6 V P E  E x am p l e D es i gn
Addressing/Routing

PE 2

PE 1

P1 P2

L o 0 - 1 9 2 . 1 6 8 . 2 . 1
C E 1 -B L U E

1 7 2 . 1 6. 1 . 1
1 7 2 . 1 6. 1 . 2

I Pv 4
2 0 0 1 : D B 8 : C A F E : 1 : : 1

1 : : 2
I Pv 6

L o 0 - 1 9 2 . 1 6 8 . 3 . 1 L o 0 - 1 9 2 . 1 6 8 . 4 . 1 L o 0 - 1 9 2 . 1 6 8 . 5 . 1

1 0 . 1 . 1 . 0 / 2 4
2 0 0 1 : D B 8 : B E E F : 1 : : / 6 4

1 0 . 1 . 2 . 0 / 2 4
2 0 0 1 : D B 8 : B E E F : 2 : : / 6 4

1 9 2 . 1 68 . 1 . 1 -1 9 2 . 1 68 . 1 . 2
I Pv 4

1 9 2 . 1 68 . 1 . 5  - 1 9 2 . 1 68 . 1 . 6
I Pv 4

1 9 2 . 1 68 . 1 . 9  - 1 9 2 . 1 68 . 1 . 1 0
I Pv 4

1 7 2 . 1 6. 3 . 2
1 7 2 . 1 6. 3 . 1

I Pv 4
2 0 0 1 : D B 8 : C A F E : 3 : : 2

3 : : 1
I Pv 6

C E 2 -B L U E

M P -i B G P  S es s i o n

E nterp ri s e
IG P

E nterp ri s e
IG P

M P -eB G P
M P -eB G P
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6 V P E  C o nf i gu r at i o n E x am p l e
C E 1 -B L U E  to P E 1

r o u t er  b g p 5 0 0
b g p l o g -n eig h b o r -ch a n g es
n eig h b o r  2 0 0 1 : D B 8 : C A F E : 1 : : 2 r em o t e-a s  1 0 0
n eig h b o r  1 7 2 . 1 6. 1 . 2 r em o t e-a s  1 0 0
!
a d d r es s -fa m il y  ipv4
r ed is t r ib u t e co n n ect ed
r ed is t r ib u t e eig r p 1 0 0
n o  n eig h b o r  2 0 0 1 : D B 8 : C A F E : 1 : : 2  a ct iva t e
n eig h b o r  1 7 2 . 1 6. 1 . 2 a ct iva t e
n o  a u t o -s u m m a r y
n o  s y n ch r o n iz a t io n
ex it -a d d r es s -fa m il y
!
a d d r es s -fa m il y  ipv6
n eig h b o r  2 0 0 1 : D B 8 : C A F E : 1 : : 2 a ct iva t e
r ed is t r ib u t e co n n ect ed
r ed is t r ib u t e r ip B L U E
n o  s y n ch r o n iz a t io n
ex it -a d d r es s -fa m il y

!
ipv6 r o u t er  r ip B L U E
r ed is t r ib u t e b g p 5 0 0

PE 1C E 1 -B L U E

1 0 . 1 . 1 . 0 / 2 4
2 0 0 1 : D B 8 : B E E F : 1 : : / 6 4E nterp ri s e

IG P

ipv6 u n ica s t -r o u t in g
ipv6 cef
!
in t er fa ce E t h er n et 0 / 0
d es cr ipt io n  t o  P E 1
ip a d d r es s  1 7 2 . 1 6. 1 . 1 2 5 5 . 2 5 5 . 2 5 5 . 0
ipv6 a d d r es s  2 0 0 1 : D B 8 : C A F E : 1 : : 1 / 64

!
in t er fa ce E t h er n et 1 / 0
d es cr ipt io n  t o  B L U E  L A N
ip a d d r es s  1 0 . 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
ipv6 a d d r es s  2 0 0 1 : D B 8 : B E E F : 1 : : 1 / 64
ipv6 r ip B L U E  en a b l e
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6 V P E  C o nf i gu r at i o n E x am p l e
P E 1  C onnec tions

� S t a n d a r d  M PL S  
c o n f i g u r a t i o n  
b e t w e e n  PE -P

� R u n n i n g  IG P i n  t he  
c l o u d

ipv6 u n ica s t -r o u t in g
ipv6 cef
m pl s  l d p r o u t er -id  L o o pb a ck 0
!
in t er fa ce L o o pb a ck 0
ip a d d r es s  1 9 2 . 1 68 . 2 . 1 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

!
in t er fa ce E t h er n et 0 / 0
d es cr ipt io n  t o  C E 1 -B L U E
vr f fo r w a r d in g  B L U E
ip a d d r es s  1 7 2 . 1 6. 1 . 2 2 5 5 . 2 5 5 . 2 5 5 . 0
ipv6 a d d r es s  2 0 0 1 : D B 8 : C A F E : 1 : : 2 / 64

!
in t er fa ce E t h er n et 2 / 0
d es cr ipt io n  t o  P 1
ip a d d r es s  1 9 2 . 1 68 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
m pl s  ip

!
r o u t er  o s pf 1
l o g -a d j a cen cy -ch a n g es
r ed is t r ib u t e co n n ect ed  s u b n et s
pa s s ive-in t er fa ce L o o pb a ck 0
n et w o r k  1 9 2 . 1 68 . 1 . 0  0 . 0 . 0 . 2 5 5  a r ea  0

PE 1

P1

C E 1 -B L U E
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6 V P E  C o nf i gu r at i o n E x am p l e
P E 1  V RF  D ef initions

vr f d efin it io n  B L U E
r d  2 0 0 : 1
!
r o u t e-t a r g et  ex po r t  2 0 0 : 1
r o u t e-t a r g et  im po r t  2 0 0 : 1
! 
a d d r es s -fa m il y  ipv4
ex it -a d d r es s -fa m il y
!
a d d r es s -fa m il y  ipv6
ex it -a d d r es s -fa m il y

C E 1 -B L U E
V R F
B L U E

( R D  - 2 0 0 : 1 )
PE 1 / PE 2  W i l l  H o l d

C E 1  R o u tes
C E 2  R o u tes

V R F  B L U E

C E 1 -B L U E

PE 1

Define
V R F  N a m e
R o u t e-Dis t ing u is h er
R o u t e-T a r g et s
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6 V P E  C o nf i gu r at i o n E x am p l e
P E 1  B G P  S etup

PE 2
19 2. 16 8 . 5 . 1

M P -i B G P
S es s i o n

PE 1
C E 1 -B L U E
1 7 2 . 1 6 . 1 . 1
C A F E : 1 : : 1

V R F  B L U E

M P -eB G P

a d d r es s -fa m il y  vpn v6
n eig h b o r  1 9 2 . 1 68 . 5 . 1 a ct iva t e
n eig h b o r  1 9 2 . 1 68 . 5 . 1 s en d -co m m u n it y  

ex t en d ed
ex it -a d d r es s -fa m il y

!
a d d r es s -fa m il y  ipv4  vr f B L U E
r ed is t r ib u t e co n n ect ed
n eig h b o r  1 7 2 . 1 6. 1 . 1 r em o t e-a s  5 0 0
n eig h b o r  1 7 2 . 1 6. 1 . 1 a ct iva t e
n o  a u t o -s u m m a r y
n o  s y n ch r o n iz a t io n
ex it -a d d r es s -fa m il y
!
a d d r es s -fa m il y  ipv6 vr f B L U E
n eig h b o r  2 0 0 1 : D B 8 : C A F E : 1 : : 1 r em o t e-a s  

5 0 0
n eig h b o r  2 0 0 1 : D B 8 : C A F E : 1 : : 1 a ct iva t e
r ed is t r ib u t e co n n ect ed
n o  s y n ch r o n iz a t io n
ex it -a d d r es s -fa m il y

r o u t er  b g p 1 0 0
b g p l o g -n eig h b o r -ch a n g es
n eig h b o r  1 9 2 . 1 68 . 5 . 1 r em o t e-a s  1 0 0
n eig h b o r  1 9 2 . 1 68 . 5 . 1 u pd a t e-s o u r ce 

L o o pb a ck 0
!
a d d r es s -fa m il y  ipv4
n eig h b o r  1 9 2 . 1 68 . 5 . 1 a ct iva t e
n o  a u t o -s u m m a r y
n o  s y n ch r o n iz a t io n
ex it -a d d r es s -fa m il y
!
a d d r es s -fa m il y  vpn v4
n eig h b o r  1 9 2 . 1 68 . 5 . 1 a ct iva t e
n eig h b o r  1 9 2 . 1 68 . 5 . 1 s en d -co m m u n it y  

ex t en d ed
ex it -a d d r es s -fa m il y



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a le v o i t 71

6 V P E  C o nf i gu r at i o n E x am p l e
P  C onnec tions

m pl s  l d p r o u t er -id  L o o pb a ck 0
!
in t er fa ce L o o pb a ck 0
ip a d d r es s  1 9 2 . 1 68 . 3 . 1 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

!
in t er fa ce E t h er n et 0 / 0
d es cr ipt io n  t o  P E 1
ip a d d r es s  1 9 2 . 1 68 . 1 . 2 2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
m pl s  ip

!
in t er fa ce E t h er n et 1 / 0
d es cr ipt io n  t o  P 2
ip a d d r es s  1 9 2 . 1 68 . 1 . 5 2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
m pl s  ip

!
r o u t er  o s pf 1
l o g -a d j a cen cy -ch a n g es
r ed is t r ib u t e co n n ect ed  s u b n et s
pa s s ive-in t er fa ce L o o pb a ck 0
n et w o r k  1 9 2 . 1 68 . 1 . 0  0 . 0 . 0 . 2 5 5  a r ea  0

P1 P2

m pl s  l d p r o u t er -id  L o o pb a ck 0
!
in t er fa ce L o o pb a ck 0
ip a d d r es s  1 9 2 . 1 68 . 4 . 1 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

!
in t er fa ce E t h er n et 0 / 0
d es cr ipt io n  t o  P 1
ip a d d r es s  1 9 2 . 1 68 . 1 . 6 2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
m pl s  ip

!
in t er fa ce E t h er n et 1 / 0
d es cr ipt io n  t o  P E 2
ip a d d r es s  1 9 2 . 1 68 . 1 . 9 2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
m pl s  ip

!
r o u t er  o s pf 1
l o g -a d j a cen cy -ch a n g es
r ed is t r ib u t e co n n ect ed  s u b n et s
pa s s ive-in t er fa ce L o o pb a ck 0
n et w o r k  1 9 2 . 1 68 . 1 . 0  0 . 0 . 0 . 2 5 5  a r ea  0
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C E 2 -B L U E

V R F  B L U E

D ef au l t T ab l e
B E E F : 2 : : / 64
8 8 8 8 : : / 64

C E 1 -B L U E

V R F  B L U E

M P-i B G P T u n n el

D ef au l t T ab l e
B E E F : 1 : : / 64
9 9 9 9 : : / 64

R o u ti ng  
T a b l e B L U E

PE 1

I P v 6  R o u t i ng T ab l es
C E 1 -C E 2

PE 2

R o u ti ng  
T a b l e B L U E

ce1-b l u e# s h o w  i p v 6  r o u t e
C   2 0 0 1: D B 8 : B E E F : 1: : / 6 4  [ 0 / 0 ]

v i a  E t h er n et 1/ 0 ,  d i r ect l y  co n n ect ed
L   2 0 0 1: D B 8 : B E E F : 1: : 1/ 12 8  [ 0 / 0 ]

v i a  E t h er n et 1/ 0 ,  r ecei v e
B   2 0 0 1: D B 8 : B E E F : 2 : : / 6 4  [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 6 0 0 ,  E t h er n et 0 / 0
C   2 0 0 1: D B 8 : C A F E : 1: : / 6 4  [ 0 / 0 ]

v i a  E t h er n et 0 / 0 ,  d i r ect l y  co n n ect ed
L   2 0 0 1: D B 8 : C A F E : 1: : 1/ 12 8  [ 0 / 0 ]

v i a  E t h er n et 0 / 0 ,  r ecei v e
B   2 0 0 1: D B 8 : C A F E : 3 : : / 6 4  [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 6 0 0 ,  E t h er n et 0 / 0
B   8 8 8 8 : : / 6 4 [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 6 0 0 ,  E t h er n et 0 / 0
R   9 9 9 9 : : / 6 4 [ 12 0 / 2 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: 9 0 0 0 ,  E t h er n et 1/ 0
L   F F 0 0 : : / 8  [ 0 / 0 ]

v i a  N u l l 0 ,  r ecei v e

ce2 -b l u e# s h o w  i p v 6  r o u t e
B   2 0 0 1: D B 8 : B E E F : 1: : / 6 4  [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 9 0 1,  E t h er n et 0 / 0
C   2 0 0 1: D B 8 : B E E F : 2 : : / 6 4  [ 0 / 0 ]

v i a  E t h er n et 1/ 0 ,  d i r ect l y  co n n ect ed
L   2 0 0 1: D B 8 : B E E F : 2 : : 1/ 12 8  [ 0 / 0 ]

v i a  E t h er n et 1/ 0 ,  r ecei v e
B   2 0 0 1: D B 8 : C A F E : 1: : / 6 4  [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 9 0 1,  E t h er n et 0 / 0
C   2 0 0 1: D B 8 : C A F E : 3 : : / 6 4  [ 0 / 0 ]

v i a  E t h er n et 0 / 0 ,  d i r ect l y  co n n ect ed
L   2 0 0 1: D B 8 : C A F E : 3 : : 1/ 12 8  [ 0 / 0 ]

v i a  E t h er n et 0 / 0 ,  r ecei v e
R   8 8 8 8 : : / 6 4 [ 12 0 / 2 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 2 : 5 8 0 0 ,  E t h er n et 1/ 0
B   9 9 9 9 : : / 6 4 [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 9 0 1,  E t h er n et 0 / 0
L   F F 0 0 : : / 8  [ 0 / 0 ]

v i a  N u l l 0 ,  r ecei v e

B G P  T a b l e
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C E 2 -B L U E

V R F  B L U E

D ef au l t T ab l e
B E E F : 2 : : / 64
8 8 8 8 : : / 64

C E 1 -B L U E

V R F  B L U E

M P-i B G P T u n n el

D ef au l t T ab l e
B E E F : 1 : : / 64
9 9 9 9 : : / 64

R o u ti ng  
T a b l e B L U E

PE 1 PE 2

R o u ti ng  
T a b l e B L U E

B G P  T a b l e

I P v 6  R o u t i ng T ab l es
P E 1 -P E 2

p e1# s h o w  i p v 6  r o u t e v r f  B L U E
B   2 0 0 1: D B 8 : B E E F : 1: : / 6 4  [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 4 0 0 ,  E t h er n et 0 / 0
B   2 0 0 1: D B 8 : B E E F : 2 : : / 6 4  [ 2 0 0 / 0 ]

v i a  19 2 . 16 8 . 5 . 1% D ef a u l t -I P -R o u t i n g -T a b l e,  
i n d i r ect l y  co n n ect ed
C   2 0 0 1: D B 8 : C A F E : 1: : / 6 4  [ 0 / 0 ]

v i a  E t h er n et 0 / 0 ,  d i r ect l y  co n n ect ed
L   2 0 0 1: D B 8 : C A F E : 1: : 2 / 12 8  [ 0 / 0 ]

v i a  E t h er n et 0 / 0 ,  r ecei v e
B   2 0 0 1: D B 8 : C A F E : 3 : : / 6 4  [ 2 0 0 / 0 ]

v i a  19 2 . 16 8 . 5 . 1% D ef a u l t -I P -R o u t i n g -T a b l e,  
i n d i r ect l y  co n n ect ed
B   8 8 8 8 : : / 6 4 [ 2 0 0 / 2 ]

v i a  19 2 . 16 8 . 5 . 1% D ef a u l t -I P -R o u t i n g -T a b l e,  
i n d i r ect l y  co n n ect ed
B   9 9 9 9 : : / 6 4  [ 2 0 / 2 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 4 0 0 ,  E t h er n et 0 / 0
L   F F 0 0 : : / 8  [ 0 / 0 ]

v i a  N u l l 0 ,  r ecei v e

p e2 # s h o w  i p v 6  r o u t e v r f  B L U E
B   2 0 0 1: D B 8 : B E E F : 1: : / 6 4  [ 2 0 0 / 0 ]

v i a  19 2 . 16 8 . 2 . 1% D ef a u l t -I P -R o u t i n g -T a b l e,  
i n d i r ect l y  co n n ect ed
B   2 0 0 1: D B 8 : B E E F : 2 : : / 6 4  [ 2 0 / 0 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F A 0 0 ,  E t h er n et 1/ 0
B   2 0 0 1: D B 8 : C A F E : 1: : / 6 4  [ 2 0 0 / 0 ]

v i a  19 2 . 16 8 . 2 . 1% D ef a u l t -I P -R o u t i n g -T a b l e,  
i n d i r ect l y  co n n ect ed
C   2 0 0 1: D B 8 : C A F E : 3 : : / 6 4  [ 0 / 0 ]

v i a  E t h er n et 1/ 0 ,  d i r ect l y  co n n ect ed
L   2 0 0 1: D B 8 : C A F E : 3 : : 2 / 12 8  [ 0 / 0 ]

v i a  E t h er n et 1/ 0 ,  r ecei v e
B   8 8 8 8 : : / 6 4  [ 2 0 / 2 ]

v i a  F E 8 0 : : A 8 B B : C C F F : F E 0 1: F A 0 0 ,  E t h er n et 1/ 0
B   9 9 9 9 : : / 6 4 [ 2 0 0 / 2 ]

v i a  19 2 . 16 8 . 2 . 1% D ef a u l t -I P -R o u t i n g -T a b l e,  
i n d i r ect l y  co n n ect ed
L   F F 0 0 : : / 8  [ 0 / 0 ]

v i a  N u l l 0 ,  r ecei v e
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C E 2 -B L U E

V R F  B L U E

D ef au l t T ab l e
B E E F : 2 : : / 64
8 8 8 8 : : / 64

C E 1 -B L U E

V R F  B L U E

M P-i B G P T u n n el

D ef au l t T ab l e
B E E F : 1 : : / 64
9 9 9 9 : : / 64

R o u ti ng  
T a b l e B L U E

PE 1 PE 2

R o u ti ng  
T a b l e B L U E

B G P  T a b l e

I P v 6  R o u t i ng T ab l es
P E 1  B G P  N ex t-H op

I Pv 4 -M ap p e d
I Pv 6  A ddr e s s
( I Pv 4 -B as e d 
L S P S e t u p )

pe1 # s h o w  b g p vpn v6 u n ica s t  a l l   # O U T P U T  S H O R T E N E D  F O R  C L A R I T Y
N et w o r k           N ex t  H o p            M et r ic L o cP r f W eig h t  P a t h
R o u t e D is t in g u is h er :  2 0 0 : 1  ( d efa u l t  fo r  vr f B L U E )
* >  2 0 0 1 : D B 8 : B E E F : 1 : : / 64

2 0 0 1 : D B 8 : C A F E : 1 : : 1   
0              0  5 0 0 ?

* > i2 0 0 1 : D B 8 : B E E F : 2 : : / 64
: : F F F F : 1 9 2 . 1 68 . 5 . 1

0     1 0 0       0  5 0 6 ?
* > i2 0 0 1 : D B 8 : C A F E : 3 : : / 64

: : F F F F : 1 9 2 . 1 68 . 5 . 1
0     1 0 0       0  ?

* > i8 8 8 8 : : / 64 : : F F F F : 1 9 2 . 1 68 . 5 . 1
2     1 0 0       0  5 0 6 ?

* >  9 9 9 9 : : / 64         2 0 0 1 : D B 8 : C A F E : 1 : : 1
2              0  5 0 0 ?
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M P-i B G P T u n n el

PE 1

M P L S  F o r w ar di ng
P E 1

PE 2
C E 2 -B L U E

V R F  B L U E

C E 1 -B L U E

V R F  B L U E

D ef au l t T ab l e
B E E F : 1 : : / 64
9 9 9 9 : : / 64

p e1# s h o w  m p l s  f o r w a r d i n g
L o ca l   O u t g o i n g       P r ef i x             B y t es  L a b el    O u t g o i n g    N ex t  H o p     
L a b el   L a b el  o r  V C    o r  T u n n el  I d       S w i t ch ed       i n t er f a ce  
16      P o p  L a b el      19 2 . 16 8 . 1. 4 / 3 0     0              E t 2 / 0       19 2 . 16 8 . 1. 2  
17      16             19 2 . 16 8 . 1. 8 / 3 0     0              E t 2 / 0       19 2 . 16 8 . 1. 2  
18      P o p  L a b el      19 2 . 16 8 . 3 . 1/ 3 2     0              E t 2 / 0       19 2 . 16 8 . 1. 2  
19      18             19 2 . 16 8 . 4 . 1/ 3 2     0              E t 2 / 0       19 2 . 16 8 . 1. 2  
2 0      19             19 2 . 16 8 . 5 . 1/ 3 2     0              E t 2 / 0       19 2 . 16 8 . 1. 2  
2 1     N o  L a b el       10 . 1. 1. 0 / 2 4 [ V ]     0              E t 0 / 0       17 2 . 16 . 1. 1  
2 2      A g g r eg a t e     17 2 . 16 . 1. 0 / 2 4 [ V ]   5 7 0            B L U E        
2 5      N o  L a b el       2 0 0 1: D B 8 : B E E F : 1: : / 6 4 [ V ]    \

5 7 0            E t 0 / 0       F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 4 0 0
2 6      A g g r eg a t e     2 0 0 1: D B 8 : C A F E : 1: : / 6 4 [ V ]    \

3 5 4 5 6          B L U E        
2 7      N o  L a b el       9 9 9 9 : : / 6 4 [ V ]       5 7 0            E t 0 / 0       F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 4 0 0
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A L o o k  at  F o r w ar di ng

PE 2

PE 1

P1 P2

L o 0 -1 9 2 . 1 6 8 . 2 . 1

C E 1 -B L U E L o 0 -1 9 2 . 1 6 8 . 3 . 1 L o 0 -1 9 2 . 1 6 8 . 4 . 1 L o 0 -1 9 2 . 1 6 8 . 5 . 1

1 9 2 . 1 68 . 1 . 1 -1 9 2 . 1 68 . 1 . 2
I Pv 4 1 9 2 . 1 68 . 1 . 5 -1 9 2 . 1 68 . 1 . 6

I Pv 4
1 9 2 . 1 68 . 1 . 9 -1 9 2 . 1 68 . 1 . 1 0

I Pv 4

C E 2 -B L U E

2 0 0 1 : D B 8 : B E E F : 1 : : 1

pe1#show mpls forwarding
L oc al O u t going P refix         O u t going  N ex t  H op  
L ab el L ab el              int erfac e       
2 5 N o L ab el 2 0 0 1: D B 8 : B E E F : 1: : / 6 4 E t 0 / 0    F E 8 0 : : A 8 B B : C C F F : F E 0 1: F 4 0 0

p2 #show mpls forwarding
L oc al O u t going P refix         O u t going  N ex t  H op  
L ab el L ab el              int erfac e
18 17 19 2 . 16 8 . 2 . 1/ 3 2 E t 0 / 0    19 2 . 16 8 . 1. 5
pe2 #sh ipv  c ef v rf B L U E
2 0 0 1: D B 8 : B E E F : 1: : / 6 4
nex t hop 19 2 . 16 8 . 1. 9  E t hernet 0 / 0  lab el 18 2 5

p1#show mpls forwarding
L oc al O u t going P refix         O u t going  N ex t  H op  
L ab el L ab el int erfac e
17 P op L ab el   19 2 . 16 8 . 2 . 1/ 3 2 E t 0 / 0    19 2 . 16 8 . 1. 1
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