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FUTURE

Industry IT Evolution

TO D A Y
A P P L I C A T I O N S

S E R V I C E S

S T O R A G E
N E T W O R K

Disconnected applications. Disconnected applications. 
T ig h tly  b ou nd b u siness log ic.T ig h tly  b ou nd b u siness log ic.
F r ag m ented. F r ag m ented. 
L ay er / dev iceL ay er / dev ice--specif ic.specif ic.
I slands. P h y sical lim itations.I slands. P h y sical lim itations.

C onnectiv ity .C onnectiv ity .

M odu lar . L oosely  b ou nd log ic.M odu lar . L oosely  b ou nd log ic.

S h ar ed. C onsistent.S h ar ed. C onsistent.

C onsolidated. V ir tu al.C onsolidated. V ir tu al.

I ntellig ent.I ntellig ent.

T h e  in dus t ry  is  s h if t in g  t o a s e rv ice -orie n t e d p aradig m
• C om m on,  sh ar ed application and inf r astr u ctu r e ser v ices …
• B ased on pr otocols and f or m ats …
• U tiliz ing  policy -b ased m anag em ent.
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Growing Your 
B us ine s s

R unning Your 
B us ine s s

Tackling Business Challenges
W her e t o  I nv est ?

70% of the IT Budget for Maintenance
3 0% A v a i l a b l e for A s s ets  and  I nno v atio n*

30%30% 7 0%7 0%
B us in e s s  

T ran s f orm at ion I n f ras t ruct ure  
O p e rat ion s

*Source: Gartner - I T  I nf ras tructure,  A nd  T h e Sh i f t T o “R eal -T i m e” F eb ,  2 0 0 5
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• Extensions for 
c om m on,  sh a red  
a p p l ic a tion a nd  
resou rc e serv ic es 
a nd  p rotoc ol s

• Extend  th e netw ork ’s 
l eg a c y  a s a  
v irtu a l iz a tion ena b l er

MIDDLE
-W A R E

MIDDLE
-W A R E

MIDDLE-
W A R E

ER
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SF
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ls
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HR
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ntr
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rs
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nu
fac
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ing

B2
B 
Ga
tew

ay

T h e E x p andi ng R o l e o f  t h e N et w o r k

N E T W O R K

• S iloed applications not 
desig ned f or  integ r ation

• M u ltiple application 
platf or m s

• C om m on,  sh ar ed,  
u b iq u itou s netw or k
(connected)

T O DA Y ’S  I N F R A S T R U C T U R E

S H A R ED  S ER V I C ES  I N F R A S T R U C T U R E

T h e  com m on e l e m e n t  t h at  con n e ct s  an d e n ab l e s  
all com p on e n t s  of  t h e  I T  in f ras t ruct ure

T h e  l og ical  p l ace  t o b e g in  t o b uil d 
an  e x t e n de d s h are d s e rv ice s  in f ras t ruct ure .

. .
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Th e  D a ta  C e nte r is a  P roof  P oint f or S O N A
I ns tantI ns tant

M es s ag i ngM es s ag i ng U ni f i edU ni f i ed
M es s ag i ngM es s ag i ng R i ch  M ed i aR i ch  M ed i a

C onf erenci ngC onf erenci ng
C ontactC ontact
C enterC enter V i d eoV i d eo

T el ep h onyT el ep h ony
U ni f i edU ni f i ed
C om m .C om m .
C l i entsC l i ents

P L MP L M C R MC R M E R PE R P

H C MH C M P rocurem entP rocurem ent SC MSC M
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M i d d l ew are and  A p p l i cati on P l atf orm sM i d d l ew are and  A p p l i cati on P l atf orm s

Serv erServ er Storag eStorag e C l i entsC l i entsNE
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Securi ty  Serv i cesSecuri ty  Serv i ces
M ob i l i ty  Serv i cesM ob i l i ty  Serv i ces
Storag e Serv i cesStorag e Serv i ces

U ni f i ed  C om m uni cati onU ni f i ed  C om m uni cati onServ i cesServ i ces
C om p ute Serv i cesC om p ute Serv i ces
I d enti ty  Serv i cesI d enti ty  Serv i ces

I n f r a s t r u c t u r e
S e r v i c e s

I n f r a s t r u c t u r e
S e r v i c e s

A p p l i cati on D el i v eryA p p l i cati on D el i v ery A p p l i cati onA p p l i cati on--O ri ented  N etw ork i ngO ri ented  N etw ork i ng

D ata D ata 
C enterC enterB ranchB ranchC am p usC am p us T el ew ork erT el ew ork erW A N / M A NW A N / M A NE nterp ri s e E nterp ri s e 

E d g eE d g e

Se
rvi

ce
s M

an
ag

em
en

t
Se

rvi
ce

s M
an

ag
em

en
t

N etw ork  I nf ras tructure V i rtual i z ati onN etw ork  I nf ras tructure V i rtual i z ati on

R outi ngR outi ng
B ui l d i ng  C ontrol  netw ork  &  P h y s i cal  Securi tyB ui l d i ng  C ontrol  netw ork  &  P h y s i cal  Securi tyMDS FamilySFS Family C at alys t  Family O N S Family

E M B E D D E D  S T O R A G E  
S E R VI C E S

E M B E D D E D  S T O R A G E  
S E R VI C E S

Fabric Assisted
Ap p l icatio n s

D ata R ep l icatio n
S erv ices

S to rag e
V irtu al iz atio n  

Fabric H o sted 
Ap p l icatio n s 

E M B E D D E D  S E C U R I T Y  
S E R VI C E S

E M B E D D E D  S E C U R I T Y  
S E R VI C E S

Firew al l  
S erv ices

D D O S  G u ard
I n tru sio n  
P rev en tio n

S ecu re V irtu al  
Fabrics

E M B E D D E D  A P P L I C A T I O N  
N E T W O R K   S E R VI C E S

E M B E D D E D  A P P L I C A T I O N  
N E T W O R K   S E R VI C E S

S erv er
L o ad B al an cin g

S S L  O f f -l o ad

Ap p l icatio n
M essag e S erv ices

P ro to co l
O p tim iz atio n

E M B E D D E D  C O M P U T E  
S E R VI C E S

E M B E D D E D  C O M P U T E  
S E R VI C E S

L o w  L aten cy  
R D M A 

V irtu al  I / O
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End to End D a ta  C e nte r S yste m s/ S olutions

R a c k R a c k B l a d e B l a d e

B U SI N E SS C O N T I N U A N C E  
N E T W O R K

I N T E G R A T E D SE R V E R  
FA B R I C

Blade Server w/ 
I n f i n i b an d

SF S G at eway

VVV V

Blade Server w/ 
I n t eg rat ed Swi t c h

W i de-A rea A p p li c at i o n  
A c c elerat i o n
N et wo rk  
V i rt u ali z at i o n
V i rt u ali z ed 
Servi c es

F i rewall Servi c es

Server
L o ad Balan c i n g
SSL  O f f -lo ad

I N T E G R A T E D N E T W O R K  SE R V I C E S

D at a R ep li c at i o n
Servi c es

St o rag e
V i rt u ali z at i o n  

V i rt u al F ab ri c s  
( V SA N s )

F ab ri c
A s s i s t ed
A p p li c at i o n s

I N T E G R A T E D ST O R A G E  SE R V I C E S
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V irt ual iz at ion

• I m m ediate 
P ow er  S av ing s
• S er v ice V elocity
• O pex  A lig nm ent
• C apital A sset 
U tiliz ation 
I m pr ov em ent

D a ta  C e nte r N e tw ork  S tra te g y a nd Evolution
C on s ol idat ion

• N et-C entr ic 
S er v er  E v olu tion
• V ir tu al M ach ine 
I nteg r ation
• I nline Data 
P r otection
• S epar ation of  
P olicy  and 
F or w ar ding

A ut om at ionI n t e g rat ion

• S ing le U nif ied 
N etw or k  F ab r ic
• R eal-T im e 
P r ov isioning  
C apab ilities
•Data C enter  
C lass P latf or m s
• I nteg r ated 
S er v ices

Scal e
P erf orm ance
D ens i ty
A v ai l ab i l i ty
O p erati onal  
M anag eab i l i ty
I nv es tm ent 
P rotecti on
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Drivers a n d  T ren d s o f W o rl d w id e S t o ra g e
� C u r r e n t  B u y i n g  Tr e n d s  f o r  S t o r a g e  N e t w o r k i n g

Disaster Recovery; 
Reg u l atory C om p l ian ce ( S arb an es O x l ey,  B asel  I I )
S A N  C on sol id ation
H ig h  avail ab il ity,  secu rity,  rel iab il ity
C en tral iz ation  of  Data

� C u r r e n t  d a t a  s t o r a g e  t r e n d  n o t  s u s t a i n a b l e
A n n u al  cap acity in crease con sisten tl y at 5 0 –6 0 %
S p iral in g  costs ( avg .  3 5 %  of  som e I T  b u d g ets)
W e are j u st seein g  th e start of  in f orm ation  ex p l osion  ( vid eo g row th  m ean s ex trem e storag e n eed s)
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$ 2 0 0

S t o r age C o ns o l i dat i o n—R edu c ed C o s t
Co
sts

W / O  M D S 9 5 0 0
A s s ets

$ 6 0 0

$ 5 0 0

$ 40 0

$ 3 0 0

$ 1 0 0

$ 0
2 0 0 2 2 0 0 3 2 0 0 4 2 0 0 5

W i th  M D S 9 5 0 0
A s s ets

W / O  M D S-9 5 0 0
O p erati ons

W i th  M D S 
O p erati ons

B as e d  o n  2 0 c / MB  T C O —G ar t n e r

Cisco-on -Cisco—I n cr e a sin g  S t or a g e  E f f e ct iv e n e ss
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E vo l u t io n  t o  M u l t il a y er S t o ra g e U t il it y  M o d el
M ul t il ay e r 

S t orag e  N e t w ork
M ul t il ay e r 

S t orag e  U t il it y
Hom og e n ous
“S A N  I s l an ds ”

N etw ork  H osted  S tora g e 
A p p l ic a tions 

I sol a ted  S A N s a nd  
M id -ra ng e D A S

H ig h -end  a nd  M id -ra ng e 
C onsol id a tion 

Mid r an g e  DA SMid r an g e  DA S

P ool ed  D i s k  and  T ap e

M i d r a n g e
A p p s

( e .g . M i c r o s o f t )

E n g i n e e r i n g ,  E R P ,  H R  
A p p l i c a t i o n s

Se c u r it y

V SA N s

Sc alab ilit y

Q o S

Mu lt i-
p r o t o c o l

Mg mt

H A

E R P
SA N
E R P
SA N

E n g in e e r in g  
SA N

H R
SA N
H R
SA N

H AW A N /
FC I P

P ool ed  D i s k  and  T ap e

M i d r a n g e
A p p s

( e .g . M i c r o s o f t )

E n g i n e e r i n g ,  E R P ,  H R  
A p p l i c a t i o n s

L A N  
Fr e e  

B ac k u p Dat a 
Mo b ilit y

St o r ag e
C las s e s

St o r ag e  
V ir t u aliz at io n

Dyn amic  
P r o v is io n in g
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C isc o  M DS  S t o ra g e N et w o rk in g  P ro d u c t s

M D S 9 5 0 9

M U L T I L A Y E R  F A B R I C  
SW I T C H E S M D S 9 5 0 0  M U L T I L A Y E R  

D I R E C T O R S

1 4,  1 6 ,  3 2 -p ort
1 ,  2  Gb F C

Sup erv i s or
1  and  2  

M D S 9 2 1 6
M D S 9 1 40 / M D S 9 1 2 0

SSM

M D S 9 2 1 6 i

I P  Storag e Serv i ces
i SC SI +  F C I P

M D S 
9 0 0 0  

M od ul es
M D S 
9 0 0 0  

M od ul es

M g m tM g m t
C i s co SA N -O SC i s co SA N -O S

C I SC O  F A B R I C  M A N A GE RC I SC O  F A B R I C  M A N A GE R

M D S 9 0 0 0  
F am i l y

M D S 9 0 0 0  
F am i l y

O SO S

M D S 9 5 1 3

4-p ort
1 0  Gb F C1 2 ,  2 4 and  48 -p ort 

1 ,  2 ,  4 Gb F C

I N D U ST R Y  L E A D I N G I N V E ST M E N T  P R O T E C T I O N  A C R O SS A  C O M P R E H E N SI V E  P R O D U C T  L I N E

M D S 9 1 2 4

M D S 9 5 0 6
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E x t en sib l e A rc h it ec t u re f o r E a se o f  M ig ra t io n  

N ew  S w itch ing  M odu les
(1, 2, 4–10  G b  F i b r e  Ch a n n e l

1 2 ,  2 4 ,  o r  4 8  4  G b
Fib r e  C h an n e l p o r t s

Fo u r  t o  1 0  G b
Fib r e  C h an n e l p o r t s

Fo u r  I P  p o r t s

E x isting  S w itch ing  B lades
(1–2 G b  F i b r e  Ch a n n e l  a n d  I P )

1 4  2  G b  Fib r e  
C h an n e l p o r t s  an d  

t w o  I P  p o r t s  

1 6  o r  3 2  2  G b
Fib r e  C h an n e l p o r t s

St o r ag e  Se r v ic e s
Mo d u le

E ig h t  I P  p o r t s M DS -9 5 0 0  S er ies Dir ector s

M D S-9 5 0 9 M D S-9 5 1 3

N o w3 3 6  p o r t s 5 28 p o r t s

N o w6 4 p o r t sN o w6 4 p o r t s

MDS 9 2 1 6 A MDS 9 2 1 6 i

M DS  9 2 0 0  S er ies S w itch es

Switching modules are forward- and b ack ward-comp atib le
C ommon op erating sy stem with consistent features

M D S-9 5 0 6

N o w19 2 p o r t s
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M DS  F ib re C h a n n el  B l a d es
� 1 2 -p ort 1 ,  2 ,  4 Gb / s  F i b re C h annel  b l ad e

Full-r a t e  4  G b / s  p e r f o r m a n c e  f o r  I S L s  a n d  h i g h e s t -p e r f o r m a n c e  s e r v e r  a n d  t a p e  a p p li c a t i o n s
� 2 4-p ort 1 ,  2 ,  4 Gb / s  F i b re C h annel  b l ad e 

S h a r e d -b a n d w i d t h  4  G b / s  a n d  f ull-r a t e  2  G b / s  p e r f o r m a n c e  f o r  e n t e r p r i s e  s t o r a g e  c o n n e c t  a n d  h i g h -p e r f o r m a n c e  s e r v e r  a p p li c a t i o n s  
� 48 -p ort 1 ,  2 ,  4 Gb / s  F i b re C h annel  b l ad e

S h a r e d -b a n d w i d t h  2  G b / s  p e r f o r m a n c e  f o r  m a i n s t r e a m  s e r v e r  a p p li c a t i o n s
� F our-p ort 1 0  Gb / s  F i b re C h annel  b l ad e

Full-r a t e  1 0  G b / s  p e r f o r m a n c e  f o r  I S L  c o n s o li d a t i o n  a n d  h i g h -b a n d w i d t h  m e t r o  c o n n e c t

N A
4:1
2 :1
1 :1

4  
G b / s

1 :1N AN A4-p ort
N A2 :11 :148 -p ort
N A1 :11 :12 4-p ort
N A1 :11 :11 2 -p ort

1 0  
G b / s

2  
G b / s

1  
G b / s

Maximum subscription ratio 
w ith  al l  ports activ e

Maximum subscription ratio 
w ith  al l  ports activ e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 18

P o r t -B andw i dt h  R es er v at i o n

� E n a b l e s b a n d w id t h  t o b e  d e d ica t e d  t o in d iv id u a l  p or t s in  
e a ch  p or t  g r ou p

P or t g r ou p

4 8 -p ort  B l ade
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M D S  9 1 2 4  F ab r i c  S w i t c h

T h e M DS  9 1 2 4  is a n ew  b reed  of  1 R U  f ab ric s w it ch :
E n terp rise-cl ass f eatu res
E asy to con f ig u re an d  u se
F l ex ib l e an d  scal ab l e con f ig u ration
A f f ord ab l e p rice

2 4  f u l l -rate 4 -G b p s F C  in terf aces
S u p p orts S A N -O S  Rel ease 3 . 1 ( 1 )
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O n-D em and P o r t  Ac t i v at i o n
� O n  d e m a n d  p or t  a ct iv a t ion —P a y  a s y ou  g r ow

8 ,  1 6 ,  an d  2 4 -p ort con f ig u ration s to op tim iz e p rice an d  g row th

• T h e b ase conf ig u r ation                       � enab les   por ts 1 -8
• I nstalling  8-por t activ ation license    � enab les   por ts 9 -1 6
• I nstalling  8-por t activ ation license    � enab les   por ts 1 7 -2 4
• B ase conf ig u r ation w ill h av e 8 por ts activ e w ith  a sing le pow er  su pply
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C o ns o l i dat i o n U s i ng C i s c o ’s  V i r t u al  S AN  
( V S AN )  T ec h no l o gy

� V irtu al  f ab rics su p p ort th e n eed  
to con sol id ate n u m erou s S A N  
isl an d s

� F ab rics can  b e m ig rated  f rom  
p h ysical  to virtu al  
im p l em en tation s

� N ew  f ab rics are p rovision ed  
th rou g h  sw itch  com m an d s,  n ot 
p h ysical  ad d s,  m oves,  ch an g es

� F ab rics p rovid e b asis f or sh ared  
n etw ork -b ased  storag e services

SA N  I s lan d
C onsol id a ted  

S tora g e N etw ork

N e w
A p p lic at io n

C om m on P h y s i cal  F ab ri c

E x is t in g
SA N E x is t in g

SA N
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V i r t u al  S AN s —C i s c o  M D S  9 0 0 0  F am i l y

� E a c h  p o r t  o n  t h e  M D S  9 0 0 0  
F a m i l y  e x i s t s  i n  a  V S A N

� U p  t o  2 5 6  V S A N s i n  a  s i n g l e  
s w i t c h  ( h a r d w a r e  c a n  
s u p p o r t  u p  t o  4 0 9 5 )

� L o g i c a l  c o n f i g u r a t i o n  t o  
m o v e  a  p o r t  f r o m  o n e  
f a b r i c  t o  a n o t h e r

V S AN
‘A’

V S AN
‘B’

V S AN
‘C’

V S AN
‘D’
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I nt er V S AN R o u t i ng ( I V R )

� Allows sharing of centralized storage services (such as tape libraries and disk s) across V S AN s—without m erging separate fabrics (V S AN s)

� E nables devices in different V S AN s to com m unicate

� E nable replication while preventing local devices or V S AN s from  traversing W AN

E I SL # 2  i n
P ort C h annel  

R ep l i cati on
V SA N _ 1

L ocal
V SA N _ 2

T rans i t
V SA N _ 3  ( I V R )

R ep l i cati on
V SA N _ 4

L ocal
V SA N _ 5

E I SL # 1  i n
P ort C h annel  

I nter-V S A N  C onnec tion B etw een C om p l etel y  I sol a ted  F a b ric s

I V RI V R

I P  W A N
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S AN  C o ns o l i dat i o n w i t h  V i r t u al  S AN S

M ig ratin g  storag e in f rastru ctu re f rom  several  S A N  isl an d s to a con sol id ated
M DS  9 0 0 0 -b ased  S A N  d esig n ed  f or avail ab il ity,  recoverab il ity,  an d  g row th

V S AN
‘A’

V S AN
‘B’

V S AN
‘C’

V S AN
‘D’
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D at a C ent er  S t o r age E v o l u t i o n
S A N  Con sol id a t ion

� As S torage N etwork s allowed increased disk  
utilization they  started appearing all over the data 
center

� S torage network s grew into ‘islands’ predicated on 
the size of the storage switches available at the tim e

� C isco released the M D S 9 5 0 0  with V irtual S AN s 
(V S AN s) which allowed the consolidation and 
virtualization of S AN  islands into a large com m on 
resource pool

Dat a C e n t e r  
Se r v e r s

2 0 0 4 and  O ng oi ng

St o r ag e  
N e t w o r k

Dis k  an d  
T ap e

E R P  S A N

M K T G  S A NH R  S A N

Virtualized Data Center
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� As S torage N etwork s allowed increased disk  utilization they  started appearing all over the data 
center

� S torage network s grew into ‘islands’ predicated 
on the size of the storage switches available at the tim e

� C isco released the M D S 9 5 0 0  with V irtual S AN s 
(V S AN s) which allowed the consolidation and virtualization of S AN  islands into a large com m on 
resource pool

� T his drove storage utilization to ~ 7 0 %

Dat a C e n t e r  Se r v e r s

2 0 0 4 and  O ng oi ng

St o r ag e  N e t w o r k

Dis k  an d  T ap e

E R P
VS A N

H R
VS A N

M K T G
VS A N

Virtualized Data Center

D at a C ent er  S t o r age E v o l u t i o n
S A N  V ir t u a l iz a t ion
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Infrastructure Simplification:
Supporting Heterogeneous SANs with Cisco SAN Fabrics

FC

V SA N s C ,  D,  E ,  e t c .

FC

FC
FC

FC
FC

FC

SA N  I s lan d  B

FC

FC
FC

FC
FC FC

SA N  I s lan d  A

FC

FC
FC

FC
FC

D i s a s t e r  
R e c o v e r y

T a p e  
B a c k u p

D i s a s t e r  
R e c o v e r y

T a p e  
B a c k u p

D i s a s t e r  
R e c o v e r y

T a p e  
B a c k u p

• M u l ti-v end or S A N s interc onnec t v ia  C isc o M D S  9 0 0 0  F a m il y
• S c a l es b ey ond  p h y sic a l  p orts w ith  Cisco integrated routing (IVR)
• L ow ers T CO  f or Custom ers

SV C  P r imar y Sit e
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i SC SI Gatew ay

P ool ed
E nterp ri s e Storag e
( D i s k  and  T ap e)

H i g h er 
P erf orm ance
E nterp ri s e
Serv ers

M i d rang e Serv ers  and  A p p l i cati ons

C is c o  MDS 9 5 0 0
Dir e c t o r  w it h  

iSC SI

I n t eg ra t ed  iS C S I S u p p o rt - Drivin g  F u rt h er 
S t o ra g e C o n so l id a t io n  a n d  c o st  rel ief
� i S C S I  e n a b le s  f ur t h e r  c o n s o li d a t i o n  o f  m i d r a n g e

M i g r a t i o n  f r o m  D A S
� L o w e r  c o s t  e x p a n s i o n  o f  S A N  

m o r e  i n li n e  w i t h  m i d r a n g e  c o s t s
� C o n n e c t  a t  b o t h  1 G b  a n d  

1 0 0 M b  s p e e d s  
� L e v e r a g e  p o o le d  s t o r a g e  a c r o s s  e n t i r e  e n t e r p r i s e
� Full-s e r v i c e  E t h e r n e t S A N

H o s t -b a s e d  m u l t i -p a t h i n g
F a b r i c -b a s e d  m u l t i -p a t h i n g
H o s t -b a s e d  r e p l i c a t i o n
E n h a n c e d  f a b r i c  s e c u r i t y
T r a f f i c  a c c o u n t i n g
I P  a n d  S C S I -b a s e d  d i a g n o s t i c s
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I n t eg ra t ed  S A N  E x t en sio n - L o w erin g  t h e c o st  
o f  B u sin ess C o n t in u a n c e

� FC I P  c o m p r e s s i o n  w i t h  I P  s t o r a g e  s e r v i c e s  m o d ule
H a r d w a r e -b a s e d  c o m p r e s s i o n  f o r  h i g h  b / w  p e r f o r m a n c e
O p t i m i z e d  a l g o r i t h m s  f o r  m a x i m u m  l o w  b / w  e f f i c i e n c y

� I n t e g r a t e d  I P -s e c  e n c r y p t i o n
L i n e r a t e e n c r y p t i o n  a t  G E  s p e e d s
D e d i c a t e d  t o  G E  p o r t s

� C o m p r e s s i o n  p e r f o r m a n c e *  
L o w -s p e e d  W A N  l i n k s —U p  t o  70  M b p s  a p p l i c a t i o n  t h r o u g h p u t  p e r  G i g E  p o r t  a n d  30 : 1 
c o m p r e s s i o n  r a t i o  
H i g h -s p e e d  W A N  l i n k s —U p  t o  1. 5 G b p s  a p p l i c a t i o n  t h r o u g h p u t  p e r  G i g E  p o r t  a n d  
10 : 1 c o m p r e s s i o n  r a t i o  

� I n t e g r a t e d  C W D M  
O r d e r  o f  m a g n i t u d e  c o s t  r e d u c t i o n  v s .  D W D M
S i m p l i f i e d  m a n a g e m e n t

F C
F a b r i c

F C
F a b r i c

L o c a l
D a t a c e n t e r

Remote
D a ta c en ter

F C I P
N etw or k

P o r t  C h a n n e l i n g  
o f  F C I P  T u n n e l s  

f o r  a d d e d  
R e s i l i e n c y

M D S  9 2 1 6 i
D S -C 9 2 1 6 I -K 9

M D S  9 0 0 0  F a m i l y  
M u l t i p r o t o c o l  

S e r v i c e s  M o d u l e
D S -X 9 3 0 2 -1 4 K 9
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� H ig h  p e r f or m a n ce  v ir t u a l iz a t ion  e n g in e
� F l e x ib l e  a r ch it e ct u r e  
� S S M  F e a t u r e s 

3 2  x  2 G b p s F C  p orts
F C  W rite A ccel eration
N etw ork -assisted  b ack u p
S A N T ap  f u n ction al ity
P artn er A p p l ication  h ostin g

M D S  9 0 0 0  S t o r age S er v i c es  M o du l e 

S torage S ervices M odule
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“N et w o rk -A ssist ed ” S t o ra g e A p p l ic a t io n s

B enefit D escriptionC ustom er B enefit

� N o changes to ex isting back up environm ent
� S S M  D ata M ovem ent can be enabled w/  softwareI nvestm ent P rotection

� E ach S S M  delivers up to 1 6  G bps throughput
� S S M  integrated in a H A M D S  platformH igher P erform ance and R eliability

� O ffload I / O  and C P U  work  from  M edia S ervers to S S M
� R educe server adm in and m gm t task sL ower T C O

S A N

M e d i a
S e r v e r s A p p l i c a t i o n

S e r v e r s

D i s kT a p e

M e d i a
S e r v e r s

A p p l i c a t i o n
S e r v e r s

D i s kT a p e

S e r v e r l e s s  B a c k u p —T o d a y
“N e t w o r k -A s s i s t e d ”
S e r v e r l e s s  B a c k u p

SSM

S e r v e r l e ss B a ck u p

I n s t e a d  o f  M e d i a  S e r v e r s ,
M D S  ( w i t h  S S M )  M o v e s  
D a t a  f r o m  D i s k  t o  T a p e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 32

C i s c o  M D S  S AN  T ap

A p p l i ance

T arg et

I ni ti ator

SA N

C o p y o f
P r imar y  

I / O

N o t  i n  P r i m a r y
D a t a  P a t h

=  SA N  T ap

I n it iat o r  < –>  T ar g e t  I / O

� S A N T ap  is a p rotocol  b etw een  an  
M DS  sw itch  an d  a storag e 
ap p l ication  ap p l ian ce

� S A N T ap  al l ow s storag e ap p l ication  
ap p l ian ces to g et a cop y of  th e I / O s 
b etw een  th e servers an d  storag e

� S A N T ap  en ab l es storag e 
ap p l ication  ap p l ian ces w ith ou t 
im p actin g  p rim ary I / O

� A p p l ian ce d oes n ot resid e in  
p rim ary d ata p ath



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 33

I n t el l ig en t  S A N  S ec u rit y
� Se c u r e  SA N  man ag e me n t

v ia r o le -b as e d  ac c e s s
6 4  c u s t o m i z a b l e  r o l e s
R o l e s  a p p l y  t o  c o m m a n d -l i n e  i n t e r f a c e  ( C L I ) ,  

S N M P ,  a n d
W e b  a c c e s s

F u l l  a c c o u n t i n g  s u p p o r t
� Se c u r e -man ag e me n t  p r o t o c o ls ,  in c lu d in g  

Se c u r e  Sh e ll,  SFT P ,  an d  SN MP v 3
� Se c u r e  s w it c h -c o n t r o l p r o t o c o ls ,  le v e r ag in g

I P s e c  E SP  t o  yie ld  FC -SP
� P o r t  an d  W o r ld w id e  N ame  ( W W N )  Z o n in g
� Fu ll R A DI U S s u p p o r t  f o r  s w it c h  an d  iSC SI  

h o s t  au t h e n t ic at io n

Device-/ S A N -
m a n a g em en t  s ecu r it y

via  S S H ,  S F T P ,  S N M P v3 ,  
a n d  u s er  r o l es  

S A N  
p r o t o co l  
s ecu r it y
( F C -S P )

V S A N s  
p r o vid e
s ecu r e 

is o l a t io n

iS C S I -a t t a ch ed
s er ver s

H a r d w a r e-b a s ed
z o n in g  via  p o r t  

a n d  W W N

R A DI U S  s er ver
f o r  iS C S I  

a u t h en t ica t io n

S h a r ed  p h y s ica l  s t o r a g e
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Dia g n o st ic  &  T ro u b l esh o o t in g  T o o l s:
Minimize Downtime and Improve Performance
� C isco F ab ric A n al yz er 

Dec o de and analy ze F ib re Ch annel and 
S CS I  p ro to c o ls  and s end to  w o rk s tatio n 
o v er I P  

� ( R) S P A N
P ro v ides  th e ab ility  to  intellig ently  
c ap ture traf f ic

� F C  T racerou te 
Ch ec k  reac h ab ility  &  lo g s  tim es tam p s   o f  
eac h  h o p

� F C  P in g
� F u l l  I O S -l ik e d eb u g g in g
� S w itch -in teg rated  C al l  H om e

SP A N
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M D S  F ab r i c  M anager
� Sw it c h -e mb e d d e d ,  J av a-b as e d  

ap p lic at io n
� Dis c o v e r y an d  t o p o lo g y map p in g
� Mu lt ip le  v ie w s :

F a b r i c  Vi e w
S u m m a r y  Vi e w
P h y s i c a l  Vi e w

� C o n f ig u r at io n
� Mo n it o r in g  an d  ale r t s
� N e t w o r k  d iag n o s t ic s
� Se c u r it y:

S N M P v 3
S S H
R B A C
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C i s c o  S t o r age N et w o r k i ng D el i v er s  
I nno v at i o n L eader s h i p

� Virtual SAN (VSAN) to  e n ab le  s c alab le  SAN d e s ig n ,  g ro w th ,  an d  c o n s o lid atio n  o f  s to rag e  
an d  n e tw o rk  re s o urc e s —p ro v id e s  f ault an d  m an ag e m e n t is o latio n

� I n te g rate d  I n te rVSAN R o utin g e n ab le s  s h arin g  o f  c o m m o n  re s o urc e s  ac ro s s  VSANs —
ro utin g  is  in te g rate d  in  h ard w are ,  e lim in atin g  e x p e n s e  an d  m g t o f  s e p arate  ro utin g  d e v ic e s

� I n te g rate d  m ulti-p ro to c o l s up p o rt in c lud in g  F ib re C h an n e l,  iSC SI ,  an d  F I C O N f o r f le x ib le ,  
lo w e s t-c o s t c o n n e c tiv ity  o p tio n s  w ith in  th e  d ata c e n te r

� I n te g rate d  SAN e x te n s io n v ia F C I P  an d  C W D M  f o r c o s t e f f e c tiv e  b us in e s s  c o n tin uity  
� I n te g rate d  c o m p re s s io n  an d  e n c ry p tio n re d uc e s  le as e d  lin e  c h arg e s  an d  p ro v id e s  
s e c ure  SAN e x te n s io n  w ith o ut th e  c o s t an d  m an ag e m e n t o f  s e p arate e n c ry p tio n  d e v ic e s

� Ne tw o rk -h o s te d  s to rag e  ap p lic atio n s (in c lud in g  v o lum e  m an ag e m e n t) f o r im p ro v e d  
o p e ratio n al e f f ic ie n c y ,  s to rag e  utiliz atio n  an d  d ata m o b ility —e n ab le s  I n f o rm atio n  L if e c y c le  
M an ag e m e n t

� Ne tw o rk -ac c e le ratio n  f e ature s re d uc e  c o s t o f  m e d ia s e rv e rs  an d  b ac k up  ap p lic atio n  
lic e n s e s ,  im p ro v e  b ac k up  an d  ap p lic atio n  p e rf o rm an c e  

� D iag n o s tic  an d  tro ub le s h o o tin g  to o ls in c lud in g  F C  P in g ,  T rac e ro ute ,  SP AN,  h o t-s p o t 
an d  h is to ric al p e rf o rm an c e  an aly s is —re d uc e s  d o w n tim e  an d  im p ro v e s  p e rf o rm an c e

� Ad v an c e d  s e c urity  s uite in c lud in g  ro le -b as e d  ac c e s s  c o n tro l,  AAA R AD I U S an d  T AC AS+ ,  
SSH ,  SF T P ,  SNVP v 3 ,  F C -SP ,  I P s e c
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2 0 0 4 : C isco C h alleng es
G ar t ner  M agi c  Q u adr ant  2 0 0 5

2 0 0 5 :  C isc o  L ea d s!
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Q u es t i o ns ?

h ttp:/ / w w w . cisco. com/ g o/ d atacenter

h ttp:/ / w w w . cisco. com/ g o/ storag enetw ork ing
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