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A c c tsA c c ts

P u r c h a s i n gP u r c h a s i n g
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I T  M egat r ends:  
T h e W al l s Ar e C o m i ng D o w n

Business

I nf r a st r uc t ur e A p p l ic a t io ns

O p erati o nal l y  aw are 
ap p l i c ati o ns

V i rtu al i z ati o n,  
au to m ati o n

S O AP o l i c y -b as ed  
m anag em ent

Real-T i m e 
E n t er p r i s e

S er v i c e-O r i en t ed  
A r c h i t ec t u r e

Real-T i m e 
I n f r as t r u c t u r e
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C o m p u t e E v o l u t i o n
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T h e N et w o r k  P h ase
T h e I nt el l i gent  I nf o r m at i o n N et w o r k

P rote ct 
O p tim iz e  
G row
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D at a C ent er  Ar c h i t ec t u r al  E v o l u t i o n

F ut ur e:  T r a nsp o r t ,  
S er v ic e,  S ec ur it y ,  S er v er  

P r o v isio ning
T o d a y :  S er v ic e M o d ul es 
a nd  V L A N s/ R o ut ing

N ex t :  S y nc h r o no us 
V ir t ua l  D C ,  S er v er  F a b r ic  

S w it c h ing

Users

L A N /
W A N

C o m p u t e

S A N

D i sk /
T a p e C o n si st en t  R o l es 

B a sed  A d m i n i st ra t i o n  
a n d  P ro v i si o n i n g

Consolidated
D ata Center  F ab r ic

Consolidated
D ata Center  F ab r ic

Modular and Virtual 
D ata C e nte r

A utom ate d D ata 
C e nte r

C ons olidate d 
Multilay e r D ata C e nte r

D i st ri b u t ed
V i rt u a l
D a t a  C en t er

D a t a l i n k
G a t ew a y s

V i rt u a l  
S w i t c h i n g

S t o ra g e

S erv er F a b ri c
S w i t c h i n g
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Fabric Routing Services
D ata Rep l ication Svcs
Storage V irtual iz ation 

Fabric G atew ay  Services

L a y er s

Server V irtual iz ation V

Rem ote D M A  Services

V irtual  I / O

C l ustering Services

C om p ute Fabric Services

Fabric G atew ay  Services

Server Farms

D a ta  C e nte r A rch ite cture
Functional Layers and Services

Server C l u st ers

St o rag e/ T ap e Farms

C o re

A g g reg at i o n

A c c ess

E d g e

C o re
1 0  G igabit E th ernet

I nf iniband
Fibre C h annel

G igabit E th ernet

C isco 3 0 0 0  Series 
Fabric Server Sw itch

C isco 7 0 0 0  Series 
Fabric Server Sw itch

C isco C atal y st 6 5 0 0  
M ul til ay er Sw itch
C isco M D S 9 5 0 0  
M ul til ay er D irector

C isco C atal y st 
L ay er 2  Sw itch

C isco C atal y st 
L ay er 3  Sw itch

V irtual  Server L ink

V irtual  Servers

Firew al l  Services
I ntrusion D etection

V P N  T erm ination
D O S P rotection

A nom al y  D etection

C ontent C ach ing

SSL  O f f l oad ing
Server B al ancing

Fil e C ach ing

A O N   A nal y sis 
A p p  A ccel eration
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A p p l ica tion 
A rch ite cture s  a nd 
P rotocol s
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W A N  A ccel era t ion
• D a t a  r e d u n d a n c y  e l i m i n a t i o n
• W i n d o w  s c a l i n g
• L Z  c o m p r e s s i o n
• A d a p t i v e  c o n g e s t i o n  a v o i d a n c e

A p p l ica t ion A ccel era t ion
• L a t e n c y  m i t i g a t i o n
• A p p l i c a t i o n  d a t a  c a c h e
• M e t a  d a t a  c a c h e
• L o c a l  s e r v i c e s

A p p l ica t ion O p t im iz a t ion
• D e l t a  e n c o d i n g
• F l a s h F o r w a r d  o p t i m i z a t i o n
• A p p l i c a t i o n  s e c u r i t y
• S e r v e r  o f f l o a d

A p p l ica t ion N et w ork ing
• M e s s a g e  t r a n s f o r m a t i o n
• P r o t o c o l  t r a n s f o r m a t i o n
• M e s s a g e -b a s e d  s e c u r i t y
• A p p l i c a t i o n  v i s i b i l i t y

A p p l ica t ion S ca l a b il it y
• S e r v e r  l o a d -b a l a n c i n g
• S i t e  s e l e c t i o n
• S S L  t e r m i n a t i o n  a n d  o f f l o a d
• Vi d e o  d e l i v e r y

N et w ork  Cl a ssif ica t ion
• Q u a l i t y  o f  s e r v i c e
• N e t w o r k -b a s e d  a p p  r e c o g n i t i o n
• Q u e u i n g ,  p o l i c i n g ,  s h a p i n g
• Vi s i b i l i t y ,  m o n i t o r i n g ,  c o n t r o l

Ap p l i c at i o n O p t i m i z at i o n I nf r ast r u c t u r e

W A N
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D i f f er ent  T y p es o f  T r af f i c  H av e D i f f er ent  
N eeds

Sensitivity

NNN
B u l k  D a ta

E m ai l
F i l e T rans f er

NNYT r a nsa c tio na l / 
I nter a c tive

YYNStr ea m ing  
V id eo

YYY
I nter a c tive 
V o ic e a nd  
V id eo

P a c k et 
L o ssJ itterD el a y

A p p l ic a tio n 
E x a m p l es

� R e a l -tim e  a p p l ica tions  
e s p e cia l l y  s e ns itiv e

I nter a c tive vo ic e
V id eo c o nf er enc ing

� C a us e s  of  de g ra de d 
p e rf orm a nce

C o ng estio n
C o nver g enc e
P ea k  tr a f f ic  l o a d

L ink  sp eed  &  c a p a c ity 
d if f er enc es

� S e t a p p l ica tion s e rv ice  
l e v e l  ob j e ctiv e s
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W h o  A re M y  T o p  
T al k ers?

I P  N et w o rk

T r af f i c  D i f f er ent i at i o n O v er v i ew

� I d entif y h o w  th e netw o r k  is b eing  u sed  a nd  b y w h o
� I d entif y (c l a ssif y) f l o w s a nd  a p p l ic a tio ns o n th e netw o r k
� A p p l y netw o r k  p r io r itiz a tio n a nd  sp ec ia l iz ed  h a nd l ing
� V er if y p er f o r m a nc e,  r ep o r t,  a nd  a d a p t a c c o r d ing l y

T r af f i c  D i f f er en t i at i o n  I s  a N et w o r k -I n t eg r at ed  
F u n c t i o n  T h at  E n s u r es  N et w o r k  A d m i n i s t r at o r s  C an :

W h i c h  A p p l i c at i o n s 
G et  W h i c h  L evel  o f  

Servi c e?

W h at  I s o n  M y  N et w o rk ?   
W h o  I s U si n g  I t ?

H o w  A re M y  A p p l i c at i o n s 
P erf o rmi n g ?
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T r af f i c  D i f f er ent i at i o n O v er v i ew

� N et F lo w : unde rs ta nd h ow  th e  ne tw ork  is  b e ing  us e d 
a nd w h o is  us ing  th e  ne tw ork

� Q u ali t y  o f  s er v i c e: p rov ide  dif f e re ntia te d s e rv ice s  
b a s e d on b us ine s s  p riority

� I P  S er v i c e L ev el A g r eem en t s  ( I P  S L A s ) : e ns ure  
ne tw ork  is  p e rf orm ing  a s  e x p e cte d

T h e P r i m ar y  F u n c t i o n al C o m p o n en t s  o f  N et w o r k -
I n t eg r at ed  T r af f i c  D i f f er en t i at i o n  I n c lu d e:
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N et F l o w  Anal y z es I P  F l o w s

Pa ck et  S t rea m

I n p u t I n ter f a c e
T O S  B y te

L a y er  3  P r otoc ol
D es ti n a ti on  P or t
S ou r c e P or t

D es ti n a ti on  I P  A d d r es s
S ou r c e I P  A d d r es s

N etF l ow  C a c h e

1 2 4 33 3 5 0 9 11 0 . 1 0 . 1 3 . 1 5 5 : 2 1 1 9
1 0 . 1 0 . 1 3 . 1 0 0 : 1 3 9

1 3 3 21 0 3 8 21 0 . 1 0 . 1 0 . 1 0 0 : 3 6 7 2
1 0 . 1 0 . 1 3 . 1 0 0 : 8 0

B y tes / P a c k etP a c k etsF l ow  E n tr y

P ac k et  I n sp ec t i o n E x p o rt  P ac k et s

N et F l ow  Col l ect or

U p d at e E x i st i n g  Fl o w  R ec o rd s i n  C ac h e 
o r C reat e N ew  Fl o w  R ec o rd s

I n sp ec t  P ac k et ’s 
Seven  K ey  Fi el d s an d  

I d en t i f y  V al u es
U p o n  Fl o w  T ermi n at i o n ,  
E x p o rt  t o  t h e C o l l ec t o r



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 16

W h at  I nf o r m at i o n D o es N et F l o w  
P r o v i de?
1 . C r ea t e a nd  U p d a t e F l o w s in N et F l o w  C a c h e

31145. 5142 810. 0. 2 3. 215/ 2 400A 118 0/ 2 400A 110000108 01110. 0. 2 2 7 . 12F a 0/ 017 3. 100. 2 0. 2F a 1/ 0
141. 57 4010. 0. 2 3. 215/ 2 41519 6/ 2 6152 49 1040610. 0. 2 2 7 . 12F a 0/ 017 3. 100. 3. 2F a 1/ 0
417 45152 810. 0. 2 3. 215/ 2 400A 25/ 2 400A 211000108 01110. 0. 2 2 7 . 12F a 0/ 017 3. 100. 2 1. 2F a 1/ 0

2 4. 5

A c t i v e

14

I d l e

10. 0. 2 3. 2

N e x t H o p

1040

B y t e s /
P k t

15

D s t
A S

/ 2 4

D s t
M s k

19

D s t
P o r t

18 0

S r c
A S

/ 30

S r c
M s k

19

S r c
P o r t

2 2 10

P k t s

0

F l g s

40

T O S

10. 0. 2 2 7 . 12

D s t l P a d d

6

P r o t o c o l

F a 0/ 017 3. 100. 6. 2F a 1/ 0

D s t l fS r c l P a d dS r c l f

• I n a c t i v e  T i m e r E x p i r e d  ( 1 5  S e c  I s  D e f a u l t )
• A c t i v e  T i m e r E x p i r e d  ( 3 0  M i n  ( 1 8 0 0  S e c )  I s  D e f a u l t )
• N e t f l o w C a c h e  I s  F u l l ( O l d e s t  F l o w s  A r e  E x p i r e d )

2 . E x p ir a t io n

418 00152 810. 0. 2 3. 215/ 2 400A 25/ 2 400A 211000108 01110. 0. 2 2 7 . 12F a 0/ 017 3. 100. 2 1. 2F a 1/ 0
A c t i v e I d l eN e x t H o p B y t e s /

P k t
D s t
A S

D s t
M s k

D s t
P o r t

S r c
A S

S r c
M s k

S r c
P o r tP k t sF l g sT O SD s t l P a d d P r o t o c o lD s t l fS r c l P a d dS r c l f

4 . E x p o r t  V er sio n
5 . T r a nsp o r t  P r o t o c o l E x p o rt

P ac k et
P ay l o ad
( F l o w s )

N o n -A g g r e g a t e d  F l o w s —E x p o r t  Ve r s i o n  5  o r  9

He
ad

er

Key Fields in Blue; Non-Key Fields G r een

3 0  F l o w s  p e r  1 5 0 0  B y t e  E x p o r t  P a c k e t



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 17

“B est  E f f o r t ” Q u al i t y  o f  S er v i c e 
� Without QoS policies, traffic is served with “b est effort”

N o  d i s ti nc ti o n b etw een h i g h  and  l o w  p ri o ri ty  
B u s i nes s  c ri ti c al  v s .  b ac k g ro u nd

N o  al l o w anc es  f o r d i f f erent ap p l i c ati o n need s
R eal -ti m e v o i c e/ v i d eo  v s .  b u l k  d ata trans f er

� N o prob lem , un til con g estion  occurs

I P Pa ck et s
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N o  C o ngest i o n—N o  P r o b l em  

ServerR o u t er

� O n s eri al  l i nk s ,  l o ng er p ac k ets  tak e l o ng er to  trans m i t
� S m al l er p ac k ets  c an b e d el ay ed  b eh i nd  l o ng er o nes
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C o ngest i o n W i t h o u t  Q o S  P o l i c i es

R o u t er

P ri n t  P ac k et s

� P ri nt p ac k ets  d o m i nate av ai l ab l e b and w i d th
� R es p o ns e ti m e s l o w s  f o r al l  u s ers

Server
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C o ngest i o n w i t h  Q o S  P o l i c i es 
C o nf i gu r ed

R o u t er

� W h i l e p ri nti ng ,  l o w er p ri o ri ty  g i v en to  th at s es s i o n

Server

•N o n-p r int ing  user s no t  a f f ec t ed
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C i sc o  I O S  Q o S  B eh av i o r al  M o del

Pa ck et  S t rea m
Optional
P r e -

Q u e u ing
Ope r ator s

C l assi f i c at i o n

Sc h e-
d u l er

Q ueue

Optional
P os t-

Q u e u ing
Ope r ator s

Q ueue

Q ueue
L i n k  E f f i c i en c y  

M ec h an i sms Su c h  
as L FI  o r 

C o mp ressi o n
C l assi f y  t h e T raf f i c

Servi c e B ased  o n  H an d l i n g  
an d  P ri o ri t i z at i o n ,  

C o n g est i o n  M an ag emen t ,  
C o n g est i o n  A vo i d an c e

D ef i n e H an d l i n g  an d  P ri o ri t y  
A p p l y  I mmed i at e A c t i o n s
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• C o m p r e s s  h e a d e r
• F r a g m e n t  

( L i n k  f r a g men ta ti on  a n d  
i n ter l ea v i n g ,  
l a y er  2 )

• Q u e u e -l i m i t
• R a n d o m -d e t e c t
• B a n d w i d t h
• F a i r -q u e u e
• P r i o r i t y
• S h a p e

• M a r k  ( s e t  Q o S  
v a l u e s )

• P o l i c e
• D r o p
• C o u n t
• Es t i m a t e  b a n d w i d t h  

M a t c h  O n e  o r  M o r e  
A t t r i b u t e s  ( P a r t i a l  L i s t ) :
• A C L  l i s t
• C O S  
• D S C P
• I n p u t-i n ter f a c e
• M A C  a d d r es s
• P a c k et l en g th
• P r ec ed en c e
• P r otoc ol
• V L A N

L i n k  E f f i c i e n c y  
M e c h a n i s m s

C o n g e s t i o n  
M a n a g e m e n t  
a n d  Av o i d a n c e

I m m e d i a t e  Ac t i o n sC l a s s i f y  T r a f f i c

P o s t -Q u e u i n gQ u e u i n g  a n d  
S c h e d u l i n gP r e -Q u e u i n gC l a s s i f i c a t i o n

P o l i c y  A c ti o ns
K e y w o r d :  p o l i c y -m a p

M atc h  C o nd i ti o ns  
K e y w o r d :  
c l a s s -m a p

O p er at o r s f o r  T r af f i c  C l assi f i c at i o n and  
Q o S  P o l i c y  Ac t i o ns
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I P  S L As E nsu r e Ap p l i c at i o n P er f o r m anc e

� A ctiv e l y  g e ne ra te s  tra f f ic to m e a s ure  a nd m onitor th e  
ne tw ork  a nd p e rf orm a nce

� M e a s ure s  ne tw ork  ch a ra cte ris tics  s uch  a s  l a te ncy ,  
p a ck e t l os s ,  a nd j itte r

� G e ne ra te  notif ica tions  or trig g e r oth e r IP  S L A s  
to re m e dy

I P  S er v i c e L ev el A g r eem en t s  ( S L A s )  E n s u r e I P  
S er v i c e L ev els ,  P r o ac t i v ely  V er i f i es  N et w o r k  
O p er at i o n ,  an d  A c c u r at ely  M eas u r es  N et w o r k  
P er f o r m an c e
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L ate nc y N e tw or k
J itte r

D is t.  of
S tats C onne c tiv ityP ac k e t

L os s

F T P D N S D H C P T C PJ i t t e r I C M P U D PD L S W H T T P

N e tw or k
P e r f or m anc e
M onitor ing

S e r v ic e  L e v e l 
A g r e e m e nt

( S L A )
M onitor ing

N e tw or k
A s s e s s m e nt

M u ltipr otoc ol 
L ab e l 

S w itc h ing  
( M P L S )

M onitor ing

V oI P  
M onitor ingA v ailab ility T r ou b le

S h ooting

O p era t ions

M ea surem ent  M et rics

Uses

I P  S er v er

M I B  D at a A c t i ve G en erat ed  T raf f i c  t o  
M easu re t h e N et w o rk

D est ina t ionS our c e

D ef ined P a c k et  S iz e,  S p a c ing
C O S ,  a nd P r ot oc ol

I P  S er v er

R esp onder

L D P H . 3 2 3 S I P R T P

I P  S L A
Cisco IOS® Sof t w a r e

E x am p l e:  M u l t i p r o t o c o l M easu r em ent  
and M anagem ent  w i t h  C i sc o  I O S  I P  S L As

R a d i u s Vi d e o

I P  S L A
Cisco IOS Sof t w a r e

I P  S L A
Cisco IOS Sof t w a r e
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S u m m ar y  o f  T r af f i c  D i f f er ent i at i o n

� F irs t,  unde rs ta nd w h o a nd w h a t a re  us ing  th e  ne tw ork  
b y  us ing  N e tF l ow

� S e cond,  a p p l y  p ol icy  b a s e d on b us ine s s  p riority  us ing  
Q ua l ity  of  S e rv ice  ( Q oS ) a nd N e tw ork -B a s e d 
A p p l ica tion R e cog nition ( N B A R )

� T h ird,  e ns ure  ne tw ork  is  p e rf orm ing  a nd re a cting  
a ccording  to a p p l ica tion re q uire m e nts

T r af f i c  D i f f er en t i at i o n  T ec h n o lo g i es  A llo w  
A d m i n i s t r at o r s  t o  C o n f i g u r e t h e N et w o r k  t o  A li g n  
w i t h  B u s i n es s  an d  A p p li c at i o n  Req u i r em en t
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W A N  
O p tim iz a tion
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Agenda
� Introduction to C is co W A A S
� M itig a ting  A p p l ica tion L a te ncy
� M a na g ing  B a ndw idth  U til iz a tion
� Im p rov ing  T ra ns p ort P e rf orm a nce
� W A A S  Inte g ra tion a nd D e p l oy m e nt
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C i sc o  W AAS  E nab l es C o nso l i dat i o n
� C i s c o  W i d e A rea A p p l i c ati o n 
S erv i c es  (W A A S )

T r a n s p a r e n t  i n t e g r a t i o n
R o b u s t  o p t i m i z a t i o n s
A u t o  d i s c o v e r y

� Inf ras tru c tu re c o ns o l i d ati o n
R e m o t e  c o s t l y  s e r v e r s
C e n t r a l i z e  d a t a  p r o t e c t i o n
S a v e  W A N  r e s o u r c e s

� A p p l i c ati o n ac c el erati o n
A p p l i c a t i o n  a d a p t e r s
A d v a n c e d  c o m p r e s s i o n
T h r o u g h p u t  o p t i m i z a t i o n s
P o l i c y -b a s e d  c o n f i g u r a t i o n

WAN



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 29

• C e n t r a l l y  m a n a g e d  r e m o t e  
s e r v i c e s  i n t e r f a c e

• L o c a l  p r i n t  s e r v i c e s
• R e p l a c e m e n t  f o r  s e r v i c e s  t h a t  b r a n c h  
o f f i c e  s e r v e r s  p r o v i d eL o c a l  S e r v i c e s

• P r i o r i t i z e  s e l e c t e d  j i t t e r -s e n s i t i v e  t r a f f i c  
( e . g .  V o I P ,  V i d e o )  o v e r  t h e  p a c k e t  
n e t w o r k

• I m p r o v e  n e t w o r k  t h r o u g h p u t  b y  r e d u c i n g  
T C P -r e l a t e d  e r r o r s

• O f f l o a d  t h e  W A N  b y  p r e v e n t i n g  r e q u e s t s  
f r o m  g o i n g  t o  t h e  W A N

• I m p r o v e  a p p l i c a t i o n  r e s p o n s e  t i m e  o n  
c o n g e s t e d  l i n k s  b y  r e d u c i n g  t h e  a m o u n t  
o f  d a t a  s e n t  a c r o s s  t h e  W A N

• R e d u c e d  r o u n d t r i p s  f r o m  c h a t t y  
a p p l i c a t i o n  p r o t o c o l s

• F a s t e r  c o n n e c t i o n  s e t u p

S o l u ti o n

• C i s c o  I O S  
• Q o S ,  N B A R ,  N e t F l o w

• T r a n s p o r t  F l o w  O p t i m i z a t i o n s  
( T F O )

• C a c h i n g
• D a t a  R e d u n d a n c y  El i m i n a t i o n  
( D R E)

• P e r s i s t e n t  S e s s i o n -B a s e d  
C o m p r e s s i o n

• C o n t e n t  D i s t r i b u t i o n  &  P r e -
p o s i t i o n i n g

• I n t e l l i g e n t  P r o t o c o l  P r o x i e s
• T r a n s p o r t  F l o w  O p t i m i z a t i o n s  
( T F O )

C i s c o  IO S / W A A S  
T ec h no l o g y

T r a f f i c  P r i o r i t i z a t i o n

L i n k  T h r o u g h p u t  
I m p r o v e m e n t

B a n d w i d t h  
M a n a g e m e n t

L a t e n c y  M i t i g a t i o n

P ro b l em

W AAS  Addr esses W AN  P er f o r m anc e I m p ac t
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W AAS  Ac c el er at es B r o ad R ange o f  
Ap p l i c at i o ns

• 2 X –1 0 0 X• S M S
• A l ti r i s

S o f t w a r e  
D i s t r i b u t i o n

• 2 X –5 0 X• F T PD a t a  T r a n s f e r

• 2 X –5 0 X• H T T P ,  H T T P S ,  W eb D A VI n t e r n e t  a n d  
I n t r a n e t

• 2 X –1 0 X• B a c k u p  a p p l i c a ti on s
• Rep l i c a ti on  a p p l i c a ti on sD a t a  P r o t e c t i o n

• 2 X –1 0 X• S Q L
• O r a c l e
• N otes

D a t a b a s e  
A p p l i c a t i o n s

• 2 X –1 0 X• A n y  T C P -b a s ed  a p p l i c a ti onO t h e r

• 2 X –5 0 X• E x c h a n g e ( M A P I )
• S M T P / P O P 3 ,  I M A P
• N otes

E-m a i l

• 2 X –1 0 0 X• W i n d ow s  ( C I F S )
• U N I X  ( N F S )F i l e  S h a r i n g

T y p i c a l  I m p r o v e m e n tP r o t o c o lA p p l i c a t i o n

* P e r f o r m a n c e  I m p r o v e m e n t  Va r i e s  B a s e d  o n  U s e r  W o r k l o a d ,  C o m p r e s s i b i l i t y  o f  D a t a ,  a n d  W A N  
C h a r a c t e r i s t i c s  a n d  U t i l i z a t i o n .  A c t u a l  N u m b e r s  A r e  C a s e -S p e c i f i c  a n d  R e s u l t s M a y Va r y .
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C i sc o  W AAS  O p t i m i z at i o n Ar c h i t ec t u r e

Q ua l it y  of  S erv iceM onit oring

Cont ent  
D ist rib ut ion

T CP F l ow  
O p t im iz a t ions

( T F O )

W eb L oca l  
S erv ices

F il e
S erv ices

N et w o rk
I n f rast ru c t u re

L 4 :  T ran sp o rt
O p t i mi z at i o n

L 7 :  A p p l i c at i o n
O p t i mi z at i o n V id eo

D a t a  R ed und a ncy
E l im ina t ion ( D R E )

S ecurit y

O t h er
A p p s 

Core R out ing  a nd  S w it ch ing  S erv ices

A p p l ica t ion Cl a ssif ica t ion a nd  Pol icy  E ng ine
L og ica l  a nd  Ph y sica l  I nt eg ra t ion
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C i sc o  W AAS  D ep l o y m ent  Ar c h i t ec t u r e

W A E
N e t w o r k  M o d u l e

W A E
A p p l i a n c e

W A E
A p p l i a n c e

W A A S  C e n t r a l  M a n a g e r
P r i m a r y / S t a n d b y
W A E  A p p l i a n c e s

W A E  
A p p l i a n c e s

D at a C en t er

R emo t e O f f i c e

R eg i o n al  O f f i c e

B ran c h  O f f i c e

WAN
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N et w o r k  I nt er c ep t i o n 

� G ener a l l y d ep l o yed  a t netw o r k  entr y/ex it p o ints
� R el y o n netw o r k  inter c ep tio n to  su p p l y f l o w s to  o p tim iz e

C i sc o  W i d e A rea
A p p l i c at i o n  E n g i n e

I n t erc ep t ed  Fl o w

N o n -O p t i mi z ed  Fl o w

O p t i mi z ed  Fl o w

N et w o r k  A t t ac h ed  O p t i m i z at i o n s  Rely  o n  
D ev i c es  P h y s i c ally  A t t ac h ed  t o  t h e N et w o r k  at  
S t r at eg i c  L o c at i o n s

I P  N et w o rk
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I P  N et w o rk

F l ex i b l e Ac c el er at i o n P o l i c i es

� L o w  l a yer  im p l em enta tio n to  ensu r e h ig h  p er f o r m a nc e
� D ef a u l t p o l ic ies p r o vid ed  b u t a b l e to  b e m o d if ied

FT P  T raf f i c
C o mp ressed ,  T C P  O p t i mi z ed
H T T P S T raf f i c
T C P  O p t i mi z edA c c el erat i o n  P o l i c y :

FT P —C o mp ress,  O p t i mi z e T C P
H T T P S—O p t i mi z e T C P

A p p li c at i o n  A c c eler at i o n  M u s t  P r o v i d e U s er s  
w i t h  F lex i b le C o n f i g u r at i o n  o f  O p t i m i z at i o n s —
N o t  A ll F lo w s  A r e C r eat ed  E q u al
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Ap p l i c at i o n Ac c el er at i o n T r ansp ar enc y
� P a c k et netw o r k  tr a nsp a r enc y 
(L 3 /L 4  h ea d er s) a l l o w s a p p l ic a tio n 
a c c el er a tio n c o m p o nents to  
m a inta in c o m p l ia nc e w ith  ex isting  
netw o r k  f ea tu r es

Q u a l i t y  o f  S e r v i c e  ( Q o S ) ,  NB AR
Ne t F l o w ,  m o n i t o r i n g ,  r e p o r t i n g
S e c u r i t y  f u n c t i o n s  ( AC L s ,  f i r e w a l l  
p o l i c i e s )

� I f  so u r c e/d estina tio n L 3 /L 4  
inf o r m a tio n is no t p r eser ved ,  th ese 
f ea tu r es m a y need  to  b e 
r ec o nf ig u r ed  to  su p p o r t a p p l ic a tio n 
a c c el er a tio n

Sr c M a c A A A
D st  M a c B B B

Sr c IP  1 . 1 . 1 . 1 0
D st  IP  2 . 2 . 2 . 1 0

Sr c T CP  1 5 1 31
D st  T CP  8 0 A p p  D a t a

Sr c M a c B B B
D st  M a c A A A

Sr c IP  1 . 1 . 1 . 1 0
D st  IP  2 . 2 . 2 . 1 0

Sr c T CP  1 5 1 31
D st  T CP  8 0 Op t im iz e d
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Ap p l i c at i o n L at enc y  E x am p l e—C I F S

CIF S D ia l e ct  Se l e ct ion
U se r  A u t h e n t ica t ion
U se r  A u t h or iz a t ion

M e t a  D a t a  Op e r a t ion s
F in d  F il e

F il e  Op e n ,  F ID
L ock  Se g m e n t  R a n g e s

R e a d  D a t a

W r it e  D a t a

Cl ose  F il e

T CP  3-W a y  H a n d sh a k e

T CP  Con n e ct ion  Cl ose
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Ap p l i c at i o n L at enc y  E x am p l e—C I F S
� I n th is sim p l e ex a m p l e 
o f  a  1 M B  W o r d  
d o c u m ent o p en,  o ver  
1 , 0 0 0  m essa g es a r e 
ex c h a ng ed

� W ith  a  4 0 m S R T T  
W A N,  th is eq u a tes 
to  o ver  5 2  sec o nd s o f  
“w a it” tim e 
b ef o r e th e d o c u m ent is 
u sa b l e
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C o m p r ess o r  T C P  O p t i m i z e?
� C h a tty  a p p l ica tion p rotocol s  re q uire  e x ch a ng e  of  m a ny  
m e s s a g e s  to e ns ure  p rop e r op e ra tion of  th e  
a p p l ica tions  th a t a re  us ing  th e  p rotocol

� M a ny  of  th e s e  m e s s a g e s  a re  z e ro-b y te  l e ng th
H a r d  to  c o m p r ess z er o -b yte m essa g es ☺
M essa g es stil l  m u st b e ex c h a ng ed

� T h e  tra ns p ort ( T C P ) is  ra re l y  th e  l im iting  f a ctor
I m p r o ving  T C P  d o es no t m itig a te m essa g e ex c h a ng e
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Managing 
B and w id t h  
U t il iz at io n
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T h e N eed f o r  C o m p r essi o n
� A dv a nce d com p re s s ion te ch nol og ie s  a l l ow  cus tom e rs  
to v irtua l l y  incre a s e  W A N  ca p a city

� A l l ow s  cus tom e rs  to l e v e ra g e  e x is ting  W A N  ca p a city  
a nd m a y  m itig a te  th e  ne e d f or a  cos tl y  b a ndw idth  
up g ra de

W A N  W it h out  
Com p ression W A N  w it h  Com p ression
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T h e N eed f o r  C o m p r essi o n
� S om e  da ta  s e ts  a re  not g ood ca ndida te s  f or 
com p re s s ion unl e s s  a da p ta tion is  f irs t p e rf orm e d

P r evio u sl y-c o m p r essed  d a ta —no  a d d itio na l  c o m p r essio n 
p r o vid ed  b y c o m p u ta tio na l  c o m p r essio n,  g o o d  c a nd id a te f o r  
d a ta  su p p r essio n
P r evio u sl y-enc r yp ted  d a ta —m inim a l  a d d itio na l  c o m p r essio n 
p r o vid ed  b y c o m p u ta tio n c o m p r essio n,  
g o o d  c a nd id a te f o r  d a ta  su p p r essio n if  no t u sing  
sessio n-b a sed  enc r yp tio n (i. e. ,  no n-r ep ea ta b l e d a ta )

� S uch  a da p ta tion coul d incl ude  l oca l  te rm ina tion of  
e ncry p tion,  a p p l y  com p re s s ion,  th e n re -e ncry p t
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Adv anc ed C o m p r essi o n O v er v i ew

� D a ta  su p p r essio n (D R E ):  sto r e c h u nk s o f  T C P  tr a f f ic  p a tter ns in 
l o o sel y-sync h r o niz ed  c o ntex ts to  su p p r ess tr a nsm issio n 
o f  r ed u nd a nt c h u nk s

� Sta nd a r d s-b a sed  c o m p r essio n:  i. e. ,  L em p el -Z iv,  d ef l a te

D RE D RE

S y n c h r o n i z e d
C o n t e x t

Two Forms of Compression (Together) Enable 
S ignific ant S av ings of W A N  B and wid th

O ri g i n al  M essag eO ri g i n al  M essag e C o mp ressed

L Z L Z



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 43

Si g n at u re M at c h i n g
A d d  N ew  E n t ri es

Adv anc ed C o m p r essi o n B l o c k  D i agr am

T C P  P ro x y

Si g n at u re M at c h i n g
A d d  N ew  E n t ri es C ac h e

Sy n c h ro n i z at i o n
C ac h e

Sy n c h ro n i z at i o n

T C P  P ro x y

D R E
F I F O

D R E
F I F O

Fi n g erp ri n t
C h u n k  I d en t i f i c at i o n

Fi n g erp ri n t
C h u n k  I d en t i f i c at i o n

LZ LZ
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D R E  E nc o di ng—P at t er n M at c h i ng

D R E  D a t a b a se

Larger Match

C h u n k 1 C h u n k 2 C h u n k 3
5 B  S i g 5 B  S i g 5 B  S i g

M a t c h

Ch u n k 3 3

A d d A d d

Ch u n k 4 Ch u n k 5 Ch u n k 6

M a t c h

3

A d d A d d A d d

4

5 B  Sig 5 B  Sig 5 B  Sig

5 B 5 B 5 B 5 B 5 B 5 B

M a t c h

O r i g i n a l  D a t a

A d d A d d
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D R E  E nc o di ng—R esu l t ant  M essage
� A  f u l l y enc o d ed  m essa g e w il l  c o nta in:

S i g n a t u r e s  o n l y  f o r  p r e v i o u s l y -s e e n  p a t t e r n s
S i g n a t u r e s ,  d a t a  f o r  n o n -r e d u n d a n t  p a t t e r n s  ( u p d a t e  a d j a c e n t  WAE )
1 6 -b y t e  M D 5  h a s h  o f  o r i g i n a l  m e s s a g e  t o  v e r i f y  i n t e g r i t y  a f t e r  r e b u i l d

� M essa g e is p a ssed  to  L Z  c o m p r essio n (b a sed  o n p o l ic y) 
a nd  to  T C P  p r o x y to  r etu r n to  th e netw o r k

R ed u n d an t  D at a—Si g n at u res O n l y

N ew  D at a—D at a an d  Si g n at u res

M D 5

D R E S end er,  Cont.
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D R E  D a t a b a se

D R E  S y nc h r o ni z at i o n:  E x am p l e 1
D R E  D a t a b a se

T a il  ( N ew est )

H ea d  ( O l d est )

S 1 0 —D A T A —C l o c k  1 5 5
S 9 —D A T A —C l o c k  1 5 4
S 8 —D A T A —C l o c k  1 5 3
S 7 —D A T A —C l o c k  1 5 2
S 6 —D A T A —C l o c k  1 5 1
S 5 —D A T A —C l o c k  1 5 0
S 4 —D A T A —C l o c k  1 4 9
S 3 —D A T A —C l o c k  1 4 8
S 2 —D A T A —C l o c k  1 4 7
S 1 —D A T A —C l o c k  1 4 6

S 8 —D A T A —C l o c k  1 5 3
S 7 —D A T A —C l o c k  1 5 2
S 6 —D A T A —C l o c k  1 5 1
S 5 —D A T A —C l o c k  1 5 0
S 4 —D A T A —C l o c k  1 4 9
S 3 —D A T A —C l o c k  1 4 8
S 2 —D A T A —C l o c k  1 4 7

F l ush

F l ush

K eep
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D R E  D a t a b a seD R E  D a t a b a se

D R E  S y nc h r o ni z at i o n:  E x am p l e 2

S 1 0 —D A T A —C l o c k  1 5 5
S 9 —D A T A —C l o c k  1 5 4
S 8 —D A T A —C l o c k  1 5 3
S 7 —D A T A —C l o c k  1 5 2
S 6 —D A T A —C l o c k  1 5 1

S 5 —D A T A —C l o c k  1 5 0
S 4 —D A T A —C l o c k  1 4 9
S 3 —D A T A —C l o c k  1 4 8
S 2 —D A T A —C l o c k  1 4 7
S 1 —D A T A —C l o c k  1 4 6

T a il  ( N ew est )

H ea d  ( O l d est )

F l ush

F l ush
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I m p ac t  o f  Adv anc ed C o m p r essi o n
� A d va nc ed  c o m p r essio n c a n sig nif ic a ntl y m inim iz e th e 
a m o u nt o f  d a ta  th a t tr a ver ses th e W A N

� F l o w s a r e sa f el y r eb u il t in th eir  entir ety a t th e d ista nt end ,  a l l o w ing  
l a r g e a m o u nts o f  a p p l ic a tio n d a ta  to  tr a ver se 
th e netw o r k
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I m p r o v ing 
T r ans p o r t  
P e r f o r m anc e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 50

C h al l enge
� C om m on T C P  im p l e m e nta tions  on cl ie nt a nd 
s e rv e r op e ra ting  s y s te m s  ca n b e  b ottl e ne ck s  
to a p p l ica tion p e rf orm a nce

I na b il ity to  f il l -th e-p ip e,  i. e. ,  u til iz e a va il a b l e b a nd w id th
I nef f ic ient r ec o ver y f r o m  p a c k et l o ss,  r etr a nsm issio n
B a nd w id th  sta r va tio n f o r  sh o r t-l ived  c o nnec tio ns

� C is co W A A S  T ra ns p ort F l ow  O p tim iz a tion ( T F O ) 
util iz e s  indus try -s ta nda rd T C P  op tim iz a tions  to re m ov e  
th e s e  a p p l ica tion p e rf orm a nce  b a rrie rs
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T C P  M ax i m u m  W i ndo w  S i z e ( M W S )
� M W S  ( m a x im um  w indow  s iz e ) de te rm ine s  th e  
m a x im um  a m ount of  da ta  th a t ca n b e  in tra ns it a nd 
una ck now l e dg e d a t a ny  g iv e n tim e

� B D P  ( b a ndw idth  de l a y  p roduct) de f ine s  th e  a m ount of  
da ta  th a t ca n b e  conta ine d w ith in a  ne tw ork  a t a ny  
g iv e n tim e

I f  M W S >  B D P ,  th en a p p l ic a tio n m a y no t b e th r o u g h p u t b o u nd  
(i. e. ,  a p p l ic a tio n c a n “f il l  th e p ip e”)
I f  B D P  >  M W S,  th en a p p l ic a tio n w il l  no t b e a b l e to  f u l l y u til iz e
th e netw o r k  c a p a c ity (i. e. ,  a p p l ic a tio n c a n no t “f il l  
th e p ip e”)

� D oe s  not a ccount f or a p p l ica tion-l a y e r ( L 7 ) l a te ncy  s uch  
a s  f ound w ith  p rotocol -s p e cif ic m e s s a g ing



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 52

L i nk  U t i l i z at i o n and M W S ,  B D P

L a t ency

Ba
nd

w
id
th

BD P

M W S
L ink  Ut il iz a t ion

Unusa b l e N et w ork  Ca p a cit y
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S t andar d T C P  C o ngest i o n Av o i danc e
� S ta nda rd T C P  im p l e m e nta tions  e m p l oy  a n e x p one ntia l  
s l ow  s ta rt to incre a s e  th roug h p ut to 
th e  s l ow  s ta rt th re s h ol d

� F rom  th e  s l ow  s ta rt th re s h ol d,  th e  cong e s tion w indow  is  
incre a s e d l ine a rl y  b y  one  p a ck e t p e r round-trip  until  
p a ck e t l os s  is  e ncounte re d

� U p on e ncounte ring  p a ck e t l os s ,  th e  cong e s tion w indow  
is  cut in h a l f  to re turn to a  th roug h p ut 
l e v e l  s a f e  g iv e n th e  cong e s te d e nv ironm e nt

� T h e  ne t re s ul t is  “s a w -tooth ” th roug h p ut,  a nd re turn to 
m a x im um  th roug h p ut ca n ta k e  h ours  
f or l ong -l iv e d conne ctions  a nd L F N s
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WAAS TCP Flow Optimization Techniques
� W i n d o w s Sc al i n g

• RF C  1 3 2 3 —T C P  P er f or ma n c e E x ten s i on s —d ef i n es  th e u s e of  a  T C P  op ti on  to s c a l e th e T C P  w i n d ow  b ey on d  th e s ta n d a r d  1 6 -b i t l i mi ta ti on  ( 6 4 K B )
� C i s c o W A A S  p r ov i d es  w i n d ow  s c a l i n g  u p  to 2 M B  p er  op ti mi z ed  T C P  c on n ec ti on

� L arg e I n i t i al  W i n d o w s
• 8 0 %  of  c on n ec ti on s  a r e S h or t-l i v ed  c on n ec ti on s
• S h or t l i v ed  c on n ec ti on s  tr a n s mi t s ma l l er  n u mb er s  of  p a c k ets  a n d a r e tor n  d ow n  b ef or e ev er  l ea v i n g  th e s l ow -s ta r t p h a s e of  T C P
• C i s c o W A A S  L a r g e I n i ti a l  W i n d ow s ,  b a s ed  on  RF C 3 3 9 0 ,  i n c r ea s es  i n i ti a l  w i n d ow  s i z e to ex p ed i te en tr y  i n to c on g es ti on  a v oi d a n c e mod e f or  h i g h  th r ou g h p u t

� Sel ec t i ve A c k n o w l ed g emen t
• W i th  s ta n d a r d  i mp l emen ta ti on s ,  r ec ei p t a c k n ow l ed g emen t i s  d on e on c e th e en ti r e w i n d ow  h a s  b een  r ec ei v ed  a n d  th er ef or e w i th  s ta n d a r d  T C P ,  a  L os s  of  a  p a c k et c a u s es  r etr a n s mi s s i on  of  th e en ti r e T C P  w i n d ow ,  c a u s i n g  p er f or ma n c e d eg r a d a ti on  a s  th e w i n d ow  b ec omes  l a r g er
• W A A S  s el ec ti v e a c k n ow l ed g emen t,  I mp r ov es  a c k n ow l ed g emen t of  tr a n s mi tted  d a ta  a n d  i mp r ov es  d el i v er y  of  mi s s i n g  s eg men ts  a n d  i n  tu r n  mi n i mi z es  u n n ec es s a r y  r etr a n s mi s s i on

� B i n ary  I n c rease c o n g est i o n  ( B I C )
• U s es  a  b i n a r y  s ea r c h  to a d a p ti v el y  i n c r ea s e th e c on g es ti on  w i n d ow ,  r es u l ti n g  i n  a  s ta b l e a n d  ti mel y  r etu r n  to h i g h er  l ev el s  of  th r ou g h p u t
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L i nk  U t i l i z at i o n Af t er  W i ndo w  S c al i ng
BD P

O rig ina l  M W S

Cisco W A A S  T F O

A b l e t o F il l  t h e Pip e

L a t ency

Ba
nd

w
id
th



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 56

S el ec t i v e Ac k no w l edgem ent
� S ta nda rd T C P

3

1 2 3
T ran smi t

R et ran smi t

1 2

1 2 3

R ec ei ve

1 2A C K

1 2 3A C K

1 2 3

1 2 3
T ran smi t

R et ran smi t
A C K

1 2

1 2 3

R ec ei ve

1 2 3A C K

� W A A S  S e l e ctiv e  A ck now l e dg e m e nt
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W AAS  T h r o u gh p u t  and 
C o ngest i o n Av o i danc e

T im e ( R T T )S l ow  S t a rt Cong est ion A v oid a nce

Pa ck et  L oss Pa ck et  L oss Pa ck et  L ossPa ck et  L oss

A d ap t i ve I n c rease t o  C w n d
C w n d =  C w n d +  F( C w n d ,  H i st o ry )

C w n d  D ec reased  b y  1/ 8  o n  
P ac k et  L o ss vs.  1/ 2 w i t h  T C P

S t a n d a r d
T C P

C i s c o
W A A S  T F O

Cw nd
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C o m p ar i ng T C P  and T F O

T im e ( R T T )S l ow  S t a rt Cong est ion A v oid a nce

C i sc o  T FO  P ro vi d es Si g n i f i c an t  
T h ro u g h p u t  I mp ro vemen t s o ver 
St an d ard  T C P  I mp l emen t at i o n s

T C P

T F OCw nd
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I m p ac t  o f  T r ansp o r t  F l o w  O p t i m i z at i o ns
� TFO overcomes TCP performance bottlenecks
� S h i eld s nod es connecti ons from W A N  cond i ti ons

C l i ents  ex p eri enc e f as t ac k no w l ed g em ent
M i ni m i z e p erc ei v ed  p ac k et l o s s
E l i m i nate need  to  u s e i nef f i c i ent c o ng es ti o n h and l i ng

W A N

L A N  T C P
B eh avi o r

W i n d o w  Sc al i n g
L arg e I n i t i al  W i n d o w s
C o n g est i o n  M g mt

I mp ro ved  R et ran smi t
L A N  T C P
B eh avi o r
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W A A S  I nt e gr at io n 
and  D e p l o y m e nt
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W AAS  I nt er c ep t i o n m et h o ds
� P B R
� W C C P
� Inl ine
� C S M / A C E
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W A N

C i sc o  W AE  P B R  D ep l o y m ent
� P o l i c y -B as ed  R o u ti ng  (P B R )

O u t -o f -p a t h  w i t h  r e d i r e c t i o n  o f  f l o w s  t o  b e  o p t i m i z e d  ( a l l  f l o w s  o r  s e l e c t i v e  v i a  a c c e s s -l i s t )
WAE  t r e a t e d  a s  a  n e x t -h o p  r o u t e r

� H i g h  av ai l ab i l i ty
F a i l o v e r  c a p a b i l i t y  a l l o w s  a  s e c o n d a r y  WAE  t o  b e  u s e d  s h o u l d  t h e  p r i m a r y  WAE  f a i l
I P  S L As e n s u r e  a v a i l a b i l i t y  b y  t r a c k i n g  WAE  l i v e l i n e s s

� S eam l es s  i nteg rati o n
T r a n s p a r e n c y  a n d  a u t o m a t i c  d i s c o v e r y
S u p p o r t e d  o n  a l l  WAE  p l a t f o r m s

N o te:
L a c k s  l o a d  b a l a n c i n g  c a p a b i l i t i e s
F a i l o v e r  e f f i c i e n c y  d e p e n d s  o n  t r a c k i n g  p r o t o c o l s  s u c h  a s  C D P ,  I P  S L A

Policy Route
W A E  =  N ex t H op
Policy Route

W A E  =  N ex t H op

O p tim iz ed  
F low

O p tim iz ed  
F low

O r ig in a l
F low

O r ig in a l
F low
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W A N

C i sc o  W AE  W C C P v 2  D ep l o y m ent
� W C C P v 2  i nterc ep ti o n

O u t -o f -p a t h  w i t h  r e d i r e c t i o n  o f  f l o w s  t o  
b e  o p t i m i z e d  ( a l l  f l o w s  o r  s e l e c t i v e  v i a  
r e d i r e c t -l i s t )
Au t o m a t i c  l o a d -b a l a n c i n g ,  l o a d  
r e d i s t r i b u t i o n ,  f a i l -o v e r ,  a n d  f a i l -t h r o u g h  
o p e r a t i o n

� S c al ab i l i ty  and  h i g h  av ai l ab i l i ty
U p  t o  3 2  WAE s w i t h i n  a  s e r v i c e  g r o u p  
a n d  u p  t o  3 2  r o u t e r s
L i n e a r  p e r f o r m a n c e  a n d  s c a l a b i l i t y  
i n c r e a s e  a s  d e v i c e s  a r e  a d d e d

� S eam l es s  i nteg rati o n
T r a n s p a r e n c y  a n d  a u t o m a t i c  d i s c o v e r y
S u p p o r t e d  o n  a l l  WAE  p l a t f o r m s

O p tim iz ed  
F low

O p tim iz ed  
F low

O r ig in a l
F low

O r ig in a l
F low

I n ter cep tion
Red ir ection
I n ter cep tion
Red ir ection

S er v ice
G r oup
S er v ice
G r oup
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W C C P v 2  O v er v i ew

I P
N e t w o r k

F a 0 / 0 . 1 0  ( s u b i n t e r f a c e )  ( i n g r e s s  i n t e r f a c e )
R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 1

F a 0 / 0 . 1 0  ( s u b i n t e r f a c e )  ( i n g r e s s  i n t e r f a c e )
R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 1 F a 0 / 0 . 1 0  ( s u b i n t e r f a c e )  ( i n g r e s s  i n t e r f a c e )

R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 1
F a 0 / 0 . 1 0  ( s u b i n t e r f a c e )  ( i n g r e s s  i n t e r f a c e )

R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 1

1 0 . 1 0 . 1 0 . 0 / 2 4 1 0 . 1 0 . 1 1 . 0 / 2 4

F a 0 / 0 . 2 0
R e d i r e c t  e x c l u d e  i n

F a 0 / 0 . 2 0
R e d i r e c t  e x c l u d e  i n F a 0 / 0 . 2 0

R e d i r e c t  e x c l u d e  i n
F a 0 / 0 . 2 0

R e d i r e c t  e x c l u d e  i n

S e r i a l 0  ( W A N  i n t e r f a c e )
R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 2
S e r i a l 0  ( W A N  i n t e r f a c e )

R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 2 S e r i a l 0  ( W A N  I n t e r f a c e )
R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 2
S e r i a l 0  ( W A N  I n t e r f a c e )

R e d i r e c t  i n  /  s e r v i c e  g r o u p  6 2
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I nl i ne I nt er c ep t i o n D ep l o y m ent  M o des

W A N

W A E 1
W A N

I n-p a t h ,  sing l e W A E ,  red und a nt  W A N  l ink s

W A N

W A E 2
W A N

I n-p a t h  cl ust er,  red und a nt  W A N  l ink s

W A E 1

M G M T

M G M T
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W AAS  R edi r ec t i o n w i t h  AC E

W A N
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W h i c h  I nt er c ep t i o n M et h o d t o  U se?

7 . 5 K4 M15 K2 4 0 KM ax i mu m 
N u mb er o f  T C P  
C o n n ec t i o n s 
( w ith  W A E -7 3 2 6 )

L a s t  r e s o r tV e r y  l a r g e  s c a l e  
d a t a  c e n t e r  
d e p l o y m e n t s

O n l y  i f  W C C P v 2  
c a n  n o t  b e  u s e d  
( S P  m a n a g e d  o r  l o w -e n d  
r o u t e r )

G e n e r a l l y  
R e c o m m e n d e d

R ec o mmen d ed  
U se

U p  t o  1G b p sU p  t o  16 G b p s  
( p l a t f o r m  d e p e n d e n t )

U p  t o  2 G b p s  
( t w o  i n l i n e  p a i r s )

U p  t o  3 2 G b p s  
( p l a t f o r m  d e p e n d e n t )

M ax i mu m 
T h ro u g h p u t

8  
( I O S  d e p e n d e n t )

16 0 0 0
( n o t  p r a c t i c a l  b u t  p o s s i b l e )

2  
( s e r i a l  c l u s t e r ,  t e s t e d  l i m i t )

3 2M ax i mu m 
N u mb er o f  W A E s

116 0 0 0
( n o t  p r a c t i c a l  b u t  p o s s i b l e )

2  
( s e r i a l  c l u s t e r ,  t e s t e d  l i m i t )

3 2N u mb er o f  A c t i ve 
W A E s

P B RC SM / A C EI n l i n eW C C P v2
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Cisco WAE  Family  Per f or mance and  
Scalab ility

C u r r e n t  G e n e r a t i o n  P l a t f o r m s

30 0 / 90 0

30 0 / 30 0

30 0 / 30 0

250 / 250

250 / 250

D r iv e 
C a p a city/

M a x  
C a p a city

6

2

2

2

2

M a x  
D r iv es

4

4

2

2

1

M em
( G B )

450

350

250

150

10 0

M a x
O p tim iz ed
T h r oug h p ut

( M b p s )

50n / a310250 0750 0W A E -7 3 2 6

30250 0155250 060 0 0W A E -6 1 2 -4 G B

2020 0 04520 0 020 0 0W A E -6 1 2 -2 G B

1010 0 020150 0150 0W A E -5 1 2 -2 G B

550 08750750W A E -5 1 2 -1 G B

C or e 
F a n -out 

( N um b er  of  
Peer s )

C M  
S ca la b ility 
( D ev ices  
M a n a g ed )

W A N  L in k  
C a p a city 
( M b p s )

M a x  E d g e 
C I F S  

S es s ion s
M a x  

O p tim iz ed  
T C P C on n s

Pla tf or m
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W A A S  P r o d u c t  
P o r t f o l io
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C i sc o  W AE  H ar dw ar e P o si t i o ni ng

Concurrent TCP Connections

W A E -7 326
7 5 0 0  T C P C on n ection s
3 1 0  M b p s  B a n d w id th

3 0 0  G B  – 9 0 0  G B

W A E -6 12
2 0 0 0 / 6 0 0 0  T C P C on n ection s

4 5 / 1 5 5  M b p s  B a n d w id th
3 0 0  G B

W
AN

 B
an

dw
id
th

N M -W A E -30 2
2 5 0  T C P C on n ection s

up  to 1 . 5  M b p s
8 0  G B

W A E -5 12
7 5 0 / 1 5 0 0  T C P C on n ection s

8 / 2 0  M b p s  B a n d w id th
2 5 0  G B

RE M O T E  O F F I C E  PL A T F O RM S

D A T A  C E N T E R PL A T F O RM S

*  Recom m en d ed  ca p a city 
n um b er s ,  b a s ed  typ ica l us er  a n d  

b r a n ch  d ef in ition s .  A ctua l 
n um b er s  a r e ca s e-s p ecif ic a n d  

r es ults  m a y v a r y.

*  Recom m en d ed  ca p a city 
n um b er s ,  b a s ed  typ ica l us er  a n d  

b r a n ch  d ef in ition s .  A ctua l 
n um b er s  a r e ca s e-s p ecif ic a n d  

r es ults  m a y v a r y.
N M -W A E -5 0 2

5 0 0  T C P C on n ection s
up  to 2  M b p s

1 2 0  G B
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C i sc o  W AE  P h y si c al  I nl i ne D ep l o y m ent
� P h y s i c al  i nl i ne i nterc ep ti o n:

P h y s i c a l  i n -p a t h  d e p l o y m e n t  b e t w e e n  
s w i t c h  a n d  r o u t e r  o r  f i r e w a l l
M e c h a n i c a l  f a i l -t o -w i r e  u p o n  h a r d w a r e ,  
s o f t w a r e ,  o r  p o w e r  f a i l u r e
R e q u i r e s  n o  r o u t e r  c o n f i g u r a t i o n

� S c al ab i l i ty  and  h i g h  av ai l ab i l i ty :
T w o  t w o -p o r t  g r o u p s
S e r i a l  c l u s t e r i n g  w i t h  l o a d -s h a r i n g  a n d  f a i l -
o v e r
R e d u n d a n t  n e t w o r k  p a t h s  a n d  a s y m m e t r i c  
r o u t i n g

� S eam l es s  i nteg rati o n:
T r a n s p a r e n c y  a n d  a u t o m a t i c  d i s c o v e r y
8 0 2 . 1 q  s u p p o r t ,  c o n f i g u r a b l e  V L ANs
S u p p o r t e d  o n  a l l  WAE  a p p l i a n c e s

Cisco WAE 4-p or t  in l in e  ca r d

W A N

W A E 1
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S u m m ar y
� “C h a t t y ” a p p l i c a t i o n s c a n  se v e r e l y  a f f e c t  l a t e n c y  
� S t a n d a r d  t r a n sp o r t  p r o t o c o l s su c h  a s T C P  a r e  p r o n e  
t o  i n e f f i c i e n c i e s a n d  c a n  b e  h i g h l y  o p t i m i z e d

� W A A S  m a k e s u se  o f  m u l t i p l e  t e c h n o l o g i e s t o  p r o v i d e  
o p t i m i z a t i o n  t o  a p p l i c a t i o n s a n d  t r a n sp o r t  p r o t o c o l s

� T h e r e  a r e  m u l t i p l e  i n t e r c e p t i o n  m e t h o d s t o  r e d i r e c t  
t r a f f i c  t o  t h e  W A E ’s

� C o n si d e r a t i o n  i s n e e d e d  f o r  W A A S  p l a c e m e n t  i n  t h e  
D a t a  C e n t e r



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 73

D at ac e nt e r S e r v e r  
L o ad B al anc ing
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W A N  A ccel era t ion
• D a t a  r e d u n d a n c y  e l i m i n a t i o n
• W i n d o w  s c a l i n g
• L Z  c o m p r e s s i o n
• A d a p t i v e  c o n g e s t i o n  a v o i d a n c e

A p p l ica t ion A ccel era t ion
• L a t e n c y  m i t i g a t i o n
• A p p l i c a t i o n  d a t a  c a c h e
• M e t a  d a t a  c a c h e
• L o c a l  s e r v i c e s

A p p l ica t ion O p t im iz a t ion
• D e l t a  e n c o d i n g
• F l a s h F o r w a r d  o p t i m i z a t i o n
• A p p l i c a t i o n  s e c u r i t y
• S e r v e r  o f f l o a d

A p p l ica t ion N et w ork ing
• M e s s a g e  t r a n s f o r m a t i o n
• P r o t o c o l  t r a n s f o r m a t i o n
• M e s s a g e -b a s e d  s e c u r i t y
• A p p l i c a t i o n  v i s i b i l i t y

A p p l ica t ion S ca l a b il it y
• S e r v e r  l o a d -b a l a n c i n g
• S i t e  s e l e c t i o n
• S S L  t e r m i n a t i o n  a n d  o f f l o a d
• Vi d e o  d e l i v e r y

N et w ork  Cl a ssif ica t ion
• Q u a l i t y  o f  s e r v i c e
• N e t w o r k -b a s e d  a p p  r e c o g n i t i o n
• Q u e u i n g ,  p o l i c i n g ,  s h a p i n g
• Vi s i b i l i t y ,  m o n i t o r i n g ,  c o n t r o l

Ap p l i c at i o n O p t i m i z at i o n I nf r ast r u c t u r e

W A N
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Agenda
� Introduction
� H a rdw a re
� M odul a r P ol icy C L I a nd R ol e -B a s e d A cce s s  C ontrol
� V irtua l  P a rtitioning
� A p p l ica tion D e l iv e ry a nd S e curity F e a ture s
� R e dunda ncy
� D e p l oy m e nts
� Introduction to A C E  V e rs ion 2 . 0
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Ap p l i c at i o n L o ad B al anc i ng 
Content Switching  R equir ements

� H ig h -a v a il a b il ity
� N o s ing l e  p oint of  f a il ure
� D is a s te r re cov e ry
� H ig h  a nd s ca l a b l e  p e rf orm a nce
� Inte l l ig e nt conte nt-b a s e d de cis ions
� T ra ns a ction a s s ura nce
� S e curity
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T h e E v o l u t i o n o f  L 4  t o  7  S er v i c es

� Inf ras tru c tu re s i m p l i f i c ati o n w i th L 4 –7  S erv i c es  i nteg rati o n 
� C o nv erg ed  p o l i c y  c reati o n,  m anag em ent,  and  tro u b l es h o o ti ng
� R ed u c ed l atenc y (s i ng l e T C P  term i nati o n f o r al l f u nc ti o ns )

Today

I n t e g r at e d
L aye r  4
an d

L aye r  7
R u l e s

A p p l i c at i on
C on t r ol
E n g i n e
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W h at  I s AC E  ?
� B r a nd new p r o d u c t l ine in th e C isc o  A NS p o r tf o l io
� I nf r a str u c tu r e sim p l ic ity in a  sing l e h a r d w a r e p l a tf o r m ,  
A C E  integ r a tes

C o ntent s w i tc h i ng
S S L  o f f l o ad
D ata c enter s ec u ri ty f eatu res

� T h e f ir st A C E  p r o d u c t is a  C isc o  C a ta l yst® 6 5 0 0  ser vic e m o d u l e,  
w h ic h c o m es in th r ee f l a vo u r s:  4 G b p s,  8 G b p s,  
a nd 1 6 G b p s

� T h e h a r d w a r e su p p o r ts tw o f iel d -r ep l a c ea b l e d a u g h ter c a r d s f o r
f u tu r e h a r d w a r e-a c c el er a ted a p p l ic a tio n d el iver y f u nc tio na l ity l ik e
H T T P  c o m p r essio n

� I t d el iver s a p p l ic a tio n inf r a str u c tu r e c o ntr o l ,  w ith f ea tu r es l ik e vir tu a l  
p a r titio ns a nd na tive r o l e b a sed a c c ess c o ntr o l  (R B A C )

Application Control Engine
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T h e Ap p l i c at i o n C o nt r o l  E ngi ne
At -a-G l anc e

• V irt ua l  Pa rt it ioning
• H iera rch ica l  M a na g em ent  D om a ins
• R ol e-Ba sed  A ccess Cont rol

A p p l i c at i on  I n f r as t r u c t u r e  C on t r ol

A p p l i c at i o n  P erf o rman c e

• H i g h  T h ro u g h p u t  ( 16 G b p s)
• M ax i mu m Sc al ab i l i t y

( 35 0 K  C P S)
• M u l t i -t i ered  rel i ab i l i t y ,  

avai l ab i l i t y ,  an d  sc al ab i l i t y
• Server L o ad  B al an c i n g
• C o n t en t  Sw i t c h i n g

( L 7  d ec i si o n s an d  
ad van c ed  st i c k i n ess)

A p p l i c at i o n  Sec u ri t y

• P ro t o c o l -l ay er i n sp ec t i o n
• T C P / I P  N o rmal i z at i o n
• H ard w are-ac c el erat ed  

P ro t o c o l  C o n t ro l
• H i g h  P erf o rman c e N A T

( 1M  x l at es)
• A c c ess C o n t ro l  L i st  ( A C L )

( u p  t o  25 6 K  A C E s)
• D D o S P ro t ec t i o n

I n f rast ru c t u re Si mp l i f i c at i o n

• L ay er 2–7  N et w o rk  
I n t eg rat i o n

• Fu n c t i o n al  C o n so l i d at i o n
• A p p l i c at i o n  N et w o rk  

M an ag emen t  so l u t i o n
• T C P  O f f l o ad
• SSL  T ermi n at i o n
• X M L  A P I
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H ar d w ar e
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Ap p l i c at i o n C o nt r o l  E ngi ne

Par allel networ k -pr ocessor  b ased  har d war e
with separ ate contr ol and  d ata-path CPU s
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Switch
F a b r ic

I n te r f a ce

Switch
F a b r ic

I n te r f a ce

Su p
C o n n e ct
Su p

C o n n e ct

1 6 G

1 0 0 M D a u g hte r
C a r d 1

D a u g hte r
C a r d 1

D a u g hte r
C a r d 2

D a u g hte r
C a r d 2

8 G

8 G

SSL
C r y p to
SSL

C r y p to

1 0 G

N P 1N P 1 N P 2N P 2

1 0 G1 0 G

C o n tr o l
P l a n e

A C SW  O S

C o n tr o l
P l a n e

A C SW  O S
2 G

C D E
Switch
6 0 G b p s

C D E
Switch
6 0 G b p s

AC E —H ar dw ar e Ar c h i t ec t u r e
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2 x  7 0 0 M H z  M I PS
1  G B  M em or y

C PU
Control Plane Software

Su p erv i s or
Connec ti on

D B U S
1 6  G b p s
B u s

R B U S
E O B C

C i sc o
A SI C

100 Mbps

C r yp to ch ip
SSL ,  I PSec  Cry p to

1 0   G b p s

1 0   G b p s
8  G b p s

8  G b p sCl a ssif ica t ion
D ist rib ut ion

E ng ine

D au g h t er C ard  E x p an si o n  Sl o t  2
F i e l d  u p g r a d e a b l e

1  G b p s

1 0  G b p s

4 0 K  RS A  op s

M i c ro E ng i nes CPU
DRAM
1 . 5  G B

DRAM
1 . 5  G B

Pa r a llel N P’s  h a n d le D a ta  Pr oces s in g
1 6  M E  ( 1 . 4  G H z )
X S ca le 7 0 0 M H z
1 . 5  G B  RD RA M
3 2 M B  S RA M
2 0 B  op s / s

A C S W  O S

N et w o rk
P ro c esso r 1

M i c ro E ng i nes CPU

6 0 G b p s  s w itch in g  C a p a city
I Pv 4 ,  I Pv 6  C la s s if ica tion s
T C P C h eck s um  G en er a tion

V er if ica tion
V a r ia b le L oa d  D is tr ib ution

D au g h t er C ard  E x p an si o n  Sl o t  1
F i e l d  u p g r a d e a b l e

4  F I F O  I n ter lin k s

1 6  G b p s

C E F 7 2 0  L i n e c ar d

2 0  G b p s

2 0  G b p s
Swi tc h  F ab ri c

N et w o rk
P ro c esso r 2

AC E —D et ai l ed H ar dw ar e Ar c h i t ec t u r e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 84

D at a-P at h  /  C o nt r o l -P at h  S ep ar at i o n
� C o ntr o l -P a th

– D ev i c e c o ntro l
– C o nf i g u rati o n m anag er (C L I,  X M L  A P I,  S S H ,  …)
– S erv er h eal th m o ni to ri ng (nati v e p ro b es ,  T C L  s c ri p ts )
– S Y S L O G s ,  S N M P ,  …
– A R P ,  D H C P  rel ay
– H i g h -A v ai l ab i l i ty

� C o ntr o l -P a th
– D ev i c e c o ntro l
– C o nf i g u rati o n m anag er (C L I,  X M L  A P I,  S S H ,  …)
– S erv er h eal th m o ni to ri ng (nati v e p ro b es ,  T C L  s c ri p ts )
– S Y S L O G s ,  S N M P ,  …
– A R P ,  D H C P  rel ay
– H i g h -A v ai l ab i l i ty

Control  p a th
a nd d a ta  p a th
run on sep a ra te
p rocessors

� D a ta -P a th
– C o nnec ti o n m anag em ent
– T C P  term i nati o n
– A c c es s  l i s ts
– S S L  o f f l o ad
– R eg u l ar ex p res s i o n m atc h i ng
– L o ad  B al anc i ng &  f o rw ard i ng

� D a ta -P a th
– C o nnec ti o n m anag em ent
– T C P  term i nati o n
– A c c es s  l i s ts
– S S L  o f f l o ad
– R eg u l ar ex p res s i o n m atc h i ng
– L o ad  B al anc i ng &  f o rw ard i ng
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Mo d u l ar  P o l ic y C L I
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M o du l ar  P o l i c y  C L I  i n AC E
� A C E  C L I is  b a s e d on C 3 P L  ( C is co C om m on C l a s s -
b a s e d P ol icy  L a ng ua g e )

� P rov ide s  a  com m on C L I f ra m e w ork  a cros s  s e curity  
im p l e m e nta tions  in-orde r to de f ine  cons is te nt C L I 
a cros s  p l a tf orm s

� T h e  C L I a im s  a t s e a m l e s s  inte g ra tion in te rm s  of  
conf ig uring  S L B ,  S S L  a nd S e curity  f e a ture s

� N o ne e d to s e s s ion in or e nte r a  s ub -m ode  of  
conf ig ura tion f or th e  dif f e re nt f e a ture s

� T ra f f ic cl a s s if ica tion is  th e  core  f unctiona l ity  f or a l l  
de l iv e ry  a nd s e curity  f e a ture s
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P o l i c y  C L I  O v er v i ew

class-m ap C 1
m at ch  <cr i t e r i a>

class-m ap C 1
m at ch  <cr i t e r i a> p o li cy -m ap P 1

class C 1
<act i o n >

p o li cy -m ap P 1
class C 1
<act i o n >

i n t e r f ace v lan X
se r v i ce -p o li cy i n p u t P 1

i n t e r f ace v lan X
se r v i ce -p o li cy i n p u t P 1

1. D e f i n e  m a t c h  c r i t e r i a
2 . A s s o c i a t e  a c t i o n s  t o  m a t c h  c r i t e r i a
3 . A c t i v a t e  t h e  c l a s s i f i c a t i o n -a c t i o n  r u l e s  o n  e i t h e r  a n  

i n t e r f a c e  o r  “g l o b a l l y ”
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P o l i c y  L o o k u p  O r der
� T h er e c a n b e m a ny f ea tu r es a p p l ied  o n a  g iven inter f a c e,  

so  f ea tu r e l o o k u p  o r d er ing  is im p o r ta nt
� T h e f ea tu r e l o o k u p  o r d er  f o l l o w ed  b y d a ta p a th  in A C E  is 

a s f o l l o w s:
1 . Ac c e s s -c o n t r o l  ( p e r m i t  o r  d e n y  a  p a c k e t )
2 . M a n a g e m e n t  t r a f f i c
3 . T C P  n o r m a l i z a t i o n / c o n n e c t i o n  p a r a m e t e r s
4 . S e r v e r  l o a d  b a l a n c i n g
5 . F i x -u p s / a p p l i c a t i o n  i n s p e c t i o n
6 . S o u r c e  NAT
7 . D e s t i n a t i o n  NAT

� T h e p o l ic y l o o k u p  o r d er  is im p l ic it,  ir r esp ec tive o f  th e o r d er  in 
w h ic h  th e u ser  c o nf ig u r es p o l ic ies o n th e inter f a c e
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V ir t u al P ar t it io ning
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D esi gn C o nsi der at i o ns
Ar chitectur e I nteg r ation Consid er ations 
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D esi gn C o nsi der at i o ns
Ar chitectur e I nteg r ation Consid er ations 

� L 2  su b -o p tim a l  p a th
� L 3  su b -o p tim a l  p a th
� H ig h er  I nter sw itc h -l ink  
b a nd w id th  

� U nu se o f  va l u a b l e r eso u r c es
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O n e  p h ys i c al  de v i c e

V i r t u al  P ar t i t i o ni ng

T r a d itio na l  d evic e
Sing l e c o nf ig u r a tio n f il e
Sing l e r o u ting  ta b l e
L im ited  R B A C
L im ited  r eso u r c e a l l o c a tio n

1 0 0 %

M u l t i p l e  v i r t u al  s ys t e m s
(p ar t i t i on e d c on t r ol  an d dat a p at h )

2 5 % 2 5 % 20 %15 %15 %

C isc o  A p p l ic a tio n Ser vic es V ir tu a l iz a tio n
D istinc t c o nf ig u r a tio n f il es
Sep a r a te r o u ting  ta b l es
R B A C  w ith  C o ntex ts,  R o l es,  D o m a ins
M a na g em ent a nd  d a ta  r eso u r c e c o ntr o l
I nd ep end ent a p p l ic a tio n r u l e sets
G l o b a l  a d m inistr a tio n a nd  m o nito r ing
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R ates M em ory

B an dw i dt h
D at a c on n e c t i on s /s e c
M an ag e m e n t c on n e c t i on s /s e c
S s l -b an dw i dt h
S ys l og s /s e c

A c c e s s  L i s t s
R e g u l ar  E x p r e s s i on s
D at a c on n e c t i on s
M an ag e m e n t c on n e c t i on s
S S L  c on n e c t i on s
X l at e s
S t i c k y e n t r i e s

P er Contex t Control
� R e s ource  l e v e l s f or e a ch  conte x t
� S up p ort f or ov e r-s ub s crip tion

V i r t u al  P ar t i t i o ni ng
R eso u r c e C o nt r o l
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1 . Is ol a te  de p a rtm e nts  or cus tom e rs
P r o vid e d ir ec t c o nf ig u r a tio n a c c ess
R ed u c e ex p o su r e to  c r itic a l  c o nf ig  c o m p o nents
P r o vid e c o nsistent a c c ess a c r o ss G U I ,  A P I ,  C L I
D ed ic a ted r eso u r c es

2 . Is ol a te  a p p l ica tions
G u a r a ntee r eso u r c es to  c r itic a l  a p p l ic a tio ns
I so l a te f r o m  im p a c t o f  o th er  a p p  r o l l  o u ts
C entr a l  c o nf ig  f il e f o r  m a na g ing  p o l ic y c h a ng e
R ed u c ed  c o m p l ex ity o f  sec u r ity/a p p l ic a tio n r u l es
P o ssib l ity to h a ve a  p a r a l l el test envir o nm ent w ith no  im p a c t to
p r o d u c tio n

Cu s tom er D eploy m ents

AC E  V i r t u al  P ar t i t i o ni ng 
D ep l o y m ent s
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� P r o v i d e s  m e a n s  t o  p a r t i t i o n  o n e  p h y s i c a l  u n i t  i n t o  
i n d e p e n d e n t l y  m a n a g e d  l o g i c a l  e n g i n e s  

P ro v i s i o ns  res o u rc e p er l o g i c al  d ev i c e
A l m o s t ev ery  f eatu re s u b s y s tem  i s  v i rtu al i z ed  i nc l u d i ng  
L i nu x  k ernel

� L o g i c a l  d e v i c e s  a r e  c a l l e d  v i r t u a l  c o n t e x t s
E ac h  w i th  i nd ep end ent res o u rc e al l o c ati o n and  p o l i c i es

� D e f a u l t  c o n t e x t  c a l l e d  ‘A d m i n ’ c o n t e x t  i s  
a v a i l a b l e  i n i t i a l l y

C u s to m ers  w h o  d o  no t w i s h  to  u s e v i rtu al i z ati o n c an 
p erf o rm  al l  o p erati o ns  f ro m  w i th i n ‘A d m i n’ c o ntex t

� 2 5 0  c o n t e x t s +  A d m i n  c o n t e x t  s u p p o r t e d  f o r  p h a s e  1

D esi gn C o nf i gu r at i o n 
AC E  V i r t u al i z at i o n



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 96

P h ys i c al  D e v i c e

A dm i n
C on t e x t
C o n t ex t  
D ef i n i t i o n
R eso u rc e 
A l l o c at i o n

M an ag emen t
St at i o n

C on t e x t  1 C on t e x t  2 C on t e x t  3

A A A

D esi gn C o nf i gu r at i o n 
AC E  S er v i c e V i r t u al i z at i o n
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ACE V irtu al P atitioning and App S ecu rity in Action
M u l ti-tie r A p p l ica tio n s

E nt erp rise
N et w ork

D at aB ase
servers

L B

L B

L B

A p p l i c at i o n
servers

Fro n t -en d
servers

F i r e w a l l s

E nt erp rise
N et w ork

Fro n t -en d
Fi rew al l s

A C E
w i t h

A p p l i c at i o n
I n f rast ru c t u re

C o n t ro l
an d

A p p l i c at i o n
Sec u ri t yD at aB ase

servers
A p p l i c at i o n
servers

Fro n t -en d
servers

FE virtual
p artitio n

A P P  virtual
p artitio n

D B  virtual
p artitio n
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A p p l ic at io n D e l iv e r y
&  S e c u r it y F e at u r e s
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T C P  R eu se ( O f f l o ad)
� O f f l o a d  T C P  (H T T P ) setu p  p r o c essing  f r o m  ser ver
� T C P  c o nnec tio ns to  th e ser ver  a r e k ep t o p en
(H T T P  1 . 1  P er sistenc e)

� C l ient r eq u ests m u l tip l ex ed  to  ex isting  ser ver  c o nnec tio ns
� T C P  R eu se c a n b e ena b l ed  o n p er  vir tu a l  ser ver  b a sis  
� C r ea tes a  c o nnec tio n p o o l  o n th e r ea l s [ ip : p o r t]  a sso c ia ted  to  th e 
vir tu a l  ser ver

P e r  r s e r v e r  p e r  s e r v e r f a r m
C l i e n t  c o n n e c t i o n s  m a t c h e d  t o  s e r v e r  c o n n e c t i o n s
b a s e d  o n  T C P  o p t i o n s

S a c k
t i m e s t a m p
w i n d o w _ s c a l e
M S S
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T C P 1

AC E -T C P 1   P o o l 1

T C P 2

T C P 3

AC E -T C P 2   P o o l 2

T C P  R eu se ( O f f l o ad)
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S S L  O f f l o adi ng C o m b i ned S o l u t i o n

T h e  s a m e  r e a l  s e r v e r s
c a n  b e  u s e d  f o r :
- t r a f f i c  o f f l o a d e d  b y  A C E
-S S L  t r a f f i c  t e r m i n a t e d  b y  t h e  
s e r v e r
- U n e n c r y p t e d  t r a f f i cH A  S o l u t i o n :

S t a t e f u l  f a i l o v e r  c a n n o t  b e  a c h i e v e d  f o r
S S L  t e r m i n a t i o n  b u t  s e r v e r  p e r s i s t e n c e  i s
g u a r r a n t e d .

V I P 1

V I P 2

V I P 1
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R e d u nd anc y
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R edu ndanc y  M o del
� R e d u n d a n c y  g r o u p s  ( F a u l t  T o l e r a n c e ,  F T  g r o u p s )  a r e  c o n f i g u r e d  b a s e d  o n  v i r t u a l  

c o n t e x t s
� T w o  i n s t a n c e s  o f  t h e  s a m e  c o n t e x t  ( o n  t w o  d i s t i n c t  AC E  m o d u l e s )  f o r m  a  

r e d u n d a n c y  g r o u p ,  o n e  b e i n g  a c t i v e  a n d  t h e  o t h e r  s t a n d b y
� T h e  p e e r  AC E  c a n  b e  i n  t h e  s a m e  o r  d i f f e r e n t  C i s c o  C a t a l y s t  6 k  c h a s s i s
� B o t h  AC E  m o d u l e s  c a n  b e  a c t i v e  a t  t h e  s a m e  t i m e ,  p r o c e s s i n g  t r a f f i c  f o r  d i s t i n c t  

c o n t e x t s ,  a n d  b a c k i n g -u p  e a c h  o t h e r  ( s t a t e f u l  r e d u n d a n c y )
A CE -1

E x a m p l e:
Tw o A CE  m od ul es
F our F T g roup s
F our V irtua l  Contex ts
(A , B , C, D )

A CE -2

F T  V L A N

A
A ct iv e

A’
S t a nd b y

FT
g ro u p  1

B
A ct iv e

B’
S t a nd b y

FT
g ro u p  2

C
A ct iv e

C’
S t a nd b y

FT
g ro u p  3

D
A ct iv e

D’
S t a nd b y

FT
g ro u p  4
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C o nf i gu r at i o n S y nc
1 . B ul k  s y nc

E ntir e c o nf ig  tr a nsf er ed f r o m A c tive to Sta nd b y
Sta te d u r ing sync :  A C T I V E /ST A ND B Y_ C O NF I G

2 . Incre m e nta l  S y nc
L ine-b y-l ine c o nf ig  sync w h il e A c tive is b eing c o nf ig u r ed
Sta te d u r ing sync :  A C T I V E /ST A ND B Y_ H O T

� T h e  us e r ca n ch oos e  to dis a b l e  conf ig  s y nc th roug h  
C L I;  S ta te  w oul d re m a in A C T IV E / S T A N D B Y _ H O T  
w ith  no conf ig  s y nc 

� If  us e r re -e na b l e s  conf ig  s y nc,  H A  w oul d  trig g e r a  
b ul k  s y nc to m a k e  s ure  b oth  de v ice s  a re  a g a in 
s ta te f ul l y  in s y nc
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D e p l o y m e nt
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T y p i c al  D at a C ent er  D esi gn w i t h  AC E
E nt erp rise

Ca m p us Core

A g g reg a t ion
w it h

L 4 -7  S erv ices

L 2  or L 3  A ccess
M a i n f r a m e

D a t a -B a s eA p p l i c a t i o n
S e r v e r sW e b  /  F r o n t -e n d  S e r v e r s

A CE
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AC E  D ep l o y ed i n R o u t er M o de
� C l i ent V L A N  and  s erv er 
V L A N s  o n d i f f erent 
IP  s u b nets

� S erv ers ’ d ef au l t g atew ay  i s  
A C E  al i as  IP

� A l l d ata V L A N s  and F T  V L A N  
c arri ed o v er p o rt-c h annel s

� E ac h C i s c o  C atal y s t h as  
red u nd ant p h y s i c al l i nk s  
to eac h ac c es s s w i tc h

� S erv erf arm s c an s p an m u l ti p l e
ac c es s s w i tc h es

� M anag em ent ac c es s to
s erv ers req u i res ac c es s -l i s t

D a t a
P o r t -C h a n n e l

F T  C o n t r o l
P o r t -C h a n n e l

M S F C M S F C
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AC E  D ep l o y ed i n B r i dge M o de
� P a i r s  o f  o n e  c l i e n t  a n d  o n e  s e r v e r  

V L AN o n  t h e  s a m e  s u b n e t  ( B V I  
u s e d  t o  “m e r g e ” t h e  t w o  V L ANs )

� L i m i t o f t w o V L ANs  i n  t h e  
s a m e s u b n e t

� S e r v e r s ’ d e f a u l t  g a t e w a y  i s  M S F C  
( o r  o t h e r  r o u t e r )  H R S P  v i r t u a l  
a d d r e s s

� Al l d a t a  V L ANs  a n d F T  V L AN 
c a r r i e d o v e r p o r t -c h a n n e l s

� E a c h C i s c o  C a t a l y s t h a s  
r e d u n d a n t p h y s i c a l l i n k s  t o e a c h
a c c e s s s w i t c h

� S e r v e r f a r m s c a n  s p a n m u l t i p l e
a c c e s s s w i t c h e s

� M a n a g e m e n t a c c e s s t o s e r v e r s
r e q u i r e s a c c e s s -l i s t

D a t a
P o r t -C h a n n e l

F T  C o n t r o l
P o r t -C h a n n e l

M S F C M S F C
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AC E  D ep l o y ed i n O ne-Ar m M o de
� Sing l e V L A N o n A C E
� Ser ver s’ d ef a u l t g a tew a y is 
M SF C  H SR P  I P

� A l l d a ta  V L A Ns a nd F T  
V L A N c a r r ied o ver p o r t-
c h a nnel s

� E a c h C isc o  C a ta l yst h a s 
r ed u nd a nt p h ysic a l l ink s to
ea c h a c c ess sw itc h

� Ser ver f a r m s c a n sp a n
m u l tip l e a c c ess sw itc h es

� M a na g em ent a c c ess to
ser ver s b yp a ss A C E

D a t a
P o r t -C h a n n e l

F T  C o n t r o l
P o r t -C h a n n e l

M S F C M S F C
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AC E  V i r t u al  C o nt ex t s “L 3  C asc aded”

M S F C

Co
nt
ex
t A VR F  A

Co
nt
ex
t B

E x t e r n a l
L 3  d e v i c e

C o n t e x t  C

Co
nt
ex
t D
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AC E  V i r t u al  C o nt ex t s M ap p ed t o V R F s
� V ir tu a l  C o ntex ts c a n b e 
m a p p ed  to  V R F s o n 
th e M SF C

� O r d ir ec tl y to
ex ter na l r o u ter s

� V R F -a w a r e R o u te H ea l th
I nj ec tio n (a d d /r em o ve
r o u tes to /f r o m M SF C  m a in
r o u ting ta b l e a s w el l a s 
V R F  r o u ting ta b l es)

VR F  A VR F  B

Co
nt
ex
t C

Co
nt
ex
t A

Co
nt
ex
t B
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Av ailab ility
Acceler ation

Secur ity  

Ap p l i c at i o n C o nt r o l  E ngi ne ( AC E )
A C E  2. 0  F e a tu r e s  I n cl u d e :
� E nh anc ed  A p p l i c ati o n A l g o ri th m s
� A p p l i c ati o n-aw are L o ad  B al anc i ng  
� G eneri c  P ro to c o l  P ars i ng
� Im p ro v ed  A p p l i c ati o n-l ev el  Ins p ec ti o n
� E x tend ed  S S L  F u nc ti o nal i ty  
� D eni al -o f -S erv i c e P ro tec ti o n 
� Inc reas ed  H eal th  M o ni to ri ng  S u p p o rt
� Im p ro v ed  U s ab i l i ty  
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S u m m ar y
W h at ’s N ew i n AC E  ?

A CE 25 0  v irtua l  p a rtitions (contex ts) f or L 4 –7
Per-contex t a ctiv e-sta nd b y
R ol e-B a sed A ccess Control
Pred ef ined a nd user-conf ig ura b l e rol es

M od ul a r Pol icy CL I  f or integ ra ted f ea tures conf ig ura tion
Conf ig ura tion rol l b a ck f or q uick error recov ery a nd testing

R ef l ex iv e a ccess l ists,  TCP a nd I P norm a l iz a tion
Protocol insp ection
H TTP insp ection,  R F C com p l ia nce,  control  on h ea d ers/p a y l oa d

I nteg ra ted S S L  term ina tion,  w ith sup p ort f or b a ck -end S S L

TCP-reuse f or H TTP (a k a TCP m ul tip l ex ing or TCP of f l oa d )
Com m a nd L ine I nterf a ce ob j ects na m e com p l etion
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Q u e s t io ns  ?
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